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L& , FRETIISEE .

- BEH X Amazon One £EEEHRERMEA,

- BERKFEN,

- BE%  BHXNERTESRE 44-46 KN,
- FTEZSHNEEHVARBZAYEE,

« R AKMWBMHE (PoE ++)

ZHEEHRK Amazon One % &



Amazon One Enterprise EREER

#E4R IEEE 802.3bt ( #Z! 3 ) Class 6 POE++ Xifizs ( BEMKR ) SUEAR (BESD ) WHE
A, HESIHEEERE , /S IEC 62368-1,

REEAOEEEZ AERY PoE ++ BRBELEA

PoE ++ RS BN RMEENEEYA,

- ¥R 15V DC ER@WMA , &R 88 Amazon One REHE 2 NECEEF H 52 BIRR B EEIR

HERRREER.

MHETEH

- MREEREH  FEMA 1/4 KNEZEGETIT A H#EE
- HiRR

. 7/64 ZIEETE | FRERERTL

- #2 Phillips g4 F

- 0.5 NE x2 NE—FRHKET

- T12 £ Torx BBERER

. fhE

* Level

RE B A EE#p X Amazon One £E :

. 6x #8 Drywall $# 2}

« 6x #8-32 1in RiE#

« 2 {8 #6-32 1 T~ HBS IR

- 2x6 (U EinFAEESS

« 2 1@ Torx Security M4x10 FEE1R 44

%% Amazon One # BRI EEH i

1. RBEHBKRIEM Amazon One £i&,
2. BEMEKS Torx TR , A& EIREE Amazon One £E % B,

ZHEEHRK Amazon One % &



Amazon One Enterprise EREER

3. HEHENMABEMEMLENRE L. £8 BREKELR , J|EINBAMBRGA , M TEFRT.
(BA) MRLZRVEFPBE— Gang FRAA , FHIT F5IEE :

- EiBASFEM R #6-32 MEBRRKAAREL A  SBEREHHEAT Gang B2 L,
- BEHERERKEMRE,

- EAHERELES  EANERRAERKUE. BUNEAKEL AN #6-32 BERAR
KM EAXE, FOMEM #6-32 BV EFEABBBRNEESE,

Z BN Amazon One #i& 20
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4. WMRZEIEHE, ZRE BHERIRE , FESERKNVLES 1/4 ENHNA  RAREEME
Al EFHHREEEY , DIREEH,

MEBHIAELE , AFFEHEE K MASECHNVEREER 7/64 N5/ EH.,
5. {EMHEET #8 KiR#k , SR IREABIEEESIR L.
6. FIEREBEHHINER  FRARBHRERKFiIRE.
7. REERRBUEZEREEIRBEE,

EIEZEHEH X Amazon One #&

o] LAEFH OSDPH] Weigand 17ERIZ &I 18 5 17 € 2REX € Amazon One &, A 7 fB{t %% , Amazon
One £E ¥ AEEER ( Mfg P/N : Phoenix Contact 1767694 ) , &t 7] LURIEEF AZPEIA
— % PR B A B HIEAR | 587E Amazon One & LIE BRI ZEE,

1. EERYERARXNEEERFER  F2ETENERK.

WEARNFAERBINE , FSHE HRET.

Dimensions: 11.4 x 4.6 x 4 (inches)
Weight: 2.9 Ibs

Ethernet PoE (Class 6)

RS485/Wiegand/
Relay Terminal Block

RS485 Termination Switch

USB Peripheral
USB Accessory
15V DC Input (13-16.5V, minimum 3A)

R

RS485 TERMINATION  ON[ T JOFF

Z BN Amazon One #i& 22
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ERAEER

Pin

10

11

12

GPI

LED

D1

DO

RTN

Com

NC

NO

RTN

DU

— % g%

— iR AR A

Wiegand LED

Wiegand D1

Wiegand DO

FIREE

BIEEH

FIREE

RS485 A/D1/
Clock

RS485_B/D0/&
*sl’

Ed

B v i HEAR -

EH

Buim AAR -
EH

Wiegand LED —
#H

Wiegand E#} 1
- B

Wiegand E# 0
— FRAR

Wiegand
Ground - 26
R

Biig e -
H#R

= T LR
- BB

EBEEREH
— ER

OSDP E[E - &
iR

OSDP D1 - H
R

OSDP DO - #&
R

ZHEEHRK Amazon One % &

23



Amazon One Enterprise (R
ZRERE , FRHERN —HKER 3mm-5mmo
1 EBARH R RRIR A A FT BN R RAE.
EH—FRGET , B EHRERAERK  UARERER , EFREAL. F27BEWRSE,
fE#®  BENBHER , ABRERERL
HITHENEFR  BSHEERA Amazon One £ B ik T ERN Y EEE,
#% Cat6 & KHEEREBHRIE ARIASHE Lo
JXE Amazon One & , BiER LWHBARERSHNFED.
BREEEHBREZEFEER , YERERBI L,

. ERARME Torx Security M4x10 E3HIR%L |, # Amazon One & EE EH &R

. FHRERK. FVBERE.

© © N o a0 &~ W bd

-_— =
= O

EHIZEREH S Amazon One £&
EZEEREXMENER.

Wiegand E##

- BEGBRAAEHMW3 (LED),
- BARB\AEN4 (D1),

- BIREERBAHMWS (DO),

- BREBERBAHNG6 (RTN),

ZHEEHRK Amazon One % & 24
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ERAEER

Wiegand & B4R
Pin EAR
3 LED
4 D1
5 DO
6 RTN

DU

Wiegand LED

Wiegand D1

Wiegand DO

FIREE

=M

Wiegand LED
WA -EH
(B5VTTL)

Wiegand D1 &
H O (5VTTL)

Wiegand DO &
H (5VTTL)

Wiegand GND%Z
Z

MREKERRE LNHE—EET , FRMRS485/& 1LEIRE. LtFRBEEEMRER LA 120 Ohms ER

op STl

RS485 E#5

- BBEBRBEA Pin10 (RTN) .
- BAKRBASR 11 (A),
- BIEREERB\AERN12 (B),

) s [ s R i
TZ2

Z BN Amazon One #i&

25
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ERAEER

RS485 EiiR
Pin EiR iR G
10 RTN FEREE e TH
11 A RS485 A/D1/ RS485 JEE A EA
Clock i
12 B RS485_B/D0/E&  RS485 REAE
*SI'
EAER
- BHABEAEASH 7 (COM),
- BEBEEEFAAPNS (NC),
- BEGEHFB/AERNOI (NO),
i
I] \L‘«"‘\'\.n.. -m
. at A
I
i
EABREAR
Pin B iR ks
7 COM HXEH BigPEER -

H#R

Z BN Amazon One #i&
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ERAEER

Pin ER iR £ F
8 NC EiXER EEEESRER
- REER
9 NO EXER EEEESRER
- =18
-«
O O
NC
COM NO

EXBRERBIEENLTSEEE 30VAC/60VDC, HF K 60W #21E,

B A/ HIEAR

- BEGSBREAASFH1 (GPO ).,
- BEGERAAGHHN 2 (GPI),

ZHEEHRK Amazon One % &

27
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-
«
O
.
u

Pin B iR Eda

1 GPO — & A iR e S B B EA AR
(5V)

2 GPI — % iR A LS PN RS
(3.6V-5V)

B e /B AR FEER PR B 7 SR AE

B2 B Amazon One £ & LB K Amazon One #&,

o

Z % Amazon One £& /0 Hub A Z £ 1FH

AEFEAHERBAGEA 1/0 Hub Z# Amazon One Enterprise ( AOE ) £BFIENNEERNSE,
MR CH , FRETSEE

« B8 1/0 Hub By Amazon One £EBEMERFEH,
« R KMERME (PoE ++)

4R |IEEE 802.3bt ( 58 3 B ) Class 6 POE++ X#fizs ( BEMRR ) AR (BEF ) W#E
A, HE5HREEH , XS IEC 62368-1,

Z 8 Amazon One (& 1/0 Hub AR £ FH 28
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{EE A Amazon One £ BB #Z/ER PoE ++ K&,

PoE ++ FURAANVAMEEREEM A,

- ¥R 15V DC BRI A , £ REE#E Amazon One HER 2 NECEHERRE. ESHARIFNRKME
ERHESREERER. F2RETHRNER DC BR.

WETEH .

- FIiRZF
. #2 Phillips 8 #4427
« 0.5 NE x2 NE—FREKET

FEMIAE A 1/0 Hub B9 Amazon One £(& :
o 2x 6 U BIERIm FiERERS

- DC 1H5EE#EES

- 72 NER/EREIRF

4 Amazon One £EH 1/0 H1&

1. REBEPBERESF /0 Hub 9 Amazon One £&.,
2. B0 EEBEEEMENMNE,
3. #% Amazon One USB#E#RIE A 1/0 SR EEIE,

Z % Amazon One (& /0 Hub A &£ FH 29



Amazon One Enterprise EREER

4. HR POE++ BIR , 58 C AMRERAE POE++ HIFFA 1/0 FEiRERIE,

ER : % DC ER , /2R T 3% % DC Eix—H.

Z 8 Amazon One (& 1/0 Hub AR £ FH 30
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ABH Amazon One & B E1E 1/0 £4385

« RERFKER , UBRREBEINEE TRIBERILEA /0 FiRER.
- EEEIHRR  MRBERRIBEIB D, WTEMT.

Z 8 Amazon One (& 1/0 Hub AR £ FH 31
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1. EZBRFAEREAABABRXRMENER. AR TIERRNBER,
2. BimTABERA /O £iF5.

Z 8 Amazon One (& 1/0 Hub AR £ FH 32
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ERAEER

RTN D1 DO LED || GPI GPO
'a'
: S
7 8 H H 9 10 ‘ 11 12
3 I
B A RTN || COM (| NC || NO
. —
Pin EAR iR EdE]
1 RTN AR EE Wiegand ##3ith —
RER
2 D1 Wiegand D1 Wiegand E#} 1
- B#%
3 DO Wiegand DO Wiegand E#} 0
— KEAR
4 LED Wiegand LED Wiegand LED -
=M
5 GPI — AR AR & A B A -
EH

Z % Amazon One (& /0 Hub A &£ FH

33
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ERAEER

Pin

6

10

11

12

Wiegand E#5

- BEBERBASHH 1 (RTN),

- BEEFBEASH 2 (D1),

- BIREERBALH 3 (D),

- EA . BxEeSEREAH4 (LED),

RTN

COM

NC

NO

DU

— X g%
RS485_B/D0/&
%I'

RS485_A/D1/

Clock

AR EE

BxEA

LCbe e

BIEEH

£ H

S &y H A5 -
#H

OSDP DO - #&#%
OSDP D1 - BH#%

OSDP & -
B

BighEA -
H#R

EBEER T
- RBEER

EREERER
— EiR

Z % Amazon One (& /0 Hub A &£ FH

34
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HIAER

- BAKEA Pin10 (COM),
- BBEERBEA PIn11 (NC),
- BESEFRBBASH 12 (NO),

Z 8 Amazon One (& 1/0 Hub AR £ FH 35
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O O
NC COM NO

EXRERBIEENLTSEEE 30VAC/60VDC, HF K 60W #B14E,
RS485 E#R

- BiREERBEAGRNT7 (B).
- BEERBEAZERNS (A).
- BEREBREAHH O (RTN),

Z 8 Amazon One (& 1/0 Hub AR £ FH 36
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MREB RS LR % —EET , BERRS4SK LM, HEMB7EERE LA 120 Ohms BME
B|IELE,

BV B A /8 HIEAR

- BEEABRBAGHRS5 (GPI),
- BERBASHG6 (GPO),

Z 8 Amazon One (& 1/0 Hub AR £ FH 37
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RRRRRA

[ s s [ s R s s |

®
ole
0
O C

S e /S AR B R AR 5 7 SR AF

EH . £% DC BiR

1. MAEEHRKRBRER 3mm-5mm WER (+ ) MBEERENER (-).
2. # DC R RIBRixIEA DC .

Z 8 Amazon One (& 1/0 Hub AR £ FH 38
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ERAEER

3. MERBEAEN
4. #B#R DC A A DC | N EREIE,

Accessory USB
Amazon One USB :
15V Out

Debug
Do Not Use

DC Input
15VDC, 3A
(CLASS 2, LPS, PS2)

4+ -

FYFl Amazon One &

ZREIWFIRK Amazon One £EER#%E |, BIAIRAAEE.
B IEH Amazon One £&

1. 7£ Amazon One & L | BNRZEHEIT LA,
2. BIEZABEKD Wifi LUELE E MR,

X Amazon One #E&

39



Amazon One Enterprise A% ER
—BREERIVERE  REFRATHERINRBEN
. EEEETHRETIREX ! K ZBHREE .
4. EHQR.

AmazonOne R EEHEHETNBEH QR B .

5. ZERHEA QR , BRABULR https://console.aws.amazon.com/one-enterprise B Amazon
One Enterprise £ &,

® Note

BMIABEBRERTFRERXBROFTT , LUEAMPI R EEFE Amazon One Enterprise £ &
FHIEA QR 1B, 5528 118 Amazon One Enterprise &

EEEERD , BEEMAQRE.

EEREE T BEESH |, EER % Amazon One & EMNHELL,

HIBER T , BBuhAtbit,

EMAQRE T, SREEEMANKEEHTERER , AR EZNYENESE QR HLUMEE QR

5.

10. £ Amazon One £ EF#E QR . FIEE , ATZLER QR GEEHENEE , BREEF
A QR B—X,

1. WABGLEERS K AREMIETREROBELER | EIRIEEE.

12. B Amazon One XEEEHETRBTK | i, RAEECEHRMFATHER.

© © N o

BXA Amazon One #£& 40
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AEf A AERE

BRHELEN Amazon One RKEBERMA , ENETALURKEMEFE , YRFEFEUNEFEHE.

ES]
« BV nRBR
- BRFEIRA

B U B BUR

FREVALETREAMER , THERBEFETREEA, EAFEAETMZE T2 AEE—ZFRE
SFERENE D,

1£ Amazon One £ & F MG FE

1. 7£ Amazon One Enterprise SXEE £ , % THRKEER .
2. fEMAEHEZE Amazon One Enterprise I BN HERERBHEHETIHE,

IR HEHEER , Amazon One £EEH B RERHFNHE,
BIE ERAER , AR OK,
. BIERE - B Palm Biometric EFf, , IR EEE , FRTEREE.
5. BEREELNETRTREMER.

B EE

RINGEME ERFERSS <% , B AT LIE Amazon One Enterprise BAEE L FEHE R [RHETT
B58E.

E5% Amazon One % & i & 854

HEORERERR , WEEEE LNERFBHEED.

BT un BBUR 41
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BEERE

U ERAEMERAEEEEEREMEMNVERE , URMBRERELE DR, MEREREBILEY
B H e A & A LB Amazon One REETH 5B

£
- RRCHMNERE
- MIBREEMAY A E R EEWEBR SR

BEESEMNERE

TOEFFHARBNAERERE.
BAECEMNERE

1. ¥ https://console.aws.amazon.com/one-enterprise B Amazon One Enterprise £ &,
2. EEEERY K BESMERAEEE.,
3. GEEMERE T, KERIMEEMNERE , URTIIFMER

- #E D — MY EENSHEIMYRFIDBERBTER.
o SR — ARETMA Amazon One B EHEHAEH,
- FMEH — M B PN,

) R At 1P B 5 P 8 T L A WD Bk B 4
THIR SRR T (AW R (0 B R AL R BIS A,
RIRREED 09 679 2 T HL A BB 5

1. ¥ https://console.aws.amazon.com/one-enterprise BARX Amazon One Enterprise £#2 A&,
2. ESEERKRYT  BEEMERAEERE.

3. ECEEHMEAE T, ZERNEERBREZE LEYRBIEN 2EAENRE D,

4. ERIEMIBREYDE BN o

5. EIEMRUATEERRERELEWHABER,

BRECEMNERSE 42
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Amazon One Enterprise

ERAEER

/A Important

W EEZE R Amazon One Enterprise XK AMIBRFERAENE FEWEBA. FAESEE
HIXEH Amazon One Enterprise & ft8&E5EM , F8EEA Amazon One Enterprise 41T
B8R, MBRGERENEYER &% Amazon One Enterprise K AMIBREE ID £ H

AR

T BREE M &Y 68 8 & R HAE DR B 45

43



Amazon One Enterprise EREER

S Amazon One £ &

LW EA Amazon One £ &% , ©&7 Amazon One Enterprise T2 A L BAIRE & B EHEAREE,
A LAE A Amazon One Enterprise EEARATHEEETK , fINEHRBEE S EHAERE,

&

- #EERMEE Amazon One £E
- RLERE

- REMTHEREE

HEE TS E Amazon One &£ &
EE Amazon One £ EFIRHBENEBIREFIRENEEEER,
7B Amazon One £ E 2 8] , FBfEE FHIEIE -

- BARETIFERMATEFM Amazon One , BEFFEARECEZZER. EANERKER , UREMAE
ENEHREKE (MER ) 2ELR.

- MRERERELFER  FOENEESERBEE (WRBEEESEN , Amazon One REEHE TR
$EEREM ) . Amazon One XESHRIEREH , AFEASRETREERRBE.

- ERGELEE  EALRENEAEELZERHE,
- §XBAIME Amazon One #£E , MER BB T ARKIRXREMN Amazon One EEELR,

- RELENMAERETAENNIIR , S R/EEMARO T RIS , UERIEEHR/HAKKEEIT
— Amazon One &£ BN A SR TH/ERK,

o MRBAE(FISEERRAM , 55H4KEE Amazon One £EEM LWIE RIB/E , S EHEDH ISR KE
EfE,
&P Amazon One £ &

/AT Amazon One R & & E 75 RIS MM F BN SIS HBREC.

(® Note

A AERAREREIMANEMEMETRER,. EBNFRIERSE-IMKR , ABEXE
LHBRFY., REFSHE , BEEXTEEB X,

HEENE R Amazon One £ E 44
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1. FEAERE (IPA) EBHEKER Amazon One £B, EFERELEBNHIERME. BRIE Amazon One
R, BRAFE7BEXEED  SEREAEMEERER.

2. {EFAEZ A9 AR AE TR 1B BRI T RAL
3. WA (FB7EE ) ABREFNEFAARSYUHER. BABRENFTRRFAFRTER

—J& ) and/or when the window is visually dirty (e.g., finger/hand prints/smudges. £ &EH# b5

WIEEES , ENFFIRSESEBRE,
4. WMREA , FERAKICERFFRBIRERRFEAI.
5. BBERRRE—IMAR , ABERKELBRFY. REFTHE,

R EE

MR RELEMNBRELEENTERESNERMNE, BuAERBNLREGLFAHEREEE U
Amazon One #i&,

x5

- BFHLERE

o FEFTAHUL M1t

SEEEERE
THRFRARENAEELBNBEER,
EEREMUEH

1. ¥ https://console.aws.amazon.com/one-enterprise FRX Amazon One Enterprise £ &,
HEEEERT , BEUE

EWAE T, ENEERESBNES,

BIERE.

HWLBEAT  BAFENEEEBNLEER (2A).

BERFEELETER.

o o K~ w DN

BB ET A A b 3t

T 572 P 5+ Al A5 BA AN SE RTS8 B AV AR 3t if o

BuhERE 45
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SE A h b 4t

£ https://console.aws.amazon.com/one-enterprise BRI Amazon One Enterprise £ &,
HEEEERT , BREUE

H¥EA T, ERNEEE MR,

EREHTERE T , REBANPITEERHES O,

(EH) MRBANBTEERBRETR O, F2H8

BIERE.

HEEMUT  WAERNERI.

BERTEELUETER,

©® N o g bk~ 0w D=

EHTEEEE

REHTEERERERCRENBERTE, FHEEHNTER LTI Amazon One £iE | Hﬂ#
BEMEACHRENEENEHE, KEJTEREAEAEERNER (RENFIRGHEH
H1EH ) M—EBAERE.

&

- RIREEFITEBAARRE

- EFRKE Amazon One £i&
¥ Amazon One £ EfHAE
- FH Wi-fi BFE

- FRAKEHTHERE

BEREHTERMNE
T IR REMRR B I AR AR 2 BT B AR RS
WA BT ERRE

1. 7 https://console.aws.amazon.com/one-enterprise BiEX Amazon One Enterprise 3£ A&,
2. ESEEKRT  EERKEITER.

3. EERANHMITER T , £2FIEMAR Amazon One KEFE.,

4. BEREHTERSBURERKENTERFEESA,

REJITEEEE 46
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E ¥R E Amazon One £E&

T 552 = F AR B ] EHFTRLE) Amazon One £E&,

ZEFHE Amazon One £E

1. ¥E https://console.aws.amazon.com/one-enterprise B Amazon One Enterprise £ &,
2. EEEERT  EEREFTERE.

3. HERAMBTER T , EREEEFRBNEREHNTEESHE,

4. BEBHMEAEFAE Amazon One K&,

¥ 3 Amazon One &t B #HAE

TSI E¥ R BA A EE#T Amazon One # B fHEE,

EEF# Amazon One £ EfHRE

1. ¥E https://console.aws.amazon.com/one-enterprise B Amazon One Enterprise £ &,
2. ESEEKRYT  BEERKEITER.

3. ECRAMTERE T , EEEEFTNRENITEESRE,

4. HEREHER T , BERE

@ Note
EHEEHE Amazon One RERR , BLEALEFAREHVTER  AEEAMENEEEREN
HITRE (F2E [EREHWTERUBA ). AR, KUUTRRERARERF (F2
B8 BXA Amazon One £i& ) .

5. ENAMENEER A FREENREARURBERN,

FH Wi-fi B3R
T YRR FEEMER A AT EHT Wi-Fi B3%,
BEE Wifi B3%

1. 7E https://console.aws.amazon.com/one-enterprise BARX Amazon One Enterprise £ &,

EHEE Amazon One £& 47
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2. EEBERT , BEREHTHEE .

EOBASTER T, ZEREEFNEENHITERER.
EERE T, RERE

£ Wi-Fi #8 T , E1TARENEE,

B IE AT AR E o

2

FRREHTER
TR REMRR A 4 R S BT R
EEFAEENTER

£ https://console.aws.amazon.com/one-enterprise B Amazon One Enterprise £ &,
EEEERD , BEEREHTER .

EERARTER T  ENESEFANKEHTERER.

BEFARE

BERREA , FEAESRTRA "FAL  RREEFAEE.,

o ~ w0 bh =

FREEATER 48
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Amazon One Enterprise EREER
ZE

MERLZE AWS REERESBEIEF. FR AWS BF , EXBRNERTONEREERE K ELEEBERER
BERESHRBBBHER.

ZEMR AWS Ml cBWHBEE. AESEEESHERATRNZEMNERPHLREM

- EwmNEEM -AWS BEREE BT AWS REHERERE AWS B, AWS Hz?mﬁi\‘i?_ﬂ«/{t
2FEANERE. F=ZFERASSEEHAIENRBEMAZENERYE , ERAWS 6FiTE W—
Do BEETHERM Amazon One Enterprise W& 518l | FSEKAWS 438 JriUE%EIWE’JA%E
&l

- EiRReM - ENETERRAEFER AWS WK, SZEXEHHMEREE  SREROBERKE,
BTN ERME R EENZER,

A AT B R T R a0{aI7E € Amazon One Enterprise RERREEEER, T5IEER P MR
E Amazon One Enterprise ARFEEN L2 MERBE, SZLg THRUOMAFER AWS Hib R R {H B
REEPRFN4R € Amazon One Enterprise BiRo

FE

« Amazon One Enterprise 1 & ¥R &

« Amazon One Enterprise #J & % f17EVE 1E

« Amazon One Enterprise K B)¥E, & REAFHR|E
« Amazon —R{IEEMNERBE

Amazon One Enterprise H &R E

AWS HESFERBERAM Amazon One Enterprise R ERHRE., MAERFMR | AWS EEREY
TR MEEERSE AWS BEif, FESHECHERSE LAEATNESE., ZHLEFEER

EFH AWS R R LR ﬂl BEK, NFEERBIAENGFHRES , 53 Eﬁﬁﬂl‘%ﬂﬁg FAQINEE
BN ERMRERMEIERR , F2HAWS Z2 %S LHNAWS HESEEENGDPREBERE,

ATERREAN , BMEZERE AWS 1RF BFE , ALFEA AWS IAM Identity Center 2 AWS
Identity and Access Management ( ) RE[EBIEAEIAM, Mit—XK K SECAELISESFRE
EREFBASENG T, BAERBEEATIARNREESR

- BEEIRFEASEEZRERE (MFA).

ERRE 29
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon One Enterprise EREER

« {£/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 M 2&F TLS 1.3,

- R BRE API FMEAEEE B AWS CloudTrail, fFE A CloudTrail #RZEHEE AWS SEBINE
# , 2R AWS CloudTrail EF & $5r FRIEA CloudTrail #£5%,

- EF AWS MEBMHRAR , UKk FHMMERERZ£EHE AWS R,
- FERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 HWEUBER

« MRETE AWS FBWFHNER FIPS FH HFE 140-3 BREBREN ZHWZFEMEAP , FEM
FIPSi®. MEAAFIPSIHMHNFHEN  FEEEAETEERFR®E (FIPS) 140-3,

BRI BB CRBETESEFNEFHH N SR ZSHBEN , HMEEERBHEAN X FHE
e | FlinE @A, EEEELAMER Amazon One Enterprise S E it AWS R#E i A API AWS
CLI, = B AWS SDKs, ZEEBREHBRAXFRUPHANTAERT Ie ARG ERZE B
o MREAE URLIBHENIBARE , MBERLE FTEEERBEN , URLUUIRFB EH XA IRES
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BE A F2EEHAEREE P AWS R FH IAM . |AM

WMERE AWS Management Console AR EBZBMBBUANEMA S EZEA |, IRTEBEEER
B, Al EERAWS FRALATMNE—FA (SSO) EEEFN K, ZEFEEHEIHEEE
F. ERUFEAZEGSEATES , ARV RACH  C2EHEIREEE. NFEYRAGHEMAE
7, FSE IAM EHEER PNYRIIAE (EEE).

RATLAERA AWS CLI 2 FEIZ M ERIERE AWS APl, A%, BaFRAELEREAERRER
AWS. AWS recommends , ELBREELRREALEE K MIAREARPERESE, NEHMEEA ,
EZ2E FEEZ S BEIAM,

Amazon One Enterprise B R 3 B85 m
SEEXAEFENIERE (FAS) | 2

EEEAIAMERERABE PRTEHERS AWS  BRERAETA, EALLREE ETLEY
FREDE  EREFERETRES — B8k, FAS EAFL HETART AWS RIS , R4 B
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R TR AWS BR#% IRHEFER. FAS AEERBREIFEEEM AWS ki N EREEFRETHK
MFERE , TEREFR. EUBERT , ELEAERHTEMERENFTA, MFRHBFASHERNBEK
HE , F2REEA TR FREER

Amazon One Enterprise B RS A &

XERZAG B

BHEAGRBRBERREHTHFRETAVE AR, IAM EES WU REFEM, & MM ERRK A
BIAM, MFEFHAET  F2HE ERAEER PHEL AU I EIRIE AWS BT . 1AM

/A Warning

BRI A G A e 2 5 B Amazon One Enterprise 18, RAE7E Amazon One
Enterprise 12155/ 8 , T eEmEBEREAE,

Amazon One Enterprise HIIRISER AT

XERBELAE &

BiEE A B RERE RS ADER AWS B, BETUARERSEHATHENSS, RS
ACEHRELN | AWS IBF | WARBEAE. AV SERETRE  BTEREREEEAEBN
S,

NEFEEVREERBERZHCHNFMER , F2HEAWS EA BRBIAM, EREFSHEY , HPa
ERBEFAGETH Yes, BERER , LBRZABBHRBEZABXHS,

Amazon One Enterprise B & % UK &3 45

RIFTER , FAENAGKREEIHIEH Amazon One Enterprise EIRIVFF A, A thEEFEH AWS
Management Console, AWS Command Line Interface ( AWS CLI ) = R#1TE5# AWS AP, BE
RTIERAEHMEERATHENT , IAMEESAUEVIAMBE. A% , EEEATLEIAMBEER
FEEAR  FREUTUREAEG.

EETHUNAERAELEHFIBERXHREILIAME D EISONEER |, FF2H IAM E£RFEER PHETL
IAMBLER o

% Amazon One Enterprise E& 2 BIMEMERBEWFHFHE , DIEARNSBEEREREMN KX |
B2 REIZESE Amazon One Enterprise BB, EREF4EZSI BRI
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- BRBEER

« {#F Amazon One Enterprise i &

- AFEAEREMLMAE ST

« Amazon One Enterprise K517 EUE

« Amazon One Enterprise #5217 EUfE

« Amazon One Enterprise Rule APIEIER X B &R BiREF Al

- HttEA

HRREER

SoBBRERERZEAREIUERFFEY, FESMER Amazon One Enterprise B, EL &
AHEERLN AWSIRFELEA, EABRIUSRES I BBRK , FERTIENRESREE

- FIEER AWS SEBRRAE BRI KEERTT - EERBRFITRTENCERAENTEER , FEH
AWS ZREBR , B R THZEREARAS. SATEEN PEMH AWS IRF, BREERKE
RERRF AWS NEFZEBR , LE—SBIFFT. MFEFMEET  F260 IAM E£RERRE +
By AWS ZEHERH AWS ZEH X,

- EARMEERTT - EEERAIAVMBRREFAIR , RERTFHUITEBENGTT. ABRKAE
By, BALERERERG T IUAERBEERRINEE  ECLBAKEERETT. WFEEA IAM
ERAFTNFAER , B2 IAM EAERRE PHBEMEFFITIAM,

« FERAIAMBUERFRIEERE—SREIFE B U EEHEEEE , LRI EENESRNZE.
flan |, B AR E BRI RIEEFT AR RBLAMEA FiASSL, MRFEBIFE F£HRKEE , I
mn AWS BR# , Bt ] AE A R RIR T HZEUE AWS CloudFormation., WNFEFHEN , F2H
IAM A EIERE FHIAMISONBE TE : 4.

- M IAM Access Analyzer B ZHIAMBUR , LR R £ BIHEEFT A — IAM Access Analyzer E5#
BIHOMBENER |, BERREBIAMBUIRES (JSON) FAMRKEEX. IAM Access Analyzer
RAGER 100 EBERENIRENES BT RELSBEEANEER., NEHEET 28
IAM R EIER DIIAMEZE D FTes BE R T,

- EEZAREIRFTE (MFA) - REBEZFEIAMFERAED BEAENWRE AWS 1RF | B
MFA UESENN TSN, BEEEFUAPIREMFARER | BEMFAKRGFIEZEENBER, NFE
HHEF , F2E IAM FEREER PHERE MFAZRENAPIFELL

WE PREEBNFAEAIAM , F2RE IAM EAERERE PR SEEBIAM,
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Amazon One Enterprise EREER

& Amazon One Enterprise X2 4&

= E77H Amazon One Enterprise £12 & , BXERE —HAREKFFT. BEFITLEAFEY MR
R 1 Amazon One Enterprise ERIVFFMAERA AWS IRF, MRBEIT LM KEEAVEFTERENG
SEBEK , AIHREERBERNER (FAESAR) ME , TREMELNFEEE,

HREH AWS CLI S ETFUNERE , BFREARREILATT AWS AP, BRI , EAHK
FESR ERATAPINREBGHBAE,

ATHRREAENSEMATLUEER Amazon One Enterprise £24& , thEE#% Amazon One
Enterprise ConsoleAccessBiReadOnly AWS SEBREZEZER. NWEFMEN , 520 AM F
AEER POFERFAEERAE,

RFFERAERAMMAECHEFT

LEEFURE MR R , AFEAERREEERAMERESINARNZERR, EBXRESHE
FiEA TR BESMER AWS CLI 2t I XERET A TR BIEREF AT AWS AP,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

Amazon One Enterprise KM B 17 HUE

THIgEHIEE R AWS ZEBER , AmazonOneEnterpriseReadOnlyAccess#®F Amazon One
Enterprise M B ZEUHE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"one:Get*",
"one:List*"
1,
"Resource": "*"
}
]
}

EBERBRRS , Effect TREBEEATRIERE ., Action TRIBAFEAEHTHHESD
{E, Resource TRIEHFEAEBUMTRHEREN AWS EIR. 112 H Amazon One Enterprise
EEFEVER R |, ResourcetR—EREAR * , UH2 "FEER. NERAF T,

Action TEFHEHEZAPISIREZEN . BENEGML |, config: RTREMSENRK Amazon
One Enterprise B, B LE Action TEHFER * EAF , M FHEFIFAR

« "Action": ["one:*DevicelInstanceConfiguration"]

i€ fo#F 2L "Devicelnstance" ( GetDeviceInstanceConfiguration, ) #&RHFFE Amazon
One Enterprise EifECreateDeviceInstanceConfiguration,

e "Action": ["one:*"]

i€ A FFFTE Amazon One Enterprise BiE , B R o35 Hft AWS BRIEHI BN 4E,
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° llACtionH: [ll*ll]

ERRFTATE AWS BifF, WEFAIERARBELIRE AWS EEENERE,

HERRIERFEAEBENFF UCreateDevicelnstance , $l# UpdateDeviceInstance,
M DeleteDeviceInstance. EFHBRNEAEFTAFEYREHNTER. ENREFHTERN
MIBREE B 1T{EEE . 0% Amazon One Enterprise BIfERIEEE , 552 B Amazon One Enterprise K&
B, BERBEERHRSIHE,

Amazon One Enterprise B T2 ZHUE

T 585 # R R F Amazon One Enterprise TEFIENEE. SR FEAEHTAHME Amazon One
Enterprise E1{ERIFF Ao

/A Important

LHRERTREZFT, RTZEEFNZH , FERBRKRIN—EFARG  RRRFERT
HMEral. EL—BRBERARRNGH , ARBERARBIFIERSZ S,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"one:*"
1,
"Resource": "*"
.
]
}

Amazon One Enterprise Rule APIB){EH) X B E R E/REF Al

ERBRF AR CIEEEAETHTEENEIR. Amazon One Enterprise X E4FE Amazon
One Enterprise R AIAPIBIENERBRFTF . ERTEHREL Amazon One Enterprise FRBIEE , &
ARG AFERAEEAELBENGRYE, SELRETURXERENEE , CAURAKEREER
WEEIR.
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ERAEER

TRRAB X EBERERIFATH Amazon One Enterprise # AIAPIEI ¥, ©i&3#RARNs T SEE)1E

XEN ERRE . EE KARN ,

EIR BIDs,

/A Important

IR

CN

AAERERER - BRAFT ; fl , E8EEANTEEERTN

IRt R A& K5 H Amazon One Enterprise JREIAPIENE , AIF X EERBRFT T, MR
Amazon One Enterprise R RUIBFEARNXEERERETA , BAIURTERAEEAXBFENFT
A, EXEABRBRRXNERTEIEE *

API E)4E

CreateDevicelnstance

GetDevicelnstance

UpdateDevicelnstance

DeleteDevicelnstance

CreateDeviceActivationQrCod

e

DeleteAssociatedDevice

&R
KEHITEE

arn : aws : one : region:accountlID
nstance/deviceInstanceld

KEHNTER

arn : aws : one : region:accountID
nstance/deviceInstanceld

KEHITER

arn : aws : one : region:accountID
nstance/deviceInstanceld

KEHITEE

arn : aws : one : region:accountID
nstance/deviceInstanceld

KEHITEE

arn : aws : one : region:accountlID
nstance/deviceInstanceld

KEHNITER

: device-i

: device-i

: device-i

: device-i

: device-i

=1

N

4By SR 5

=
]
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Amazon One Enterprise

ERAEER

API E)4E

RebootDevice

CreateDevicelnstanceConfigu
ration

GetDevicelnstanceConfigurat
ion

iR
arn : aws : one : region:accountlID
nstance/deviceInstanceld

KEHITEE

arn : aws : one : region:accountID
nstance/deviceInstanceld

KEHITEEBHERE

arn : aws : one : region:accountID

: device-i

: device-i

: device-i

nstance/deviceInstanceId /488E/version

KEHNTEEAR

arn : aws : one : region:accountID

: device-i

nstance/deviceInstanceId /4#&E/version

CreateSite Site

arn : aws : one : region:accountID : ¥i&/siteld
DeleteSite Site

arn : aws : one : region:accountID : ¥i&/siteld
GetSiteAddress Site

arn : aws : one : region:accountID : ¥Wi&/siteld
UpdateSite Site

arn : aws : one : region:accountID :¥i&/siteld
UpdateSiteAddress Site

arn : aws : one : region:accountID :¥i&/siteld
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ERAEER

API E)4E

CreateDeviceConfigurationTe
mplate

DeleteDeviceConfigurationTe
mplate

GetDeviceConfigurationTempl
ate

UpdateDeviceConfigurationTe
mplate

&R
KEHREEE

arn : aws . one . region:

template/templateld

KEHEESA

arn : aws : one : region:

template/templateld

KEHEESA

arn : aws : one : region:

template/templateld

KEHRBHEA

arn : aws . one . region:

template/templateld

accountID

accountID

accountID

accountID

plan , BHLERFR/ECAENENFRNELESAFRESER AL

:device-configuration-

:device-configuration-

:device-configuration-

:device-configuration-

EE—EBES , BLLAFF AWS Config R BIEINEE , flnEBENRAGetSite L,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"one:GetSite",
"one:GetSiteAddress"
1,
"Resource":
"arn:aws:one:region:accountID:site/sitelId"
]
}
]
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}

EFE-EBRES , £IEL 445 E R B#IT Amazon One Enterprise #8 8| 8 A B,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "VisualEditorQo",

"Effect": "Deny",

"Action": [
"one:DeleteSite",
"one:UpdateSiteAddress"

1,

"Resource": "arn:aws:one:region:accountID:site/siteId"

]
}

BREERBRGET , B UAFENEFEREIEEE AZE , LL¥ Amazon One Enterprise R Bl & /EH,
TR EAPIENE,

FEE—STHEMNIAMERE, BE. BERNGTH , F268 IAM EAEER FNELENE — @
IAMERENEERSHENEFNEE,

AWS Amazon —REEMN S EBER

FAWS EENKBSHEYNEENB KK AWS, AWS SEENRMEEANSEREARA
RUHER , UEETURGEERERIGERE, FHENAE,

saclE , AWS XEENBRARTEAECNFEEARIIRESEERER , IAELERAIHMEA
AWS BEFER. AfIZRLERCARIIEMNESEEBCE , MEE—DBDFF,

FEEEES AWS EEXBPERNER. R AWS B AWS SEEBFRAPERNVER , AILE
WaEMmRERANRAEEZRERN (ERE, HEANAR®), AWS EXMEEISHE AWS R APIEX
AHRERKEAR KA TREEMN AWS ZEENKK,
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Amazon One Enterprise

ERAEER

MFFHMER , F2RIAMEREEHNAWS ZEEEMK,

AmazonOneEnterpriseFullAccess

WBERRFEBEHT , AFFFETE Amazon One t¥ERFRE,

one: * A EBEEHITATAE Amazon B — 1M ENE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "FullAccessStatementID",
"Effect": "Allow",
"Action": [
"one:*"

]I

"Resource": "*"

AmazonOneEnterpriseReadOnlyAccess
L BUR & F A Amazon One 1 ¥4k &R MR ER BT A,
one:Get*¥&H Amazon —EHEE R,

one:List*%H Amazon —EL¥ER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadOnlyAccessStatementID",
"Effect": "Allow",
"Action": [
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"one:Get*",
"one:List*"
1,
"Resource": "*"
}
]
}

AmazonOneEnterpriselnstallerAccess

HREBRFEROERABAMR , AHCHEACRENRFEEAARIE QR B AHEM
R

one:CreateDeviceActivationQrCodeEEEIZE QR BELUBIERE.
one:GetDeviceInstance A BARENE A Amazon One R EHTERNEA.
one:GetSiteEEEHIERI Amazon One EMIUMNEE.
one:GetSiteAddressEAEEL Amazon — B EBILA Y bk,
one:ListDeviceInstancesE&FIH Amazon — B IHEEH.

one:ListSitesE&E S| Amazon — B ZEFuk,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "InstallerAccessStatementID",
"Effect": "Allow",
"Action": [

one:CreateDeviceActivationQrCode",

one:GetDeviceInstance",
n

one:GetSite",
one:GetSiteAddress",

one:ListDeviceInstances",

15
"Resource'": "*"
}
]
}

one:ListSites"
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Amazon — B ¥REFHZ AWS EBER

BE B REEEEMELETFLR , 248 Amazon One D EMRETH AWS SERFEEHHAE
¥, IEERLEESEENBETHET , 555TH Amazon One EVHR S CHEEHE FHRSSHE,

-3:d iR SR

Amazon —{E %518 R R E Amazon One {©¥/RBHMBER 2023 %F 12 A 1H
1t HAWS ZEBRNEE,

Amazon One Enterprise BV E)#E, EREFH RS

Amazon One 1 #iR (FRIEFIRR : one) RETIRBIFEER. BENKRGRBEH , TARIAMEFA
BR,

FiE
« Amazon One Enterprise &% # B4

« Amazon One Enterprise &N ERER

« Amazon One Enterprise B &4 % 5| 8

Amazon One Enterprise EZ /) B)/E

B A IAMERBEBRIR X BYAction TR FIEE T HIEE. ERABERRRTE AWSHETIREAFT T,
ESERBTEADFER K BESATIEEENERAHEEEBHNAPHERZCLIRN S, T8 , BRLE
BRT , E-BFEATRHESERENEFR. RE , FEREFTESETRNEF,

TEE, ERRNERERNSRLSEDERTREERERNTT., DRIBREE  LLRER
MK Resource TRPEEHKBANFEER (™), NRENTATERED , WETIE
REBEERAR PR ERENARNGEE, NRBELE—SSELEDR , FUELALELHE
LEREADENTT, RETNLEDRGUER ()RR, NREHEMEHBOResourceTER
HEREE , AMAILAAHHSERBERERISARNS SR, REDELESHLARED, NRE
FERRRA RETALE) , NETUEEER L —ERAEREL,

"EF ERRNHEGRSIBM TS ETUEBERRRN Condition TEHEENREIR, WFEF
BAER AR5 EIRARBAE < R RO BVEFRER , 2R "EREE ERRNRAREIEWM,
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UpdateDev
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TagResour
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Bk iR FEUER BEREBEE HEexs|  MEEEME
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UntagReso HFFBUE R EIR =i FBEBHIT aws:TagKe
urce 188, ys
AR
device-co
nfigurati
on-
template
ListTagFo EFFHIHERNER FEEL

rResources

Amazon One Enterprise EEHNEIRHEAH

THERERMLBEES , TARAMBREINRERWResource RN, BIEETREFNSED
EHEERTERAZBENENERER, SREE bEESETNERE IS WERERSIE, 5
ERERHEERE TERER, ERANRE M. DETREMOMEN  BeRORERER
%,

BRER ARN R R 58

Device arn:aws:one: region:accountID :device-i aws:ResourceTag/${
Instance nstance/ deviceInstancelId TagKey}

Device arn:aws:one: region:accountID :device-

Instance instance/ devicelInstanceId /configur

Configuration ation/ version

Site arn:aws:one: region:ac aws:ResourceTag/${
countID :site/siteld TagKey}

Device arn:aws:one: region:accountID :device-c aws:ResourceTag/${

Configuration onfiguration-template/ templateId TagKey}

Template
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RPN ERABRBERARRNVGRSE. METREWNWFHHEEN , BFSRRERSIBER K,
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aws:Reque ZRERNESRENEFIUE FER
stTag/${TagKey}

aws:Resou ik 52 & R B s AV AZ S PR B R 7 EURE F&
rceTag/${

TagKey}

aws:TagKeys RREAERNER B RENEFIVE ArrayOfString

Amazon —REFERME R ERE

HERME AWS R REBRISERMERLRNEER , F2HEAWS BRI EESRSETEHFRFH,
WRELRBRBEBNERAR, WF-RERA , FSEAWS REFTEIAWS,

BRI LAEA TEE = 5 IS AWS Artifact, WIEFMEN , B2R TEPHHEFHH AWS
Artifact,

BEFERAKNSREFEETOR AWS B REMNERMYE, NFANEHREEUARERERENER.
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« AWS Security Hub— 1& AWS BR#% =Rt T R T &REB L ERE AWS. Security Hub AR %
7H, RSN AWS ERERELNEZREBREFT R EREENREER, NEZIENR
M EEEE | 5526 Security Hub controls references

« Amazon GuardDuty — ZEIBEERIRIEARH AWS IRE TSR EEEE , Et AWS IR EREHNT
EEH. AHRNEBNWEERE. GuardDuty AIHBIERERESRMUFER PCIDSS |, HIHRFEHR
EEHRMEBRERNARERER,
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EZ % Amazon One Enterprise

BLi R4 Amazon One Enterprise M E M AWS R AR FEM, TTHAMMUENEESRL D, AWS
R TH|E T EREEE Amazon One Enterprise, 53R , W EE RKE B BHEE -

-« Amazon EventBridge Al AR B E{LEH AWS R , YEBEERKSEH , fINEAEXTAMERS
BEREREE, KB AWS RENEHLL EventBridge IE FENFHN A XNRNGE . BAmSEEN
RA RETREEENSES , URESHNERAUBMERDNITHEE, WFEFEESR  F2H8
Amazon EventBridge fE &5/

« AWS CloudTrail E#EENH kR F R T AWS BHIRFETHAPIFILMAEEESE4 |, Xi§ AFE
READBIEER Amazon S3 EFITER. B LFEBEA NEAENIIRSE AWS, HEITREILAY
HOR 1Py, AR IR, MEFAEA , 52680 (AWS CloudTrail £EA&1E®) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/,

EZ42 Amazon Y Amazon One Enterprise 4 EventBridge

& A LATE R EE$E Amazon One Enterprise =4 EventBridge , B4t BB EARE.
software-as-a-service ( SaaS ) AR AWS FAREIRHENEFERRFR, EventBridge B E R
HAEF B, HlI AWS Lambda #1 Amazon Simple Notification Service, &LEHIREIT FANRHN R
REBHBRR , #RAWS BERNWEE,

#T B Amazon One Enterprise 4

Amazon One ZENFEAERERREEFTEHSMEA &M EventBridge , I B AJLUEIBEE 7 ##7 Al
£ EventBridge AT AH. BEESHEIEHRF , CEeMEEREEE , TELAFEAER. EHES
AJREEE .,

#TB Amazon One Enterprise =4

1. 7£ BIRX EventBridge F 12 & https://console.aws.amazon.com/events/o
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BEEVHAL
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10.
11.

WHEAP—{E SR A EEHIEH,

HREYFZE  BERTEX . 2S4EXERT , iSISONSEHRIFEES aws :one M HEFHH
BEEAME K AREET S,

EEEBE (Selecttarget) HEL , BREEENBE , HPEE Lambda HE. SQSIT5IE
SNSEE, NFEFREBBENHEBENR , F2/ Amazon EventBridge B,

RNE , BUUREER,

£ REMEY EEL , EEEYRE, MERERANFHEN , 552/ EventBridge A EE
B EventBridge#R Al

RERESESHEE

KEREBEEHSE FELISON, HREESHEE |, blob JSON EEEERBRENEER , MR
RIFPAERE. THIFFMERBR AHER !

KREEFERECEEREHERE

KECBBAEFRERE.

KEEFRECBEAEK

RERBER S EEFERERE,

REERCEESR

REAREREERER.

KEERCE2ELARLE

KRECEREBBMER,

resources

DERMEBEREEFTEHM devicelnstance arn JBFE,

hE R

siteName

« devicelnstance 77 BB,

siteArn

« Arn B AR devicelnstance 77 I3 1L.

RERESFTEMAER 81


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html

Amazon One Enterprise

ERAEER

currentConnectivity

* &R devicelnstance REEREMIRMEL , 152 BT IRAR IV ELR,
A[HERY{E : CONNECTED. DISCONNECTED

previousConnectivity
« RITEMHZH devicelnstance B EELR E B 2L ENERR
« TAJEERY{E : CONNECTED, DISCONNECTED

currentHealthStatus
« 37K devicelnstance RAEBEBFIEEERERE,
« A[BERY{E : HEALTHY. CRITICAL

previousHealthStatus
s RRLEABERES devicelnstance BB A EERERE,
- A[BERY{E : HEALTHY. CRITICAL

assetTagld
- B HHEAEAY assetTagld £ . devicelnstance

devicelnstanceName

« B devicelnstance £ EBRESH/M BE,

EHREREESHRE
EREREMABSHHAETEDA -
#H R I EE
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#THY AR BUH R

E M E R IDBUHEME.
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KA EUH R

E £ A B EABUHEME,
X Th
EEAEREFEUARNETE D RER.
P K B
EFERHEVEBI KM,

resources

BERMEAEREESHNERAERERRE,

accountld
- BERFRZEENHEE AWS RS,

requestSource

- ERBHRFBERNERE devicelnstanceld ,

createdTimestamp

- BYEHHERE,

userStatus
- AW B RIAREE,
- THEMVME : ACTIVE, DELETED

associated|d

- EAENEE D, flE%E D,

reason

- TRIINEASEHRRE, c28BHRBNER.
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ERAEER

- KEEFERECEBEREEMRE
KEEERECEBEREKR
KEERCEESRLE
LEERCEEHER

T HY A 2h 511

.
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.
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HEEFRECBEREMFEIRE

FEECEBMEEERE , HEEHNTEBEEREBHEALTHYERCRITICALEERERE S .

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5bl93afh",
"detail-type": "Device Health Status Changed To Healthy",

"source": "aws.one",

"account": "123456789012",
"time": "2022-10-22T18:43:487Z",
"region": "us-east-1",

"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],

"detail": {
"version": "1.0.0",
"metadata": {

"siteName": "Site name",

"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"

iy
"data": {
"currentHealthStatus": "HEALTHY",

"previousHealthStatus": "CRITICAL",

"assetTagId": "0000195169",

"deviceInstanceName": "Device name"

HEEFERECEBEREKX

FEEEMEREBRELYN , BEEHTEREFMRECRITICALIE F A HEALTHY,

"version": "Q",
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"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Health Status Changed To Critical",
"source": "aws.one",
"account": "123456789012",
"time": "2022-10-22T18:43:48Z",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {
"currentHealthStatus": "CRITICAL",
"previousHealthStatus": "HEALTHY",
"assetTagId": "0000195169",
"deviceInstanceName": "Device name"

KEBEREEEARL

HECEEEHEERMER L BEEFHTEEMNELFERECONNECTEDE #® £F A DISCONNECTED,

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Connectivity Changed To Online",
"source": "aws.one",

"account": "123456789012",

"time": "2022-10-22T18:43:487Z",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {

"currentConnectivity": "CONNECTED",
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"previousConnectivity": "DISCONNECTED",
"assetTagId": "0Q000195169",
"deviceInstanceName": "Device name"

[

HKEBERCEERBR

REAERZMEERE , BREATERBERIREDISCONNECTEDE #t ¥ & CONNECTED,

"version": "Q",
"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Connectivity Changed To 0ffline",
"source": "aws.one",
"account": "123456789012",
"time": "2022-10-22T18:43:48Z",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
b
"data": {
"currentConnectivity": "DISCONNECTED",
"previousConnectivity": "CONNECTED",
"assetTagId": "0Q000195169",
"deviceInstanceName": "Device name"

RTHY A Zh 3L i
ERE DR EM B,

"version": "Q",
"id": "aebc9c86-f20e-75db-caaa-63bf14926f59",
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"detail-type": "New Successful Enrollment",

"source": "aws.one",

"account": "679792848029",

"time": "2023-11-22T0@2:55:17Z",

"region": "us-east-1",

"resources": [
"arn:aws:one:us-east-1:679792848029:usex"

1,
"detail": {
"version": "1.0.0",
"data": {
"accountId": "679792848029",
"enrollmentSource": "QfUuUnFgs5accl",

"createdTimestamp": "2023-11-22T02:55:17Z2",
"userStatus": "ACTIVE",
"associatedIds": "[{\"associatedIdType\":\"badge\",\"associatedIdValue\":
\"1111358294500\"}]1",
}
}

EAEC & Amazon — B ZEAPI&EFE AWS CloudTrail

Amazon One 1t ¥ 8 — 18 RIS E —# AWS CloudTrail , R T2t Amazon One ¥ H
&, AGH AWS RIEFTEENEI/ERC#. CloudTrail LUEE X HEE Amazon B — 1> ¥R FTEAPI
MEod, FEENAYFEOLEIESRE Amazon One ¥ FEARMLN | LUK ¥ Amazon One 1 #RAPIRE
WREXEEWN, mRERBH | EATLARBAFERS CloudTrail E4E Amazon S3 #EFETHE , &
¥& Amazon One ¥R EH, MRERFREEH , BMATUE [BHBELE] PR CloudTrail
FREPRIANEY., FRWEMNER- CloudTrail , &0 LAHIET [ Amazon One Enterprise 12 V5
K, REFRORIR IP ik, REBROAE, REFBROBGEUREMEFHERA.

EEE—F T H# CloudTrail , FZREAWS CloudTrail &SR,

Amazon —{B{%{E & CloudTrail

CloudTrail FE&RIZERFE AWS IRF KEUH. & Amazon One Enterprise R34 E 8 | 2 EHSE
EHRER RSP EM AWS IR CloudTrail E#—EREHBESHD, BUUEEF , BENTHRIEN
EH AWS IRF., MEFMENR , F2BEEA CloudTrall S BRERHEBE IS,

WMEBHR AWS 1R FEHEHHN B (2 Amazon One EMEE)) , FFEEHR, EHET CloudTrail
#% BSE R E) Amazon S3 #EfFETRE, TR , EAETRATEVERE  ZEHRESEREMARN
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AWS [EiF, i_wa%ﬂz B AWS 2 EH A |=__=ijEE’J$ﬁ'- W #4 B R EIEE RIS EMN Amazon S3 f#
FETE, Ut BRI LRREHM AWS IR , LI —25 547 CloudTrail Fo#& U SEH B4 & B30 BREX
178, WE n¥%ﬂ1ﬁnﬂ HEZ2ETIRA

- BIUERHSBIE
« CloudTrail X BN RKHEES
& Amazon SNS &A1 CloudTrail
#®ZEEEEW CloudTrail B &3 #H I 7 ZERF UK CloudTrail AF 4

P8 Amazon One ¥R E)EEFE MFCEE , CloudTrail M AEEC8&1E Amazon One Enterprise B B)1E,
EREFHZES|#. Hltn , ®ilRebootDevicefDeleteDeviceInstanceBI#ESListSitestE
CloudTrail ik ERELIER,

B-SSEMHNARERNSLSELEFRENETA. B EATHEEHE T5IEH !

« ERZMEH root F AWS Identity and Access Management (IAM) £ & FRFEIRHM,
- RUEBGERE , REEFEATHEACRBME s EAENERLZEEE.,
- BBREEHHEM AWS REREH,

MEFHMES , 528 CloudTrail userldentity T3,
T ## Amazon —E{ERBFEXHEE

EBitE—EHRE  TESHUAFENERXEEREISEMN Amazon S3 f#1ZEr#, CloudTrail FC#&#E
BE—HLEERHER., SHARRKETARRNVE—FER , LIEEBHERWIRE , BEN B
B, FRBEEEFEE., CloudTrail BREXH4TRAHAPFHANERFRHERREE , AT E {45
EIEFE R,

TH&EHIFE R RECreateSiteEI#EM CloudTrail 58&1EH .

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAKDBGOAT6C2EXAMPLE:J_DOE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/J_DOE",
"accountId": "123456789012",
"accessKeyId": "AKIALAVPULGA71EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDAKDBGOAT6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-10-11T06:28:04Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-11T07:19:09Z7",
"eventSource": "one.amazonaws.com",
"eventName": "CreateSite",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",
"requestParameters": {
"name': "***!",
"description": "***",
"address": {
"addressLinel": "#***",
"addressLine2": "*x*",
"addressLine3": "#*x*",
"city": "EXAMPLE_CITY",
"postalCode": "12345",
"countryCode": "EXAMPLE_COUNTRY",
"stateOrRegion": "EXAMPLE_STATE"
I
"clientToken": "abcl2d34-567e-8910-1112-12fghi®jk131"
I

"responseElements": {
"stateOrRegion": "EXAMPLE_STATE",
"createdAtInMillis": 1697008749263,
"city": "EXAMPLE_CITY",
"countryCode": "EXAMPLE_COUNTRY",
"deviceInstanceCount": 0,
"postalCode": "12345",
"name': "***!",
"description": "***",
"siteId": " abCdefGl2hijkL",
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"siteArn": "arn:aws:one:us-east-1:123456789012:site/abCdefG12hijkL",
"tags'": ""*xxM

},

"requestID": "labcd23e-f4gh-567j-klm8-9np0lq234156",

"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"
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F T 5 EFARIGBHEL B A5 IE# H Amazon One Enterprise 1 B A 8232289 & R I EIAM,
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« REREE Amazon One Enterprise F#11TEIE

- BBREZAFF UAHAE AWS 1RF FEREM Amazon One Enterprise EJR

R EETE Amazon One Enterprise F#1TENE
MRBWEIER |, FAEREREANTEE , CHNBERSLEEH , AFEHTEE,

EmateojacksonAMERAEERFEREREREEENy -example-widget ERNFMENR , BR
BEBone: GetWidgetFFaI R , LT HIEEEREHI,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
one:GetWidget on resource: my-example-widget

HEHBERT , HEEH mateojackson FRAENBE , AFFEM one: GetWidget BYEFE my-
example-widget BiR.

MRIEFEZEME , BRIEEN AWS EER, ENEESRHMENBEERRE.
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