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HEER AWS Panorama ?

AWS Panoramaz AZHNABBEBEEMBERFREKEABHRKE . B LUEAWS Panoramazk i

REFHOFNEMFRARE , FEBUTHRNFMAWS Panorama , ¥R ERSFBEKIREEARE
No AWS Panorama ] E2RR B BN RBEARE (RTSP) BB HERFER., ZBFEHTESE
VEKABEARIAWSEERH , IR BTEENEAREXAWS PanoramafE A2 SDK,

FrEALLAWS Panoramai% fii = fif F ThaE 58 K # BRiZE R 8 4555 % system-on-module St 32 B TES
BERIE{LH (SOM), B ZERIERIITIE parallel ZEFTEMIRBER S ERFRHBER,
L THEAEEENTIERERFERMERG , WESHENREHE (IP-62) Eiko.

FREALLAWS Panoramai% g A RIS EEBIHTHE AN ERRBEARER K MESEMREGEXE AWS E
. EBFEHA AWS HZREH , BT EHEM AWS RERES , WFERASERFERKEERAER —K
BEANER., FRSEEM AWS REES | BRI LUFEHAWS Panorama#i{T T FIEE :

- DM REER— FH AWS HZBEHLCHER , LUETE Amazon DynamoDB FETEE D M. £
AEARFEARIRS T —BREAKRENER., EAERTHEERER , URFER future BT
Ho

- BUTHZLER— ERETIX(RSEE EANEAEXENEEBETZRLNERE , B8
Lt {&E%| Amazon Simple Storage Service (Amazon S3) i [a Amazon Simple Notification Service
(Amazon SNS)) E£EH Amazon Simple Notification Service (Amazon SNS).

- AEmERG— ERERENEY LB THSERNES. EANFNEERABERTHESE
HHRG , WEEBEREERSR L, A mERs BB,

- WERIIREAHER — LESNFTEMREERELAINERNESR , REEREHLFANE O
EERBRNLE, CARMAKRFEAEREIXBRYZEELNRGTS, BEBBRUFEATCTHETEEERE
FalERER SageMaker,

AWS PanoramafE A EH b AWS RIEREIEAWS PanoramafE K E, FEERMNERE , URTE
FEAERX. AWS PancramaEFrEELEEMREESHNER TR REMEIT , BEUTREN T #
A AR BY R T R anA] 5 A AWS Panorama L1k,

 SageMaker— & A LA SageMaker e &M BRI EIFRER, BUMB[BE/ER | Wt
TE KRBT, AWS PanoramafEfl SageMaker Neo B{L1EE FiE{TAWS Panoramai¥
fi&o



https://aws.amazon.com/panorama/partners/
https://aws.amazon.com/sagemaker/
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- Simple Storage Service (Amazon Simple Storage Service (Amazon S3))— &R LAfEA Amazon S3
EFRHREFEAENENE. ERANERER  UMEIBBBAWS PanoramazkfE.

« AWS IoT-AWS PanoramafE IAWS loTEERARREM BRIEAWS PanoramafEFEKE. EEHBEEHM
HEBEAER. EFEEFEHAAWS loTEE,

BREFAWS Panoramai&fs M iE — 2 7 R L BRFE , #EBAWS Panorama AF9,



https://aws.amazon.com/s3/
https://aws.amazon.com/iot/
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AWS Panorama AF§

EERBRFEAAWS Panorama , BB IERm P EANRESRSMMEE. AR, BIUEAAWS
Panorama=x{#2 & & MEHNAWS Panoramaz%fgd Z I EARER, KE—@/DNER , BRI LRESE
B, EMHERE 6 URDEBHFEAER. EETRAEHTRN B ERHRE , BFEAAWS Panoramazk il
MiEB 2 EH A B R R AN R,

(® Note

£ BB ERAWS Panoramali , 53iEHEAWS PanoramaiZ &,

RAWS Panoramafil fE FTEF 38 R T AWS PanoramaZh gV fERH ., EF S EKEBIIFNER | L
SageMaker & fEFAWS PanoramafE FAFEX SDK B 1TH A& LR AMNEFIREXNTE, HHEARER
‘@EAWS CloudFormationEAFIE TS , BERUNMEEG S B B{LRARMIE THERE,

AEREMETEAARPRE AN ESR , LLRAWS Panoramaz 2 {HHEE R K, MBEEKE
BRREMNEH  IFTEFERECHERGEER  BEASRELFBEURGHFMAENR.

£

- AWS £ E8E

+ 5% AWS Panorama :%{&

+ %32 AWS Panorama i fE FE
+ FA% AWS Panorama FEARER

s XENERGE BRI FAEH

« AWS Panorama R{ER1&

* Service Quotas



https://console.aws.amazon.com/panorama/home#get-device-quote
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AWS £=x

£ AWS Panorama # , BRI LIEVSKABEAREN | WAEHEBE R AWS Panorama R {EHE R %
B, Ao REMRBESEOTRER. BULUER Python BERARNERE , ¥ FA Docker &
BEEAERNE S LIER AWS 2 SEAREN CLI EAMEAMREBER [RESEHEMER
#% (Amazon S3) E A2 ER, ERAEXFERA AWS Panorama EAEXHREHZRREEY
BWRAWMA | WEERFE,

%
« AWS £ 55811
- HEEE

- BRAER

- EiR
il

&b

AWS £ =5 1{#

AWS £ SXRHEREMNTEAEXNWER, B LIEH AWS Panorama i AMRE. EHEEE
UREHPHBEAER . AWS Panorama i LW S B EERIBESEBR. B ESEIEN
FRRER K YEEENERSLBERE @A,

AWS £ 25 R — BB EE 28 NVIDIA 4575 AGX ZE#tlE, MTE2SEGEEBAWSEEITE
B cEEIHNE4AMETERRER. EFESUUERSMRBYEAMEREER, REEEMBRE
BB RERRE HAEE, FERHFURBITHREBERMIES,

WMEFHMEER , F2EAEEAWS Panoramaii&.
MHAREE

BRT AWS £ 25fE2 , AWS 2R EXEUTEENHEEE  AWSEERH, HREELZEHR
AWS £ =R EHERB/ThEE, B LUEA AWS Panorama £ &M AP M EEHINEE |, WL
HENAFRNEENBEBEARER,

« Lenovo ThinkEdge® 28 70 £— #iTH Nvidia G4 7% 7EHER NX

ZMElﬁqﬂE’JW%‘ﬁ?ﬁﬁWEﬁ&‘tmﬁﬁ AWS 2R BN, MERREESERRMEEBINEENS
MER , F2EAREENRANM

i

ap


https://techtoday.lenovo.com/us/en/solutions/smb/thinkedge
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FEREN

AR TIE AWS Panorama 2l L3117 , LEEFFERLBTERKREBEEK, BUllES
Python BXIBMKEB[BEERREBEERKRERARER | YEBRBRERKECPIBEE AWS
Panorama i&fE. EARBER LGSR A EATIE RS , NEA AWS BEEREH4SEREES AWS R
%o

EERENMBEBEARER  BEH AWS £ 5EAREX CLI, AWS Panorama FEARER CLI 2—&m
SHIE  AEATEREAEAXERKRMEREE, FH Docker BEERES , Uk LEEE, BOLlfE—
ARiELETZEERER.

WMEHMENR , FSBEEEAWS PanoramalfEf,

i

EREFEEBAZEMAMEHE  RXAA, b, EENEXR., HHTUARERE @ANGEL) ,
FEEHm (EENEXR), EARFNABHMERTHREFET EES Amazon S3 FH
o, AWS 2RFRIETEEFFRELFER, —BRRAFEREREM < BEREVEE X,

NEHMET  BOMERRFH
Eic

ERABRERRBIRREELRNVMBZER, SHABEETUHTEELHE , flNsE. &
A, PEIMEKH. SREBRESKEGHMARA  TREXETERLEIMHNET.

AWS £ S EFHEENET PyTorch, FI1HE TensorFlow, &AL I EHEE I #EE SageMaker
RELWERRED, WEHMEEA , F2HE 22%

ERER 5
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% E AWS Panorama 3%1{&

EERMBEA AWS Panorama RIS EEEE |, 381 AWS Panorama =2 AT ERHHEKEE,
FEREBED , BALIE AWS Panorama PEVREXBREBIENRFEER , AREH USB BiT#E
BERERDER. SEEHELREBMEREERE AWS Panorama R, A% , BELUER AWS
Panorama 12 & E R BV E R W R HE R,

-8 ]

. FRIGH

- EEMFELE AWS Panorama 5%1&

- AIRERIEEARE

- FIEBESHER

- RESR

FeRIRH

EEERILHERE , EXNEAREHE AWS Panorama 2R B ERESHEELEEN T EE

- BR — BB HOMI B ARERSE  ARNRRESERAENE L,

- USB Hiik# (FEMIH AWS Panorama 5%18) — EBZE2 1 GB fEFZ B/ FAT32 &3 USB 3.0 {#
IR  ARSESAEENRRNEZESRZ AWS Panorama & f&.

T — @ RTSP fRASERM IP B

ERAB\EMERER RN TENRARBABEIHE P ub M SR E, BT AERRBEERR (FI
WMVLC ) RERFER URL , T ERSEERBBERRITR

& Open Media

| Fie W Disc & Metwork [} Capture Device
Mebwork Protocol

Flaase enter a network LURL:

ritsp: 192, 168.0. 77 e fmpegd

ks
it
[e)]


https://www.videolan.org/
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AWS Panorama A A EM AWS RS RKESERERN TH. EEFUTNBRRE. EETME
AHEEYNBEHHIEAREN , BFELITHER :

« AWSPanoramaFullAccess— 2{¥ AWS Panorama. Amazon S3 ##J AWS Panorama 17EU %,
FHERIEEAER AR EEEHDAWS Secrets Managerfy % i B 5589 TR FZEUECloudWatch, 2%
A AWS Panorama B RS E#E S EHWER,

« AWS Identity and Access Management(IAM) — 7E58 — RN 1TEF , 23 AWS Panorama fR#& 1
AWS Panorama RfEFERANAE,

MREREE IAMBETBHEWER , FEEEESMEAWS Panorama TR AWESEIRESE®
IR R

M ANEEE AWS Panorama %1

AWS Panorama iR —EEFEEE K "BEEAKERERERERZEGRRIENESH, SF
AL Linux 5ERNEZRS , EhaiE AWS Panorama FERRRBERES | URBTEKRESER
EANZERE,

EEERFIUAWSHETRIEEENEAENE EREEEAEERR. BYLUER AWS
Panorama FEAE4XMERH. REFEALENERTHARREL THKAMEERE.

/A Important

BHELMEFTEENHEBRREL S PEREN. NRERELBEEEXNTREMRESF , A
HAEFBAE.

MR

1. # USB BEEI28 Connect ZIFtE#, EBEXFEBMNERRRERmRE, KFERRERLSE
USB HiBRE

2. BABUAWS Panorama 1A [BKFEH] HH.
3. EIE[FEEE

4. 1BIE [MBERE]

5.

B ABESMTE AWS Panorama A RFBRIENEEE RN B BAER, #EZF Next (T—%)

SEMAERE AWS Panorama %1% 7


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#getting-started
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FMBABER

Set up device: Name

Specify name Configure Download file Power on
' What do you want to name your device? infe
We'll help you set up your N Y y
ame
dEV|ce Frovide a unigue name. You can't edit th Tame Later
my-appliance
) &
Description - Optional
d de a short description of the devi
Application development and testing.
The description an ha 222 |
¥ Tags - Optional
) label
and a
You'll use the name to find and identify your device later, so pick Key
something memorable and unigue. The optional description and Q, asset_tag W
tags make it easy to search and select by location or other
aiteria that you supply. Value - optional
Q, 1234ABCD X

Exit Previous m

O

Done

-

6. MREFEFEIEIKIP ik, NTP AMREIT DNS RE , FiEE [EREERRE]. BRIFERS

Next (F—%5), /
7. BE[THHE. BB T,
8. MSHHAESRMEERT USB RIBEMAYIR B 8%,
9. #% USB Hi{#x# Connect E&R{HIEE HDMI E#3E 558 USB 3.0 E#E,

ERERE USB IR HE | SRS EREENRAREREERE B S EREAWSE R, RIFET
RIEER , SRIENREBETRERZEEBAESRS , AREREKFE,

10. BEEHE A FEE Next (T—F),

SEMANERE AWS Panorama i%1& 8




AWS Panorama HBEABER

Set up device: Plug in USB device and power on

© © © ® O

Specify name Configure Download file Power on Done

Plug in the USB storage device, cables, and
power on your device infe

Plug the USB storage device
and cables inr and power on Now plug the USB storage device with the configuration file into

your device. Plug in the power cable, ethernet cable (if you're
using that connection type), and press the power button to
finish the initial set up.

The lights will flash for a few moments while the device reads
the configuration and connects to your on-premise network.
MNext the device will automatically establish a secure connection
to your AWS account in the cloud, and all further status and
device settings are then managed from the AWS Panorama
console.

| () Your appliance is now connected and online.

The configuration file is read from the USB storage device when
the device is first powered on. The device connects to your on-
premise network, and then establishes a secure connection to
your AWS account in the cloud. Further management of the
device is done from the AWS Panorama console.

11. ##2 Done (K)o

ik Ex ik EE

AWS Panorama X g EE ZEEE T , BFE Linux EERHKE. AWS Panorama FERRERBEREH
URLZEEMREEAENERE, AARESUUERELERASTTIENEARER K BELERURE
EEFBARERE,

ERTER iR

1. BIBK AWS Panorama AL EEH,
2. &E_1§£ﬁo

FHkERBERE 9


https://console.aws.amazon.com/panorama/home#devices

AWS Panorama HBEABER
3. BIERE
4., BERHBHBT , BETRKHBBERN.

System software Install software update
Version Updated date
4.1.34 10/12/2021, 10:02:04 AM

» Update history

5. BEHMRA  RREE [RE]

/A Important

B R FRERFBETBER USB BBREIETHRILARBRERS, HAEHFESHE
&8, T2 EBMER.

FHRBREATREEE 30 DEHERKEE., BALE AWS Panorama A ERNERR LEEHE
E. BEFTR® , BRAEESENKE.

MIBBEMBER
BT®R , £H AWS Panorama &S ME#E TR,
HHES BB R

1. BB AWS Panorama F2AE R FEE M,
2. IEE [FEERRIR].

MEBEHER 10


https://console.aws.amazon.com/panorama/home#data-sources

AWS Panorama HBEABER

Add data source

Camera stream details info

Mame

exterior-south

Description - optional

Stream 2 - 720p

3. ETTFIIRE,

- BB —BEMERNERE,
o IR — HBHNEEER, HUuBEEtFRER,
* RTSP URL — iEEBEE M IP (Uit M8 EH URL, B0 : rtsp://192.168.0.77/

live/mpeg4/
- BE _EEYRERIRERE BEEERESBADE.
4. RERE

AWS Panorama ERHG BN E A ER R £ 7 MIEAWS Secrets Manager. Z{EERARERF TG
KRR E AR,

BESR
MREREBRTIBIER  FOWERIR,
EEHERHIEARS  FRET—EXE.

Y v
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ZF2 AWS Panorama i ffIfERRER

2 BIRBEERTE AWS Panorama RIS AHEBEESI AR THEY B RIIERER. EUATEEH
o, B LLER AWS Panorama FEATRER CLI EAZEHIEARES |, W FEH AWS Panorama 24
TERE,

BHIEAEACERAMBREETRE  BREPBREIENZ BRIV IH 2T, ©EA AWS
Panorama EAEARBXEATARE, NERENHTEE, R , FARFKEREEERHERHE
RYTRED , A H & B E AV B RaR.

EEERRETD  oMARERATREHRAURE KT, EBESMEHBERESE—E , BUURE
BENMEAESHHEEMNASRKEE R, HERGFNRHIDNHNEIRE , RERELCEMMENER

BHE,

=8 ]

. SRIGH

- EASFIEARER

- BEEAER

- BiRHH

- BAEERR Python WEIEERREN
- B

- RESR

FORIRHF

ATERAERMNER  £EED D IR IR shell REITHHT. EFER , S THFHRETRFR
(WA).

~/panorama-project$ this is a command
this is output

HREDT , RAERAERTN (\), #ES2ERZ1T,

£ Linux f macOS L , EAZREFH shell MIEHHREEETE, £ Windows 10 £ |, BA[ AL HEE
FMA Linux B9 Windows F%#& , LAEL{E Ubuntu 1 Bash B Windows B& R4, IMFEHE Windows A
BREMBIRIENRE , B2 B Windows HERE R EIRE,

HEEARERN 12


https://docs.microsoft.com/en-us/windows/wsl/install-win10
https://docs.microsoft.com/en-us/windows/wsl/install-win10
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&I LAE A Python B # AWS Panorama FEARER , EA Python EH-EEE pip REKIE, MR
1838588 Python , ZERHFIRA ., WREHE Python 3 T Z pip , BEARERKNEHIEESR
g pip , RELZEEHF pip WHFTIRAH Python,

EAKBRET | £8EA Docker EESFTRARARABNAE, REEMEREBAETA : BB

Docker

AHEBFEH AWS Panorama FEAE CLI EAZSIEARER, BUEXN LEHK M. AWS Panorama
FERTER CLI EAAWS Command Line Interface(AWS CLI) , LAREIY RIS API 246, MMRIGEEEHEE
AWS CLI , EFARBIFZHFIRAR, L% AWS Panorama FEFFE CLI MIAWS CLI , fEMpip.

$ pip3 install --upgrade awscli panoramacli

THHOEARER | WAEHBRBREEEHN TEE.

- &I fE A2 X -aws-panorama-sample.zip

FE A S5 B A 23N

BREAGFRARKUEENIRFRER , FFER AWS Panorama ERE CLI. EAEANE
BRNEAFTETSRBVLERFENSE, BEEAENIRFETELENR , FHITpanorama-cli

import-applicationig®.,
aws-panorama-sample$ panorama-cli import-application

FTLAlLSAMPLE_CODEEH , #EpackagesB# % , B2 EABRFNRBILRE A SREEAERAERFE
WEBR{%EY Dockerfile , panorama-application,. FEERBEHEEALE LHTHEREXRS & F
Fpanorama-cli build-containerg%.

aws-panorama-sample$ ACCOUNT_ID=$(aws sts get-caller-identity --output text --query
'"Account')

aws-panorama-sample$ panorama-cli build-container --container-asset-name code_asset --

package-path packages/${ACCOUNT_ID}-SAMPLE_CODE-1.0

AWS Panorama FEAEX CLI WE&—ESRRAMEARIKNENRNEREGS K RAEKEELE
F RIS HH Amazon S3 FHH ., ELEEESREEABNASRTGR. KR | URSEAEENHIREEE
R, FEAMEHHY LEEE | F# Tpanorama-cli package-applicationfE®.

EAsfIEARENX 13


https://www.python.org/downloads/
https://docs.docker.com/get-docker/
https://docs.docker.com/get-docker/
https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/v1.0-ga/aws-panorama-sample.zip
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aws-panorama-sample$ panorama-cli package-application

Uploading package model

Registered model with patch version
bc9c58bd6f83743f26aa347dc86bfc3dd2451b18f964a6de2cc4570cb6f89119

Uploading package code

Registered code with patch version
11fd7001cb31leab3df6aaed297d600a5ect641a987044a0c273c78ceb3d5d806

HNEBRERARELR
5/ AWS Panorama £ & & AR B 2R %R,
REEAER

1. BIRK AWS Panorama AN EBERAERNEH,
2. EEXBEAREN.

3. FMBIERIEREEMNRE , graphs/aws-panorama-sample/graph.json , ¥ AN FiRE
85. 1B Next (T —%),

4. 1 Application name (FEAEXEM) F , @A aws-panorama-sample,

5. EERERNE.

6. EIERRKIME.

7. BET-EmMTEEAE,

8. BRIBEREHE A ARBELMRE. BE Next (T—%),

9. & ", ERERNRELSR , BEERGEAA  UKENESHERTERERRIR, EE Next (T—

$),
10. & ", BRESR BET— R,
11, BEHE K RREEETAH.
12. ZEHEBENWERAREXBES , EiFaws-panorama-sample,

ENEENEEUBEESR  IEATIETRERTIEERE.

Example monitor-deployment.sh

while true; do
aws panorama list-application-instances --query 'ApplicationInstances[?Name=="aws-
panorama-sample ]’

HEEARERN 14
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sleep 10

done

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6uu’

"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has been scheduled.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"Tags": {3}

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6uu’

"DefaultRuntimeContextDeviceName": "my-appliance",
"Status": "DEPLOYMENT_PENDING",
"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has completed data validation.

"CreatedTime": 1630010747.443,
"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"TagS": {}

MREAREARBBREIT , REEAERNE B HIEE Amazon CloudWatch B .

iR g

HBBERE  EFRAEXEHBREBRAAER , Wi HEFEZE CloudWatch,

ZE MR B CloudWatch HES

1. BB BEEEH4EEME CloudWatch HEEEE A,

1
’

1
’

1
’

i


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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2. ETHEEHSHK AWS Panorama FERRERMREA :

- #EFE—/aws/panorama/devices/device-id

- FEFAENFC#%-/aws/panorama/devices/device-id/applications/instance-id

2022-08-26 17:43:39 INFO INITIALIZING APPLICATION

2022-08-26 17:43:39 INFO ## ENVIRONMENT VARIABLES

{'PATH': '/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin', 'TERM':
'xterm', 'container': 'podman'...}

2022-08-26 17:43:39 INFO Configuring parameters.

2022-08-26 17:43:39 INFO Configuring AWS SDK for Python.

2022-08-26 17:43:39 INFO Initialization complete.

2022-08-26 17:43:39 INFO PROCESSING STREAMS

2022-08-26 17:46:19 INFO epoch length: 160.183 s (0.936 FPS)

2022-08-26 17:46:19 INFO avg inference time: 805.597 ms

2022-08-26 17:46:19 INFO max inference time: 120023.984 ms

2022-08-26 17:46:19 INFO avg frame processing time: 1065.129 ms

2022-08-26 17:46:19 INFO max frame processing time: 149813.972 ms

2022-08-26 17:46:29 INFO epoch length: 10.562 s (14.202 FPS)

2022-08-26 17:46:29 INFO avg inference time: 7.185 ms

2022-08-26 17:46:29 INFO max inference time: 15.693 ms

2022-08-26 17:46:29 INFO avg frame processing time: 66.561 ms

2022-08-26 17:46:29 INFO max frame processing time: 123.774 ms

HEZRARAREANRRABEE , FERA HOMI BERERFEEERETER, RIFER , BAEASETRE

AEREIR 20% FREN D EER,

Example B8, JSON

["tench", "goldfish", "great white shark", "tiger shark",
"hammerhead", "electric ray", "stingray", "cock", "hen", "ostrich",
"brambling", "goldfinch", "house finch", "junco", "indigo bunting",
"robin", "bulbul", "jay", "magpie", "chickadee", "water ouzel",
"kite", "bald eagle", "vulture", "great grey owl",

"European fire salamander", '"common newt", "eft",

"spotted salamander", "axolotl", "bullfrog", "tree frog",

BAKER 1000 EER , 2EAZHY , EVNERYRE. ESSEREEREIMBER,

i


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/squeezenet_classes.json

AWS Panorama HBEABER

coffee mug (24%)

ATEL , GPRAERNEASERE I ERE, ZREHHEASEARNSRNEFERE. REHRN
FERARAEHAEHEAERSHBHNYRENRE., IFEFEEMEENEIRARN K F2RE
piEAEN, ETHRMER,

BAERAR Python WERRERZEMH

#i {5 FE AR EEHAWS SDK for Python (Boto)#% #8512 8 )% 258 B8 CloudWatch, & ERUALLI
B BEV—EAe  UREEABRIEXIEENER 6 AREHBBHMACHNEARR,

g5 FEAEXNBIEAWS CloudFormationZZ2 I EEMEHREACNELR, EEBVAG , B Haws

cloudformation deployf+.

$ aws cloudformation deploy --template-file aws-panorama-sample.yml --stack-name aws-
panorama-sample-runtime --capabilities CAPABILITY_NAMED_IAM

BAERAR Python NEEBFREEN 17
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FEENHERAEN

1. BIRX AWS Panorama =& HEEAEXEH,

2. EBEEAEL.

3. i##ZE Replace (HUfX).

4. TERHBEBEARER, EEEIAMAR, T, BELEINAG, HEWBMHEA aws-panorama-

sample-runtime,

5 EEBRRE , BRCloudWatchZ & , REMIFAWSPanoramaApplicationtmBZM. & 150 &
R, EARAMERGY LEIEE  WEETERLEENHRER—,

=
/B R

MREBEEREREFIERARESR , BIFTLIER AWS Panorama =2 A HRREPBRR.
REREPBRERRER

1. BARBX AWS Panorama XA EBEAENEME,
2. &E@ﬁ*iﬁo
3. BEREEMER.

BESR
WREERERPITHHIEARIEHEIEE | FSWEE IR,
EER-SBRREHRARINENEF  BRE: T8,



https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'AWSPanoramaApplication
https://console.aws.amazon.com/panorama/home#deployed-applications

AWS Panorama HBEABER

B2 AWS Panorama FERER

BRI LAEFAEHIERERNR T # AWS Panorama FERRERERE , URMABEEAERXNE.

TEHERE AWS Panorama &g L #THEAREANETExH. EAEIXEXGER AWS
Panorama FEARXFREM4NESG  WHEERTS K MERELTEEFH., EAEXSKBEAHL
B EENERESE , B2 GEREXDEZERE 2

Sample application

On-premises

’i[; AWS Panorama Appliance

@

'Y A mazon Web Services cloud
AWS Panorama SDK

Liinl is
iIT AWS Panorama
@ Telemetry cl''s
|[£3]
Application code Model Logs Amazon CloudWatch

EESIF | ERAREXMEA AWS Pancrama ERERXHAREAREFZMUIMEEHE, AXEBERE
B REBESERNEELETVEAVHNERGBEBER, EAEXSEEZEEREN HDMI BRes LER
fER,

LLLLL

IP cameras

=31

- EREAENBE

- FREPSIERAEXRE

- BEEREEER

- ARES

- FAEAR Python WEBREZREH LEEE
.
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fﬁf}iiﬂéE'*iiéinilféi

FEREFBER —EE BN X Hgraph. jsonFHgraphsfolder, FEEZ T EARFNEHK  E2
D, EIEFR &,

E4REARKERNS., RE, HRBNERENENR. A8V EUER, SFEARXFER 4 6
=

Example graphs/aws-panorama-sample/graph.json— Ef

"packages": [

{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"

.

{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"

.

{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"

.

{
"name": "panorama::hdmi_data_sink",
"version": "1.0"

}

]I

REEHRERARN P EZNpackagesB i, eHEEEHERKEREFNR
BAEE, FE_@EEH2E AWS Panorama RIEFTIZHN —RBEERANBEREYS,, FIL
Mabstract_rtsp_media_sourceEHREENENEBEENMHBNERMNE, FIA
tthdmi_data_sink##RRRE LM HDMI & HE SRR,

HMREANTEH , ARFEHASH  EL2HTREFACENENERINERE. ABNELTESR
#Opackage. jsonfEEWMANMBHEWER , TURRARRIEAERER | fIAFRB. ME
HF B,

80 |, code_nodefi B 25K BSAMPLE_CODEE,

"nodes": [

{

EREXEASE 20
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"name": "code_node",
"interface": "1234567890@12::SAMPLE_CODE.interface",
"overridable": false,
"launch": "onAppStart"
},

HAEREEHHEREERPESEMN , package.json. NESEEEHAEKEE K MEZTERAN
BAERvideo_inM—EZ BN T H B thresholdEA A, ZEONEEERBEESZ ANRER
ZEEEvideo_outAR A L ERE RS

Example packages/123456789012-SAMPLE_CODE-1.0/package. json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code."
"assets": [],
"interfaces": [

{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
},
{
"name": "threshold",
"type": "float32"
}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",
"type": "media"
}
]
}

ERAERENENESE 21
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}

E X EAEFRFED , camera_nodenode RRRBBEMNIRER,. coSEBBEARSK LA
EEXHEAPNENES K BTIEEREBEESESETR,

Example graphs/aws-panorama-sample/graph.json— Camera Ei %

"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"launch": "onAppStart",
"decorator": {
"title": "Camera",
"description": "Choose a camera stream."

+,

BYHY , threshold_param , EEEARXBAEAEANCEERESE. ©NERES 60,
WHALEREHREEE,

Example graphs/aws-panorama-sample/graph.json— S8 &EiE

{
"name": "threshold_param",
"interface": "float32",
"value": 60.0,
"overridable": true,
"decorator": {
"title": "Confidence threshold",
"description": "The minimum confidence for a classification to be
recorded."”
}
}
EREFEENZRE— , edges , ZEIRCEEVEE, BEHEENEERNRES REZIRIBE

MEEA jﬁﬂiﬁﬁﬁﬁﬁﬁ"%ﬁﬂ’ﬂﬁﬁﬁtﬂ BT BN,

Example graphs/aws-panorama-sample/graph.json— Edge

"edges": [

ERRXERAEE 22
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{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
.
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
.
{
"producer": "threshold_param",
"consumer": "code_node.threshold"
}

EHEMEAEAEE
B EHIEARS MARARINRY.

BEEANEBEECNIRFPSXERK —WN, MRENESRFHIVWHEMEAFBEREARGTER | 6
fcodesEmodel , B REEEMERFWIHERNEMHRE, SEABEHANEBEBELNARERE
E:M: DR 8

EERENREREAREN

1. EWmBEXH®E : packages/123456789012-SAMPLE_CODE-1.0/,
2. EFFIVENELHER,

- EARNEE-graphs/aws-panorama-sample/graph.json
 Package #A%&-packages/123456789012-SAMPLE_CODE-1.0/package. json
- BEESHE-3-build-container.sh

EHEARENS

1. EHERAERERBpackages/123456789012-SAMPLE_CODE-1.0/src/
application.py.

2. BEZRE , #1173-build-container.sh,

aws-panorama-sample$ ./3-build-container.sh
TMPDIR=$(pwd) docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0

EREfEARRNEE 23
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Sending build context to Docker daemon 61.44kB
Step 1/2 : FROM public.ecr.aws/panorama/panorama-application
---> 9b197f256b48
Step 2/2 : COPY src /panorama
---> 55¢c35755e9d2
Successfully built 55c35755e9d2
Successfully tagged code_asset:latest
docker export --output=code_asset.tar $(docker create code_asset:latest)
gzip -9 code_asset.tar
Updating an existing asset with the same name

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz",
"descriptorUri":
"1872xmpl129481ed053¢c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at ~/aws-panorama-
sample-dev/
assets/98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz

CLIEEBMKRENASREEassets XHRAEFHRUMHIEE.

3. BELEEH, HBH1T4-package-application.py,

4. BARL AWS Panorama £ A EEEAEXEME,

5. REEAEN,

6. 1E#F Replace (HUfX),

7. EREARXHENSR. UEFRE , AUUESFRARAENEE. BERERABH,
EFEMRERR

WEFERRERRNOSEMAEER, EEFALECHER SIS YNHERE  REFSEH AWS
Panorama FEFATER CLI iSHEABEE,

THEHIERA MXNet EIREERR ResNet@ Al AR A5 R T &AY 50 B GitHub [l
8 : ssd_512 resnet50_v1_voc.tar.gz

BEEKEEER 24
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FELFHOIEAESNESR

1. EwBREXHRIACESENER, fo,
Flpackages/123456789012-SSD_512_RESNET50_V1_V0C-1.0/,

2. EFTFIMENEHER.

- FEREXEE-graphs/aws-panorama-sample/graph.json

 Package #i%&&-packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0/
package.json

3. EBEEBEXHF (package.json. B FassetsEERAZT AHHE,

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SSD_512_RESNET50_V1_VvOC",
"version": "1.0",
"description": "Compact classification model",
"assets": [],

4. FRMEMHREER (descriptor. json, EFiframeworkMshape B S EER,

{

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "MXNET",

"inputs": [
{
"name": "data",
"shape": [ 1, 3, 512, 512 ]
}
]
}
}

BRARBEFRR,. 1,3,512,512 , E-REESBANGEHE (1), SERERPHERE 3-
AL, BAE) , URFEHRNT (512 x512), BHEMENIEF RERTmE,

5. M AWS Panorama FEFARER CLI EAERE, AWS Panorama FERTE CLI SRR MRS
EREHDassetsEFHE—BFRNXHR  IFEHAGIEE.

SEERABEE 25
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aws-panorama-sample$ panorama-cli add-raw-model --model-asset-name model-asset \
--model-local-path ssd _512_resnet50_v1_voc.tar.gz \
--descriptor-path packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/descriptor.json
\
--packages-path packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0
{
"name": "model-asset",
"implementations": [
{
"type": "model",
"assetUri":
"blal589afes49b346ff47375c284a1998c3e1522b418a7be8910414911784cel . tar.gz",
"descriptorUri":
"a6a9508953f393f182f05f8beaa86h83325f4a535a5928580273e7fe26f79e78. json"
}

6. EFELEER  FEH{Tpanorama-cli package-application,

$ panorama-cli package-application
Uploading package SAMPLE_CODE
Patch Version 1844d5a59150d33f6054b04bac527a1771fd2365e05f990ccd8444a5ab775809
already registered, ignoring upload
Uploading package SSD_512_RESNET50_V1_VOC
Patch version for the package
244363c74d01e082ad012ebf21le67eef5d81lce@destdbadlae2b69d0Obc498c8fd
upload: assets/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz to
s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wc6bmb5eishfiasissz5jefhx
63a/123456789012/nodePackages/SSD_512_RESNET5@_V1_VOC/binaries/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel. tar.gz
upload: assets/
a6a9508953f393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json to
s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wcbbm5eishf4sissz5jefhx63
a/123456789012/nodePackages/SSD_512_RESNET50_V1_VO0C/binaries/
a6a9508953f393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json
{
"ETag": "\"2381ldabba34f4bc0100c478e67e9ab5e\"",
"ServerSideEncryption": "AES256",
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"VersionId": "KbY5fpESdpYamjWzZ@YyGgHo3.LQQWUC2"

}
Registered SSD_512_RESNET50_V1_VOC with patch version

244363c74d01e082ad012ebf21e67eef5d81ce@desdbadlae2b69dObc498c8fd
Uploading package SQUEEZENET_PYTORCH_V1

Patch Version 568138c430e0345061bb36f05a04a1458ac834cd6f93bf18fdacdffb62685530
already registered, ignoring upload

7. EWEARERG. KAZHERBHULEEFER, BEREOENBSERERNBMNRprocess_resultsh
o

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a
video frame."""
for class_tuple in inference_results:
indexes = self.topk(class_tuple[@])
for j in range(2):
label = 'Class [%s], with probability %.3f.'%
(self.classes[indexes[j]], class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, 0.25 + 0.1*j)

RIREHES: |, Bt EEE Mpreprocessiit,

RRER

ERARAREGEEIEEE 25 , CEEBRABIEANNNEELECENRERCETHER. XE
REFERANEREE—(E224x224 GZEGR  EA=-EHCBEE K UCEEE-EHHRAR, &
REAESSEEECEERA 01 2BNBTF  BEXBCNTIHE , ARBRUREZRFREE
HeH. &% TR THeBELSHEERS NumPy ER AT LUEEES,

Example application.py— FAERE

def preprocess(self, img, width):
resized = cv2.resize(img, (width, width))
mean = [0.485, 0.456, 0.406]
std = [0.229, 0.224, 0.225]
img = resized.astype(np.float32) / 255.
img_a img[:, :, 0]
img_b img[:, :, 1]
img_c = img[:, :, 2]
# Normalize data in each channel

EREFH 27
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img_a =
img_b
img_c =

(img_a - mean[@]) / std[0]
(img_b - mean[1]) / std[1]
(img_c - mean[2]) / std[2]

# Put the channels back together
x1 = [[[1, [1, (111

x1[0][0]
x1[0][1]
x1[0][2]

= img_a
img_b
img_c

return np.asarray(xl)

BEFEENAPONITRASLENRHUERE, cHIIKREREFE

ER—EBRELE,

B g RERmMBRTE,

A EAR Python MBI EN EISE

gEHIEARXFEREAR Python HAREMHIEIEE LEFITEFE CloudWatch,

Example application.py— B A Python HRZEH

def process_streams(self):

"""Processes one frame of video from one or more video streams.

logger.

epoch_fps))

logger.
logger.

logger.info('avg frame processing time: {:.3f}
ms'.format(avg_frame_processing_time))

logger.info('max frame processing time: {:.3f}
ms'.format(max_frame_processing_time))

self

self.
self.
self.
self.
self.

self

.inference_time_ms = 0
inference_time_max = 0
frame_time_ms = 0
frame_time_max = 0
epoch_start = time.time()

avg_frame_processing_time)

def put_metric_data(self, metric_name, metric_value):

"""Sends a performance metric to CloudwWatch."""
namespace = 'AWSPanoramaApplication'
dimension_name = 'Application Name'

info('epoch length: {:.3f} s ({:.3f} FPS)'.format(epoch_time,

put_metric_data('AverageInferenceTime', avg_inference_time)
.put_metric_data('AverageFrameProcessingTime',

EXBNELEERN ,

info('avg inference time: {:.3f} ms'.format(avg_inference_time))
info('max inference time: {:.3f} ms'.format(max_inference_time))

fEFRE AR Python BRI B EMH L EIEE

28
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dimension_value = 'aws-panorama-sample'
try:
metric = self.cloudwatch.Metric(namespace, metric_name)
metric.put_data(
Namespace=namespace,
MetricData=[{
'MetricName': metric_name,
'Value': metric_value,

'Unit': 'Milliseconds’,
'Dimensions': [
{

'Name': dimension_name,
'Value': dimension_value

.
{
'Name': 'Device ID',
'Value': self.device_id
}

1]

)

logger.info("Put data for metric %s.%s'", namespace, metric_name)
except ClientError:

logger.warning("Couldn't put data for metric %s.%s'", namespace,

metric_name)

except AttributeError:

logger.warning("CloudWatch client is not available.")

CTEREGERENAERNATHRERACTSHER, LLABRERERaws-panorama-sample.yml

AWS CloudFormationTemplate Template

Example aws-panorama-sample. YML

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:

ERAE AR Python WM EH LEIEE

29
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Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

RUIFERRFEERA pip ZEEAR Python B SDK MEMkiEE, ELEEREARARSE
B , Dockerfile BT P U EEARMRGHFHNERE Gz LLZEE,

Example Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

ZE# A AWS for WordPressAWSSDK Ef&’?ﬂ’]ﬂgﬁﬁﬁrﬁﬁ%qﬂ BRERERUAERARERERN
A API BERINFER, EHAWS CloudFormation@iB1E{TH##1-create-role. sh&8 X R H K
£, RE  BEFSBINENEREIERE,

HREAREARBERNEF , ZREMEREEBEENEBIEN |, St FRINEERER
o ResourceE —EEBNERD. FERERBIENBENERNFMRES  F2HEEE. ER
RirttRs BERBRESZE S

®RELT R

WMERFE A AWS Panorama FEARESR CLI EEEAREXN LR ERKRELIEAWHERRE |
BEER

En
¢

2/ CLI 1y

 Gitthub.com /aw/aws-panorama-cli
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/Dockerfile
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://github.com/aws/aws-panorama-cli
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https://github.com/aws-samples/aws-panorama-samples
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xENERGBERMAH

AWS Panorama X PyTorch Apache MXNet M TensorFlow. & B EAENE , AWS
Panorama &7 SageMaker Neo FiR=ZENWER, R EMLFE A SageMaker Neo HEAKEE , AT
LATE Amazon SageMaker &M IRIBEHEER,

ATEBEZAIMEBESLEEHNESE , AWS Panorama SRIEEE A RTSP I EEEE H.264 {HiE
HRFAEFR. AWS Panorama BIESEE RIEZENERNY,

-
- XERNER
- XERHEH

X EVE R

EREI AWS Panorama NERERK , fF2REEAERARERAENKESETER, Bl
AHRERRE SFERGEETEEMNIENELFMREHNALEENTELIGRNWER,

@ Note
T SiEB AWS Panorama Bl FELEEBEE R , B2RERMER M,

BRI EBEAERE | AWS Panorama £ SageMaker Neo #mEes RimZEENEHIRBEE

B, SageMakerNeo 2 —EfmZEss , USEEKRENUEEEFTAELERHT, BEEFEETUR
Amazon Elastic Compute Cloud (Amazon EC2) I 1T{ERE , th AT L2 AWS Panorama &% fe 2 81
BIGEE,

AWS Panorama X ## PyTorch Apache MXNet kx4 | TiTensorFlow B i SageMaker Neo X 1%
BREE, EREIBCHEER B BIEH SageMakerNeo #1755 HAVREIRA, EH
SageMaker , B LMERARABN T G o EEEE,

WFHEFE AWS Panorama FERMNFMER , F260H "1 SREEED,

> R

AWS Panorama Rfg X E R B EBA AR E H RTSP WIEE M H.264 RIASEHR. BHR AR 200
BEGENHEBER  SRESEEMEDE 1920x1080 BESHBFZE K/ , LREBARINE LA,
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/model-compatibility.md
https://aws.amazon.com/releasenotes/sagemaker-neo-supported-frameworks-and-operators/
https://docs.aws.amazon.com/sagemaker/latest/dg/image-classification.html
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T 5 FEHE A 5% O LB EE AWS Panorama & 1&RIHEAMERIE -
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https://www.axis.com/
https://www.laviewsecurity.com/
https://www.vivotek.com/
https://amcrest.com/
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https://developer.nvidia.com/embedded/jetson-agx-xavier-developer-kit
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Reset B By 1) 2

REMBIEIE RE A#miE 3 & RGB ERE

i L7 Wi-Fi, BEFHM SD =& , BEEER.

AWS Panorama 2B SIEMEAR REERBI[HE LWIRST, BAUREMELEE side-by-side £
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Service Quotas

AWS Panorama ¥ EIRFHEBEIVNERNBSNEAERXEARE, REFEHAZE AWS £5
AWSH[E | BEEE 9 EREEHEED. AWS £ SEHEEELTHE,

AWS Panorama PR ERSIEEE, EAEAHEEHNERAEHTER,

- RE— BEERHKRS 50 @S EMAERR.
- BREN— SERSE 50 BEH , BEEHZS 20 BRE.

- RRES— 8ERESRZ 10 BRARERF. SERARFRZAUER 8 ARGHR. SEARER
REZ T EE 200 HRE.

EIRER AWS £ =S ERER CLI B , AWS Command Line Interface , SRAWS{ER AWS =R
MNHRZRES K BEREANEEHN API FIUEE, SEWRZALURY 5 #FE K. BEXSEREREN
APl EXTESERABY 1 BERNWENRF,

NERENTREEE , BEFRBEFETEZES , ESRAWS £ 552 A E 8 £Amazon Web
Services —fig2 %,

[ 36


https://console.aws.amazon.com/servicequotas/home/services/panorama/quotas
https://docs.aws.amazon.com/general/latest/gr/panorama.html
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AWS Panorama 1]

& T LAE FAAWS Identity and Access Management (IAM) SR E ¥ FEMNERRER < BHAWS
PanoramafR i MERBERFNERNFH, SHELIREPERANEHREAWS Panorama , BHETE
AZE IAM SENHFTBERPEERNT. fEEEEAEINER , AUUEIAGUEHIERIGER
B,

EEARFINEHAESENT , FHAWS Panoramai2 it SEREFEREECRERE, BEEH
AWSHRISHIRERR , FTRERNSEARXTNEREERE. REEE , URERACHKERER.

EXAWS Panoramafgtt EA A F A UEMAWSHREMNE RN AR, EFRAELENACERBEARK
RIEFHEMAWS PanoramafR N REARZ—,

EAEXACRELREARIEVNELNREAE , AREZEARIZBEEAAWSREHERAWS
SDK for Python (Boto), ZEEEVEARNAR K LEEZEEHEIEEENIHE.

B LUEB —EEERUFENER (ERLERRT , SBENNKRYE) RIRFIEHREWNFT, Fl,
B L A ERARERN Amazon BEREH (ARN) EEER | ZEAE ST EXAESHERESR
BOsEMmMBINEARARNEBY., NESEABEIENERINGYS  F2EREEEZSEAWS
Panoramaf W E1E. ERFEREZRSIE.

MEFHMER , FSBETER IAM? (IAM EREEE) /9,

£

« AWS Panorama BUE

« AWS Panorama fR#§ A & M K ER
- NEAEFETER
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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AWS Panorama B3R

EERTFIRFHPRIEAEL AWS Panorama WZEUE , 3EAWS Identity and Access Management
(IAM BUR), #5554 IAM BUX , AR EME A EHBBA IAM BER, BUURTFE —@ARFNERE
FFH , EATUEEERFEANABAFE AWS Panorama Eilf.

AWS Panorama 2 ZEBER | ELBETE FY AWS Panorama AP| EER 1ZEUE | ERLEER
TerEIREMRY , ARBEEMEE AWS Panorama Eif . AWS Panorama AI{REEEHZE K
R, REERENERE T ENREERTRETER.

« AWSPanoramaFullAccess— 2% AWS Panorama. Amazon S3 #1#9 AWS Panorama 17EUE.
FHERIEEAER AR EEEHPAWS Secrets Managerfy 5% fig B 558 TEB FEUE CloudWatch, 23&
A AWS Panorama B R EFE S ENER, EFEEE

ZAWSPanoramaFullAccessBUR R FF &S AWS Panorama &R , B 288 AWS Panorama =
BAFERNMEREBMEBNGT, EERFELFT , FHETIBER,

« ResourceGroupsandTagEditorFullAccess— & & B %

ZAWSPanoramaFullAccessBERSIEMR AWS Panorama R ABEREMNH T, EERFFEYL
Al ST AIBUR,

« ElementalAppliancesSoftwareFullAccess— & & BUK

ZERRERTYH AP BMENGTA , MASREEAETMERNER, MFETERMENERS , &
AR BCHBGR , RIRFIEAENFTIEHE., £RATEFIRAERRNNER,

© BUBEAE

E—IRfEM AWS Panorama 2 &K , BFEEFF I 488 M AWS Panorama &% fii fi£ B9 R %
Ak, BFEACERERKER  UEBERIEAMREED, ERTFEAEFIEZA ,
AEEVMAE,

WMEFRETARREH AWS Panorama FEAEHFTHENERNRENFMEN  S2RERERES
Zi AWS Panorama B E)E, BERMFH L8,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ElementalAppliancesSoftwareFullAccess
https://console.aws.amazon.com/panorama/home
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awspanorama.html
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AWS Panorama r#% & €15 k& &R

AWS Panorama A E Mt AWS JRIEHREE AWS Panorama :%fE. THERNEAEAEIER. R
KA RERKER , UEBERNEHEMEBHEES, EXE A AWS Panorama &8 , Z2E
MUTREAG :

« AWSServiceRoleForAWSPanorama— 5t5F AWS Panorama & AWS loT. AWS Secrets
Manager 1 AWS Panorama &R,

ZEMWE : AWSPanoramaServiceLinkedRolePolicy

« AWSPanoramaApplianceServiceRole— /5 AWS Panorama :%f##% B 55 £ &%) CloudWatch , I
#£ AWS Panorama £IZ# Amazon S3 EARERYH R,

ZEBUER : AWSPanoramaApplianceServiceRolePolicy

EERBEMNZESEACHER , BEHAIAM 54, EUENERT , AN ERRTES AWS
Panorama NGB ERNER, Hl0 , , AWSServiceRoleForAWSPanoramafEE ¥ RiGEHR4E
BRAWS loTE B & Rpanorama At I & =,

=3:0}

- REEREEAR

- EHEMRE

REEHEEAR®

AWS Panorama % f&#FAWSPanoramaApplianceServiceRole & A[ZEUEIR FE FH N E R,
HiEEE LEBHFENFT CloudWatch BEE , P EEURBEITRIZBAWS Secrets Manager
AR AWS Simple Storage Service (Amazon S3) fZEX & AWS Panorama imple Storage Service
(Amazon S3) FEURPHWEAEX A m.

@ Note
FEARXTEARENER, RTENEARINERAERAWSER K BUEARXAE,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaServiceLinkedRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSPanoramaApplianceServiceRolePolicy
https://console.aws.amazon.com/iam
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AWS Panorama ¥ &tk F AR FTARBERAMRNREAE  BFEgBIRFERAR, K TENRZS
B, B EREARKEACNEERANPEEHMTILRE  ERELCLAACREARKERUE
HUbR o B R B AY R 0%

EHERAKERCEERA

1. 1£ 1AM S FBEREREAE | AWSPanoramaApplianceServiceRole
2. iZIZE Edit trust relationship (¥REBS{EER).
3. EFMRMAR 6 AREEFEEHETEXR.

UTEEBRESE—EGEYE , THFEE AWS Panorama BEREACE K ©EEAGRIKREDHNRHEE
TR IE, Frllltaws:SourceAccounti®HE14& AWS Panorama I8EMIRSE ID BB SHEBEKH
MRS ID EITHEE,

Example 5Kl — $FERF

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {

"Service": "panorama.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws :SourceAccount": "123456789012"

IR EH —FRE AWS Panorama , Y A HERTRERLENSE® , JLUEIRB ARN I5ES
B, ATbAtaws :SourceArnf& &% AWS Panorama IEEMELERY ARN BB A S ERE DR
HITHE,

Example EERA — E—ERAEE

{
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https://console.aws.amazon.com/iam/home#/roles/AWSPanoramaApplianceServiceRole?section=trust
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "panorama.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:panorama:us-east-1:123456789012:device/
device-lk7exmplpvcr3heqwjmesw76ky"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"

MRERVEMGEERARE , AILNATRBERIR ARN fér , RAREAHEE ID BIXHEZF
o

WELRFRENES , ARERBEAACUFIEIRFTINER , F2REERLEABE (IAM £
R#&EiEE) FNER.

5 P EL At B %5

AWS Panorama £ TSI R H L K FEER -

« AWS loT— AWS Panorama &M EY. BER., BENEH

- Simple Storage Service (Amazon Simple Storage Service (Amazon S3))— ZFEARENER, 2
RIS EH ZELE,

« Secrets Manager— AWS Panorama R igHEHEAER,

MESERHEH Amazon EREZ T (ARN) AR EREE N EEEER
GuidefE b 5| = P HEIZE,

F2RHP R EREIAM User
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiot.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazons3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssecretsmanager.html
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EEAREFRTER

BADARARFAE—EAE , URTFHBAAAWSE®, EREERT , ERAEFREEMAFFT,
BHLE IAM FRIZERAEFAS  YENBHEASE I BEGEAREYF. BERTEAEFMENE
R, FAHAEZ-—BERRE AP RIEERN AR,

Pir LA itk &6 45 FE FH 72 =0 @ & AWS CloudFormationtE iR FMRIZEARFARNNA, ER — MRS
EAWS Panorama AJBAMREREY. WABRTFRARFFAEM CloudWatch Bl L EEFRHNER,

Example As-£ Z-E& .yml— ERAEFAE

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

R RER AR FHEMRBNER , BTEREE API BFEIEXAIAction,

WEE AWS Panorama sFAJVEEMIERA |, 552, AWS Panorama 51/,
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/aws-panorama-sample.yml
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FTLALLAWS Panoramag%fg =R ETERAREFNEYS, B LUEHAAWS Panoramai®2 fl & Bk fE. &
FEHSH S OEPEERRER. ENEHAWS Panoramaski@mE B REEGHET | SR EME XD IEN
ERRER , WEEENBERS LERAER D,

RELNRESIHMERRE , EUUGMERAEREERARF —EEH. ZEEHEBSERPHAWS
Panoramax## &, MEEARRFE , BULEEREREACEAERFETEENESER.

HRANBAWS PanoramafE AR F RAIRVERE , B2 BAWS Panorama AF9,

£
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EH AWS Panorama %1

O] LABEF AWS Panorama £ & RKERE. AMRBEUEEEM AWS Panorama e fMEMAEREE,

%Eﬁ;’iﬁf EEREAFHEREPRWIERETIRIE, ZEBEFEE AWS Panorama FEIER ,
BRHENRELHFAEFTMIE,

ZE A AWS Panorama AP| 5Efi:&1E , 52 E B 31L& fmaE .
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&0 LAE AWS Panorama E?Eﬁ**ﬁ*ﬁ*ﬂiﬁg ENEREH, EFURXAEEEREAHER,
VENEHRTAR  IRAERTEERTE, Sl erALERETERLLEREREN.

EHRIRERE

1. BARXAWS Panorama £ A EEEHMH,

2. EE—EEE.

3. EERTE

4. ERMEBET K EETRUBERN,
System software Install software update
Version Updated date
4.1.34 10/12/2021, 10:02:04 AM

» Update history

5. BEHMRA  RREE [RE]



https://console.aws.amazon.com/panorama/home#devices
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HUH R M E s

MBHREEREARE , BITTLAEA AWS Panorama 312 & BUE SE I MR ABEBAWS lIoTE R,

il BR &% 1

1. BABK AWS Panorama A £ EHH,
2. EERENER.

3. i#IZ Delete (MER)o

4, BWMAEREENER , ARZEEZERR.

B84 AWS Panorama BRI MIBREX fRRF , T2 EBIMBREKRIE LN ER. SBUEEMNEREERZE
Eﬁ‘x’iiAWSHﬁi% , E’TIE nXZﬁU%/ﬁEIAEH}o

B RTBA AR i
ST R RS R E R B,
EH MRS

1. BIBX AWS Panorama =2 A £ EEE,
2. EERENEE,
3. 1#{Z Reboot (EFEF).

FRASEEAEREALEEUETNHEY. EEHWEAN  RIELEREEREAWS loT, ZE[FH
AWS Panorama AP| EXTREIFRE , B2 R EMFE,

ER S

FEFEATEANERERTENKRSE  SLAEREERAFTHBIEENHER R, EXRESEASRTN
FREBEREBRA , AMBRATAIRFER.

EERARERERX  YEBARMBLBRER, ARFEZEERNEERBRIYE. ECHRRRER , R
RETEGHRBE. FFHREBERENREE  RARBHERNTEREARENER,

BT UERRIBHRE K MAMBRREFHNER. NRFWEF K F2RERVNEERHE.
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https://console.aws.amazon.com/panorama/home#devices
https://console.aws.amazon.com/panorama/home#devices
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RTEBHEANZEYE  SEAUSRFERETREIMER D RNAERD, ZRBIARREEERE
M2 BN A BEAFRBEEIRARR. RENEBYHARCIERRSEZE  EUREEEME
RAWITE , MARSBRMEREZIIRHER | %08 H 5100 U EERERR.

UTEHBEREREGEERE FTEFRKARE, BEREethoN HREERHBEEIREN
K Fi8itethl £ |, BURERH EMBREMRY TR L,

On-premises

Restricted network Internet-connected network
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- - EE IP cameras ’ AWS Panorama Appliance
:-il-ll-l .-_-..HH.[.: _______________________
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BT LATE AWS Panorama £12 & g S {EEZIEN IP A4k MAC fzit,
% E RIS FEH

HEHEE , BUUEERAREREABZREE P ik, ReNEE P ut AL XRERE | Wi
Ris it EREERERTERE,

FiEEAAWSIRERIGFAXBERNILE. EHABREAAFTEAREERIEL IR,
R B FE
« AWS IoT(HTTPS %1 MQTT. &2 443, 8443 #1 8883) U R EBEE RS, AWS loT Corell T ¥

B , BF2EHH AWS loT Device Management i 2 #1 B ZEAmazon Web Services —fi§£#,

« AWS IoTE3® (HTTPS, E##IE 443) — credentials.iot.<region>.amazonaws.com AR ¥
s,

« Amazon EMRBFEFFME (HTTPS , 0 443 ) -dkr.ecr.<region>.amazonaws.com
Mapi.ecr.<region>.amazonaws.com¥iF,

« Amazon CloudWatch ( HTTPS , ¥ 443 ) —monitoring.<region>.amazonaws.com.

EEREE 47


https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
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« Amazon CloudWatch H& ( HTTPS , #% 0 443 ) —logs.<region>.amazonaws.com.

« Amazon FEF/ERKE (HTTPS , igA 443 ) -s3-accesspoint.<region>.amazonaws.com
HMs3.<region>.amazonaws.com¥iF,.
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- WREFREERAGE (NTP , E#EIE 123) — FRENFERBRS . MREREHE LT NTP @R
25, BBt o LUE B A FERESZEZE A NTP @RS

FARIERR

WMREA AWS AWS Panorama 52 iEEPBEEE VPN ERHWFE VPC FREH , AITEZEBARK
FH, &AL ERA Site-to-Site VPN , SIAWS Direct ConnectE REPEF B HEF M. AWS 7£F45F VPC
FHEEE S | SBAT LA ] R fmE R Amazon B ERERBEME A REMIHE . AWS loTNFFFH
B, F2R SERAREEEENE FRK.
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https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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/A Important
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AEfHESER
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2. BEMMERKR,
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https://console.aws.amazon.com/panorama/home#data-sources

AWS Panorama M ABIERE
« RTSP #f@it— iEERGH IP it MRS EH URL, B0, rtsp://192.168.0.77/1ive/
mpeg4/
- BAER— NMEABERRZINEHRE  FEEEAESBAERE.
4. J£E Save ().

E A AWS Panorama AP| EFfE#CHR | 52 H B Bt axlsaE M.

AR AWS Panorama RERBNBEMIIR  FSHLENTREBED K,
i B

0] LATE AWS Panorama &l & = il Br 4B #3575

il B g GO

1. BIRRK AWS Porama A ER KR,
2. IEEREER.
3. BREMBRERRIE,

HRE PR BRBEGE R T 2EILETERAREF K Secrets Manager FIBRBEGE TR, EMIBRE
X , §5f# M Secrets Manager £#£ A,
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https://console.aws.amazon.com/panorama/home#data-sources
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£ AWS Panorama 2 tEEERER

EREF2AE., EEMNRENHES, REEEEAEL , ZUUEERELNERRER,
£ AWS Panorama kg L EEEHAER

1.  ¥TBA AWS Panorama & "3%fE. EE.

2. EE—@BEE,

A EEAENEEERCHBIRIENERARER.

ERLEE EWBRERTUARRETRHRENENEARERF , IAFRABREEETHNERAER. &
AU RRERER ( ERETHEMER ) UHEXRARFNHEIZ,

EAER =


https://console.aws.amazon.com/panorama/home#devices

AWS Panorama

FMBABER

AWS Panorama %2 {81z f 15 =~ &

AWS Panorama RN ERZE EFEWM{E LED 15 RE , I REEREMBRELR,

Status . Network

Status 18R E

LED €8 F AW MUIE RIRE, EEHARES=NE—X, REEABLREY -,
AREEIE R AR RE

o RIEPIHE Green— RIBELERE,

. EE Green— FRIFETEE,

- ESREIMER  RBEEERRZERLERAZTMAWS loT,

. PURBIMER — ZRERERHKFTE T USB EEEIES.

o PUREIHMAT & — SRIBTER B IR BRI EE R RIB A,

o EEREIEEE— RIEEEERZHINEERAK,

. BRI E— RIEEEERSEEERA,

8B
#83% LED R TR -
#8355 LED iR

+ E 88 Green— BiEEZ KFERELE.
+ BI# Green— & fB ETEE BB,
- ERIE— REEZAKBERER.

BB K
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ERMEEKH

ERNMERZRURNKREEANFREET T, EERAE/NAEMME, EANMIK)TEMESEERT.

B

% 5% 1

X

1. LAMARBEEBAER. ZEEARFEER , FRAEESRERS 1 WiE , RRSEERIET .
EARIEF KIOFEE 10 &,

2. EERGE, FEAUTREBES. BERE 1 Y. RESEA Y. HRFEZERBANERE,
i B R E W B Rl

- T2 ER—RERERLEE.
ERREZBRA , AMERFAAEAEERNERRER.

- ERSFNERRST— EREE.
RENNERENRENERZRAZE.

RREREBRE— RIREN.

Rl

HAENRTERRERENTEREHR.
. BomERid. REEREYR , MEESERRECR D E.
4. RiamiER A REETESHBRRE.

ERGRBETEZHEYE AWS Panorama BRI MR, MEFMER , F2EEUEEMRE.
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EIEAWS PanoramalE A

FERZEXEAWS Panoramaik i R ERER L BT MR BER ., EALES Python EXNRMEE
REERERZESHABEAREN | WiEHIEESIAWS PanoramaiZ BB ERRE. BAEXT
g R AR RRE , NER AWS BB EMHKEREIES AWS R,

E3:

- HEEAEX

- 1£ AWS Panorama X AP EBEAER
- HEEMHRE

« AWS Panorama lEREF/EE

- EREFEH

- EAEXSH¥

- BEENBERLE
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HEEAREN

EENBEARESR , B LER AWS Panorama FEARER CLI S HEALWIRE, BiuUAsE. LEM
HMEE  UREBYVEAEASTEE, XETEFANFAELSBINESESE  HERTESPEE
1R o

MBEEABBEARESR , FZ2AWS Panorama AFIRZR SR,

W% ST NEREHEARRNHEET , FBWRBEAWS Panoramalfif,

-

- REAWS 2 EFEAER CLI

- EARARER

« BUBRRREGE

+ EARE

- LEERAERE

- FAAWS 22 FREMEBEARERX
- BRLIEREE

=& AWS 2R EARE CLI
HERE AWS £ EARR CLIAWS CLI, A pip.

$ pip3 install --upgrade awscli panoramacli

EEFAAWS 25 EAREN CLI ZVEARESME , BFEE Docker, £ Linux £, BlgemuR HHEBHY
REERRLEN, MEREMNERE AWS £REAREN CLI WEHER , F2EERGItHULREE
PHERER,

* /aw/ aws-panorama-cli

MFEMER WSL2 £ Windows FERERBREMNETR , 2/, £ Windows FERERBZIRE



https://github.com/aws/aws-panorama-cli

AWS Panorama HBEABER

EAEAER

MREEANREFEARARNE =S RENEAREX , FFEM AWS Panorama FEREX CLI EAE
AER,

my-app$ panorama-cli import-application

IETEEAENIRS ID EFfeRBARAEN. EHRBUNFEMEIRFIR ID RE. EE#
FEREXBEINSERFR , ELERBERFE D HEANMBHERARER,

il , NEENEJIEARSREXBEANEREN  SEEHHAEBNERS ID W8
rimport-applicationTEBEMGRELIER , SUEA CLI RN TEERFHE HWAWSIRSE
ID,

/aws-panorama-sample

### assets

### graphs

# ### my-app

# ### graph.json

### packages
### 123456789012-SAMPLE_CODE-1.0
# ### Dockerfile

### application.py

### descriptor.json

### package.json

### requirements.txt

### squeezenet_classes.json

### 123456789012-SQUEEZENET_PYTORCH-1.0
### descriptor.json
### package.json

H OH O O R

1234567890121 2 B 4 2 WA FE A EF manifest ( graph.json ) 5| HEMIRS ID HfREEN
MR ID, SEAILABEITE Raws sts get-caller-identityZREREHIRSE ID AWS CLI,

$ aws sts get-caller-identity

{

"UserId": "AIDAXMPL7W66UC3GFXMPL",

"Account": "210987654321",

"Arn": "arn:aws:iam::210987654321:user/devenv"
}
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B AR EGE

EHEARNEXNBEEHEE Docker BesGH , HP I EEE Dockerfile P REMNERAERNERS
MERXE, F£H AWS 2SEARER CLI build-container #5523 Docker BR{GHE I [E HIE R R
RGRAE

my-app$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/210987654321-SAMPLE_CODE-1.0

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8c16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz",
"descriptorUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at
assets/5fa5xmplbc8c16bf8182a5¢cb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz

WIETEEIT R AN Docker BG#E | code_asset Wi ERRKEH ZassetsERRKH

BY.tar.gzBRE. CLIRLEEREMRRIEMR (LEFEECR ) PRIVERABFERRG , MEAR
FF VISR A VIR E

BRTYBRBEEEZI , CLIEEAEHHEIRT (descriptor.json) BUEE, EMEREH SR
FRRERMENE —BABREFTE. AWS £22EAREN CLI U EEEHERESHE—HEER , XU
AHREMEEENER. THEEFTHE  FREESERHELEE,

Example E4f /123456789012-£8 I1XH5 -1.0/F%#E — SEEREMR

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",

"version": "1.0",
"description": "Computer vision application code.",
"assets": [

"name": "code_asset",
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/package.json
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"implementations": [

{
"type": "container",
"assetUri":
"5fa5xmplbc8c16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5. tar.gz",
"descriptorUri":
"1872xmpl129481ed@53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
},

fFbuild-container SHEENEABEESBLAREGHREPNasset MU EMA, EAEHN
B+ , MEEH R code_asset,

EARE

BHERARENTREEH assets ERRPEEARE K NEL2BTH, REEHMER, FHHER
HEHFMWERERTESR | BFEHadd-raw-modeliETEAE.,

my-app$ panorama-cli add-raw-model --model-asset-name model_asset \
--model-local-path my-model.tar.gz \
--descriptor-path packages/210987654321-SQUEEZENET_PYTORCH-1.0/descriptor.json \
--packages-path packages/210987654321-SQUEEZENET_PYTORCH-1.0

MBEGRBESFAAGLH , WTAEEE assets BRFHRERE, BTRBEETHAEH
£ URBROIRAREAIIEODE. AU, FHRSERTOAEREARARINTLR
.

Example & 2 M7/ .sh update-model-config

#!/bin/bash

EARR 58
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set -eo pipefail
MODEL_ASSET=fdlaxmplacc3350a5c2673adacffab06af54c3fladabfesa8be24cac687a386e
MODEL_PACKAGE=SQUEEZENET_PYTORCH

ACCOUNT_ID=$(1s packages | grep -Eo '[0-9]{12}' | head -1)

panorama-cli add-raw-model --model-asset-name model_asset --model-local-path assets/
${MODEL_ASSET}.tar.gz --descriptor-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/
descriptor.json --packages-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0

cp packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/package.json packages/${ACCOUNT_ID}-
${MODEL_PACKAGE}-1.0/package. json.bup

HEER CLI ENMEAREEHESTNERTER2H , TEEAHURBERTERNEE. CLI 2&H
MNEEEBRLENRREEAER  BURELERRRREFEARAEXREANER,

LEEAERE

EFENEMEREFNEE AP afRERE  RRX4HRREEN T ERRF X4

Fpackage-application@<,

3
m

my-app$ panorama-cli package-application

Uploading package SQUEEZENET_PYTORCH

Patch version for the package
5d3cxmplb7113faald130f97f619655d8cal2787¢c751851a0el55e50ebh5e3e96

Deregistering previous patch version
e845xmpl8ead36leb345c313a8dded30294b3a46b486dc8e7cl74ee7aab29362

Asset fdlaxmplacc3350a5c2673adacffab@6af54c3fliadabfesa8be24cac687a386e.tar.gz already
exists, ignoring upload

upload: assets/87fbxmpl6fl8aeaesdle3ff8bbc6147390feafs7d85b5da34f8374974eccsaaf. json
to s3://arn:aws:s3:us-east-2:212345678901:accesspoint/
panorama-210987654321-6k75xmpl2jypelgzst7uux62ye/210987654321/nodePackages/
SQUEEZENET_PYTORCH/
binaries/87fbxmpl6fl8aecaesdle3ff8bbc6147390feaf47d85b5da34f8374974ecckaat. json
Called register package version for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96

NMREEREIEMAEERBEMEE , CLIEKBTE.,

Uploading package SAMPLE_CODE

Patch Version ca9lxmplca526fe3f07821fb0@c514f70ed0c444f34cb9bd3a20e153730b35d70 already
registered, ignoring upload

Register patch version complete for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faaldl30f97f619655d8cal2787c751851a0@el55e50eb5e3e96
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Register patch version complete for SAMPLE_CODE with patch version
ca91lxmplca526fe3f07821fb0c514f70ed@c4s4T34ch9bd3a20e153730b35d70
All packages uploaded and registered successfully

CL 8B EEANEELBEIEIEFEBEN Amazon S3 7%, AWS 2SS AKREIEFIE , X
%18 DescribePackageAP| 2 FIE N EEEA . CLI SKEEEANEE LEIAZEGHEHRN
B, WEAEGEREERNEEMD AWS Panorama RIESIMELEE,

EH AWS £ RFEAMERAREN

IBELAER AWS £ R ERAMEBERAREN, EHFRES , EUUREEEELEARAEXABHE
FHER  TRERARAHAZASRHNER,

EEHEEARS

1. BERAWS £S2X#HAESENEREXER.

2. EEXNEERAREIN,

3. BEABRAXERAFTENABRLEINFHRESET, graph. json#EE T—%,

4, BWABBANEBRER,

5. EEEEETHE.

6. EIEF [FHRIBE]

7. MRENEAEXEAAE , BRTEXIRERPEEAR, EE T-F,

8. BEIE[EIEE], ARBELNEE. BE T -5,

9. E[ENERKRTRTD , BERERA], AREENEZHBRMNBRAERNRER, BE T—

%,
10. £ [RE)| LB  REHBAEEENTMEAERXNBERTE, BE T—F,
1. BE [HE], RARBEE [TK]o
12. EEHRBNERARENNBEYS  REEERERENERRER,

HEAREE 1520 P, BARKMDN  RENHHTURBERZZA, MBETHER
BSE 8 AR
HE{LERARE

A LAE A CreateApplicationinstanceAP| BEI{LERAREXNBERF. & API EEMELREXHEAE
Ao ERRFEEEEFANSREBR. F_ARREEERER , EEEAREANEEFENTS

3
B
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https://docs.aws.amazon.com/panorama/latest/api/API_DescribePackage.html
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HEER. CABRERTREERAARNEARAENRE  UFTRANESHERBBRARENX , U
MREHMEAER S ENRE.

NFEATEPESESRNFREANEIESE  F2EEHLEATE,
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£ AWS Panorama AP EEERER

5/ AWS Panorama A EEHEBNEARER.

-
- ENRERERAERX
 MIBRARAFERAE

EHMNEREAEN
EEFHEARS  BEARREE, DREARRE  LUNEFLRIBRER.
EH AR

1. BARXK AWS Panorama X #&HERAEXEME,
2. EEEREX.

3. iEfE Replace (HUX),

4, FBRBRBRERBUBIHRASLEAER,

EF—EEREE , ATAEMUER  EFEBKRERFANERER, SUUEALRRETFLHT
PRRANIER TAREAEANEE  HEFHHECSMERERAE,

il Bk e A< 7 FE A 72 =X
EEERREANERRIRS | BHEREREFME,

b

MR ERARE

1. BARBX AWS Panorama AN EERENEMH,
2. EBEERER,
3. BEREEMER.
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https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/panorama/home#deployed-applications
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+4 Ht+ =
AR

£/ AWS Panorama A& CLI sn S BEpanorama-cli package-application , CLI €i%&H
ERREFINEE EEE Amazon S3 WG EH M E] AWS Panorama Bl. EESE - #HIXH ( BE5H
BB ) FMWHARFF XM , AWS Panorama e EBEHE THEL X H. EFMBEHFINEE ,
ARt —EERENSEEXH K AREREM4ST. HEERHEEO,

LT ROERT EE—ER AN —BaHNARHENRGERE. fRERARHKREGERIEER
iR, @HEIRIGEEIBNEGEIARE RS,

Example B /1234567890- 8k m X5 -1.0/ 2,

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"3d9bxmplbdb67a3c9730abb19e48d78780b50713340ec3871201903d8805328a.tar.gz",
"descriptorUri":
"1872xmpl129481ed@53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"

= 63



AWS Panorama HBEABER

"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"

FiAttassetsEB EE AWS Panorama FEATREF CLI L{EE| Amazon S ITHERE, MRERHE
tAFEATRHERARFRERRER , BBI AT , U AT ELNIRFPNEE, BERE
{Tpanorama-cli package-application® , AWS Panorama FER#E/F CLI & EEMNEER
&S o

= 64
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AWS Panorama FERAREFEE

HEEAEFS , SERE—EABLSEAEFFENEEXH. WX SERAREFERSATFRERNEZN
B. BRAEXEGEREBARIXREBN —&2 , MEFEEgraphsE .

Example [E fkaws-panorama-sample/El - .json

"nodeGraph": {
"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
},
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"
},
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
}
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
},
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",

"overridable": true,
"overrideMandatory": true,
"decorator": {
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1,
"edges":

{

"title": "IP camera",

"description": "Choose a camera stream."
}
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
"name": "log_level",
"interface": "string",

"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."

}

[

1 ", n 3 n

: _ . L ,

"producer camera_node.video_out
"consumer": "code_node.video_in"
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
"producer": "log_level",
"consumer": "code_node.log_level"

EREIREEE  BEEHMEANG L 2 BHNRE, —EESNNEHEESS —@EHRNaA |, K

_1}':20

EREXEE
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JSON #E @R

FMBABER

FEREFREMBEXENENZE JSON REBPERN, LRLUEIHNZEER JSON REREEE
M1E, JSON BRI EAEENGItHUbRFE,

- JSON ####ir-aws-panorama-developer-1&8 FE/& R
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FERIEFFEIE:

HEEER RIF. BGER. AEN2Y, GHE—ERE , AREEEGAMNGE, BOTUER
RPN EHE, AWS Panorama BN B4 EHABEERSPESR,

EUTEHIH |, code_nodeFlmodel_nodeiE2 R H5IFE AR M & B RO IS FIME R
‘@, camera_nodefEA AWS Panorama NG ITAEESZBSHE R ENEGERIIZEMART.

Example B .json — B,

"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
},
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
},
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"overrideMandatory": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}

Edges (32)

BEESS—EHENREMRAD S —EHENEA, EUTRAAF , F—RESTBEGE R ENE L
M DN EARFRBEHENE A, EEEFvideo_inflvideo outREHFHANRTHIEEN.

Example B .json-i#

"edges": [
{

"producer": "camera_node.video_out",
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FMBABER

"consumer": "code_node.video_in"
.
{

"producer": "code_node.video_out",

"consumer": "output_node.video_in"
.

EENERARRFREF , B EAinputsMoutputs BRI A S REME S , WigEGFE @

ark=Cpsi
Example application.py — #2 S8 & A & H

def process_streams(self):

"""Processes one frame of video from one or more video streams.

frame_start = time.time()

self.frame_num += 1

logger.debug(self.frame_num)

# Loop through attached video streams

streams = self.inputs.video_in.get()

for stream in streams:
self.process_media(stream)

self.outputs.video_out.put(streams)

TREIR

EERAERBED , MREHMZIEH AWS Panorama EEMNE ,
£Fo AWS Panorama IREMEE RN HRET R,

- MHER— REEREFESEHBEANEEER.

EH & M-panorama: :abstract_rtsp_media_source

NEBFW-rtsp_vl_interface
- HDMI % H— R R FER 7 HR4E,

EHZM-panorama: :hdmi_data_sink

NEZBE-hdmio

IR AR AR F B E R AL

SR ERE
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DT RGIERT REAGRYSRAREIERENEREFN —HERBH T, SIHMEE. B
BEE  ©fFHabstract_rtsp_media_source®EHE , TS ZEREGETEERA, BHE
2 , ©5lAhdmi_data_sink , AFERAEFRNRBHEREEN HDMI &% D& EWRBEEFRE,

Example B .json — iR &I

"nodeGraph": {

"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012: :SAMPLE_CODE",
"version": "1.0"
1,
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_xtsp_media_source",
"version": "1.0"
},
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "camera_node",
"interface'": "panorama::abstract_rtsp_media_source.rtsp_vl_intexface",
"overridable": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}I
{
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
}
1,
"edges": [

SR ERE
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{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"

},

{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"

}
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FEREASH

SYRERERFENGH  JLUEHEBRPHREE. SRUTUERRRENEEE  cETEARE
FHRAFMAEREE.

SREE

« string— F&, 0 : DEBUG,
int32— B8, i 20
float32— FHH. Hlw 47.5
* boolean-truez & false,

THHNREIERTMESH , —EAF/FEN—EHF , eMEARAREIREEHR,

Example B .json — 8

"nodes": [

"name": "detection_threshold",
"interface": "float32",
"value": 20.0,
"overridable": true,
"decorator": {

"title": "Threshold",

"description": "The minimum confidence percentage for a positive
classification."
}
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."
}
}
1,
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"edges": [
{
"producer": "detection_threshold",
"consumer": "code_node.threshold"
},
{
"producer": "log_level",
"consumer": "code_node.log_level"
}
]

A NERERRAERF
R EREE.

== oo

JBE

PERSY  IEHEREABRRETE. WEFHBEA ,

e
s
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e =NTEREE

B ENBBEAHREESHNMREH . WREFEH AWS Panorama BH|8ETHE , BT AE
BoEiEE —AELBBEGETIEREB A, WREFEH AWS Panorama APl SRE2EARERF , AlTTLL
FEHBEXEREELRE.

BEXENGERELRERAEFBE. HREFERFENSEY A LUNER—EEHH. BRNEEH
i, BUNEERFINEZMBERRNE RN, AR, EUTUASEBHER—EEE  ZBRR
CERNERAEFBEEPREESH.

Example B Z .json

{
"nodeGraphOverrides": {
"nodes": [
{
"name": "my_camera",
"interface": "123456789012::exterior-south.exterior-south"
},
{
"name": "my_region",
"interface": "string",
"value": "us-east-1"
}
1,
"packages": [
{
"name": "123456789012::exterior-south",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "my_camera"
}
]
I
{
"replace": "region",
"with": [

b= 74
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"name": "my_region"

}

1,
"envelopeVersion": "2021-01-01"

ELENTRAH  XEEERT —RBFFESEN —EHREGEBTENEES., FI
ltnodeOverrides® &k AWS Panorama XA LM B EERAREFBSER N HEET S,
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EZEAWS PanoramalEH

FERAENEAWS PanoramazkfE I ERABR LHTEMRE I, B LUES Python B ISR
BEEANREEEKAERARER , YAEH LB EIAWS PanoramaiE BB % HE, EAREX T
R EIARFERES , SEA AWS BIRESSEREIXE AWS RIS,

—EEEDTEEAERAY, EWNEGYE. RECHEIRBETEINESR , ZEREHFETR
RELERARMTE , AREERATHNED. BUNERBCHRZBERIGER | b AFRKER
{5“0

ZEAEFNATEEBSEERTNFERR  SHEXEEE K RAREEER. REAREEZ
By AEREFERMMCE, KRBT ERLERMRERNIXAKE , Si¥EREEIAWSH
RERZE— S REN R,

ERfRPENES  RERXEWHHGFE , BAEFRRBERAZAWS PanoramafE AER SDK, f&
AR SDK 2 —1{& Python & , X#EAEKRIEE PyTorch, MXNet & TensorFlow,

£

- EREBER

- BUEARES

- REAEXEXEFW AWS RS

« AWS Panorama EREFE4FEZEIESD
- BITZSHITHE

- RBEARE

- FRAETRF

« % Windows PR EREIRE
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SR EREER

FTEMABEREERBIERARABGRINERNBSREF. ERBBIRE LS TELHRWEBR
Belh— AR, SKGAERASSEGMAERA , YREEGENINYHNHEEER , fluntE
BRENE, AWS £5XEM# A Apache MXNet MPyTorchZEH EFSEEER, TensorFlow

(® Note
WMESFEB AWS Panorama BIENFALRERIEE K BESREIHEEM,

3]
- EEABPERARE
- BYHFTER

- HERR
- FIERERE

EEXNGHEAREER

BRSED-RSEER , Hh 2GR E5, NEEAREMERNER, THEHBERNM
SHHTBERUNTHSR , WERENAHEEEEERE

Example application.py — H#E&%

def process_media(self, stream):
"""Runs inference on a frame of video."""

image_data = preprocess(stream.image,self.MODEL_DIM)

logger.debug('Image data: {}'.format(image_data))

# Run inference

inference_start = time.time()

inference_results = self.call({"data":image_data}, self.MODEL_NODE)

# Log metrics

inference_time = (time.time() - inference_start) * 1000

if inference_time > self.inference_time_max:
self.inference_time_max = inference_time

self.inference_time_ms += inference_time

# Process results (classification)

self.process_results(inference_results, stream)
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THSEHBREREER P BREZERNEE, ROIEEEOHRNEE  ERERBETNE—EHRE
uﬁ_ﬁgﬁo

Example application.py — BREB&ER

def process_results(self, inference_results, stream):

"""Processes output tensors from a computer vision model and annotates a video
frame mmon

if inference_results is None:
logger.warning("Inference results are None.")
return
max_results = 5
logger.debug('Inference results: {}'.format(inference_results))
class_tuple = inference_results[0]
enum_vals = [(i, val) for i, val in enumerate(class_tuple[0])]
sorted_vals = sorted(enum_vals, key=lambda tup: tup[l])
top_k = sorted_vals[::-1][:max_results]
indexes = [tup[@] for tup in top_k]

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1]1)
stream.add_label(label, 0.1, 0.1 + 0.1%j)

ERAEARABEBRMLRENE  WHCHWESNACHMRANEREETHER.
B HFTEE

B LAEREDEBNERPyTorch, Apache MXNet 1 AWS £ S RBERX TensorFlowd, BRT &
hEBEMIRERSageMaker , ZAIUFEAIEERNER K SFEAZENEBRINIIEE S HIE
B REAGHE L B AHIRIZER Amazon EC2 A,

(® Note

W SageMaker Neo X ERRBIRAMERKXNFHMER , F2 B Amazon SageMaker B
BABREETINZERE.

KIEENREFEREUEMEARER , UTensorFlowSavedModel X R & Keras R I THERE,
©E A TensorFlow 2 , 3 H AJ LA E#EIRIE S Docker Bes A iE1T, EHIEARNZSIEARE
Amazon EC2 #i1THE t B2 VB HMESANIESTE,
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- BRIEREGPIER

IEI Devenvironment

Local build
] o ([EZN
Virtual Container
9 environment
‘ Amazon EC2
Cloud build 1=l 164 L

Trrr

Build container GPU

AWS £ 2 FH SageMaker Neo fmZE R

-
—>

} Amazon 53

Model

i
@ Compiled

model

E%E:J Amazon Sagemaker Neo

O0—| Compilation job

SageMakerNeo T , WASERITEE . tar.gzBEH,

MERMER ,
HEEH

, BAMEHE AWS £R5HELER. HREEESR , FER

#2 2B Amazon SageMaker B A BIEE PR FEH Neo fREMIEEE,

—EAEETEE—ERRA K SEENEREE, REEEAERGEAP—K K EHFEES
AWS £ =R , BEFMHFRTFEME Amazon S3 FHINE.,

Example E# /123456789012-FE 888 _ LEEIT -1.0/ #HIREF

"mlModelDescriptor": {

"envelopeVersion": "2021-01-01",

"framework": "PYTORCH",
"frameworkVersion": "1.8",
"precisionMode": "FP1l6",
"inputs": [
{
"name": "data",
"shape": [
1,
3,

HEER
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224,
224

(@ Note

EEEELRREANEETRERE, MEZEPyTorch#y Apache MXNet HTensorFlowhRZ<#Y
BE , BRI ENERE.

EEEARR  BEERA AWS £RERAREX CLI import-raw-model T, MREHER G HBRR
ETEMESR , AIVAEMETHSTUENRAERFNEE, NFEFHAEN K F2HREEERAERE

A,

TR TS JSON REBHR |
A RR A

AIRERE | FEARE ERRRIEDEFERRIFHRLUNARREPNRE K. FEERTHA
BREMBERN R E

:I:I‘H

B & E R 88 .Schema.json,

&
I
&
g

- R — TRRFNABRE TRELASTNSZOME, FRAXREENEIRSGIRNER | £K
HFRE NIRRT W e R EFER.

- BITE —BENBAKXNBEUSERELSR 224 3 512 GEENBNERE. EEEAEZKEER
WEE R, B DRETC USRI AN,

- HBRE — HENEENEEERIREERAREMERTONKE, MENUEHRET X8
ML RN, flll, BEEEARENERESHEEEEPRETIRNES K MEXER
BEFROE , ERAIEERRE RS8R H R,

BERELEE , SUAEREAEEEEEALRESS Y ERREEREFLNEESR
BLEIRER, MRERFTEERABRATHRE  XEFECEASTEEH  AIFEEZERETIR,
RTHWEEZEG 2N  KETUERFIZRHMIEFTEARANREEGHN B RESESIRR
o
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EVERAEAY

AWS Panorama SR URBERRZAVERFTEARER , ®EBRUNRGREL, B EFER
AWS Panorama FEFAREX ERMGI/EA LM Dockerfile P15 EEARERNHEKERER,

BREVRAREARSG , FFEM Docker M1 AWS 2 RERAER CLI, KiErmEf AR T 55
TE T EEERARA

Example E4 /123456789012-% A&  EXIEBEEER

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

THNBEXHETHRER.

* FROM— BAEARERXER B (public.ecr.aws/panorama/panorama-application).

- WORKDIR— SREH MG LM TEB &, /panoramaAiRERARFNRBMAEEXH, HRERSHEE
EHEFETE  TEXEYTRBRERAEXNIHEBEE (/).

« COPY— BERRAHBETERIEZHELENKRE, COPY . KEMBR (EHEHK) PHER
BRIZBLONIEB S, fln, EARXEXBTEREB R packages/123456789012-
SAMPLE_CODE-1.0/application.pyZ|/panorama/application.py.

« RUN-ERBEIBEPEREG LIET shell 5. BEERUNRETIBBEG R BEMERIEFETSE
Wh. WEHlEEMHpipEHEEE , RELTEDIHMNEN Erequirements. txt,

BOEREBENEEERANEMIETARG , fIZADDH, KBTHREEAFBEZARENET (B
WMENV , FEAM AWS Panorama), AWS £ BT ERMEHTESR. CECAXGELERR
., RERRAREERERE.

EEMMKME

requirements.txt2IEEEABRXFIEANWERXERN Python ERER. €FIEAEXEMR Open
CV FAWS SDK for Python (Boto3).

TR o


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/Dockerfile
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Example E£HE T /&X _ EXB-1.0ER

boto3==1.24.*%
opencv-python==4.6.%

Dockerfile Ffpip installinSA$ELEZRZEE| TEM Python dist-packages B &9 /usr/
local/lib , AEALEBEAEZEFRKBEAECM,

T

AWS £ S ESREBEARXFHEEN /opt/aws/panorama/storage B #. B ERAER 0] LA LR

BEBVANEIER. ERFEZTRINERSEENRRKIFRETE. ARNESEREMTFES
&,

BIUZBREE

ERERA AWS 25 EAER CLI AEAREXEHZEIMGE , CLI €docker buildEEHB &+
17, EREVESRARAEABHNEAERSMGE, AR CLI BRSNS, EHEERRR, B
B, WEHREFEEassetsER KA,

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0 --pull

docker export --output=code_asset.tar $(docker create code_asset:latest)

gzip -1 code_asset.tar

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz",
"descriptorUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at /home/
user/aws-panorama-developer-guide/sample-apps/aws-panorama-sample/
assets/6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz
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B H JSON B2 CLI B EEHHRE (package. json) @ AWS £ ERBIMNEEE
o CLIUEERERBER  IERSETEARESH FARAEINHADE) WEE,

Example E4/Z23E
{
"runtimeDescriptor":
{
"envelopeVersion": "2021-01-01",
"entry":
{

"path": "python3",
"name": "/panorama/application.py"

£ assets BRI R | HABMNEARRFBELLH SHA-256 BABREEDR. HLEZEE Amazon S3
EHREER K SRHESENH—FTE,
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tEAEAEXEFI AWS RF%

& 0] LAfE I £ EAWS SDK for Python (Boto) AR XN ER BB AL AWS BR#S. flan , R B ER SR
BEEER , B LUEIEEZERR R Amazon CloudWatch, £/ Amazon SNS EXEH, SEGHEE
2| Amazon S3 , A Lambda BREAETE —FRE, KZE AWS REHFETE AWS BEEH
EEEAN LA AP,

HREBRT , RIEREFEEEM AWS B, FERERER  FLEAEXRIA® , YEHEHE
S HiE kG BAREXHNITEE.

=6
« 5/ Amazon S3
« HEHAWS loT MQTT x5

£ Amazon S3

O] LAEF Amazon S3 RIFHEBFERMEMERAREXNESR,

import boto3

s3_client=boto3.client("s3")

s3_clients3.upload_file(data_file,
s3_bucket_name,
os.path.basename(data_file))

FERAWS loT MQTT FE&

& LAEFAE A SDK for Python (Boto3) MY 24 ER{SiE AR Python (Boto3) KV E4HEXAWS 0T & T
S AR SRBEFUREYHEBTENEE , BAUEEAWS loTEAEPKREZEE,

import boto3

iot_client=boto3.client('iot-data"')

topic = "panorama/panorama_my-appliance_Thing_a@le373b"
iot_client.publish(topic=topic, payload="my message")

BE—EEE , ZRRBBENRE ID AHEMERT. FEZHIALS  ERAEXZTEFUNE
FfRiot:Publish,
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HREHR MQTT 1751

1. BRAWS loTE# & [RIE] B,

2. HRITAMNERE,

SEMATEZME, W : panorama/panorama_my-

appliance_Thing_a@le373b,
3. 5BI®E Subscribe to topic (FTE £ ).

fERAWS loT MQTT £
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AWS Panorama [ERREFEHRETES

AWS Panorama FEFAREFHEZ T E TR —ERAMNEE AWS Panorama FEREFH Python E, E&
MEEE , BRI LAEA AWS Panorama BRAEFEHHEE T EOMBTEHABER, BETHENAR
R 88% I HERER

(® Note
ARG LUER AWS Panorama BAREANEXNBRFEHNRMIDEE , FHREEE M,

REEAERF SOK ERNEREGENFEER  F2HREERBEHSE,

-
o ANDNSAFIAR LA 4R 58

AN DN SCA AR LAB i 4R 58

#B) AWS Panorama R FE T EE , SR SHSREREHIERR. RETNESEMERALH,
FE R 2 B al ik e S b BUR A XA MAE

FHEEERvideo_infE5 2R BEZFRMENBEKTHNE S, LYHHER
Apanoramasdk.media, EEFREGRAMXAFEFLENSZE , REETUKESE
#video_outf#E%l,

HEUTRBIF , REERAEFASEGERMI—EER. SEERBEMER—ZAMZE  BESET
o

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1])
stream.add_label(label, 0.1, 0.1 + 0.1%j)

E OB GRIME |, FBFEMadd_rect. WHERA OO 1 <EN 4 BE , EREELANETA
;ORITATS

w,h,c = stream.image.shape
stream.add_rect(x1/w, yl/h, x2/w, y2/h)
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BITZHATHE

ié?TLXEJEIEﬂﬁ%J:iM?EEﬁ&T:ﬁiﬁ BEAHITEANREMERERRF. flm, SETH
iTHERE HTTP RERARHER Zﬁ%#ﬂ?&ﬁﬁﬁ%i&ﬂ%ﬁ?ﬁ%ﬁﬁﬂE’\JﬁvﬂzAWSo

BEHTZEATHE  FERAATHEEERR Python REEABEERAE —ERE. THEFIBRER
EREREGIEAEANEIRERE , ZEAERNEELRARX AL ER CRAT=THE,

Example E4 /123456789012-Fri5 _ Al fR=s -1.0/ AR PY— T EiEE

def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
logger.info( 'RUNNING SERVER')
app.server_thread.start()
logger.info( 'RUNNING CLIENT')
app.client_thread.start()
# Wait for threads to exit
app.run_thread. join()
app.server_thread.join()
app.client_thread.join()
logger.info( 'RESTARTING APPLICATION')
except:

logger.exception('Exception during processing loop.')

EFMBERITHEGERE  BRAERXERTENME. Milltrun_cvEBREERBEBEERANE KR, MR
WHEFILNESR  CEEMARAEIER , ZRAFEFJERET HTTP Eﬁi%%%itﬁﬁlfﬁﬁﬁﬁﬂﬁo =315
RERMAARE B CVER, NRARHRIIFCHKER  ARTHERSUEAS T RER,
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Example B4 /123456789012-F 8 _ RS -1.0/EARER PY— REEE

# Processing loop
def run_cv(self):
"""Run computer vision workflow in a loop."""
logger.info("PROCESSING STREAMS")
while not self.terminate:
try:
self.process_streams()
# turn off debug logging after 15 loops
if logger.getEffectivelevel() == logging.DEBUG and self.frame_num ==
15:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception on processing thread.')
# Stop signal received
logger.info("SHUTTING DOWN SERVER")
self.server.shutdown()
self.server.server_close()
logger.info("EXITING RUN THREAD")

HEEBEAEFNESself Y. EEENMRBEAENEEER  REEXHTHEEFUstops
Eo WA Eterminate Bt , EXRTFHMIREZEIR.

Example E4f /123456789012-BriE _ fAIARSE -1.0/BAEX PY— ELLFE

# Interrupt processing loop
def stop(self):
"""Signal application to stop processing."""
logger.info("STOPPING APPLICATION")
# Signal processes to stop
self.terminate = True
# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests."""
logger.info('Get request to {}'.format(self.path))
if self.path == "/status":

YITSYITHE 89
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self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests."""
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
SexrverHandler.application.stop()
else:
self.send_error(400)
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RIBEARE

BALUEBEEARENEXNGSEBHT HTTP AR , EAKERSEEEREN. A TRHANAIR
E | B L& AWS Panorama i%fis D HEZIEH EDIE AR A LHEREE,

/A Important
RIZTERR , AWS Panorama BT EZEMEZELNEARE, TEALE LRREZEER
ERENLZERAK. FRILIER K SXEARREMSRBRBENREERSIATRENTEN
EEREAFPmREREZENLTEEAR.
RiEmEMNESIRXRERARTEEN , T2EERE. REIME,

&R LATE R (B L FRUEEE & 8000-9000 HYIEHEIE, BLEEBRBERRME , W EPCRE MR A A
FiRtRE. BEERARENK , EUNEEERBNERE  YREAKELNEREHEERAEN
R LMWERE, XFEERIRREEEERH  UEOEBEEINEEERE, ERSGELIEENRRG
EEGR PR MORRAISERMETRERE FEH,

AREGAEREE

BulERARNERTHN =ZBANEEEEREHE, KRB EMpackage. jsonk , BAILUHEER
A BEH ARV EZBnetwork B, THHEHEEEHFEEREE 80 LEE.

Example £/ /123456789012-Fx &5 _ {al AR =%

"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"
}
1,
"network": {
"inboundPorts": [
{
"port": 80,
"description": "http"
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EEARXNEARESD  LKAULUEEKERRKE LNEREHEZRARAEN BTN LNERENRK

HFRAl, THEHHISHIBEEE L EEE 8080 ¥ EEcode_node& .
Example B/ & FE A2 7/ B .json

{
"producer": "model_input_width",
"consumer": "code_node.model_input_width"
.
{
"producer": "model_input_order",
"consumer": "code_node.model_input_order"
}
1,
"networkRoutingRules": [
{
"node": "code_node",
"containerPort": 80,
"hostPoxt": 8080,
"decoratoxr": {
"title": "Listener port 8080",
"description": "Container monitoring and debug.”
}
}
]

HBERAENR , LA LI AWS Panorama X AFEEHEENKRA , I2FEABEXHEE
#&CreateApplicationInstanceAPl, EABEIPBRIZMLIARE  URFEERAEE FBBUEREER,

Example BIFX/EHEAEF/BE json

{
"replace": "camera_node",
"with": [
{
"name": "exterior-north"
}
]
}
1,
"networkRoutingRules": [
{
"node": "code_node",
REEAEREE
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"containerPort": 80,
"hostPoxrt": 8080
}

1,
"envelopeVersion": "2021-01-01"

MREABRXEABTEPEENREERREEREMBARAER , EUUEABERE X4 REETE
RYEEHR,

R RE

AR LABERENERT , BUURBBRARIMTARBIREZEANER, Frilttdebug-
serverfiflBREERRBEARAENRT —RIATHN HTTP ARI[HELRELF,

/A Important
ROBRHREEFRATRS. ARGRALHEBRSSHRE  LLARRABNESRE
PEFEEENZ MRS,

Example E4f /123456789012-Frif _ fAR#R -1.0/AEX.PY— HTTP fARER

# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests.
logger.info('Get request to {}'.format(self.path))
if self.path == '/status':
self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
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logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
ServerHandler.application.stop()
else:
self.send_error(400)
# Send response
def send_200(self, msg):
"""Send 200 (success) response with message.
self.send_response(200)
self.send_header('Content-Type', 'text/plain')
self.end_headers()
self.wfile.write(msg.encode('utf-8'))

try:
# Run HTTP server
self.server = HTTPServer(("", self.CONTAINER_PORT), ServerHandler)
self.server.serve_forever(1l)
# Server shut down by run_cv loop
logger.info("EXITING SERVER THREAD")
except:
logger.exception('Exception on server thread.')

RIS GET @K /statusBERBEEHEREFN —LEE, ©HhiET POSTHER/
restart LEFBEBEAER.

AT REWIEE , SEFRARXSE/BIBNITE LT HTTP AF K. AFRMFW/statusBMERT
ABBABMBIENRE  AHELSIBRETRBERER.

Example Z4f /123456789012-B 8 _ AMRES -1.0/EAER.PY— HTTP A Fi%

# HTTP test client
def run_client(self):
"""Send HTTP requests to device port to demnostrate debug server functions."""
def client_get():
"""Get container status"""
r = requests.get('http://{3}:{}/status’'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
def client_post():
"""Restart application"""
r = requests.post('http://{}:{}/restart'.format(self.device_ip,
self.DEVICE_PORT))
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logger.info('Response: {}'.format(r.text))
return

# Call debug server
while not self.terminate:

try:
time.sleep(30)
client_get()
time.sleep(300)
client_post()
except:
logger.exception('Exception on client thread.')

# stop signal received
logger.info("EXITING CLIENT THREAD")

IfREREERES T RHEGENRBERAERF.

Example E4 /123456789012-F 8t _ RS -1.0/EARER PY— T ZEHE

def main():

panorama

= panoramasdk.node()

while True:

try:

# Instantiate application

logger.info('INITIALIZING APPLICATION')

app = Application(panorama)

# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads

logger.info('RUNNING APPLICATION')

app.run_thread.start()

logger.info('RUNNING SERVER'")

app.server_thread.start()

logger.info('RUNNING CLIENT")

app.client_thread.start()

# Wait for threads to exit

app.run_thread. join()

app.server_thread.join()

app.client_thread.join()

logger.info('RESTARTING APPLICATION')

except:

logger.exception('Exception during processing loop."')
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FEMEBHIIEAES  F2RAEEPHHRY GitHub HiFE.
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ERBERT

WA LAFEEL AWS £ 25 E LB R ERS (GPU) AMER GPU INEEXE , SIEEAERERNBE+HH
THEREBERE, EEMAMGPU BB, BEEUEAESEXBEASEZR , 1§ GPU BB AEHR
HRREH AR

/A Important

MREA GPU 7L, AR ERB ENEMEREXPHTEEDH. ERELEE  ER
BT LA SageMaker Neo #RZRVIEER: , GPU FENE X 2R#], #EB GPU 7 , BH4EE
ERAEREXNBHHPHTEE K mRELNMEEAENHS LA GPU NI,

EEREARENMRB GPU FEUIEE , BFEMSEH AWS 22 EARER CLI B EH R ENEMERE,
TogEfE RS GPU EEFMEZRARAEXBH RN requirementsE#R,

Example @2 EREHRAE %

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"eba3xmpl71aa387e8f89be9a8c396416cdb80a717bb32103c957a8bf41440b12.tar.gz",
"descriptorUri":
"4abdxmpl5a6f047d2b3047addes44704759d13T0126c00ed9b4309726f6bb43400ba9. json",
"requirements": [

{
"type": "hardware_access",
"inferenceAccelerators": [
{
"deviceType": "nvhost_gpu",

"sharedResourcePolicy": {
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"policy" :

}
1,

"interfaces": [

EHARTEREPEENHRSRcBNEAERE,
#HEER GPU FHENERER

1. EEEBEAENAS , BFAbuild-containeriEw,

"allow_all"

$ panorama-cli build-container --container-asset-name code_asset --package-path

packages/123456789012-SAMPLE_CODE-1.0

2. #requirementsERFIBEEMHHERE,

3. EFELEARB[EEMNEMHER , BFfEApackage-applicationfE®,

$ panorama-cli package-application

4. HEERAE

WEMEM GPU FEIRVEFIE AR |, FFiEraws-panorama-samplesGitHubfF &,

ERERF
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£ Windows HEX B R IRIE

EBE AWS Panorama FERRERF , A Docker, s 51T TEAM Python, £ Windows # , &AL
BiBEA Docker REMEAR Linux A Ubuntu B Windows ¥ R#MRREFRBIRIE, FHREKSIE
B EEA AWS Panorama T EFMRfIEAREFRFHNREFIRENREBRE,

=8: ]

- SRGH

- R¥ WSL2 MEXRE

- &% Docker

- B& Ubuntu

- T—$R

FORIRH

ETUEIRE | BEE—EXHE Windows FREMERA | BAM Linux 2 (WSL2) .

« $RE 101903 RESMRA ( B 18362 RESMRA ) HRE 11
- 1RETEE

« AR Linux B Windows F 3Rk

* Hyper-V :

- BRSBTS

RYFEER AT ERFRRA B 3o

e Ubuntu 20.04
* Python 3.8.5
. I55E

Zg WSL 2 M5 A[E

WRIEE Windows 10 ARAR 2004 ERESRA ( lRZAS 19041 RESRA ) |, AIAAERALT
PowerShell 5% 8 WSL 2 1 Ubuntu 20.04,
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> wsl --install -d Ubuntu-20.04

EEFEARERAN Windows , KR WSL 2 XHHPMIERET : BNANFEZESE

Z 8 Docker

EHELE Docker RHE , FRRERGE. WRBZIMEE , 55RMB Docker #Hu M ARE  BEEE
WSL 2 &%,

iZ1T Docker RENIZRE —RETHHERBETRIIBSS.

® Note

Docker R E{EEIRFRETHFELA Docker, MREETAKEBEZZE 7T HAM Linux 21T
W , SBEFLZEM Ubuntu BITIRHPEUE Docker RHEREXEEIR. WSL £/,

L& Ubuntu

"‘EETE—IJ«JUE Ubuntu EBEMFIZET Docker 5. B R TITRIG , FRAAREETIH, F—
TER , CEEREAFBNER "‘—IJ«XEﬁ'?ﬁF%%ﬂ&.E%EEJE? HEWT,

EXRHARRENGE K BENMERBNEBH I ZETE,
EEMEEEMES
1. BE§7 Ubuntu K #8589 844,

$ sudo apt update && sudo apt upgrade -y && sudo apt autoremove

2. A apt REBHBITE,

$ sudo apt install unzip python3-pip

3. f#H pip & Python B &,

$ pip3 install awscli panoramacli

4. ITRAFMKRIEHE b R%EE1Taws configureflEAWS CLI,
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$ aws configure

MREELEFNEE , JUEIAM FEE,

K%, THIEEARFERARER,
HEENHESEAREN
1. THIUBEBRESEGIEAEX.

$ wget https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/
vl.0-ga/aws-panorama-sample.zip

$ unzip aws-panorama-sample.zip

$ cd aws-panorama-sample

2. EBITEEWRARARRFRE. BREAEFASISEHM4 I LER AWS Panorama,

aws-panorama-sample$ ./0-test-compile.sh
aws-panorama-sample$ ./l-create-role.sh
aws-panorama-sample$ ./2-import-app.sh
aws-panorama-sample$ ./3-build-container.sh
aws-panorama-sample$ ./4-package-app.sh

AWS Panorama FER2F CLI L ERH4+IAAETME AWS Panorama FR#EH, BRIBER LA EE
51 pE A2 = B8 AWS Panorama 4|4 —##EH,

TR
BRRAFEEEL X, TUERHERERRERXIS WSL HERBIRRE (IDE),

EVRERBO XGRS BHTH HEREERSS YEMA\\ws1$EEES G, KBEHITE—EE
(0] FE B4 S M RV B8 ( Ubuntu-20.04 ) BAK Docker BRI X R, EUbuntu-20.04 , &
KA B #u R home\username,

(® Note

E & Ubuntu &5 Windows ZEHFHXH , FEME/mnt/cB &, Hlw , BAIUETH
B$+iE1T1ls /mnt/c/Users/windows-username/Downloads,

TR 101


https://console.aws.amazon.com/iamv2/home?#/users

AWS Panorama HBEABER

£ Visual Studio X% , LA NERBREHRELARFNE , AEAERKIHETHT. BER
KURTEERE , FHBATRCTERR. RETHE , RINER WSLEEH,

Windows R if 28— BEE BT D% Ubuntu KIEHNEBRFR, exXEZEEEF , YAAUA
BLRENTMEMERE Linux 1T PowerShell, i BRI MNK K, ©XFFERACUI+CHCr+V, T2
B URL URHMERANNE, EERE Windows #Kin , FHRHE.
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AWS Panorama

B LAEA AWS Panorama FRIEH/AE API REBMLEEMNEAREXEE TERE. FHAWS
Command Line InterfacesRAWS SDK , &M LI ANEBRE RANBBNESBREAER. NEE
B GitHub REEEZEESHE , Bl FEHAEERNAMABCEXNBHES,

+ aws-panorama-developer-guide/& 12 F W A&

-8 ]

- BBLERIEEEM

» {£H AWS Panorama AP| B2 %1&

- BBLEANE

- f£H AWS Panorama AP| EEEEARER
« {£/A VPC in 2
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B Bt % s i

EEmERk{E , BEAProvisionDeviceAPl, BESFE—E ZIP X4 , EHh3ERENEENHREEE,
HYHETHRBYSHERFEFINBRNERcertificates-omni_,

Example provision-device.sh

if [[ $# -eq 1 1] ; then
DEVICE_NAME=$1
else
echo "Usage: ./provision-device.sh <device-name>"
exit 1
fi
CERTIFICATE_BUNDLE=certificates-omni_${DEVICE_NAME}.zip
aws panorama provision-device --name ${DEVICE_NAME} --output text --query Certificates
| base64 --decode > ${CERTIFICATE_BUNDLE}
echo "Created certificate bundle ${CERTIFICATE_BUNDLE}"

BB REN ARV BIRAE 5 DERBHY, AN USB BEEISRKBEX BRI ERE,

ERfMEeH  FEALERIEXAZEEHRAPL It AP SEEEBAF S, BN URL WERSH
BRET. SETILAGER Bash FAFRREMULREFTHENILEH JSON X4,

Example register-camera.sh

if [[ $# -eq 3 1] ; then
NAME=$1
USERNAME=$2
URL=$3
else
echo "Usage: ./register-camera.sh <stream-name> <username> <rtsp-url>"
exit 1
fi
echo "Enter camera stream password:
read PASSWORD
TEMPLATE="{"Username":"MY_USERNAME", "Password":"MY_PASSWORD", "StreamUrl": "MY_URL"}'
TEMPLATE=${TEMPLATE/MY_USERNAME/$USERNAME}
TEMPLATE=${TEMPLATE/MY_PASSWORD/$PASSWORD}
TEMPLATE=${TEMPLATE/MY_URL/$URL}
echo ${TEMPLATE}
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JOB_ID=$(aws panorama create-node-from-template-job --template-type RTSP_CAMERA_STREAM
--output-package-name ${NAME} --output-package-version "1.0" --node-name ${NAME} --
template-parameters "${TEMPLATE}" --output text)

HE , BHEABRENNE JSON EE,

--template-parameters file://camera-template.json
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£ AWS Panorama API| BB %%

Ea LA AWS Panorama APl BB1#{TR i E B ERK,
BIREE
EENBEEEE ID WikiEEE , BMEA ListDevicesAPl,

$ aws panorama list-devices
"Devices": [
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"CreatedTime": 1652409973.613,
"ProvisioningStatus": "SUCCEEDED",
"LastUpdatedTime": 1652410973.052,
"LeaseExpirationTime": 1652842940.0

EENSERERIENEZFMERNR , 38# A DescribeDeviceAPl,

$ aws panorama describe-device --device-id device-4tafxmplhtmzabv5lsacba4ere
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"Arn": "arn:aws:panorama:us-west-2:123456789012:device/
device-4tafxmplhtmzabv5lsacba4ere”,
"Type": "PANORAMA_APPLIANCE",
"DeviceConnectionStatus": "ONLINE",
"CreatedTime": 1648232043.421,
"ProvisioningStatus": "SUCCEEDED",
"LatestSoftware": "4.3.55",
"CurrentSoftware": "4.3.45",
"SerialNumber": "GFXMPL0013023708",
"Tags": {},
"CurrentNetworkingStatus": {
"Ethernet@Status": {
"IpAddress": "192.168.0.1/24",
"ConnectionStatus": "CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:88"
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},

"EthernetlStatus": {
"IpAddress": "--",
"ConnectionStatus": "NOT_CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:89"

}

3,
"LeaseExpirationTime": 1652746098.0

g NGNS

R LatestSoftwarelRA Ltk #H CurrentSoftware , AL ABEE, FH
CreateJobForDevicesAP| #3I over-the-air (OTA) E# T{E,

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere \
--device-job-config '{"O0TAJobConfig": {"ImageVersion": "4.3.55"}}' --job-type OTA

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}

ERAF | B LUER Bash ZRAFRREEFREEXF P EARGRAFR.

Example check-updates.sh

apply_update() {
DEVICE_ID=$1
NEW_VERSION=$2
CONFIG='{"0TAJobConfig": {"ImageVersion": "NEW_VERSION"}}'
CONFIG=${CONFIG/NEW_VERSION/$NEW_VERSION}
aws panorama create-job-for-devices --device-ids ${DEVICE_ID} --device-job-config
"${CONFIG}" --job-type OTA
}

RIESTRIEENEEBMRAY B1TEH ., FH DescribeDeviceJobAP| BIEEHMEE,

$ aws panorama describe-device-job --job-id device-4tafxmplhtmzabv5lsacba4ere-0
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{

"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",

"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",

"DeviceArn": "arn:aws:panorama:us-west-2:559823168634:device/
device-4tafxmplhtmzabv5lsacba4ere”,

"DeviceName": "my-appliance",

"DeviceType": "PANORAMA_APPLIANCE",
"ImageVersion": "4.3.55",

"Status": "REBOOTING",
"CreatedTime": 1652410232.465

EEMSHEHNBEE |, 55FHListDevicesJobs,

$ aws panorama list-devices-jobs

{
"Devicelobs": [
{
"DeviceName": "my-appliance",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"CreatedTime": 1652410232.465
}
]
}

NEREYERAEHNNEFIECE , FSE RIS GitHub FEFEH M check-updates.sh,
el

EEEHBEERE , 35F A CreateJobForDevicesAPl,

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacbha4ere --
job-type REBOOT

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}
B
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ERASG  ERERGREIR , RREE—RBURELSAEFNRE.

Example reboot-device.sh — %

$ ./reboot-device.sh
Getting devices...

0: device-53amxmplyn3gmj72epzanacniy my-se70-1
1: device-6talxmpl5mmik6qgh5moba6jium my-manh-24
Choose a device
1
Reboot device device-6talxmpl5mmik6gh5moba6jium? (y/n)y
{

"Jobs": [

{

"Deviceld": "device-6talxmpl5mmik6gh5moba6jium",
"JobId": "device-6talxmpl5mmik6gh5moba6jium-8"
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BELEREE

EENEERARS  SULERER AWS £ EAEX CLI FIAWS Command Line Interface.
BUEARKBRZE  BUBENHMERE LES Amazon S3 FEUR ., K&, BRI
HCreateApplicationInstanceAPl,

NEEAFTESBOHERASAET , HEEEAES B,

-
- LERBIFEMER
- MEEAER

- ERAE

BEERAR

EERERARKASE  FFAbuild-containeri8 ., L HEEE Docker B8 , WS HFEEFES
BRiEtERERifassetsER K,

Example 3-build-container.sh

CODE_PACKAGE=SAMPLE_CODE

ACCOUNT_ID=$(aws sts get-caller-identity --output text --query 'Account')

panorama-cli build-container --container-asset-name code_asset --package-path packages/
${ACCOUNT_ID}-${CODE_PACKAGE}-1.0

WA LA TIITERIRIEA path 518, TERBAIDEE , REBKTAB,

$ panorama-cli build-container --package-path packages/TAB

L ER R ME R

EELERARES | FBFHpackage-applicationig®, WIESERassetsERKRE AWS £8F
B E# S3 2HUE.

Example 4-package-app.sh

panorama-cli package-application
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AWS £SEAREN CLI S LEEHEEMSBN AR/ NHIR TEE (package. json) EBEEHR
o WHEHEMA AWS 2 STHNEE, AR, CEERERBEDSI AELEE (graph.json)
UHERARER,

HERAREN

EEHNBEMARR , 55# M CreateApplicationinstanceAPl, IRERANUTSE , HHh a8,

« ManifestPayload-FEAEF/EE (graph.json) , EXEARENEHE. E4. BENSE,

* ManifestOverridesPayload-BEX —ASHMNE_EEE. EARAEAFTETRAEARER
REFNFEER  BREASESRUEBTHENFBRFHRE,

 DefaultRuntimeContextDevice— H1Z:f#,

* RuntimeRoleArn— FEABRXAREFE AWS RBEFNERHN IAM AR ARN,

- ApplicationInstanceldToReplace— EREZEEBRRIVREEARENHITHER ID,

BENERAMEAR JSON X, MAUBREES —EXHRNFRERRER, EEEEMY , 8
TRESERTNEABTERALFTSH , EMAjq TEUBBEMRM.

Example 5-deploy.sh— B BEE

GRAPH_PATH="graphs/my-app/graph.json"

OVERRIDE_PATH="graphs/my-app/override.json"

# application manifest

GRAPH=$(cat ${GRAPH_PATH} | tr -d '\n' | tr -d '[:blank:]1")

MANIFEST="$(jq --arg value "${GRAPH}" '.PayloadData="\($value)"' <<< {})"

# manifest override

OVERRIDE=$(cat ${OVERRIDE_PATH} | tr -d '\n' | tr -d '[:blank:]')
MANIFEST_OVERRIDE="$(jq --arg value "${OVERRIDE}" '.PayloadData="\($value)"' <<< {})"

HEIETWEAListDevicesAP| TG BRI ERFH EAEMKENFE , YR ERERERFELHE
=, MREBEBEN.

Example 5-deploy.sh— & # 5% i

echo "Getting devices..."
DEVICES=$(aws panorama list-devices)
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DEVICE_NAMES=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].Name] | @sh') | tr -d \'\"))

DEVICE_IDS=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].DeviceId] | @sh') | tr -d \'\"))

for (( c=0; c<${#DEVICE_NAMES[@]}; c++ ))

do

echo "${c}: ${DEVICE_IDS[${c}1} ${DEVICE_NAMES[${c}]1}"

done

echo "Choose a device"

read D_INDEX

echo "Deploying to device ${DEVICE_IDS[${D_INDEX}]}"

echo -n ${DEVICE_IDS[${D_INDEX}]} > device-id.txt

DEVICE_ID=$(cat device-id.txt)

ERARXACEHE —EESBEIL (1-create-role.sh). MBS BSRPIBL A B ARNAWS
CloudFormation, MMREAERNCHEREE , IETHERARERNESEKERAEHTERN
ID,

Example 5-deploy.sh-A & ARN M E# 2%

# application role

STACK_NAME=panorama-${NAME}

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name panorama-${PWD##*/} --query
'Stacks[@].0utputs[?0utputKey=="roleArn ].OutputValue' --output text)

ROLE_ARG="--runtime-role-arn=${ROLE_ARN}"

# existing application instance id

if [ -f "application-id.txt" ]; then
EXISTING_APPLICATION=$(cat application-id.txt)
REPLACE_ARG="--application-instance-id-to-replace=${EXISTING_APPLICATION}"
echo "Replacing application instance ${EXISTING_APPLICATION}"

fi

R& , ZWNAERAR I ME-BUARAZRARFEMLKERAEFHEIRE. BESUETHREET
RYBLITMERE ID REIFE , LIt BRER,

Example 5-deploy.sh— ZEEARER

APPLICATION_ID=$(aws panorama create-application-instance ${REPLACE_ARG} --manifest-

payload="${MANIFEST}" --default-runtime-context-device=${DEVICE_ID} --name=${NAME}
--description="command-1line deploy" --tags client=sample --manifest-overrides-

payload="${MANIFEST_OVERRIDE}" ${ROLE_ARG} --output text)
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echo "New application instance ${APPLICATION_ID}"
echo -n $APPLICATION_ID > application-id.txt

EmEE

EEERIE | 5F AListApplicationlnstancesAPl, EEtR S SBERERAERX B ETHNERISE
E D MEAREXNHTHERE ID, YEACMEB CL 1. RETCE—BERPHAA.

Example 6-monitor-deployment.sh

APPLICATION_ID=$(cat application-id.txt)
DEVICE_ID=$(cat device-id.txt)
QUERY="ApplicationInstances[?ApplicationInstanceId==\ APPLICATION_ID\ ]"
QUERY=${QUERY/APPLICATION_ID/$APPLICATION_ID}
MONITOR_CMD="aws panorama list-application-instances --device-id ${DEVICE_ID} --query
${QUERY}"
MONITOR_CMD=${MONITOR_CMD/QUERY/$QUERY?}
while true; do
$MONITOR_CMD
sleep 60
done

EBBTHRE , BRI LUBBFA A G EEE SR HiECloudWatchiR 848 APl, BRECHIESIEEH
CloudWatch H&GetLogEventsAPI,

Example view-logs.sh

GROUP="/aws/panorama/devices/MY_DEVICE_ID/applications/MY_APPLICATION_ID"
GROUP=${GROUP/MY_DEVICE_ID/$DEVICE_ID}
GROUP=${GROUP/MY_APPLICATION_ID/$APPLICATION_ID}
echo "Getting logs for group ${GROUP}."
#set -x
while true
do

LOGS=%$(aws logs get-log-events --log-group-name ${GROUP} --log-stream-name

code_node --limit 150)
readarray -t ENTRIES < <(echo $LOGS | jgq -c '.events[].message')
for ENTRY in "${ENTRIES[e@]}"; do
echo "$ENTRY" | tr -d \"

done

sleep 20
done
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£ AWS Panorama AP| BIEERER
AT LAE AWS Panorama B REZEMEREERARER.,
iR

EERSERBELHTHEARNNEE | F5EA ListApplicationInstancesAPl,

$ aws panorama list-application-instances
"ApplicationInstances": [
{
"Name": "aws-panorama-sample",
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"DefaultRuntimeContextDevice": "device-4tafxmplhtmzabv5lsacbas4ere”,
"DefaultRuntimeContextDeviceName": "my-appliance",
"Description": "command-line deploy",
"Status": "DEPLOYMENT_SUCCEEDED",
"HealthStatus": "RUNNING",
"StatusDescription": "Application deployed successfully.",
"CreatedTime": 1661902051.925,
"Arn": "arn:aws:panorama:us-east-2:123456789012:applicationInstance/
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"Tags": {
"client": "sample"

}I

EXNEHEAEFEHHMNESHFMER |, 38 ListApplicationlnstanceNodelnstancesAPl.

$ aws panorama list-application-instance-node-instances --application-instance-id

applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq

{

"NodeInstances": [
{

"NodeInstanceId": "code_node",
"NodeId": "SAMPLE_CODE-1.0-fd3dxmpl-interface",
"PackageName": "SAMPLE_CODE",
"PackageVersion": "1.0",
"PackagePatchVersion":

"fd3dxmpl2bdfasle6felbe290a79dd2c29cf0l4eadf7416d861ce7715ad5e8a8",
"NodeName": "interface",
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"CurrentStatus": "RUNNING"

"NodeInstanceld": "camera_node_override",

"NodeId": "warehouse-floor-1.0-9eabxmpl-warehouse-floor",

"PackageName": "warehouse-floor",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9eabxmple89f0f8b2f2852cca2ab6e7971aa38f1629a210d069045e83697e42a7",

"NodeName": "warehouse-floor",

"CurrentStatus": "RUNNING"

"NodeInstanceId": "output_node",

"NodeId": "hdmi_data_sink-1.0-9c23xmpl-hdmiQ@",

"PackageName": "hdmi_data_sink",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9c23xmplc4c98b92baeataft676c8b16063d17945a3f6bd8f83f4ff5aa0dob394",

"NodeName": "hdmi@",

"CurrentStatus": "RUNNING"

.

{
"NodeInstancelId": "model_node",
"NodeId": "SQUEEZENET_PYTORCH-1.0-5d3cabda-interface",
"PackageName": "SQUEEZENET_PYTORCH",
"PackageVersion": "1.0",
"PackagePatchVersion":

"5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96",

"NodeName": "interface",
"CurrentStatus": "RUNNING"

}

]
}
EEBEMEBN

I&AILAE A SignalApplicationinstanceNodelnstancesAP| E{E Mg E RS M B R EE,

$ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq \
--node-signals '[{"NodeInstanceld": "camera_node_override", "Signal":
"PAUSE"}]"
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{

"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq"

AT , S LENERIIR  RR2E—EHHUED S TEHEE.

Example pause-camera.sh — 3%

my-app$ ./pause-camera.sh

Getting nodes...

0: SAMPLE_CODE RUNNING
1: warehouse-floor RUNNING
2: hdmi_data_sink RUNNING
3: entrance-north PAUSED
4: SQUEEZENET_PYTORCH RUNNING
Choose a node

1

Signalling node warehouse-floor

+ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-r3a7xmplcbmpjqeds7vj4b6pjy --node-signals '[{"NodeInstanceId":
"warehouse-floor", "Signal": "PAUSE"}]'

{
"ApplicationInstanceId": "applicationInstance-r3a7xmplcbmpjgeds7vij4b6pjy"

BREFNMEBSRERN  SUUEHRAREEESHREIMBRTER. Al FESERGHER
RS EIBERFEPHMEEE AT,

ETHEGF K BEEHNFESHEMBRBEMERR , entrance-northlwarehouse-floork
MR AL R (camera_node), EEAEFME Y Hentrance-northEi B EFEHITH
i , warehouse-floorREREEARAE,

Example BE % 2E1T

"nodeGraphOverrides": {

"nodes": [
{
"name": "warehouse-floor",
"interface": "123456789012::warehouse-floor.warehouse-floor",

"launch": "onAppStart"
},
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{
"name": "entrance-north",
"interface": "123456789012::entrance-north.entrance-north",
"launch": "onSignal"
},
"packages": [
{
"name": "123456789012: :warehouse-floor",
"version": "1.0"
},
{
"name": "123456789012::entrance-north",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "warehouse-floor"
},
{
"name": "entrance-north"
}
]
}

WEEM AP BBNFEESF  F2REDILERLE.

EEBERMER
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£ VPC %

MREERERBEFEREEREN VPC R IE , BAILLE M VPC im ZhLABE AWS Panorama & ELfE
B, VPC inE T EENLE THREFTHTHAFIRERERARAKEFENER TEER AWS R,

E AWS Panorama =% fisfE A RVEREIBE M BN FMEF , FSH2?7
=40

« B3 —1{@ VPC inZ

- BEREEEEEIE FHRK

« AWS CloudFormation i {5 &i Zx

237 —1E VPC w2

EE 17 VPC # AWS Panorama 2 B2 I FBEER , FFRI VPC w3, A AWS Panorama X1
FEVPC %%, REEREMABRBEREEMEN VPC P IT/el: , FEERET VPC 2%, = AWS CLI
HEREHEFEZE AWS Panorama B | SREEEIB VPC i EETEA,

A THIEREA AWS Panorama 231 VPC % :

- [R¥&EZM — com.amazonaws.us-west-2.panorama

- FE-EO

VPC in#i £ FABR#5HY DNS B BHE AWS BREMHAFRMERE A MEFEMHEMKRE, WFLH
VPC im B FMEN , 52/ Amazon VPC EAERET NN EHERMAZiRIKR,

HEREEERENNE TR

AWS Panorama {8 A:EAWSIBFAHE VPN EiZEEAWS Site-to-Site VPNEELEAWS Direct
Connect, EBELRE , BRI EREERFLONLE FRE. EARESERELE THE ,
W iEIB VPC % B FEAWS RIS .

#8 Site-to-Site VPN , AWS Direct ConnectZ ARG E R P O Z £ #hiE#Z] Amazon VPC BRI, &
i@ Site-to-Site VPN , ] LAERA T SN EEHEITER. AWS Direct Connectff FERAWSEHEST
i,

« #3 Site-to-Site VPN — T2 ? AWS Site-to-Site VPN
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https://console.aws.amazon.com/vpc/home#CreateVpcEndpoint:
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/
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« AWS Direct Connect— 112 AWS Direct Connect?

#% BEEEIERE VPC RRRAAFREIRE |, BATIIRBEM VPC inih,

« Amazon EEZ R — AWS PrivateLinkifE % Amazon S3

 AWS loT Core— AWS IloT CoreS2 /M VPC i % (X FHEANBHRREE) BEEH
Amazon B ReFEFMER — Amazon EM A ERFEMERRE VPC in %

Amazon CloudWatch — CloudWatch E2§% 0 VPC i B — e 5 F

Amazon CloudWatch B& — £/ CloudWatch HESEEFRE VPC if B

RIBETFZEEEHRE AWS Panorama R, ©&FEBHAWS loTHEAEEE AWS Panorama #1718
Ao

BT VPC i Eh 2% , Amazon S3 IZEAWS loTEZEMEA Amazon B4R 53 FAEFEEEE. AAEFAEES
SEREBRFBIE (‘B Amazon S3 FEEM MQTT EEM F43E) BB EHA VPC wE. WFEFL
BB EEMNIEREEF , 527 Amazon Route 53 R A EEEHPHNFEHALEEEESE,

MELEE VPC mEMALEXEREM VPC HREEF | 5828, AWS CloudFormation & {5l £ Z4x

AWS CloudFormation & {5l &5 <

RIEFM GitHub RFERM T ARE I EFRUEE AWS Panorama £ AKAWS CloudFormation
iR, GLHEAFEYEEMENLE FEK. —EARAFHEERAN—E VPC inEH VPC, &ALAEA
VPC FIVFAE TR RAEHERBERHNER, AR FEFNERTURAEERETEE , B
MEEREZER Internet 35/,

Example vpc-ii 3. Yml — A B F#8

AWSTemplateFormatVersion: 2010-09-09
Resources:
vpc:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 172.31.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
Tags:
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- Key: Name
Value: !Ref AWS::StackName
privateSubnetA:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref vpc
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
CidrBlock: 172.31.3.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name

Value: !Sub ${AWS::StackName}-subnet-a

vpc-endpoint.ymlEAEE RN A AWS Panorama 23 VPC i 3

Panorama AWS FAZE#s{AWS CLI.

Example ERERinE. YML — ERFIAE

panoramaEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub com.amazonaws.${AWS: :Region}.panorama

VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:

- lGetAtt vpc.DefaultSecurityGroup

PrivateDnsEnabled: true
SubnetIds:

- IRef privateSubnetA

- IRef privateSubnetB
PolicyDocument:

Version: 2012-10-17

Statement:

- Effect: Allow
Principal: "*"
Action:

- "panorama:*"
Resource:

_ nxmn

B BAfE At vm B AWS

AWS CloudFormation 3 &5 2
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iEPolicyDocument RUERSERNERERR , AIERAEBRIMEITH API B, &S HE

B LARR S AT E R Im R I BMENE R, MFEFMER , 526 (Amazon VPC R EER) P
F VPC i B2 I IR S A9 7 o

vpc-appliance.yml &R RIUM A AWS Panorama X{E AR E VPC iInB ML EREERE
o

Example vpc FEAE .yml — EEFBEFEEEEH Amazon S3 FER x5

s3Endpoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.s3
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:
- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: false
SubnetIds:
- IRef privateSubnetA
- IRef privateSubnetB

s3apHostedZone:

Type: AWS::Route53::HostedZone

Properties:
Name: !Sub s3-accesspoint.${AWS::Region}.amazonaws.com
VPCs:

- VPCId: !Ref vpc
VPCRegion: !Ref AWS::Region
s3apRecords:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref s3apHostedZone
Name: !Sub "*.s3-accesspoint.${AWS::Region}.amazonaws.com"
Type: CNAME
TTL: 600
# first DNS entry, split on :, second value
ResourceRecords:

- !Select [1, !Split [":", !Select [0, !GetAtt s3Endpoint.DnsEntries ] ] 1]

1| S A RET A0 {E A VPC &353 37 Amazon VPC F Route 53 &R, B B VPC &R , UL
¥R ID S FHER., RBEN VPCID W2 R , UBSENERZEM,
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s PIEAEN, BRBMaER

& GitHub NEmMRFERHAHFIEAREN, BETIRMEAAWS PanoramakiB. 1S L &l R
BREERKIL ABLERETHERE,

-]

- FHIEAER

- BAEFHN

« AWS CloudFormation 7
- EEHEANTE

sHIEAER

RO AREATEAAWS Panoramal S MR RN BHAR T, ELAAIBARKSETADI
RENBENESBARE, REEAROWAL  CRTULSHIBENEREARL.

 aws-panorama-sample— EE 7 EEERWERGTERIRE ., F£HAWS SDK for Python (Boto)#& £ E
F1EZE CloudWatch, ERFEAREMERS L , UARFRELH.

- PR FRRAEEEERBELYEREERINEARFRIBEE. EAZSHITRERRHITE
ARAEXEE, HTTP [AR:EM HTTP AF iR,
- BETER _ RRBEHERWERE SageMaker Neo FAIE R A MAWS Panoramazkii. £ Python

%, HBEARLEEEEC2HTHEBLAKEE, EHMNFE Keras PHFIERNERAEFER
TensorFlow E§ & e iR 2R

MEFELHGIEARR , FBiEFHaws-panorama-samplesf 7 &,

BEHERFR

FHESEButil-scripts B #&EEAWS Panorama& Rk B Bt B & THERE.

« provision-device.sh— IR {#&.

« check-updates.sh— BREIWE AR HE B EF.
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« reboot-device.sh— BEH BN FR &

« register-camera.sh— FEHEH#.

« deregister-camera.sh— MIBRIBERMETE,

* view-logs.sh— 2R FE AR XN BT ER AV,

« pause-camera.sh— EE K EAEETR .
ush.sh— BE&, tENFBEAREN.

- rename-package.sh— BB EIHHE, FEHEHKERE, HEERNEAELERNEE,
samplify.sh— FARAFIMRFE ID BHENIRS ID , WREROEEUARBRAHEE,

- update-model-config.sh— EFERB[ERRE , SERENFEEEAREN,

« cleanup-patches.sh— BUEREEMNSHERRZA , 5 Amazon S3 MIBRHERAEFE

BEAEMFE  FSRERXT.

AWS CloudFormation &i7x

{EFHAWS CloudFormation #y &4 cloudformation-templates EAHE T &R B #AWS
PanoramafE A= .

s BEREAERF ym—EBUEBTR , UEREREXRESEEHER, REAESHTERBZLERDE
IE$1T 5 i |, ERSEERBHNEFBH,

o EWRDBE, Ym— BIZERDBEENER, NEREELEXEES i, EReEEBEHNETF
B4,

- EREFAE ym— BIUERAEXAR, ACISKEEEEXEMNER CloudWatch, $H¥RHE
AREXCEANEM API /B | SERIHBEBEREFEN,

- ERERERARES. Ym— BIREELE FRRBEHEERA VPCAWS Panoramagfi. & EA5HE
HAREESEE VPC , 5 AAWS Direct Connectz &AWS Site-to-Site VPN,

- EEEKRI YML— RIREEAE FRREHEERAN VPCAWS Panoramafi#. VPC RZFE
JRA LUEIZERIAWS PanoramaBE i M EEAWS PanoramaEEEEE| B EHEMNEIR,

Zcreate-stack.shiit H#EPHIESBEEEIAWS CloudFormationit®, TEEEBEN S,
F—EASHEERNERE K HAZHEBERIPSHNEE,

Pl , TR TERVEARNAG,
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$ ./create-stack.sh application-role

EZRANMIER

#Zaws-panorama-samplesEREEEL RYIEAEFNEANIE,

- EA— BARSERERBACARMNESEAREN,

- BEHERRRE— BERGERA.

» PanoJupyter— 1#4T JupyterLab £ —{BAWS Panoramagfi.
- HH— EFEARKERNG K MTEENNBEARIESR.

ZAWSH [EiZE% 7T T ENIBEAWS Panorama, EF U TBIRER GitHub,

- BiEeS, -—EEENR, AWS PanoramafEHER.
- BE— ARVBETRRRFAGE , E XS HE R AR HEEN Python ik,
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EEfAWS PanoramaZ R EARER

A LABEIAWS Panorama™ B9 & JRAWS Panoramaii $l & 28 E#CloudWatch, FTLALLLAWS
Panorama#t BiEZIAWSE &R B BB RS R B EZEGEHNRE, ECERTTRMRER | 3%1E
BEEAS A% R CloudWatch 2 Ry & 8%,

SRIBESEHERAWS loT. CloudWatch B FE it AWS BRFE , &8 X EHAWS Panoramax %
B, MEFHMET , 528 AWS Panorama JREABNEREEE,

REFRISERRNED | F2REHEE,

£

« £ AWS Panorama 12#| & PiEITER

« B# AWS Panorama A

- FEADEREREERNERERFCloudWatch
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£ AWS Panorama 24| & FhiE(TEE$

AT LAfE A AWS Panorama 24| & BE# 47  AWS Panorama R{EMEEGH, TEAFEHAWS IoTEHL
ELIR R BRI AR BE,

1£ AWS Panorama %l & F EE1R BRI ER 1B

o b w0 Dd =

KB

BBKAWS Panorama £# &,

$7B8 AWS Panorama *# & "5%E. M.

BE—(EEE,

EEEERARAEMNNRE K FEIRPEBZEARXEHNMRE,
EEEHEBEPREONRE  FRERE

MEBREERRIEEE LS, MRRBAR L | BIRFBEERIAWSY EHHIXREEH,
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¥4R AWS Panorama A&

AWS Panorama B2 5B RS AR RREMH CloudWatch B, BEIBER , S UFEHAEH
H &1 Bh{E 8 AWS Panorama FERREXN S H ERAEXNWHEREETHREDE.,

ZEMR B CloudWatch B

1. BIBAW BEFEH4EEE CloudWatch B A,
2. HETHEEPSK AWS Panorama FEARRXMREASS

- B /aws/panorama/devices/device-id

- FERTENFC#%-/aws/panorama/devices/device-id/applications/instance-id

EMAMURBRENMERRR , AR MAE USB B 1Y B,

-

- BREBERR

- BREAENXBRE
- REEAENBR
- BEMERR

- KRB HACHRE

BIAEE B

AWS Panorama SR AEER Y AFGEE T ALTENSEAEAEISTEEEY —@EEE, £
B EESEAERAME, BEABRMRKERNEEEER,

# B0 —/aws/panorama/devices/device-id

« occ_log— REZHIREENAL. LEFEHREAENNE  IRESEEAEANTERE
FhRVIRE

- ota_log— A ZMIBREH L over-the-air (OTA) BB A%,

« syslog— #E&fEHY syslog &L , ZBEHEERECEEENERE,
 kern_log— RB&%{# Linux RN EH,

+ logging_setup_logs— B EMBFEH H CloudWatch HFREEN,
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« cloudwatch_agent_logs— f##itH CloudWatch HERERER.
« shadow_log— #t#HAWS loTDevice Shadow,

1ﬁ§1gijﬁ£}$§ﬂgE_{:E3:w»

FERAERA#TERNARFEIS UG HanaN S @SN AFER.
FEF#2F B 56-/aws/panorama/devices/device-id/applications/instance-id

« Code— RRIEAERENXIBEM AWS Panorama ERAREARAREHAL., RELAEAENGHEE/

opt/aws/panorama/logs.
- BE— FRAREGRAERFRNEFGEL,
- Bifi— RBRHEAHTTINREANBRERD,
- FTR— fEF HDMI i O R Ew HBRER @,
« mds— FE#%IR B FE A 3 B P R E BHA ARER.
« console_output— REXN B MEVEER HMEBERB R

MEREFEE HF CloudWatch B , FREMNN EEN AWS Eif, 1R 2 , RIFHE AWS 1iE
RUTRE R AR | RIERF T ZERIWBAIAWS Identity and Access Management(IAM) &,

REERREN AR

2R E Python FR&&23 LU BEEB A /opt/aws/panorama/logs. FEREESKEHRLMNERRE
CloudWatch B, ZEERAFEABZWHBEZE , FFH 10 MiB B’JE?E?(’J\J:FE , R ETEA 1.
TH€Efle RERI BHFEN A E,

Example application.py— &C §&25#H /&

def get_logger(name=__name__,level=1ogging.INFOQ):

logger = logging.getlLogger(name)

logger.setlLevel(level)

LOG_PATH = '/opt/aws/panorama/logs’

handler = RotatingFileHandlex("{}/app.log".format(LOG_PATH), maxBytes=10000000,
backupCount=1)

formatter = logging.Formatter(fmt='%(asctime)s %(levelname)-8s %(message)s',

datefmt="%Y-%m-%d %H:%M:%S')
handler.setFormatter(formatter)
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logger.addHandler(handler)
return logger

e RHEEREESE  YERBERARFRBRERE,

Example application.py— #1#{t ic 8%35

def main():
try:
logger.info("INITIALIZING APPLICATION")
app = Application()
logger.info("PROCESSING STREAMS")
while True:
app.process_streams()
# turn off debug logging after 150 loops
if logger.getEffectivelLevel() == logging.DEBUG and app.frame_num == 150:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception during processing loop."')

logger = get_loggexr(level=logging.INFO0)
main()

WA MR B

EMEME , AWS Panorama B E#§ B 5548 R G RS E B 78 E8 2R BAY USB Hilk#. &
FAIE LeRC sk T R B D AR Fl TR BR AR A 2 FE P 8 B A9 22 P

/A Important
HECHKEEANETEHE 4.3.23 RAEFMANWERAEE,

FE R RC sk

 /panorama/occ.log— AWS Panorama % #2588 A 5%,

- /panorama/ota_agent.log— AWS Panorama over-the-air BT EBRER L EE,
« /panorama/syslog.log— XR#k B

- /panorama/kern.log— & UNECEEHE,
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- USBFEEE— EFEE4 1GB TR FAT32 144 USB tREICEREBEA AR AWS
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e E i a0 8%
1. %{H—{E#%HE—{E USB EEE2Smanaged_logs X3, ¥, apanorama& #3K,

/
### panorama
### managed_logs

#% USB BEE)2§ Connect EIF%{#.

Power offAWS Panorama &f#&.

FEX AWS Panorama 2fiEH iR,

REGKECHRERRIRE, MEBERENLECHAEERET,
ARETLUEEmMBZE B HFmanaged_logs EEHEXME

#&panorama_device_log_v1_dd_hh_mm.img
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ik , 2 ECloudWatchiZ | A EEREBERE , WRBEWR , LUEEREHEIERAEFEDHEER
BAE,

£ CloudWatch £ & LRI E

1. BIRKAWS Panorama ###| & 542 B (PanoramaDeviceMetrics®m&ZEM ) o
2. BE-—EHEZREE,

3. EEREEUBHIEEER.

4

EERETRMNGKHERY BAETER , 354 A Graphed metrics (BIRALIBE) EBHIIRE, RiF
TERR , BEREHEMEEEMEA Average HiTER

o EfE
CloudWatchEERKRREER, RTREHRMEZS , CloudWatch EEWEUEE., &%
R, BR, RHEIFRNER. NFFMENR , F2H CloudWatch EE.

MFHE WEHEEFCloudWatch , F8 5 F#CloudWatch £/ & 5.
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- EAREER
- EREREFER
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R RER

EREERE , CEEXEREIEECloudWatch, B AERELERRERRBED , WER
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« DeviceActive— ERIBENTBMERFERREIX,

#tE —DeviceIdflDeviceName,
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BfiDeviceActive M IEEAveragefist E R
FRERERFEE

ERAREFEIERE , c8BEEEEERFECloudWatch, BT AELEEERARFFLE
ITRIERE .

- ApplicationErrors— iSkHEERRFEREL

#E —ApplicationInstanceNameflApplicationInstanceld,

BBSumtET &R,

SN Ek —
axX B =70

EEEEEBRERERELN  FRBER. Hlw , BALIEIER , EApplicationErrorsiEE
RiFH 1, 58 20 D&,
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1. BIREESB#ECloudWatchF A E REH,
2. I#IE Create alarm (BILER).

3. BIEBREZEREVHKIFZRWHIEE , HlWApplicationErrorsA TapplicationInstance-
gk75xmplgbgtenlnmz4ehiu7xa, my-application,

4. ERFAERETRIOKRE. BRENBHE,
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fREE, MREHRRIERIHNEE  FEALEE LY RESRERE] REREHREE,

AT LATE Amazon A XA PR EIEEER CloudWatch B, SRFEREGNERERERNE. BiE
HBLUREEAWS loTEEFRF - ER &%, NEFMENR |, B2 mE AWS Panorama HiSo

i

B : (macOS) A BB EHHAMEMAY USB FE Sk (B USB-C EH:R),

MR USB iR A S EEEEMA USB-C B  SEaREEEEN. EXMKRERRMNE
2 RAREHEHECEEN USB BESREMMEE.

B EREABECH USB Miriis , fEXM.
B EFAEAKERN USB 2.0 EEER , EXN.

ZREZAWS Panoramaf B2 A 1 E 32 GB 2K USB tREIGCIEEEEBHE |, B IEFrEEE 04
B, fEA USB 2.0 EIZEBEHTHEE K CHEI—-LEE, EEES—BWER , BEFEAMBEMA USB
BE B R #EEL USB 3.0 iE#EE (HDMI EH#EIES),

A BIAE ThinkEdge® SE70 , RBRBEM USB Rk, HAZELEE 1 GB 2 MM USB 3.0 B
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B  RieEREEEEREAEE,

TERAEREIEF (KNEE—248) & , REFAEELRBEARIE , g@R—7ENERKH
MZAER. Wi WRREERRREEERS , TSR EEA,

B ERRESRZMEHREAR , RIEREEE,

RERZEE10VTREL2EN. CREREERRM 1 WENTRBERIEF. MERBEZNT
BEE  FESBAWS Panorama BB iL MM IE RE,
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AWS Pancrama THEEREFNMBELER , TERTREBEIMBERE B ELEEEAREH
7. EAAWS Panorama={2 & MIERER(H , 6 M AVAEEREE T HRR.

@m*i_t /U\
B ERITZERRAEXN  HEZEHER HDM WHAEBAEN.

EXNEZAEARHBNNEAERAR K SROIMBNERAEXEEA HOM Il MRLERERF
FILET , IZ—EEARFAIUEREH, ERERH—AEAEXFIEE  FRAGERENHN
EREXEFEEPBRAHEMMNYERE K AREMTE,

B : BAEA@HAHRERES

BiiE Python FCé&Es AAE BB A /opt/aws/panorama/logs, ELXSHMINERENBASHE
MECERBERP, EERENERERSHENEBANERRHER KA console-output, MRERE
Aprint , BERAZflush=TrueBERF ILEHFEBHEETES,

#5342 : You've reached the maximum number of versions for package SAMPLE_CODE. Deregister
unused package versions and try again.

R : AWS PanoramafR#§
BREEENBINEAERR , BEEM—ELEEXRER  ZEFEERXREAREREFANESEESD
EHAENEERER, FHAFESHESIESBICETEMAERNEHER RAK

232 TP

#5512 : liveMediaO: Failed to get SDP description: Connection to server failed: Connection timed out
(-115)

§534 : liveMediaO: Failed to get SDP description: 404 Not Found; with the result code: 404

#5354 : liveMediaO: Failed to get SDP description: DESCRIBE send() failed: Broken pipe; with the
result code: -32

R BEBHER A

RiEELEEIEAREFNBEGER. ZLEEERERE  EEAEXESERER SDK AR AFE
B, RAWMEATHASREE L RXEBEHAWS Panoramafik L, RIGHBEAEGEZTETRER |
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WHEBSEEHEHEPRHERIFER, BREANESHSER URL REER | A RTSP REWEHMARE
PHEEMANREcERBEE, WEFMEER , 5288 AWS Panorama % @B E 2N B,

#532 : ERROR finalizelnterface(35) Camera credential fetching for port [username] failed
FRIR : OCC B

KA SN FEETBIRAAWS Secrets Managerib %, MIBREZFELEHAIZEE,

#532 . Camera did not provide an H264 encoded stream

KR : BEMEIR B

BEMRESR H.264 UIANHHRTS , Hlin H.265, £A H.264 mEMERENTIEBEEAER, NFEXE
MENFRER  F2RIENEE,
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- ERAHHNES  AWS EEREE AWS Cloud F#1T AWS IRISHIERMEHE. AWS iR 4ET
SFERANRE. £ AWS R EH  F=A R ESEHAETRERMANVNZ LN, agTﬁ#@
B AWS Panorama BIE 518 |, B2BAWSEHRETEIN RIEEE,

- ERRFNES  BNEEECRAFIEAN AWS RS, G4 EBHEMREZEES  SFERNKE
., BATNERNBEAEENER,
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s AEETRE— RIEEAERN ARM TrustZone WEZETHITIRE (TEE) , EERHMNER. IE
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Linux BRiEh, ©REBBER LS ERAREFRBERRFHBEIMZRE,

- ZeME— BERRER , fERIRENEE (iR, [FENHAMBME ) EEERERER.
RiEE A EPRIBEZEIAWS loT , ffABCER—EEHPEREMNFES. AWS Panorama BRIEE
REE  UEARBELER BN ZREBEETNDR, RERERBENRE TR E TR
AWS Panorama #{Ti&E,

- e E— ERFERIE  SESRHFEAGTEE TS ETENER, 5/E ROM 2REERTE
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- BEBO— ARERERIEHBNZZBETER, RERRARER L BHBRRES | WEASER
NHEBAECIBRIBICRETEERNESR,
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R,

« RERIBHMBIFERE— A&5R1H Connect ZIRFHAMMARE RS BHIRARR. RIEFEEZTE
B BEEITLUVRRZENABREE L. CEFTEEEIAWS, ERE ZEAARRORARYE
TUER , WS HREERENFTENRE.

FREBNREREE —RRBWEEME. WEFMENR , 35328 & AWS Panorama % {EiEEE &
SRR

« &1t USB ERENZS— EfHskimE , 1T USB EEESS W ¥ HETHER 1L, RIETEM AWS Panorama
RIEFFMERGER USB BEEIES. BN LEESIZTUAMIBREREIS R, BlEXHMTELE B,

s FRBERERFRE— REERAEERGEETH. EEE AWS Panorama BHIAEHFEEFRER , 24l
ASBEHNEZREERUGEN., MEFMENR , F2E &% AWS Panorama %1,

£ A DescribeDeviceAP| ##4E , AT LLUBIB L& LatestSoftwarefCurrentSoftwarel #
NeBREFMNER, ERFEHRAEETRATRER  BEAZEHHSHFERA AR EREE
ZEoperation.

- MREILFERRE K FEEEE— TEREBLEZLEEHLCH  BREEETC. BHARBER
WIEAZBRE , FFREEFRMEMRE 5 PiE, ESRREFMBRIRS,RIE. EAEFMAS.

WMEFMEN , 5528 AWS Panorama &gz FIE ~E,

- PR#I¥ AWS Panorama fHE it AWS BRI HIEHE—A AWSPanoramaFullAccessiRIEE¥ PTG AWS
Panorama AP| B {ERGHERER , Y EXERFHREMERERE, ETENERT , IRBISRBEWTEN
EREHYHERNARE. Hlin , B4 TAWS Secrets ManagerZ BB BEM M Fpanorama, HRAEE
AEBEVEERSSEEERERENAS , FEARERREAR/ N ERKENES,

WMEFMENR , FS2BAWS Panorama BUE,
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e, B0 Name (B1B) L. EBFEELMEAEES. API RAWSHBEEHAWS BRIEFERH AWS
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PHE AR, MREBIREENATMFREEN URL , BFEZIEZBE D ERBEEZMARIFRN URL FEE
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Panorama API ¥ AWS Panorama EiRE , i BF L FEAEREZ LM (TLS) &, AWS
Management ConsoleAWS Panorama &% fifl AWS BBt EER TLS #E, AWS Panorama
EEFER RTSP WEE# 2 BN BIARME,

WE AP SRS TRIEE | M AWS —RBE.
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RS ERENETTTA, USB BREEREMEREMER  SHEEEERERARE,

HERENAR (BREARENHERBENMERARE) RN, AWS Panorama TERFELESR ;
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
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"Action": [
"iam:GetUserPolicy",
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"iam:ListAttachedUserPolicies",
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{
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"iam:ListAttachedGroupPolicies",
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}
]
}
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