adws

#*t AWS ZpEEERZE AWS Control Tower

AWS FE g5l

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS REHEI £t AWS EFEEERZZE AWS Control Tower

AWS HREIEEl: 1 AWS EfEEEREZE AWS Control Tower

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
B, EMEIEHE Amazon BEZEMNHXFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENEENAHSEHEENME , SLXHEETEEEMN Amazon , B Amazon EEEEBR , =
B Amazon &8,




AWS REHEI £t AWS EFEEERZZE AWS Control Tower

Table of Contents

B T ettt e ettt e ettt e et e e ee et e et e et e e e e e e e e 1
B B I R .o ettt ettt 1

B BB 2 B ettt ettt 2
R R ettt ettt 3
EBZBAWS CONLIOI TOWET ...ttt ettt e e et ettt e e ee e e e e eee e, 4
EREHABAWS Control TowerFFFEMIRBAWSHRE ..o 5
#£AWS Control TowerE32 & & H [AWS Control TowersEf OU] ZHAE ...oovoviiieeeee e 5
HEEHEBAAWSIRE MM ZEAWS Control TowerFT AR ......ocv e 6
SR 33 < OO 7
KB AR ELEZETIE T AWS CONrOl TOWET ...t 7
TBIRAWSTEBEE ...ttt et ettt ettt et ettt e et 9
BRI B oottt ettt n sttt 10
B R et e e e e e e e e e e e e rar e 11
B ettt ettt 11
I T oottt ettt 11
B A B B oottt ettt ettt a e 11
0 e ettt e e e et e e e e e e e e e e e e et 11
BEM, BOBBIRIRRER ..o 11
BB R B TAEBE ..o, 12

B P B A B AR S ettt 12

B B L EEE G ettt ettt 12

AWS MArKEIPIACE ...ttt e e e e e e e et as 12

B R R B R oottt e, 14
HEMRERE—1E OU BBEIZNIE — 1M OU 2 oottt 14
HYEBE tIIAWS Control Tower®Z BRI ERESHETRIETE 2 oo 14
W& 50 FE B B) GuardDuty ZIAWS Control TOWET ? ..o 14
AT LG OBR EAWS Control TOWEME 2 ..o 14
WA E BB ERARBEIEELE "IN 2 oot 14

S B S T B oottt ettt et e et 15
BB R oo et e e e e e e 16
B e e e e e eeeeeeeeeeeeaeeeeeaeeeeetaeeeeetaeeesetateesetaseeeetnaeetretatetettetrtaeeratarerreareeees 16

A et eeaeeeaeeeeaeeeaeeeaaeeraeeeaaeeeaaeeeeneeeaneeeetaeeeaaeeerera e eranns 16

= 19

K e e ee et eeeeeteeeeetaeeeeeeaeeeeeteeeeetaeeeeeaeeeeeaeeretreera e eerans 20




AWS REHEI £t AWS EFEEERZZE AWS Control Tower

D PO 23
PSP P PP OPPPRPRPP 26
B e e e e e e e e e e e e e e e e s e n e e e e e s e e e e e e e naeas 28
GO P PP U PR PPRPPPPPPN 29
o PSP PP 30
L e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e s e nnes 31
PO PSP PTT PR PPTTPRIN 33
PO PP P PR PPN 33
O TP TP PP U PP PPRPPPPRP 37
P e e r e e e e e e e e e e e e e e aeas 39
Qe b e oo e e b e oo e h e e e e et e e e h e e e e n e e e e nn et e e anne e e e 41
R e e oo e oo r e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e 41
S PO P PR UP SR PPPPN 44
PO PP OPPPUPRRPT 47
U e e e e e e e e e e e e e e e e e e e e e e e e e e e e e r e e e e e 48
Y PO PP PSPPI 48
L PP PSPPI 49
AP PP ROPPPUPRRPT 50
............................................................................................................................................................... li




AWS REHEI £t AWS EFEEERZZE AWS Control Tower

RAWSEREEEZ ZAWS Control Tower

Sh k- HE#, Amazon Web Services (AWS)
2022 F£ 2 A (LR EECER)

HRGHEERS  REZRFREVEZEEVNEAERH, CUESEZERFINRENVEE , XA
= E¥ Amazon Web Services ( AWS ) BRAMN T fif, EAWSHE:[E R 5 R 5B R IRIBAWS R E
B FREMBREZLNZIRFAWSIRIE,

FEAWSEERZEEMASTRNFARERBNHEMER K EEMNESBRT RIS RS HM b RE
BR, ATHBIEMBEZE , AWSH H 7 —E#HARIE , AWS Control Tower.

AWS Control ToweriB ARBEE ZERFNERKMWAER P EESH —BEYRNW A EREZEHFHNZIR
FAWSIREW AFEEE, EREESTUMCEBTNVIRETESBREHE , MEBA S TJLIPEM
BIH AWS tRF ., AWS Control Tower

HRAWSEREEFERDRNEBHRZCEEL  AEEENEREZRBRAWSEREEIBESIAWS

Control Tower.

GEL L

- EBERBEBLRLM. FXENERUERUAEENRBAWSIRE | MRAWSERRAEE
- AWSEBCEEZVMHEM Y, ERAMSREES BT EEHEBESREEBRR
- BEBFEARESREBRER  EERERHEELLM, EERERERFERR

EETT 7



AWS REHEI £t AWS EFEEERZZE AWS Control Tower

BN SkEL R

- EBREHEBAWS Control TowerF E B | FREVRECIHBAWSEREEEHNWIEEHEE, AWS
Organizations N EERAEARBEBNFMENR , FSBEAWSIH,

- EAEM OU ThaeE MM E [ (OU) , AFMIRBAWSIRS . AWS Control Tower
- R, FWMEFBAWS Control TowerZll , UEREBEMAHELZEFEANHMBER,

« EFBAWS Control TowerfBR AR EE] , ABESEHEMNEE CloudFormation$i 4 = AR 7 32 #il Al
(SCP)o

- EEARER TR TAWSEREE , RS RBBHEIR,



https://docs.aws.amazon.com/controltower/latest/userguide/existing-orgs.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-to-register-existing-ou.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

FORMRAF

« EIEMAWS OrganizationsBEIREF |, ME T HIREHELE
* AWS CloudTrail
+ AWS Config
* AWS CloudFormation StackSets
« AWS OrganizationsE Rk 5
o« BRFFIEFIBR
- HERENAWSEREERRIZEHITEENT 4. £, EEFTEHNER
- AWSEEEmanifest.yamlX#
+ Service Catalog
- AWS EEEEEMAWS IAM Identity Centeri& (IR EAHIEFE)
« AWS CloudFormation & £
- BEEF
- MREFEAFVER , BFAAWS Control TowerEERFEVEF Bt (WREFEARENA
#BEITAWS Control TowerEfE |, IR ZEEEHR M. )

AR I E F B M-ttt AAWSET RE R AE AR

- (BEM) BURSHFIRFONEFEfibit, (WREEARENHEBEITAWS Control Towerdf
F , AIFFERERM. )

W AR I T F B M-t it AAWSHT RE R AE AR
- (BEM) BEURRIRFNEFEMfibit, (MREEARBKRFE , AITFEEERM. )

W AR I T F B M st it AAWSET RE R AE AR

IMFEHBIAWS Control Towerlk S HIFFEEF , FFSBE N T HIAWSIHRSAWS Control Tower,

« FRIEELEMERBY ARNT "TAWSEEEE, FIAWS CodePipelineE#R. EAWSEEERA
Y [HZAWSHI-E-E#R] EE L , R1E [FREF] BERA [EZES] R [RE] KR<ENE
i, AWS



https://docs.aws.amazon.com/controltower/latest/userguide/accounts.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

AWS Control TowerfEAWSE BE[E 48 & h 2=

Lt ROIFEAAEREA B sI 1 TAWSE B [E ## 3R 75 R 2 AWS Organizations#B#AWS Control Towerd Z8EFfr
BROS R,

1. BREESTUEIMEHIRSE K MASEBEWREEE, MEXE , S RREREL M. BRE
BEA AR landing zone FKY EERBAIRBIRSE | & AIFIRF EAAWS Control TowerZBE
H —EZB D EAWSTTERE,

2. MNREE BIEFEFEAAWS IAM Identity Center , FEZBEAWS Control TowerfE:%E IAM & 2 /0N
FREAWSE,

3. FEAWS OrganizationsE & L | i#1E [fZFHAWS ConfigflIAWS CloudTrail RFEH ZEEEE (MR
2B, MFEFHEF , FSE AWS .

4. =2 AWS Control Tower., WNFEFMET , 52 AWS X4,

LTRESEREBEBHEETE AWS Control Tower & [ [ 15 i o] LA EARY 1B 3 o

« A LAE E{EAWS Organizations#B &+ #4 — @ landing zone.

« AWS Control Towerff i3 EAWS Organizationsil BN EEIRFEAHEEIRF, TEEFNERE
MR

« AWS Control Towerft 2 59 Security OU FEREMBEFIRS : XIRFEMEHEFRSE | BRIER
ELEHBEERRERE, WREFHARAIRE , BIAWS Control Tower& i ML & HEFIREE
ZEIRIEAWS Control TowerSFBHEE I OU TH,

- AR REEESERUEIIEMBEENRE,
- BiE# , AWS Control TowerZEHEBHBERAZEZ OU FHIIRFE,

« WAL EMEAEAWSIEEEMEIAEERN OU FAWS Control Tower , SMESEREHA D ELIR
E,

RSB E R EFMIIRBAWSIEF 5 OUAWS Control Tower 2 %5 , F2REANIEEINERGHE
AWS Control Tower/ 53138 EAWSHR F — &0,



https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/about-aws/whats-new/2022/05/aws-control-tower-now-use-customer-provided-core-accounts/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html#getting-started-configure

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

EEBHEBEAWS Control Towerf s3I BAWSHREF

B ERIRABAWSIRE M2 2 2 AWS Control TowerBEHEBEN (OVU) B |, BRI LS ERER
EE IRV IR B IR FAWS Control Tower, &R FFEREE O U BRHEREAWS Organizations#B &Ry A<
FMAWS Control Tower OU 1,

& A LLAWS Control Towerf£AWS Control TowerEiE= & B EEEM OU., E&EEEM OU B, AWS
Control Tower&#% OU THIFTE tRF sEMEIAWS Control Tower,

BFEREEM OU , MAREMERIRS, EEFANFER OUID AME2E, MRE/EMER
OU ID WERRAISHRA A MAFBEHETEMNRE,

£ MAWSHR F 2 BIAWS Control Tower , 58 &8 AHIAWS CloudFormation & & # il BR#E B #4117
{EB8AWS-Landing-Zone-Baseline-EnableConfig., EEEEMNESEKRE D , BUBEEITEMN
S AWS Control Tower{BAWS &5} A i BRAWS -Landing-Zone-Baseline-EnableConfig#&#{T
B, ARMBRTEENMEETE —LEE , HEEREIMEBRIEMESFHEEHTER. BRER
T, MRS EIRF #Y# B3 1T E B E S E M BRAWS Configit %5 M EEEE, B E BT IM®
TRBFZIRF WMBREIE,

aws configservice describe-configuration-recorders --region <region_name>
aws configservice describe-delivery-channels --region <region_name>

#£AWS Control TowerE 2 & A [AWS Control TowersEft OU] ThAE

AMEARBAWSIRFR OU 28l , FHLHATUTEME
« WEIFTAR |, $€8% OU TFrEIR FHYFRA EEM ERAWS Configic #k25 MEEEIE.

WMEFMEERR , 2R ERTMREEBENAWS Control Tower,

MRS #&AWS Control Tower , #8&7E Service Catalog F &R EFEMIRFN S —BEECHEER.
EMEERNEBEMNLE "EM-, WaIER. ERTEBEEEE—IRFH Service Catalog H B E
BHNER

- —ERAWSEEEIRFEBHEERBENER

- fEEME—{EMmENERAWS Control Tower

EREHEBAWS Control Towerh EFMIRBEAWSIRSE 5


https://docs.aws.amazon.com/controltower/latest/userguide/importing-existing.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

B LGERERAWSEREEK IEIRFHAREER  ERMZBESIITHRERZE,

E8#& L7 LAWS anding Zone BRIBHHEZIRFHMEEMRE |, TerminatefEX4 1AM ERIE AT 58
RERENWBBEREAWS CloudFormation B &, 45T manifest.yaml PR EEEHBE | W

FREREBRENESE, IRERERENHEEBETEIMNER , BRARMBRECHENER. BoMRE
MM E R Service Catalog TRAHER E25%, &,

HE , SO RAWSEREREAFIRFBEBRERELNHEER,

IR EBHAWSHE F S ZAWS Control Tower# T8 i

& BEABEAWS Control TowerfE HTAWS Organizations#B i 208, & B FHAEBEAWS Control
TowerdFRE , AT FHHER

1. BIE —EFHAWSIRF,
2. AWS Control TowerfE T2 IR FE hEE,

3. EERAWSIRFREAEBBEEEIEBNIEMAWS Control Tower , FBRIET. FHELRE
WEHKENAMBIRFFR, RE, REVNRKEE.

4. EERBEEBEBBAWSIKRFNERF , F2R18 S 0H1RE ZBAWS Organizations#y ik 5 B
EFEAEEEB X E.

5. FREEMAWSHE FAWS Control Tower, &E#TEEM , F2EEH B HEBAWS Control Towerd
MR BAWSIRE —&,

B RBHAWSIREZEMZEAWS Control TowerT 4818 6


https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/organizations-move-accounts/
https://aws.amazon.com/blogs/mt/migrating-accounts-between-aws-organizations-with-consolidated-billing-to-all-features/
https://aws.amazon.com/blogs/mt/migrating-accounts-between-aws-organizations-with-consolidated-billing-to-all-features/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

ZRZEAWS Control Towerf# R AF R BEE]

B IRISHES| R Al (SCP)., HETAWS CloudFormation#i A M E XS AL B RN MAIRSE | BT LAEE
£ Control Tower R F R BEIEE

HASMEBTHIEE :

« —AWS CodePipelineff&i&
« AWS CodeBuild %

« AWS Step Functions T4Ei
« AWS Lambda B

« 5% EventBridgeZE 4435 Al
« Amazon SQS 1%

* Amazon Simple Amazon S3 imp le Simple Simple Simple Simple Simple Simple Simple Simple
Simp

R BB AT LAZIAWS CodeCommitf#FERETESHHEREN , MARMER S3 HEFE.

A E B S ET Y AR #1182 AWS Control Tower

EAWSERER | o] U EE T 1R5EEE HAWS CloudFormationif B ERBBER, ELiHEBELTE
Amanifest.yamlERHWEEEZ R, ©MEBAWS Control Tower A B 5 55 R IE = HIBIER (SCP)
WEE, EEKELEHEEEREZSAWS Control Tower , 2B THLSR., B ERFHBBEHR
HER,

1. EEEHBEHNAWSESEH , EAWS Control Towerst EHEE IR F P BAWS Control Towerf#RH
ZR#) B §T78 B AWS Control Tower.,
2. % S3 EIE THRAMBHRE custom-control -tower-configuration.ziplER , ZFEEFEFTE
BEESR 1 BENRRFRPAEILN,
3. HEEMAWS CloudFormationtt B 518 /A E%E | FEBR manifestmanifest.yaml st.yaml f&£2 ,
MR#EEcloudformation_resourcesEERF#IT T FIEE -
- MEAEEHPHEREECIRFHNIRSFEBIIRFHE, NEEEHEMEN (OVU) BB , BEED
E% OU THFBIRS,
« #AWS CloudFormation#i A& L EZE T templatesERRFHWERIK | W
semanifest.yamliE R+ 2R Kk EERERE,

IR B FHEEZHIEEAWS Control Tower 7


https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/sqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

- MREBEEMSE , BESBER (flWparameters. json) M ESHE R K,

4. EESREEGRAFEAELE  FHMmanifest.yamlER , A%
fforganization_policiesBERHPEIT T 5IEN4E

- HIEEEE R RBIESBOR (SCP) MAEBESL,
- BRERE EEREXFpoliciesRANIHR | WHEFDBEXHHRE T ERAEE,

5. BffiXXcustom-control-tower-configurationt3k , AERKHE LEFERFPTHEN S3 7
. EERMBER , WKEEXEAEZEENIRF® OU,

IR B FHEEZHIEEAWS Control Tower 8



AWS REHEI £t AWS EFEEERZZE AWS Control Tower

IRIRAWSE pE[E

FRBRIEF TEAWSEERE | BR2E , BERECKMEXEEREAWSE EEEIRAAWS Control

ToweriRig,

BREAEFRFBN K cRELHBAWSEREFRSRNEERIRFNEESFIVE,
EMBRAEMERZE , FLBREELERN SR RAEMBAKNE,

RINERER | B TAWSEFEE ) MR T EIRAWS Control Tower, &t o] BERIRES
BRHWBEFTER,

- FIEERHBEAWS-Landing-Zone-
- BUREERERLEHRE | HlWPrimaryVPC , MREBEEETHAINER,
. ZEEE# GuardDuty EEE AR
- RIETE B HMBR GuardDuty BEERHE IR, BFEERSEEHAY GuardDuty #8185 M BR324

BISFEEERNATEIIRFNIRSEB . RBEXN G EZREHAAWS Command Line Interface (AWS
CL) . FATHwmTMERESREEHA "EH, # GuardDuty GuardDuty &R,

aws guardduty list-detectors --region

aws guardduty disassociate-members --detector-id <detector_id> --account-ids
<SecurityAccountID> --region

aws guardduty delete-members --detector-id <detector_id> --account-ids
<SecurityAccountID> --region

£ £ CloudFormation & L , #t EIEIRFMIBR GuardDuty # &5,
o AWSERERE R ENE R
- MIEREAR A , FEMBR S3 REFEBHIESEAWSEERERENAIENH,
» AWS Service Catalog
- AWS-EREEIRF-HOMBRHENER

- SBRIRERBCEMITMERFTEMEEIHEEETE , HlA0PrimaryVPC, MIER AVM #iE2
NEREBEEINDD  RARE TAWSEREE, EFAFERR , B AVM HEBIHFTEAWS
CloudFormation3t & 5 & #& 45 BR o




AWS REHEI £t AWS EFEEERZZE AWS Control Tower

REER

LU BB 0145 A 2= 451 T 15 B 4& (8 FAAWS Control Tower,

- MREBHEFERARY , BETEERMARNE , FBiEIZEAWS Control TowerfE RAR L&Y [IVBEAILIESI],

- RPHNBBREEATERATEENERIAWS,

- EHEZNEZLRE, EAFRRENTAFRMERS  UEPIRHEREK.

- FRAEMAWSHRT , FIEIAWS Application Migration ServiceEEAWS Control Tower A 17 B T/E& £
BHE,




AWS #ERE 5 £t AWS EFEEERZZE AWS Control Tower

iR

8%&

i8R E AWS Service Catalog & #H &

AWS Control Tower B8t 5=

#8388 AWS IR F5EMZE AWS Control Tower (Z55% 18 3 X)

HEAWS B EIRE#E® AWS Organizations | AWS Control Tower ( #3 )

Ht &R
HENERE

« AWS Control Tower fiii & — EELEREFRMUEZMHENE R T/ENSMREEIE AWS Control
Tower,

« AWS Control Tower 1848 — EfAFEERRIEAE YouTube BREBERAIN{AEE A AWS Control Tower I
BEMEZEE,

Bt

« AWS Control Tower {# 1 # B B) VPC AWS Service Catalog — It %85% #& S 53 B8 4] & A
Account Factory fiZ2 828 B&] VPC MRS,

s EREFEMARIFERAEIEEER (STNO) AWS Control Tower— b EEE X E REE WA BB 1L
BIIRFNAKREREN. ERNEBEAREE AWS Control Tower EMHMEBEEEH AWS IRIEH
EERBKRNAR,

Z2M, 5@ MECsk
ZE

« {#H AWS Control Tower 4 fniEHA= 4 B &1t AWS Security Hub R — b ZB5% #& X Z 3R BA In{a 75
REMFRSH AWS Control Tower Z iR FIRIE A B BIRAFERE Security Hub,



https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_users.html
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/blogs/architecture/field-notes-enroll-existing-aws-accounts-into-aws-control-tower/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/migrate-an-aws-member-account-from-aws-organizations-to-aws-control-tower.html
https://catalog.workshops.aws/control-tower/
https://www.youtube.com/playlist?list=PLhr1KZpdzukdS9skEXbY0z67F-wrcpbjm
https://aws.amazon.com/blogs/mt/self-service-vpcs-in-aws-control-tower-using-aws-service-catalog/
https://aws.amazon.com/blogs/mt/serverless-transit-network-orchestrator-stno-in-control-tower/
https://aws.amazon.com/blogs/mt/serverless-transit-network-orchestrator-stno-in-control-tower/
https://aws.amazon.com/blogs/mt/automating-aws-security-hub-alerts-with-aws-control-tower-lifecycle-events/

AWS #ERE 5 £t AWS EFEEERZZE AWS Control Tower

- BEAER IAM Access Analyzer B IAM AN EBIRFFTIAERER — WIPFEXERHNMER
BAMEFL IAM ERSHTEREFBEA REREBLLTRE,

Identity

« T—{EEE AWS IAM Identity Center — ER I E K X ER A WMEE IAM § 25 F0H AWS
Control Tower.

« Okta JBA B #M AWS (BEXE ) cENEHE &

B&E

« SRR AWS R — IR AREBEABMEHWE , oM NERZ AWS EikRF M AWS

HEERVNEETHFEH

s BBEHBEIRTTE A AWS Control Tower (SBEESCE)

EARBEBMIKRS

« AWS Control Tower TE#B#EER 5% £ AU — AREBEFFwEFE AWS Control Tower ZIH G #E#
« 5/ AWS Config —H M EH#EF AWS Control Tower ER £ B (IEHEXE)
- WA EBRIZEZ @RS AWS Control Tower ( & XE )

BELERES

- FREMBHEMHERSB) AWS Control Tower 43 53 B Bt THERE (RBEE N E)
- WA EBAIEZEIRS AWS Control Tower ( & XE )

« M AWS Control Tower £ aniBHEH BBt VPC RIZECEFE (BB XNE)

AWS Marketplace

« EA M AWS Control Tower in B f#3R 75 % AWS Marketplace— AWS Marketplace 128258 = 8
BESHEEARTE AWS Control Tower, ELFRFREBNBREREREBNIELERARA ,

BEERNERTFEAH


https://aws.amazon.com/blogs/security/automate-resolution-for-iam-access-analyzer-cross-account-access-findings-on-iam-roles/
https://aws.amazon.com/blogs/aws/the-next-evolution-in-aws-single-sign-on/
https://aws.amazon.com/blogs/aws/single-sign-on-between-okta-universal-directory-and-aws/
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://aws.amazon.com/blogs/opensource/continuous-deployment-of-cloud-custodian-to-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/existing-orgs.html
https://aws.amazon.com/blogs/mt/extend-aws-control-tower-governance-using-aws-config-conformance-packs/
https://aws.amazon.com/blogs/mt/how-to-automate-the-creation-of-multiple-accounts-in-aws-control-tower/
https://aws.amazon.com/blogs/mt/using-lifecycle-events-to-track-aws-control-tower-actions-and-trigger-automated-workflows/
https://aws.amazon.com/blogs/mt/how-to-automate-the-creation-of-multiple-accounts-in-aws-control-tower/
https://aws.amazon.com/blogs/mt/vpc-flow-log-with-aws-control-tower-lifecycle/
https://aws.amazon.com/marketplace/solutions/control-tower

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

SESIEBFNEE., ZRFRENZ M, EPXER,. €EEE  URZeMEAREHER
(SIEM).

AWS Marketplace 13



AWS REHEI £t AWS EFEEERZZE AWS Control Tower

EREESE

At |, afAligeR B —EBMEN (OU) BE % —EEBENAWS

Control Tower ?

etk E E#FMEAWS Service CatalogfVEfm , ARESHHPEMBE MW OU. FH , B2RAWS
OrganizationsiZHl A FEIBEIRF , RAEAFEBEBAWS Control Tower,

REERNVAWSEEZEEHHAE —EZHEHZRERE=-FHRHEE™. B
2Rt 22 AWS Control TowerZig — % ?

AWS Control TowerfiEF g TEZBEENRE, HBRFEIAWS Control Towerts ER R,
oo 5% GuardDuty EERHAWSEEERZEIIRFHEIE, RS H
B EZIAWS Control Tower

& B LASE AT ST YAWS Control Towerf€# R F GuardDuty A& EIAWS Organizations#B &R

A AR AWS E FE [E SF B2 0\BR B AWS Control Toweris ?

2, Ba L ER 2 M OU USHIIEMR OUAWS Control Tower FEEM L ARIS. CHEMNL LM O
E,

FTEAWSKERE ) EREERBREASA "AB, ., g HEHES Mg
Ihi ARRE -

MRBEMREERREE AVM BEER KB , SBESTESE 24 T Mpip install --upgrade awscliZ|
BERE,

HEIRF % —18 OU BE)F 5 —1E OU ? 14



AWS #ERE 5 £t AWS EFEEERZZE AWS Control Tower

M A B 52 AT %

TRHALREHEREE, NREEWRTEED future EFHBH , B LFTE RSS HE,
g DU B

— EASREREFAFEE [https:/ 2022 6 A6 H
docs.aws.amazon.com/prescr
iptive-guidance/latest/aw

s-control-tower/prerequisi
tes.htmIAE A F [AWS

Control TowerfEAWSE R [E#H

B EE] B

— AR H R 2022 F 2 A 24 H



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/aws-control-tower.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/prerequisites.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/prerequisites.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/prerequisites.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/prerequisites.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/prerequisites.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-control-tower/deploy.html

AWS B EE 5

£t AWS EFEEERZZE AWS Control Tower

AWS FEE 5| FE

LT 2 AWS REMESIAMTRANKRE. SENEXRERNNE. FEEHEE ,

AEAFARERE

HRASRE&ERS,

2

=

%

7R

A

BERAEXBEERNLtEEREBREK, BLRMEL Gartner £ 2011 FHEN SR AER , 2

FUTRHSA :

- ER/ENRE - O NAERREDIERBEEAEN LS HHEE |, SURSHBEEME. KN
AEREY. EREESRBEEERKNERE, €6 : BENAIIE Oracle EREEBRE
Amazon Aurora PostgreSQL AR,

- FHER FHEY) - BEARIABEER , Y5| A —EEENELUFAERINEE, &HFl -

H BV I5 ERE Oracle ERIEEBE E Amazon Relational Database Service BR# (Amazon
RDS) , BAM AWS EixH# Oracle,

- ENRE (BEERE) - UURETEANER , BEREMRRELE SaaS BH, bl : BENE
FRAKRERE (CRM) RFEBRE Salesforce.com,

- THRER EIER) - SEARXBERR , MAETEMEEUNAERINGE. 6 : KR5S
B Oracle BRI EBEZE AWS Eif EC2 #1178 L& Oracle,

- EFHE (ERMSERARSRENER) - CERZRBEER K ETBEVER. EEEARE
XRERBEIRE, LBERMEAR VMware Cloud on AWS |, XERSEBIRELE 2 I E
BHES (VM) AN TSR TEME AWS, EEEREREERE VMware Cloud on AWSEF |
& ] LA B R ERER B E R /Y VMware Cloud Foundation $:1iT. &4l : A58 & Oracle EFIE
WERMEEEEFENEME VMware Eif. AWS

- RE (EFRR) - SEARXKBERRREF, HPHEaEEEZEES8NEARS AL
FEBZTHFLEEIUE  URECEERENEREAERR , RRASEEREHRETER,

- AKX -BRECIBRREBRETTEEENERER,

ABAC

HSEUBY A EBNEIIRS,




AWS REHEI £t AWS EFEEERZZE AWS Control Tower

SR A AR %5

A2RXZEERSE,
74

ABRETE. —BE, Bt WA,
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFTE R, ehEDH-WHERELENL  BEFEESHITE

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.
REEHBE

E—EERS LEF  WEFTEFEANE—EEER SQL HE. RRRANEH TFESUMAMAX,

!
W

BATES

NERE
F2RATIEEEE
BRIt
KAMBREREFBAERANEF. ERLATUEBREBEAARL. EZ2ENTBHRAABAE
#o
RER
—EREEANERLR , ARBRAENEENERER , IRTEHIRRERERST R,
FER #2245
—EZeMEE  ARFEACKENEAEN , HBRZRREXESREHRE,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

AIEE Al

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARREBE, BOBREEHNMAITEUARRESRBRENERF. MFEHEN
A7 AWS BB REEHEMA AlOps WFMEN , F2REEESEE,

BN
~ENEREE , CEA-HeR  —EARNENAESRA—EARRENLESR. AL
S$ANESR , BACTARGRS  EELESRTREENEER,

BFHE. —HiE, WEHE FAM (ACID)

—ERRE  DEERRSE TRAERLEEENERT | LARRENEN AR
RAETRLE,
B R AFER I (ABAC)

3
¢
&n

BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
AWS Identity and Access Management (IAM) 324 AWSH # ABAC,

BREEREZERANUE K SEA/RKRARNEARR, EUUSRBERRRTIHNERNERIH
fibiviE , MEREHISHER , fINMERL, WEISHERL.

oA EE

— B\ AE  EEM AWS B TAESFHRERRSE , YAARRSEPHEBATRRGREMR
RE. RILENMEREREN.

AWS EinERFAZEE (AWS CAF)

BELDHNREMENRE , T AWS BiEBHEERRERMNFTE , UEFNBEEER,
AWS CAF BiEEEEBIAEEMED , BAER X%, AR BE , ¥4 , R2HNEE,
B ABNREEEEENRBRENER ; FE. RENREFEHZERZMZENERF,
Pl , AEEEESHHEEADER (HR), ASERIENMASEENNZTERA. SHLHR
AWS CAF R ABRE. IEMBAREESE , NinBASAKIIRASHRBTER, NFEFEHE
A, FSE AWS CAF 5 AWS CAF HEE,



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

AWS TEEHEKLERE (AWS WQF)

A ERERBETHEES,. BEEBEXRYRMITERMLANIAE, AWS WQF @87 AWS
Schema Conversion Tool ()AWS SCTH, 8o MEREZBERNEXN BG4, EAERXER
B, MEEMERMEEEY , WRHFTERE.

B

R A
EERESHEASEBERNESHEEA

BCP
EZ2REKEBMRE,

TAE
ERITANGE—EBRNEE , URN—BREEBNES, B g7 AEBE Amazon Detective & E
FARBEXBMNBAER. RN AP FILNECUEE, WREFHEF K FSEENXEFFHNT
BEFHNER,

K 7 R iR
BEARERS AU TEANRK. BE2E "UxlEF. .

“iE#oE
AR — A RANIBE METENERZ—), flin, MLERTREEERIGED "HETEHR
ARNREHAH?  ERAE R "EREEERRE?

Bloom EfE &4
—EHEN, CEESMNERERE  ARAETERTAENRE,

B Rk ER B

BURMEBNEMEBRENERE, SUNE—ERETPHTENNEBARARS (BE.), miE
5—ERR () PMTHNEARERRAR, WRETHBEUARKPIHFEREDE,

ez A
EBEBERNTES L ITHELIERAREHRNEDINEREAEN, FLBEREAANIER

Y, BIENARZE Internet EEEMNMAIEIRE, Etb— LB (BATREBEA ) SEBESY
BASEBEREE



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

REEUMRBRIZINE—F (BAUSIARRIMBARESR ) 2HHMBARIE. BEREER

RREASARESENZE AR
i3
EABRTELSNEDS. REETRINE—EIXREIEIR. BUUARREIXELHS

X, RBEEHD XPRBNEIEERR. LEVARBUYENS XBEBATREI X. B%ER
FERMIIER T IREIXEHEEES X, MFFMER , F2REN D X (GitHub 3XH#).

B W 3 B8 5

EHHRERLT , WEBKENRERF , FHETURERSM AWS IRE fEE R EFZEERNEZER
B, INEFMES , 52 AWS Well-Architected 38PN EEHIFIEEFIERE,

PR i SR A&

REPHIRAERFE. YRERERARL KGR | 7JLURER B B0 R B/ 2 e A BR I RERF
i, IREERREAREMRE , TSRS R Mk Kk,

R EIREL
REREEDNENNLERESR,
E3) 8

EBRNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAIRK, NF
AHAEHS  F2RE AWS EHTASCHRE A K ENER RN ETEEDD

KB EEMSE (BCP)

—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

il B

w2EAWS ZiRERALE
ERHEIE

R4 FRTRANRENEERS. EEFEOE , BUUMBHMRALTEIA B BT
o



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

CCoE

HEMEHSHE L,
CDC
HEMBERRR,
B E RRHE (CDC)
BEERROR (PIMERE R WEE TRESMEEN TRENNER, ST CDC AR
SWAE , PIMBERES R BRRFNRELRERS,
BAIR

Eo| AMES B EEEARARRRKEEE, B BUEH AWS Fault Injection Service (AWS
FIS) #{TEERIR stress &M AWS TEERIL T HEIFE,

Cl/ICD

RO MR A NBERH,

XY
3

BORELFANS ERER. AR EREEN ML ERTENIBEE. HREKXERETE, 6l
wm, REARFEEFLEEEPRERE,
F i &

A E AWS B EKER 2, EARINEER,
ik S (CCoE)

—EZERNEE  THBEAEENERRAIE  SEHRERFEEEYK. FHER. SIEE
BRERUARBEABETAREER, WEFHAEF , F2H AWS Binh RREIES LN
CCoE X &,

BERARERERFEN 0T REEENE R, EtEEREEIEETERIN,
ERimBFEER

EITHEBS  ERAREE. AANREL-—FSBEERRENERER., WFFMET , F2
BREVENEREREE,
RAE R R

W

HEEBE AWS BEinkEE SR MERE



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS BEHE|
- ER -7 -LHEERMEBENERUETHSRENEE AR
- B - #TERREUREERRA (W0, B SEES., EE CCoE, BUEEER)
- BB - ERERIERAEN
- B - BULERNBRH , WESRP LI

£t AWS EFEEERZZE AWS Control Tower

IBLEREE 2 Stephen Orban EE R ERBEIERXE "EE AWS EinE LW REERARER
IBERNEPERN., MFEHE AWS BERE cEEABNFREN K F2RBEEREER,
CMDB

ESREREEERE,
EABREER

BBRARHEFREEFREFRAEEXBNEMEE (PINXXHF. #HANETE) IuE. TR
EFFESFE GitHub 3 AWS CodeCommit, BXBHBEREABEAD X, EHBREEES &
Bt 7 ERERARNEEIIEE, E— CI/CD E@ A LMERZERMFE.

A IRER
—ERERE , CREZEN., XEXN , AETSBERTHEENER, ESFEWE , HABRE
FITERM AR BRI UERER , SEEEFHRIGEREE,

mER
ROUOFMEBERELER,. EHALEERE  BEUUEZIRENES, SHERBENERK
B R ABIRH /17 B R B AT R R A A,

FTEMRE (CV)
—{E Al tHIE , EEAKBEBRIMANRBFEGNEHEZRERXPRIUER. Hlwn, 1 AWS
Panorama 1§ CV R MERIS N BEEHEBBRIERIE , Amazon & CV SageMaker Rt E & EE
5%,

BEER

HRIAH A HAESRANNREEE, ERSERTHFEHEEISR K MEEERHER

{RREEIE E R E (CMDB)

RENEEARERERE TRENEANREE  FReEREVNREBIHAREAR. £EFE
BBENEmESRENMDERER CMDB R EHR,

22


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

—HHEH

AWS Config SREIFERBENES , BULESELBERBITERMNEZEMRE, BRI
A YAML & | #—BMEHHES AWS IRFE MEFIHE—E8 , ISHABBE. NEFHE
A, ESEXHFHHAWS Config —EHHEEH,

BB A MBES A (CI/CD)

BEtBRRTEFNRE BZE, AR, EFENLERRNER. CI/ICD BERHERAEE. CI/
CD AIinB &K EF BB, BRALEN, AERABREURMRRGEE. MEFMEA , F
SRSEXNNER, CD A RTEENE, WHEFAEN , F2RSFEINERFETE.

CcVv

D

FREH
BERPFBILENER , SR EDNEER,
RBEEMHMNBBEREBINN 2 ERERERNNER. CEMERAREZRAREERIKNERERED
2, BB EREEENERRENRSE =S, EB2ER AWS Well-Architected 2R
REMIEN—EERES. MEFEET , F2EERPE,

BRER
SEEHERARIRMLERNERNCEEEZNEL  SWASHBEEREANEEEEZNE
t. BERHEBTRE ML BRBERFHEEBRE., EREENLFH,

HRrnER
EENREFEIEHBEENER  fINERREREEE,
EBEFXEENZE BRI BN, 2B ERHEENEELEE,

BERHR/ME

ERENEEBHLENBIRNERER, £FHTERRNME AWS Eif TR ERBLERRER, KA
70 A 2 B o



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

& AWS RPN — B MER , THBRRRABZEENEG D EEFIRERBABRNZEE
ER. AENSEZEN , F2R (ELEYERAEAR) AWS,

ERELRE

ARG ERERE ML BRI ERHTNEN, AREENTREREBRELMAT , WERE
R, T—HHEENE,

BIRRR

AEELmBRPERERRRNELLENER  SINENNEE, ERANRESR,
BEREE

EERENEEERNEA,
BRI

REREER BUoi) NENEERR. ENAREFESKEELEY  BEAREHND
o

EREEHRES (DDL)

AREYSHEREREFERRNY G 2 EBIREXH DT,
EREREZES (DML)

AW AN, EMANMER) EREFEANRERH BT,
DDL

AORENEERES.
REERE

BEZEREEBFERETRR, TUERRERBRESELERNER A HRYPHIEE
38

RESRE
—ERRBETHRE  CEAZEATHERBRRENREBNE AL EE REH BN YER
%o

defense-in-depth

ER—BEARETE  HP—RINLZLEFINEHASEREERBEBFBODE , R
EEBMERERNERYE, TEENTRAM. E8E LRALRBER AWS | &7 BE AWS



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS #HEH 5| #& AWS EEEEEZE AWS Control Tower
Organizations BN TR MA ZEZEHIE , UiHBREZEER. #1200 , — defense-in-depth B %
AgEEEeZRERE. BEIEBMME,

ERNEEE

=& AWS Organizations , AR AT LAGEMMEK AWS EiRF |, SIEBREABNIIRFE L EEX
IRIEHIER. LWIRFBARBRBNEREES, NEHEBEANEERRKEE , F2HE AWS
Organizations XA Y A #£EL AWS OrganizationsiE/EH BR 7%

E

EEEREPREEARN. FHREIBRXBEENEF, BESREEABETEEEE K K&
ERARXREPEENITEENRE,

FEIRE

EBWRE,
(R
—EReEs  AAESARESEN, DHNEE, FESHEEERE  BEAIESAR
HEBERENE LB, NBENHEET | BSWE AWS LEER SR R R,
SREEARRS

RARBRRELHEBEIETF  BREBFREGERTFNEENREELETIZLENTEF. DVSM
BETROARRLEEERMIGINEERRGRE. cEERAENEBRMFREBETEDE
{E 7 B9 2 BRI B K

G
HEMRRKKNEEREE MBS, TR, TEREREER. BITSML L BRI
% ERERAEERE.

wE
# star SBHERT | RONERELLERERRTEREHNANENBN. RERKBLES
EXTMURBRET , HTBELRAY T, SLBEEEAASHR. FENLREEH,

S

PLETHEEIFNRAREETERBVEEREXBEENSENH. ELEHTRRBAKE., RITHK
BEIABTHERNER , SINENAREHRIEERBE,

KH#ER (DR)

SERNERAER | SR EERNSMEENEEARISE, DRIEET
AWS Well-Architected K224 19 i b i) TAE MY S BE R AWS | EHER,

s
W%
dn



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

DML

ASRERNEREES.
REE B ERG

—EHBREMERREN S, ceESETtESETGRIRENTE RN MBSO ER
BiZ8E3BE, Eric Evans £ HE 1 Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) M8 TiE— =, MEGRANMANGHET
BE B HYEX 5T EE strangler fig BN BEERNEF , FSEEHA B4 Amazon AP| Gateway EH R
RALERR Microsoft ASP.NET (ASMX) Web BB

Bt
ASRALEER,
BB R

EBHEGFHEENRE, Fl , &1 LA AWS CloudFormation 8B RFEERFHIER | o] LA
AWS Control Tower 21538 landing zone AR FEEZREEABERNEF,

DVSM

SRR EERRS,

E
EDA
FERRELEER D
R loT BB ERRKEEFR NN, BEHEMAL , BEAEITURLBELTEELERE
%@H%Faﬂo
nz
—EAMEBRRE , BHNEBER (ERAETEN ) BRAEX,
mELs

MNBEELEENBRUIHNNZT S, SRERETREMTE , 8ESRNERAHERFTEA
E.HE_EIJO



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

L

Uit P
NTHEEREEBTITNRTIER. REFRREERERSERUTE. MeFRREEREER
REBLTHE,

i 2

A2 R RE iR

Ui 4 AR A%
B UEEBEMEER (VPC) PREEMUEHMERAE L ANRE. EUUERAEME (IAM) =
BEVIRHRY , AWS PrivateLink YRR FHAh AWS #RF = AWS Identity and Access
Management (IAM) 88, ELRFHERTLUERBE VN E VPC inHFA T EZEE LIRS
MEFMEF , 552 Amazon Virtual Private Cloud (Amazon VPC) 34/ Y 22 37 i 26 AR 75 o

ERERFRRE

BELYERCXNERELRE (FNEF. MES IERERE ) NREK.

(EEpkE
FAS—ENZSREEENZSBETMENER. WEFHEF , F2E AWS Key
Management Service (AWS KMS) X # A #9{5 £ 1%,

B

PITHPRARXHNATER. UTRERESTERNRRER .

- RBRE - ITHFRARANTER K REAEHERAENNROERTEER. RBERR
RARAFHEE K ARAXBRAFRREAIRNSHRE. BEENREFSKBER/AERR,

- BENRE - BARANAAERRRE  SIRARNERZENIENFERRE.

- FERE - BREAETUFINATHEAEANHTER, £ CI/CD BEEF , £ERRER
®—EBFRE

- BKENRE - ROFEREBRUUNNEREIFRNMAERE, EVREREERE,. £EIRE
R ARMEREZEZEARENRE.

x|

epic

HEERED  BEYRNERTHELHE THEEEIEFNREER. epic RUERNMBFEEBENSE
iR, Hlan, AWS CAF RS FHEESHNGEER , GRES , ERERRT2E  BERE
MEHEE. WEAR AWS EBERMPH Epic WEMES , F2RFEEFER,

ERP

ASRLEEERRE



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

HRRMUEER D4 (EDA)

DMEREUATHEFERENBRE. QREIREER  RRUTALSABUSHEEN, BRE
FIWMERR. BB ERERTLELER THRILRHIT EDA,

ERRBINPRRE, CEREEEKELENTERE. SEERRBEEIEMERENER
W IEENERR  URESHERBADRSIBNE R,

RIE K

—EEARENEERERELRAREMBHNES., ERBES ENERERES.
L GAEE 3e 2

EHAWS i , TRAEE. AWS ESEHFERERFESFRAR , TRHISEEL BN E
THREHNEL, MEFMAER  F2RAWS HEREEE R,

RRETHEANBAER, flU , ERERET , FRTREEMRREEERBERNRK,
DREEEMN
BREENEENFENEZEE, ERERTATUEBEERMMRITENRERSD , HI20 Shapley

Additive Explanations (SHAP) M2 E., MEFMEF K BSEUESTIER ] EMN
AWS,

HEER

Bt MLEFNER K SREEAEMRFREEER, ARE, IRE—ERHMLBEIRSEEHR, E
AE ML EERRERN DT, Fltn , R T12021-05-27 00:15:37 BEZEI9A 2021, . TH
Biy . TiBW, # "5, |, MM GBI 2T EE L2 HE T EE R T4 EEEHA MER,

FGAC

A2 RN FEURH.



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

FEAA R FFERZE S (FGAC)

158 A 2 Bl R A SR R BT R AB R B FE Ko
GSRAIB ¥

—EERNEREL L, SREFERHNFEHAEEERER  ERENKEHABREER K MARE
ARt EZ. BERBEHIEBREERK,

G

B S

ESBEERE
IR PR & (IR EEH)

£ Amazon F CloudFront , BFIEBSEBR/ENFEREFRAR D ZNRE, B AFERAATE
BERHEHEEREEREMBILNBER/MME, MEFMENR , 5526 CloudFront X4 1Y R Fl A
BRI IE D A,

Gitflow TE7# 2
ER—EFZ, HHPBERNRSREEERBEEEFEATRES X, Gitflow TEREBHZEARIE
B EREBNITERERRANERE .

% 3t SR B

MRRPRZEFERRE. BRMEBRAFMBRKE |, TLEFEREHRRIN , MASRFIER
RERRENEERYE  0BAGE, NREERERFERRE , AIWUREE S Mk K&,

B R

BEEBRBEBEN (OU) RERER, BRNEHANSERRA, A HphERFISRFIBITEH
R, URANESEHAEE, EBFEARBEFBERMN IAM FFARRAGEEEE, ERIMEHERSIT
BRABRKERNMEREE , UELRBUEBE. ©MR2BBFERA AWS Config , Amazon AWS
Security Hub GuardDuty , AWS Trusted Advisoriz Fi##Z& Amazon Inspector f1 B EZ& AWS
Lambda BEREHRMN,

G 29


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

H

YN<:]
BE55 A,

REEENEER
BRFRENEEBREFEATEAERNESIZHNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE
BEERENEBIEN -2 , MEBEREBIHRTER —EEMIK, AWS RHEGEIAKER
REEHRY AWS SCT,

= Al At (HA)
THEEHEBI BB K HFSEEENESD , BETHE, HA RENRGTITEBRERE, 38
RESRENME , UREETRNEENME , WM ERIIRIK,

s BRBFAA
—ERARBARCRABIRESN (OT) RN T E , UEFHREREXNER, BLIERE—&
FANEIBRE , ARKRENFRIRPHNSERFENEIE,

REEENEER
BENRFRENEERELAHBERESIZHNEEERE (HI@0 , Microsoft SQL Server £
Amazon RDS for SQL Server), EEBBERTMEBERR L SERTHEN -2, EBAFERR
S ERENARREREBHRIR,
REFRWER  fINKERSRIENEZER, LENBEZTESHEENRETEERER , T8
RERENEHACDE,

BHERF
BDRBIEEREPVEREE, AAEREY  SEERXNEEREHAIY DevOps BT TERE
Z AT,

AR EEEAE

EY#%  EREREEREENEZERNEBARNAREMEENRER, B , KBENK
ER1-4 R, EBEREFZHBERE K ERERERSSEAEANEAERGEEREEBRK,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

laC

EEEREBEIENS.
B BHE

MinE—ZME IAM TRHBER , AEREE AWS i RIEHPHFFA,
HERAEN

90 XHAM CPU MECIERE FIHFEARIE 5% £ 20% <EANERARR., EEBERY , BESHEX
ELEARAREEREERNHRE.

lloT

HSUIENBIE.
TABERR
BEETHARNSFERSBOER  TTREN. SARSUREEREHE, TTRHERS

BAE LA SERREEN—3 IEAAFEN, MEFMEF , 52 E Well-Architected BIZR
BHRNEATT2ERE AWS BETHERENFE.

EA (#A) VPC

EAWS ZIRFRESR , VPC A#EZ, BRENRHRAEBAREIABNMEEER. AWS 2228E
RERBEEREA, EHEANRE VPC RREMEMIRS , MREBRAEXEERZNERER
Fﬂﬂﬂgﬁrﬁ.‘ﬁﬁo

HEER

— BN BN EEDREREX SN BT B L MARAITE -, TBHIE, Flu,
BRI TRAZ - EHRENEAEBENRR. HEAMBEEREREF 2R , EULNERS BB
HttRBRERE , ERATUERZEEEXNRMR. WREATREEAR BB R,

T340
Klaus Schwab # 2016 F# HH— @S , BN R B BERE D, BNEER., B8, 27 Al
ML BEDS REBBREREN RN,

EREARRTESNMEERNEE.

' 31


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

EEREAENE (1aC)

BR-EAEERRARNEERAEXERRENERF. 1aC SEHBEEHERERFE  F
EHERIPRBER , AEHMRRITER, IEB -,

TXRYBEA (110T)

ERER, IR, SE., BRERE. EONBNRXSFEFRRELRERERERNBORZRME
B, MEFMER  FSRELTEYBAE (oT) BT ER KR,

BE VPC

£ AWS ZIRFREEFR | £ VPC AIEE VPC ( HESRTE AWS EiF ) . B8RRI
EFWEERCENBBRRAERRE. AWS 222 EREEBREFERAEA. BHARE VPC REREMEIK
F ., UREEAEXEERZNERERE ENE D H.

YIBEAA (loT)

EARBRARARVEERNAEERYERR  HEBRBRERIA LEARKELBRENR
WETER, MEFMEER , FSRMTER 0T?

AR

MRS ERAN — @SR, HE T AEEAEFEENFRNMRERNERANEE, NFFEE
# ., FBSH AWS NSRS B RA A RN,

—HEARRMS IT REEFEELREEEEFTRRE —BNREERK, ITIL A ITSM 2H T ERE,
IT RIS (ITSM)

EAMIMERGT. BF, EENXE T RERABNED. WFERERERRBAFEE ITSM TERENE
A, B2RRERESER,

ITIL

ESH T EFAE,
ITSM

A2 T REEE,

| 32


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

£t AWS EFEEERZZE AWS Control Tower

AWS B EE 5

L

BEE®XFEURS (LBAC)
SRFIFEIRS (MAC) MEF , EhSEEAENENETSHPARER—ERLHERE. FAER

SMEBREENLZEMERCBIRERE T R E A LLE BIML S EEH,

BEREEE
landing zone R — BB RHFNZIES AWS IRIEE , EAWERMNZE2M, E2—EEHY , £1

AT ERRERBNTE THEAHRERAEN  IHEZLNERRBRETRED. W
REZ£BARENZIRE AWS RIR,

FHREERIANFHENR  F2H
REER
B% 300 #BHE = [ Mka7.
LBAC
AS2RUETSERN FERE,

RIKHER
BRFITEBAECREFTNLZEREETER., NEFHEA ,
F Ao

FEENEE

S IAM R E A RIKER

R7EWE
AN RS 5

BAREFREARUTANRE. ZFSHE
BURHYIRIR

rﬁiﬁ:mﬁﬁJ [

ASHEERS.

M

HEREE (ML)
—EfARENRMETEXBANSENATEE. BBESRSETOMLRBENER (I
MY (0T) BH) FEE , URBEXELMRTEE, NEHMET  FSUREEE.



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

FEIX

i
s

B 20 320
4

EERRITEMRZSURBANERYG., EEHFTASTRTERIE , ARBBEEIEETRE
RENGRE. EXRENGTIERE. 8. PREE. BEFAEERX., BEKENEEICK
B3,

2T IR

-

zug\z

dl

AWS BR#§ AR AWS REEREBE. FERKNEE , X BHE 7 U7 B A7 NEEE
#. Amazon Simple Storage Service (Amazon S3) 1 Amazon DynamoDB 2 & R &6, &
LT R R AR

FEHITRR

ARRER , B2, RENEFEEBRENEHRR  TERSRBEMBERAME.
MAP

3

2R Migration Acceleration Program,

K

—E=ENBERE , FUNEHEFRRTE  HBHTENERA K AEREF[ERETHAE, #EI2—
EfRER , enBNXEZEC , RATEIT. WHEFMENR , 52K AWS Well-Architected RIZR 18
REEHS,

X Bk~
B AWS IRF FABNEREIRS UABNFTERS AWS Organizations, —{EtRFE — X ReE= — 1@
BB,

MES

ESHMEENT R,
{5 5IE RIS (MQTT)

LAE /5T BAE S B BN EE R machine-to-machine (M2M) BB E , BRARERZIR loT %
B,

PR %5

—EDENBURYE BB ERPEN API E1TEA , BFER N EBIEBES. Flm , Rz
Rt B REREK ey (PIMEEHTH) NFHEE (FIMBE, RERDN) HHERE. HK

M 34


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEF , F2
BASER AWS #E AR 2SR B S RS .

MARB R

—EEABIANRRERARRNS S  EETARUMBRE ST SEEARIER, B
EMBREEAEER AP BBRREEN N ELTER. HEES NS EMRE BT
TH. SENEE  UHEEARIBEDANER. NERMET , H8MH L AWSHEEMR
.

Migration Acceleration Program (MAP)

REFEIE, JIRNMEHHN AWS 518 |, HEERSABREEEREVYRBEN S EER |, WikEHK
HBENNBEAE. MAP BEARBRAELFTEXNEBNER T EUR —ERRN B B E
EREBRAINIE,

RBEER

A2 EARNEASKEABEERNESF  E8EKRRT , SEUERNEEBBESERARE
Ho EREAEEHERBINFEEBNCRAIIREFER. TENRENEBRIR , UE
BEBCNHEINELTERIENER, ER AWS BB RIS =R,

B T

EBEEBL. BENTEHCIFREERNERERR, BEIHRERERSRELEE, X¥5
WENEEE,. BEIREAM,. FEASMN DevOps EX AR, 20% E 50% 2B bXEARENE
SESUERIRT EZECHNEERN, NFEFEET , F2RELARETNER THHNFRME
mE8 LIRS,

ERPEER

FRTHEBAMENERAEXNARSENET. SEERRABTE-—ETEANEBPREN, B
BHREENNEMNIFEERTERE. TLMHAN AWS 1RF.

BBEN

AEEMNERER , SHEERERER. EBRENMURFEANEREARR RIS, &6 : &
AWS AEAREXBBRBEEBBEFHFTEE Amazon EC2,

BBEETE (MPA)

ER-ERLTIE  TRURIBHERIIUBEE AWS ERMNER. MPA REFMANESTTE
(AREEERE, EE. REEARALE. BBREASH) UAREBSRE (BAEXERD AN
ERIWE, FRARADE, EBBRIER , URBXBRE). FiE AWS BRI APN &4E% R
HaREER MPA TE (FEEA).



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

BB EEEREFNE (MRA)

f£F AWS CAF BESERERBE R EmRENRE, BEEBNBR , UREMTHFTEUNE NS
MBI EENBE. NFEFHAEN  F2RAEREREEEEM. MRA 2 AWS BB REHSE —HE,

BR R

HTEEEBEE AWS BEnKATERAN G E, MRFMER  F2HRAHF
SR ELNEBLUINERERE,

HEREE (ML)

M9 7Rs EE |

i

ASRMEEEE,

BRI
HBEN (BRIE—) BAEARAEEREARBRATRTEE, EREMHASETRANRE , U
AR, REMBERS AL, NEFMER , F2H._AWS EiR

AR L EREEFTE
EEFME TGN EERERARXN R EREE ; BAER. RRANAKY ; YEEEBEN
EZAEE LXEELRARANRIRE, FENERRREERBNER. FERARALE

PRI RN EEENIRRE., URBREBANZE2THE, NFFMER , F2HENE
AWS B EAEXWR AL ERIER,

E-RAESX (B-)

BRREEENEFEAE-REITHERAEN, E-ERAERXALERY, R -—EEAEX
DREBRIFERAE  ALARRRAERE, EREREERE  MiENdEE-RAEXNII6E
EREENEN., FREMRELRE  JUEAMRERE. NEFAET K FSRLE—ERD
fR B PHAR S

MPA

A2RBEHESE,
MQTT

HSBITILE A @AV .
EZ DR

—ERBRELSERFERNBE (FRAMELLNERZ ). fl , BEREFEH TS H~
"hWERRER., REERERE?. 1E 'EEFFUBEERERNRBER ?



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

ENER

—EEE  AREFNECREEIESNEEERER, ATES M , USEHEMTERMY
AWS Well-Architected R EZFERA T 2N ERERBEAREER,

O

OAC

A2 ERFRRS,
OAl

EZREREINE D,
OCM

ASREREEEE,
REREBR

—RBEBLE , TEEBBETMRIRIFES, W ESRERFHKR , B% AR/ NEEER
BTHERH,

Ol

b

REBREXEES,
OLA

RS REXERIBE.
mEER

—RBEBLE , BRMRITRRETFAREERIBEERR. EEETFEINEAREXNTEE
BHBREEF, WZSREEREFHER , BERRARBRERNEETHFRE,

OPCA

A2 BB R B —RE,
B BXAE P B AR -t — 2R 48 (OPC-UA)

AR I#BE{tH machine-to-machine (M2M) BRI E. OPC-UA IREEIRMNE , SMERENIR
BARNEREMEE,




AWS REHEI £t AWS EFEEERZZE AWS Control Tower
BEKERZR (OLA)

— iR , BT BEEREAEOHLRENAS , WX EBREKERHZ (SLA).
BEEREEE®RE (ORR)
BENERREMENRESTE , WTHEERE, 4, BB EM4N U REaSEE, mE
SHMEF , 552 AWS Well-Architected BIZR#E P AV E 2 % H ] (ORR),
BRAERAT
AEERRERRCEANEBNERBRR , UIERG TEEE, RENERRE, £REXD  BS
OT MEARM (IT) RHRLE 4.0 BENWEEEL,
BREES (O
EERPHERERRCHER  HPSREHRRERERE. BBCNEBE, WEFHEER
EE S8R,
R ST

KB AWS CloudTrail FE&&H#E# AWS tRE FFTE AWNFTEEH AWS Organizations.
EEREBNSE AWS IRF hEVILEN , CERREERFSPIED, NEFHER , F2E
CloudTrail XX 4 1y B R B 2 LB Mt

BB EERE (OCM)

RARRAR, WENBEENEEEERER, BEMEREENEE. OCM EBNESERA, &
RBERBE  UREBCNABEE  HEEBAMAENREMTER  XBBRETRENR
B, £ AWS BEXET , EAREBAAEME  RAERKAERMENSERE, MEFH
&/ , 2/ OCM /.

Raf7ERZEH] (OAC)

s
¢
&n
£

f£5 CloudFront , PR#|ZEXEBR LR E Amazon Simple Storage Service (Amazon S3) A #1878
BIH, OAC X&EFIE S3 7T E AWS EiF. [AREFIHINZE AWS KMS (SSE-KMS) , LAK S3 f#
FAT M B AEPUTHIDELETESE K.

R FE S 2 (OAI)

£ CloudFront , AR BR&IFEUARE Amazon S3 ABHIEIE, E&RMFER OAl BF , CloudFront
@33 Amazon S3 AIARETHRBN TR, REENTIRAEBISERHREF S3 f#F
CloudFront FEEHHIRNE. BE2E OAC , EAREERMAEEM FEIRS,

ORR

A2RIEEERERE,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

oT

RS RRER.
& () VPC
£ AWS ZIRFEES , REREREXARMBVEMERN VPCo AWS Z22EREEBE

EABA. BEARE VPC REREMKIRS , UREBERAERXRERZNAKRARK < EHE[N
T o

P
ATAISRER

MZEE IAM E8BH IAM BEEBGR , AREEAENACHEBNRAFT. WEFHEEA ,
IAM 3R EF AT SRER

BABBIEF (PI)

3
¢
dn

EEEERNEAGHEFRRBESE K TARSEENGASONEE. PI NG SFEMSR, thiutH
BisEAo

Pl

RS REAEREHA,
F

—%H?Ef'ﬁm%ﬂ’]*%? AR E R BN TE , SlNESiRPREKZMREINRE. FRATURA
TR, BBCHITFRSURERRCREMBENEFRIEHEN TN,

>
Zll

ﬂlh

SRRz EEREF R

PLM

3
¢
&n
i
a0
H¥
g
e
&
i
e

HR

AUERER F2EUS B AERNERE). EEFIRRY ESRUERAERNER) E
FEBPFTERS R XERN Y AWS Organizations (55 B BRI 1% 51 5K BE)



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

BERAM

BRBERFIEIMEMER , BUEEMRBNERRERMN. IRENHBREEFHARNESR
REEM , AETRESEIEFREIMETE. NMRURBEAZKESEFTRNERRHE , A
AIUEERMBEINEINEFHRENTRES. 0FFMAES  F2EEHRETBRAEREX
EO

mamE

RE, 2MEARAESYHERBRIEFUAREBBNERF. NFHEEF , F2RFALERE
HEE.

BERtrueWEHEHFfalse , EEMNR FWHEREAH,

R T HE
—BEERESHRECEMN  TEEREEERIDPNER, ERED SHERBERN SR ERER
MEENERE  WHEBEHNE

T8 By 2
EEMIEEHRENZT SR, BELEHRE—EHE , TTHBIIEERRNREREFTINR T4
ESE, MEFHMEA  FSEE AWSEEER SR TER R4,

EEA
FAWS ATETEMENERERNER, LEBEER AM BEEFEHENRERAE, AWSIRFE
MEFHMENR BB IAM XGFAGHENS RN EE,

BEBRLRRE

—EREIES %, EREIEBENSEBIMEMAEZER,

AEFTEED
—EARE , TEEEMEFE Amazon Route 53 f{a[E fE — A= Z @ VPC AMEERE FiEz
DNS &M EN. MEFHMET , F528 Route 53 XHEFWFEHAFLETEEE,

F B

—BLZ22HE , EEMLERETHERENER, ELRFHEEEERMEZINETRE, WX
ERTHEREE , AITEMEXRER. WEFMEFR , F2B AWS Control Tower X4 H Ay IZH|
HSEER , YSRBFERSMEE R EEES AWS,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

EmEmBEHEE (PLM)

HEmMNBELGBHHEREERMNRE  #RGF. A% ETINRERRAE K BETHEAR
BRo

EERE

nﬁ 2 ﬁiﬁiﬂ.o

A fmi@EE 12588 (PLC)

RRERP , —A5EATRAERMENFTES , TER#SRY 5B REBRE.
152514

UEEMNEERRENEFHNEAZBBHNER. RECTUAEBREEAARKL, RBCBBRMHK
roms 2 (B A Bk

7 /AT B (7 /AT BY)
~ M, TEHBBZHERERS BT LRSERENEEED AN EHEEE MES

B, WRB TR EHASRMIEAMRBATRNEE, RRTUAETESERMBRHENBERLT
AR

Q

EHFTE
—RYSB , miER , ARER SQL BB ERNERKEFHER,

EHFHEDER
EEREREEICIEZRENEHHEREREETEENEEZHNFTETAEER, ET6E
RAHMRTER. REGRYG. RERE, CH2RBENEEURERESIZNEMNAMER,

R

PITAERE
RSRAEE 88, %, BA (RACI),

BRUE

—EEREHE  SEELIEHERRRIENNER , ERMRA L,




AWS REHEI £t AWS EFEEERZZE AWS Control Tower

I 7 4B fe

WOMAK(E  BE , B8, B4 (RACI),
RCAC

S LIRS B GelR
R

RAREFERARNEREER, BTN ERARAEEHRENERUBRL TENENAH,
ERTEEL

R7EH

H R B & (RPO)
BLEXRERNERBLURAESIWERE LR, ERE T HE—ERE R AR < E 520 8R
E%.

5 RIS/ B & (RTO)

AR %% o T B R 1B AR A MY R AR AR,
BB

R7EW

[ 120
wIREEHPH AWS BRES. SEH AWS Ei5 RRENBIN AL , URHAEED  BE
MENEME, WERFMER , FSREE AWS BiE EHIRFE AT LAERARIER,

Ik

FRIBERN ML £&1i7, fl0, HTHR "EFFEEMEER ? 1 HBEE ML RE ] BUERRMEE
BEE RBEINEESE Bl , FHER) RAAEENHEEES

EWER

R7ELW
TS

EBEFT  TREZERAZLEERENEE.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

EXEN

R7EH
BEA

R7EK
B

R7EW
S

FERENIERIRPEHFERNED. EREBER K STAMNAEERRERNEZERE,
AWS EmWMFFMESR , FBHEAWS Eix BE.

EREHE

MEEEIRMBUR | 620 Amazon S3 fFRTE. WAINBER, EREENBREEERTF
LR, XENBEURSERENEME MRS,

BEE, BEE PEBWENBEELE RAC) £
ERBUEBNER LTSRS AN ORETNER, EREBHTE L EREDERN
EEWP  BE(R). AE (). BHE(O), WREBA (). ¥ (S)FRLTEN, NREEEF
| AIREITA RASCI 618 , MBAHEEIER | BIBA R AC! 5,

[l et 25

— Bzt SEEBTREANRHMRZEEENHRER. NFEFMENR , F2HE AWSE
BRI Ry EE RS,

RE

R7EK
IBIK

R7ELW
ik

EHERZIEAERBEEHUFIRENER
EF5|ERE BT FEUES (RCAC)

EREERFIRAMNER, Bt SQLEER, RCAC HERFIBRMERITEEFIERK.



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

RPO

w2REERMER,
RTO

BeHARREEE.
HTFM

GTREARTEN —ETDREDERF, BEEEEAT B EEHAEREERRB R

EEO

S

SAML 2.0

FEEHHRRME (1dPs ) EAMNBEBRE, WIHEAMABMESE—BA (SSO), RtERETNE
A AWS Management Console MY AWS API fE% , MAXBEBPNESEAE IAM PR
R#&, MFERFEL SAML 2.0 AERHNBSFMER , 528 1AM X4 FHIEIR L SAML 2.0 BE
BEBS,

HF1¥

/)

B

bR 55 B 12 5 M B RHE EX

SC

9

:l:llh+

BB RBIE IR,
BUMBEXRBFORERZRFEET , {ﬁJﬂDEﬁ%Zﬁ{EFﬁ%E . AWS Secrets Manager® %
BERHEPEERER. ZHETUR ZHEN, —?—$j?.§71l—?—$o MEFHMBES , FSRUEE
BERANGEPNME,

TR
— BRI EEERS  EUEM. EASRERETAEINAZE®ANGED, Z&MEREFHE
MEFEEA  FEipt. &8, BEXMEHH,

el

BOZRBELUEEERIENNEBNBE. EWRaE—L8F , SIUBKRIABRENER. BIF
BRFREERNZLHEER. FEAABERPILENIIEE,

S 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html#term_secret

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

ZEEHAHREHERE (SIEM) Rt

RERLEFAEE (SIM) NZ2EHEE (SEM) RN TEERHK. SIEM RiglE, B2
RERARER, @, KENEMERRNER , LEARBNZLRE , XEERE,

Z£EREEL

BEEZERNCHEE  HBFTAREBOESSERSHEY. ELBELIEXTRAE
RREERNZLEGE , HBEEE AWS Z2 M REEYK., BB EESENEF3IFEHR VPC R
2848, 15% Amazon EC2 H{TEERBREAER,

1a] Al 5 i I0 27

EHBEMEHBIRME , B AWS R BEKE
AR #42 | B R (SCP)

# AWS OrganizationsF BRI T EIRFRMEEPZEFFFINBE. SCP SERPERFIHNER
EEEBUZREEAERACHEERS, ERIUFER SCP EARFFERIERBE , J«MEEJ"D
SFEREs I MRLE AR FS SR B 4E, MNESEMET , 55280 AWS Organizations 34 H B IR A2 4 R B,

AR 7% v 26

HIEARERY URL AWS fR#. ZAIER RS , EBEARA TN ERZBERYE. NFFHE
Eﬂ y nﬁ £ Eﬂ AWS ﬂﬁé‘e% ':F'E’J AWS ﬂﬁgg jﬁuﬁEEo

AR 7k 2% (SLA)

— i, BE 1T BRGEGER & FRAERIRES | 520 BRI IE 5 #0178 A EE
AR #% & ik s R 27 (SLI)

HIRBRERENAE |, FIMERER, THMSHEIEE.
AR #% %4k B 4% (SLO)

REBBARANWEFRRANERER  ARBE IS REHE,
HESEEER

}’*L"‘E*‘“ﬁéﬁ%ﬂAiﬁﬁﬁﬁgﬂ’ﬂﬁﬁﬂ’ﬁﬁﬂo AWS AWS R EERMZ et , MERREE
mBEEE, MBEFHEER  F2RABEEES,

m

m

F2RAZEUEFANSEHEERRK.



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

B HPE (SPF)

EREANE-—EEARLEWE  TREHERR.
SLA

R 2B IR Sk i 2
SLI

A2 R REERIERE.
SLO

ESRERBEREE
split-and-seed & #
BERAMERRACERNEN. ERMDENERREE , ROBRSETH UELHTNERE

B, ERMNBEREBNEINEE K REFRBARLED , AXERERFH. WEFMEA , B
2ETHNEAEXRA LRI E. AWS EBif

=g

EA-—EAEEBEENRRBAEXZHAAEEN  YEA-—FSARPNEERERBEERBLT
MENEEBER. EERBREAERBEETEATNAREREEREN.

Strangler Fig #3

—BRARCE-—RENSEZ , cEBTERNRRRKGE , EEXRKFLERARL, HEKX
REERRE , cRA— BRI L HAEEBERNA THEE, ZEXH Martin Fowler 5| A, 4
AEEE-REREERBN SR, NEEHUOANERAKEXNNES , F2EEAREH Amazon
AP| Gateway ZEFZHRLERR Microsoft ASP.NET (ASMX) Web BR#5 .

T

& VPC Y IP st E5E, FRXBENAE—THRESE,
EEE R HIEE RHHEE (SCADA)

EREXTD  ERATRRERERELEREERLEFENRRK.



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

HEIE

AR ERRINE N FRERRMEERE L,
BRI

LI E A & BB LME A B B A s B R e 5 SR R . B LAEA Amazon CloudWatch
Synthetics FREIEIE L85,

T

B8

ERER AWS BRIV P EERNRSIRERY., SRTHEEER, B5. A8, ESREGRE
lﬁo yu;:ﬁﬁ%ﬂiﬁﬁﬂ nﬁ e Eﬁ* E'J&"iﬂ’\] AWS ﬁﬂ?\o

BEREH

RESEZEEN ML PREANE. EHEBABRER. Al , ERERET , BERBHTRER
E m Rk,

EFHEE

RAREBHTFMEHEENTE, FREESSHUTFMOBBEURBZZAN —REKBFE, ¥
REE-REL K CREMENALGEEE, #EENEE,

AEIRE

SRS,
3l

AMLEREHERIHBE, JIRENL AT ERER, BEREELSEIRENPSHRISEH
ABRBHERAZEENEN (CRERANER), ceRHBERELERN ML RE, TJLEH
ML &8 | RFFERETHNER B EHESR.

BaRE

AR EE VPC MAEEEMEN AR SR E. WEFAEF
Gateway 3+ {9 (£ B E 2T

FHRBITERE

2B AWS Transit

ER—ERNZE ARBASTUERIESXFABERENAFANGE  AREELBESHIETEIX
F. KRR, FEIXERFREIFRRE, LENRENEERED.

T 47


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

ZEENFEUE

REERGIEIEENRE , LAREEBBA AWS Organizations REIIRE H#TITE, ZEME
WK EEEEXACK , ESERFHEIRKELZAE , WEALITEERIE, NEFHMAE
A , 5528 AWS Organizations X#HHIAWS Organizations EEE fth AWS FRIEFEEE A,

AR

PFIFREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETENRETZRERELSRRINE ML EE | DIELEE,

€ i BBk

—{E)» DevOps BBk , fR AT LABRRIfE LLRESH . & 45 2 [ K A AR m e 4R 2K B8 B B P Y IR A R AF

ER—EfE  ENRTEHE, FTTBIKRANES , HURSHEEENE ML EENTTES, B
MERENTREN  RATHEERHFRN. TEENEMSIEN , MEKTREERHER
TEEMNREMEXESIEN, NFFMAER K FBRECRESETRENTREEMERM.

#|EBINER

EEARETHE  RABRNBREERARFA4FTNIE  EFRARKAFRHEEREEIREMUER
FEZ. BEZRVEXVEGTERE. HENRERE,

REHIRE

ABRRER,

<

il
H

—EERERERE  SREEEMRNBELHE , SIEWFETILREFANEE.
RS L]

EMEBFNEFNIE  fINFEFERRAEIBHEE,

u 48


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

VPC HEHIE

R1E VPC 2 ERELR , IEEFERILE IP it B ARE, MEFMENR , 5528 Amazon VPC
XHFHTER VPC WEHE,

ERARZMRZ AR NIERIRL,

W

AR R EX

BEREFINENERENNERERR. ENEHTERTUAREERIER , EtitEiEe
B EEUE R

RER Y BIR
THEFHNER, SHLEERNE BETUEITERENEM.
BERE

—RE SQL W& , THLEEL NEECEMBN —BTHTHE, AENBEREETEFRE
BA , SINEERBFOESRE B 8l 5 EE A EFERFINE,

THEEH
REBXEENEFRNERNRES  flEEEFNEREARRIKRE,
TSR

ERERTEE-AREEBNYERE. SETHFEFRABEBUN , EXEERPHEMBTFS
o Bl HETHEERETHEEAREN, RAREANBEEBTRERNELIEF, HETHF
ERSELEERNEBB ISR , AREEBARSNEAREN,

Lot

WQF

E2E AWS TEEHETERE,
B—X,6 %% (WORM)

—BfFERE  TEREAEREMHIEEMERMBRIER, REAFAURBEES XENH
B, BREIEURER. CEBBFRERRBRE/RTTEN,

w 49


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REHEI £t AWS EFEEERZZE AWS Control Tower

Z

F R

—ENAERKEZRINKE K BERESRN.

ERERE
EERMAREENBRENTH. RESERETUIAEESENFIRERK, HRKE , B
ABREESHIZNE .

BREEAREN

CPU ML RBTFHERARER 5% WEAEN, EBBERY , BEEHAELERARR,

z 50



AWS REHEI £t AWS EFEEERZZE AWS Control Tower

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,




	AWS 規定指引
	Table of Contents
	從AWS著陸區轉移至AWS Control Tower
	商業期間

	轉換的高階步驟
	先決條件
	AWS Control Tower在AWS著陸區組織中部署
	在現有組織AWS Control Tower中註冊現有AWS帳戶
	從AWS Control Tower主控台使用 [AWS Control Tower註冊 OU] 功能

	將現有組織的AWS帳戶註冊至AWS Control Tower新組織

	部署AWS Control Tower解決方案的自訂
	將現有或新的基準線新增至AWS Control Tower

	退役AWS著陸區
	最佳實務
	資源
	參考
	其他資訊
	教程和實驗室
	聯網
	安全性、身分識別和記錄
	安全
	Identity
	日誌

	部署資源和管理工作負載
	使用現有組織和帳戶
	自動化與整合
	AWS Marketplace


	常見問答集
	註冊後，如何將帳戶從一個組織單位 (OU) 移至另一個組織單位AWS Control Tower？
	我在我的AWS登陸區域中有一個活動目錄設置與第三方提供商。的部署如何影AWS Control Tower響這一點？
	亞馬遜 GuardDuty 在我的AWS著陸區安全帳戶中激活。我如何將其移動到AWS Control Tower
	我可以從AWS著陸區註冊核心帳戶AWS Control Tower嗎？
	「著AWS陸區」管線建置階段狀態為「失敗」。如何將其轉到「成功」狀態？

	文件歷史紀錄
	AWS 規定指引詞彙
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

