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AWS RiE1Z s MHE%E

Amazon Web Services (B &)

2023 £ 5 A (XHE LK)

AWS BiEiZ £ E%E (AWS SSB) 2— #1241 , TAG¥BVZRLEBENER |, AWS MAERER
B, EEEFBRTEZERENER K SEHRAERR. BABAFREENT RN, EBEBIEERAN
REEEERERFRR,

FIEFFHEFHERRER T EHRHALE , ERNHAEBRHATRESRERNEZERAR, FFEH
RINE AWS Ein WMEMAE— RAHHERE AWSIRF, BEEBNRE K HEBEBEZIRFRE, &
EEPHESIREHE—IRFEBRN , EETNBEERELRLER , MEELEBEZIIRFER
REREBEBHIE X

AWS SSB FviZH RS AMEER - (rREFNTHEEE, IRFEHABNREBEEN AWS IRF 22, H
FEEEERECRAERFR, BIERNFINES  ECRARUMERENIRFREFERERERE
EERFDNER. THEEEZHEUARBEERTNERNENR , fINERER, REEFNE
B, A EEnENE N TREEFES,

® Note

RNEFEHEBRN - LEFHERMANERENBRENRARE  MASBERHERENIREN
HE, ANHTERAEET AT ANEG,

BRER
AEERESEAREIN. ABNEERSHHALT,

EREENNREBHNHMALIHIAMEXEMATUEBRIFENEREXELRFRESEENE
B, MREHEBEMER , TUBFEAERETNEEERES  RRFEHETESEARMBRGT R

(® Note

REETFEBNEFHAELRERMEN, AL AREMERRE MR 2 7 B ERH
g2 ECBN: R ]

BEHR 1
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EREABNLEER

AWS Well-Architected B EnRBMAHEBAEINIEEREERS., SWE, BEHASHERN
Hit%he, AWS BiBZ 2 E#ESE AWS Well-Architected BB Z & T HRE -, 2R
MMARIAERENRABER., RENEE  EMASBSENLLRE, ETHEBEERB N AWS &
2R MEEBRIERER,

O] LAEF AWS Well-Architected Tool P #Y 3REEHEE Well-Architected SR{E B EFEREE AWS
RE,

ZLEEHRR AWS Ml EF BN ARER. REEEEEBEEEBRHA AWS EER RN L4
( RED , REBIT PREZATERBHERIRE AWS Bin), MEEEEERNEZLSYE (AEKEREN
AWS Eii RIERE ) . EHEEEEESD  BEANHFTINEZEZFREERETFNEEIN -2,

ERRENRER 2


https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://console.aws.amazon.com/wellarchitected/
https://aws.amazon.com/compliance/shared-responsibility-model/
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REEH RS

AERREHIENEZENRE AWS EWIRFZ4, ©RFAFEA AWS Identity and Access
Management (IAM) fEf &, FRERENAR (tLBATE) ETAEMKSEEFI, REREAEN
/R, UREESEERG 70T, AP , BHEFE AWS EEXENBEER , LEREHNIRSE
By FIAR R B AR AR . S8t AT BARR E B2 AR 7 AWS Trusted Advisor , #1301 Amazon GuardDuty 1 AWS
Budgets , EBHERF FHES , WEFERRERIETE G R IREEFE,

AEITETHIEE :

- ACCT.01 BiIRFEMBBAREAERNEFBH I BEE
« ACCT.02 PR iR 58 & 1Y 5 F

- ACCT.03 AEEFEAERETZEAFIUE

« ACCT.04 f5REF ™

- ACCT.0 FEZEEZRFIHEETA

« ACCT.06 &I E 1T HBIBBUE

« ACCT.07 Deliver CloudTrail HFFZEIZREMN S3 7R
« ACCT.08 frlt NFFEAAE S3 RTFiTE

« ACCT.09 MiBRKFEMK VPCs, FHBMZSEHE

» ACCT.10 %% AWS Budgets S ES#R8HX H

« ACCT.11 B A #1[E FE GuardDuty & %1

- ACCT.12 fi£F EEfE Y fR RS B B2 I8 Trusted Advisor

ACCT.01 BiIRF BBt AREABTMNEFBHIHBE

A AWS EWIRFREZENRABEAR  SERAETBHIRFE K MAREANEFEFibit.
ERAEFEHBAFEFTETRAREEASTNEALLSEREHFERNERED. BIRE, BENZ
SEAREEABBEA  LAREEAEENEFHHIBEE, AWS ERELE T EF i AR
%, AtREFHEFRER,

mEBENIRF R, REREZRRREAEEFE(Fibut

1. £ Billing and Cost Management AR EARFREHE,
2. HEIRFEREEEMIRFRES , BRIEFE,
3. HELEEFIRMMLSE , BEERE.

ACCT.01 FRERF B iRBEA 3


https://console.aws.amazon.com/billing/home?#/account

AWS R E1E 5| AWS BB REHE%E
4, BWATEBER EZEREEE,
5. THRABEER , EBETH.

EEREBANBEET

1. HEIRFRERENBIEERAT  BERE,
2. BRESENMN , WMAEMET , RREEEF.

BEME, EHABRERBIEA

1. HEIRFRERENBABBAT , BERE.
2. HRELENMN , WAEMES , RREBEEF.

ACCT.02 FR&HIREAERER

BEAESELREM AWS IREFE ﬁﬁtﬁm%%ﬁﬁ;fﬁ?izrl&%ﬁE’J%%ﬁﬁﬁ#&#&ﬁﬁ%ﬂﬁ?‘lo &
BEREHERARNEECHEERER. NEFHMAET  F2REEEFEAERINEL (MM XH ), £
ﬁﬁﬁﬂbiﬁiaﬁ IAM &% ﬂz#ﬂlﬁ"‘mﬁﬁﬂlw’ﬁﬁﬁﬁﬂﬂiﬂ% , BIINnEH IAM AENBEERE., WHEFHHE
B, FSEAWS Z2F/FE (IAM XH) .

BR 4R £ A & Y £

1. BEAEEESEEZRE (MFA), 1 BFORACCT.05 EEZEEZHJF S EEA

2. BYEEERE A BLUUTEAREAEZRERETYE. UEEHEREEAEFINFEEA ,
w28 ACCT.03 ABEEAEREXEEFIE.

ACCT.03 ASEFAERELEE FEE

ERZEEK , AWS EERFAGREERERTH AWS tkF ERNFHR. EREFNLEMERE
R, ALETERER , ZTEERHETHBNARE T URE. NFFHEN  F2RTIRZLBHE
(1AM XX )

HAABESERE L AWS ZEFARBEPX S HRME (IdP) WBIS F 5 , Hlan Okta AWS IAM
Identity Center, Active Directory = Ping Identity, Bi &R EARLEE—FRVUEERZE D
HA L Z RS EERAENNRUEETE S RE AWS , 8FERFEH—HEE. NFFHMEENR ,
B 5 5 BiE AWSH IAM Identity Center (AWS #83E ) o

ﬂmé
B 3

ACCT.02 IR#IREAENEA 4


https://console.aws.amazon.com/billing/home?#/account
https://console.aws.amazon.com/billing/home?#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html#aws_tasks-that-require-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/iam/identity-center/
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® Note
BEFDREERERFEBESIRFEBNEREBEEM, FALAEBESEEEERS
549 , BERE T AWS OrganizationsH EEH SRS L&,

1. WMREFEFAER IAM Identity Center , 528 A9 (IAM Identity Center 32 ) .

MREEANRASBEE= IdP , FBSBEEL IAM BEDREE (IAM XH) .
HRIZEH AP sEHIE TS EERRFE (MFA),
3. 1R¥% ACCT.04 ¥8REFn] ERFHT,

N

HRAREBERESITHENRE , ETUNEEE AMFRUFERE, EFTREBNREREERY,
Rt ER KT BHNRMBE. ER , ERFALAERMEETNERER  UBLEEERERS
LEREZIRFERE,

ERAEE SBULAZEEEN WESEAEIL IAM FEHE AWS Management Console, 1R EEEE
IAM ERE , BOEFERAE2BARARE , T EHKBREERE.

/A Warning

IAM EFEERARYIBE K ESERTLAR. ATHERELRER K BERERARELERE
RUEITEBARENT , XEFTBREELEAERSEEBER,

BY IAMERE

1. B IAM ERAE (IAM X ) .
2. 1RHE ACCT.04 HEikEF A ERFFAL

ACCT.04 $8i&F A

BBEBREREGHE IAM 52 (ERERERAE )  ERFPREEAET T, EAILLETFT,
AT BUEZAWS ZREBCR , EEBRRH RATHEMBUER AWS |, SRR ZE RERARFINFT.

ACCT.04 15T 5


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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MRIEBRTHA , FEAERTHREERNZ2HEERK. REERERTEEEAENTEBRENR
EXN—BFFTNER.

MRIEERBE S D  ERAESEBNIEG 2 RH{ERE IAM ARREFEIIRS. IAM ACEEREGE
B 1P FRBENERAEAHEEPHITNEME AWS, EALUEEITRN AWS ZEBRREAZLA
&, BIEREFF A,

JERBHS 5 5 HOFF T

MREEANZ IAM Identity Center , FFESRFFAEFHEA IAM BUER (IAM Identity Center XX
).

MREEANRNPRE=T7 IdP , F2EFE IAM 55557 (1AM X4 ) o

MREEANZ IAM ERE  SUUEAERERENACREESHE IAM ERENFFA, RAEER
MRANAERACRAERE K RAMMEZNER  YEFARZHRTRALNIRF S RZ2ARNE
R, RBERENTEBREERERRGERERHE. CAEHENEFERAREN, B8,

BB M B3R 4E (DevOps) TR, BB AIUBRBRAREEEAEREE D HEPNERAERE , fl0
ERVIFERLIZEN,

# 1AM £ F & 35 REF A

1. 3 IAM EREFE (IAM X ) .
2. ¥ AWS SEHREEZR IAM FREEE (IAM X4 ) .

ACCT.05 EEZEEZRMESEEREA

BRZEEZRE (MFA) , FAEHETELES P RBUBOENEE, HESNUEAENEERE
EEXNEE K FREEXEAERF. EAREREER , 5BRUA MFA for AWS BEF Access , 15512
HRIEFIREAEN IAM FHAEZREERHE,

HREAERE MFA

E A AWS Management Console,

HEEHEIEH , BEENIRFERE , AREEENZETE.
MEEE , BEEEEZR RS,

REZEERZRE (MFA) BR.

B Activate (BXA)MFA,

o k~ w0 bh =

ACCT.05 FE MFA 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocmp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/
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6. FBHXBEBENETR , HEMERESLN MFAEE, WEFHHEEN , F2E AWSIAM FHNZEER
B (IAM XX ) 6

#£ MFA Identity Center 5% IAM

FUE MFA (IAM Identity Center X4 )

AIEACH MFA ERAERE IAM

1. FERENEARRE K BAAM E2E,
2. BEALFWEEINF  BEENEAEERR K RAREERNLZE2BHE.
3. HEAWSIAM BRZRSIFBNZEZZRTBERT , BEEE MFA RKE.

AHM MFA ERERE IAM

1. & A AWS Management Console IR IAM 2 A&,

EEEERD , BEERE
BEELERHMAMFANERAEERR  RAREEZLBERSIER.
ERERH MFA RE>Si2 |, BETHE,

AIRERNET , MEMERESHN MFA RE. MFEFAER ,
B (IAM XX ) 6

o M w0 b

A2E AWS IAM N ZEER

ACCT.06 58| #1T R BB BUR

f£A#& AWS Management Console 12t B A RFEREAN , BEFEA MFA, ERZFHETARNFHR
R, UGB BB R I WERHE TRETRR,

NEAXNBRRFTEBNFMAET  FSRBBRMELEH0 (CIS) #iE LN RBBERERM,

R IAM ERE |, B ERR IAM BIBEBRPRERBER. NRFWET A F2RZERFER
HE (IAM X ) »

BY BRIBRBEE

1. A AWS Management Console YRR IAM 32 &,
2. ESEERP  BERFRE,

ACCT.06 2% 1T B B E 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-configure.html
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://www.cisecurity.org/insights/white-papers/cis-password-policy-guide
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://console.aws.amazon.com/iam

AWS 53| AWS BEIR S HEE %
3. HEBHXREERT , EFSFRBHE,
4. ENMZEEMAEFREERNEE  RARBEREEE,

ACCT.07 Deliver CloudTrail B ZIZRER S3 fFEE

BAWS IRFHRIERE, ABNBRBAENNEBFESICHER/EHN in AWS CloudTrail. CloudTrail &5
AR , M CloudTrail 2 AF , BALEFE 90 RNEHELHEH. BERR. BB, TH,
HiF, o NEERE AWS ERRENIREED , F2RWEESE CloudTrall EHHELFHENSH
(CloudTrail 3X# )

EEFEAEMERMREEIB 90 XK CloudTrail B0k , B LUEIHMVER , S AFERINSER
AEHEAK Amazon Simple Storage Service (Amazon S3) f#ZEri8., EEE CloudTrail £ A& &
BIUEHE SRS EEHBERH,

BUMKRE BREXMN AWS B £ S3 REFErEATER
1. EMEH (CloudTrail X ) . HEERFEHEEL , BT TIIEHE

a. HRAPIEE , EEFERINMBA.

b. HRBELEERE , BEHR AWS KMS 24, ESREMEM P HEBRFTE AWS Key
Management Service (AWS KMS) Ef, AWS KMS Encrypt. Decrypt#l EEEE
{EGenerateDataKey AJREEEL KEEH,

HREERE  BEECBBEATESMH  WERIEER AWS KMS E4NEKET#. EF2
ERE AWS KMS BEHEH |, BNELEMBENBASH , HlM Disable, Delete#l
ScheduleKey, E£RAERENKEERE AWS KMS FLERE .

2. FHEHEHREEHREE L., {15 58ERK , CloudTrail %M AFER , BRELIKRFHE
1T AWS WEERBENEARGNE (API) I, BALEMEEZ S3 RFFETEIRAFER.

1% B4R E1Z B CloudTrail BEE1E XM S3 f1FETEE
1. #BE Amazon S3 #ZETEEGR (CloudTraill 34 ) , THEERAFERNEMANAERER
B ISEEFAZBUBREAFTSENZE.

2. REBEEBEBHLFEHE aws:SourceArn G LBMETHETFEHE., WEFMEA ,
SRBE I EH Amazon S3 FEFITE , LARRFHEBERK BFER (CloudTrail 3X# )

3. A MFA Delete (Amazon S3 X# )

s

ACCT.07 BEE# 8


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html#org-trail-bucket-policy
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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ACCT.08 Br Lt ~NBATFELFLR S3 17 ATRE

BIRFERR , B AWS tRF M IAM TRORERE , RER  TEARRNBSARETRELZ
Amazon S3 fEFRTREMET A, HAith IAM TR EBFEA S D EBRR T FIE , MFEURM ] BUE
RFEFRBCREHET, SUUBYFEEBCR , U —RoFRFIER TRETE (MA/RER
).

RFERR , £ 2023 F 4 A 28 AR RBUNREFTECRAHEHLAREINRE, HRELBHmE
VR EFIE , FHETREERIERFIFrBERRESNALRE T RIE, SUNEBABERT
FrRE R A B\ AR E R By LI SR RRAERE, MRLRBNE S3 REFFBEN B SRREARM
FATE AWS 1RF BRBALLERE, tEAELE AR AR ERBUR,

BriE A FATFEY S3 A frRTRE
% S3 AT B E £ #H N F F ENGRE (Amazon S3 X ).

AWS Trusted Advisor A RFFEENENLHEFIN SSRERFTFBELAECRAEER , Y ARTLH
FESMBRNBRETBECACRERER, EAEXE  EEEH ACCT.12 FH BB #AS R KERE
Trusted Advisor A BINE & 1F $5ER R EM R FETEE . Amazon S3 FE AR EIE R LHEIA S3
R1FETEE,

ACCT.09 MIRRKR K VPCs, FHEBMEZLEE

RTHRIHRLZLEENRE , BRHBRIBEEAEAREANER, 5 AWSIKRFEF , HREESHE
PEBEIERLEEIR (VPC) AWS EiF , IREELE FRBEPIERAE IP ik, B2 , IREFR
FEEL VPCs , EEERERENARENER.

WMRARER , FMERAAAEREPHTER VPCs , MARARETRERE TR HN EE P RITEER Word,
kR VPC thEMBRETH |, Sl FERE M= 2848,

(® Note

&I LLTE Amazon VPCs Global View 12 & F R FrEEEHM Word, EC2 MMEFFMERA |
55281 A Amazon EC2 Global View (Amazon Word 34 ) FIHMEHEEEENER, EC2

& ZMERARERRITER VPCs

1. MIBRIER VPC (Amazon VPC X4 ) .

ACCT.08 Br It AFREIFE S3 REFire 9


https://docs.aws.amazon.com/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html
https://console.aws.amazon.com/ec2globalview/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Filtering.html#global-view
https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc.html
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2. HREBHHMEFSDH VPCs EE LAEF,

ACCT.10 5% AWS Budgets A B &K X H

AWS Budgets AR TR BRI AEIB B ERER , EBBARERSANSTNAE, FRIYEAEZT L
REFEFEIEBHNIET , BT AWS Trusted Advisor 1 Amazon GuardDuty EEMEIIERK 2 |, B
REENNGE, ERMBHEEN AWS RAtL R RFEEFHFEN—ZD

£ PEXETEE AWS Budgets

B RATEE (AWS Budgets X# )

ACCT.11 B A #[El & GuardDuty &40

Amazon GuardDuty R —EREZERRE , THFEELEEZIRERENITA , UHEIRE AWS £H
RFE, TEEHENER., & GuardDuty ERIZFIEFEHMBENESTEN , SRUEFHENZLRER
B U REMEE, GuardDuty ATLMERIFEMINBREIZIEEE . Tor BERMEZENFE, 3E
FEHITANEAEN IAM BHEZERE., Enable GuardDuty S B fERERE R |, LUELE AWS IRIBEFEE
HWEERRERENITA. WFE in GuardDuty BEFERWEFMEN , F2EFAETERER (GuardDuty
X)),

& A LA Amazon CloudWatch Events 32 E B BB A , & GuardDuty BV RAEFRAFAEERE
B, B, BEERE Amazon Simple Notification Service (Amazon SNS) £ , Wi IHHREF
B I8 EEE, RE , BILA GuardDuty FAERERERE a CloudWatch E , EHRAIEE
Amazon SNS =78 H i Hlim B

= ZE A GuardDuty # GuardDuty &4

1. BUA Amazon GuardDuty (GuardDuty 324 )
2. B aCloudWatch Events R8I , JUBHI# GuardDuty $3Z 4 £ (GuardDuty X4 ) .

ACCT.12 5 EE W R R S R b SR8 Trusted Advisor

AWS Trusted Advisor #EF G AWS B BRERHETLM, MeE. RAMAEMHEBNEE
MRS TERE, cRETHZIZEERNEERZNFHET. IERENERNTREE A F2
BIAWS Trusted Advisor #8&2%E (Trusted Advisor 3Xf )

ACCT.10 Esf s A& 10


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html#create-cost-budget
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#guardduty_enable-gd
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html#guardduty_cloudwatch_severity_notification
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
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EHIME Trusted Advisor HERFR , YRFEBEBE, MREF AWS BEXIEROEEE
BRLGIREEREERETEN. NFEFEET  F2RHEBEARERE (AWS Support 3X#).

ZERR PHRRE Trusted Advisor

RiFEWEER (X)) FHETRBEESEREES. AWS Support £4 | RFIEZBEREES
REEERIE (K1),
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https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#notification-preferences
https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories
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REIHESR

AEPREFHMNEZT B EERE THFEHRARELE AWSHIATH AR, cfSREAEEER
EAMZRNENEHE, KSARERBRDELTERNFIEEUAREANZERRESHTNERNFE
BERNREER,

AEHIETIERE .

« WKLD.01 # IAM AEHREFERIEHT

« WKLD.02 {5 F &7 2 BUR 5F 0] 2R BR %l /8 78 152 A £E
« WKLD.03 fE A E M B RWE EE R

« WKLD.04 BF It NBIERBERA MR

« WKLD.05 BRI AEE L RN

+ WKLD.06 f#F Systems Manager M 3E SSH = RDP
« WKLD.O7 FRBBE R S RETBNERSH
« WKLD.08 f1% Amazon EBS ik [E

« WKLD.09 f1% Amazon RDS ¥Rl E

« WKLD.10 B ERZBERNFE FHHK

« WKLD.11 5 =2 £ BHH IR Hl 48 2% 17 B

« WKLD.12 f/ VPC ix #i RFE X EBH R

« WKLD.13 FrENE Web inBhEEE HTTPS

« WKLD.14 B B mBERAEBRERE

« WKLD.15 ZEAPERT LS , WFEA CI/CD BERETHE

WKLD.01 # IAM BRI EEIRIET A

£ AWS Identity and Access Management (IAM) # , AERKX—MEFHFT , TEUREHEABAE
RRERE. FAACESRTFIAEERIBE K RMEBESREFAHREANTES, TXER &
IAM £ @B £k Amazon Elastic Compute Cloud (Amazon EC2) #11T{E8. AWS Fargate {£#§
MAR#E. AWS Lambda EBFEH A AWS BEE R, FIELEHRIZEPERA an AWS SDK A 1EEL
EEREDHTHEARISEBSER IAM SRR ETE P RE.

BT A RRIE R AWS AR IS BEREER IAM AN ENER. flU, F2RTIIR

S

=
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https://docs.aws.amazon.com/index.html

AWS #4353 AWS BB 2 R
« Amazon EC2 #J IAMWord & (Amazon EC2 X # )

- %K IAM &£ (Amazon Elastic Container Service X # )

« Lambda #1T A& (Lambda 3X{4)

WKLD.02 fif HE R B BURET A R R & BEEHEE
HERTUESF TRIEETIREN D4, BEIEEUTAESS

- BHEBREEZEETR  WERFTEE AWS REPNVFF,

- ERBBEGEEZER , H20 Amazon Simple Storage Service (Amazon S3) {17 &r B8 = & # 54
BEim (VPC) %, EXHREEEATFIMLETR, IENIHEARLERMENETMEME
.

RTARFEIRFERUHERATRE , ELRES P EBRRPRTFIHAILREEREBERNRE. 0F
HAMEHS  F2RE D EBEENEREBUR (IAM XH ) o

EREBRNEZR R 2

« £/ aws:PrincipalOrgIDf&H , BRHIReEFEUEEMRM (£ PE&HR AWS Organizations) F Y
.

- 2 BIEEA B aws:SourceVpcaws:SourceVpceff# , BREIFER B4 E VPC = VPC iHEHH
=,

« £/ aws:Sourcelp REBRBRIR IP thit RFFHIERBRE,

LTRERBEBREN , WBEEMFEMA aws:PrincipalOrgID EHE L EF <0-xxxxxxxxxxx> A&+
#) = B8 1FHY <bucket-name> S3 FEFETEE !

"Version":"2012-10-17",
"Statement": [
{

"Sid":"AllowFromOrganization",
"Effect":"Allow",
"Principal":"*",
"Action":"s3:*",
"Resource":"arn:aws:s3:::<bucket-name>/*",
"Condition": {

WKLD.02 f &R BB 13


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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"StringEquals": {"aws:PrincipalOrgID":"<o-xxxxxxxxxxx>"}
}
}
]
}

WKLD.03 E F Z MR W FRE R IR

FERAEAMZEIERBEEN , SINSRY, FHZA. BUBENEABRE. BFRAEXERAELHE
RENECAERBHEMRE  fINENE, ST HBREBELUR  RAEZBCHRTRMEN (&EH
RFEE  WREEE , SIUER IAM A6 ) | IRWEETERBEE. EMHLEEBTALEHH
# (PINRBEBEACERT) BARE, EHEERGKEREAEABRRBRERAZLE

RE,

HRABBEEERE 6 RMBEREER BHIFKRE. IheE AWS Systems Managerfl & AWS
Secrets Manager :

 f£f Parameter Store REEMZNE M2 8 K ELSHEEFNBEY,. FHRE, RREEHEFR
HENSE, BT LER AWS Key Management Service (AWS KMS) £ INBZWEZ, KB
171£ Parameter Store WIREEHEENE., WEEHSHENFHEN K F2H "EESHE.
(Systems Manager X #).

. £/ Secrets Manager fZE X4 ERWER (Hl0ZEHEHNSM/EY). KR 4 KB HWilZ (Hlang
MRH) AT HERBBRBAOEE,

BAILAE R SBEMRE APIs REEEFE1ETE Secrets Manager IR, & 1] IR 1L £ I EMEIRFS
WHEEER , KEARXPHNEXBEEL,

1£ Parameter Store H & I {232

1. EUHTE AWS KMS £ (AWS KMS 324 ) .
2. 3 a SecureString 22 (Systems Manager X4 ) . Parameter Store K ¥ %2 i
SecureString ERIER,

3. HELENERRENT , FARARESH AWS SDK #SBBEREHNSE. NERNBEH
528 GetParameter (AWS SDK Code Library).

£ Secrets Manager & # %

1. B3 (Secrets Manager 3X4F).
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html#param-create-cli-securestring
https://docs.aws.amazon.com/code-library/latest/ug/ssm_example_ssm_GetParameter_section.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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2. WREXBEPH AWS Secrets Manager #EEU# % (Secrets Manager 3X ),

a5 LB £ AWS Secrets Manager A F i tRERAE 7\ B 2R o & 6 A M %2 Y °T A 14 M AESE (AWS
BEERNE ), FACEEREEENAFRK SDKs , EMEIL L Secrets Manager B fif i f1%&

PaN
Ro

WKLD.04 By lt A B AR A MR

EAHEERNE  BARASZTREFEAMEEIEXNRERF , ARABANRBEXNBHTE,
NHBBEREFAENTZEREFEIREIIRERENFE , YERBRELHME, ERATHNT
BRI BREA. SREKRBNUENARSFIEARELEFN—H5,

AR EEARASEZEARAEARREFEN —EERTEQRE

« Gitleaks (GitHub f#1ZE )
. {EEE (GitHub 17 )
« detect-secrets (GitHub fE1FE )

- git-secrets (GitHub 17 )
- TruffleHog (GitHub &7 )

WKLD.05 {88 F&1E L\ B M 3%

£ WKLD.03 fE A S MR SR E IR IR 1 WKLD.04 B L /\FRERERNMER f | B EHEE
KRB, EliEdh  BE—EAFRASER , JUEARREREB T ELTEMER , W HTLAEE
HEITIEE,

Amazon CodeGuru Reviewer T RIENBRERNEARAME | WIREEFIREEMZHERNTH
W, BIRM T A% Secrets Manager BV RN EARNERNE, BETHRAMRS T, UEEL
BRERERBESEHNER, EBEBERFR , WKLD.04 BHIEABERRERNNE P —LRRRRERE
RARRERETREREZNERIThEE,

R EE Secrets Manager Y CodeGuru Reviewer 4

5 CodeGuru Reviewer # Bl FE X im iS22 W RBMWE AWS Secrets Manager(AWS ZBEIE X E
MBI BER) -

WKLD.04 fREEREXWE 15


https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/blogs/security/use-aws-secrets-manager-client-side-caching-libraries-to-improve-the-availability-and-latency-of-using-your-secrets/
https://github.com/zricethezav/gitleaks
https://github.com/Skyscanner/whispers
https://github.com/Yelp/detect-secrets
https://github.com/awslabs/git-secrets
https://github.com/trufflesecurity/truffleHog
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
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WKLD.06 £ Systems Manager M 3E SSH & RDP

B EORREREENFEREHN AT FRRAE LS BB R AR EHNIAE FHERE
BEARNZERAR, B UENLE FREKPHIT EC2 #1TERR , WA B Session Manager IhEE
AWS Systems Manager , #%iB AWS Command Line Interface (AWS CLI) = & ix 2BV {TE & AWS
Management Console, A% , BOJLIER AWS CLI = S ARBERZ L BEEREHTEENT
ERSER |, B EEEIE MM Secure Shell (SSH) 2 Windows &im S EEAHE (RDP) HWEMEE.

£/ Session Manager , M ARELXE FHEEPHIT EC2 ITERE. MITHBLHI R TEREEE
B,

% 7E Session Manager

1. FBFEE EC2 H{TERFEARINIEZERAK Amazon Machine Images (AMIs) , %0 Amazon Linux
=% Ubuntu, AWS Systems Manager {2 (SSM Agent) EFE LT EE AMI £,

2. BREHTEESBMEEMAKEESRZER VPC mEEFETELit (<Region> UE &1 5 X EL
£ AWS [E1T]) :
a. ec2messages.<Region>.amazonaws.com
b. ssm.<Region>.amazonaws.com

C. ssmmessages.<Region>.amazonaws.com

3. # AWS ZEH X AmazonSSMManagedInstanceCoreiEiE R EREHITEEAAREBN 1AM A,

MEFHMER , FSHEELE Session Manager (Systems Manager 3X#f).

FUE) TEREER
BB T /EPBEER (Systems Manager 3X4).

WKLD.07 fERBBE R S3 FEIrENEREH

RIEFEER , AWS CloudTrail HEENEBEEH, B, SUBMBREREFHFERNEN, ELEEEHT
ZHEEE Amazon Simple Storage Service RFEFE P EBIMHNBENREARE. ELE2SEHEHA
HEERRHEI N BRI AREENERFTRREAIFEEEE, FH CloudTrail e EAFHREBUR
REBBERERN S3 EETERNERNSEH , ARNEANEXREN,

WKLD.06 f#/ Systems Manager M3k SSH = RDP 16


https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-working-with-sessions-start.html#start-sys-console
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® Note
RHEREHFINENNER. MEFMEF , 528 AWS CloudTrail EE.

ROEEHIN ERSEH

1. & A AWS Management Console ¥ BBk CloudTrail 2 &
2. EEEEKT BB K AREBFEMER.
3. E—MFHEAY , BE "REL UEBETIRE. CEIEFERNER.

a. HEREHTF , RERE.
b. HREMNEKIR , FHEE S3.
c. HRFIEBRNARRKN S3 REIE , FREDMBE A

d. EENFEFETEEED  AEZEHENB4NRETE. ZUNELRE RIS E
REFR, EEVMERETRURSKESAEFITEBNER S, BRECKENSEH (Him
GetObject)., BASEH (flf PutObject) ERMH .

e. EEFEEINEMH,

WKLD.08 11% Amazon EBS ##%[E

B8 /N% Amazon Elastic Block Store (Amazon EBS) i E#ESE AWS IREHHNFERITA. IEH
HREEREAMNZHEEAERN SR A/ IRE (1OPS) MEE , HILENXER/N, ERA ML
DEHRERAZHMERERURE, WEFHENR , F2B L EHE Amazon EBS BN REER
(AWS ZBERNE )

N Amazon EBS B [E

FEEZER A %% (Amazon EC2 X ) o

WKLD.09 1022 Amazon RDS &R [E

Ed J|{IWKLD.08 N Amazon EBS #i#k[E , BXA Amazon Relational Database Service (Amazon
RDS) ERIEMNMNE., ENFBERETERERERRIT , EFEARNBHEEMER I0PS 2h&E , B
BNEER/N, MEFHMER , F2BE N Amazon RDS ERHIELE (Amazon RDS X4 ) .
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https://aws.amazon.com/cloudtrail/pricing/#Trails
https://console.aws.amazon.com/cloudtrail/
https://aws.amazon.com/blogs/compute/must-know-best-practices-for-amazon-ebs-encryption/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Overview
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0% RDS BRI EHITEE

I EREFTEE (Amazon RDS X4 ) o

WKLD.10 #& B EIRZPE ZIFE FHEK

RAZEEEEFRAREFINEIR , fl0 EC2 #TER. ERE. 75, RESHMERRE , B2
B VPC AAE FHlg. A EFHEBRNEBHARTREESEEMERRERFENRE , Rt EEEWE
B RE, REME FRKAER E’Jiﬁ’,?‘tﬁ BRIBF|EORENLAER ZE AWS NAT Gateway = EC2
HITERELE FHEEPHIT NAT B/ , ETRBbIEFE (WordNAT), MEMRRRAFMAEN
528 Amazon VPC (Amazon Word X# ) FHVERREZ S, VPC

BYNEERNFRERE , BHERTIER
=

- BUMETREE  FEABBEIRAA IPv4 itbit,

- BEYFE EC2 #1TE Eg i, FEAEBERLE IP, MRAHTEREBEREESHNTES
MR, BB ILERAE IP

nl‘.H.

5
at
._N

FER , SUNEERACBEPEEE RN TR,

WKLD.11 ff i 24 8548 R I8 7Y

ER RS RERZES EC2 #H1T{ERE. RDS BEREBENHMXEERNAE, RE2HETHERERHX
1%, TERMEMHERERSE , L—BHERAFEANSHRENRA, BRTER P it Mgk
BRRAZHN  Z2BREEXEAMRAREMRZEFARBNERNRENRA. fln , EREZS
AU EREAFRAEEARA ARFLZLHENRENRA,

FERR , ZEBAATFEBEERE , EFAFEARE., BUUBKREHRERA , BRI REHIE
EI’Jﬁf&%ﬁE'U«XFE%U@&umgj]fjunq:ﬁlumgo MRELZEBHEARIEELRAR , BTEAFREEHITEE
PELRE. MEFHMAER A F2REFEAZEFHERTERNRE (Amazon VPC X )

ETHEHF , HE={ER£BHE % & Application Load Balancer | EC2 #I{TEEHNARE ,
T{EREERE Amazon RDS for MySQL I,

E L

f"|||

REEHE BARA BEHhRA

Application Load Balancer % HRR . AFRBE I HR . AFFRBE AT
cap 20| HTTPS & BRE

WKLD.10 ZEfAE FRAK P HELEER 18


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

AWS R EE5| AWS BB R ERE

ZERA BEARA EHRA
F|AE - HTTPS B MERE
IR : Anywhere-IPv4 B : Anywhere-IPv4
(0.0.0.0/0) (0.0.0.0/0)

EC2 TEREZERA & - f5F Application Load iR . AFFRBEH S BT
Balancer B HTTP R& BERE
B|HE : HTTP B mMERE
IR : Application Load Bt : Anywhere-IPv4
Balancer Z£ &8 (0.0.0.0/0)

RDS ERlER£FH iR - AFFRE SQL #iTHERE \|ELHFAA

9 MyEC2 &
F|A . MySQL

FR - EC2 H1T RIS 2 £ 8+E

WKLD.12 5 VPC i B R1ZEL X B0 iR 7%

£ VPCs # , FEEFE AWS S HMAFRENERTERHEMREE (0.0.0.0/0) =B ERKH
NE P ik, A VPC imBREARE VPC BT AWS S EMRBEHNFAE IP AR , BRFEEFEH
AR RE, NAT £E, ERFAEHE (VPN) EHEH AWS Direct Connect iE 4R,

VPC in ¥ BMEEBR MR 28 , U — SR HRBNFE. flm , ETLSA Amazon
DynamoDB #% VPC im#BUR , MERFFIR B BREMF , dfHiE VPC RAEERNERRERE
1B, ERHEHACHAABRAM, S LURE S3 RAFFREE , MEAFRBEEE VPC inRAVE
R, EBFAEEMINSFE. VPC IRHtETUE—EL£FHERA , fl , REEFREERERS
EZREHEMEBEBIA EC2 FTMERR , fl1 Web BARXNRIBEE,

BETEEEN VPC ind, BLUER VPC NHIHHTFRASH R, F£HREIRETFH
DynamoDB, Amazon S3 R EN AN FEERS. FERHEZANRE—- AWSIRFNEFSF IS
WIEESH K YEEFHENIE, IREEESAERNEER , fl0RHEM VPCs, AT EBER
TEBEER S3 R ErE  BEFEANMERE AWS B, TERESELES/ N HEEEBERNE
GBERREER A MEMIKN0.0.0.0/03FB AWS NAT Gateway S EREIXE WERIER,

WKLD.12 8 VPC %275 RIS 19
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WEEM VPC ImHHFFHESN  FSRTIER

+ WIETE Amazon S3 HEEM N HimE < BRI FMAER , 52/8iEE Amazon S3 19 VPC im 2
EKHE (AWS IBEENE ),

« AWS ¥ fEFA /- E VPC 2 (Amazon Word X4 ) FHl ., VPC
8w 2 (Amazon VPC X# )

- Blan , BR&IFEUEE VPC 3 VPC inEHY S3 BB EER |, F2REHFEUSE VPC (Amazon
S3 X))o

- Blgn , BRFIBVERY DynamoDB imBEE , 552 B DynamoDB HimFBUER (Amazon VPC X )

WKLD.13 FTBANE Web iHEEHEE HTTPS

ER HTTPS REH Web InHRHBNNAIEE, A RHEABERTAREG D , WK EE
HRAFmZEBNAMARENBENE, HRLEHY  ERUTESHNES %IiﬁF%E’J%ﬁ%ﬂ%Jﬁo

&% AWS R AEBHNERIZEMHLNE Web imE , 4120 Amazon CloudFront AWS Elastic
Beanstalk, Amazon API Gateway Elastic Load Balancing #1 AWS Amplify. #NZE74E R8¢ =1E
FRBER HTTPS WiRHA , FBRTIRA :

+ Elastic Beanstalk (Elastic Beanstalk 3X#F)

+ CloudFront (CloudFront 324 )

« Application Load Balancer (AWS &L )
« Classic Load Balancer (AWS &1 )

« Amplify (Amplify 3Z#)

Amazon S3 LEEEM BRI A XE HTTPS, EEERELMFUEMN HTTPS |, B e LUEH
CloudFronte ~EE/\B1ZHUEIB CloudFront IRt ARHK S3 EFETHE,

£/ CloudFront A5E& £ Amazon S3 L HITFREAG IR IR (LIRS

1. {EH CloudFront B5E& 7 Amazon S3 ( H&EAF L ) EHBEREMIRERE. AWS

2. MRBEREHNE S3 RAFIFBHFI , EERKEEF HTTPS CloudFront(Word X ) 2
BIZER Word, CloudFront

MREEZELHFAE SIS REETRNER , FEARBENS S (Word X4 ) FEHI¥ Amazon S3
A AR FEL CloudFront
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https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://repost.aws/knowledge-center/elb-redirect-http-to-https-using-alb
https://repost.aws/knowledge-center/redirect-http-https-elb
https://docs.aws.amazon.com/amplify/latest/userguide/custom-domains.html
https://repost.aws/knowledge-center/cloudfront-serve-static-website
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
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WA, 4 HTTPS inBhi%E A FE B Transport Layer Security (TLS) B E M |
MRIFFEZHERBABEES. fla0 , ££HEAR Application Load Balancer HTTPS ##

HEfREM ELBSecurityPolicy-FS-1-2-Res-2020-10HKHBUER , M A2 FERMK
ELBSecurityPolicy-2016-08, ¥FTHWBKRELFTE TLS 1.2, EHXRFEMEIR N Web BIESEH
B RN B,

i

\

WEHE HTTPS N AWM A AL L BRNFEES , F2H .

« Classic Load Balancer B 78 % E 2 SSL Z < BUK (Elastic Load BalancingXX 4 )
- Application Load Balancer # % £ B3% (Elastic Load Balancing 3 #)
- B1RE5EE CloudFront (Word X4 ) 2B X EBEAHEFMZEE CloudFront

WKLD.14 & Bin M ER2EFFREZERE

BEHEERMHRE EC2HTERIBDRZIEERBNRE , TOERAEBERERL. EERBEERE
BHEAREEAZRERMBEENERZBARMENANZLE, EERBEITUEREIELNATE
R AERTEENRE., BEHMBZXERARBREAARA (BT E),

AWS TTIRENEIREREN R ZIE AWS WAF, CloudFront, Elastic Load Balancing, API

Gateway 1 Amplify Hosting. 28 F#88E P #1T Elastic Load Balancing & VPC AEB AR |,
EREME FBEREITH Web REERHVRE,

CloudFront, API Gateway H Amazon Route 53 Z B2 % 3 B 4 B o BNIEB IR (DDoS) K
BRRE I AWS WAF ATBARSLEEE 7 B E,

BRI ERERIEDEERBHAPET

. AFI AWS WAF(AWS 8135 )

« Amazon CloudFront (Word 324 ) AF9 CloudFront

« Elastic Load Balancing A P9 (Elastic Load Balancing X )
« AP| Gateway AF9 (APl Gateway X4 )

« Amplify Hosting AF9 (Amplify 3 #)

WKLD.15 EEARERZ2EF , WHEH CI/ICD BN EHETIHE

EREEEIERE (1aC) REERAFERSRSER (CI/CD) EE (HARNERBEARERXN
EEMRNEE) HENEANEXNBTPERAE AWS RBERNBLENER. 1aC RF , Fl0
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-policy-table.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html#describe-ssl-policies
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://aws.amazon.com/waf/getting-started/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/amplify/latest/userguide/getting-started.html
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AWS CloudFormation , X IAM &5 B ME R BE AWS WAF |, I X # Amazon GuardDuty
Amazon VPC & AWS Z 2 k7. HMEUELK mES laC EiR | SENEXRZERRENBHREE , A
%R CI/ICD BEHETIHE,

BRIZEER , FAEKEAR A IBRREEARABRABEXREARRTES , TEEBNENXR
BEENMEBEETERE - RERBRNZ £ RFER.

MEFMAFER 1aC PFMER AWS |, 52/ AWS Cloud Development Kit (AWS CDK) 34,

WKLD.15 {§ ] BiARBEL 24 22


https://docs.aws.amazon.com/cdk/v2/guide/home.html

AWS R EifE5| AWS FhB) s 4t EL e
BERE

ANHHNERME S

- BFERE  BEMRSREEM (EEFE

« Cole Calistra , BEf## A7 REERD

« Justin Plock , BEMIRS REEE

- Faisal Farooq , &R REHEE

« Michael Nguyen , EiRfF R REEEBEN

» Ritik Khatwani , ER#R 7 REEED

- HEGELRLENLEZARE ELH () CISO

BRI T IR REAIEENERNASR

» Robert Put
* Mike Sullivan
. #1ZH-Z= 1

23
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M A B 52 AT %

TRERTAEENEARE, MRCBRBRIRRERNVER , BALAFTRE RSS HE,

g DU B

Amazon S3 f#ZETREERE HMEH T ACCT.08 PrIE20F 2023 %5 A 18 H
FEFAE S3 RFIFBEE ,
AR BR 2023 £ 4 A 28 H2 &
B M Amazon S3 f1ZEr 8 E
HEMAREARERRE.

IAM Z2HEEK BIME#HT7TAXEmE , LEE 20232 A1 H
#1 AWS Identity and Access
Management (IAM) =B
REE—H. WEFHER , B
28 IAM XHFHNLZERES
o

IAM & FME WKLD.01 # IAM & 2022 F 9 A 22 H
AREBEEREFF I ERPIRM
AWS FR#& RV RREINESR

BIRBER BMEHTEXEBNER 20225 A 10 H
LA R BFR AR 22 0 (CIS)
B &S,

R H iR — 20224 A 13 H

24


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/aws-startup-security-baseline.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/wkld-01.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/wkld-01.html

AWS #R &85 5| AWS BB R ERE

AWS R gitE 5T R

AR 2 AWS Prescriptive Guidance Frig iRk, ERMEXNNERME. EEERER , FEAFAE
RARAEWREZREEEL,

¥
7R

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :

- ER/EFNEE - RO ANAERREIRERBBERAENMISRELERE , UESHBEME. JeefT
EREMt. EBESKBHEELRKNERE, 4 . SRIBEE Oracle EREEBE Amazon
Aurora PostgreSQL &R

- PHER (BHEYE) - $ERAEABEER , Y5l A —EERENENURAERIbEE, 4
IR SIS E Oracle EREERE M Oracle B9 Amazon Relational Database Service
(Amazon RDS) AWS E i,

- ENBE (REBBE) - VURETANER , BERERRHERLE SaaS #E, 66l : FENE
FEARERE (CRM) RAEBEEZE Salesforce.com,

- FHER (BEEE) - SEAEABEEZR , MTAETENESELURNAERINEE, &5 : A&RE
B2 Oracle ERIEERZE HH EC2 #{TEEE LAY Oracle AWS Eif,

- EHE (ERMFEGARSIRNER) - SERREREER  BEFREENER. EEEARE
XNHERRERE, BULUERARBREANHBEFLFEBREMRATFENERERSE. &£l BB
Microsoft Hyper-V FEFAFZ AWS,

- RE (EFRR) - SEARARBERRRED, HYRoETEEZERNERAESX , BR
FERBZTHEILEEINR , URECRERENEREAER , RARBEXRBEARETERS,

- K- BREAIBRRFREFTEFENERAER.

A

ABAC

ESHE R,




AWS #R &85 5| AWS BB R ERE

Rk

RS XERK.

ACID

ABRET. —3iE. B MAM.
FB-THAER

—BEREBRLE , AFRENERENEAKES (EZBEALNERITEAREERARE) ,
EmEENESHEERHEEERBEERARIANRS, hFEXENE, ZRHANES
MAFE—RMEYHR, CERE , BRELITHRHEBRESHTH,

—BEREBRLE , AFRENERENERERS  BRARFENERERBEREBAEN
MR , ANEENEREERENE, ERENEEEBBATERIEMNRS.

E—#ERY LEER SQL HE , S EHENE -—BOE., REREMNEHEIE SUMH MAX.

Al
w2EAIEE,
AlOps
w2BEAIEERE
E&1t
EEREFKAMBRBEAEANEF. EZLEIRREBEB|ABL,. EZERTEHEAEABEAER
RER

REARESMBAENERER , EERAREARNE., BEYIHURTNERLT R,
FERER 12

—BZENE , EAHEARENERER  UiHBIRERREZIBZEHRRES,
FEREXES

RREBEANSEEAEXNFEEANES  SFREENEERRAE IR AREHEEE.
BEARERESRRNSMEFNERE , FBRBRIEER. RALCNELHEAEXNLI ER
B EIEFF.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html

AWS #R &85 5| AWS BB R ERE

AIEE (A

ERNERE , IR EREERMRATES EAFHEBENEAGE , SINEE, FREENE
BIER, ME/HMES  F2RAERATIER?

AT EE21E (AlOps)

ERAMRBIRMARRERE, BOBREEHNAITRAAKRSRBRENERF, NFNFE
BB R MM AWS AlOps WFHER , F2H RIEESER.

EHBNE
—EMEEEL , CEA—HER . —ERARNEN AR —EARBENIAE SR, &l
HANEELHR K RATTAREE  BHLEEBFIEZISERS,

R+, —3%. BEtE. A% (ACID)
—EEREY  FEEHRER, ERMEIHMUAENERT , teeRRERNENER B RN
BRIEATEM,

B R FEUES (ABAC)
BRIFEFERAEBMY (G, THEBENEKER) BUBHINER., UFEFHER
AWS Identity and Access Management (ABAC) X4 H # Word for AWS, 1AM

R MEERIRIR

3
¢
&n

BEREERFERNVLE , FRARAENEFARR, EUUSERCEBRERRRERE H M
UE , MREHBERER , SIHERL. BITRBEERILER,

oA EE

REHEM A A RSP HEE AWS EE BRIV AEME , YHHEERSPHNEMCTHRSARAER
A B 2E S 8 B AR o

AWS EinERFAZEE (AWS CAF)

MBS S NREEREE AWS | AiHBEBHESKEBERNGTE , UEER =Rk,
AWS CAF #$15 5| ZEBRANEERMER : K. A&, BE., ¥a. Z2NRE, X, ASNER
ERRMZEENFEREENER ; ¥4, ReNEEEREZENRNRENERF. Sl , ASEBME
SHHREEBEANER (HR), ABERIIEMASEENFNERRA, Bk, AWS CAF REASRH
%, JIRANBEAES , HBEABERE AN RAS R, MEFMEN , F2HE AWS CAF U5
AWS CAF HERE.



https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS REiEE| AWS BB RSt E%E
AWS TEEHEKLERE (AWS WQF)
AEENEERTHEE, ERERERIYRETHELENTE, AWS WQF R AWS

Schema Conversion Tool (AWS SCT), EE7 MERNEZBRANEXNBYH. EAEXER
B, MEEMENMEEESY |, WIRHTERE

B
IRERRIMER A
EEPENEESEASABAIEES A
BCP
H2REREEMRE,
TARE
BERTANKE—EBHNRE , UR—BREEZRNEE, & LB Amazon Detective fEA1TAE
RRBELXBNBAER. TN API RIUMNECNEE, WFFMER  F2REAXHFHT
AEPHNER,
RimFRE
BEARERSERNUTENRE. ZHF2HE K.
—#EHDE
J_‘ HERNIBE METENERZ—), fltn, ML EERTREEEFERFED "HETEHR
=NREAH?  SHAE R "EREEERRE?
Bloom ﬁfﬁﬁﬁﬁl
—EHENE, EREESMNENEE  ARAETEZREAENRE,
E/xIE

—RENERE , EULUEEPEYMEREEMARNRE, SUNE—ERE (E&) $HTH
BIRVBRARENMRA , ¥ ES —EIRE (K2 ) FHTHHNEARERNRAS. LRETHEBEELE
R/ORER T REE R,

ez A
BEBEBERNTESLEBELERAR TN EDINEREAREN. FERSARBATAER,

Pl ERR AR E A E MR R SIM Web BRBEN, FEHMMBA  BATRBBEA , BEH
B 5% E B A SRR



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS #R &85 5| AWS BB R ERE

Yo iy

RIZEUERIABE-SRHEANEFARRE  BAMSARAEIHESAERE Y. BREER
RRASRARESENSES AR,

i3
EABRTELSNEDS. REETRINE—EIXREIEIR. BUUARREIXELHS
X, REEHM D XPRBNETEERR. CRVARBINENS XBEEBATREI X, B%

B R MAIIRER , TR IREHEEED X, NEREFMER  F2HEND X (GitHub X
).

TP

ERBHRERLT , URBEBRENER  FAENSEEFEEEFIAWS IRF ¢ EEENIRES
E. MESHMMET , 5528 Well-Architected IERH Y AWS EEEHRFIEE,

PR i SR A&

REPHIRAERFE. YRERERARL KGR | 7JLURER B B0 R B/ 2 e A BR I RERF
g, IREERRAREMRE , TSRS R Miki Kug.

R EIREL
REREEDNENNLERESR,
E3) 8

EBRNARNEEE (Pl , HE. EFRBIER), BRI UTEDHRBRBMEAIRK, NF
AHAEHS  F2RE AWS EHTASCHRE A K ENER RN ETEEDD

KB EEMSE (BCP)

—ERREEMES (WAREER) HEENBEX BYEXBEARERELENE,

C

CAF

b

BB RAWS EiRKAREE,
Canary &

RABRREREREEEENRE, BEREEOE , BT A MRA LT 2 B B TR,



https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS R giiE sl AWS BB R ERE

CCoE

52 Cloud Center of Excellences

CDC

EZ2REFEREE.

£ F SR (CDC)
EBHEERRR (FIMERERE) WEFEWEKEREFNHEERNER, BT LR CDC #
TEERE , fINERRESEERRFNESE | LIERSL,

BBELLRE

WMESIAMBER IR MESH , LUAERFEREME. SR LAER AWS Fault Injection Service (AWS
FIS) $TER , LI AWS THEEH AT HHERE,

Cl/ICD
F2REBEESNEERN.
2%

EORELFEANS BEF. AR EBEN ML EETEIHEE, HREKEHERETE, 6l
o, BETRFEEFEEBIREERE,

A B imhn##

£ B AWS RIS mIRER <8l , EARNEZEEHR.
Cloud Center of Excellence (CCoE)

—EZENEE  THBEAEEBNERRAIE  SEHRERFEEEYK. FHER. FEE
BEERURASEABETAREER, MFFMEF  F2H AWS Eii BERMEEES LN
CCoE X &,

EImEH

i

BEANERERREN oT REEENERREN. EnEREEFEEIEEESERII.
RimiRFEEE

EITHEES K AREE. RANKEL-—RZSEERRRVRERE, NFFEER , F2

{ﬁH’J = Jﬁ'ﬁ EE*EFUO

%
[



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS #R &85 5| AWS BB R ERE

RAZHKR

HRETERE KERSEENLERR AWS EiF :

- ER -7 -EHEIRMEENERIETHRSRENEE AR

- Eif - ETERREUBERENERRKA (W, BUEEES, EH CCoE, BMEFREH )
- B% - BRERIEREX

- B - BUERNRSE , WESRP A

IS LEPE ER A Stephen Orban TE P& SLE The Journey Toward Cloud-First #1135 B SBEE LB
KARBPER, AWS Ein MEFETHMOME AWS ERREHMNEN , FSREEBRERERE

.
CMDB

ESBAREEENE,
EABREE

BEBRARHEFREEREMNREEXNBNEMEE Bl H, #HANESH) HuE. BRH
Einf#FE ¥ GitHub = Bitbucket Cloud. BERANERNFTHBER DT . EHEBERT , &
Bt FEERERANEEIEE, E— CI/CD BB ERAZEREFE.

7 REX
—EEEFRE , TRZEN., RKEXHN , RETSBRIATHEHENER, ESXENE , HAEHE
HITREBXAAREIEERIBREFRN , SHEEERIGEREE,

mER
ROGMEEEABRTERNER ., EHEEERE K BETEZEEH. SHERBERERK
BERBENRFEEDIER , T ARERA,

BEHE (CV)
FERAMEEFRBURGNE A ERBIER 2 M ANEEERAN Al ¥, 0, AWS Panorama
RBHE CVHEBERDBLBESHBERANEE |, M Amazon SageMaker Bl CV BRI EE
o

R
HRIEES 6 AESRERMREEE, EURESEHTEFESEETER , MABERIENE

=



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS #R &85 5| AWS BB R ERE

EREEEERE (CMDB)

RENEEARERNERE TRENEANREFE  AReEEEBNEBTHAREER, KEES
HEBNEMBESRRN S MEREMARE CMDB HEH,

—HMEHS

B LR SR AWS Config RAIFEEBMERS , LBFTaRNZeMmE. LTUERA YAML £
K, B—BMEEHBES AWSIRF M BE A REABNE B, Zlﬂaa.#%ﬂiﬁnﬂ F2E AWS
Config XHHE —HMHEEH,

FERANFERM (CI/ICD)

BEELERBRTEFHRR. BE. AR, EENEERERMNER. CI/CDis commonly described
as a pipeline. CI/CD AJt#B R B ELEF. RELEED. XEEXBRE , URERRF. NFFH
HEF  F2RFEITNER. CD HAIRREENE. URFHEN K F2RSEXNEEE
HBE.

A2RERAR.

O

wREER

BEPBLNER IR FHPHER,
BRIBEEMNBBURBINN S EREERNNERF. CRMERARLZLRAREERKENEFRER
B, RACLUGMEEEEENERRENREEE, ER2ER AWS Well-Architected
Framework &£ XN T, WEFHEF K BF2ERERSE,

BB m Bt
SEEREARIE VML EENER cBEEZENEL  WMAEREREEEZNE. ERRE
BOLARRE ML BEFERANEERE, ERMENLFEHE,

B@mhNER
HENERTEBBHNES , fINERREREBE,
RRERRE BRI, 2EANEREEE Y EEETXEENLE,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS #R &85 5| AWS BB R ERE

ER&/ML

ERENEEBRLEERNNERER, £ PEFENZRIML AWS Eii AR ERBLERRE, KA
70 A7 2 B o

ErEe
AWS RFEFI— BT RS, THEBRRIABZEENS ST RREANNERFIZEE
MER. MEFEEA , F2RE LEEEREEZ AWS,

ERFESTRE

ARG ERERE ML RREAERINTNEN, AEEENTREKEBRELMNG , WERE
R, T—BHEENE,

BERRIR

HEEELmBHPERERNRRARRMNELRENERF , fINERNEE, SANRETR.
BEREe

EERENEEERIEA,
BRI

XEAREINERNEERR , flo. ERAREFESABELEN  BEAREAINS

#o
EREERE

AREBYSBREREFERRNY G 2 EBNREXH TR,
EREREES (DML)

il

(DDL)

RAAMER (mA, EHMMER) EREFEANREH BT
DDL

AOHREREERFES.
REERE

BESERESBFEIETER, TTUEARERRRESEERNARREF RPN RHEE
38

RESRE
—EMREE THEE , EERAZSEATHERERRENREBN G AEREE RSB ENYER
%o



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS #R &85 5| AWS BB R ERE

defense-in-depth

ER—EEAREFL , HP—RINZ e MEINEHESEREERAERPBLIE , IR
ERERANEDENAIEZENE, TEENTAY, BE8E LERALRER AWS |, A LE AWS
Organizations #E#E M T [EE#H 18 @R HE , UGB REZEEIR. Hli0 |, a defense-in-depth J57& 7]
EERESEZRRTE. BEIZFME,

ERHNEES

£ # AWS Organizations , &R AT SAGE AWS BRERF , AEBABNIRF I EEH
RN, WIRFBAZBBNEREES, NEFHEFANEBBRRBEE , FSH AWS
Organizations XY AT EL AWS OrganizationsiEEHY BR %o

ERE
EEEREPREEARN. FHREIABRXBEENEF, BESREEABETEEEE K A&
EERARAREPEENATAENRE,

FEIRE

ABRRE.

ERI R

—Ezeis , ARESHRERER, RHENRE, SLERFRETENHR , RELIZRBHR
BREBMHEFHNESEMH, NFFHRER , F2RE AWSLEFRZ2RHFAYER 1S,
FAE{E R RS (DVSM)

RRERREEHEELIRFNESF  ELRISHERFABRLEGBYRTNEENREELETRZ
&, DVSM ZER T RIARELEEERRGINEERRRAEF, CEIRNEBRERZREFEL
NBBEEMENSRINER.
Bluo &
EBHARMNERSS , AINEE, ITK, IXREIEER. BUSIIERUMHE,. Ein
ERMEEREL,
EERGEREAS  BINENRTESEREEERNRPELERNEREE, HEERXRBMRE
FRNFRUIEBHT  HTAENFEL, SEBMEREAREARE. FENERERR,
KE
EETHEEFIRREETERBVETRAXBEENSEN. ELEHTRREAKE, RITK
ERARBENGER , fINSAEREAERNEZZHRRE,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS R giiE sl AWS BB R ERE

KEER (DR)

FRARELHENNEHEEBNERNEARESENRENER., NEFHEEN , 528 AWS
Well-Architected Framework Ffy F T/ES AL EHERE AWS | ElmFHER,

DML

ASRERNEREES.
R BHY R

—EHBEMERRENSE , ceESETtESE4RENTE RN ESIZROER
BZ+HE8, Eric Evans £ HEE Domain-Driven Design: Tackling Complexity in the Heart of
Software (Boston: Addison-Wesley Professional, 2003) RN B TIE—#Bl.=. MEARBEM{THEE
strangler fig B EAMBBEEBRFTNVENR , FSEEHA BT Amazon ASP Gateway EH R AL
E R Microsoft ASMX.NET (API) Web BB

DR
ZBEAE

BREEERENRE. flw , BELUEER AWS CloudFormation RIEBIRFEE RN REE , t
AT LAfE A AWS Control Tower R\ AgE 2 EREERERUNEEEFHPHEE, hitps:/
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.ntml

DVSM

2 ERF B E SRR ST .

E

EDA

A2RRREER D

i
\

ED

s
B

BETFERRR,

R loT R EGERRKEEFR NN, BRERESML , BHER A LUR A BEA LB I 48
ﬁ@@ﬂ%‘%ﬂo



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html

AWS #R &85 5| AWS BB R ERE

EFERXE (EDI)

Bl BNEEXFEBRIR. WEFEEA  F2RMTEEETENS,
oz

X FENBRATALBNNEERER,

yilI e
HMEREEAEENERUTNNEFH, SWMRETEREMAE , SESKRNRTHEN TR
E.I]E_EI‘JO

U Fr
Ui EEMEREBTNRFIEF. KEFRMELREFESERULE, MFRITETRER
RBMLTTE

Uk

= 2B RS im0 o

i B AR A%
BN EERMEE R (VPC) PitENREMERAELANRE. BUUER B kMRS
AWS PrivateLink A% 5F A #% F H At AWS #RF = AWS Identity and Access Management (IAM) 3

BB, BURFREWALEBEVYNE VPC iHE , A TERELNHHRE. WEFMEHR , B
28 Amazon Virtual Private Cloud (Amazon VPC) 3 # H #9722 37 i B R 7%

EERRE (ERP)

AEBLNERCXEARERRE (HWEFT. MES NEREE ) HERRK

(EEpks
FAS—ENZSREEENBSHETMENER. WEFHEF , F2E AWS Key
Management Service (AWS KMS) X #H {5 £ 1%,

8

BOTHERARANIATER. ATREREFFERNREERE

- RBRE -ITHPRARANTER  REAEHERAEXNROERS EER, RBRER
RARAESE A ARXBERABREEAIVESHRE. LEENREFRBAAERER

- RENRE - BARANERRRE  SIARNERENIENFARRE.



https://aws.amazon.com/what-is/electronic-data-interchange/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS &5 5| AWS BB 24 e %
« AERE - BREAETUFINHMTHFEARANIATER, £ CI/ICD BEEF , LERERR
®—(EHERR,
- RENRE - RORBREBRLNNERETFIRNMERE. EAREFLEERE, £ENRKR
BERARERAEEZIEIENTRE.

x|

epic

HEERED  FYRNERTHELHE THEEEIEFNREER. epic RHERNBFEBENSE
MR, Hla, AWS CAF Z2RBHASESINEFMER, ARG, ERRERZE. ERREN
E4EE, WEBE AWS EBERBPH Epic WFMEN , F2EFEEFER,

ERP

A2RERERERE,

WRRMEER D4 (EDA)
THEREUTHEFERENBRE, QREIRBER K RARATASRAEUSKEN, RHE
FIWMEMRR. EDA BEBHERERTERMELERRBILRITT,

F

EREBELFHTFRERN R, CEFREREBRRENERLER, KNS K SEERRTEWE
FHENENN  @S2ENEN  URESHEERRNBRIZNERR.

TRIE R

ERAEEAEEARREERREMBHNT R, SERBREAENERETD.

HIERRRE SR
R AWS Eiy , 257, fINAAESE AWS B, ZHFERERTE , ELERASREEEN
T8 WHEBRRETEEHNEN, MEFMEF  F2EAWS HEREETIR,

WRED X

RRETHEANBAER, flU , ERERET , FHRTREEMNRREEERBERNRK,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html

AWS R E 5| AWS BB Z e %
hEEEE
BEENERANTEIEZSEE, EEFXRTRABESE , EBSERMEITE , 10 Shapley E10
fRfE (SHAP) MBS HE., MEHMEN K FSRUESETERMHEM  AWS,
SEER
Bt MLEFNER K SREEAEMRFREEER, BARE, IRE—ERHMLBEIRSEER, E
AE ML EERRERN DI, Flin , RN T12021-05-27 00:15:37, BEZEI9S A 2021, . TH
BA.. TiBO, M "5, |, ARG EEEE L2 HFEREER T4 HBEEHAMAMER,
HTRT
FEFER LLM BTEUEB2E , REL B REEKRNEHEHNE. LENTEARANEBENWE
A, EhERSRARTERRPWES (RE) F2E, $NEERFERARE, HEREEAEN
7£3% , YEFRERTRIEEEN. BRSESHIURT.
FGAC

SRR EFEES,
el fFEEH] (FGAC)

158 A 2 Bl A SR R B BB R EGEE Ko

SRAIB ¥
—BEREBRL L, ERSFENENEREAERER  UETRERERERNERER , M
TREMADHEET L. BEERSEREERERE.

FM

w2RERER,
EfRRE (FM)

ABMRESEHEMEE | CHYRBARETENOAREREETIR, FMs SANTEE—R
5%, FIMTHES. BEXTANRG  URNEAZSETRH. NEHEET  BSEIER
ERER,

G
£ Al

RBAEBERIERN A REFE  IEAFENNFRRELFHAZNRGA , flINP&K. £H.
NFEMER. MEFMER  FSRMTERERK Al



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS #R &85 5| AWS BB R ERE

b 32 85

S IERE,
IR PR H (HbER E8H)

1£ Amazon CloudFront Ff | tEIE RS ILSEBIR/ENFEHAEETNMAR D2, EuLIERA AT
FERHEFEREERENZLNERME, MEFMEN , F28 Word XHFHBRE REH
IR, CloudFront

Gitflow T/EFHTE

ER—ERZ, EPBENRESREEREBREEFEATE DX, Gitflow THEREREKE
MR, MAF#EAERN THERERRANEES .

TBK

RO EENRE , AFIEXRRAREFRATERNER, Sl , #RES , EERETAR
EZERE-MENRE  YEBRRESKERERFENEE. TRRENEED,

ok it SR B

MRETFRZEBERRE. BHRMRBRAEMRBE | AILREMAFRN , MASRHIER
RERREHEERYE 0BRGN, IREEREAFERRE , AUREESHRIE Mk K&,

B R

SRR, TR EREEMBEN (OUs) WEIR, BERMERM. B MHHEESIERFIHITH
R, URAFEEHREE, HEEHFXNREARBIZEFIBERA IAM FFal LR, 2RI =4 &I 7T
BERABRKERMESREE , WELIRBUFEEE, ©RBEBMER AWS Config, AWS Security
Hub, Amazon GuardDuty, AWS Trusted Advisor, Amazon Inspector f1HF] AWS Lambda &
REE,

HA
ESHE A,
BREENEEBREFEATEAERNESIZNEEERE (Hla0 , Oracle £ Amazon Aurora), EEE

BEERENRBIEN -0  MERGEEHLTERE - REREH. AWS EHEPREBE
RE#R AWS SCT,



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS #R &85 5| AWS BB R ERE

B A% (HA)

THREHEETREBRKBBFEEENED , BEN A, HARRRFTREBRERE., AR
HERENE , AREETENEENKE , BHREHIZER D
RSB AL

—EBRARBRICFABIRESN (OT) RENEZE , UEFHREREXNER, BLERNR—&
ERE , AREIBNFRRRKEMNEZERE .
TRARINEUGEEEREANERENRBENERLHK. CELERN -5, BUUFERAREE
#, FEB L BE B TR B R B B R R AR B K EE,
BREERNEEZEEZHLAMERPERESIZHEZEERE (40 Microsoft SQL Server £ Amazon
RDS for SQL Server), EEBEERTMBRNFLEERTEN -0, BAUERAREERE
SRR RBEEEHRIR,

THER
REGIMNESR  AINFERSHRENEZFER, HENBEZESNEREEDER , TR
HREEH R,

BHER

B ELEERRETHEREE, HREREM  EEEXBEEHEMN DevOps BITTERREZ
AE,

BAREE A

EYI#ER  EREREESREENELZERNEAENUERAMEMAREENRR, 8% , EENE
ER 14X, aBEREFZHEERE K ERERERSKEREANEEERGEEREERRK,

laC

RERRERSELR,
B o BEBR

BEEE-WZE IAM TRNBE , TERHE AWS Eif REHNFF,

40



AWS #R &85 5| AWS BB R ERE

BERAREN

7 90 RAKF1 CPU MEREARNRN 5% T 20% <EHWEARENX, £BBERY , BFEHE
AELERARNISEREEAIIE.

lloT

2R IEYBE.
T ENERER

ALEETHFEHNENERREHEE  MAREN. BHANBSRREERRE, EUSERER
MEMELL , PR ERREAE EEF—B, URAAEA. NFFMAER  F2HE AWS Well-

Architected Framework # By i R Al S E B R e S BRIEEK,
BEA (#WA) VPC

£AWS ZIRFEEF | 3, RENKHREBEARIAIB B ERN VPC, AWS Security
Reference Architecture BB FEREA., EHMBE VPCs SRELRMMBRIRSE |, LREBEEAERHE
EEZHABRMEE cENERNHE.

HEER

—RENIRRE BN EEDREREX SN BT B L MARATE -, TR, Flw,
BRI TRA - EHRENEAEBENRR. BEAMAREEREREF 2R , EUNERSBEH
HttRBRERE , ERATUEREZEEEXNRM. WREATREEAR BB R,

T 40

H Klaus Schwab A 2016 F# HAMEE |, 5B BEEsE D, AFER. BFL. 2R A/ML B
LS RBRICEIEREF

@

FEREARETIENFTEERMNEE,

HRsmEfZNH5 (1aC)
BB — ARG ENEEEAERNERRENEF, |aC EEGMEETESBEERNE | Z
EERLREERE  UMEFIRETEE, IFHE—F,

T EYEH (11oT)

EREX, R, RE., BREAR. £oNBENREXEEXAEERERAERERNBAZFNE
B, MEFMHES K FSREETEYBHE (oT) BT ERKEE,



https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html

AWS #R &85 5| AWS BB R ERE

BEVPC

£ AWS ZIREREF | £ X VPC AIEE VPCs ( EHEHTEH - AWS E1F), FHEERAEHE
RIPEREMEE 2 BB FRERE, AWS Security Reference Architecture BEZFEREA, EHM
BE VPCs FRELM Network 1RF , UIREEARXNEEREZNABER 2BNEQNHE,

YIEHE (1oT)

EAARABARNEERNEETRYRAER  HEBRRAEIALEAMBREARENR
ETER. MBEFHEER , FBRMTER 0T?

AR

MRS EEAN — @SR, #HE T AERAEFEENFRNMRBERERANEE, NFFEE

#, FFSEH AWS WHREBRB A REMN.

loT

AR,
IT EARKRE (ITIL)

— AR IT REEFEELREEXEEFRRE—BNREER. ITIL 24 ITSM WER,

IT BRISSE (ITSM)
BB ERET. B, BEEMNXE T REBEBANES, MEESEIREERE ITSM TENHEREE
A, BB REESIER

ITIL

BESE T ETE,
ITSM

s

w2 T RBEE,

L
BRREFERS (LBAC)

saHFEUES (MAC) WERF , EhEEACRAENENELASHERRERZEERE, FAERLE
BREENLZLEBCBANXEREEMAETUATIWEER SN ERHE,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS R giiE sl AWS BB R ERE

BEE

ZEESEFEEEFNZIRE AWSIRIEE | AiERERS, ER—EEE , fNESTUKLES
MRERBAFBLEEREEAES  UHEZLNERRERETREL. NEEREEESH
B  FoRBRELRLHUERENSIRE AWS RIE,

REFESEE (LLM)

AEIERABERMNRESRE Al EE, LLM AT EEHR , fINEE[E, KBS, X
FHEAHMES  URTERAT. UFFMER , F2HRMTER LLMs,

REER

B 300 #HE Z [ RR.
LBAC

ESHERRERRE,
BIERE

BFHTEBMECKEFTNREREER., NFEFHFHEER , F28 AM XHHPHERASEER
FEENE

FE2E 7 Rso
AN X5

HARERESRNLTENRG. SHESERY,
LLM

M

HEBREE (ML)

—EEAEREENRITETEXBINBENATER., BRBFFETONALRTHESR (F
WYIEEARE (10T) BXR) EE | URBEXELERITRE, WFFMER , F2RAURES,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS #R &85 5|

AWS BBIR S B
BEHX

EEERERZLIRLENTRE. ESRBTREPHERRK. REBREFANBERERE

MEFH, SRRBNEGaEEE. B8, $RUE. BEFAAEEX. BRUBMBREIKRSR,
%R

AWS F#s AT AWS REEREERE, FERREMNFE , M B2 7Bl R R 17 o B EE
#t. Amazon Simple Storage Service (Amazon S3) A Amazon DynamoDB 2 2 ERIEHI &6, E
£ A H R,

FLEH 1T RHE (MES)

ARG, B2
MAP

. B NRHEEEFNRERE , ISRYHMEBRS TR AM,

B

BUTE HEBTEHR K AEREERVETABRNZERR, 2T EERBANES S
NIER, MEFHMER , 552 AWS Well-Architected Framework H i 22 [ 1 4
RERF

BRT B HBHNEEIIRS AWS IRF 2\ \BFFE AWS Organizations, —fEIESE —X Reg2 —@E#H
BH KRB,

MES

S RREIT R,
AT HER S8 (MQTT)

f_ﬂ'

BIRE/FT BIR XA EE R machine-to-machine (M2M) B E , BARERZ RN loT £E,
AR

PNENBYRY  BBERPEN APIs E#TEF , BFm/NE, BUNBEBES, flW, Rk
MRS HEEXKE D (FIMBERITH) HFRE (HINBE, REHD ) WHRE. B

44


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS 553 AWS BB R E %
BNEXRSEREE, BHRE, BRHE,. TERCANEXRNERD. NFFHEEF , F2
BISEF  AWS fAfREF IR B S AR .

MARF SRR
—EERABITAREERAEANG X  EETHEUANBRBEANITESEEAERNER. &
EHREEEREERE APIs ZBERARNAEETES. LRBDOESEMRBEER T LOET
Ei, HENRE  UREERAERXEESRNER. NFHEET , F2RE LEFHRE
AWS,

BB IEETE (MAP)

REFEHE, JIRNER , BHESRRANEEERUBREE R , WiHBIKHEEBNIS
AR AWS 5T 8. MAP B2 RFLAXBITEREBNEBR X , LR —BTAELMINER
REBRINIE,

RBEER
A2 EARNEASKEABEERNESF  E8EKRRT , SEUERNEEBBESERARE

Ho EREAEEHERBINFEEBNCRAIIREFER. TENRENEBRIR , UE
BEBCNHEINELTERIENER, ER AWS BB RIS =R,

B T

EBEEBL. BENTEEHCIFRHERNERERR, ERTHRERERSRBRE. XB
WETNBERE., BRIEM. AERAS , IRKRSEER TIEN DevOps EEXAE, 20% £ 50% 2
BHNEEEARXESESTEB IR ZBLNEERN, NFHFMER , F2RALAREF
MEBITRONNRMERER THIERM.

ERPEER

FRTHEBAMENERAEXNARSFNET. SEERRARFTE-—ETEANERPREER, &
BHEENNEMNSFEERTEE. T2HEN AWS IRF,

EBBER
AEEMNERTK  FHERBRER, EBENHURFERANEBERARNIRKE, &6 : £
A AWS Application Migration Service EFtEEB# ZE Amazon EC2,

BB EMBEFTME (MPA)

RETE EUHRFPEEFLUERE NEA AWS B, MPA REFMANERBSTME (AR
B/, EE. TCO L&, BBRADH ) UREBRE (ERAERNERIMANERUE,
FERRRXSE. EBEXIEFNKES ), MPATE (ZEEZ A ) A#AAE AWS EREM APN &
EBMHBERREER,

M 45


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://mpa.accelerate.amazonaws.com/

AWS R giiE sl AWS BB R ERE

BB R EMRERTE (MRA)

£/ AWS CAF BUSHEBEmZRREAR R, BBIERE , UREM TR 8 LUHBRE R Z5E
MEF. WERFREF  F2REBEREEEM. MRA RAWS EB X E —HER,

B R

AR IHEERBRE NHE AWS Bif, MEHEFMER  F2RAFARKFH 7 ERsHE , I
F2RSEBBELUINEREER,

HER2E (ML)

A2RHEEE,
BAL

HBRN (BRIE—) BARARAEEREARBRARRTEE, EREMHASETRANRE ,
B ERAR, RERRERZSFALH. NEFMAER  F28 ANERAEXREALEKE AWS E
it o

AR L EREEFE

BRI A B EEBEAREXN R EREE ; BB, ERNMAMKYE  XREEBEN
EZARELXEELRARIHNRRRE. FTENFERUEERREBNER. FARPARLE
FRFREERMNERENRRE, UARBREBRANZEZTHE, NFFMENR , F28 71
A RAEANRALER AWS BREE.

E-EAESX (E-)

BREEFREESNEFERAE-—REJTHEAER, E-RARXALEREY, nR—EEAERX
DREBRIF/RME  AXFARRERAEARE, EEAREERE  MENNEE-RAEXNYEE®H
SREENEMH. EEMRELHE  JUERAMRBRE. UEFAES K F2HRALE—EXD
R B AR S

MPA

ASHEREmE ST,
MQTT

—EREBRELSERFERNBE (FRAMELLNERZ ). fl , BEREFEH TS0~
"hWERRER., REEREHE?. 1E 'EEFFUBEERERN&RBER ?

M 46


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS R giiE sl AWS BB R ERE

LIf 23054

BEFNEREEIFESRREERRENER, ATIRS -3, TEMEMATERME , AWS Well-
Architected Framework &R~ i SN ER R EIEAREEK,

O

OAC

A2 ERFRRS,
OAl

EZREREINE D,
OCM

ASREREEEE,
REREBR

—RBEBLE , TEEBBETMRIRIFES, W ESRERFHKR , B% AR/ NEEER
BTHERH,

Ol

REREEES.
OLA

RS RREERTGE.

iR EER
—RBEBLE , BRMRITRRETFAREERIBEERR. EEETFEINEAREXNTEE
BHBREEF, WZSREEREFHER , BERRARBRERNEETHFRE,

OPC-UA

ESRBERBIERFIEA - Unified Architecture,
B AE FIBFA - Unified Architecture (OPC-UA)

T ¥ B &t A machine-to-machine (M2M) BAHE. OPC-UA IRILEFERME, 55 RFBH
RESRNEBMHEE,




AWS #R &85 5| AWS BB R ERE

BRIERBREZE (OLA)

BIEA BRLEThEE M I T BHAEAGE R TR LNHE | U ERBEBRIFE (SLA).

BERERE®RE (ORR)
HERERREERNREEE , THETH, FM4, BB EM4N T MNERE, nFE
SHMMER |, 5528 AWS Well-Architected Framework FHY R /ERL4& FE# (ORR),

BRAERI (OT)
FHRERRERATEEE RENERRENTFENERREIFK, EREHR , BE OT MERAKN
(IT) REFR Industry 4.0 SR EBREY,

BREES (O
EERPEBRERARCNER K HPSEEREESRE. 88LNES, NEFHEA
EEESIEE,

s
¢
&n
£

B E3 AWS CloudTrail WiBHt &5 8% AWS RS BB FTE =4 AWS Organizations, £
BRIBBOESME AWS IRF RV ILER , cERMESERSFPHEE, NFEFHHEENR , F2E
CloudTrail XY B EE LB M,

BB EERE (OCM)
RARRAR, WENBEENEEEERER, BEMEREENEE. OCM EBNESERA, &
REAEE  URESXNARSEE  HEESERNBREFRENKE. £ AWS BBXRE
F, ARBRFRAERMENEERE , Rttt REBAASNE, WFEFMEFR , FSE OCM
EH,

Raf7ERZEH] (OAC)

In CloudFront = F A BR #IFZEX AR Z 2 Amazon Simple Storage Service (Amazon S3) RA R 18
AR, OAC XEFFHE S3 ®ZITE AWS EZH# FrE A IREF IR N2 AWS KMS (SSE-KMS) |
LK ¥ S3 BV B REPUTMIDELETER K.

RIE7FELE 75 (OAl)

In CloudFront , FIRAR&IZELMREIZM Amazon S3 ABHIEIE, EEMEM OAl B, CloudFront
&3 Amazon S3 AL T, M T JAEEIBYEE CloudFront £ #12EY S3 /E1EET
BANAR, BFESHE OAC , CRREFERMME RN EZEIRF,

ORR

RS RREERERE.



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS R giiE sl AWS BB R ERE

oT

2 RIRER,
B (Bd) VPC
£ AWS ZIRFEBH  BRERERAESNARE 2 MKRERN VPC, AWS Security Reference

Architecture ZBZEFERAEA. EHAME VPCs BREZM Network tRFE , UMREEARENEEEZ
A BB AR 2 BV E [ .

P
ATAISRER

BEE IAM E8H IAM EEBER , ARREEAENACTHRENRAF . WEFHEEA ,
28 IAM XA RYEF A SR,

BAFDEBIER (PI)

3

EERAREAGERENERE  TARSEEFNEASSNER, Pl NEFIFERRE, wiutH
BisEAo

Pl

RS REAEREHA,
F

—%H?Ef'ﬁm%ﬂ’]*%? AR E R BN TE , SlNESiRPREKZMREINRE. FRATURA
TR, BBCHITFRSURERRCREMBENEFRIEHEN TN,

PLC

EEE%EE T*Edcnln-i_ﬁiﬂjﬁ l'_‘FIJ
PLM

b

3
¢
&n
i
a0
B

QEIJ H\H%IEO

HR

AUERFA (FEZRIPEEE). BEEFIGRYG (FZ2RERAEE) IERERPERFR
REF ORI Y AWS Organizations ( 352 BRFGIEHIBR)o



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS #R &85 5| AWS BB R ERE

BERAM

BRBERFIEIMEMER , BUEEMRBNERRERMN. IRENHBREEFHARNESR
REEM , AETRESEIEFREIMETE. NMRURBEAZKESEFTRNERRHE , A
AIUEERMBEINEINEFHRENTRES. 0FFMAES  F2EEHRETBRAEREX
EO

mamE

RE, 2MEARAESYHERBRIEFUAREBBNERF. NFHEEF , F2RFALERE
HEE.

EE truesk NEHFEHfalse , BEMNRWHEREFAH,

REE T H#E
—BEEREESHRECEMN  TEEREFZERDNER, EED X BEREB X &R EHEEH
BRENERNE  IREETHWE,

T8 By 2
EEMIEEHRENZT SR, BELEHRE—EHE , TTHBIIEERRNREREFTINR T4
ESE, MEFHMEA  FSEE AWSEEER SR TER R4,

EEA
PR ETEMEFFEEER AWS WER, LEBBEER AWSIRE, IAM BEHFERENRER
&, MEFMEF , BF2E IAM XHFHEEMENBISTHNER,

RETEERL

EERERREFSEBILEBMAZENREIRESE,

AEFEERED
A8, RS HMESEE Amazon Route 53 #n4a @] fE —{E = {8 DNS R#81E & H F 435SR
VPCs &IV EF . NFEFMENR , 528 Route 53 XHFHEATLETXEEE,

E B

EEMLEBBRERERNZ SR, EEEHIESEMBEERZUHHEETREE, NRERTAF
EEEIE | MTASHME, MEFMET , 5528 AWS Control Tower X R iE&HIESEIER |, I
ST BELTSEGEFWEEEFE, AWS



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS #R &85 5| AWS BB R ERE

EREGBHER (PLM)

fEct, BRNED  IREARS  BIEBABR  EREELGENNERNEFEE,
I

EBEEE,
RN REHEEEHE (PLC)

EHEF , GEAHE. 7
RN

EIIEII

BNEK , TERRSTEBCRERR

EA—@ LM RINBEEAT —EARTHNEA , UELEEHFHOE. LENTAREEMNESRS
BAETER [IRBERERRFVNLEE, CRBRNESEECENERENBEIE X FER
M. ERAMevER,

BEA

RHERETNEABNBTRAAAEZVEENEF. RELAMREREZEARLE, RBILERD
WRBBAER.

publish/subscribe (pub/sub)

—EEX , TRAMBKE<BNESESA K URSTRRENMEERED, Flm, £HKREE MES
B, HERB T ASSHAS RO EaMRE TLGIRNEE, KRB ERNMERE L mMES
£ 5 MRS

Q

BT E

—RIFR , iR, AREFR SQL BBRABERERKIHNESR.
B EEER

HERNERBECITEZENELHNERERRETEENEE CaINFTETAERE, EW6E
RABGETER. REFSF, RERE, EH2HBENSEURENESIZNERMER.




AWS R giiE sl AWS BB R ERE

R
RACI%E f&

HZ2REE, 88, 5. J1%E (RAC)).
RAG

A RMEEUE B A,
HREE

—EEERE K STEMLEHHESARRIERNNFR , BEENFRA L,
RASCI%E f&

RSHEEE. 88, ##H. A (RACDH.
RCAC

EZRERIMERMEEEES,
EHBFIRER

RAREFERARNEREER, BTN ERARAEEHENERUBRLS TEHNENAH,
EXRABED

528 7 Rs.
8 F 2 B 12 (RPO)
B ERERERSURTESNEE LR, SEACSE —BAERMERETE > BTEINER
%,
{5 B B 48 (RTO)

AR %% o T A AR 3518 IR o R RY AT 4 R AESE L BR
;1

3
¢

26 7

[ 150

ﬂﬂEﬁAWSmﬁﬁi o B8 AWS B BB RHEM , SURHBRED. BREMNEME. W
FAMES  FBREE AWSEW“WEﬁTME%W

R 52


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS #R &85 5| AWS BB R ERE

B

FRIBERN ML £&1iT. Sl , ATHER "ERFEEMNEER 2 NEE ML S 7] SUERREE
BEH REBECANEERSE Bl , FHER) REAEENHEER,

EMFE

EHEBEFT , ©
BEFEN

HEEFRAZLEERENEE.

i
4\@

Flﬁ 2 ﬁ 7 RSo
EEEX

52 H 7 Rso
E:-

25 7

F oo
W

e

FERARAERAERREPEFERNED., £ PRSESE  STAENXHEERERNEZE
AWS :ngﬁuﬁo ﬂD;n¥%mﬁﬁﬂ nﬁ 2 ﬁAWS :':Jﬁu'-lﬁ g*’l‘io

EREBE

MiEZEROBER , Hl20 Amazon S3 REFITR. WHIMBEE, EERENBRSEEATF
EXMRLE X 58, EMNBE R B R BN E RS,
88, 88, ##. J8 (RACI) %kEME

EEFMESREREBNERRESHTNACNEENIERE, FEEZBITEEEEAEENETE
B EFE (R), EF (A). B&E (C) MAE (). B S)EEAEA, MRABITEXE | AEER
£ RASCI 4ER& |, anRIGHEBREXIERE | RITEA RACI 4B/,

5] FE 1 422 1

— Bz SEEBTREANRHMLZEEENHRER. NFEFMER , F2HEE AWSE
B2 H Ry ErEs,
RE

nl‘ﬂ

520 7 Rso



https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS R giiE sl AWS BB R ERE

IR

nﬁ/ﬁ?RSo
HEUEEESE (RAG)

— AR A ET, Ef LLM ZE4XREZH , §2& HIIERERRFEUANERE R RIF,
fFlan | RAG #E’*“‘Iﬁ%%%ﬁﬁ%&ﬂ’]%ﬂ%ﬁ:ﬁéJﬁﬂﬂ TRRERS, NEFHENR , F2RITER
RAG.

i 2

EHEFRENESF  ARREERTIUER,
ERFIRE R RIES (RCAC)

EREERFERANER, B SQL XKiEXN. RCAC HERFIFT A MERHIE ZHE K.
RPO

RE2RERMEE,
RTO

A2REREEE S,
1T F M

HITREABAEN—EFHHEDEF, ELBERATHILEEMBRERERRESNERFM
BE,

S

SAML 2.0

FZEDRME (1dPs) FRANRBELE, LIEEMABEE—&A (SSO) , EFERAETUREA
AWS Management Console s AWS API ##4E , MAXE IAM R AEBHHNESRAARLER
&, WE SAML 2.0 EFSHIFFMER |, 528 SAML XA HRER Word 2.0 BBiS., |1AM

SCADA

nﬁ e ﬁ Etﬂ?“%ﬂ%ﬂﬁﬂﬁﬁﬂio
SCP

A2 B AR A 2 B BUR



https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://aws.amazon.com/what-is/retrieval-augmented-generation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html

AWS #R &85 5| AWS BB R ERE

BB N TFHREY AWS Secrets Manager#éZ i RBI & , IR BHEAERE. CHWERE
REFEERER. WEETUR-#M., E—FRIGZEFH, MEFHENR , 552H Secrets
Manager X #H# Secrets Manager EZHRIAR ? o

OS]

EREERAEEFSZEMEMAZENRELIEL .

TR
— BRI EERLEMSE |, EAE., BARRERETAENARERENEL. Z22HEN
BXEEE Ak, B, BEENESM,

L5t

BMOZWBANEEERENKNENBRE, EFafE— L8, JINBRTIBFENER, 8F
BYREERNZEREETY. IFERABERPILENIIEE,

ZEEFANEHERE (SIEM) Rt

REELLEAEE (SIM) IZ2EHEE (SEM) REN T EMRE. SIEM RS NE, BN
WRE AR, @, EENMEMRENESR  MEIRENZLRE , YEEER,

24 EIfEE B
BAESNEABHNEE  SEADOERBERL S, SLABLTHAGIREERR

=124 | HBEEE AWS ZEBEEK. BBLEEESENESSFE KR VPC 2 BE. B4
Amazon EC2 #{TEEB W ERH.

1) AR 2% v 0 22

HERERHN AWS R nZH BN ER,
BR#& = BB (SCP)

# AWS OrganizationsF WEBH T EIRFRMUEFZEFFFITHNEE. SCPs BEEREEEAEIR
BERESACBEND BREIHNEERE, BOUER SCPs EA A SERIEREE |, LUE
EAFRBILWRERENE, IFEFHMEN , 552 AWS Organizations 34 A Y AR 3542 5 BUR o

AR 7 Ui 26

HE A B URL AWS RS, BRAIERRE  EBERERT AN EEZTBERY. WEFAENA ,
HZ2E AWS —2E Ry AWS BRIE U 2o



https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS R giiE sl AWS BB R ERE

AR B AR 175 (SLA)

— i, BE 1T BRGEGER F PR BRES | 5400 BRES IE 5 #0178 A AE
AR B iR E 1R (SLI)

RISREESHAVAE , FIANHERE, THAMERBIEE.

AR B % B & (SLO)
BEER  RKREBHWEERE K HEEERESZUIE,
HESEEN

HREEE HE AWS ABFERTLRERBENEE, AWS BEEERNEZE K MEBREERN
ZE, WEFMES  FSRABEEERX.
SIEM

ESWRL ERNSHEERMA.
& — K B % (SPOF)

FEREXNE BRI T4NE T PERRK.
SLA

2R RIS E R 7 5
SLI

A2 R REERIERE.
SLO

ESREREEREE,
split-and-seed & #l

EEAMMERRCERNER. ERHMPVENERREAE , ROBREETHRIUBIFTNERE
B, EEBREREBNENINRYE  RERBABEED , LXERELFH. WHEFHEA , B
20 PHRERNEREXRRILEZE AWS Ei,

SPOF

ASRE—KME
RGBT

ERA—EAREEEENRREFARZIAEENNENERRERE  LEA -SARIDNEEER
HRREFHRERNBE. LEBEAEREFNHRERZRIRMRG



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS BB R ERE

AWS 53]
Strangler Fig # 3

—EBRAE-RFENEE , e8RS EENRRRFKIIE  BENEXRAEELERAL, ERX
FREERERE  cRE— BRIt RABBEWMATHEBEE, ZEXH Martin Fowler 5| A | £
AERE-RREBEERRNAR. NENAERALEXNES | FS2REH A Amazon ASP

Gateway E S B RALERR Microsoft ASMX.NET (API) Web BB,
THE

VPC l:F‘EIg IP iﬂ’,ﬂtﬁo %m%;ﬁﬁi%ﬁ_ﬂﬁﬁ Eﬁzo
B FI A& RHEE (SCADA)

ERED , FRAERNSRREREREENEERENRLR

HEIE
AR ERRINE N FZERRMEEE X,
BEGRIE

DERERAEESNANAEARE , MEABERERERENEE. B LUER Amazon
CloudWatch Synthetics 3R 3138 L RIE o

R
RERR, BERIESE LLM U RETANKN . RERTAIBYREARS , YEVEERER
By Al

T

B8

fERTRENNREY  AREMZN AWS BF. BETHYEEE, BRI, A6, BSRHE
&R, MEHMET , FSEEDLMH AWS FE.
B EEE
FESESERN ML FEANE, EtHBAGRER, fiN, ARERES  BERYT
B RIBE,

EHEFE
RREBSTFMEMREENTE, FHFECSHTFMOMBEURBTRN —REBEE. B

REE—RER K CeEMENEASEE. ERENEE.

A=
Be =&

57



https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS #R &85 5| AWS BB R ERE

ARAR

EBWRE,

Sl
BMLEREBHERNREE, JRENLNELEERER, BRER LR EIREN D BRER
ABRBMME TR ENER (CAETEANEE), TRHHEIUELERN ML ER, TSR
ML AR | SRTERIER AIEL BB ER,

{85 B

AT AREE VPCs MAZBERFXN AR ERPIE, WFEFMEN , 5528 AWS Transit Gateway
XHPRTERERRE.

FEHRBTIERE

ER—ERZE ARBASTUERIES XFABBRENAFNGE  AREELBESHIETESIX
F. KRR, FEIXERFREIFRRE, LENRENEERED.
ZEENFIE

BEFARTEEENRE , ARKREEHEBPHITEHE AWS Organizations , W HIRF F#ITIE
%, SEANERBSEEEXACK  ESERFHIBRIBRBEELAE , LEALGHITERIH,
MEFMER , FSE SXMHEF I AWS Organizations AWS Organizations ¥ B £ A E 4 AWS AR
%o

AR

PFIREFNESEEE , LIRS ML RENERM, Sl , TUEBELERRE. HMEER, A
RETENRETZRERELSRRIIE ML EE | DIELEE,
& Lt BBk

—{E/NE DevOps R , & AT LAGE A 18 e e 2R 6% . I RE BB R AR W iR R BE P B h Y IR 183
=

U
THEEM

ER—ESE  ENRTHEE. TTBIANNES  HURSRERUE ML EEN RN, &
WEEENTREN  SRATREERHAARN., TTBENERSIEN , MERTRELEHER
PERHNREME#ESIEN, NEFMAER K F2REVAESETRENTREEMER,



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS #R &85 5| AWS BB R ERE

REDHER

EEAZER K REVVRFEAEANLETH  EFRARKEAERHEREERREEEE
#, RESEBNEHTERE, HENTERE,

BiE R

A2RES.

<

i
He

—BEREHEERE , SREEEHMRNBETIE , ERRFILRAREE,
R A $2

ERSENREFNTIE  flNREEPRAEIBHNEE,
VPCH&

M8 VPCs Z ERVELR , IREERLE IP HuEmRE. MFEFMEN , 52E Amazon VPC
X FHHER Word %, VPC

NG

BERRRZ AV RENERRME,

W

B TR EX

BEREFIWEHEENNEERI. ENENTERTUEEFRINER , EhitTLRE
B EUE R

TEEDNER, SHLEERE K BETEITEFENEM.
HERE

SQL & , WL ERBH N E s e SAEEBN BRI HENTHE. RERBBEAREEE , H
MRRE B ERSINEE M EF EEE FPHERFIERFINE.



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS #R &85 5| AWS BB R ERE

THER

RUBXEENERVIEXARES  fnEAFEFNEARARRRRE.

TSR
BRERTEE AR ECBEN YR E, SEIHFERBRBUN , EXBEERPHEMIES
e Bl METHESFREBHERAREN, RRARAVNBEERHERERNELIRF, BETHE
BREELEERNEBB ISR , RAEBEEBARSBZIRARER,

WORM

wF2REA—R , BEGETZ,
WQF

m2E AWS TEEHERER,
BA—IR , BHEFZ (WORM)

—RAMERBAERNRERE , whERBRIERER . REFAETURFEZRFENESR  BF
EREFEN, LHERREFERSREREASTTE,

Z

ERERE
MAERERINKRE K BEEESE®E,

ERERE
FERBEPAREENREIFE. BEEREITUCASERENFAIRIERK. ARASRKEE
R AR EmEE IR,

FHEURTR

A LLM REHTERNET , BRBETiHE5I SEBNEE (RR). LLM SHAEHERELIRN
HMEREZEEHR, THEIEFHEMMIRAEBNERENRERTNIRE. SHESRBHETR.

EREAEN
F15 CPU ML RBARER 5% NWEARER, EERERTD , BEEHNELERARER.

z 60



AWS R giiE sl AWS BB R ERE

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Ixi



	AWS 規範指引
	Table of Contents
	AWS 啟動安全性基準
	目標對象
	基礎架構和安全責任

	保護您的帳戶
	ACCT.01 將帳戶層級聯絡人設定為有效的電子郵件分發清單
	ACCT.02 限制根使用者的使用
	ACCT.03 為每個使用者設定主控台存取權
	ACCT.04 指派許可
	ACCT.05 需要多重要素驗證才能登入
	ACCT.06 強制執行密碼政策
	ACCT.07 Deliver CloudTrail 日誌到受保護的 S3 儲存貯體
	ACCT.08 防止公開存取私有 S3 儲存貯體
	ACCT.09 刪除未使用的 VPCs、子網路和安全群組
	ACCT.10 設定 AWS Budgets 以監控您的支出
	ACCT.11 啟用和回應 GuardDuty 通知
	ACCT.12 使用 監控並解決高風險問題 Trusted Advisor

	保護工作負載
	WKLD.01 將 IAM 角色用於運算環境許可
	WKLD.02 使用資源型政策許可來限制憑證使用範圍
	WKLD.03 使用暫時性秘密或秘密管理服務
	WKLD.04 防止公開應用程式秘密
	WKLD.05 偵測和修復公開的秘密
	WKLD.06 使用 Systems Manager 而非 SSH 或 RDP
	WKLD.07 使用敏感資料記錄 S3 儲存貯體的資料事件
	WKLD.08 加密 Amazon EBS 磁碟區
	WKLD.09 加密 Amazon RDS 資料庫
	WKLD.10 將私有資源部署到私有子網路
	WKLD.11 使用安全群組限制網路存取
	WKLD.12 使用 VPC 端點來存取支援的服務
	WKLD.13 所有公有 Web 端點都需要 HTTPS
	WKLD.14 為公有端點使用邊緣保護服務
	WKLD.15 在範本中定義安全控制，並使用 CI/CD 實務進行部署

	貢獻者
	文件歷史紀錄
	AWS 規範指引詞彙表
	數字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

