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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/about-data-encryption.html
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
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https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
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Amazon S BEHRECREZEfHE I EBECREEM Amazon S3 ZfEMEH., S8 Amazon ECR #EEH
BE—Em#ZARE , ERERURBREERREN. RIBFERR , Amazon ECR & A A IR 28 i i1 2 5 B
Amazon S3 Z& (SSE-S3) INZ £k, MFEFMEF , FSREFENE (Amazon ECR XH#).
BERIBRBEN TINMBREE

- FERFERMARRIHINZE Amazon S3 ¥ & (SSE-S3) METRBEEA , MEEAFHREREFTH
EFZEKMSER. AWS KMSitt & i F R R H KM ZHIEE,

(® Note
ZKMSERVRAFTENRFRE AWS B HENNE.
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
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XE),

- BTRREZSMMEEM AWS Private Certificate Authority , 55# & Amazon ECS {E#ZBETLS
BE. WEFHEHENR  FSBHETLSHEEE 2 89 . £/ AWS Private CA (EBAWS EE X E),

- BIBEAMERBARE TLS (46TLS ) HFEEE () PHEELE App Mesh FERMEE
ACM ( mGitHub ) o

AERBILRBHN T mERERER
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html

AWS REHESE B I BAEMOE R ZhBE AWS BR#

« ERMATHERT , BTEEETeM | BEDPIRTE Amazon ECS S HEVPCimE AWS
PrivateLink, ZEiBVPNEREFZEUE Lis M N2 {Eam P EE,

- ZEWERFBEME , SINAPIZRRBBRERE. SUUSELSBEANESERERE
Parameter Store ( AWS Systems ManagerfyIhgE) ., FiB , RMBBEEAEE RS , AWS
Secrets Manager R AEERKE TREE BHHRIVFIE, ELEEYEE  UREBEUHLAZE AWS IR
E.

- BT HBRERESHEINVANER  RMAEZSEEHARBEFHECSIEEERXAWS Secrets
Manager #l Config #2£%& (GitHub), LEEBIFE R AJZEE &R TFE Secrets Manager FHIHZ M 17
£ Parameter Store PS8~ AH 7T Kubernetes Pod FHER,

(@ Note
AWS Fargate T~ %1%,

- MRENERPOTRE LNARE=SPNEAENEARNEZQEZEHHTTPSAPIER AWS

BR# , FEE % AWS Security Token Service (AWS STS) BHNRRZ 2 BEAERREBELE
Ko

Amazon WINZREERE EFS

Amazon Elastic File System (AmazonEFS) AIt# B & AWS Eif.

s BRI TS B B -

« £ AWS Config , B{EZefs-encrypted-check AWS B35 8, iR A& ZE Amazon EFS 2BRE
AEAMBERER AWS KMS,

« ZEIBE I Amazon CloudWatch B RRE B CreateFileSystemEBEFSHH CloudTrail HES , 1E
BUYRMENERRRFBRER , B Amazon BRRRABFBTNE. MEFHMEEHR , F2EZ
SRR . EFAE Amazon EFS BRAZK EH TN,

- FRABBHPEEFSKNEHEERRK. EEEAFHMN Amazon EFS FR¥ 2 B EMLHE TLS 1.2
BiE , WEBKMZEERHFERBERRRK (NFS) RE. TIHESTEEESERPMETLSHE
Ao

sudo mount -t efs -o tls file-system-id:/ /mnt/efs

WEFMER , FSREA EFS mount HENEXHEHEFSERR T,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html

AWS REHESE B I BAEMOE R ZhBE AWS BR#

- 5/ AWS PrivateLink , EENTHEVPCi%E , £VPCsHl Amazon 2 BRI G ELEEFSAPI, EB
ImEh 2 BHVPNEEEm PN ER SN, MEFMENR , F20H AWS ki FANMEVPCIHEF
HY,

- EAAMEB 2 BERNREAFFHelasticfilesystem:EncryptedfH£i& , LIBFIEERERYT
RINFEWEFSERRK. MEFHMBES , FSBEAAMREFEILNZEERR K.

- KMSEERUERSERN SRR  AREERFHEREHREFSMBZEN IR,

- FHEFSERRMEM DM aws:SecureTransportZH£88  EEFEEEFSERRKRIFEFITLS
HANFSFImER. MEFMENR , F2SBEH Amazon Elastic File System INZEERE R F 1 S
FER (AWS HEE),

Amazon W INZR{EERE EKS

Amazon Elastic Kubernetes Service (AmazonEKS) A t# Bh#& 7 £ #11T Kubernetes , AWS MEE R
HHHE B2 Kubernetes 13| FHEHE B, 7 Kubernetes & , BIF A BN R E B BURER , filL0
FRAERE. RHERER. APIBIBHER , EEZBRLUARMBSRFEEEAPIARSNERERENR
E (A etcd) F. EREFAPIFRERFEENEREBetcd AT UENBIE N EHE, LI, FAHF
*E’E WRZEBRET Pod WAR A UERAZEFREREBENZRGE ZEPNEMAHEE, EIUER AWS

ELRAFTFEZESH® AWS KMS keys , £ Amazon EKS i ELEFREZRBINZR, FANS—ERH
‘}fetcd%{iﬁﬁ AWS Secret # Config 121725 ( ASCP ) ( GitHub ZZf#E ) - ASCPIAMEELLE R A
ERNWBRES , URHFHFREHEETESERISTE Kubernetes Hl ¥ #2117 HL

& T LAFEEE Kubernetes B T %1 AWS R FART -
o ¥ Amazon B ERAE ( AmazonEBS ) |, BAILIERABAFHEEEIFZF = Amazon EBS CSI
EEEF. MEHCSEARNBRURENREHEFZESBNSE,

« ¥ Amazon Elastic File System (AmazonEFS) , A LAfEA Amazon EFS CS| EREIFER I X I &
RERNEEME,

AERILBRBN T MEREE

- MREBFEANR eted (KFARRBERMZNBEZYH) , BT FIIRELGBIREBHE
- MEHEZFEER (Kubernetes X ).

- EiBRHIE HS&%HE)\&E%E’J%@”“T?HSH’“%U (RBAC) RAIMASRERE. REIZELHEEATEN
BERENTA. MEFMENR  F2EREME (Kubernetes 3X ),
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://etcd.io/docs/v3.5/faq/
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
https://kubernetes.io/docs/reference/access-authn-authz/authorization/

AWS REHESE B I BAEMOE R ZhBE AWS BR#

- MREE Pod PERZERR  EREEF—EARRFTEFIME  FERUREHE , UEH
bR RBEEFIMZME., UHEEHSNBESERLA tmpfs BERE , WEMER Pod BEREE
BB, SOTUEAREEY  ERMFERCALSE  RARTEBENETRSHRE
BiEH. MEFMEN , F2EEE (Kubernetes X4).

. METARE , BASTHDETRANKEN watch M 1ist FRMWEFEE, £ Kubernetes &
APl  EEERFEBRA  RACHITZEAFHEREZGTREHTERAZENE,

- EAHEEEEEFEN eted , BIEMEREIUE,
- MEBEZBetcdHITEE , BFEEMFEHetcdTLSRE etcdEZEHEHR
. MREIEEFBHASCP , FHIT FIEELUG BN R BHE -
o EARRISIR FHYIAMA G R RHEREB N W R FEIE,
- BBFEAMERMEE (GitHub EFE) REAZTFEENESREEETAWS 1% , LA
Kubernetes ZiEH %, KMS
« 3 Amazon 1§ CloudWatch ZEHEMNE R , UHEEESIEEWIREEEE R , HIINMKE MR
RESMERPEFERARBRA, MEFHMENR K FS2REBBEEFENEIER,

{Y 22 B (£ 5% AWS Encryption SDK

AWS Encryption SDK RHRRERBNAFHRNERNE, EERTERENGEERRIGSERE
AENERMNEREM. AWS Encryption SDK AR 2, KBRIFNHBSWEELRNZER ,
YREFEEBRREREELEINEREE. MFEFMEF , F2H AWS Encryption SDKHH X EEE
EEH.

M EZEIIEEZ — AWS Encryption SDK 2 X BEMZEFEAFHNER, BBEEKA encrypt-then-use 173% ,
UL EERAEFEERERRBEBCHEETNES, IFEERAERASZEREMEHNTE  E
EURRBERNENESTRENBRERE N,

AERLBRBN TIIRES

- J&f& AWS Encryption SDKH SEERKFHMEES.
- EN—SZETDESE  UGBRBENER SR, NEFHEN K F2REENCESHR,

« #KeyIdB#EERReEncrypttE3E | BB L FERATZEENKMS R, WRFHEA ,
RNERFmMNE . Bk Keylds & #AFE (AWS ZEERXE),

- FEBEFE B AWS Encryption SDK AWS KMS |, & A #KeyIdEFE, MEFMENA ,
R F iR N% - B Keylds ME@HEGE (AWS ZEE X E),

3
¢

3
¢
8
E
I
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https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/

AWS HEHE3] BB R R RO T B AWS BRT
c HRREAEZENEZRBEZNEARER  [IENRENIRSELH AWS KMS FREEE , BB
F3 AWS Encryption SDK. FETZE R SBREN T HREEK -
- RERDNZLEEURHSECRENSRAUEANKERE , URKEBEESEERSBIURE
MWERHE, NERCELHERNER K F2HENERNEZLHE,
- BABRERHIABRABEEARXEARGINEREMENZ/ N ERSRE. NFERERERE
BREIVIERFES , FFSREAERSHIREL - S tep-by-stepo

MTFHMER , 5528 AWS Encryption SDK : i EH SR MERBES LN ERER (AWS
IEEE),

Y N2 B £ 0E AWS Key Management Service

AWS Key Management Service (AWS KMS) T By B2 L FRHnZE £48 , UHEBIRBENEHR.
AWS KMS BEE R ZZH 7] AWS BRIE SUMZRIRHNER . METEEE , F2HEAWS R &
AWS KMS, AWS KMS iZEEE 4 AWS CloudTrail LARRE#EKMSEBIIER |, LURERRZ. ZRIER
BREER,

KMSZESIEBRFMWEEEZR AWSKMS , EfifNFZSRNWBERTE, EZBEFTEEAHIKMSE -

- REEENEKMSIEBREENNEE,
- AWS RESKMSEBERREBERSE  AWS RIE BN SR,
- AWS BEEREKMSIBZ AWS R MENEEN S| , AR ZELSI® AWS RS,

NEARELSRENNFEET , FBUESLBRA AWS 248,

£ AWS Eif , REEAREGIE T UFRERMR®E. Bl , £ AWS Identity and Access
Management (IAM) 1 |, &S EIAERNBREERFERAE. EAEHEIACNHTT , LERA
EROBRMMEER (fl20 S3 FFITE) , UERATFIHE TR, IENEBEUARMERFSHE
AH MRS, RIAMEREFEL , AWS KMS FA £ FEAIRZEFIKMSSMHFEH. SEKMSSREBLL
AE—EA<BRRE A MESELHIALE—ELRRAY, EXRAFIELLBEFINERRE , FEET
HIEKMSIE :

- BOULBHEFSESRNSREFER  BEEZEZEEH AWS SEELBL AWS HESRNESRE
al,

- BEBERAF AWS KMS APIEFT¥H AWS IRF. KRIESBIFRAIAE AT , FRIEBELFEREIAMEA
RAFEFEEKMS B, RESHWEANFT , RHFERNIAMEKRISEN, MEFHMENR  FS
B AFFIAMER RFERKMS S8,
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https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam

AWS 23] BN A MO FI D BE AWS BRAS
- BUUEAIAMRRBEBEEFEENSRNEFR , MEFTSRBERNYET,
REFZEEHTRNVESVAMRRNMRRR  FEETHIER
- SWMPRTEZEHSR/OLAEY , BEFSEHENSESSRcBERIEL,

- M CreateKey Ml ReplicateKey BMEFEUZ EIFH S , BERAERSBECE , RIEEFER
FISE T SRBUER

« BALIBEFRGZREIE |, I aws: RequestedRegion , HEEFATBR#I A4S E AWS EiF,

« BULEARTRAMFZEATESCRIEASRNVFTT. T8, E—REEZARAFZERER
KRR , BMEELKMSERERMBN Z EEH SR/ E—&K,

£ AWS KMS M2V £RFAK , FER T INBREMENE LR EREME

AETTHERPHESR , SUEUS AWS KMS EE .
« AWS KMS #Bh & B S1E ML ( AWS KMS X#E )
o IAMBURH SEHBUE (AWS KMS XX )
- RERESHEEER  ATESBOABNCEHSRNASHEERNSS
- BYNRBRERNEESACTEEEEASRNED,
- BORBARIAZTENZER , MTAERTFEASBBERERNEED

- EWMPREKXEERFERRNER, FOEFkms  *NBEAMBEREFEFER  BAESKE
SHEERRTEENEA SR,

« EWFAIFEA kms: ViaService &R, BEFZESRNEARBAKE AWS BH €8,

- MREALUESRERCBETRE  AEAEFZESR  RAHSRUESHBENEREIER , 25
THIRIE :

- EEHHRBAFIUES
- BREANERES

- & AWS KMS keys

- ERER

- BVuFIA

. MIBR AWS KMS keys

- AWS KMS EEFSHER X ERRIERBRKENESEE K MATARKCREETHN allow RRK
PE R EFE AWS KMS SRR, MFEFMEF , F2EEARN AWS Key Management Service
WENME., ERMGE,

AWS KMS 15



https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#grant-best-practices
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html

AWS B3| B I B A A R T AR AWS FRAS

- BTEAKMSEBIWAREERECLAENR , BESP AWS ConfigEH#E-kms iam-customer-policy-
blocked-E)#EH-kms E#ER B, iam-inline-policy-blockedi& AJp5 1t F S EEE WA ERER AWS
KMS &2 81k,

« EREERKEESER (SCPs), AWS Organizations AP It A EBRENFERAERACBERZIUESE
FEBREEENARAMBRKMS S8, MEFMENR , F2REFASCPsMATEM HEIZFITE (AWS ZHEE
XE),

- £ B CloudTrail i8#& AWS KMS APIFENY, EER AR EGEBM , SR ENFERAS, &
HEE SRR IP bt AR BB RO A, WEFMHENR , FSBEAREHE AWS KMS APIFEIY AWS
CloudTrail,

- MREFEANEZELTX , eFERSEEMBREE, CloudTrail S MMBEABRRFEMISONI FHE
R ENEEENETSEAN S3 BEITBMNABULURFAELARR,

- EREFIZESRNEABRE  SESHUEEASERE BINELSR, ENEFZESHBHR
REEASBME) FBEAE, CERECEFEEBHEE  fINERASBSIITHABBRAENTMHE
fth =4 B FEB)ERY AWS Lambda B E,

- ZESSREZARKSERS , fles. X#EBERIED. ZESSHNZLBEMHEE RSN
AETE,. REEY., EBNCEHZEEHSBWE , FATIEE .

« AHFERARBSESSREREFTEN AWS B F.
- ARZESERNFIRTEEELERNESRA , YAEATECLSRNERRT.

09 22 & £ 4CE AWS Lambda

AWS Lambda B —TREE R , AIHEEHTERR  BEFEHMENEEARKR. sEREBLENRES
¥, TUEARARRFNZERRBEENFEESR  XERAAFRNZRFESHTNER.

EERBIBRBN T I NBREEY

« Lambda KiEFEH AWS KMS keyiR iR RER REFIHINZ ., RIEFEER , Lambda € H AWS ZE &
8, RMBRRCEATFZESR  IALTUZ2EH S8 K TREEE, WINEX,

- HREEMZENERTER K BFHRAFEER  URAREEHCEAFPHNE , UELEHBRESF
FRAREFVKMSERETRE. NEFHEF , F2RREREEHINERILL,

- BEHERREEERN Lambda HEIRREESYEEERBREFETNE , UHBREDEEEER
EMER (BERENEN) AERCRENFT.

- FEHLETAERAREEY  FSEAVRITPNEAERRIEEENERESHR. EFEESBWN
FFIESRN|EFEAPIERARN, MEFHENR , F2EEA AWS Lambda FRIFEEH,
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https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-encryption
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html

AWS REHESE B I BAEMOE R ZhBE AWS BR#

Amazon I INZREEE RDS

Amazon Relational Database Service (AmazonRDS) Al BB S ERE. BRENEREBXERE
(DB) AWS Eif, BEMEFNERTFEEREHTERNERRAEE,. Ha8ER. EHERESR
PAR AR BB o

LT RITARMZEENRDSEHTEBFFEERNSE
o BELAE AWS KMS keysFl AWS ZESRIBTF ZE SRR MNE Amazon RDS BRI EHTER.
MEFHMER , FSERIEEFH AWS Key Management Services

« Amazon RDS i# B Oracle 1 Amazon FISQL A IREFRDS X B A EHE R % (TDE) R IN%
BERESTER, MEFMET , 5520 Oracle BEE KB INFZ R SQLE RS Y EEE R N5
Support,

E AL EEERTDEAKMS SRR MBER BT EE. BR , ETHSHUTEERERNEE
EHES BB BELESR,

BT 2T AR RMBZAERERNESTRENEENRDSEHTEEEHNERNTE

- ¥ #1T Maria RDS DB, Microsoft SQL fAlfREE. FHSQLHW., FHE X Postgre B Amazon EFE
BITEESQL , BRI AEASSLRMBER. WEFHMENR , FSBFEHASSL/TLSNEE B EHITE
BRAYERR

« Amazon RDS X Oracle t2X#& Oracle JR4EMEE N (NNE) , ENF IR EE B EMRTEEE S
EREMZER, NNEFISSLINZETRERKER, MEFMENR , 55208 Oracle FAEBEMNE,

AERBILRBN T mERERER

- RDSATRE., FRISQLEGZEEMZNER , RDSFHEE A ERDSH N2 IhBEE AR E
Amazon = Amazon LAE4T Postgre ERISQLEHTERETERNE, BN ESEEEDK
rds.force_ssl B#iEA 1 REFERE, WEFHAEA , F2RAFEHSEEE. Amazon iR
Oracle fERDSH Oracle E¥|E R £ M R,

- ROSEREHTERBNEZNEFEEZSREXEANLEN , TERAMNEMSREELR AWS &
%o

- EIMERDSEREHMITERZA , FEBIUKMSERER, HTERCANSRURELIEE, f
W, EENMNEBRRS , RBRENEBERER AWS ZEECRIFFEESBNEANEER
%,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.AdvSecurity.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.TDE.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.Oracle.Options.NetworkEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html

AWS REHESE B I BAEMOE R ZhBE AWS BR#

- RECHEFEENESKMSHE K BERAPEAFRESE  ERRERRERE. IAMAIHN , EEA
FEFZESREARIRE Amazon WFERRDS , FEA®F B rds. <region>.amazonaws.comfd
# kms: ViaService & r &8, Bt , WAL Amazon RDS INZREFHNESBREBRAERE
FZESMIVEML

- BIEBEAMBHNRDSER EHTERBARL. Amazon RDS AJREE A EHER EHTER
KMS£ @K EFEE , SIINKMS£#8 KRB AHKMSE BN RDSEFEESIRE ., MRBEER | 8
MEZENEREATEESEATERREELR, MRERNEHTEBE L RBREFNESHSBNE
g IIERESESRKELTR , XERFEAER., NEFAESH A FSENBEREHITHE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS REHESE B I BAEMOE R ZhBE AWS BR#

« AWS Direct Connect X Sec MAC urity (MACsec) BiELR , TS E R M IR B AWS
Direct Connect {Z &

« {ERF AWS PrivateLink B9VPCir 2% & B i BLFAZIEZVPCs B X 3% | AWS R mEE /A BB
BRRE, &R AWS Direct Connect 3 AWS VPN RIS IR B, EVPCEH R 2 B
HRETSEHE AWS ik, NEFMENR , F2EEFEE AWS R #iB AWS PrivateLink,

- REEAFREHEZSEF B EHEE ERENRENZSEHERL , FHIMMHTTPSEIR
TCP /443, B L2 FERHER AL

Amazon VPC 21


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
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