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#R. BRT AHEENEETE Amazon OpenSearch JR#E 25\ , BETTLLEET Lambda BREBUABTHMTE
B, £/ Amazon Ser OpenSearch vice #{TERNiLtk , IBLREFRR o, ESANRHLEMR
EWREBPZETHHEE,

 Lambda — MR E A Kinesis Data Streams , IR EHERNEREARRERNNEEER. ?—’_';JL
REEEN , BALUEAFEREESRFRE Lambda #TRE , WRIBBESEEXZTENM, B
RAETEEMENEEEZERNTEEEANER, NREEZFH Lambda , FFEELNFER
FRE Lambda B ZEHER.

BA R EEURERENEES LA CloudWatch SR EPREFHRHER, BUUBIELTE | &
BFEEHE T F) Amazon S3 W4FE B A EFEEEE, fln , B LUEES X A5 E HE Amazon
S3 LT M MFEM, Lambda AR EBLLERE R, BB LUEIL#FRF REE Amazon S3 &
BEREER , BZEARFANESN AFRANEFE —BEPXIRFNEE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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CloudWatch REBRER Rt I LAEagent[Ecredential sSERPIEEMN. ESIEEIEEMNIHRE
EEHMRFREFEAN IAM A, MREEE , KU EErole_arn28, EARFEERTE
WEPXIRFMNEFPETEP N HMEIER |, AT AR,

A LAER AWS SDK , UEEENZESREACHEITRERAREN,. BIRFHHBEFENER
R ERMEE R EFAIRF S HEAL B A SOETHE - T RBEMEEE,

E1 CloudWatch RIEBFZE X AHREFE

BB ZREEILZ%E Amazon CloudWatch RIBREXHRE | EPh B EE/EFTAE Amazon Elastic
Compute Cloud (Amazon EC2) #1TEIE MRS EMRFHEEM XK AFZNIEE, BLUFEA
CloudWatch RERENAEERERGERIARE, BUULRBTHERE , ATRNRKIIR
BEAK-WER, SOUNEAEBEREBERREIERERREIEE, CloudWatch KE
R AR RERE T LATE BUIE AWS Systems Manager Parameter Store 28, MREH ZE CloudWatch
REENEREE , AFUETENNSHITFRES Y. MREFEHAZE AWS IRF=® AWS E1F , Al
NEEBENERSEARFNEEINSBERESE., HE , B CloudWatch HEEHEEA
Amazon S3 FHIERBIBIBMNRAZEFI T E,

CloudWatch{AEEF2 X BBV g amazon-cloudwatch-agent-ct1 B A E IS EHERE, BHER
ESEINEREXNNERARE, ARAESHERELAEENEAREESE | URERBERAUKREERM
WRTEEAEERE R, CloudWatchlER , e SEEMAFHEE. WREMEA CloudWatch K
ERXHK "Systems Manager RIRFRE . , L EERAFERERE,

HRAFERRET TS , BEFSRBENTERER] , A EEEZBBERELITEABSHE
CloudWatch &,

EIF CloudWatchif &

k785 , # CloudWatch REUJ AR EFELEAASHFZHEZEE CloudWatch HEER, HERIFR
RABHESR, EAREGH  BAEFHTEMERENRE, BEEEZME AWS IREFM AWS EiFH
CloudWatch #HRERER | h@FMANBRRENHERS R,

Systems Manager 2 & #EFZ2#

MBEBEE—/) CloudWatch #8 AWS IREMEHHEHMEEH E — 2% CloudWatch RIEFER
HEER  AEAZSHTFHESHEBRHEEREN. 4 CloudWatch BFEFASHIFTHRESHHE ,
BRI LAE R CloudWatch KB T E (amazon-cloudwatch-agent-ctl7E Linux £) %
FEHREERYERERE K MAFSESECESRIHTER. SR LA AmazonCloudWatch-
ManageAgent Systems Manager 55X , EEXETHFEHZME EC2 #H1T{EREH CloudWatch #
R, AAZEERESEEEEHMEN , HILE CloudWatch 4B E FH M#EESE AWS EFF AWS
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-common-scenarios.html#CloudWatch-Agent-multiple-config-files
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
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IREDHWSBERESH, WREEZME CloudWatch BEHREERZHEEN , BH4ARBET
AmazonCloudWatch-ManageAgent Command X4 R BIFEEL S &,

CloudWatch #H&E4E

R CloudWatch &% AWS tRFHMEE , MEEEE %E CloudWatchfHEBER | BIMERK
NEBESHNHERERITESENR. FALEZE , BN EERKREETRE, HRANEEEM. £
KLU RAERAZEAENERKRGER , URFIMBZEFIER , flEHRMNBRER, B0RE
AWS Z2AHANEREMAETHREE. BUURKZEGHXEURRNEEESR, S0 E
CloudWatch REEE R F| CloudWatch KEENALEHRKE—EAERE K MAFENERAS—EE
REfE, ¥IH Linux , CloudWatch #H5& B #{/opt/aws/amazon-cloudwatch-agent/etc/
amazon-cloudwatch-agent.d. HRARE , BRI LAEFRKFEREE #C: \ProgramData\Amazon
\AmazonCloudWatchAgent\Configs,

EXRBRERXE , CloudWatch REEXNESHBMMEELEHPRINSEER , IEM
CloudWatch E&#HEE, HEEREEREFRMUE (flan S3 R EFFR)  LKMENIRFANEETHF
W, REEALTENEMNERGR.

484848 CloudWatch &E

Em AN E B CloudWatch BB 5 E AT |, EB AT LAAEBEAAE CloudWatch 88, &R LAER WM T AL
KAAEEB I ERLBEENEREH,

/B B/ %E/E O /ec2 % Amazon EC2 ZHHFER Windows HZE%E
CloudWatch fHEERE R, ER LS ER KT
KRR Windows KRZ, EC2 #i/T{EEER FE
B - EEEEERK (0S) HEE,

/BB FIRED RERIIE [ REFHELE Windows 1FE
CloudWatch #HRERE R, &t 0] LLEHET L B B3k
THRRE Windows kA, fRIREFERMIRE
E—S o EEEEERRERE,

[BL B/ 2E/§E AR lec2 £ Amazon EC2 FHURIVAZZE Linux 45 E
CloudWatch #HRERE R, ERI ST ELERI KT
MR RE Linux 21ThR. EC2 H{TEBEIIIIRE
, E—Fp REEEERKMERE,

/0 B A HE /SRR A B EIEAZPEE [ RS MVZZE Linux 5 E
CloudWatch #HEERE R, FBrAstH L ERKT
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BAE Linux 21ThR. RRESBERNIRE | H#—
T BEEEERKHARE,

/B EB/ECS WMREAEH Amazon ECS Bes#ITEEE | B
FoEEEMHASRRIE (Amazon ECS) EAN
CloudWatch #HREAE SR, ELAREATMINBERLE
Amazon EC2 #H7E , LA#1T Amazon ECS &
ER SN ERE - e

/Bt &/ <application_name> EEEARENEEN CloudWatch HREER, &
AIAERARENRAN H A E R R A e EF |,
—SHBENERARER,

g4l : #& CloudWatch #HREE RFEFE S3 TR

AREFRMEE A Amazon S3 7714 CloudWatch#B REFE RIVE 5] , LA £ BET Systems Manager #1T
FHREEFMER CloudWatch #HRERERAVE B, L5 AR AR Systems Manager 287 &
SEHE T AIRE CloudWatch#BRERFFT I ERAY — Lo BR B

- MREFEAZERSE , A4 ERSBEARIANSHBFRETRH CloudWatchiB EE#HT. SBEFRER
EERTE , BEAAEER CloudWatch REEANEEEHFEFHEEN2H,

- MREFZEA CloudWatch & , RIZEHKRILBESBRFREBACHENNEAESN. B4EH
BRIHE "2HFRIE, MEEE CloudWatch #HRE , WHERTIMA R ER G X, MR,
CloudWatch Rt AR REFERENEREE S , YEABHPNESEERE K mMAFTEEREEEM.

- MREEAZERE  AXERFEENRFEESHFHETERLER CloudWatch R, &t
MATTE future BEEEREEREELIRFRAEESE,

A LA CloudWatch HAREFREAIEFTAIRF M EHFEM S3 #Fireeh, AR , BUUERR
MEBESEHBLFANRKEESREBEES |, 518X CloudWatch fHEEME S3 RFEATRRERTIHAE
B &, &BaLUERA cloudwatch-config-s3-bucket.yaml AWS CloudFormation #84<# 37 S3 125788 |
Z AT B8 A #& AWS Organizations FHEBAK ZERSFR. #4X32E —f@0rganizationID®
B, IREEBAFMEIRE WEIER,

RiEEH "HARER CloudWatch X EBENEEREREEEENRER,, —HHPRENERERRE
BEEHTFM , FREAMEA cloudwatch-config-s3-buc ket.yaml AWS EAE 3 #Y S3 R 1F T EHEE
%, CloudFormation

&5 : # CloudWatch fHRERE RFE1FTE S3 HIFATEE 11


https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml

AWS #EEHBI £ Amazon RET B {E A FC & FE R CloudWatch

GitHub= & , & 0] LA AR AR HI R (5120 AWS CodeCommit) RIZIAERERE, NREEE B E)FEEL
REERFTEFRFPVERBER , L ATEREPRBRET , L EFHAREEUSIR S M RIS
#9 Systems Manager Automation 117 F .

#i45l : # CloudWatch HHREERFEFE S3 TR


https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
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SR CloudWatch EC2 $4/7 {H#8 7 P s b B AR B0 R IBRR
.

MZEBEYERARSZNERMES (VM) LETEE, EETHRAEBREETEANERERRLET , &
BRERMBER N T RN EERFBHEMBERIER,

MREEZRER EC2 B, AU ESHMRERREELETSMRBIES,. BR , EEESRAINIER
HMEEERCELZNFAREE  UEREFESHNER, BBEY ARGHNERRE  YRAREN
ZENBEEREZRFBENBHRAFNER , EUURSEERER,

BEITREEBRIIERIAWSER URIA CloudWatch REBIRFK — ) ASER S ME AL R,
CloudWatch EEEREZEWMENISEMBFUEES XN ZFHER, BEMLURIBMEHELH
CloudWatch X Z 251828 Amazon EC2 #[E.

B REMEBE CloudWatch 28l , FRARAGRKNEARFN BFLHENEERE, BRAER
ANBRERRERT EERBENEEAFNEE. RRAFNEER AFEEMERBRS ROERN
Z#  RAAEcMRBBRERFKERDN , BH Linux # Windows ME2FEMN. BRTHFERM Linux iR
REBITRWVIEZEM AR XM 2 , BEEE Linux BITIRIBHOESEEZNBFXH. TR Windows
BRAzEtgHRAEEEZR,

£%7E CloudWatch X8 A

CloudWatch Amazon EC2 BiBfEH CloudWatch (X EENAEERZRFIENBEREREN. BMES
LEREBNEEEEN BFRERE K ARBHEBEE CloudWatch EEMNIRF RRERE,

B LSS %18 CloudWatch IBELE LAFZ K #E & CloudWatch REERNIHRE, HEN—TEHERER
HRANERAREFRNEEMEI D BFMEENEE, TEHBBINTERE TR ERNZE CloudWatch
BEXHEREASRRIEKES CloudWatch BLE :
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html

AWS REHEI £ Amazon RET B {E A FC & FE R CloudWatch

Application-specific application
level logs and metrics
CloudWatch configuration file

\

Application-specific systems
level logs and metrics

CloudWatch configuration file

Standard systems-level logs and
metrics CloudWatch
configuration file

EA U HBERSEHNBRGELAFNERETE - ENEE, flu , EAUSTZERRIGRE
REERBWERNESRTE  MATUAZEHFHNEEREERE N RBEB I AFNIER T
%,

A& EC2 BEHIAY BEHE

FERT , Amazon EC2 FEESRWE AR M. R , BB BF X4 LA HEAZ CloudWatch
H&&H CloudWatch REBFRENALEHH , AWSAPI , RAWS Command Line Interface(AWS CLI, 1M
BEFEA CloudWatch RE & B 55X 12 ENZ| CloudWatch Amazon EC2 FAZBEE A IREFHY B 5.

LA EMEER B , UK CloudWatch R BEEX 4 HRIESENERENEHEFETAS
{t. CloudWatch X#FBAX, Z#E 5 FRM JSON AN BRB[MEXFEERE , £/ JSON X H
AR TERANEEN., EEMERNSAMEE |, BERAKNLH BEEE E AR,

ALt CloudWatch RIEfE A EEZEE 2% 2 CloudWatch B B MIEEMEE X 4. CloudWatch &%
BEEAFXHHERABFRERAGELBFRSED BFEE, EGBREE EC2 E6IM BFHT
B, BlaniE RITEM FR/F R,

RWAFRAWE EC2 B4 ID 4R , R AF AL BEAFXHERRMEE. AFRNABS
ZB71E CloudWatch B ZE#H., A LAFEHinstance_id. hostname. local_hostname,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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Hip_address AR AFERM AFBEBBINBEESR  EEREEUUFEAMEHN CloudWatch XE
fEXEREE R,

TE& R CloudWatch AR HEEFHNNREEE, BFEHBEENERFXHEE , AZsBEEC2E
BINEBBFR , RA{instance_id}EERARBFRETE , EC2 B4 ID 2H—,

E iF123456

"collect_list™: [

{

"file_path™: "/var/log/messages”,

"log_group_name"”: "system”,

"log_stream_name”: "{instance_id}" T s e

}l —

{

"file path": “/var/log/secure-*", Region

"log_group_name"”: "security”,

"log_stream_name": "{instance_id}" CloudWatch Service

1 PoTTToTToomomeomesoomoomosoooooooooooo- '

], ! CloudWatch Logs Group: system !
123456

Narllog/messages CloudWatch Logs Group: security

CloudWatch agent 123456

Narllog/secure-20201001

Narflog/secure-20201002

AFHEEREMESNEFRNAREH. Fid. M. EEHERNEREE. ENEF 4B
RO BTAUREEERSNESSE EC2 BAFER, AREENERBEN AR XHNEE. &
BFHMEREFTRE—SH BEAML. flw , EHNIRF ATRASERFMARE , I B EBFTERVEAM
RELEHMAEE. EEWEECLAE—SEBILARERBURRS BANERE, BT E  BWNED
AR PR ERE T E MBI EC2 B L,

MRZERECEHA— @RS UTARSEREDPETHIFEH DM BFLE. TRERT —ERFE
HaBNE , P aEEKAM,. RENEREFARRE.

H & EHHH /<Business unit>/<Project or application name>/<En
Z8 vironment>/<Log file name>

HEEER <EC2 instance ID>
7
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AWS #EHE S| A Amazon FRETMEE B FREHFEE CloudWatch
BIBAI LA EC2 BHINFIBE B X o EEIR— AFMEY. ERMUUERZRIEEME EC2 EfIH —
HAFXHETERNS . MRENAZHEC2 EFIRE—BERAEFSITEES , XHEE EC2
EfHEREAE , BILThEEEERTRA, TRETENMAHN(CAFEMBFERG A AR FHEZE,

BEEER /<Business unit>/<Project or
application name>/<Environment>/
<EC2 instance ID>

BB RER <Log file name>

BiE EC2 BN EEHE
REERT , B0 EC2 HITEMSRAEAERASEREE (HII , CPU. BIENEFHAENNI

£ ) 88 8#% 3 CloudWatch R #—)X. CloudWatch IR AIEERBMITREBEMBEMEZR , 6l
WMFENEHTERESR CPU BDHIER. Amazon EC2 BEEFRTEELNEFIERP, WRERK
RFHEE | SR E— 2 ERERRE, BREREZEEN CloudWatch BA , RILFFREMARRT G2
EEEUA EC2 BHETHAER  EREFEHHPNELEFIETHMER. flm , BT
REEETESENFMAER  BEYFLEETRERERAELRER,

A fRIEEF 2 E CloudWatch I B % B A CloudWatch KEFER, AWS CLI, RAWS AR ESE
#) SDK, EEWRELMEATECEERBNIEE (H20 CPU RIFAZX ) £ CloudWatch AR R, EBOJLE
S ME—H) CloudWatch BLE X # , 4B EBM AR RIEEFNZELE EC2 BHIEE , WEERARE
HYEEZE CloudWatch #H&E,

15127 CloudWatch HERBBNERSEHELETH -—NESR , YAEERGE BT —1hET
i, REWEFEAWSRIEN AEERLAWS (A, AWS/EC2) MIFAWSEERERR /B ERE
B, BERENHBENERMEM CloudWatch REHRALBERER. ARNEIENEEREELEEN
CloudWatch J 4 , BEFHEENAA EC2 BHIREREREER  EREFEN I ER. flm , &
AUALETFEHER—ETENER  EHFLEETFEBEASLEEENBNTE,

CWAgent 2R M IEZEN R A 2=/ CloudWatch REREN, EHAFHEEM , EEGRZTEBERT
—HEEEE  UEE—BNE - BRIELEE. CEXEATEZBEURMERIM, BENEARER
LARIRE (liN/<Business unit>/<Project or application name>/<Environment>,
MEZETMHEENTEESEHAR RS , IS ZEEER. FETUKGTEZEATAENER
CloudWatch BB HE

HEESUHAHEEESS  SEPREREBE— ARG HEETON , X ERRFEAEMKIZNE
M., Amazon EC2 BEEEEZEN EC2 #1T{HE InstanceldMAutoScalingGroupName#E, &
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

B EBImageldfInstanceType#E ( MMRBAFMEIR ), #l20 , Amazon EC2 & CPU
*UFH$1’E1 T—EEBH EC2 BHIIEE , HhEEInstanceId#E |, L4 , BRTEXEH CPU £H
RiEBInstanceType#E. EFMRED M EEM— EC2 BN CPU MAE | LIRS EHTEE
|,

ANEZSHETENENDTEES , B ERMENEBREN , RASREENE —HEBEASRHSLE
R—EFHIER, Sl , MREERFFNARES tbﬁﬂﬁ? fEiEE Instanceld#tE , BEERSHE
EC2 BHIMMIEE, MREEWHEBETETEEC2 B , ESERHTHEEELERFSNRE. B
BEEIRMFERRA naﬁﬁﬁmﬁﬁm}#;ﬂﬁgﬁu&@B‘tb‘fﬁﬁ'iﬁbuaﬁjﬁﬁo flan , AL BEETEERE
EEZ—HTENHE A EBAILEICEHERELHENRNTE,

BRI LAE M append_dimensions BHASHEE R NE CloudWatch A58, FERIAEREMIE
fiImageId. Instanceld, InstanceType , fMAutoScalingGroupName® HIFFEIEE
CloudWatch ##8€, =% , & LUEIBFEHappend_dimensions@Bt., CloudWatch &R AR EIEE
HENRETES , ELEEMEFHaggregation_dimensionsB i,

Flan | UL ERANARER S S InstanceTypet EEE S EEFIERNFTAE EC2 EFIFEHAM Y

N7, MREEAt2.microBHIEF , BUUEERSEAt2. nmicroBBERNARAT S R ARMEN

Wﬁo REDFATMREREAEETFTEEANEREN EC2 ENITEEEHMNES, Mt T , BEFNHA
RERFEAAETEN Amazon EC2 B THEEEHMWEE.

TEHRRH CloudWatch EEBEE , EEEABERDAZHE. FMNVEENR
& InstanceTypes
IEI i+123456 (t2. micro

AWS Cloud

CloudWatch Service - Metrics: /MyBusinessUnit/MyProject/Development Nam

Instanceld, InstanceType

mem_used_percent (i-123456, t2 micro)

mem d_percen it (i-123456, 12 small)

rcent (i-456789, t2 small)

Aggregated by InstanceType

mem_used_percen it (2. micro] )

o *

CloudWatch agent
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

i B4 CloudWatch Bt &

RIFMBIRVISIZN B E R B M B AR MBR A RN OMERESD , CloudWatch REEFEAR
Windows 1 Linux 4&E R EiZ1E,

BB A CloudWatch BB X8 S B XA 4R 23 CloudWatch REBREXH , UERF A
X BNSERIERGR. SBER THRRBRNRERFM A HAERTHUEERN CloudWatch BEX
FrERE BB B, LN —WRE BB HE S3 FHAT | 1 EC2 BHITERFH
RPRRTM. BlHNRE S3 FRABORA , HSMER CloudWatchi A IEEN — . LT
EAREERENS REBBELDRANEAELRE,

RERMERBF

RiiR B FHR DB MBS R HAWSE iR, BFHBEL LR IFERERMERNEARRKNR
L HFE. BRERBERN BN TRERERBHRAMAEEZE,

FT ALt CloudWatch REXZ G BIBIRMHEEH BHFF B BRER Windows B4 BF. BAlEZEEERW
Windows 4 B ( fl#0System, Application, HSecurity,

Linux RN KK, ERABFNZLAFBERERE/var/logE &%, TRER T LZEXERNERR
AR , BEERE /etc/rsyslog.confi®E /etc/syslog. conf X4 REE R B FHXHH
%EEEQI—O
Fedora 73 /var/log/boot.log* — RE)HE
( EEE# Linux, CentOS. Red Hat Enterprise ~ /var/log/dmesg — # B3
Linux )
/var/log/secure —ZE£MEMEBRITAE
/var/log/messages — BRRFKBFE
/var/log/cron* — Cron B

/var/log/cloud-init-output.log —
B BUserdata @R WA

Debian /var/log/syslog — &) HE

(Ubuntu)
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

/var/log/cloud-init-output.log —
B H BUserdatafBBRER WA

/var/log/auth.log — Z2MEMRERE B

/var/log/kern.log — &%/ A&

BHEBTREEEEREERAN BFNEMRESRFEEAY. CEFEEREEERESERAREFE
R BEXH , TEBEREXHFVNESCMISEERED., flW , BEZX TS Systems Manager H
CloudWatch REBZ#HEIEEF, TRIIEM TEAR Windows # Linux HELREHFENNLE.

Windows CloudWatch X XE=ER $Env:ProgramData\A
mazon\AmazonCloudW
atchAgent\Logs\ama
zon-cloudwatch-age
nt.log

Systems Manager XX %PROGRAMDATA%\Amaz
on\SSM\Logs\amazon-
ssm-agent.log

%PROGRAMDATA%\Amazon
\SSM\Logs\errors.log

%PROGRAMDATA%\Amaz
on\SSM\Logs\audits
\amazon-ssm-agent-
audit-YYYY-MM-DD

Linux CloudWatch {XEEZ /opt/aws/amazon-cl
oudwatch-agent/log
s/amazon-cloudwatc
h-agent.log

Systems Manager XA 2 /var/log/amazon/ssm/
amazon-ssm-agent.log

RERY
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|
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/var/log/amazon/ssm/
errors.log

/var/log/amazon/ssm/
audits/amazon-ssm-
agent-audit-YYYY-MM-
DD

R BEEX AR CloudWatch fREERE , BRKE, BEEFLER Linux #EERAREER , BFE
B MARABERITHREBLE. ERFNAEREREHEAEFRAETZAIFER , b
REA.

RERBERIEER

Amazon EC2 RN ZEEEFTERAFENHEZTEANAE, EETIMELEE , BXNELTEN
5% CloudWatch ¥, FrlAltk CloudWatch REBRENEREEE 23 T CloudWatch fEFAERETE £ E
EEE , BULRBEERNSBERIEE, BHRACEEEAEENIEEELUEEMSESNEER.

BIREPNTESHTEEREBRESES EC2 BANBEERUHEMRARIE, BLiEes
R, IRA(CRMEEEEBY CloudWatch RERE X4 , 37 UMEE (HI20 Amazon S3 ) #
= | UEEEEANAEL.

B Amazon EC2 EEFTEEA R R T EDHE, ELIERLAERRN CloudWatch 73t B I
RANREREXH, BAUARAR CPU MAREFEEN A B AIZEBNIEREEX M , WEL
BRI RR ISR E B XX,

FERTER B4R CloudWatch Bi&

EREFAFNEEHETNERERER , YTERSERERERF. BRERT A7 ERERKCERS
RAWERARRFEN BFENIEE, Sl , ZNEBTESEHEHER Web K FERATREFE Microsoft B
BBE S IREES (11S) LT TEE(, &R LLAIEEZE%E BEEMIEE CloudWatch BLE |, thAI AFER
WEBTER. SERERARFNEEXHAIUFREERNVE (Hl0S3EFRHEE ) P, AITEER
FrIEESRBEBBEERRETHRE , RAEBRERD CloudWatch #HAE B #%, FTLALL CloudWatch RIEEBE)
#=5E EC2 BEfISRARIEZH BB X4 B $&F L EIM CloudWatch B i XA £ 2% 4 CloudWatch
fARE, B RE CloudWatch BB , HAP IIFMABNELERKIRE B LA K FiE HHER FERAREF R
CloudWatch Bt &.

THREEMAERAMARREAEF NEFRELEE AR XHFNEEER.

RERRERER 5


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

BEERAREFHBRE

FERRZFRBFLHEEBARERRER RS AME off-the-shelf (COTS ) SIEHFEENERE

F. COTS EARFRHEAHTREAAFEENG HIRESERE |, iU BFFAGEME. BFEX
HRAMBAFIXHNULE, B2, AZSE COTS AE=AEARFTAFERBAR LERAFEE (4
W, ENEARFNARBUEEEMAFEISITIRENER ). £, BZEZXA COTSHE=S
FERRFEE AFRSKRE | LRGBS MERMBEER , KIFHEA JSON &K,

O] LA E R B R A FEFR2 7B CloudWatch JBiBHS FE 2 =Y B 56 X822 7E CloudWatch 858, B
EREAEFREEFFNEFEENES K RART BRETMNEMAESNFEMAGEN  BETUBEESR
W EER, 28N B4 REHIERN ARG Y. RREEFNEEN AFRHKEURBRBAME
WEEMEXRE , MEERRETOTHNERE,

BB A LAE A CloudWatch HEFEER R CloudWatch BiFEPutLogEventsAPI A EHAAWSHEE
. ZALAER APl = SDK W EBER BFLHER , i, B—Hos MmN EAN RIS BFC 8%
HRENE@MAFZR. B2 , KRR SHEBNREZEANBRARESERAEFREABEABRGXH , A
# £/ CloudWatch X2 FEEN B & XX 4 48 H i B E CloudWatch,

RERZZREREARF AR XATHENEEERE, SUUEREEHERRIE, BREFNE
# CloudWatch B2, i , BRI LM ERERFERBBE AFPRERARNEFEARTERR
R EERE R,

BETUABERERBNEREFRAIRZBERKER , HERMEMCloudWatch RREEEE A ERARRF
SES g

RERAERNER

HESEERETEZBAWSH R CloudWatch , 3t B e #i1E CloudWatch 1E1&, FrIEERRE
FIEEMR A BER CloudWatch 518, ERAEFIEZEEEHE EC2 B, BARFHEHS. API BAE
EERHEELEE, CEXLBERAESZENHEENEEMNELRE, EERSNEESERREN
BEREE , X HARERE N CloudWatch B4~ :

CloudWatch BB BBZEF N BEEBARFRER , @FBUTHERX :

- BRAEREREAELINS,

- ERREFRBIEZEZEME Windows MREERSS , W HIELE B CloudWatch fH%E,
- BEEBRMENZEHY CloudWatch FHVEFAREFH BFER,

- EABFEE A CloudWatch BFH A CloudWatch R IEEEN,

REERER AR oY


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-procstat-process-metrics.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

- EARFIEIEEREIXT CloudWatch SAWSEIZREH4,
- BRARFBEERATESHEStatsDTFEHEREZE B CloudWatch KERR.

i#@i8 CloudWatch /X3 , A BAEA] prostat ESR MR ERAREREFER. NRENEREFTHE
TRARER SRR EREERIREUEE (SN, BANEHNNEBE ) . CEWLAERAER
ERNMESE T EREEREFERRBHER.

MREEEFERAHMBERIBEERH COTS ERARER , Procstat Bt IFEF A, Sl , B E
Mmy_processEE , ARBIEcpu_timet HBE—EBEE&RMWapplication_versionitE., &
AT LAE A CloudWatch REBEEXH ( MR ZBEHBRRNWIEZEEETRINKEE ) .

MREHERAREFE Windows LiETT , RIEFMAEREESISZERME Windows MeEERRR, 72
COTS FERTEFE Windows MEEERIIER , TEBEARRELERAERFIEE, CloudWatch 12E
Windows M REEEARERE R , B LUEEE A BT ANEMEE,

BREEEEAREFRERUENBFLERANBFERE , UBEUUEAESHERRENBLESR, &9
LERRAEFNEL B , MBENMRREREENEREM. CERESUNREEE , U5
ERBUUHEEEISILEEESREE, CERETRARFNXE , YERERAEFREASHET
AR 38 B8R ER OB B

HREEERBNEARESF K FHEREAEFNRBASSHE  EREENER  ELEERETNUBEBMER
CloudWatch R IERIERNAWSHAWSAPI, BB S ERFEARAEREERN, ETUEHAWSEHR
TRRBRARNEGEERE , LEBEUMERXERET, LEFEREERHEARERX CloudWatch
EENSERAEESAAEEAREEN, E€EHHE EC2 B LETHREZESR IRANIER
BARIRER | R IRE M RAXNEFEEIEREEZ Cloudwatch,

MREWERREF S IFEIEERME collectd B statsd , A AR HIiELISEZIEESIAZ
CloudWatch 1,

REEAERER 22


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-collectd.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-statsd.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Generation_CloudWatch_Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Generation_CloudWatch_Agent.html

AWS REHESE 2R Amazon FRET B/ B FHAC & MEER CloudWatch

B Amazon EC2 fZA it fr #8589 CloudWatch RE & &
Bk

B &1t CloudWatch RIEEHN ZEiBE I EEEIRIE, — Bt MBCARHEMEN BRNER. BLES
EU BB E CloudWatch RE , @RESIRFNZEEXE, SR TATEBLRELZ !

- & CloudWatch XA Systems Manager % 2] Systems Manager AREEEIES— MR EC2
HITEEA A ZBE B[RS E/EIETT Systems Manager REBRER , RPBZBEERA LS ZE, ETHE
fR CloudWatch RIEBRIFES , LA UHEAEERZE CloudWatch REREN. A EZEAERAX
BFEERFMEE,

« £B2 CloudWatch RE{EA EC2 BflERmEIB A BERN AN —59— Amazon EC2 AFFRERR
R EREFBEBEETHREBRNA, ZUUEZRRNAUBBHTRENTRENZELBE, EHA
‘G E1EAWS CloudFormationfIAWSService Catalog Efr. MR EHHTFESZENIE TEEHK
AT7TEEENREBZENEESZE , QIS ETESRBETEER,

- EEBBEFTE#BEG (AMI) A E3E CloudWatch REREN— A SEE AR Amazon EC2 K BHEZ
AMI &% CloudWatch KB, FH AMI ) EC2 EfI$EBHLZEIBRBNRE, ER , BHERER
BRHEGEEHEN.

Z % CloudWatch REBEXFEH Systems Manager 7 Z B FAREE
s

B LA Systems Manager REEEE SR ARAEE 88 Systems Manager 2 R RE SR BB R ENEH
CloudWatch fR#GE5F1 EC2 Bl LK E, KB BIEAnazonCloudWwatchAgent AWSEEE B 4+
A, TREFH CloudWatch {REIRA,

BREFERAT S ESR

- DATELNFRIEE EC2 #1TER L RHEIAH 1T Systems Manager REREX ., Systems Manager
RECHAZEELFE Linux, THE Linux 2 MIFEL AMI £, EXAEEMERERA i VM MRS
g L REMNEERE,

- —@AHZE IAM A€ , EENLER CloudWatch # Systems Manager # R 247 i hn 2|
EC2 TRV EABFERAMRBNIENMMPER. W0, BUUEE IAM BE
Hh B ESAWSEZ EBUR | AmazonSSMManagedInstanceCoreft¥ Systems Manager
MCloudwatchAgentServerPolicyE AR CloudWatch, &R LAEARBE-ZSEREL A

%8 CloudWatch RIERE X F A Systems Manager 2 2 MARE S E 28 23


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/ssm-cloudwatch-instance-role.yaml

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

& .yaml AWS CloudFormationt& x5 & IAM B E&MBTERBEEX Y , HH IS EMERE,
Rt I LME BB E EC2 BN HZE IAM #IR, HRRIHBEMREER VM |, EEE
CloudWatch XERER £ A Systems Manager RS AE , ERARTNEBEFRB[IREN . MFELLIE
BWEFMER , FS2 W E B FE A Systems Manager {RIBH#FE — CloudWatch B R £ A iz b5 5%
£ ? FHAWSHIE B .

THEYIRREMT A Systems Manager 7 B RE S FAREBEE SR H ERLEMHEE CloudWatch £
BERN

- BRRKRZARERR— CEFTASEARERRERSNHZRNARE T FHMEZE CloudWatch £
.

- HBEHRE— REEERSABEHRESE EC2 BEHIREEBHMM CloudWatch FRA.
« BRME|E— Systems Manager &R BERRBERIPL EC2 BHIRERIRE D HEEAMF S,

- HTEAEIRY EC2 BHIM BB R &K — HEMNIRS PREIRH EC2 HA|E BB CloudWatch KE1E
Eto

BR , ERELSEZ  EREEBUT=ELME :

- HEEEBNER— RS —FEREHEZRELEE CloudWatch RE |, SR ERERBi st 2 E 4
BEVWNAEENEE, FHAFEE | ERRZESER CloudWatch REBMELE M FrE R B,

- FHERAEENAEER— 2B RENEARRREHANTLZE, NREFAEEREE XY
= %@ CloudWatch BLEXH , AIXBELZREZEHOE.

- ZEEHNZRFRE— VEESERFALESDREREEEREYH ., YEAFFZRFREFHH
RS EMRESIEREEAY, BEEEDRHE L CloudWatch BLE , LAE Z @RS Rt [E 7 A3 A
FERIBFREENBEE,

REMEEEIRMS ™ CloudWatch XEREXTBEMERE

& 7] LA A Systems Manager TRIEFRERIEEE Systems Manager TheE , BIE BB L EMEH
CloudWatch X3, HREZEREFZEFBEAWS CloudFormation## | RIFEHBIZENBENEE
Systems Manager &R

THHNIRERTMEERZNERE  EMERFHRELZESEBHT CloudWatch RIELREMER :

1. £lE Systems Manager B E&XE— RIERZHE LI LT Systems Manager XA B R EE S —
BEA, WESBUREEETE , ERABRETE .

REMEBEERMD HE CloudWatch REENIFMMERLE 24


https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/ssm-cloudwatch-instance-role.yaml
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-service-role.html
https://aws.amazon.com/premiumsupport/knowledge-center/cloudwatch-on-premises-temp-credentials/
https://aws.amazon.com/premiumsupport/knowledge-center/cloudwatch-on-premises-temp-credentials/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

« CreateAndAttachIAMToInstance— #3 AmazonSSMRoleForInstancesQuickSetupf
BHNESEEXH (MREeMFEFEE ) XM NAmazonSSMManagedInstanceCore BUR AN INZEI A
B, EXBFEMEMNCloudWatchAgentServerPolicylAM B, 84478 58 57t 5 BE 3F B # 1tk
Systems Manager XfEA T E LK , M T2 Ak,

« InstallAndManageCloudWatchDocument— &% CloudWatch I8 , 3 {5 F BRER A
CloudWatch E AR EBERHAEAWS-ConfigureAWSPackageSystems Manager 304,

 UpdateCloudWatchDocument— E#T CloudWatch {RIBREX ZHE &#H#Y CloudWatch {KIEFE
X , EHAWS-ConfigureAWSPackageSystems Manager X4, EFSHHBEREFLMERRE
CloudWatch 2R B EC2 #1T{E M AREER,

2. BUMREEESAN— ARNEEERMABMUSHEBAER B ERLIEMN Systems Manager X
B, NEEEREHERBIUESEMTE , BRERRFTE .

« ManageCloudWatchAgent— #1TInstallAndManageCloudWatchDocumentSystems
Manager &&1# EC2 EHIIRH — X,

« UpdateCloudWatchAgent— #l{TUpdateCloudwWatchDocumentSystems Manager & 30 X
A8@E EC2 BHIRM—IRE,

« #H{TCreateAndAttachIAMToInstanceSystems Manager &&E EC2 BHliRH — X34,

EAAEENBEERC SR RELERE , A8 E CloudWatch PRI X 3F B E % CloudWatch Bt
B, LH

2 , CreateAndAttachIAMToInstanceEg€InstallAndManageCloudWatchDocument &G E
EFEH, BULLFBHEHAH THRIEREL AIEM Systems Manager X, HE , BuLMERABECH
CloudFormation BRAFEAVENEFN ERMERENER , UREEMIPEHM Systems Manager &
R, MARERARERE,

/A Important

RIREZEZRIEAWS CloudFormation 2R IR R AIRIZZBE MELE Systems Manager &R
MREEH TRRFRERE , AITEFEFHEHEH Systems Manager 3 1E,

LTREEHNBNAFEEFRRELZEAIRL Systems Manager R , AR INAFEHEE S HWAWS
CloudFormationfE R #TEFPIRRE., BREMEH B S HWAWS CloudFormationt& 4k , LLE % F
BEHHRIELZEFAWS CloudFormation,

REMEBEERMD HE CloudWatch REENIFMMERLE 25



AWS #EHE S| £/ Amazon REH I E{E B L& M ER CloudWatch
£ F Systems Manager RI®z% B I F By S5 #T €I Systems Manager &if

HEEFPIRERE S ERIER Systems Manager ER , LBIEFTEM CloudWatch REZR I X
¥% 18 CloudWatch {HRERE R, AENBMAER IAM A€ H Systems Manager XiEAER I E
CloudWatch BLiE , AJfEZERFAHM. B S3 FEEFITHEREMK CloudWatch REXHEEEE
CloudWatch#H &= &,

E#iCreateAndAttachIAMToInstanceSystems Manager X4

HIREZE A RH I Systems Manager XiERE EC2 ESIREMMTEE IAM EFIEEX#H., MR
EXM , ©EMNAmazonSSMManagedInstanceCore KRR EABE AR, EXTUMILENES
EC2 #TEBEXRAWSHER , ELXERTUEBREENREN 45 E, BFEEEAXEDRRMN—E
SE | LM iNCloudWatchAgentServerPolicylAM FKEERINEIC M INEHIE B XHH EC2 BEHI,

MR IAM AeFEEH EC2 BHRBM MEHIEEX# , Bl Systems Manager XiEE R8I IAM
At, BXAFEHFNENLIES , MEEEECloudWwatchAgentServerPolicylAM BUK,

BEZTREIZEFZAES . YamIRFIXXHE |, WA HERRERERIZN EETLR., MBREEXENS
EMESBRNER. REBEH TRERFRE, 1BE, "RERE. RIENUETREREEHNREXET
B, HtFEREARETHENAZ, REXESE "RERE, BEEE  ARSRXBERDONEHERERF
WEH , EItt‘BFE Systems Manager {12 F & 2R H KL,

E#InstallAndManageCloudWatchDocumentSystems Manager X 4

RIRIEZELZBH I Systems Manager X#E#§ %2 CloudWatch X3 |, 3 {# A BRF2 CloudWatch LI
BERE, AWM CloudWatch BiEHEANTAERIEEEHE, BXEERMITEELSRIFNL R
LA & CloudWatch Bit &304 CloudWatch %7 S3 A FETHE.

BMETHMZEMERGEE YamEHRXE , WHRRERELZNNEETLER. RERELE
MXETRETE , BEFERECET TAENRE, RERGXENSSLENSRINER.

£ FAAWS CloudFormationT F 2R % E

& T LAME FIAWS CloudFormationfit 8 Systems Manager. IttAEAFERBENEEERER
Systems Manager Bt &, WA ZRBRUTUBAFHEFHAREZERFEIENZEER Systems
Manager ER , A% B E% CloudWatch EE&,

RIRER B Th LR F FAWS CloudFormationit 812 — fEAWS CloudFormation#2 5% iE A IR BB IR EF
IEBHMELE Systems Manager iR, EZETLAFERAAWS CloudFormation32 5 |, BAERIRAWS
CloudFormation StackSets A B ZEIRF R EFHNIPE, REREVRIBIFZEHHZ IR/ I

/A Systems Manager tHRiRZEBE I FEEHAIEH Systems Manager EiR 26


https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/custom_ssm_setup
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/custom_ssm_setup

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

EFFEMNAE®, AWS CloudFormationStackSets, #EB44EFE K AWS CloudFormation StackSets 1 R I&
HERZEEE D EE /RS M@ Z @RS B EMEE Systems Manager EiR, WFLIEB WG
HME , BFSHEEREN RGP EAWS CloudFormation X4 H),

ESBAWS-RIESE-HR T HETE, Yaml AWS CloudFormation#s x 38 FE RURIER E o

B EZEEAWS CloudFormationt&t , WRIFEHERETHARE, BEXMERARAIEFHAWS
CloudFormationttk , LGRS SN AR ERAERMEL R, A |, BEEHTELLEX , UE
ErARERBABNERETHEMREARE,

& FEZEBZBAWS CloudFormationsti 2 E EERIFIRS MESS |, YHMTEALENALRAFIREES
MDA FNER, AR, EULBHBTKIEBRSTNSEES , AR ZERS NS EEE,

EE —RIE M [E i P ETE R PIREZEAWS CloudFormationit

MRERAFEHAEMEIRFFMES , BT REIEE ABAWS CloudFormation# & | T A 2AWS
CloudFormationitf @£, (B , MR A& , RPIBRBLFERAZR, . SEEMERESE , AIFERME
AE@ERSFME, FEHAWS CloudFormation StackSets A A B8 F b future &R S E b BR b

=
oo o

FERATHLSRRIBBAWS-RIEEE-MEEEHEE, Yaml AWS CloudFormationt&E R #EHAWS
CloudFormationfE B — iR =~ Fl [E 13 AP 342 -

1. TEERIAS H g A BB EIRWRAIEERFE (FIIAWS CodeCommits
2. BEEEBZAWS CloudFormation2 2 EERBEBNER,

3. ERIAREEE RS RARAST I,
4

. & Systems Manager X# , ¥ fFHInstallAndManageCloudWatchDocumenti#E§ ID, HEER
S3 FREMWAIREEZTE CloudWatch 7,

5. KI5 # Amazon Cource Name (ARN) , EH‘@E CloudWatch Bt &, WMF IR B WFHER ,
EBEHE CloudWatchfAREE &, EHIEEEIREE S3 # .yaml AWS CloudFormationtE4R AT A |, &%
EiRaE—EEmEERE , ARNEMAWS Organizationstik .

6. ZPEB HEZ M IRIEIZEAWS CloudFormationt&E 4R NE S3 FRERMERMRS
« ¥ CloudwWatchConfigBucketARNS B Ea A S3 fEFETEEA ARN,
- RIBEA Systems Manager BRARIHEE , HSEHREHITRE,

7. BEFERTHF IAM BRI EC2 B , LAREFY EC2 BHIEL CloudWatch Bi & A

1EE —IRSR AN BT P 1T E R IRIEFREAWS CloudFormationi 27


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/custom_ssm_setup
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/custom_ssm_setup
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

- EFAttachIAMToInstanceRREEEE SFH, 1§ — 1@ Systems Manager Runbook , Eti& &%
FTEI#1T. A Runbook WARREEIEREAM T2 H AR EC2 Bl , W B AT AR E /K
2E1T. WHEFMENR , F28 ") EAREEEREHITHEEITEHLE Systems Manager X #
H,

- TERE EC2 BHIMIIN T FTFEM IAM B&,

- BB#FE EC2 BHIfE Systems Manager A R , #FR Systems Manager RE TEE &,

« 5% CloudWatch RIBIEE I /E , HER2EF CloudWatch BEEMER CloudWatch R H S3 f#1EET
BAERE,

£ Z{E [E 15 2 @R - 1T E RIRIEEZ EAWS CloudFormationStackSets

MBEFEANRZERSFAMES , BIFTAIBBAWS-RIEZE-BFEEHEE, Yaml AWS
CloudFormationt8EtR{E & &g, BAUATHKAWS CloudFormationStackSet 5 R 1G4 |, REBFEH
HRE, REEEREFEAEREENEREEEpermissions,

BMEZEHEEEREEEHERVMERE  UEHMR-FEBEREEENRERERF, BXLEL
E—AREEEHRE | ®AWS OrganizationsEBIRFREREE SRS, LFEZREEEZEREES
ERNARBELHNEPRNIRF BB HERE | MARAWS OrganizationsBEIRF ., EMEEZREAR
HREINE K HEESAEEREN OV) ENE—RESHEGE/ASI L ERS HER G BEMEN
(OU),
1. EXTBR 185, REE-IRFENEFHPETERREEEAWS CloudFormationtE E &,
2. & AAWS Management Console , BFABIAWS CloudFormationiZ &l & |, AR%IZIEE T StackSet :
- BEHACHEN LEEAER, LEAWS CloudFormationt#il , BALURIBENERETE
&,
- BEEHREFHEER
o IAMERERR , HlNStackSet-SSM-QuickSetup,
- RIBFBEA Systems Manager BRARIhEE , HSEHREHITRE,
« M CloudwatchConfigBucketARNZ & ARN #i A CloudWatch FXEHR S3 fEFETE.
- IBEMBRERE  BEESHRKEEEEREAWS Organizations= B R E A,

- MREZFEREEER , FRAAWSEEAHEREEEABNAWSELRHERRAUBEIAM
AEFHMER. RPFPXEAFEEEEAE  YESEBERIRFPLETENTAR

- BRARRBEEEEMNEFIJAWS Organizations , RFIEZHZE LBERAEE OU , mMF2EE
IR

EZE RSN ZERF PETERPEIZEAWS CloudFormationStackSets 28



https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-sm-target.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/custom_ssm_setup
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch
 BELEZMAEBEHE, BERIEEEnabled, HARFRBRITAS , BENREAMEREE,

- BRARBREEHER , WAAWSEERENIRS ID, NREEAEEEER , ILARZERM
bR ERLIBE,

- BAZASERE CloudWatch 1 Systems Manager.
- BBEFRE MHEEHTEEBERFPOHEEE,

- A Systems Manager #1 CloudWatch ZE2HBNRFAPEE I , FREEE—IRFEANEE
F it 1T E R PR ER EAWS CloudFormation3fE Z i,

BLiE A BF &R 2 A BR 2R RV E R B E

ALk CloudWatch REFEAELA EC2 BN S ERLZEMNEE, B2, TRIEHRTELZENEE
CloudWatch EAZZEFRET M VM EZEREBRER,

5[ CloudWatch fRIBERE B A Systems EOEX it REB[MESIREPRE Systems
Manager H9 18 [E iR B & o Manager & , @A LAEH IAM B E&BUE

Systems Manager, &EZERA EC2 B
BIRIENAE , ZARBIECLloudwWatc
hAgentServerPolicy  HlAmazonSSM
ManagedInstanceCore B,

iEEE B Systems Manager 1 IE# % i b5 5%
EWKEHBEARMBR M. BAIELHEN
CloudWatch X E &R MEIRE — B+, &
AT LAE A A Systems Manager R IE# & —
CloudWatch AR At RIS 2B B B EF A in
ERIBERAAWSHIE F O

BEABBERERH Systems Manager
BEMCETENREEEREH  WHEAER
EMNENAHES MBS TIHBE, &
3 Systems Manager B0 , AIFEEE —EES
, BEHIRBRA R MBS,

ZREBHEHES VPN SAWS Direct ConnectfZEl &7 LLfEFHAWS Direct Connecté}i%AWS
FMAWSPrivateLink, Virtual Private Network(AWS VPN ) , £
HERENERIE iR (VPC) ZFﬂEﬁAﬁ

BB AEPERE AR IR SR 29


https://aws.amazon.com/premiumsupport/knowledge-center/cloudwatch-on-premises-temp-credentials/
https://aws.amazon.com/premiumsupport/knowledge-center/cloudwatch-on-premises-temp-credentials/
https://aws.amazon.com/premiumsupport/knowledge-center/cloudwatch-on-premises-temp-credentials/
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-managed-instance-activation.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

iE3E, AWSPrivateLink 2  —{EFAEE#E
CloudWatch £/ 5L HE VPC im Rt ik, MRE
BRI I BUFEIB 4 H B B 304 B N H AR
RinETR , Bl 5 EIEEFA,

FRIEEZELAI S CloudWatch HEE R, Amazon EC2 BB #EER ( Hla CPU /A
) BLAATHELHERELER, BRI
ERERNFAREX AR RBREEREL
EE  AREEEMINEHEZE CloudWatch 1R
EE.

fRAF EC2 BHIN EFESEE
EC2 BEfIRREEN K HEE—BLEHGH , MREME Amazon EC2 Auto Scaling. Amazon

EMR. Amazon EC2 #H{EH E |, s{AWS Batch, [RblF EC2 EfIn[eE &2 EHIEE KEM CloudWatch
i, MEERRHETHRENHEMER.

MREERARE EC2 B , FZEBEAFANARZTRBBHIIMEMB R LT ER., Hlwn , &9
DEEREREFFER ID. Amazon EMR £EE B Auto Scaling fEE . BRMEEMN EC2 E

Bl , (EEFREREMARE , B4 ATETHERNEEE, BULUEBMHEE CloudWatch {XEH
EXH  WEFREBRENTESEMNEEX Y. EXTUAFEABREETRESKAFZNEEEES
CloudWatch,

RIB MR IZMISZRN BEEH CloudWatch RI2 | AE B ILEREF EC2 B, FriAlt CloudwWatch 1%
BE&flush_interval28 A TEEACERFTAFNEEEGENFEBER, SUURBEIESR
EHFRIKLLE , W/ZFLE CloudWatch /A2 | S #E EC2 B4R Lt 2 Bl & 42 & [E Rl

FH Bt R REE CloudWatch KE A

MEBLER B ELEERS R (B0 Ansible = Chef ) , BALURACREBEBREMERH CloudWatch
REER, MREALSZE , AIXEFEUTEEEE .

- BEABLERESRELIFNEERENRERBLRE. NREBUCRATIFERBOABERER
%, AIRATEXENRERRERERERE R,

- BEEHDILERGTEREEHRE CloudWatch RIEEFMMAR. EHNEBLERTREEHRE
CloudWatch {2 | AEHHBYEHMLENRE, EUUAERARAERFLBBLBERSRYEET R
BEMEMNE,

A EC2 HAIMEEEE 30


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

- BEEATURSAEZRIRENSH. ENEBLHERST REECRABERRARRELEN
EfREBEELIEETHE. EUNEEBUERSRTERBEANNER , UERBAUNEZENRE.

E82& CloudWatch REEESIEREARFEHR AP 8UERA

MREFITEER Systems Manager , ¥ B FEHRZZF A CloudWatch AR EC2 EfI , BT
FALKSEZ. BE  EBEAZR—AMN  IEBEFTEEMEERMEH. AWSRHEEZFEEY)
CloudWatch X2 , IUREMBRNARAFBBERNAPTH, REZZRIAUEEZTAPRENERT
DEMANET , EERELATUNEERHNEPEAEM. MRFEALSE , BIEFEAUTEESE .

- ENMTRAFEEZEREREEREEENRAR. AP TUERESM A EELRE CloudWatch K
B, MERREREENE  EVgSHAFCHNERT -3,

- RERNALARERRERFELEARTENRERFRAE . MREITHERFER Windows H
Linux , AIRZEBHVMA, Linux IAERRBRTHREETIRANRZELSR,

- BUBEEHEF CloudWatch RIEBHFTARA ( MMRAA ) . MRAF Systems Manager EdiREEIE 35
—EER , ARAEBRTIEE  EEEAURERF BN AU ZESIMBGENET. AL
CloudWatch R ESESXEHMRBEEN L EHRLE,

- BAEBEBRENMERFTE CloudWatch BLE, MR Systems Manager BEiREE IR — 2 fF
A, AT EBHATIRME , B UEERFBEMNANES I SRR E X4 S E
CloudWatch REZ 3,

‘@3¥E CloudWatch AMI FHRIERE R

FEAL A ENBERETHESRE CloudWatch {RIB | BAT LA ENBIA B SRR FEER, EEMREET
WERESREMBRE LR , U EHEEME., MRETITEMFER Systems Manager K1 |, k5%
tEA, MREALSE , AIEFEUTEEEE

- RDEATFEEMBRE , BA AMI TRET S E&HH CloudWatch REFZNMAN, Frillt CloudWatch
REEELRER AV RASHEE, fEXSE—BEANEZE, AREHERREURETER
EC2 BEfIBEHRNE, MREMER Systems Manager , B LAMFER %% CloudWatch RERER
Systems Manager 7 2B FMEEEEMRE R, WRETFFEA Systems Manager , BIF HIZEHI
BB EHRBEEERR BB AERRE,

« 2 CloudWatch X BEEHIBBRRENEBEEXH. METER Systems Manager , B 7T LAEL
BEAFEBNAES| BRRREE XY , REEHKE CloudWatch RERER.,

« FREALE CloudWatch RE 4 787E CloudWatch 3R EEE o

#8# CloudWatch RIEE B HI B HHR LR A /- BiIRM A 31


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/download-cloudwatch-agent-commandline.html

AWS REHESE 2R Amazon FRET B/ B FHAC & MEER CloudWatch

« AWSEBIBTRRELE AMI B, BREESELRIAWSEERES/ELE AMI B, HIREFEH Amazon
EC2, BIF LSS EN IAM AERANENEF L BRERAALEE, NMREFERAXRHES |, AlE
ERXE CloudWatch RERER.

A#E CloudWatch AMI ARy R IEFER 32



AWS REHESE 2R Amazon FRET B/ B FHAC & MEER CloudWatch

£ Amazon ECS #1708 M EE

Amazon Elastic Container Service (Amazon ECS) A#{TRSRMMEMBEE , WREFAETK
MKW ERIEER  ELRBEAEE AWS Fargate 1 Amazon EC2, MEMEBI BRI HHEES |
CloudWatch {EfAREM X EEEFTRE,

AR & B i B 48 7 R 0 7E Amazon ECS EfEM CloudWatch 528 B5#2,
e
« CloudWatch £/ EC2 RIBN B EITERIE
EARK EC2 # Fargate BB E A Amazon ECS Bef HES
- f# 8 Amazon ECS FireLens # B 5] H5588H
« Amazon ECS Hi5&

CloudWatch £ EC2 BB EREITRTE

/8 EC2 RiEh A | B a LA EMEA CloudWatchX IR R E TR M EEIE M EC2 $ITERE M
Amazon ECS #%5., Amazon ECS &ff{t AMI BFEXZEE Amazon ECS B ERERAF , A
Amazon ECS #5124 CloudWatch 1E1&,

BELERIEE I EE Amazon ECS IR A , 18 Amazon ECS WiERR TS E I AGER HAib
B (B0 | o] FARREZE), BRI BAEA AWS Management Console R¥#FEZEH EC2 BBV ER

#9 Amazon ECS £ , S €2 — B FAREIHEREIE Amazon EC2 Auto Scaling B AWS
CloudFormation &, B2 , EBF EZEREFLEELREEF AMI SIEATENRESHMEKES
B BT EHAE,

EEEMNHMARZNEE , BX%EE Amazon ECS A5#11TEEE L 22 CloudWatch RKERER, &
Al AR AIE B MY — &2 & CloudWatch REEFE £ Systems Manager 7 MR EEIEESH P

A EC2 #I{THEBEMNELHESE, T8 , Amazon ECS AMI T EE4ENRKEEEERERER, B
Amazon ECS Bk , HERGEA BT RBACHZERAEEESRERE NEAEERIESTHRE
FH., ENEENATRHNITE®E M Systems Manager 33t , YERAMREEEE@BHRLE, RENE
¥ CloudWatch XEREX, EMREEERATHNERHEN CloudWatch REENERER  CHEEHR
Amazon EC2 MVEZEEL RFE K CloudWatch #HEE, & AJ L% Amazon ECS HVIZ%#1L CloudWatch
8 CloudWatch BB HIE S3 REFTEY , UHENERERAREEESEHER,

FLEHRARERZE Amazon ECS AHFTERHN IAM AERBTERREETELE
#ICloudWatchAgentServerPolicy#AmazonSSMManagedInstanceCoreBE., ErLAFEHE

CloudWatch £ EC2 BBV EREITERE 33


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/launch_types.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_agent.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

WAL Linux BERE Amazon ECS #5., AWS CloudFormation It 8743 37 BA B ETRAENERER
Amazon ECS #5 | Z#E £ 2% % Systems Manager ¥ %28 EH 5] CloudWatch #HAELLEE$2 Amazon
ECS % E/M AFE,

& FER% A Amazon ECS BERHTERR UK EFEE EC2 H1TERE AEHEI T3 A5

« Amazon ECS RERXBE#@E — /var/log/ecs/ecs-init.log
« Amazon ECS RERER#H — /var/log/ecs/ecs-agent.log
o IAM EAERIRHETEREC% — /var/log/ecs/audit.log

MEEEWmEER. BN CAMEMARZRENGFMEENR , 528 Amazon ECS X#H# Amazon ECS

B ERNVIE

/A Important
Fargate MBI BEFFEREEXREIERE , RAETHITHEE EC2 BRHATERE.

Amazon ECS R 1TEBEXEAKITH Amazon ECS &L AMI MBS EEN. AWS A
Amazon ECS &1t AMI B (BFE AMI ID) f##F 2 Systems Manager 2R FHESH ., BRI UUE
Fl Amazon ECS &£t AMI WS ETFHRESEEN | RSB EHERNEHEHRELN AMI, &
NS ESRSEGMAT R AMI RAFE AMI Z1THR AWS CloudFormation A\ S B FHRES E.

AWS EEREZENESFREMENSHEENEZE, EXRTSEELEZEHB AWS CloudFormation
EATUEEHNREEEFER K MAEEEH AMI, B LUE RS E 4T MR K12 4148 48 B85 m
Amazon ECS AMI ¥ & |, EBBIAERERFE 2 B1B5 LEE R Amazon ECS &E1L AMI,

ERAR EC2 M Fargate BENZEE K Amazon ECS B2 HF#®

Amazon ECS EAERERKBARNENEEATKNRE. EAUETERERRREERD T
Amazon ECS &M AR, iRk EARREBRNEHEDEARE, ZECKEDENEESRE
&£ EC2 1B 2 Fargate BiE3E R awslogs fluentd gelf json-file journald logentries
splunksyslog , RAENABRUETEANEERSKE Hlw, . . . .. Hawsfirelens), Fargate
BEBERRMHTHIEKESHENIZEN FE : awslogssplunk, Fawsfirelens, AWS z2fi
iawslogsHEEEIERN , UFEENA 288 H W AS H &8 = CloudWatch FE#kiE, o BEIRENREJZH
FEFTRHEE,. BENEHBRIEANARTSHMREE,

EAM EC2 M Fargate FAENEEH K Amazon ECS B A 34


https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs_cluster_with_cloudwatch_linux.yaml
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/logs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/logs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/retrieve-ecs-optimized_AMI.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

SSEBHEAMNTER DB UR LW TBE)ERE CloudWatch FR8&4E  BIEMF AR AWS Management
Console #1184, /ecs/<task_name>Amazon ECS A B RABBEB L T <awslogs-
stream-prefix>/<container_name>/<task_id>#xX. RFIEREEAFESE , RIBHEBH
EREEE D H, ETRY , image_nameM‘BEimage_tagEilHER RN BB,

EaE g3 T /<Business unit>/<Project or
application name>/<Environment>/
<Cluster name>/<Task name>

EBEREBIER /<image_name>/<image_tag>

HEABAEEFBERTRE, B2 , FRSEHENAFTNEITRE , EEREIKEXFERANT
féimage_nameBimage_tagF K EZBAIFEANTRE , b UJEFERANKRATE, MEFMHEAN G
BER , BF2HEEEW CloudWatch P ERAISREH,

MRIEERFEESNGEEE (CI/ICD) ERTIBEBLER , LA LUEBSEHEY Docker REAERE |
ARARABYMNEBERBITRAR. Hla , BAILUE Docker RGBT, FBER. GitHubiEzT
FEHMEZEEFAMNAEHEERETRAMEHZAES , FR CI/ICD BFH—

£ Amazon ECS FireLens B9 BHiT HE5%&H

FireLens Amazon ECS A ##Bh#&48 B 55 B 2 Fluentd = Flu ent Bit , AEE AU BTE AZEEE
EZF AWS RIS AWS SESEBEK (APN) B B, ARZEH &:@,5151_5 HiE. CloudWatch

AWS £ Amazon Kinesis ER &7, mHEEE R Firehose # H S FE L L ENHTEX | A Fluent
Bit 3214 Docker 8%, CloudWatch & A LAfEFEE FireLens %R B2 MIFFCawslogs & ERENFE =\ 3k
HITEZ BT MR FEIX Z5CHEM CloudWatch FCE%4E .

Bilgn , LATLAERA FireLens ik SEBEXRZFIRFEHRXBEH, EXRT

Amazon ECS &2 CloudWatch B2 B8 1t A JSON 14 , X

€ecs_cluster, . . ecs_task _arnecs_task definitioncontainer_id. container_name#l
B9 JSON X B, ec2_instance_idEREEEEENE , um%ﬂ’]i%ﬁﬁ
BFLUENT_HOSTHIFLUENT_PORTIRIREH L\ FiR LN Tawsfirelensdi. EEREZFLAUEAR
FMEvieskse Ee RIS ER TSI BFFKAR. flw, f&ﬂ@ﬁﬁﬁi‘t—lﬁﬁg’aagnﬂﬁﬂ Fluent Bit K9#2

A fluent-logger-pythonE , FERFERARESEHREN THE,

MR EEZE R FireLens 1 Amazon ECS , AL EHawslogs BFBBREXNMHREMNRE , ALt
RAEMERE, Hlin , B ecs-task-nginx-firelense.json Amazon ECS F ¥ E &R ENZREH

£ Amazon ECS FireLens # 3T B35 35


https://www.fluentd.org/
https://docs.fluentbit.io/manual/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/firelens-using-fluentbit.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/firelens-using-fluentbit.html
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs-task-nginx-firelense.json

AWS #EEHBI £ Amazon RET B {E A FC & FE R CloudWatch

FireLens AEC# 8 NGINX @RS, CloudWatch'®iERE T — 1@ FireLens Fluent Bit R854E A B5%C
$RHYIBE,

Amazon ECS RViEH&E

Amazon ECS &i8 Amazon ECS R EEXERENRBEHRA EC2 M Fargate MBI BRREHE
¥ CloudWatch $84Z (613 CPU M EEFERE), &t LAEA CloudWatch Container Insights #EEY
R, THENBENER , IEARREERXERNEECHNEITRRER.

Container Insights & —I CloudWatch Zh&E , AIEEE., RBRHTHEE. RENITERBRIREAML CPU &
A%, TEEFERAR, @ERAENMFTERSEZ, Container Insights tt I BBERNR , HEIED
WIREMTHE  IEFR[EMRNFYELIEES CPU EHAZE, Container Insights 2§ BT 5 Z 2%
ZlECS/ContainerInsightsBilmBAZEE , HEARNRHER. BRAERK,

B A AZEMES Amazon ECS BERMARSEER , UHMARARIEE, NREHEEEFRHY
TEREBHRNIERE , TLE Amazon ECS E5 FUBER SN B 2 & CloudWatch RIEER, &7
LAfER cwagent-ecs-instance-metric-cfn.yaml AWS CloudFormation #84<# CloudWatch {XI2F2 5\ 2B
254 Amazon ECS R, EEMNRE , WEFBRREET TEEMN HET CloudWatch/fA B2 4HAE | I
FRASREERBEESBEREY ecs-cwagent-daemon-service,

WERBDB/RAMBTNBEIEZER CloudWatch BEEHCloudWatchREER X BEH MR, LR
f8instance_cpu_reserved_capacity® instance_memory_reserved_capacity CPU E
E , flin#EMClusterNameContainerInstanceld, Instanceld#E. AEsHTEEERMNIE
BRARR/RABTERA CloudWatch AEBIERERAREF, EAUEALEREREREEERNS
$8/ CloudWatch AR A HEMELEH TG E , B Amazon ECS BERHTERREHMRRER
B,

£ Amazon ECS I BT ERARENEE

BT LAE A CloudWatch R #3512 , AEARENE T BETEZ, awslogsicEEREE A LAMEE
CloudWatch AEREIFEEME N FRAR K o

LA €85 B CW_CONFIG_CONTENTIRIZEBBERE A "cwagentconfigSystems Manager 2 #1718
B, SENAR., ZUFEAREREEHTREER , BEREARNBREERNKY, B2, ETHB
=V EN,

{
"logs": {

Amazon ECS W5 36


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-instancelevel.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-metrics-ECS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html

AWS REHESE 2R Amazon FRET B/ B FHAC & MEER CloudWatch

"metrics_collected": {
mf": { }
}
}
}

MREEBEZERFMEFH Amazon ECS ZBE , BITBIfEA AWS Secrets Manager ##17
148 CloudWatch & , I EXEM BRI . B LU 75 72 2 Al 25 128 18 2R ER
ECW_CONFIG_CONTENTEH,

Ea L EEARKXPER AWS REMNBERRRTARIEEEXERXE | XiE

TEAWS_EMF_AGENT_ENDPOINTIRREE , LUEHF| CloudWatch RERXMERZR , MARREER

*ﬁ'ﬁ“‘%’io Flgn | WA LABER ecs_cw_emf example 1] Python ERRER , ABREERANEEE
EEREAANREERNIREH CloudWatch KEREXMEBAES.

B9 Fluent Bit M# 2t CloudWatch A AREEABREBKNAL . Lt A LUEH
ecs_firelense_emf_example il Python EARER , SRBREERAWEREIAZEAR Amazon
ECS KB & 2RHIBH AR

MREFEERARBRIEEREN , TLUEB AWS APl = AWS SDK B3 M E# CloudWatch 35#&, BR3IE
BERENERARS  RRARMAREERAEES: , RATESENERNBNHENEEENER,

1£ Amazon ECS FE I BFIERAENIEE 37


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_cw_emf_example
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_firelense_emf_example
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/Welcome.html
https://aws.amazon.com/tools/

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

Amazon EKS Lt HIE2 &% B 45

Amazon Elastic Kubernetes Service (Amazon EKS) B2 CloudWatch EE{HZR4SHT iR MM B 55, 35
FHIE B Amazon EKS EBFEERBERM , BT HFFiL &M A L2 CloudWatch X3, FrBALL
CloudWatch ¥R ##H%E Amazon EKS EiBiMA 25 H&6. Fluent Bit 1 Fluentdtt X FA5 A28 A58 1%
#| CloudWatch A&

CloudWatch Container Insights AIIEIBISLER , L& E. B2, Pod. EHEMARKEER

RALEHE Amazon EKS WARSIEEERMRF R, EHEE EKS EXHZMEEE , ARNE
FAPrometheus, Amazon EKS #ZH|FEHEHEELIHETE , 2L Prometheus BB RIER. B
Prometheus SpEBZI#EHY Amazon EKS SEZ fh UUF IS LIEE,

B4 A LLERE CloudWatch S 2 = LUEE Prometheus I51ZEI 23T CloudWatch 151 | U R EEH#
Prometheus & imEi B, Prometheus A8 A ES IR AR ST XN AR IEERNRETEE
2% 35 M3 %€ Prometheus 1E1E,

A LA SR ERE CloudWatch fXE R 5 3£ LA Amazon EC2 B sERs MR REEIERRFERAMN 5% |
PAE SR EY Amazon EKS BB EEZEE R K A BN ERRERE — B

Amazon EKS Hy52 4%

Kubernetes HiSrC#k Tl 0 A2 E| L H HiSicek, B AR NERER BiEicek. FIBL
ttKubernetes &I FEE — 444 , FREE Kubernetes ZEEW AR BERXNZEHBENN B,
FRADER EKS , U LAIT R R G EA 4R BEWASH #IX T CloudWatch,

Kubernetes iBE{TRFAEHF , WkubeletHkube-proxyEiETE K EE Kubernetes 1% £, &
HAGESESEIBEABRR , B LEE CloudWatch A5 R KiHE S E Amazon EKS EiZH

EE B

BRI HEAREH , WFEITEEMN Kubernetes Bl LiB1T, AZHARCERAERE ASRERHAE
HER AR ZEREEEME AFCHEDEF. TERARE , A8AFTUE/var/log/
pods B #%. &AILLERE CloudWatch MARRE , BEKEE Amazon EKS BEEHEEL A,

Amazon EKS & §| - E 50 8%

Amazon EKS Z5£H Kubernetes EEFIETA M Amazon EKS SIS T A EE 54 SFEE
Ko BHIFHEBEBAWS, Amazon EKS EE2HIFHEIREE CloudWatch |, & LT B4 EE#l
FHEEHY B,

Amazon EKS HI52 4% 38


https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://prometheus.io/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://kubernetes.io/docs/concepts/workloads/pods/

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

A58 Kubernetes 2 H| L HBAHEHIRHAF. AWSEREF FHEMAETARR , iR
ftKubernetes i B 8 IR 7 #% Bl 1 5% (SLA).

Amazon EKS &7 241 FE A fE = fd &%

BEEFEACloudWatch Container Insights#i ¥z i EKS W B NIEE., RREMEREE,

BB AR BIMNIERE |, WM CloudWatch RE |, AR AR BHEFHEEZ| CloudWatch BV FIAI =R
Fluentd, Container Insights tR 12t B B)ERIR , HP T ERHEMN 5 ERE CloudWatch 51E. BEER
fEERE A CloudWatch DaemonSet i F{Z DaemonSet , £ &1E Amazon EKS £i% LiE1T, BEER
TR X ¥ Fargate 818 , AABELHBHAWSY B R DaemonSets, NISEHAEBNB T LEE
EKS B Fargate H 5508

TF&RER CloudWatch B4 B 52452 Fluentd =% Fluent Bit B 353E % EE AR Amazon EKS
K,

/aws/containerinsights/Cluster_Name/ i FfAE B4 /var/log/container
application s o WWESREM T RFIRSER , Ea/

var/log/pods B ###E. ESHEE
E AT stdoutsFHstderr, TEEHE
Kubernetes R A2 HEFE , Maws-
vpc-cni-init . kube-proxy , M

K.coreDNS,
/aws/containerinsights/Cluster_Name/ RE WA /var/log/dmesg . /
host var/log/secure , BAK/var/log/

messages o

/aws/containerinsights/Cluster_Name/ /var/log/journal HiEAR
dataplane kubelet.service . kubeproxy
.service # docker.service HH

MRBEFE A RS R R Fluent Bit = Fluentd & E A BFEsc# , BIRBAEA CloudWatch Amazon
EKS §i% E REMNKRERER, Amazon EKS §iZ EC2 Bfl , EEWNEZEKCMETEE Amazon
EC2 MZERRRBAGFRE T EP, WREZE CloudWatch /R , Bl Amazon EKS it B3
CloudWatch RIE =, BENMEF,

Amazon EKS Hi B FFE AR o &% 39


https://aws.amazon.com/eks/sla/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs-FluentBit.html

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

TRET THER Kubernetes B B , MMRETEATF Fluent L= Fluentd WA 23 R AR IEIT HEFSARC
8% , RIXBRmEEL A,

/var/log/containers It B skt T 175 S 2P B Kubernetes &
25 HFM/var/log/pods H&#EHE, EHK
A AR tEEE AstdoutH Fstderr,
IE3¥E Kubernetes RIEB M HES |, i
Waws-vpc-cni-init ., kube-proxy , A
M coreDNS, EE : MRLFHEFEARBRE

A REE I EE,
var/log/aws-routed-eni/ipamd.log L-IPAM SFEERFHN BFIUEEERT

/var/log/aws-routed-eni/plu
gin.log

1B BRER Amazon EKS EiBZ# W E & CloudWatch RIEBL B ZEENRFERBFZNEE, &

iB , Amazon EKS E{tLH AMI X2 & Systems Manager KRR, BBERAREELR , BRI LLEE
#17 Systems Manager KB R FEREE CloudWatch BLE , BiBAFBBFIERNBBRNAEEE
EH# Amazon EKS $5E B . Amazon EKS Ei#{£H Auto Scaling AEAS EGHEREABEREE
HUET R,

HARESHEE  SUURERSELS , HhaFAFEERTY , LB E#1T Systems Manager
REZRZEF CloudWatch fARE, BB ERNEATEEERY B8 3 HARE @&

& AWS CloudFormationtE iR Bl = 2 Systems Manager X2 H B EE R CloudWatch R |
EA$ Amazon EKS % E R B FEc & Bl E 7 NE| CloudWatch &% B #. LLEMR T ARKEN
Amazon EKS 5t & i BB B B8R E A infrastructure-as-code (BB HEE D) #i5%. X
E#AWS CloudFormationEE A< FEBL R EN SE ARV KThR AN, BRI AESTEREAE |, E TRV E AL &
AZEETEYBEEFTEMIAZEH., BREANKEHHEN IAM ACNEFEREEXHS
€ CloudwWatchAgentServerPolicy#lAmazonSSMManagedInstanceCore AWSEEBUK,

EDRAREENSE  SUUEEREEMNEE Amazon EKS I E M BHMEN KK, BREEN
BB fo B IR TE 58 BB EKS ZE £ HiE1T Windows BiE |, Bottlerocket , AR Efhi#18, BAJLAEHAWS
CloudFormation#i$ B R EE M BB B TN EH Amazon EKS $£Ed | EE KA B A LU Amazon EKS
BEMFEHIAC NIEEEES L, AWSEM D F#EiEEEE AWS CloudFormationt84x , #a] SUK R AR
FEASERT. XERABEZEPH Amazon EKS BIHFBEBEMALENER (i , EBN IAM AE, &
£#8. Amazon EC2 Auto Scaling #A FRBIHER ) . PrLALLEE B EEE BEH AWS CloudFormationt& 4k

Amazon EKS Hi B FFE AR o &% 40


https://docs.aws.amazon.com/eks/latest/userguide/launch-templates.html
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com/eks/latest/userguide/worker.html
https://docs.aws.amazon.com/eks/latest/userguide/worker.html
https://docs.aws.amazon.com/eks/latest/userguide/launch-templates.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon_eks_managed_node_group_launch_config.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon_eks_managed_node_group_launch_config.yaml
https://docs.aws.amazon.com/eks/latest/userguide/managed-node-update-behavior.html
https://aws.amazon.com/bottlerocket/
https://docs.aws.amazon.com/eks/latest/userguide/eks-compute.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml

AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

E—EAEFRA , ARZEFFEN Systems Manager X3 CloudWatch K32 |, 1% Amazon EKS 4%

E W B FFE & BB R NE CloudWatch 32 %E B #.
B &k B EKS £ Fargate

£ M Fargate L# Amazon EKS , B LHEBEREE , MEF BN EE LK Kubernetes Bi%E, E&
MAEES Kubernetes BIEHBERAEK BEE. B Fargate B HERR , B USERARFMAR
FEEEET CloudWatch, EFEZ8E B 848 AFEHE CloudWatch MBEFE—SEE , hEFEE
Fargate £ RZ M Fi& EKS iR HAIERSE. NMFLBENFMENR , 552 Fargate ;2 # M Amazon
EKS MR I 5Ei# EKS BRAIMEAWSE R, LLifR S RI\ESTDOUTHMSTDERRE A /i H (1/O)
BRI G EHEIEZE CloudWatch EF Fargate £A Amazon EKS Z2EEZ I HARFMVEE.

Amazon EKS 1 Kubernetes BI5&

Kubernetes 21t 7 — {151 API , A EHEERERAEEE (fl , HIHFMEKN CPU MIAE
FAX)  BAPI ERUHEBHEEE , MTARUEBLEE. MALERRENEEZRESEEERAR
Amazon EKS H Kubernetes & , UREEE. REGEEENEHREES , MR X FHorizontal
Pod Autoscaler,

oE 5% EKS &I Kubernetes API BR# 85\ B2 FI S H 542 /E Prometheus #% A CloudWatch A LA
HENZRELIEE, CloudWatch MAES RAE LA E AEH Amazon EKS BB KRG EME
HIEERE. 2 TMER,

Kubernetes & SF EEZE

Kubernetes 22 B2 & F E 1512 L Prometheus B BIBEA /metricsHTTP API R IREI B, BEZZL
#Prometheus , LAEA Web BIESRERNEFELIEE, B LUERARNIEEEBEZ AP R
85/ 2 CloudWatch #,

Kubernetes WEI B M RFZ B EI51E

EARRREIRMEN PrometheusiEZ-AIREFE , B UAHSHETUUERESE, HHMNAEZHK CPU
MAEFHETER ., ELIEEEHorizontal Pod AutoscalerflVertical Pod Autoscaler, CloudWatch t &
IR HIBLRE,

B EZ &%t Kubernetes E 2RSS , MR B F A Kubernetes &R RBKFMNEER ST HEBHEN
22, Kubernetes &&kiR (T E BB 2IBEMEE Kubernetes Z£, &%, BHRMMEPEE , X @’
Kubernetes EERHEEEE CPU MIAFHEBE, B LURREE Kubernetes &R RFE Amazon
EKS X#H,

%00 % EKS 7 Fargate 41


https://docs.aws.amazon.com/eks/latest/userguide/fargate-logging.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure-ECS.html#ContainerInsights-Prometheus-Setup-cw-agent-config
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-ingest-metrics-existing-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-onboard-ingest-metrics-existing-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
https://aws.amazon.com/otel/
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HYLAMBDA_LOG_LEVELIRIREBEWFAZERER HeSiCRM L. MRRRERREH , AIEE
AINFOKF,

import logging
from os import getenv

logger = logging.getlLogger()

log_level = getenv("LAMBDA_LOG_LEVEL", "INFO")
level = logging.getlLevelName(log_level)
logger.setlLevel(level)
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&8,
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BRTYESEIRFAFEIFARSRENEERRBMRER I |, EULEREMINEE, EiB CloudWatch
FERRRAMITREER , .U ERAEEREISRRIEX , UREFHEREE MTTR),
CloudWatch EARXRABTABB RS BYEAEBRECHENERMENIEE, CERUTE
RAEMFIAESR |, ITEBIERKEl S B REEME R ST,

CloudWatch FEARERXNRABTEEAERBERBIERLR —EGAEAERXNER, ERBEPIE
NERESE K CloudWatch ERENRAABTERAEXXNNEREZ tH, CloudWatch EREN REE
AEREANERETHESHEaC RS, BENETR,
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£, CHEXESRERBHRAEEXNETESNEHERRNES , URENEIFSHRHEK, B
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CloudWatch Application Insights component 1

oof
CloudWatch Appli i cor 2 CloudWatch App ication Insights event

CloudWatch Application Insights application

—
-
ooo
AWS CloudFormation
stack CloudWatch Application Insights application

B CloudWatch FEARRNAERERH EC2 #1T{EEFEE Systems Manager, CloudWatch XERE
MEF MFAHBENR , F2EAXHTHNEARARIRABNRKERE CloudWatch FEFATE X B LB
CloudWatch #, CloudWatch FEFAFEEEREH Systems Manager REZ £ FFE # CloudWatch LI
X, £ " CloudWatchFE AR RAMMNT . PERENEENHEFE T CloudWatch RIBENALE
R, AR RSFHEE Systems Manager 28 , AmazonCloudWatch-ApplicationInsights-
SSMParameter HE{E " CloudWatchFE RN RAREN . EREH—EEBM CloudWatch {LEFE
NAAEERIIEZE EC2 #1TEEE LMY CloudWatch RIEBFEXNAARER 8%, Systems Manager T5 5 &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-prereqs.html
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, S LLARRER INE EC2 B 1T{EME LMER S ERE, FH CloudWatch ERAREXBREIFSHEREGN
CIoudWatch RIBERXEERTE BT HCHREM CloudWatch FERFERX B4 CloudWatch R IEFE X4
2N SBETUGEREAEARB ER 6 LEIBREETSESE,

R B35 21T CloudWatch B 247

CloudWatch Logs Insights ] EEFEABENEHES K BRESSEARETE. IRENEAREN
CEE R LL JSON KR4 |, CloudWatch Logs Insights @ B Bl IR E S ECR SR EDPNEERRDH
JSON I, &ALAFER CloudWatch Logs Insights RO EHW AR RMKECE , UREFEES
LA igh& future £, CloudWatch Logs Insights I E#BFEEZXEE , 40 sum (). avg (). count
(). min () # max () WEREZERX , TR EREFREAEIIRED .

MREFEAABRIEEENEIL CloudWatch 15 , BRI UFEAXIENREAKE , SHRBRVEERER
REE  UEE—RMHEE, EXTUREBEEREBLERRSEEEFMENEEY K mMAREBHHEE
BABEREE , fMAANEIE CloudWatch BEf i A, EEREEEEELREEENHERH
BM. CloudWatch BERABTBERAL S EZXHEEGFHANNEER K BEREELELERFEN
CloudWatch #51&,

filgn , FHIRBAIEERER SRR CloudWatchE ERXRAXN PN AEERERELE—A
BRIVAERER

{

"AutoScalingGroupName": "eks-e@bab7f4-fa6c-64ba-dbd9-094aeebcfIba",
"CloudwWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"
}

1,

"Dimensions": [

[

"PodName",

"Namespace",

"ClusterName"

]

1,

"Namespace": "ContainerInsights"

]I
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"ClusterName": "eksdemo",

"InstanceId": "i-03b2lal6b854aas4ca",
"InstanceType": "t3.medium",

"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

1,

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "Q",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
"pod_memory_failcnt": 0,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
"pod_memory_reserved_capacity": 5.148439982463127,
"pod_memory_rss": 38481920,
"pod_memory_swap": 0,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx_dropped": 0,
"pod_network_rx_errors": 0,
"pod_network_rx_packets": 3.3495665260575094,
"pod_network_total_bytes": 4283.442421354973,
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"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": O,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

BR , BAUEHRENEREUEGE-SNREFE, flU , BT TIIER , LEBRCRESE
FHEERAY BT 20 1BWEH -

fields @timestamp, @message

| filter (pod_memory_pgfault > Q)
| sort @timestamp desc

| limit 20

gun
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ES_Stream.html
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AWS REHEI 5 Amazon FRETHFIEE B L8 MEE R CloudWatch

- BENEEETEMRSRMEM Logstash, Kibana (ELK) HBHEITRR&EMEE — B CRHE
Amazon OpenSearch PRI B R 1455 Elasticsearch LIRAT KEHRE K MEECKRETHZIT
B H, ElasticSearch&ATREIRBEB1E Kibana PEIWIREERR , UHERESER,

WMRBFITEFER CloudWatch B , BIFTLAEA Amazon OpenSearch R ZEHNRERERX, B
EBEXNEXE (Hla , "R, G, iB#kEM ElasticSearch API By 1ThR) #&E/ B
B EEIXZE] Amazon OpenSearch R E&IB CloudWatch, i , &t BB ERE IR 5 RRFEEL
AWSHERISFIEAL MR SE. CloudWatch BRERHFZAWSHRBEN T EAFBERASTR , ZERKS
B B P A2 HY B 5548 CloudWatch, I3l , Lambda €5 %@ Lambda B 82 3TV EC &84
BRI LA A B EHERR ERTEEN®ERS | LUK HE AFE 5 RE] Amazon OpenSearch R, &R E &
ZE Amazon OpenSearch [R¥EH ZEE B BB A FERETFENESS. & , BULUHBHERS
R, BBKFHFCHEEEETBEIE ElasticSearch 5., B ERREMERFHIEPNIRFFH
ElastlcSearch BE, BILBBREHEIRE B ElasticSearch #5 |, BB TEEHEEEEF i
ﬁﬂ‘ﬁ%ﬂi‘i%ﬁlﬂzﬁ%‘zo

inEZEEBEET XKL ARE PERE ElasticSearch #5 |, UMEEIRE, EFNERAERNEERT
#%., fflan , AWS Control Towers? E AR EHP RN EHK B FIRF . £HEILIIRFRKAWS Control
Tower , EAWS CloudTrailflIAWS Config B it & Btk EFXIRE R S3 FEETE. Frilm
#FIAWS Control TowerREL &, £ F MIEEC %o

& Z A Amazon Ser OpenSearch vice BV ERREABRR AFZIWHERAR , Bl —SiZEE
':F"ﬁ Amazon Ser OpenSearch vice & ERNSEPNEHIRF , YEHMIRFPERE AFEHAE , U8
FEAFEFRXH Amazon OpenSearch RIEHE .

eI LA B BIA Amazon Ser OpenSearch vice R REE RS B ESERF ZENTRERARER
K EIREEE, FHAMEBIA Amazon Ser OpenSearch vice BE A B R ELZSMMTAMRRE , @
B#EABBA® Amazon Ser OpenSearch vice BEE A EAETRRMER —BEPESTBHER,

f§ A EE 5% OpenSearch RIEHITEFE DT 53
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https://www.elastic.co/kibana
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-logstash.html
https://opendistro.github.io/for-elasticsearch-docs/docs/elasticsearch/popular-api/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/integrations-servicenow.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/integrations-jiraservicedesk.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/related-services.html#cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-run-script
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/walkthrough-cli.html#walkthrough-cli-example-3
https://aws.amazon.com/blogs/security/iam-share-aws-resources-groups-aws-accounts-aws-organizations/
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