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1§ NET RBEARNRRMCNZEEHKEME AWS

HEMEENEMAH NS = I KFE R, Amazon Web Services () AWS

2022 £ 7 B (XHFESLECHK)
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https://aws.amazon.com/professional-services/CAF/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-caf-security-perspective.html
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BoRFENRE

AWS Identity and Access Management(IAM) FEEBEAWSF & LR B ZEURS, R UEH
IAM I8 EH T UFIBLRBNER , AREBERHFTFR. IAM BERAREZEEE TNRRN
), LR RBRIEEREF T, HIEKERRZAWS Well-Architected WRBRIEER , EESHTHREE
=

UTEERPMMESHRE. RENCEHAEEETEHRER IAM H Amazon Cognito,
&

- ERBRIREPMER IAM

- EEEREDRMEH IAM

» Amazon Cognito to

HERBIREFEM IAM

BTELHRMARED  EAETUREPENNERENFNEN D AREFREMNERED
MR, BTLUSHFRER D ARBENEREREEREMAESR. B8 NET Framework BEARE
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BEEHERENRERER
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-design.html
https://visualstudio.microsoft.com/downloads/
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« AWS Command Line Interface ( AWS CLI ) fRZA 2 , EXEWEERFBENAWS 1RF ( EFSER
)
« AWS Toolkit for Visual Studio , B E (FEZRHRH)

FERERERFZAWS CLI

BRI LEAAWSTEE S8 ID AR ENSIBBREZAWS CLIRERE, EHSETRY T TGS,
& HIEEKBEIEAEMAEE,

aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ]: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json

FEN B B IRIT

FRHERENSEEIREEPIRFAEEFEAELRA MFA, FAETURE IAM BE2R7TF
MEMABAWS IRF., ERFEAEE IAM AGHWIEIRIERSH T .NET Framework FEFR 2B | Visual
Studio & 5 i 2R i8R 48 B B3 R AYAWS Security Token Service (AWS STS) , Wi ¥iEEN AR
EREREE. REREETNEAESLAEBEIEEsts:assume-rolefRERE R FILASHRER.
HABXAEEEREAMARRERRETNERECAXAR, HHEAGKERLERRRRIFNR
ERBARIAC, NEFR IAM ACFIRHEHMAWSHRERDAIRFHHERBEENR , FZBAWS CLIXZ
o A%, BAILMEABAWSERADFEIIRSE |, % Visual Studio SEMA NET es w5/ E (CLI) SRR
FASEFAIG NET £EBMRRAR,

EEEREREA IAM

HREERE K REEBECER IAM AEMFENTR. IAM AESEANGREFSR, ELHT
MEAEXAWSKBRFEMRE , TUREE @R ERAAWSEIR,

g5 52 F =5

BREEH AR FIWAWS Lambdai® , B BFFE Amazon DynamoDB REABITEY, &
B, E#. MR (CRUD) & , AR BFEHI®E Amazon B1&5 CloudWatch, T EFRBA L&

f5l, Lambda EREEZEZE DynamoDB & ¥I&X M CloudWatch S8R, EER FIiELER , BE
#8323 Lambda B EIATAE,

RE BRE 3


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-role.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-role.html
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@ Access policy

1AM role

RS

o

IAM policy

Execution role

APl calls

Amazon CloudWatch AWS Lambda Amazon DynamoDB

BIR
o WMATEE IAM BER LLIZEE Amazon DynamoDB RA&MAWS LambdaizEUE (AWSZ 2 ZF3E 1K)

o IAM FIZ 2 HEE (IAM XH)
» AWS Lambda#17 A (Lambda X#F)

Amazon Cognito to

Amazon Cognito B&EH Web MTBIEARERNRM G »BRE. RENFCHAEEE, FAETEREA
BREEEA , BEBE =7 (B Facebook, Amazon, Google 1 Apple) & A,

Amazon Cognito WX ExHREAERENG »EE, TRAEEER—EBEAEEH% , ERER
BACAERAZMNEANRZE, S2EETESKENFEAE IR FHAM AWS R, ELLE
BR—ERAEIEENERAEELEE, MEFMENR , FZEB Amazon Cognito LHFFEIE B Amazon
Cognito E#Hl.

g5 52 F =5

TE#EREAZERFRSE ASP.NET &4 Web EEATRE. Amazon API Gateway FIAWS Lambda. iE 18
RERBBFEAUTRERER !

« Amazon Cognito EAEEKECHRERRE. FHRNEEERAE.
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https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-amazon-dynamodb-table/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
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« ASP.NET &0 B EFARER 2L Lambda R 5EE |, WA API Gateway #iifio
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JSON BiETHE (JWT) , WHHEAER HTTP REZFFEEELR Web APl FEETRRE, REME IWT
B5E R API Gateway TR (2).
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CalendarEvent
—
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JWT
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 {#H Amazon Cognito A ( {738 ) BRFE AR ST ASP.NET #%/0 Web EAEF



https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://www.youtube.com/watch?v=M6qTrI7kmZk
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FERENRE

AWSIREFEAE AFticsE , UBHTE, EFABNREBEREERENEHRE, EL T EHEE R
FRES , LMEE IT B8AZE end-to-end EMERLLIEEEE,

O LA TR NET SC8E R B REEEAREXNBMRGCE , 48 .NET Framework FEHTE
Amazon CloudWatch 4.

RBIEL b &
AspNetCore ASP.NET - iLogger #9 NuGetE#
AWSHEE , MRABRERE
E5i# CloudWatch B, ek L]
nLog —®EAWS NLog B , Al NuGetEH
B 5% % Amazon CloudWatch
A3, ek 7]
HERE A B &2 Amazon NuGetE#
CloudWatch A&REKRAWS
SeriLog 88, ke 077
=R —fEAWS Log4Net Mt N2 , NuGetEH

AR AR HSRHERE
% CloudWatch H&So sC % € 61

&R

.« T35 CloudWatch AAF 5 ( AWSXAE )
« ZEEEi# CloudWatch HEE#1 NET HFSHEZE (AWSHBAE T EIE )
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'R 6


https://www.nuget.org/packages/AWS.Logger.AspNetCore/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/AspNetCore
https://www.nuget.org/packages/AWS.Logger.NLog
https://github.com/aws/aws-logging-dotnet/tree/master/samples/NLog
https://www.nuget.org/packages/AWS.Logger.SeriLog/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Serilog
https://www.nuget.org/packages/AWS.Logger.Log4net/
https://github.com/aws/aws-logging-dotnet/tree/master/samples/Log4net
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/blogs/developer/amazon-cloudwatch-logs-and-net-logging-frameworks/
https://github.com/aws/aws-lambda-dotnet/tree/master/Libraries/src/Amazon.Lambda.Logging.AspNetCore
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WEEE

EXREARRERAERR., NETH , ZEEREZE  fINEAER D, EAEXRBNER EERE
FH, EEREMEEZFREFHEEappsettings. jsonH Fweb.config, HEAEBESKEL
BEXHRINEAREFERES , EGENLL®ANER., &SR LERA AWS Secrets Manager M2 &
BEHERBRELRR K ZIZEEHETHBEZSEENERERENELEE, UTEERBMM
RIEW. NETEEEERER.

E}

&
- Bti& AWS Secrets Manager
- BRESBENE

Bl & AWS Secrets Manager

AWS Secrets Manager ##B1ERBFIRVEARERX. REN IT ERFMENME, LREETZLH7T

M, BB, mMEMNHBBRERNEZAER., APISBNEMEE (T/OAUthER) , AIRMHEE Amazon
Relational Database Service fR# (AmazonRDS), Amazon Redshift #l Amazon DocumentDB B[R4
BE, FRAENERAENFZEBMWY Secrets Manager REEEVZIEAPIs |, EHE A EE LA R HE
BEAHETERME. Secrets Manager @ E BN FEURHIREPR AWS Eif |, WIRHEPXVERE
BASBEME=AREPNEZHRE.

FEBL{FE A Secrets Manager B9 5 R4, NETHEZRFEH

- —{EEEH AWS 1RF

« Microsoft (RETIEE , E&L%

« AWS Command Line Interface ( AWS CLI ) fr7&< 2 , EREXE BRI EEH AWS tRFE (5F2
B )

« AWS Toolkit for Visual Studio , E3%E (FEZBRH)

- FEBFEMA Secrets EEE FRARNE I NEEMNZE AWS CLI BBEIET)

]

# E17H Secrets Manager FHJASP. NETR/UMEE APl (. NETA )

1. # T35 NuGet EH#EEASP, NETEUHBLEAPIL,

fit B AWS Secrets Manager 7


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
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AWSSDK.SecretsManager.Caching
2. 7EProgram.csiEE"H , BT TIEE,

« A fNAmazon.SecretsManager@&Z ™ (1)o

using Amazon.SecretsManager;

- REMERHE (2)o

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new AmazonSecretsManagerClient({RegionEndpoint.EUWest2)
J;

builder.Services.AddHealthChecks();

3. HEM Secrets EEEMIERNE , FHEHRERNERETTIEE (HI
tivaluesController.cs).

o AINBERE (1),

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

gl 8
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}

B{EGetSecretHiE (2)o

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

Hrh 111122223333 5 Rk F & BT,

[Route("api/[controller]")]
[ApiController]

public class SecretsController : ControllerBase

{

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager) o
{

_secretsManager = secretsManager;

}

[Ht:pGet]

public IActionResult GetSecret() 9
{

string secretName = "arn:aws:secretsmanager:eu-west-2:[l :secret:dev/myapp/tenant-gSjéqd"”;
GetSecretValueRequest request = new GetSecretUalueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Tashk<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

@ Note
secretNamelEW R M ZHI BB Amazon EREME (ARN ) ., B FIF 2% , BlAJfe
Secrets Manager T2 & HEULE., BEZsecretNameHEFARRRELETH, B
NEEEREDHHEETENRR.

gl
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RESBEFHE

SEEMERMNINEE AWS Systems Manager, EAHERERNEENBZERREMLZLNRKEXRAR.
BRI LGSR, ERETHR, Amazon HERE& (AMI) MRERBIDsEERTHRASEIE.

REERSHEFRENTRFS. NETEREH
- —fESEER AWS tRF

« Microsoft iRET/EE , ERd

« AWS Command Line Interface ( AWS CLI ) fRZ&< 2 , EREXE B BHEEH AWS tRE (ES
BZRH )

« AWS Toolkit for Visual Studio , B5%E (FFZEHRH)

« X Systems Manager 2% , £/ Secrets Manager £# &3 AWS CLI

gl

BEERPNSHEFRERBEEASP. NET#O Web EARXZHAPI :

1. T35 NuGet EAFEEASP, NETRUDRAEAPI

Amazon.Extensions.Configuration.SystemsManager
2. fEProgram.csiER™ , #TTHEE,

o WMusing®EA (1),

using Amazon;
using Amazon.Extensions.NETCore.Setup;

« S0 AWS Systems Manager #H%E (2),

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)

e
il
I\

BERE 10


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimumLevel(LogLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
: 12
Region = RegionEndpoint.EUlWest2
i2H

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

® Note

IR PEZ B RE R IR IEEBRegionENdPoint# (Region =
RegionEndpoint.GetBySystemName("eu-west-2")) FEll/myapp/deviIZ#,
NELEEREHDHELEETERS,

3

3. RIE—EHNEXHITEEParameterOptions.cs. ITHAXHIRIMA TR,

public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}

4. BFEWR "SBEHE. BIE , FHRHBRENERETTIEE (B

#vValuesController.cs).

« AIBERE (1),

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

gl 11
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- RSBEHE (2) HEE,

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

I

[Route("api/[controller]*)]
[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)
{
_configuration = configuration;

}

/{ GET: api/<ParametersController>
[HttpGet]

public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions. key2
h

BiR
« AWS Secrets Manager }ie# Lambda B & (GitHub 77 EE)

+ AWS , NETSystems Manager (WEEIERE , ~5ISXHK ( GitHubTZER/EE )
+ 0 Secrets Manager fi. NET ( AWS Z£ % )



https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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FERREXBEREER

SHHEAEN RSN  EERERER|ETRAREAEERSBITAMNELRS L MEA NET &
DR Health @EHRBHRHNE, BMUIERRCEHRBEAERFEREL, SR LA Amazon Elastic
Container CloudWatch Service (Amazon ECS) & E5#2 Service (Amazon ECS). MFE A EREEAR
REME R MM E A CloudWatch , 5828 Amazon Route 53 X4, t1FEHRBE ASP.NET %O HRE
RERERENFMEN , F2EHE U,



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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BRED R

AIEEEET —ERMEREFEERNK NET Framework EARRXWREEEZAWS, BELRETEL
S EREVRELZ 2T ATEERIEIRAWS, EBRLES. 3 AMS CodeSuite EAELREMEZE AWS
CloudFormationAWS Lambda , £ L BEIESBEBMERERE  AWSHERAMEERANTSELCERINE
%2, BEMHEIUERSEFELEARNAFRFNER. BBCETURERLZLERNER , WiRBE
ERPRIIEANZLERER, BB LNRANZEUEE  BAUFERAAWSIEREE , &
A LAFEAWS Eim.



https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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M A B 52 AT %

TREAPAEENEREE, MELEWEEE future EFHVEH |, B LAFTE RSS HE,
gy iR H HA

#1448 H i — 2022 %7 A15H



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss
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AWS B EE 5| FE

LT R AWS REitEis ol TR AV RES, BRNEXThERNME. SEEREE , BEA
HRHEREEERS.

T

ARERARE

¥
7R

KERAEABEERNtEERELRE, ELEXL Gartner £ 2011 EFREMN SR AER 8
BEUTREA :

- ER/ENRE-ZOANAERREIERBEBEAREN LS HHEE , SURSHBEEME. KN
AEREY. EREESRBEEERKNERE, €66 : BENWRIZIEE Oracle EREEB R
Amazon Aurora PostgreSQL & AR,

- FRER FBHER) - SEARIXBEER , Y5 A —EERENELUNAERmNEE, 6
H B IS ERE Oracle BRI EE R B Amazon Relational Database Service fR# (Amazon
RDS) , AR AWS Ei.

- ENBE (REBBE) - VURETANER , BERERRHERLE SaaS #E, 66l : FENE
FEARERE (CRM) R##EHZZE SalesForce.com,

- FHER (BHEE) - SEAEABEER , MTETEMNEEURNAERINEE, &6 : B0
BIZERE Oracle ERIEBBEH EC2 #1TEHE LM Oracle EXE AWS Eim,

- EHE (ERMBEGASSHBEER) - S ERREREER  BREREVER. EXEA
BASBHRERE, BAUKARBEADFEFEEBIEEFENERER, &6 4§
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