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Production environment

Development environments Test environments

Step 1 Plan the monthly maintenance windows and patch groups
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i the month the month month the month !
I
i\ Step 2 Step 3 Step 4 Step 5 N
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New monthly | Example tags: Example tags: Example tags:

patches

become Patch group: AppName-DEV Patch group: AppName-TEST Patch group: AppName-PROD

available Maintenance window: Maintenance window: Maintenance window:

schedulel-duration-cutoff-timezone schedule2-duration-cutoff-timezone schedule3-duration-cutoff-timezone

— schedule is in the form of a cron or rate expression.
- timezone is in Internet Assigned Numbers Authority (IANA) format
(e.g., "America/Los_Angeles”, “etc/UTC", or “Asia/Seoul”)
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Automated patching solution
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REC N
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Gets patch group
and maintenance
window tag information

AWS Lambda
automate-patch

N

Creates patch
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maintenance
windows,

and patch
configurations

Patch group

C)

Maintenance

QuickSight [i?
dashboards .

Athena dataset

window

= |
|

< Il I)
| =

Patching
0 P_atch i Patch information
ﬂ'* '__:]t?fj_l_‘ Email configuration stored in
Continuously monitors for @ 1223225230 notifications Amazon S3 via
......... the inventory sync
patch tag compliance .
AWS Config
Resource data
0O Inventory pync
D DD Gets the maintenance
window information and
CloudWatch sends notifications
events
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1. AWS ConfigiFBEZRUTRER , Y RATESTSREFFHEENFERENEA
- EC2 Ef| LMER SR EISHEEF. AWS Config &R A 154712 X E  FMMaintenance Window
(HEBRR)ER.,
« FREALAWS Identity and Access Management(IAM) B HIEl & S 4 |, Z AR L FF Systems
Manager EEE I,
2. Lambda B ( IS ©HEzBautomate-patch ) REEEWETELET , YWKESHEXE
#AFMaintenance Window (#£ R ER)FT A IRIEEINE B
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Automated patch solution Serverlandscape
AWS CloudFormation
AWS Lambda
E_T:’ automate-patch . -
Resource data sync
AWS i |
M CloudFormation ( Viai - I_
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I O el R Inventory Patch group window configuration -
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B3

° %{K%IEO
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- EZEEHEFEAZHBRERANECHEF IR  FUESESHEFEN S ERHEF IR ESR

AN FBERE.
#1E 2, £/ CloudWatch SHIBREMEFER K MAREAERED

* A CloudWatch B4 RIFFTEINEMEFEBREMEFEE  MAREAIRERRER.
- EEBIERT , BESHEFHEELEE CloudWatch BH4-SBH4HEEE , MARKEE O,
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7 Windows BR#% 28 & #1 BR 7 (WSUS).
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9 Systems ManagerfE Systems Manager X#&

B1EE WS HEXEMMaintenance Window (HEERFER)ZEE , B AR EAAWS Command Line
Interface(AWS CLI)[E & R A INiEE .
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BE1t
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Automated patching solution

AWS Systems Manager
On-premises servers

( - | Systems

| ) Manager QuickSight
' Patch group uickolg
Application servers dashboards

-UU
Production Gathers inventory = @}
. . r . Inventory Maintenance
window

From custom inventory, gets "[II Athena dataset
Non-production patch group and

maintenance window ||]V
. . . r information Patch

— Configuration
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) Resource
Patching oo data sync
Soog
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Amazon S3
Gets the maintenance
AWS Lambda window information and
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Creates patch groups, automate-patch
maintenance windows, and
patch configurations; monitors Ocnﬂl
data compliance and notifies ol D D
users fommennal g
Email CloudWatch
notifications events
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1. Systems Manager AEAEE K MERBEEERBFELES A HWAETEFNPTHEBSHERER (4
HREFEANEESD ).

Sample custom inventory JSON file

{
"SchemaVersion": "1.0",
"TypeName": "Custom:PatchInformation",
"Content": {
"Patch Group": "<APP-PROD>",
"Maintenance Window": "XXX"
}
}

2. Lambdaautomate-patchEHEEXEST , AR EEEEREEFWESBEFENKEREE O
8 |, YAIEEHEXHEFMaintenance Window (# R ZH,

3. Lambdaautomate-patchEHERAZAESEMEENBHEFENHEED , SETERE
BREHEFEEERE K IEFETREFREE  IRBKENEERFENRBIIHETERE. (T
i# ) automate-patchBEBUERE CloudWatch EHHAIEEH | LUEXH A F BRI RNIEHTE
Fo

4. RBHEERR , SHSEREFEARAGEARFER , AT a2 ETHISHRENFRE
/%\O

5. T RFEESRIBERNFTENBSHREFERITRARBHE,
6. Systems Manager FEFNWERBIBEELTSREBHFMEE LS HRMHE S3 7R,
7. EHREFA B M RE NEENREE Amazon QuickSight F1E1E S3 EREBEEBEN.

REEEHERS

IEMBIESEFE , AMELR ZATUBHAHES BBAERFEIEARR. UATESELZNE
FLANEREE

BIE1, FAEBEREERIWETER
- FAXMBREENEARFEREEEERFEXMMHPHNEHEREZERELR , Systems Manager €121F

a 1§ /%\ o

- RREREERFESHEFERARBHREF TS,

B3
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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