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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/shared-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://aws.amazon.com/controltower/
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html
https://pages.awscloud.com/GLOBAL-aware-LN-AWS-Security-Assurance-Services-2020-reg.html
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https://aws.amazon.com/compliance/soc-faqs/
https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/service-managed-standard-aws-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html

AWS #8155 AWS [BFLESEE (AWS PRA)

BZEZETAREIEN YA LNBEREERRRE. flw , BaLEARKAHARK, VPC HEM AWS
Transit Gateway ff#f. AWS Transit Gateway = E#ZEEFAAE iR (VPC) MAZZBEREEH P RE
#R25. EBKE AWS landing zone HH —&80 , BUUZEERTLUEENSEA X AWS B
DIEEBPERBEAE,. EBERE VPC 2| VPCHERE , UREBRERFEHEEE, AWS Transit
Gateway il , B LAEHF#IT T 5B AWS Transit Gateway :

« 53 VPC ERHNBRECHNRECQNEILERTSENBRETR,
- RIBENBILBERRE VPC BRE

o fEFA P BRFEIEHIBUR AWS Organizations 1 IAM B 3k 75 BB LE ¥ #& AWS Transit Gateway #
Amazon Virtual Private Cloud (Amazon VPC) #HRE#1TiE k. MERBEGRANEHF , FSREK
ERER Y VPC AN EFEHMN,

AWS WAF

ATHLEEAREBAER , BOLA Web FEARRNIE — defense-in-depth BH L, BRI AEER

BRAPETWARZINERERES , {8 AWS WAF AT AR —E#E. AWS WAFR—T& Web FEARE
KPS, AIFBRERETEZRE Web EARXNERN HTTP M HTTPS ER, MEFBWNME

ZEMRBPEALRBNFRER K F2RAWS T2 HS2ELE,

5/ AWS WAF |, BRI UEENFBARREREEANRE, AT T TREBAREBAERNE
7 :

- RERANFEE IP i BVENRE

- FARSHERRRLLEE (OWASP) + AKE |, 8% SQL I AZREEMKE

- EREFH

- —REBARE

- RANWIE

&R AR E R E IR AWS WAF R AIEHE AWS, WELEZERBIFE AWS WAF A fR{GRIRBFAE
MEAERNRE , Fl0

- SQL EXE — hRAFAISHRAUSEHHE SQL ENEFNAMEEBNERER |, flw SQL &
ARE, MREHEAENE SQL EREER , FERE/RAEAE,

- BEAERBA — HRAUFETESNREEHHECHNEYNARESF ANRRBHAMABNERE
o

AWS WAF 22


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-object-lambda-redact-pii.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/tutorial-s3-object-lambda-redact-pii.html
https://aws.amazon.com/blogs/machine-learning/redacting-pii-from-application-log-output-with-amazon-comprehend/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://www.youtube.com/watch?v=m8xtR3-ZQs8
https://iapp.org/resources/article/privacy-by-design/
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https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html

AWS REEE| AWS BB EE (AWS PRA)
- BMEMNE — SEREENBEELIEAZEMNMTE. BEENBRKESAEELEMHENE .
- BIENE — BBEMBEELEAZTERTE. BRXNESEBXEAREETENE .

ME R R EAE R EIRE SN TESE DataBrew , B2BREAEBIEF (PI) B HHE,

AWS Glue Bl RE

AWS Clue EXlmE BB EHEEREEXNEmEERZH , TS REENRXIREREE
%, AWS Glue BRI mETHEREERNEENENREBBERMMRET 2 , WE Amazon FEER
EventBridge , ¥WIRHEENMERUEZR, AWS Glue EXmBEUXEFERABEESEZSEIRA
LESTURIEFTEmERA

AWS Key Management Service

AWS Key Management Service (AWS KMS) A1 BI &R L FMIRFINE £/ , UiHBIRELNER,
AWS KMS F BB L £EIHTE FIPS 140-2 ZiBimEFERMERBIER AWS KMS keys THETREFER
F, NEEHNMAERZEMABTPERALRENFHEER  FSEAWS Z£ M2 ELE,

AWS KMS EE K ZHIRHMER AWS R WIEE RS , Bl EEENREZEAERNERRRFME
A KMS €88, &rB A AWS KMS RiBI X ERERAEESR | WREBAER , SF :

- FREFEENSRANEFHZEFRE, Wi, 3HBANHEbER,
- FREBNEFEESRRRBAFFEAESNEAERMEE,

- ERENSEER  WESEABRREEEL —EEANETFEESR, flU , BURES —BRRE
MERERE | 5—ERRMNZEABIRNZER,

« BiERAMBIRFFER KMS 288,
« #& KMS TiRFRAFERE AWS IRF EMENEIRMERE,

« S KMS €BEEBMNEAEERS ., WEFMAER , BF2R IR KMS # 1AM ¥ S3 Ey
NZER BB L2 (AWS ZERXE),

- EBRFEENREXNBRANITE BIRRIEE,

BIBTERR , KMS £8Sf7F , YA RAEREY KMS £R8NESTFER, MEEHEBHERER
MEEEBREER, FEEZEFKVS 2BRAEAENFERARS ., ZEHSBRETRANSHKAR
KMS €88 AWS BiF , IE#RFER, EUZESSBNEFEKENEEMBHIEE AWS B RRR
B AWS KMS , it Z BEifRS st SABN SR BEETHE., MRILEEEN —EHEZRFERATE
FRM KMS 288 , fINBEERENEFEESER,

AWS Key Management Service 29


https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-concepts.html#term-socket
https://docs.aws.amazon.com/enclaves/latest/user/kms.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
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BUHMTEWNESR,
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https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
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https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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FREBFFEREBREARRHAGANYE  BROBRKEAZENER. BEBEFATZLEEKLA
BERDED , UHBFSHEOSREER.
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ERERRERERREETRARSETNERF. ENHEABAERERHEECNZEMNEBRE
i, WHOBRAHBERERNENSEEE, fiN , BULSELBIBEIAE) , ESREENHE , M
TREMBEEFEBFRE —BAEBIRES,

BULERERNEBEIRRERBEAEL

- MBS - SEBRFREERNBEBFEAETISBIBRSEINEBN AWS BRFHNTR. HAER
BERLEESREN , ERMEENEIRTUFIEWEER, EREAMTERMEBEWES HERBED
BE AR,

- BESH — CRATENEFRBRENNTR. TRANITFHEFSETBRINEAER FENFI
BR, mFEFEEESROEMRR  F2HREERESE Amazon DynamoDB B Y FEEH
B O o

BERER I RVESTERBRUS DR AERNBERMNEREBRE | RA4EE, B3 ENE
, UXBEBETERENZRNCEN. §l, BEYEE—- SSRFFETUEESA s RTEERSE
MEBRERELTRREH. HHESEENI BERAEM S3 /RFIE  IBLEREENERE,
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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H-II-

EMELBWRBEHRE, FEBEETEENAESRIZEHEE AWS PRA 1k &,

FZEEHBRENVEMSBEAEDETREN S, YEREREFER T ZBERIRER

&, ANETRME AWS Identity and Access Management (IAM), AWS Organizations¥1 AWS Key
Management Service () FIEBFAREABRIBURE 6], AWS KMSIELBEK TEBFERATERA M % | HEE
WERERSEFEH,. BERFINEEENEHELEEE, FEEIHEHNERPEHFZSETELR
B o

REIETHEHIRA

- EERSE IP uFE

- FEEBREERTREFEVPC R

- [REIBBER SR AWS E1F

- REI4SE Amazon DynamoDB & 14 Y 17 EUiE
- BR#IY VPC fHEEMVEE

- EERFTIEEA LW AWS KMS

FERREE IP {uiutfFE

H-II-

EMELBWRIEHRE, FEBEETEENAESRIZHEE AWS PRA B R &,

REAEMWUREEE192.0.2.0/24REE R IP U | WBERS ¥ john_stilesfEAE R
IAM £203.0.113.0/24, ABEBHRAB LEENREBAERRTXLENEBEESEE, Fl,
MBEEHWHEBEZEENEAERNESIEAS  BUAEFESIIEABRERVABETEPH
NEFIEER AWS EF,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::account-id:user/john_stiles"

.
"Action": "sts:AssumeRole"
.
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"
},
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

FEHBREERTREFH VPC &R
BMAELUEIGHRE, BBBETMENHERREAM AWS PRA HR .

It VPC Fh A E i B R E A 8F AWS Identity and Access Management (IAM) 3R Ho-1labcdel23#H 4%
#Y 3 B8 A& JR 17 EL Amazon Personalize (Amazon S3) %%, WA MEEHERENEEESE , I
EREAEREE. UFEBABERNAGBREABIRALAENEAERNFHRES , F2ELTE
BIAWS PrivateLink 1 #,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",

"Principal": "*",
"Action": "s3:*",
"Resource": "*",
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"

PR R E R EE AWS B

EMAHLWIEHRE. FERBETHENFHERREHEEE AWS PRA BIRER.

Br T M8 AWS Ildentity and Access Management (IAM) B2 5 | ILIRIEZRFIBFSIEL Y eu-
west-1Ffleu-central-1LL AWS E1F S\ [E15 AWS FRISHETT API FEOY, It SCP Al 7 BhBA IEFE R
AN AWS BIEHR R RENRERKE. EG8 AWS R AL EELEHETLREEEAER,
R EANotActionS 8 , RATEET 23K AWS R#E (Hlin IAM) , AR BB IRAREE (Hln AWS
Key Management Service (AWS KMS) #l Amazon B4 K R# CloudFront, FES 8B , BRI LUIE
A E AT EANREIEEAGIARRT. WEEREABER A1 BY R BAS T BAEMNEANERDN
HER , B2 EAEEAWS Organizations P H .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAllOutsideEU",
"Effect": "Deny",
"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"chime:*",
"cloudfront:*",
"config:*",
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
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"cur:*",

"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",

"globalaccelerator:*",
"health:*",

"iam:*",

"importexport:*",

"kms:*",

"mobileanalytics:*",
"networkmanager:*",
"organizations:*",

"pricing:*",

"routeb3:*",
"route53domains:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",

"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",

"Condition": {
"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"

},
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
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"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

B34 E Amazon DynamoDB B M 7BV

BMHERREHIRE.

3

BiB#ETEENAERIZHEER AWS PRA IR &,

ELNERSSRERNEEE D BAERNERE  FEREWLE AWS RERBEZE AWS Identity and
Access Management (IAM) FIVBHEIEERFIBE. THAESEBINAEBRNBERIAATRE AN
UserID Amazon DynamoDB F&i&#EESignUpTime, FMLastLoggedInB. UsersfHilan , EaJLL
BEBRHMEEFZEAR MARERTUHAGTFNEEEAAERENER. WFEEEARBENTH
BREEBFEBILENEAERNFHET , F2REEERYEEERN AWS RIEFMINEEFH,

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan",
"dynamodb:TransactGetItems"

1,

"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"

1,

"Condition":{
"ForAllValues:StringEquals": {
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
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iy
"StringEquals":{
"dynanamodb:Select": [
"SPECIFIC_ATTRIBUTES"

]

R&I% VPC HRERVEE

BMHFLERIEHIRE, FRBETHENASRZHEEEE AWS PRA BIR .

EEBRTUYHBIEBEERERTERN AWS ERER (SRBERERRE) 2% , fUxaiE
BriEf& . THIRMZEHIRAIEBIAR L VPC HRRRERZIMEN ., © LB HTH R &M
. VPC &R, ERRFEEM 4RI VPN EiR, NFEERABRNA%ERBHESDELENE
AERWFHER , FSRAIERAWS Transit GatewayH #Y,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",

ec2:AttachEgressOnlyInternetGateway",
"ec2:CreateVpcPeeringConnection",
ec2:AcceptVpcPeeringConnection",
"ec2:CreateVpc",
ec2:CreateSubnet",
"ec2:CreateRouteTable",
ec2:CreateRoute",
"ec2:AssociateRouteTable",
"ec2:ModifyVpcAttribute",
"ec2:*TransitGateway",
"ec2:*TransitGateway*",
"globalaccelerator:Create*",
"globalaccelerator:Update*"
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1,

"Resource": "*",

"Effect": "Deny",

"Condition": {

"ArnNotLike": {
"aWS'PrincipalARN"' [

"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

TERTIEEHTE AWS KMS

BMHLEWEEHRE. FEBETEHENFERIZMERB AWS PRA R &,

T %) AWS Key Management Service (AWS KMS) £ #& & Bl R /2 5F AWS Nitro Enclave #4117 {E 8 fiE
A KMS €88 , REEERTPM Enclave BREXHFEHRUERRLPNESER , TEFEA KMS £
#, LFRRARAHZIEINREEHEZER, NEERABKRNMFREBASTELAENEAE
RNFHEF , F2RERERAWS HERBPH, MEATES|/BERNM AWS Identity and Access
Management (IAM) BUR R A Y AWS KMS S8 TESE | 5528 AWS KMS.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateRandom"

]I
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbblb8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216QEXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN
}
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