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7% , RlESEFERER Sigvd, EKS-IAM-ROLE

$EB 1 : $118 Helm Chart FZE 10
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ERAEER

HER 4« BREMN ARSI 26 MEUE R

EELREHW Prometheus KEBRER , WA IEZEEIEZEEH Amazon Managed Service for
Prometheus TEE , FHKBREL T RHNIT,

ZHEFE Prometheus RERER , Wi EEEEZE LM Amazon Managed Service for Prometheus T

EE
1. FRAXFHmEIFEIL S my_prometheus_values_yaml HER , B2 THRE.

AP EIH ARN B TAM_PROMETHEUS_ROL_ARN, amp-iamproxy-ingest-role
Amazon EKS B EEEHEBUEENREAE
 #& WORKSPACE_ID &#: A% Amazon Managed Service for Prometheus TEEH ID,

« #& REGION B A& Amazon Managed Service for Prometheus T/E[EH @15,

## The following is a set of default values for prometheus server helm chart which

enable remoteWrite to AMP

## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BATHIRSLLE Prometheus EARES.

- Fprometheus-chart-name A& Prometheus RAX A BEUK .
- BB Bprometheus-agent-namespacely Prometheus 8 & =R BT,

HER 4 FRER A MRER LR EEUER
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helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

#&3# Prometheus I54&

BACKIEEMNEZETIKE , EUHHETEN., EANEEESHSEREA Grafana ERBERE
HIEE, E4AEHF |, BHEEZMAER Amazon Managed Grafana # Amazon Managed Service for
Prometheus EE1E,

(® Note

EEMMEHMEH Amazon Managed Service for Prometheus $81Z 5 £ /A Amazon Managed
Service for Prometheus APl (95X , 7528 &5 Prometheus 1515,

FEBRREEKEL T —ETFEE , YHEEREEEARR,

& LAfE FRE R Prometheus E#EE S PromQL #1TE#H. MEAEEB PromQL FMEZFEZWFMAE
A , 5528 Prometheus SREAXHFHIER Prometheus,

Amazon Managed Grafana 2BIHR S Grafana W2 ZERK , AIE{LERABRBIEE =75 ISVH
ER , AR KBEERECH DT EREREN AWS R

Amazon Managed Service for Prometheus X #E A Amazon Managed Grafana & T{EEHHY
$E#, 7 Amazon Managed Grafana £ A% , B LUIRFKIE A Amazon Managed Service for
Prometheus 1RF , #% Amazon Managed Service for Prometheus T/EE 8B E R KR, Amazon
Managed Grafana B2 fFHl Amazon Managed Service for Prometheus FIEH & 7 BT BFHERE, W
Z % Amazon Managed Grafana 3 Amazon Managed Service for Prometheus E#RHEEMET , 5
28 Amazon Managed Grafana 1§ i & I5 B F B Ro

&1, 0] LLFE Amazon Managed Grafana #2437 Amazon Managed Service for Prometheus B/R, 3%
REHEBREANET , 528 B Amazon 58 Grafana 5BiJR Grafana £ERE R,

EHEE 12
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® Note

MREEH Amazon Managed Grafana TEEREAEAFIE VPC , BIXZE#K Amazon
Managed Service for Prometheus T/EEEREIHHE VPC, MEFHMENR , B8 URAS
NiE#E 2 Amazon 58 Grafana VPC.
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‘EIE Amazon Managed Service for Prometheus T{EE

THREREMANFEFNER Prometheus IERNEBEZRE, THEEXERHENFEERS , UAREHE
B, GImESH. HH, RAMMER , UARERNEHESR. SUNERFPNESEEEREES -—SZET
&,

FERARENRERREINEBEMN Amazon Managed Service for Prometheus TEE,

ES]

« 3 Amazon Managed Service for Prometheus T/E[E

- #®% Amazon Managed Service for Prometheus T/EE
- 2 IEH Amazon Managed Service for Prometheus T/EEFHEA , 23F ARN
- MIB® Amazon Managed Service for Prometheus T{E[E

##31 Amazon Managed Service for Prometheus T{E[E

SEEET HILSERREIL Amazon Managed Service for Prometheus T/EE., &0 LURIZESE A AWS CLI
= Amazon Managed Service for Prometheus &,

(® Note

MR B IFEHIT Amazon EKSE L |, i afLAEH AWS Controllers for Kubernetes I ¥ T
EE,

5/ B IT/EE AWS CLI

1. BATIHSRTHUBRIIER, LEHEIESR my-first-workspace WIKE , BEAREE
ERATEANAE (RTER). TEEERITHEE , THHEHITHEE. EBTLRE—,
METERATUEEHENEE , BB IEEHRESK - IR IDs , B Amazon Managed

Service for Prometheus B4,

(1BA) EEFABCHKMSERRNBFREI/EEFNER , BB kmsKeyArn S 88
EFAN AWS KMS €8 —#285., MR Amazon Managed Service for Prometheus & &) & UL
NEAEFSESRNER , BEUESELENRE NWEWMEEEBIN KA AWS Key Management
Service, f1ZEHREI Amazon Managed Service for Prometheus £ TEEH B ER , 2R
v, EBENEAECHNEFZSESBNGFEENR , S28 8RN,

BYIERE 14
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FHES ([]) PHSBRER , BTEESTFIEHER.

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret,Team=My-Team]

e TEERTHESR

« workspaceld Rt THEENKE— ID, 2Tk ID,

arn UL TEEARNKY .

- status RIEEBHWRE, ELEVNERYIHER  EFER CREATING,
« kmsKeyArn REFZESH , ARMEBEIEEER (WMERHY).

@ Note
ERAEFRESREVNITHREREER AWS ZEWERETHEN.
BERGEEEATFZESRIAWS EANER, FAFTFRXESREUNTERE
ELEMSHRER AWS EANER (K2R ).

- tags FIHTHENER (BA).

2. MRE create-workspace i HEEIMNAMAEER CREATING , BIFTB A TS SR YE THE
B EM#E. Replace (BUX) my-workspace-id il create-workspace@m 4 BEH
{Eworkspaceld,

aws amp describe-workspace --workspace-id my-workspace-id

& describe-workspace @& ¥ status B ACTIVE B , THEECEHBEARE

£ Amazon Managed Service for Prometheus T2 AR I TEE

1. 7£ BARX Amazon Managed Service for Prometheus E 2 & https://console.aws.amazon.com/
prometheus/s

2. 1EE Create (B1I).
3. HHBITHERE , WA IEENERE,

BYIERE 15
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THREBIERZIENER , THBERINTEE, EBBTXRHE—, MEILEETUAEEHEE
WRlE , EFfETHEEHEHE - IR IDs , EL T HEERHE Amazon Managed Service for
Prometheus E 4%,

4. (EA) FECAEHCHKMSERRNBEFREZIEETNESR , BULEEBIMERE |
REBEEFANSE® (RNEILFH AWSKMS €8 ) . BaLIR TR BEFREBREFFHNE
i® , ARNE A ZRBEHTFENEM S . & Amazon Managed Service for Prometheus 7€
EENMEREEFSESHRNER  EVESELE SBMHEBMNRZA AWS Key Management

Service,

WZEHEI Amazon Managed Service for Prometheus E TEEF B ER , LR MAEL, EE
NEABCHEFZSESRNFHERN A B2E FENE,

® Note
ERAEFZESREVNIHREREFER AWS ZEWERETHEEL
EERAEECATFZESRI AWS HEN SR, CATFZESREYNIHESR
EERAERER AWS HENER (R2ZTR).

5. (BF) BEX—EIZEEBFEETHE  FREFEER., <R EKey(R3I)Hh , @A
EBNEB/, LALE Value (B) #AERIMEZAE.

EEME S —EER , FHIERE Add new tag (FTIBER).
6. BERVIFRE,

FEEE R ITEEFMENER. ESETEN , ERLIEEURLsHRE, . ARNI/EE ID #
e LUETRBEEAMNES,

REEEE , CREATINGEERI THEEBRES L, FFE RES ACTIVE , BRERERERH
HY,

TR - RESAURLFIHE - 258 URLs R . URLEZE#S Prometheus RIBRESERE
BBIEEEREANLTIER , UREHELEER  KBEEEELIERE,

WEEBKIEEHENETEENEN , F2R & Prometheus EFEHEE TEE,

ByIHhE 16
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ERAEER

#m¥8 Amazon Managed Service for Prometheus T/E[E

BAURETIERUESEHRE, BEER AWSCLIB2ET/RRERE , FRATII®S,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

£ Amazon Managed Service for Prometheus X2 A #mE L/EE

1.

1£ BRX Amazon Managed Service for Prometheus F % & https://console.aws.amazon.com/
prometheus/o

EEEERL LANYRRETR K RARBEREIEE.
BELEZHREIEENIER D, REBIERE,
WATHEENFTER K ARRBERE

S M Amazon Managed Service for Prometheus T/EEFFHE
# , 2 ARN

WA LAER AR AWS KEH Amazon Managed Service for Prometheus T/EERIFEHEA
AWS CLlI,

Console

% Z{#H Amazon Managed Service for Prometheus £ A &K TEEFMHENR

1. 1 BB Amazon Managed Service for Prometheus E12 & https://console.aws.amazon.com/
prometheus/o

2. REFRRELANIRRET  RBREMAEIER,
3. EETHEMNIEID. ESRFITHEENFEES B

- BEIREE - THREENME , fimERF | SERERE T,

 ARN - T#EEARNERERE FTHARN,

- ID- I¥E ID B REIEEID To

* URLs - T Z AT IHEURLsHZE , SEURLsARBARRIEEEHERWN .

REIEE


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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® Note

BIBETEER , URLSIEER & IPv4 URLs, Bt Al LAEREHE (1Pv4 M IPv6 X )
URLs, ELZ2MERM , BURBEH , api.awsM A2 FEEZH amazonaws . como
il , MREFFATRE (IPv4) URL :

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write

RV EHE (BEY NXEIPG ) URL , AR :

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl234-
ef56-7890-abl2-example/api/vl/remote_write

AWS CLI
HEEM SRITHFREFHEEF AWS CLI

THosEERTEENFMEERN, BHXEER my-workspace-id EREEEHFMEA 2T
EEH TR D,

aws amp describe-workspace --workspace-id my-workspace-id

EEED TENFMER , 84

- BEIMEE - BEPERTHERERHMREBACTIVE , flE0 statusCode,
« ARN - TYE[EARNE % arn BHEHREE,
« URLs - & AWS CLI f[E prometheusEndpoint B T#HEEURLAER,

(® Note
BIEFER , URLEEM £ IPv4 URL, Bt o AEMIBURLPEREHSE (I1Pv4
IPv6 & ) api.aws , MA =& amazonaws.com, #lil , IREBEIUTAR
(IPv4 ) URL :

BRENLERFEEDR
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https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/

BRIV EHE (BEY NXEIPG ) URL , lITATR

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

BB AT LA 5 BIETi8 /api/vl/remote_write® /api/vl/queryRE M T #EEURLsH
BRRBEAMEN,

B Amazon Managed Service for Prometheus IT{E[E

MR TEEERREHENEAPHNER,

(® Note

fiB% Amazon Managed Service for Prometheus TEER & B EMBREM EEMEIEEN S H
BEAETEEN AWS ZEUESRS., MEFHMEEH , FSESRIAMBREERS.

ZEFEH MERI/ERE AWS CLI
FERATIGS :

aws amp delete-workspace --workspace-id my-workspace-id

{# 8 Amazon Managed Service for Prometheus £33 & Mk T4 E

1. 7£ BARX Amazon Managed Service for Prometheus F 12 & https://console.aws.amazon.com/

prometheus/,
2. BEREELANYRERER , RARBREMEIEE.
. BELZERBRIEENIERE ID, REZZEMBR.
4. FEBRAEPEA delete , REZBEFEMERR,

MR TIER 19
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https://console.aws.amazon.com/prometheus/home
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A Prometheus T{EEFEEUSEZZM Amazon 28 R

& AT IERE A Prometheus T/EER Amazon ZSERE , Tt EANIREELIER. FHRH
AR EEBERE TEE.

® Note
BIFTERR  HREIEENEESHFHT 150 X , AEZEBMER. REMRJFAGRERS,

BEMES LA IEZEREELE Amazon Managed Service for Prometheus TEE,

- A AWS ZEWNER — BAM Prometheus B Amazon S ERKIREHEEZE, BREREXH
BRIE o B8HREN Amazon Elastic Kubernetes Service (Amazon EKS) # £ EUEE, NS
B Bt B2 Prometheus FR2& K i 2 PR EUEF.

- FRAEFEENKRES  ZEFZEEACKESRNEE, EFANMEREANKESERESRE
o # Prometheus #1TER. URBERXEXEIT , ZE AWS A Distro RE|1T. OpenTelemetry
THEFARAELERAS.

WL FEH Prometheus 2B AIEE , #IEEEIXE Amazon Managed Service for
Prometheus. &EAILA{ER Prometheus BB ALRBCHWERARER |, 52 EEEIXZE Amazon
Managed Service for Prometheus, EREZEFERAEHREANZERBEAHENESHTBEN , BF2E8
Prometheus B3 X4 H B remote_write,

]
. A AWS BEBWREREREE
. BEBEWES

£ AWS SEENINERENEE

Amazon Managed Service for Prometheus # & &1 F Rl 2 E5#2 Amazon Elastic Kubernetes
Service (Amazon EKS) B Kubernetes #5 ., Kubernetes Z5Ef Amazon EKS REITHEFZ FE
AEXSEHELEEE , LUHE Prometheus AR EE SR FEL

AWS EIE I35 20
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® Note

7 Kubernetes TR H#ITHIFT S R AT M E AR X ZR1R 4L 52 Prometheus HAKIER. WET
RAEHTIENTEESE  F2M Prometheus RAXHFHELTEMNES,

Amazon Managed Service for Prometheus {2ft£ 2 &, ERERIANEERIWES , TEBHR

R IRELEE Prometheus AN IER, SEEEE,. TE., SHIMEREEXNIELESE. Amazon
Managed Service for Prometheus W85 Al B &/ Amazon EKS EE1EETE, BE. sUAM%. B
BIERNIEEZEES. EARM Prometheus B9 Amazon FEE IR Z E WSS 7T E2 Amazon EKS B EEHE
£/ , 8% EC2 # Fargate,

Amazon Managed Service for Prometheus IR EEEEERN , AEENSE FRARE L EMY
WA (ENI, WESREFEREL ENIJEEEE , XFEA remote_write #ERHERIFER VPC

% 2689 Amazon Managed Service for Prometheus T/E[E, EENERKETSELERRMEE L&
i,

THEEREEEEMAE Amazon EKS #EH A Amazon Managed Service for Prometheus W
g, URFTREEENFREA,

*RE

- A AWS SEENKRES

- {HERHE Prometheus HHBHIIEE ?

£ AWS X EERIKRERS

EEH Amazon Managed Service for Prometheus W E2S | BA BRI —EEERR | LUIRRLER
Amazon EKS #EHWIEE,

- BAILIRBEEIRIESR Amazon EKS BB VEEN —30. MNEBEIE Y Amazon EKS B (B
EEVHMETE) WEEEEN , 5520 Amazon EKS A& ERETRET Amazon EKS E £,

o IBATLAER AWS API EERRESTAXEVBCHWITERTE | sif6EHA AWS CLI.

EREEENRESR Y


https://prometheus.io/docs/instrumenting/exporters/
https://docs.aws.amazon.com/eks/latest/userguide/create-cluster.html
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® Note

FEHAEFZELMEIMN Prometheus TEEEAK Amazon SEREELFEHZ AWS EI
ERREITHEL

Amazon Managed Service for Prometheus Y525 & HEXEE Prometheus AN IEE. WFE
Prometheus MR IERNFMHEN , F2E TERE Prometheus HHERIER 2,

(@ Note

RESHENERUASELRREAER , fINEERRE, BILEERAN—EHIERE/
metricsinMEERBBRUANEER (i, £/ gzip) , RMEILEEBE BB
Bo MAMTIREBURAREHIEENERAEAHENE, MEBERT , L& gzip,

THEERPBUMAEY, EEMZEELS.
FE

- BIEERS

« EX7E Amazon EKS 5§

- SRILMBREES

- EERRERE

- BHEEREBETREYR

o BERRRH

BiuzRss

Amazon Managed Service for Prometheus Y5288 & —EELKSR , AIfE Amazon EKS BEHHREH
WEEHETE, Amazon Managed Service for Prometheus Al B EEEERS K BREMENTEESE. ¥
MU EY  MEFTETEETAHTEERE. REBEEXNEES.

E83EIB Amazon EKS = AE . Amazon EKS 25 , K2EBHAZRBILEES, B2 , £ELE
T, EBrEEBERC BN EERR, il , mMBEEE AWS ZEWESRFHI®EHEA Amazon EKS
EE K HEEFRARESRNER,

AT LAE A AWS API 5 AWS CLI.
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BERMBRALRGYE , TREVACHIESERS .

o BMNACEN Amazon EKS &5,

« &K Amazon EKS #E XV EREHEEREFIEFILLEELEEFEE. EAUNSEAENAE , B4
BAEENE,

(® Note

ZEREERE Amazon BIRE M ( ARN ) EEHIENEEEEBE, MREMBRESE K RREVER
HEEBIHESE , ARN SEERARNTES, Bt , MINTELERAREREFHNER, &
A BA 50 B BRATUER T B LUK M BR & 5 .

AWS API
£ AWS API ZHTENT &

£ CreateScraper API {E¥£ T AWS API B E&E8S, T EHIEE us-west-2 HEH
BUEER. AFEEFABCH ID B AWS IRFE, TEE. R£ %M Amazon EKS 25 &F ,
WIREARMER T ENERE,

(® Note

Z2MBHEANF B EXREALETER CEEN T2 EREN TS,
BRASEELOWMETFHER , ELMARMETAESE.

scrapeConfiguration 2—fE base64 #mi&H Prometheus fARE YAML B2, & A LUER
GetDefaultScraperConfiguration API EETEH —BARERE. NEEBHNRANESZE
FAscrapeConfiguration , FEZREEEEHERE,

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

{

ERAZEENKESR 23
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ERAEER

Amazon Managed Service for Prometheus

"alias": "myScraper",
"destination": {

"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/

ws-workspace-id"
}
},
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",

"securityGroupIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

iy
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>

AWS CLI

HEEHEINETE AWS CLI

fffcreate-scraperfESEMMENTE AWS CLI, A TEHIRE us-west-2 HEFEIEE
. BEEMXAEHCH IDBUK AWS tRFE, T/E. 24N Amazon EKS REEF , WiRHA
RAIE T EAVHEEE,

(® Note

ZEMEHEN FEREXREACEERCEEN T2 HRHAN T,
BB RAESELWIE TR , EDMRWE AR,

scrape-configuration 2 —1& base64 #wi&H Prometheus #HRE YAML i8R, &AL
Fget-default-scraper-configurationf§ S TH—MAEHERE, NEEENEANESZE

#scrape-confiquration , SR EEEHERE,

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']}" \
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--scrape-configuration configurationBlob=<base64-encoded-blob> \
--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

THIREATLAE AWS AP| —OHERM EBIBREREFRFTE !

« {#/ CreateScraperAP| ##ERIZIMRITE,

- fEF ListScrapersAPI 25 HBEEMIMET L,

- £/ DeleteScraperAPI ##EMIBRMENT &,

- £/ DescribeScraperAP| IR EEIREBNIM T EMNEZFMES,

« f£f GetDefaultScraperConfigurationAP| #2/EEEEN T ENEREE.

® Note

AR ELREELEN Amazon EKS E & LA Amazon Managed Service for Prometheus 17X
}E%o T_1i%§ﬁﬂﬂyuﬁgﬁiﬁ¥1%o

BRI T BN E REER
LTREFRBEFNMIERSYE RIVEE,

- FIEWN AWS BT FE. BENRESHHE. FHEMN Amazon EKS BEXEAFE.
c IPUHMEBTE, BHEEBEZR CreateScraper AP NEEFREHELE—ETHN IP 2

ko
% 7E Amazon EKS & &

QAR TELE Amazon EKS EE L EEERFIUSE, HEAREMERE -

« {5/ Amazon EKS FEUEER , HEA Prometheus YEEESIE it Amazon S ERBEFIGEENFZE
.

« FEIFRTE Amazon EKS #ELUE TS ERENEL

T ETESEFMLRAELETE,
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A FEUE B 5% E Amazon EKS LUETIMTEN T E7E

/8 Amazon EKS HFEUE B 3 Prometheus B Amazon S ERBFEERELENBISENREE
Fi*o

BEMEH Amazon EKS B X EREARA AT AP B0 5kE. EERFEXSLERTE
AAPIZ{API_AND_CONFIG_MAP, EAIEHEEFMERMNFEERERS|FEE LKW Amazon EKS 2
BRI, MEFMEENR , 528 Amazon EKS FEAEERTH AT IAM A€ HEFE Amazon
EKS # % FH Kubernetes ¥4,

BRLUERVEBERNBEVEECREVHIIHTE .

- BMEER — B LEEB Amazon EKS 2 A Amazon EKS # 5 R E M ZEE (kRIS
RERETEVHIIMIE), YEBHEVFEIRRBE , & Prometheus B Amazon 32 & R% A 7 HL
BEEER.

- HEEEETEATE — MBEHEMN Amazon EKS BECFE , FESNBRBEERSEE
BAPISHAPI_AND_CONFIG_MAP , #£3i%EiB Prometheus API 2 CLI B9 Amazon & RIEE I WM
NMETEHSEHALBRIT FENEFIEABE , MANMWM I EEUEFERENESE,

FEHEERAEET

ERAIRIELT B ZE Prometheus B Amazon ETERBALBERFBEBMABKRE , e28ERUTE
B, MEEHEFINEENFEMAET , 528 AmazonEKS FREIEETNAT IAM AEzFRER

EX Kubernetes,

"rules": [
{
"effect": "allow",
"apiGroups": [

]I

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",

ERAZEENKESR 26
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"configmaps"

1,

"verbs": [

"get",
"list",
"watch"
]
.
{

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",
"ingresses"

1,

"verbs": [

"get",
"list",
"watch"
]
.
{

"effect": "allow",

"nonResourceURLs": [
"/metrics"

1,

"verbs": [
nget"

]

}

FHEE Amazon EKS LUEESTEI MR EH RS

MR ERIFEA RS aws-auth ConfigMap¥f kubernetes #EEMFHE , &R LA Prometheus
ME T ERF Amazon ZERBFEENIEE, U TIEBIEA Prometheus 121 Amazon FEE IR¥EEH
RAMERR , LARRIRHY Amazon EKS EEHTEUERE,
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ERAEER

@ Note
MFEAEIConfigMapMFHUE B #Y

AAEA

828 Amazon E KS A& IEREHR I AT IAM

WEFEHAkubectlf AWS CLI, MIEFBEZE kubectl WEFA

A & FH Kubernetes,

B I ZEE kubectl,

FBERE Amazon EKS BELETT R EREZRHTE

528 (Amazon EKS FEH &g

1. FATIANXEIEZS clusterrole-binding.yml HWER :
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io
2. EBREPHITTIGS :
FRAZEENRES 28
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kubectl apply -f clusterrole-binding.yml

EREIEEACERZNRR, WEHIFEH aps-collector-role fFAABBRBEH aps-
collector-user fEAFERERR,

3. UTHEABERHEEEEARID A scraper-id NEH. ERGHER L —HoSEINEES,

aws amp describe-scraper --scraper-id scraper-id

4. 7 describe-scraper WERHP S roleArn , HEXWT :

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS ZE It ARN FATREIMNIER, BSHEFEERD ARN WY , LEET—FSHE

FH o Il Eiﬁl’j\ttﬁﬂ:b%ﬁ .

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

f5lgn | 1tk ARN :

arn:aws:iam::111122223333:r0le/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. EAL—@ASBRHEHREN roleArn URENEEERBNES , EEETHT TGS

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user

ERFEESRMA clusterrole-binding.yml BRFEVNACNERAEFNESE,

EAZEENRER
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SR MERZESERR

&I AE A AWS API 55| AWS CLI Hitk S R MER T B =R e .

® Note

ERELEANERFRAN AWS CLI 5 SDK, RFRAAGRERESHNISENIIEE , UKk
ZEMEH, HE , F£H AWS Cloudshell , © AL B E)RE IR up-to-date i S 58 ER,

EIHERFHPNAEMEIE |, A ListScrapersAPI #1E,
=& , /A AWS CLIFEY :

aws amp list-scrapers

ListScrapers BEEEIRFEPWFTEEESS , Hlm :

"scrapers": [
{
"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",
"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",
"roleArn": "arn:aws:iam::123456789012:r0le/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",
"status": {
"statusCode": "DELETING"
I
"createdAt": "2023-10-12T15:22:19.014000-07:00",
"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",
"tags": {3,
"source": {
"eksConfiguration": {

"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-

cluster",

"securityGroupIds": [
"sg-1234abcd5678ef90"

1,

"subnetIds": [
"subnet-abcd1234ef567890",
"subnet-1234abcd5678ab90"

FRAZEENRES
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]

}
},
"destination": {

"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

}

EMBRIMENTE | scraperIdisEFEAZListScrapersiBEEREMBRVIMIMITE , REFEH
#ZDeleteScraperiR En& H MIBR,

HE , A AWS CLIFELY :

aws amp delete-scraper --scraper-id scraperId

R RIS

O] LAEFH B2 Prometheus MR MY EE SR HEIR I EE R MMIRRMUREIRE, Hlan , WU AR Figis
EEXEIENER, St EAEFERRHEETNEARBENER, SE3FZEER —@ YAML
EBR K BAEESREEN 5.

BUMKEERE , B LUEIBE API Il iRH base64 fmiGHY YAML 1ERRIEEHRE, B LIE
iB Amazon Managed Service for Prometheus API Hf#) GetDefaultScraperConfiguration ¥
TH-RAREEESR.

BREWEER/NERE , BFREREERAERAFEEERRI,
X ERERE

NEERNNITIEARKXNEN , SETEENFEMBMERNR , 528 Prometheus X HIFERE,
SRR IR <scrape_config> BIEBRPAREZTEMRIE,

B/ Amazon EKS BRHE—RXENRK , FItHE - ENRFRR

<kubernetes_sd_config>

€ (<*_sd_config>) &.

RFEERTWTRIIE !
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« <global>

* <scrape_config>

» <static_config>

« <relabel_config>

* <metric_relabel_configs>

* <kubernetes_sd_config>

EBEERFHRFSTIEHAIBEER R,
gEHERESR
LT REHR 30 WEEERNES YAML REE,

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
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credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: _ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249

THR AWS XEBWERNISERS

- EEMER  EESARELIEESR 30 W EERBR.
- B4 : static_config P BEXEEES IP i,

- DNS #tr — EEEZEREEE |, LR E DM — o] #E8M A IRES B = Kubernetes API {3l R
2%, kubernetes.default.svcFiEHEMEIZZBELER IP UIEE,

- RE —NMEFEERE ) AEK, MEEE , RENERBearer , W B X AERZIXH/var/
run/secrets/kubernetes.io/serviceaccount/token, ¥#AIFER , MRER , FEILD &4
AWMTAR :

authorization:
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type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: BearerRF:R{H , HLtL AT L& R,

HREREBETR IS

Amazon Managed Service for Prometheus 522 HBIIREMELIEE, HR , R Amazon
Managed Service for Prometheus TEEHREEEFEFEINIEE , R IATEIT SRR 2

up IEER—EERNITE, &¥ Amazon Managed Service for Prometheus W25 1R R M =%
HOEEEEIRLES. KESEEZERE iR ERSFBRKERAFBENSESR.

« up AFHE - BlnARAE up BR , AIERTRESRK TR,

MREHRERMEEFE , RITRESE
RIREM role AREHRRE.

s up BEE , BHREKEO MR up EEEEA 0, AINEESREHIRRIFE , BRTET(ME
Prometheus AR EE,

FRELEIHRE, ®EK relabel_config AIREEERE  HEH

EEEBERT , KU EREZHIREFER curl @9, SUUREBELNFHENERIER , flW
EERAWBABE (httpshttps), HEREFZE, BHAUREREREEXRE2000E |, WEE
Prometheus . H% , EENTIRBTEARATFNRAKR D, (NFEAWS ZEE 2 NESHRE
%l , FFESET—f, )

c up EFEEARRO0—F up EFEREKR 0, AlIIEEEEIAE Amazon Managed Service for
Prometheus.

B B IR IE £ 24, Amazon Managed Service for Prometheus (B & B ERR , HI2 Amazon
Managed Grafana) i EFEIERR. B LERERA curl RME/metricsin M PNRHABIR. R
RELRBREBEBEMRSE , flSEELSNREEE, B Ecount (up) AREIBZFTEUIR
REEEMBRNupEEREEE,

R AR Rl

Amazon Managed Service for Prometheus FTi2 i £ Z EEEIJNREB D,
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- B : B EKS BE. FEEELEN Amazon Managed Service for Prometheus workspace 2478
L RMER AWS EiF,

- 1R : B EKS BE, ZEELKEM Amazon Managed Service for Prometheus T{EE & 24 2B
R AWS 1RF,

- WK BRFEZSUUAEEEERME 10 8 Amazon Managed Service for Prometheus ZE&
2o

® Note
& 0] LAIE I8 A5 5K 48 0 i B8 R EE K 18 Atk BR %1

- IEEEE  REEA—@E /metrics WmBFEREEIERTEEEIR 50 MB,
- BEZESEHFN IR  RER/KZ WLURE 30,000 /metrics fERH.
- BZERfR  REREREEREEDIR 30 WHERERR.

1 BE R B2 Prometheus A RIIERE ?

EERCNERAERXMERRESZEE Prometheus 18Z LA Amazon Managed Service for
Prometheus , ftffI % EHEE Prometheus AR /metrics fEuH S PHIAIA 2 BHEE Prometheus A
WIEE, EOUEEECHWERZE , BFXERM. Kubernetes (23F Amazon EKS) MFFZ HfE E
MEFEEEREELER.

#& Amazon EKS R EZE i EIEE Prometheus BB i BERF , 7 LAZE Amazon Managed Service
for Prometheus W £E25 B BIEKE L IEE,

WMEFMENR  BF2ETYEE
- NEEBKIEZEEL A Prometheus IEEN IR EBREXNEMRIEFMHENR , 552 E Prometheus FRIX
HhEHERNNES,

- MEFRREECHENAGEHE Prometheus R IEZEREEMER |, 5526 Prometheus X4 =
HREEHEN,

- WMEABMAERE Amazon Managed Service for Prometheus W 5288 LA B Bh ¢ Amazon EKS #5£%
SEENFRER A F28 £/ AWS SEENKRES.
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EEXEWSE:S

AHITERBRELBCHINERRENMERNEREER , ELWERSEFEH Prometheus Bk E A

EZEIEE Amazon Managed Service for Prometheus,

B8 B O IR ERS S EE1X B Amazon Managed Service for Prometheus B |, BB SR EEE
W&EE  YREENEFFSENTAEER,

AREBEFEENRERBEATIEP—BEIER

« AWS Disstro of OpenTelemetry (ADOT) — ADOT £ XE, 2. TEEREN
OpenTelemetry FIRIATRE TR , TERBERNKELE, BULLHADOTRINERE , WEHE
BEIX EEH Amazon Prometheus ZERBTHEE. BEEBADOTIHERNESFER , F2AWS E
OpenTelemetry.

« Prometheus XEBRE - BATLIERE B S B MIRIEES Prometheus AIRESHAITEE CLFRAES
PHAT) , LAREREZIEEEHEZE Amazon Managed Service for Prometheus.

THEERBMAEHERELL Y IFEREEACWERSN—HREA.
E3:]

- RELWIESHIUEX

« £ AWS 21ThHR OpenTelemetry fEA U3

« {8 Prometheus #1T{E B 5 W EES
« 5B Prometheus i2E Amazon SERELUINESTAMER

RELNIBRBEUESR

Amazon Managed Service for Prometheus 12 it 7 Bl & R E 15 2 REELH 5 3%

AWS PrivateLink E& Prometheus ¥ Amazon & R — & EH

#1151 E A Prometheus By Amazon 32 & BR#5 #4827 & RIEIB 2 A 48 PR A48 2% vin R SE 1B v 6 52
B VPC AWS PrivateLinkf£ /i AWS PrivateLink A #{R 3 B {8 #B4& R EVPCsTE AWS #B#&H R

E A MEEEBAHEBMA. EE5 Prometheus B9 Amazon ZERIEE L AWS PrivateLink VPCifg
%, 5528, £ Amazon Managed Service for Prometheus /" VPC %2
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S BmENRE

AWS Identity and Access Management (IAM) 2 —%& Web fR¥§ , AiB1E T &R H AWS ERN7TF
B, EAIIAMLARZEHHERBRE (BA) MRE (EE#R) REAER. BARM Prometheus #Y
Amazon ZERBES , THIAMBIEEARERNZSE, E&A Prometheus 5% Amazon 3 & REE |,
BEBRI-EIAMAE , EHEEHKE Prometheus AIRREEUER , AR Grafana ARF[EBIFHRIE
Prometheus T4EERY Amazon ZERBHNIEE. NEEBHNFMEENRAIAM , FSETERIAM? ,

5 —Eft# B A Prometheus 8% Amazon ZERBEH AWS L IEERE AWS BIRE 4 HEBEF
(AWS Sigvd), BN 4 ZEBRBESRMBIBIEN AWS FRWBEHTTP, ATZ2ER , XZ
MR AWS LEFHFEZRETRS  XSHBFRIIEFEZR D NARBFERR, EWE
SREEBALNLZEBE., MEEE Sigv4 WEEHAEN , F2REEL 4 MEEERF.

FF AWS #1Thk OpenTelemetry fE A UL EESS

AE AWS N B aI#&3 1THR OpenTelemetry ( ADOT ) Y& =SBl B B # Prometheus #2389 FE
B HIE , WAEIEE X T Prometheus B9 Amazon SEE R, BEBEADOTWESRNEZER | B
2AWS B OpenTelemetry.

THFEERBENIEERZR B Amazon, Amazon B R Amazon EKS EC2 #{T{HE , REA=BFE
HIEIERREADOTAWEREMW S, ECS

A

- £ AWS #1THR¥E Amazon Elastic Kubernetes Service #% OpenTelemetry £ iXEIEZE R
- ECSTEARMIER AWS B1THREZER Amazon HEUEE

- FREREEARER Amazon EC2 #1TEEHEEUEE

5 AWS Z1THR1E Amazon Elastic Kubernetes Service #%5 OpenTelemetry L5&E
EEREEY

& B LA R Disp AWS or of OpenTelemetry (ADOT) W £E85#¢ Prometheus & &R 8V FE A Z X HHEEE
1 REBEZREEZEARM Prometheus 9 Amazon Z & R,

(® Note
EBADOTHERNEZEER , HSAWS B OpenTelemetry.

A Prometheus BREARANESER , H2M. (HELHE Prometheus ARMIE
B2
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W5 Prometheus $##EADOT% & = 1@ OpenTelemetry Jt# : Prometheus #U88. Prometheus &%
BAEHRENA Sigva BB EHIELE,

B LAE AW Prometheus #H58 | RAARE Prometheus B2 ES RN 1T AIRIE IR R FIEEZEM

B, Prometheus #ZW2E& L Prometheus BRKXIMEUERE, SENEMNTMEAERIGBES
F Prometheus f FiRfE2 X EHE1THHAE, Prometheus ##UIBSTE Prometheus SRAASIHH , XIBIARE
R 2 E Prometheus MBI EFZHBAERE, B LUGELARBEZRE R BMADOTIESSHAEH,

Prometheus 2B AEHEREMFEH remote_write BEHIMEMIEEEXETEMNEEA QMBI T
EE, EHERNHTTPERMER AWS Sigvd (ARZ2EBFEMN AWS BIAHE) B2 Sigv4 B 38 HE {4
BRHE, MEHAEN K F2REERLF 4 HEEF.

I EEBE & B B1EZE Amazon LB Prometheus 151812 | EKSI{FE AR RVERE,

<kubernetes_sd_config>

LA REEREH11T Amazon Elastic Kubernetes Service 2 B B Kubernetes Y5 F 1T A RE

WEDl, EEHTELLE  SLBARETER AWS BHEE DT s REAEE AWS . MEFME
B , F2H < 5 AWS SDKZE Go >, Whr#EFRAEMIEAREN , AREFNESAE., EHIEHA

BXRE /metrics WmBABIEE , Hl0 Prometheus A FikEX E,

DEARMF

ERR TR ELSRE , ELAABRBKIRFNEERAUREAVAE,
HERERBIRFNEERANAMEE

1. BETYNLSR , RERBIERFEILIAMAERE Amazon EKS EEREEEHEUEENRBAE.

ADOTHESREEHBMNELEEREALAR,

ETR , FEETEE. ERBIAMER A https://console.aws.amazon.com/iam/o
EEREEEES | BE [Af], RESHEamp-iamproxy-ingest-role f S8 1 hEV WA,
BEFIHRRARSIER  AREEREFEER.

HEEERARFEAFISON , BEifaws-ampB , adot-col RZREE [FEFHETFER]. ERETBER
MR :

o & w0

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":
"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"

6. BRIFERRSIER K YHRESHKTIERBKRHNEZRBE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}

BZF Prometheus I E

® Note
B8 Amazon PRV & = EKSalertmanager , RS E A EEH S,
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ERAEER

ZEE Amazon EKS = Kubernetes £ + E{ A Prometheus £4

1.

6.

REREFIRAERERFERARER , LR aws-otel-community.

RE  MITUTHT.

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

RS ARG HE X BIEEMR | 5120 Amazon ECR 3 DockerHub.

BRI Kubernetes #HREXER , EEEPPELHHIEAREN. BIBTE prometheus-sample-
app.yaml #EXRH & {{PUBLIC_SAMPLE_APP_IMAGE}} #BE&EF 50T HENE &,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

WATI ST , BRECHBEFEAER, ETHEbT , BT NAME T EE

prometheus-sample-app.

kubectl get all -n aoc-prometheus-pipeline-demo

FEADOTIRE BRI AR BI . BEEHITULIRMF , BEBWATIIES RABUKESRA Kubernetes
#H%8, ADOT

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

REBREBEAER | 1§48 YOUR_ENDPOINT B9 Amazon Managed Service for Prometheus T
ER LA & YOUR_REGION B B & #2 remote_write %2, &8 TERFMERE  BFEAE

Amazon Managed Service for Prometheus 12 & R~ remote_write ik 2o
&t %A Kubernetes 3R E MY BRI IR = [ B EYOUR_ACCOUNT_IDA & AWS KRS ID,

ELLEHIAR |, ADOTUNEESIHREEAEEMR (scrape=true) R¥EETEHMEUHL B 1Zin B, ETZ

ADOTH R EHIE AR InHEEEPH kube RMIGHESD FR, BEENEAEEHIFEA

B, AR HREENRSEREEPBIRR,
AT 565 A EEIKRADOTE SR,

ADOT Ui 5%
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kubectl apply -f prometheus-daemonset.yaml

7. BATIBTUESEADOTWERRSER/E ., £ NAMESPACE ##&# adot-col,

kubectl get pods -n adot-col

8. EALHKEHREAMIERETLETENE. RMNEFHHBACRILHKEHEAES, WATII®

A
SEI

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

E165I e A2 X R A R L HMEE R AS M IR LA T SEHIFT R

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. #EERIF Amazon Managed Service for Prometheus R B WEIEE |, FEMEMA awscurl, LT ET
FREBEE AWS Sigv4 S RRFBHGDINEIEHTTPER , R EXNBEAREBRELE ERFT
AR AWS B AEHR |, FEEH Prometheus B9 Amazon S ERSETEN, MERHEawscurly
B , i2[E awscurl,

FETRHaSH |, # AMP_REGION #1 AMP_ENDPOINT #1#%A Amazon Managed Service for
Prometheus T{EEHE A

ADOTHHRI R 41
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awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"1}1}}

MREBREEFRER/LE , IRTIEERECKY , BIERERIEHIEAEZEXEREE Amazon

Managed Service for Prometheus,

HER

EERREWRE , FAATI®S,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

HE P AR R

Prometheus #UIES1E Prometheus FREAX A | X EAREFRERAMN £E Prometheus IMELH EFHZE
HHRE, BT LGB L EREE RN B RMADOTRE RS MEREH,

Prometheus IR MNERTEENRBRR, MEAENEFRRRAEAR. BRRERBN TR,

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

LT R 8i6I#E 78,

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:
- job_name: kubernetes-service-endpoints
sample_limit: 10000
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kubernetes_sd_configs:

- role: endpoints

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

MREZEREM Prometheus A58 | AIAE $ BF EB8HEA $$ LB GESRAREEY, * EY
1 relabel_configurations W ERERBIEE, Fln , EEBHBER T 3 relabel_configuration :

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: __ param_target

CHRERABLT 25

relabel_configs:
- source_labels:
[__meta_kubernetes_ingress_scheme,__address__,_ _meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${13}://${23${3}
target_label: _ param_target

Prometheus iZin B A E HEZEX M Sigv4 & 7 57 i {8

Prometheus 2w B A B HEXH Sigv4 5 5 RFBIEMPEREER Prometheus EWEZB F. EILEBER
B EHEUEE , B S EHFASELE B E HZE Amazon Managed Service for Prometheus, T %Il &d
{5 B8 7~ X Th#E REEE Amazon Managed Service for Prometheus BN RKEKER,

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:
endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
authenticator: "sigv4auth"
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LA RE S EHTTPSIEAH AWS Sigv4 fF A TEERE R A PRI AWS AWS RBHESBMNER, MEFHEE
A, FBESEERE AWS SDK for Go, A EMRIFIEED aps.

R AMETE S L , ADOTWEER L ErE M FENFEERER AWS BHEEF S HNHF —@E
1H, Sigv4 BRFEEMEHAEURM AWS SDK for Go Y F A CRMEFRHENMERTE, ELERRELERS
Amazon Managed Service for Prometheus BiR i E AR,

ECS{# A B p=NiE 8 AWS 2 1TRRERERE Amazon FREUEE

A EERBA A Amazon BB REERE (AmazonECS) WEEE | I fE B AN A1 24T AWS AR ()
BIEREAZEA R Prometheus B Amazon ZE R . ADOTIE R KR EA t{A#E Amazon Managed
Grafana H i iEEHR B,

DEARMF

/A Important

ERBzE , BXBAEEEERRERN AWS Fargate # £ L8 Amazon ECS IR

1%, Prometheus EAK Amazon ZERBE TIEE , AKX Amazon ZER Grafana TEE,
EPEBRERERERE THEESH. Amazon Managed Service for Prometheus , SA% Amazon
Managed Grafana.

MEFMEN , FSETIES -
« MEWMAIEATEERERETE Fargate #E L7 Amazon ECS BIBMFFME , 552 Amazon ECS
MEABERFHNEILIES,

- WEMAE I Amazon Managed Service for Prometheus BIF¥#IE A , 582 B (Amazon Managed
Service for Prometheus FF & EE) PHET T/EE,

- WMBW{AEIL Amazon Managed Grafana THEERHFMER , 528 (Amazon Managed Grafana
FAEER) PHELITERE,

HBR1: ERBFTADOTHE R B SRIR B

FEATIEEBEMASEER , LERLEHSHWADOTHESR B RMB. Replace (BXX) my-remote-URL
AR my-region E2¥RyendpointMregionfBE#H. #KERERRTFTE—EH A adot-config.yaml =R
YR RE,
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® Note

WHHREME A sigv4auth ZEHRERRE Amazon Managed Service for Prometheus BIFEAY, #NZE
BRERENFMHENAsigvsauth , FS BT EE-Sigvd BB GitHub

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
processors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigv4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
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ERAEER

endpoint: :1888
zpages:
endpoint: :55679
sigvé4auth:
region: my-region
service: aps
service:

extensions: [pprof, zpages, health_check, sigv4auth]

pipelines:
metrics:

receivers: [prometheus]
exporters: [logging, prometheusremotewrite]

metrics/ecs:

receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

SR 2 SEHWADOTIRERSS BRES G #IX F] Amazon ECR FRE
5/ Docker $ERE I A EGE | WAAHHIEZE Amazon BHEREFE &K (ECR) EEFE,
1. 12 Docker XH LA EHIBRMBEIASE

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. flZE—{@ Amazon ECR Ff# &,

# create repo:

inE Docker & HFOTEL,

COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \

3. BURHJMEZ

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

--query repository.repositoryUri --output text)
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® Note

ERJPEEEHITERNERRRETERSSR, B8, LURFECEIRGRER --
platform 2,

4. %Z8%%) Amazon FECRf#E, Replace (BfX) my-region E{RfregionfBiE,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. HELNBRIR[MEK,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

B 3 : AlZ—1{8 Amazon ECS E#E % LAHE Prometheus B Amazon FE& R

£ —1{@ Amazon ECS 13 E 2 LAMEL Prometheus B Amazon EE RS, BN I EERESS
B4 adot-collector WAESFEB A prometheus WAEE, prometheus E4IERE , M adot-
collector #lEX prometheus.,

(@ Note

Amazon Managed Service for Prometheus AR AR #1T , X RAB[WELE, £E
BERLT , ARgUREEXNERXEARRHIT Prometheus , WHERIRIEEEIXE Amazon

Managed Service for Prometheus,

gl EBESR

UTAEBEERNBNES, BAUERALSEAERBRILEIEERNELR, KHWinageadot-
collectorBERX AR EEURLFMZGIZER (JCOLLECTOR_REPOSITORY :ecs). # adot-
collector # prometheus ¥ region BEEZEHRAE region EE-

{
"family": "adot-prom",
"networkMode": "awsvpc",
"containerDefinitions": [
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{
"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
I
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
1,
"requiresCompatibilities": [
"FARGATE"
1,
"cpu": "1024"

SER 4 BFENEREF AT LA Prometheus B9 Amazon FEE RIS

EiGHMEAY 15 1E 3% B Prometheus B9 Amazon SEE BRI , B8 Amazon ECS £7%
NEEBBERNF IS AT RRIE, AWS APIERXEARATEEIIAMAR | I
#AmazonPrometheusRemoteWriteAccess/RAIMMEZ AR, MEBBEE LA G HEAIR
HMENR , FSEATITEEIIAMAGRIEL

EZEEAmazonPrometheusRemoteWriteAccess B HWIAMA B HEZ A AR TR
# , Amazon ECS A LUASHELAY F5 1 281X B Prometheus B9 Amazon 5E& BR#5.
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B 5: £ Amazon 2B M Grafana F1R B LI IEE

/A Important

ERB 2, BABE Amazon EHEZ LiE1T Fargate ECS E#. &8l , Amazon
Managed Service for Prometheus #% % F I8 518,

1. £ Amazon &M Grafana T/EEFRWEEEEF , BEE TR AWS THERRKIE,

2. TEERRRRSIEBEL , $H¥ R EE Amazon Managed Service for Prometheus , AEBIRIZR
R FEER[E I,

3. EBEE HEERKE.
4. {EH ecs M prometheus BEFIBREHNREENIBE,

FERERRE ARER Amazon EC2 #1TEEEEIEE

ZEFER BA GN1A] £ Amazon SEHEEE Eiw (Amazon) #1TE R £ AR inE A R#IT Prometheus A ik
2. EC2EERPANMESER Go MEN REEARENIKEREE , WAEHEEE Amazon Managed

Service for Prometheus T{EE.

DEARMF

/A Important

EBRRE] , BHUEARE Prometheus v2.26 RE SRA, BRFBRREFRTE
Prometheus , Amazon 1 Amazon EC2 Prometheus BISEE R, BEAMN{I%L % Prometheus
WAL | 5528 Prometheus #8345 LB A9,

R IBFFHE Amazon EC2 5 Amazon Prometheus FIFEE RIS , RPEBBERBEBEBUT SERLE -

« Amazon Elastic Compute Cloud 2t ?

« Amazon Managed Service for Prometheus 52 {1+ ?
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
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Amazon Managed Service for Prometheus EREEmR

A Amazon BIZIAME& & EC2

EFERREE , SXEAXEBIER AWS ZEEFAMIAMA
£ AmazonPrometheusRemoteWriteAccess, A% , BB EEAENHITER , WEEESER
FJ Amazon Managed Service for Prometheus T/E[E,

1. TEBRBUAMER & https://console.aws.amazon.com/iam/.
2. MEBEHI  BIZE Roles (Bf) , REIEIE Create role (BILAR),

3. HAGENERER | 1BIE AWS service (AWS fRTE), sH¥FERRM , BE EC2, BET—F
A,

4, 1EES%|F | @A AmazonPrometheusRemoteWriteAccess, #H¥ TREEZTE, , BE
AmazonPrometheusRemoteWriteAccess , RZIBIE THIINKEE, . 1##F Next: Add Tags (T —
i . %igfjﬁ)o

5. (BEM) AENIAVMEREYIAMER, &2 [T—% : 88
6. WMAZNARER. BEF BEYBK.

B & Amazon EC2 B4

B ZE Amazon EC2 #{TMEEE , KR Amazon BHEHE Es Linux BTEEEAEREETHK
BT ERPHERET,

BT REEARER

BYIAVAGY B EEXAGHNHTEEC2R 2R , £UUMTRERARARERTEHERNRE.
#IT RE AR TAEER

1. FERATIEEREILES main.go B Go &R

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlex())
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http.ListenAndServe(":8000", nil)

2. BITUTRTUREERMEKER.

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. BITTEEAER.

go run main.go

B REREXEXTIERE 8000 LiETT , WERFTEREN Prometheus 1B1E, U TRELIEE
Ky & 451,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+@7# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@09# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge
process_virtual_memory_bytes 7.77281536e+08# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0
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#3I Amazon Managed Service for Prometheus TE[E
£ E# Y Amazon Managed Service for Prometheus T/E[E |, 51k BRE TEE F VIS RIBIE,
#1T Prometheus IR 8§

1. FEATIHEBFYAMLERBRE LR , LEIEBNFHIERprometheus.yaml, ¥HRurl , R
my-region BRIEH BIFEEF my-workspace-id EFEARR Prometheus B Amazon B iR
BABELENITERE ID., $iregion , X my-region EBIEM EEEE.

#Hl . YAMLEER

global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2.  #17 Prometheus RIARES , B ~EEAERNWIERBEILZELN Amazon Managed Service for
Prometheus TEE,

prometheus --config.file=prometheus.yaml

Prometheus AR IR EEZ L REEAERWIBEEEIATEH Amazon Managed Service for
Prometheus TE[E,
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£ H Prometheus #1T{EEEAIESS

FALERAMRERRNER (B4 Prometheus KERER) B1TH Prometheus #1178 22 SRIMEUSE |
I 5% HEiX B Amazon Prometheus S & RIE T/EE.

THEERANATESHEERERXNR X THITH Prometheus MITER |, REES/EENRESRNTE
Fko

/A Warning

ER#E Prometheus RERERXE K SX4EAESHEAREHEE, BBBAZET8E , BEE
Prometheus #MEUR MR EBEE LNEBEHE L,

MR IEELTE Z 1 Prometheus #ITEIBREERE —HIEE , WA HEXEIE — Amazon Managed
Service for Prometheus AEB S AMY , AIEEREEEERMRIIE. ERRBISBREEEE
RimiBRIhEE | IS EUEVEIX ZE Amazon Managed Service for Prometheus AT ERBEAER |
BREEEELR, WEEHEREEEERMBRNIET , F2E 81X E Amazon Managed Service for
Prometheus K& AT A EIEERIBREEE R

£

- BREMA Helm REFTH Prometheus fa] IR 25 EX

- EUATHNEREREER Prometheus fAlfREF#EE EC2

- £ Fargate #Y Kubernetes ## 3R B #Y Prometheus fal R 2558 EREEIE S

REMA Helm {ETH Prometheus Al iR 25 R EX

AE RIS RO RIERE , XA Amazon Managed Service for Prometheus #1T7. &
£ Amazon EKS E &£ HEREFM Prometheus [RIIRES , MEATARSSFEAERBERGEEEEE
Prometheus B Amazon Z & R, LLEBH T TRGH

- BYUEHE—@ Amazon EKS & , ##Y Prometheus R AR B RE P R EIEZR.

- &8 Amazon EKS B &£ X EZ % Amazon EBS CS| EEE)f2/F ( Helm EXR ) ,

- WABEFHEZE CLI 3.0 HE S,

- BB Linux 3 macOS ERRHAITUT ZFHHHILER,
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$EB 1 : $118 Helm Chart fE1ZE

EEHE Helm Chart f77E , FA TGS, NFEERELTTHNFHMEN , 28 Helm &#F
EO

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

B8 2 - 3T Prometheus #5825 [

WA TS , B Prometheus fRIBREF I H b B2 T 42 31 Prometheus & 2. Replace (HUY)
prometheus-namespace ERAZLRENEBEBEEANER.

kubectl create namespace prometheus-namespace

SR 3 RERBIIERFHIAMAE

HREMEETHENABS % , BEEEHIT Prometheus FAIRESHY Amazon EKS # & (£ F IR TS 1R
EWIAMEE,

EARBIRFHIAMASR , BALUEIAMA BB Kubernetes IRIG IR FE I B, A& , ARBIRS A
LAERZBBIRFEM Pod FRASRRERME AWS 517, MEFEFHAEF , F2REHIRFNIAMAE S,

MBEEHAREELAE® , FIXBPM B Amazon EKS EENTEREHIMEENREA® BETRERE
A, AHHPHRBEEMFMA eksctl, MEFMENR , 552 Amazon Elastic Kubernetes Service
AF% - ekSCtlo

@ Note

EIRTEEKSTEFE A B AWS FZ|H R Prometheus By Amazon FEE RIEHE |, BIE
EEAER Sigv4, EKS-IAM-ROLE

HER 4 FREFMAIRER LG FEEUE R

= ELREHM Prometheus fIfRES , ARG IEEEE E LM Amazon Managed Service for
Prometheus TEE , FRB T IS RERE,
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ZHEHH Prometheus RIBRES , LGB EEEIXZ E &K Amazon Managed Service for Prometheus IT4E
[&

1. FRAXFHmEIFEILZ A my_prometheus_values_yaml HER , B2 THRE.

« Replace (BUfX) IAM_PROXY_PROMETHEUS_ROLE_ARN fEFAARNIZIE R BIZ M B Amazon EKS
ESENEEEHIVEENREAE, amp-iamproxy-ingest-role

« Replace (BUfX) WORKSPACE_ID 5 #&#) Amazon Prometheus T/EEZERIEH ID,

« Replace (E1{X) REGION fEF &K Amazon Prometheus BRI EiF.

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-

community/helm-charts/blob/main/charts/prometheus/values.yaml
##

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:

eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:

remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write

sigva4:
region: ${REGION}

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. BATHISRSLLEI Prometheus EARES.

+ Replace (BUfX) prometheus-chart-name E&$&H) Prometheus BB,
* Replace (BifX) prometheus-namespace £ EH Prometheus & Z=EEH B &,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \

-f my_prometheus_values_yaml
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® Note
B LAERAZEARRNEE] helm install & v, MEFMER , BFSE Helm XHHH
Helm %%,

EUTZERERREM Prometheus @] fRESHEEL EC2

EAR Prometheus Y Amazon 2 & R X B 1T Amazon HEE R Prometheus fa] B 85 EX
FE1E | LEKSKTE Amazon L#HI1TH B R EE Kubernetes #5%H, EC2AHHFMFMRABBAR
Amazon EEH# Prometheus IR¥$25, EKSAmazon EC2 £ BHEEE Kubernetes # £/ L ERMEE |
FREZBEREXEBITE Kubernetes #EH AREIRFREOIDCREEFMAMA G,

AEHIIEREA Helm 4 Kubernetes EHEE AR,
*rE

- T 1 BRERBIRENIAMAR

« B2 FH Helm FHREIRAH Prometheus Al iR 28

TR RERBRFHNIAMAE

HRRMEELEHENAR S , BEEEHIT Prometheus EARESA Amazon EKS # & i (F IR ISR
FHIAMAER®, ELEAEERBARBEAR,

BEBERBAR  EFEIAMA G E Kubernetes BRISIRFZ U RABE, AR, LLRHIRF TURERZ
R RF N EMEE PR EREM AWS #R, WFFMEF , F2RABRBIRFHNIAMAE,

WMREHRBEELAG , FREBHH BH Amazon EKS EEFREREEHEUEENRBA S BRERE
ﬂ@lo

SR 2 A Helm A#RZEIEEH Prometheus Al RS

AERHRATEREERE AN sigvd AHEITERE , WRE Prometheus fRIREFERE A Amazon
Managed Service for Prometheus T/E[&E,

{# F Prometheus W7 2.26.0 =& # R4
MREFHEFEA Helm Chart B2 2.26.0 HEFHRAHY Prometheus fRIRET , FIRB T BIEE,
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£ Helm Chart #& Prometheus B RES R EIRIH = A

1. HE Hem BERERFTEY —EHFNERBAREK :

o LUBRIE AR 31 ARNEY IHamp-iamproxy-ingest-role B
EX${IAM_PROXY_PROMETHEUS_ROLE_ARN}XZER 1 : SRERBIRFHIAMAE, HEHKERN
ARNFEBarn:aws:iam: :your account ID:role/amp-iamproxy-ingest-role,

« # ${WORKSPACE_ID} ##iA Amazon Managed Service for Prometheus TE[& ID,

« # ${REGION} £#:%A Amazon Managed Service for Prometheus T/EE/I#[E (HI40 us-
west-2),

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. M Helm EFEEEM Prometheus R IRESHARE :

* # prometheus-chart-name E#:A&EM Prometheus RAH T,
* # prometheus-namespace B#t53 %% Prometheus R AREFHY Kubernetes 5 & 2@,
« # my_prometheus_values_yaml E#t5A Helm HEERK R,

* # current_helm_chart_version A& Prometheus {AfRE§ Helm Chart B9 B BIAR AN,
Ba LUEIBAE A Helm list 8 H 3% 2 B Bl B R AR,
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helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

£/ 28 Prometheus BIRRZA<

EIRIEEMEA 2.26.0 2B Prometheus WA , SBIRBUT S RIRIE, EXPTRERANITHE , BA
B HIARAHE Prometheus RE R X B2 AWS B 4 2 BREF (Sigvd)o AWS

AT EREABERIEE A Helm 22 Prometheus,
& Prometheus @ RESREEHRB A

1. TEJEH Prometheus fAIMRER L , BUMMERBFABLRLE, BFL , BUFTNERER, RAZFUZX

FE= amp_ingest_override_values.yaml,

T HEHRBEYAMLESR,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:

- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:
- --name
- aps
- --region
- ${REGION}
- --host
- aps-workspaces.${REGION}.amazonaws.com
- --port
- :8005
ports:
- name: aws-sigv4-proxy
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containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:
- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

# ${REGION} E#:2A Amazon Managed Service for Prometheus T/EE /1 [E,

A& 7E R 32 3L ARNAY IBamp-iamproxy-ingest-role B
EX${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}XFEE 1 : BRERBIRFHWIAMAE, AG
I RNARNE Barn:aws:iam: : your account ID:role/amp-iamproxy-ingest-role,

# ${WORKSPACE_ID} H#: AT {EE ID,

2. Ft#%k Prometheus Helm Chart, B% , IA T35S, Helm Chart 818, Tt H@EES |
SR BZWIE prometheus WEXK.

helm 1ls --all-namespaces

REBMATISBS,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

Replace (HUfX) prometheus-helm-chart-name S5 —{Ea S FIREHR Prometheus SEZEEH
£ %, Replace (BifX) prometheus-namespace ERABHNHE BN B,
T# Helm Chart

WMRE R REAETE Helm Chart , BRI ERAU T SET TH.

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

£ Fargate BY Kubernetes #3885 # Prometheus {a] iR 8558 E fRENE

Amazon Managed Service for Prometheus X #87f Fargate L #{TH B R EE Kubernetes 5+ |, #
Prometheus A fREFHEEVISIE, BEE® Fargate 5 L #1TH Amazon EKS EEH# Prometheus fal iR
ESHEEUEEE |, SEB B & B amp_ingest_override_values.yam| B ER P TERMAEE , MTATR :
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prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

FERZERBUTHSEE L% Prometheus :

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

fAAE , £ Helm Chart {8 | REHASHELEXNE REE 8 LUK #IT Prometheus fal k&33P

o

ERMERN TS RHERERERRER.

1

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"
{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"

[1648461236.419,"0"]1}1}}21
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A Prometheus 5% E Amazon SERELEES T HMHE R

£ 1848 E BHEIX 2 Amazon Managed Service for Prometheus B |, S$&EiESH AWS @7 A EE
BR URREHTERMYE., TAMNRSENEIREBEREEE, BRBEBERE , BUEEEENNS
AAMANELZE, EMEERNTEAUALHRERBEEANSTRAMLZSM -

- MREEZERBIBTEBEEHEESR , AT AHZEREIAE Amazon Managed Service for
Prometheus , 3t H BIMBREE E K. EFBREREEHNEREELE Amazon Managed Service for
Prometheus TE[E,

MEEBMBREES TAMERNEERAER ,
Prometheus B & 0] M IEEMBREEE E

- BRAERRENAEIE , BIERE AWS & , B EFREAGHMEENE @ TEE.

T
W

B X ZE Amazon Managed Service for

MESEEERNEEEZBAIEENGFMEN K F2H FABED T/EETEAR Prometheus #Y
Amazon ZERBE P FIES o] A,

X8

« #EXZE Amazon Managed Service for Prometheus B9 & 0] F £ {52 MIBr E 8 5 K

+ {8 Prometheus /& & 0] 1 & BHEIX E Amazon Managed Service for Prometheus

« {8 Prometheus IRESTEZEEIXR , B Prometheus i%E Amazon SERIEH = o AHEER

« 5/ Distro & 7 A EREEZE AR Prometheus B9 Amazon SE R , AWS
OpenTelemetry

+ 5/ Prometheus #& Helm Chart , #& 7] i £ EX&HEA ZE Amazon Managed Service for
Prometheus

+ BAM Prometheus B Amazon SERKE = AMEARNE B EERE
. FRAEEEIT/EREEAR Prometheus B Amazon S ERBHEHIES AN

#E3%X = Amazon Managed Service for Prometheus 95 o] A5 ZMIBREELE R

A LA %L Prometheus B F A B (EERAEBEXPHITH Prometheus #1TEEE) &, FiX

Z Amazon Managed Service for Prometheus T/EE, EHHP —E#1TEE EEL KL FXMEE
B, ZHERNTAMSERS BIFEEP—UERASFELEEXESR , Amazon Managed Service for
Prometheus TEE M SWBIHtETERNER). AW , B%HL Amazon Managed Service for
Prometheus T/E[E B EMBRERIERE , WETELREFIIEE , EMHLZRXREERBERN#TE
Ao

= A A E R 61



Amazon Managed Service for Prometheus EREEmR

# E ¥ Amazon Managed Service for Prometheus B 8# % {& Prometheus REREAMIBREEEFR |
BUNABLEREERN —EREEXREE-BEERE K MEBEAHNTERBEEELEE, EEEE
S TEERNAEEHLAER , MEARBZBAE Amazon Managed Service for Prometheus &
BEEZENRF. RRBTNESTSEEEER  BEFE8EL , HEEUTFREE —KRF,

@ Note

R R Kubernetes (1.28 M 1.29) AIgEF R E B CWEE XM EZERK. clusteriEAHES
EH e Prometheus EEERHMIRE Amazon SERERLERE, FAQUEFMAENR , F2
B=m .

THEERAMAEEER Y BEclusterM__replica_ ZEH , LUE Prometheus #J Amazon &
R¥EBBECEERESR,

/A Important

ERARBREEEERMBRINAE , AIFTE &% ZE Amazon Managed Service for Prometheus K&
REGIHEWE, ELEREHHIIFEENEH,

£ Prometheus #§5 1] F 4 & ¥EiX ZE Amazon Managed Service for Prometheus

EEF A Prometheus FRES A AMHERE , ZUXEESTRAMEENERTER LERNBER ,
fif Amazon Managed Service for Prometheus #1T# 5. /A cluster BEE Bl Prometheus #1T
ERREENEASTAMEEN —FP. A __replica_ EBSRIBRFHEFHNESEES, &
FEFRER __replica_ M cluster B8 , LEEEERMBR T %,

(@ Note
__replica__ BREENXF replica ARERAMBEERRTRETERL.

gl BNWA &

ETHERBHERD , cluster ZEEHE B Prometheus #1TEEBRIEREN prom-teaml , M
_replica_ ZEEABIEX replical M replica2o

cluster: prom-teaml
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__replica__: replical

cluster: prom-teaml
__replica__: replica2

A Amazon Managed Service for Prometheus A ELEZBREFTRES T AMERNEREH |
AU EESHHNSHE replica B8, ERTRAEBENFIN 1.1 FIHE K mMARSEELRN
R, cluster EHEERE TR,

(@ Note

SUEIRAE Kubemetes (1.28 1 1.20) TAER R EHSNBE LM ERE. clustenETaES
B4 Prometheus EEEERMIERH Amazon SEREBERE, FAQUEFMES |, F2
ﬁlﬁl—.”zﬁ rio

£ Prometheus B{EEEZEER , B Prometheus IXE Amazon SERKN S T A

EEMF A Helm FHY Prometheus IREERES AT AMERE  SXBESTHAMEENFEHRNTER L
ERHNEESR , LUME Prometheus By Amazon ZERFeEHEBITM. B ABTE Prometheus BE
& Helm Chart EE&EB™ replicaExternallLabelName #l externallLabels,

g1 : YAMLEZSE

ETEJYAMLE&IEEF clusterg&#iexternalLabel E#& Prometheus HTEEBREBEXNIZINAS

A A MEBEAERY — , ¥replicaExternallLabels#BIEHE N B EERA,
replicaExternallLabelName: _ replica_
externallLabels:

cluster: prom-dev

(@ Note

R LR AR Kubernetes (1.28 A1 1.29) ARt SR E A CHNEE Y MEFERK. clusteriE T
B Y Prometheus EERERIMBREY Amazon SERBZHERE, FAQUEFMENR , BFS
RS A A,
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£/ Distro #$ = ol A EREIXZE AR Prometheus B Amazon ZE R , AWS
OpenTelemetry

AWS E1THR of OpenTelemetry (ADOT) RZEBMNZ L B4 ERERNRITRAE, OpenTelemetry
ADOTAZRRERIRAPIs, BXEMKRERENX , HETUKEs BN ERMNEENETEARIE
R, MEMEBEEANADOT , F2EERBEMRIENE AWS 1T,

EERESWADOTHMMERE | BN BEEBEADOTHERSBRME , WA SBERclusterE

A_ _replica__E AWS Prometheus Rin B AEHEF. WELHEXEER remote_write imE#&

IEHMEN R 15 28X B Amazon Managed Service for Prometheus TH#E., EFEERBEABEHER L
REELERKN , TRAEHTHEELARAEEENEE., WEHE AWS Prometheus IRiFE AE
HESH S ER |, FES B E AN Prometheus B9 Amazon ZERR#EH) Prometheus iEin 58 A EHES A
Mo

® Note

H UK Kubernetes (1.28 F1 1.29) Tt @R HECHNEE UM AER, cluster’ETEER
BT Y Prometheus EEEEHMBRE Amazon SEREBEME, FAQUIEHFMAENR , 2
ﬁﬁ—]ﬁﬁﬁo

£/ Prometheus #L# Helm Chart , #4& f] A& BHEix E Amazon Managed Service
for Prometheus

&= ZEFE A Prometheus #8f Helm chart ;X E S JAMMERE , B4 AESTAMFENMERTE
B - ERHEER , LUE Amazon Managed Service for Prometheus #1755, T2 @K%
Prometheus #t[E Helm Chart #§ external_labels /18 Z Prometheus B —#1TEEER &4,

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1
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® Note

MREREZEELR , BXAERATRNEREZXHEER , A& Prometheus &
Helm Chart S AFFEEREFIFFEAEINELAHERDEREELE, WREEEZHHHRE
replica 2% , A Prometheus #&{E& Helm Chart,

(® Note

HEMRAR Kubernetes (1.28 1 1.29) TRt @R HECHEE LM AER, cluster’ETHES
B Prometheus EEERMIBRA Amazon SERKZHERE, FAQUIEFMENR , F2
ﬁ IE.I—.”EH kil-o

B AR Prometheus By Amazon SERBF S A AMERNE REERE
RRBERSE _ replica_ @235 —EEBF LUREEAE ?

EETAMERESF , Amazon Managed Service for Prometheus F]3&8i#E Prometheus #117{E 82 #
SHhWMEEE | URAEHEHNTEEER., EHREEELRELEZEREF 30 ¥ , Amazon Managed
Service for Prometheus & B 4% 3 — Bl Prometheus #I{TERRAMEEEAR | WHRHHEEEHEINE
B, S EAMERNER. Hit , BRAS , TERHT. EEHTHESEZEITHA

- EBRBEHBEENIE , £ PromQL F&# count AAEEER SR EHMNE.

o EBRBHAEEPEIEMM active series & , EYZEE active series limits, MEFH
%Hiﬁnﬂ nﬁ/ﬁAMPﬁE%ﬁ

Kubernetes L F AT HENERHER , YEFSMBREERNER. REMIE EEEIBE 2

£ Kubernetes 1.28 H15| Aapiserver_storage_size_bytesT —fEA¥NEE A ¥ HHE

#, clusteriEmAE 2B Prometheus Y Amazon ZERKEHHEE L LHMBRREE |, EEUARE
®;, clusteriE Kubernetes 1.3 1 , EBMEEH A A storage-cluster_id (LEBtEFEREE
9 1.28 M 1.20 BAHREXNPEHTE). WRENEEFEAERZHIIEcluster® , Prometheus #Y
Amazon ZEREEEMBRAEREM BT, BREH Kubernetes BEARERZHAVIBSHARA , LU
REBENEE, HE , B ffapiserver_storage_size_bytesigE L EHERREcluster® ,
REBEEE A Prometheus B9 Amazon ZE R
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® Note

MEBEBEEEE Kubernetes WEFHIER , FFSBE Kubernetes ERPKEEFZEETH A A
Storage_cluster_ido GitHub

FEAEEEIT/EEREREAR Prometheus B9 Amazon S ERERFHES TAHM

EERKERE AWS ST AMHFEEER BTN ERBEIEEREINZETERE. Prometheus XHF
ZEmRSFENERERS.

THEHER AR EERERNEX TEITH Prometheus AR , AEREREEZEURTEIESE
P W TR,

extensions:
sigv4auth:
service: "aps"

receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'

scheme: https

tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

kubernetes_sd_configs:

- role: node

relabel_configs:

- action: labelmap
regex: __meta_kubernetes_node_label_(.+)

- target_label: __ address__
replacement: kubernetes.default.svc.cluster.local:443

- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
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ERAEER

endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/

ws-workspace_1_id/api/v1l/remote_write"

auth:

authenticator: sigvé4auth
prometheusremotewrite/two:

endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/

ws-workspace_2 id/api/vl/remote_write"

auth:

authenticator: sigv4auth

service:

extensions: [sigv4auth]

pipelines:

metrics/one:
receivers:
exporters:
metrics/two:
receivers:
exporters:

[prometheus]
[prometheusremotewrite/one]

[prometheus]
[prometheusremotewrite/two]
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#& 3 Prometheus 1E1E

BARAEKESEENETHE , EUHEETER,

FEEBEVEERERBILERMNERR , B LIFER Amazon & Grafana ZEH R, Amazon 3
EW Grafana (B Grafana HITEE) IUBLEFEMEH , AZFEEREREXETRENEE,
B3 Amazon 5tE Grafana WEZE LR |, 528 Amazon ZE/ Graf ana AF1ERE.,

BHAUEAEEERRL - AMESR, RRES , IRETAEENECEARN. EEEHE
B AR Prometheus B9 Amazon 2 ERIEAPIFIZEER Prometheus EFFES PromQL , &K
Prometheus TEEEBER, MEHER PromQL MEFBEZNFMER , 5528 Prometheus R
& Prometheus.

FE
- RELNEEES
« XX Amazon Managed Grafana , JA#&HE Amazon Managed Service for Prometheus & F

« EXE Grafana BRI DR Grafana M , SAE B Amazon Managed Service for Prometheus £
A

« £ATE Amazon E&FIEITH Grafana #1TE M EKS
s FRARAZSEXKIEHNERN APIs
- NEEEEANERFERBRNATER

RELNIEEEH
Amazon Managed Service for Prometheus T 5% , BB ERRIEEEILZ S M,
AWS PrivateLink 82 Prometheus #9 Amazon FE& R#&— £ H

FEEAR Prometheus B Amazon ZEREFEHEENRBEREANEB L ARBBRBERRETRK ,
A &R REIB. VPC AWS PrivateLinkE &£ F #F AWS PrivateLink , RE&BVPCsHMRRES
£ AWS BEPZERE L MEFTEB L ABRBE. EE4A Prometheus Y Amazon 2 & R
AWS PrivateLink VPCii 2 , 55285, 5 Amazon Managed Service for Prometheus 91 H VPC i
o
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Bt BRENRE

AWS Identity and Access Management £ —& Web R¥§ , T E BT £ iR H1% AWS EIRHEH
B ZAIIAMBLARZFIHERLBERE (BA) NIRE (EEHERE) REAEIR. BAR Prometheus Y
Amazon ZERBES , THIAMBIEEARERRZE, BE&A Prometheus 3% E Amazon &R
B, BEEET —EIAMAE |, Z Grafana AREFEHFHNE Amazon SERBEHNEEZ , AR
Prometheus THEE., MEABANFMENIAM , F2REMTERIAM? ,

% — @5 By & & Prometheus 5% Amazon X EREH AWS T2 INEER % AWS B 4 HEREF
(AWS Sigvd), ZARA 4 2HRBESRMBIZEN AWS FRNIBEHTTP, ATZE£ER , K%
MR AWS LEFHFEZRETERS  XSHBTRITIEFHEZR D NRBFHEZR, EWE
SREEBALNLZEBE, MEEE Sigv4 WEEHAEN , F2REESL 4 MEEERF.

&% Amazon Managed Grafana , LA¥&#. Amazon Managed
Service for Prometheus f&

Amazon Managed Grafana 2B MRS Grafana W ZERIK , E{LEFMFERE. =1
AWS RRIEHVIERRISYV , ME K RER B2 T ERRIF,

Amazon Managed Service for Prometheus X &£/ Amazon Managed Grafana & T/E[EH#Y
$8#8, 7£ Amazon Managed Grafana £ A , BRI LUIRFEIR A Amazon Managed Service for
Prometheus 1RF , #% Amazon Managed Service for Prometheus T/EE#i8 B E R KR, Amazon
Managed Grafana & 7H Amazon Managed Service for Prometheus FrEH & 2 B BRERE, W

ZE %% Amazon Managed Grafana 3 Amazon Managed Service for Prometheus B4R EEMET |, &
28 Amazon Managed Grafana # f & EHHIE R

#& 7] LATE Amazon Managed Grafana H 4242 Amazon Managed Service for Prometheus 7R, W%
REHETREAWIET , 52 B Amazon 5EE Grafana 5BJR Grafana R Z 3R,

LAFAA B R EEZE Amazon EE& Grafana VPC

Amazon Managed Service for Prometheus 12 Amazon Managed Grafana B RS2 , AE &5
BRI R TIER

BA LA Amazon 2 E R Grafana BRERFERAFBEVPC ( l1FVPCIE Grafana FEEEMENFME
A, F28 Amazon 2 EH Grafana FHEEEVPCHIIELEE Amazon ) . BEREME , EVPCH
BEMEEFEN Prometheus AR 2 H Amazon ZE R,
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& EZ4 Prometheus By Amazon ZERBIEAERREFHIBEREAFEABELEN Amazon FET
ERBVPC , A A5 IEBE I Ik 2% Prometheus B9 Amazon & R EHFZIHERM R . VPC VPC
MERIVPCIHBHFEMER , 55285 Amazon Managed Service for Prometheus 23T H VPC
i 2o

iXE Grafana BIMRHBIED Grafana 1%/ , LAEE Amazon
Managed Service for Prometheus £/

Al LAE A Grafana B #11T{EBEE Amazon Prometheus S ERBHEHLENISE, NEE S| ER
B IMERE LA Grafana #1TERE , B AR Prometheus B Amazon 2 ERBEHIBE,

BRI

Grafana ${TEE — EAEHHAE —EEMZEIBERAM Prometheus B9 Amazon Z & RIEHE /TR FEHY
Grafana #1T{EE.

Amazon Managed Service for Prometheus X £ Grafana 7.3.5 R EHIRAREH TIEEHRVIE
B, 7.35 RESMATELE AWS R R 4 ( SIGv4 ) SRFEHXEF.

ERELRY Grafana A , BBALTHT , B grafana_install_directory B2#&# Grafana
TERRRE .

grafana_install_directory/bin/grafana-server -v

MRBRRZEBIN Grafana , LEEEHAMA , AL EFOETEE. WEREE I Grafana
HMERER |, 5528 Grafana XHH M L% Grafana, MERKER Grafana WAL |, 26
Grafana X4 ## Grafana BA{ER,

AWS IRF— B BAEBIEHE AWS 1RF B955F T , X 8E5HR Prometheus 184/ Amazon 558 R,

= ERE Grafana fEAEA R Prometheus B Amazon S BRI , BHKAEAE
& AmazonPrometheusQueryAccessBlE S aps :QueryMetrics, . aps:GetMetricMetadata#
O HIRE, aps:GetSeries aps:GetLabelsEFMET , FFSEIAM FF I MBE,

T — &5 MMER BT Grafana SR ER .

B—F  REF4AWS F

EAR Prometheus B Amazon 2 & JR#% 7] 2 AWS Identity and Access Management (IAM) & B
FRFBREE Pro APls metheus FIFTEM MY, IAM{KTERR , Grafana F#Y Prometheus &k RIRERE
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https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/getting-started/getting-started/
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Prometheus T HEE S 5T, &EZ Grafana 8E#%I A Amazon Managed Service for Prometheus
SOBBNREDGE  BH4ATE Grafana ERIRIFEFP A Sigv4 FHBEBEXE. EAEAEREEN
Grafana MR HIES Grafana X fARSRR , FHRBAEEH NS REE. WREFEAMNE Amazon
¥ & Grafana , BISIGVAEHRBRE T BELM,. WFEHFE Amazon Managed Grafana K&

#; , SR ER Amazon Managed Grafana ?

% E7£ Grafana LBUA Sigv4 , 557 AWS_SDK_LOAD_CONFIG H GF_AUTH_SIGV4_AUTH_ENABLED
IRIBSBEA true WIBEN TEIE Grafana, GF_AUTH_SIGV4 AUTH_ENABLED IRIREHEZEE
Grafana B TEERAERE | LABKA Sigv4 X &, MEFHFMEN , 5528 Grafana FREAXMFFRIAERE

Linux

EEX Linux W& L Grafana fIfR28 LRUA Sigv4 , B8IALL TS,

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

£ E 7 Windows F¥& 3 Grafana L/ Windows @R REUA Sigv4 , B8 AT I @S,

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe

S BR 2 : £ Grafana H %50 Prometheus Ei5R

T35S ERER BB WA £ Grafana HERE Prometheus ERIRIR , AEHEH Amazon Managed Service
for Prometheus 1§4&,
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https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://grafana.com/docs/grafana/latest/administration/configuration/
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EZ K Grafana falfRES P #118 Prometheus & Bl KR

1. BARK Grafana £ A&,

2. HEHERETH , BEEENRR.
3. EBEEMBEERRR,

4. 1E31E Prometheus,
5

¥ HTTPURL , #8EURLZE/RTE Prometheus Amazon S ERK TR AN TR MEFETmT
K% Bh- 2 5

6. TEHTTPURLZRIFIEENZEH | BERMIMEMN/api/vl/queryFEURL , A% Prometheus
BRRREEBMMNE.

EFER &R RURLEZEFE LN WS-1234a5b6-78- 1.+ —https://aps-workspaces.us-
west-2.amazonaws.com/workspaces/&E F- 3i45j6k17819,

7. TEBMET , EHSigV4 BREFEAIHRINEELIRA

8. EALIE#ETE Grafana PIEERYBRRE , AEAERIREHEEERERE Sigv4 B, BEEEER
BB AZELEREMFER , M FTRERRHELIER, —BEEREE Amazon Managed
Service for Prometheus B £/ Grafana , ﬁfﬁﬁ%"é‘ﬁﬁﬁﬁmhﬁi\%‘ﬁﬁﬁi , ARERMEEN
EMNLet, IEEERERRRHEEEENFERERN A F2REEERE.

HEEARPBRE ST TIIEHE

a. 7ESigv4 BoRMBEFHMEEAT  FHHEFOREREEZEFDNER.
b. #$EFEHEM D, WMALHN AWS FIER 1D,

c. HYABEFIMEH/E AL AWS REFIER,

d. #& "RERAE, ARN M "8 IDL MUREZ=R.

e. HMIMEIRE , 5FiE1ZE Amazon Managed Service for Prometheus THEWEF, LE
BEFSEESE 5 FHHURLE TEE. FFrasnESE.

f. BEGRELAH.
FBREZEIUTAL ERRFEEZER

HNEFENEEEAR TSR, BiR Sigv4 HOREFMAERRE,
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2

- EWAEREHEESE EERARNERNEERE), BT TSR
a. 7E [Sigv4 BRFEFHMER] T , R EBIJ|IEMHE] , BAWS SDK
b. & "RRAE, ARNF "4\ 1D, WUREZE

c. HRFEREE , &2 Amazon Managed Service for Prometheus T/ E/ [E1H, t[E
BEFSEESE 5 DI HURLE TEE, FFrEENED,

d. BEREMELAHE,
FLREZEIUTALE ERRFEEZER
MRERBBIZAR , T BB RHEERNEHGRRETR.
T3 &7 EE B /R SDKTRRRAY Sigv4 B FMERIHRE.

SigV4 Auth Details
Authentication Provider (O AWS SDK Default
Assume Role ARN

External ID

Default Region & us-west-2

9. SrEFMERFAE PromQL & :

a. BERR,
b. #{T&% PromQL &35 , i :

BB 2 . 1 Grafana H R 10 Prometheus %R 73
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prometheus_tsdb_head_series

SER3: (R ) MRFRENAEATEER , FETHESR
EL—ERFT  ROERERFLUESENHER  FRETER.

HTTPIR A~ H$5:R
R HEER R T/EE ID URL EFEER,
HTTP#5EREE

HEHBRRTBREN. FREUATRE

- RERAREFSFEENEHREER,

- RELHNEBEREEHERF.

- SETEESEAEEEE A RAmazonPrometheusQueryAccess B, TNEFMMEN |
MK,

o FERIRIETE R B AT FHUL Amazon Managed Service for Prometheus TEE,

ﬁ ﬁlAM ntF—.]-

HTTPEEER{BRASEER
FAEF Grafana @RS BE AR ILEEER, MEFFMER |, 582 R Grafana SRA AP R EEHE#E

MREEE|Error http: proxy error: NoCredentialProviders no valid providers
in chain, BIFERGERRHAEHE R EZRIBZFEANER AWS FBE. HBLCRREEBEPHIR
RARELNEE. FEEEAHLRBRE  FFER mmsmKuMDamHG%aE RER true,

EFHTE Amazon & HIE{TH Grafana iE1TE# EKS

Amazon Managed Service for Prometheus X M Grafana 7.3.5 RE#HRA , AKX FEHEE Amazon
Managed Service for Prometheus TEEHPEHEE, 7.3.5 RESRANTIEE AWS FEE A
4 ( SIGv4 ) B ERFERI I,

EERE Grafana FAE AR Prometheus B Amazon SER , B4 EEAL
B AmazonPrometheusQueryAccessBlZ S aps:QueryMetrics, . aps:GetMetricMetadata#
FAHIMRF, aps:GetSeries aps:GetlLabelsINEFFMENR , BHSBIAM FFrAI FBUR,

FE3: (TR ) MRREMYETEER | FETHRED R 74


https://grafana.com/docs/grafana/latest/troubleshooting/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
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RESENE AWS E

Grafana #1187 —IHXX & AWS FE K 4 (SIGv4) BB THEE, MBFHMEF , FSREEME 4
HEREF. KTEFR , 728 Grafana A REF EBUA L IIEE, ZEEREEFEA Helm 7£ Kubernetes &
%828 Grafana , E'JMTZ%E&FHIRIJJ £ IS Ro

&R Grafana 7.3.5 RE# AARSR LA Sigv4
1. BMFNEFERRBSARY Grafana {088 , WEHESS

amp_query_override_values.yaml,

2. BTIARBMARR K REREEERE, Replace (HR) account-id EFAIEEIEST Grafana BR#E
E5HY AWS 1RF 1D,

serviceAccount:

name: "amp-iamproxy-query-service-account"

annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account-id:role/amp-iamproxy-
query-role"
grafana.ini:
auth:
sigv4_auth_enabled: true

EZYAMLX AR S , amp-iamproxy-query-role@ & ET —HHRIBNACHERBETE
RISEFHIAMAR, NMRLEREYAREIIEENAR  ATUERALEACHACERBER
Aae,

BB E F/H Helm F 4% Grafana fAlfRes REHALESR,
RERBIRFHIAMAE

WMRIEIE Amazon EKS BEFR A Grafana fAkES , BEREFERARKIRFHVIAMAE (LBARKES

&) T ERE., ERHMTHIREURIIAMA®E Kubernetes BRIEIR F BV BAESREF | IRFSIRE LA

DiEEBFERAZRERENEMRBEEDNIFEM AWS IR, MEFMAER , F2EBRBIREMNIAM
Ak,

MREWRRTELBHACETEN , A REBHIRSH AV B, WEBIEE FHERR
REAS,

A&, LEBEEEBRBORLE T B Grafana RFIRS .

RIEZEM AWS E 75
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HEEERFRIN R T #18 Grafana FRFIRS

1. HERIFERET , B Grafana ARF[MN B ZEMBRBIRS B, Hlw , BRILER TS

PN
T o

kubectl get serviceaccounts -n grafana_namespace

2. 7E Amazon EKS ¥ A % , BHRBEEEKSE S BN REREIAMBE,

3. EEBREBEEERK.

4. FH "ML LLEE Grafana R TR, UREBESE 1 PSS EH PRI Grafana FRIEIE
EFE&#B. UTR2EH,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"

iy
"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

5. BREEMEEBR.

£ A Helm A4k Grafana {al iR &8

B AR Grafana RIRSET , AERAERE L —EFHIEZE amp_query_override_values.yaml
EXRWIEH,

£ Helm F#% Grafana fal fR 25 76
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HIT TS @S, WFE Grafana B Helm BIRHMFFME , 552 B Grafana ## Kubernetes Helm
Charts,

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

1£ Grafana F #7118 Prometheus E X KR

T 5 S ERREAUMAIE Grafana HELE Prometheus ERIRIR , AEFHZH Amazon Managed Service
for Prometheus 1§1Z,

EZH Grafana falfRES R #118 Prometheus & Bl KR

1. BARK Grafana £#5&,

2. EHERETH , EEERRF.
3. EEHEERKIF,

4. 1E1ZE Prometheus,

5

¥ HTTPURL , #EURLEE/RE Prometheus Amazon SERBEHAN TEEHMBEATTF
Y i BE-E 5.

6. TEHTTPURLERIF IEENFEF , BRITIMEN/api/vl/queryF&URL , B% Prometheus
ERRFEEBMMNE.

7. EBRET ,EH Sigv4 BRFEMTIIRINAELARA.
7 TREAE, ARN F "AE D) MUREZEH. ARHEREE , ZEUEN Amazon
Managed Service for Prometheus TEEFFER EE.

8. EEREFIAH.

CEZEBINUTALR  ERFREREE
9. SHEFMERRFRE PromQL & :

a. EE%%O
b. #{1T&H PromQL &3 , 0 :

prometheus_tsdb_head_series

£ Grafana F #7318 Prometheus & ¥ 35K 77


https://grafana.github.io/helm-charts
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EARBEEREHNES APIs

B SRE A Amazon Managed Grafana 2B TERMANERIEEREEMN SR |, 1B Prometheus B
Amazon ZE R th X EZEEL Prometheus M BAPISHEE T AREHIBEN K. BENMSERA
B K Prometheus APIs tHAMEZEM , 28 () . B Prometheu HEH API

#Z Prometheus #ZAAPIs{E A Prometheus &ZHES , PromQL , AIEEERONEIEZ. NEEBH
PromQL R EFZEERFEMER , 5528 Prometheus SXEFHIZEF Prometheus,

ERFEAELIEZEAPISEHIEEZER  BRUVBEMFEHE AWS BIRAE 4 ZBEFREE, EBALIR
EAWS HERA ARGV EBEF, NEFHMHEN , FSE aws-sigv4-proxy.

iEiB AWS Sigv4 RIEBRARESEBAIAMEHawscurl#1T, THIEEMEA awscurl &5 85 & KIS HT4E
BWAPIsHBRE5|EEEMERE Sigvd WEM. awscurl AWS

&
« i awscurl EBEE KSR BIEITERM APIs

£ awscurl EBEERKIEHTFRAHEITER APIs

API&H ¥} Prometheus B Amazon S ERIEFHER LB Sigv4 #E, EAILAER awscurl RE{LEH
*E}-._O

BEERE awscurl , BEEZRZE Python 3 M pip EHEEE,

ZEU Linux BEBNETERLE  TyaoE%%E awscurl,

$ pip3 install awscurl

£ macOS E L , THHHELE awscurl,

$ brew install awscurl

TH&EHRawscurl EE |, Fi#k Region, Workspace-id AR QUERY BIEHIER RGBS
E :

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page

EREEER 78
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https://github.com/awslabs/aws-sigv4-proxy
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# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

® Note
BN ERFBLERR url S,

HREBEBRNE#query=up , IRUUBEUNTHER :

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

A7 awscurl HEFRENER , BFBEUTIHIHP-EFABEARNEE !
- REIAMBEHNEFNER ID MERSR, EUNEFRIZACHENSRINZTZRhttps:/

console.aws.amazon.com/iam/,

EREREIETER 79
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Hlan -

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- BERHFHE .aws/credentials M /aws/config BERAPWEREER, Bt LLBEEEKER
WREEER. MRKREE , 8ER default EZER, Hla:

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- ERAREHITERAERBNEC2HITEERER.

£ /A awscurl B TEHFER

LR ETRRAE Python MABEBEMMEKIEER , —ERSTARI S awscurl AR R HE
fIEB ., T HI&EHI{EA Docker 1TBEERE T 2B awscurl |, 1B 2{EAOCIFE Y 3 17 b ER FN AR {5 & ]
LLEE,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

NEEEEMNERERBRANRTER

EHEERRBE—BAACHTEARENETHESRYME, EAUNEREREETHEE
BERHNRIER , MREERENER, aquery X a WEHEEqueryRangeAPITT LB EE

ERMET 80
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ERAEER

Kstats=allHBEEHSEFMEECEHEHINMEBRITER . samples¥ I EEstatsWHrHiE
3, WEEEREREstatsE R,

samples YA T 5 BB

B

totalQueryableSamples

totalQueryableSamp
lesPerStep

EEPUN

ERENEAHEMNEHE, ERRANBERN

3l

o

=
/CA O

BESREENEADIE, SSKRFHHHSKERARL
HiESIEBAED— @RS , URERESBARALE
PIZE,

EEEHREITE stats EANEFIFERMNEEMNMT -

query EYEHI :

GET

endpoint/api/v1l/query?query=up&time=1652382537&stats=all

[ fE

"status": '"success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
},
"value": [
1652382537,
nqn
]
}

]I

B
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"stats": {
"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": O,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,
"execTotalTime": 0.004554219
},
"samples": {
"totalQueryableSamples": 1,
"totalQueryableSamplesPerStep": [
[
1652382537,
1

queryRange HIEiHI :

GET

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D
%29%29&start=1652382537&end=1652384705&step=1000&stats=all

5] fE
{
"status": "success",
"data": {
"resultType": "matrix",
"result": [
{

"metric": {3,
"values": [
[
1652383000,
ngw
iF
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ERAEER

L

[
1652384000,
ngn
]
]
}
1,
"stats": {

"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep":

[
1652382000,
0
1,
[
1652383000,
4
1,
[
1652384000,
4
]
]
}
}
}
}
EH R
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£ A R Al E B R R RS cU s B4R

WO LAERER I , &£ Amazon Prometheus Z & RGN EIMVIEZFREITE), BER BT LAERIEE |
BEETUBRBRINEEEITNITEERE.,

Amazon Managed Service for Prometheus X EWMEFE AR , BLHR B HESTE M

- EHRBAUATRLHELHEREZTEYFELRENEES  IRHERBEATNREFIIE. £8
BAEAFENEREEBREERFRATRAEENR.

« BRAATRERE PromQL MRERERE RMEMG. ERABERRER K RESRENEEEE
REEE  ZEESUMKHREAEERRY  IRHEEFTE T HFENGEWE , £/20 Amazon
BB AR,

# Z 7 Amazon Managed Service for Prometheus R fEARA , BFEERZ T S ZBEARERHRAN
YAML #RBI#EZ., Amazon Managed Service for Prometheus 1 BI#&E##E X , B8 Prometheus
FERERNEAMEE, MEFMAER , 5528 Prometheus SRBANXH P EZE LR BIFME REL,

BUNETEETHESERIER. SEAENRASRTSER/ITEZE. BESARAERTE
B BB Prometheus RABREAZTHE K MARTETEENGIH. TRANRAUFHEDEZEHE
AUBFENER.

BABEF

ERERY  RAGSEHAEED, SARERPE—RAFEAANRA —F2SHRBREITHIER
TG, Eitt , ER&ER D | —ERSRANERTARTESFNREESERRNEFETHN
BTEA, ER  HASEEZEEHTENRAERVIESR , RtEEFER —ERREEINERRTE
TRARUBHARTEBRVERFPWHRL,

&

- THRERBAAFTEN IAM T

- BYHRBIREE

- #4538 AIAHRERE R EEFE AR Prometheus B Amazon 2 & IR#E

o fmEREEVR IR BIARAEAE

- RIESTHBERE

84
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THRERBRRBATER IAM 5]

BLBERTFEREER , 827 Amazon Managed Service for Prometheus RERARAl, BIEBFT
BIFF T H9 AWS Identity and Access Management (IAM) B3R |, WA BRERGENERE, BERA
B,

@ Note
MEER IAM HEEMER , 5528 Amazon Managed Service for Prometheus K953 5l 277 Bl
B,
&R T 5 B FEVER BUR

THIRR TR T 6 AR F B AR EIR AR R 2 EUE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1))
"Resource": "*"
}
]
}

ERT—EnE =B EFIUENBER

BHA BRI AR TFRERRFIENEE. THEEFBERERM RuleGroupNamespace EER
FEE, ZEEFRIBER , % <account>, <region>, <workspace-id>Hl <namespace-
name>EBRAERFHNEEE.

"Version": "2012-10-17",

PHEM 1AM FFA 85
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"Statement": [
{

"Effect": "Allow",

"Action": [

"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
"aps:DeleteRuleGroupsNamespace"

1,

"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-

id>/<namespace-name>"

]

EURRIESR

£ E £ Amazon Managed Service for Prometheus REMAR Al , BEE T EZH BIA R QE
22, Amazon Managed Service for Prometheus R BIfER#I1EX |, B2 I Prometheus FRAIERMN
BXMEE, NEFHEF , F2EERCHERINERRL,

UTRAUERNELSES

groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > @
for: 2m

MERZBERANES , F2EERAANED,

BURAER 86
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® Note

BAUEAMENHRAERER , RAERASH LEE Prometheus B Amazon ZE R , LA
B #7E Prometheus By Amazon SERKEEEEAFRY, MEMLEEER, BERPELSRX |, #
EAHRNEXRE, EEE-SEFNMN LENFEEER A F2ESA0HBERLEERE
AR Prometheus B Amazon & R#%.

R BIAHEERE = EEEE AR Prometheus B9 Amazon & R

—BAERAREXHPFEMFERA , SR AFAERNGEET , LU ERRHFH AN EEX
# AWS CLlI,

(® Note
MRBEFEEIT Amazon EKS 25 |, t W LAERAE AR Kubernetes FIAWS 12 &85 &R A
HRERE R,

£ B A Prometheus ) Amazon SERE TR AGFEIINRENHRABERE W EIGRERD

1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/
prometheus/s

BEEEAE LANIIRRETR  AREBEMEIEE.

BEIEENIEEID, AREBERUEERSIER.

EEMETEEA,

BEEEER  ARERBRAERER,

o > DN

HE  BALLUERN "TESHERE, | BEEEEAR Prometheus B Amazon SERETIEAPE
MiRERAEEER, BB —FEHHERERER , B lELEZIEREZER,
6. (BR) ZEKEBIEEZGRTH , HEEFEER,

Z%& , £ Key (REIR) 7 , G ARBNERE, BB Value ({H) R ARBMEERE.,

EENES —EER K FEORENEER,
7. #IE{#ME. Amazon Managed Service for Prometheus &% 3 & B EEFTIER B RER N HF 6

=,

LERAIESR a7


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home
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ERAKEREESERLREHNGE AP ITHEE AWS CLI

1. Base64 EHEREEEERNABRE TR, 7 Linux REL , BRIEA TGS

base64 input-file output-file

£ macOS R#EL |, BAFERATYIGHS :

openssl baseb4 input-file output-file

2. WALUTHEF At BUaSZBI LEESR

EAWSCLIMRAE 2 £, @A -

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWSCLIRRAE 1 £, @A -

aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --

name namespace-name --workspace-id my-workspace-id --region region
3. B BHETELVESISENMAY. EERENRE  FAANUTHS

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

MR status 2 ACTIVE , BIRREMBENEREEN.

#m 28 S HUR AR Rl B REAE

MREBESTFLE FEZFE Prometheus Z Amazon ZERFHVBERDABEL |, BRI L ELEHHR
AERKENRIREHERE  tUEEETRAPRFEERTNERE, HEF K BUUTHAEER , £XF
iR ETIRE , AR LEHRA,

£/ Amazon Managed Service for Prometheus 12 A w88 &89 35 Rl 4H A8

1. FARX Amazon Managed Service for Prometheus & , {4/ https://console.aws.amazon.com/

prometheus/,
fmiRR AR 88
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2. REFREELANIIERET  REREMAIER,
3. EEIEEMNIEREID, ABEFERIEERIER,
4. EHEEBRENFUBBERERE,
5
6

(EEM) MREETHEMNRAUBEESR , HEEF "TH, 3 "8R8, .
BE By EREFRANREERE, THEEE "#fF .

gE BB ULUEE THRERE, REEFTNARE, NREER  FRIHNRIERER , A
®iRE THEE) LA,

EHEMEMA AWS CLI fRiER AlERBER
1. Base64 EHRRAERNABTETHI. £ Linux RiEL , BUERA TGS :

base64 input-file output-file

£ macOS &L |, BAFERATIGS :

openssl base64 input-file output-file

2. BWALTEFP—EaTHU LEHRESR,

EAWSCLIfRAE 2 £, @A -

aws amp put-rule-groups-namespace --data file://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

£ AWSCLIfRAE 1 £, @A -

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_ output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. RAFRZLVETZERMAT. BERENRE , FWAUTHT :

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

WA status 2 ACTIVE , BIRTRENFRBERCER, Eltzel , ENERNURIREDS
B,

mERAER 89




Amazon Managed Service for Prometheus

R %e 2t HF g

5 5 HEFEESHE Amazon Prometheus E4H 2 E R# CloudWatch B , A LUETEREEEM
REEFABENZSER, ~XHTSREMBNEHEEEITE,

ERAEER

EHRSS U TERARER

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",
"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl=\\\"1\\\"} on the right
hand-side of the operation: [{__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name_ =\\\"fake_metric2\\\", dimensionl=\\\"1\\\",

dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_v1l_namespace",
"namespace": "canary_long_running_vl_namespace"
I
"component": "ruler"

ERTHTHRAREE —LHEER,
PREUEN
158 FA $5 AR AN S RE B BE AR AR R 1T o

RIGERE TR 90
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FEREREESEEERR Prometheus B9 Amazon St& R
HEBEMERER

& IETE R & Amazon Managed Service for Prometheus SI1THEZE RAH , EREEERECHIEA
WER, SSMREEER. 24 , USEREBHEETFEWE. Amazon Managed Service for
Prometheus 3% # Amazon Simple Notification Service {fE&#ZE , B SFAEBEZHEIRE F
# Amazon SNS £, B FEABREESKBER TS MEL,

T

TEEEEE Prometheus 121 Alertmanager FYHH{ELThEE,
BRI SH T EEFEABRREEEMNERER !

- i SHEEREUNBERREINE-BAP, EFSRENNEENTETRESHEBEUTH
BN, RIEERAEM. i, BREBBRAESEIFSHMERELINIT. FERELBERERS
H, BErnEEEEEAE-BAKRE.

EROENEBANKERHENEESHRERTNRAMREBRERE. NEFMEEF
B<E 3>,

- % FERHFELEHMER , AISNRELEERNEN, Sl , ERENBEREELZBRNEEM
B, RITERENEEEREBEMARMBERES., ERTUAM LB HERAERFENBEHH
TEEEHRNBHN, NFNFARBIEHRAVNFEEF , 2B <inhibit_rule>,

- B BESEIET RER  JINEMERENE, SERERIINERERATESNER
FH—MREXCEERNARF. EBZUTHER , STSEERERHEA,

3
¢

EEEVHE , 55FH PutAlertManagerSilences APl, MNEFMENR |
PutAlertManagerSilences.

3
¢
&n

Prometheus &7

%11 Prometheus ISR , EHEBNERI . BATEREMGEYBEAKRENEIER,

1£ Prometheus B Amazon SERKEH , B llEANERE REESAEMENE REESHARE
BEH,

30
. THREAETERAREN IAM T
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Amazon Managed Service for Prometheus EREES
« EEAR Prometheus By Amazon S ERBPEVE REESHERE , SIEENKHIEE

£ Prometheus #J Amazon FEERBFH ERERETEEREERNERIEKER
BENEREERERER LEEEAR Prometheus B Amazon 2 & R#

E2 Amazon Ft& Grafana 5B/R Grafana £RE R

£/ CloudWatch Fe Sk R HI MR E R E

TRERBERNEEEMEN IAM FTH

BABRTEREER |, F 87 Prometheus B Amazon S ERBHFREREESR, BYEE TS
FEPRAY AWS Identity and Access Management (IAM) B3R | WS BERIERGENERE,. BESA
B,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
"aps: ListRules",
"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",
"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"
1,
"Resource": "*"
}
]
}
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Tj_: &R Prometheus Y Amazon SERBEHEVEREEEME
e BB MK HIZEE

# Z 7 Amazon Managed Service for Prometheus P EA B REEESNEAR K FEIUBREESHRE
YAML #2, Amazon Managed Service for Prometheus 2 REEERE S KMEEEZH

- template_files: @2 ARNBEREGEAASHNER, MEFMENR , F2E Prometheus FRAX
BN EARSEMEREGH,

- alertmanager_config: @B REESHRE, EFMAEB I Prometheus PV B REESHARE
REREENEE. NEFHBES K FSREREEERANXM4PIERE,

@ Note

iR Prometheus FREASXHFH#IRH repeat_interval B H Amazon Managed
Service for Prometheus BR#l, AFHNELRAER, EEKHEBRAARERX , ERAR
RXERBEXHBEGBREEBEA,

(® Note
BB A LAE 2 1E Prometheus B9 Amazon SERBEEAPREMAEER  BMXLBEEFILE
BENKN, NELEHSREAEERNFMET  F2REENEREESEEERZRLESR
AR Prometheus B9 Amazon & R,

£ Amazon Managed Service for Prometheus # , BHEREESHEBERNSAEE YAML ERIEH &
) alertmanager_config €A T EMEBTREEEHERNR,

UTREREESRERENELSES

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigv4:
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region: us-east-2
attributes:

key: keyl

value: valuel

B BT M — X AV #ZUEZ B Amazon Simple Notification Service (Amazon SNS), &R REH T HE
HibEWEER |, Qe TUER.

LTREMEMEMER template_files E#M alertmanager_config ERNWE REBEREEE
il

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver
urlquery }3}{{ end }}
alertmanager_config: |
global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

FEE% Amazon SNS €K [E i}

MIEGEATEEE , B HIFEEE Amazon SNS fHEES T 5 &4,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join
"33
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
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{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

1£ Prometheus B9 Amazon T E REHF S EHREREFEEERERE
B BRI ES

EETAAGIRERR K SKHEXZEEREES. EREERIITHNMBRELSER  £HEHHE
HESNRBEEHHETOASFIE, AR, CRERFEAERBREBERIZRE, EULUREER
EWER  WEHRES  BEDHERIAHM S NEEER,

Amazon Prometheus FE& R H 580 i — B #HIE U EF = Amazon Simple Notification Service
(Amazon SNS), MEFHMEN , FSBTER Amazon SNS ? , Amazon SNS THRUZESXE
EET K SRESFEHMRE , SINEFEHBH. SMS =X HTTP HH.

T5|EREEREAEEE M ML E Amazon SNS B R ESSHEBMNERS.

&

« EIFH Amazon SNS 58 , AE Prometheus 9 Amazon S ERBEHWE RIZWES

« BT EEi# Prometheus ZERAVHER , AE@ER Amazon SNS FEBHIXEHES
- SEBTREEE  BASEEELEMN Amazon SNS =&

- BEBTEEES , L JSON B EALEEZE Amazon SNS

« B Amazon SNS SMEXEB RAEEZHME MM

« T## Amazon SNS FAE 5= Al

E I IH Amazon SNS 88 , 4E Prometheus B Amazon S E R HHE
TEWES
A LA E AR AR Amazon SNS ERE{# A AR Prometheus 2 Amazon SERBME RIZWES ,

AUEVHNEE, RMUIESEER "RE FENZE  UEKTENERBTEEFBHH. BAN
HTTP.

EEREBIUHM Amazon SNS FEEALCNE REEEERES K BFEREBEIB 1 BEUFERNTRIE
., BV ATEFARIEZAE,
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B EFEBNBEEA LT Amazon SNS TERHEWEFHN  FRRIM 2 . BV FETTEHH
SERHEITERE.

EREFEAFHIEERN Amazon SNS & |, BEFEZE Amazon Amazon SNS FEH Amazon EJR
B (ARN) FBESER T ¥1EH

& F o i Prometheus ZE RIEHER , SAME@ER Amazon SNS FEE
EFEHER

BB T Amazon Managed Service for Prometheus R , LUEAS A 2 EEFIEH Amazon SNS
T, UTEREHBETZER, o8 —{ECondition®m , LEBFLBARENIHENS
£[#, Condition BHAPRH Amazon SNS FREMFEE , LLEEAFRELSERS R Amazon
Managed Service for Prometheus TEEMER. WEEBEERNEARBENFRENR , 528 B
BREEENREA.

& F Amazon Managed Service for Prometheus #9557l , LAFA B A FIEH Amazon SNS £ &

£ https://console.aws.amazon.com/sns/v3/home BRX Amazon SNS F# &,
EEEERD , BETE,

BIZIREE Amazon Managed Service for Prometheus ¥ Ei A EEZ B,
B [REE] -

BEFIEER , ARK TIBRRAXFTEEREHR,

o k~ 0 bh =

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {

"Service": "aps.amazonaws.com"
},
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,

"Condition": {
"ArnEquals": {

"aws:SourceArn": "workspace_ARN"
},
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
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}I

"Resource": "arn:aws:sns:region:account_id:topic_name"

DEA] iREH Amazon SNS EE A RBImMNE (SSE) , AIFEE /A FF Prometheus BY
Amazon ZERE , HERMKkms :GenerateDataKey*fMkms:DecryptiF A8 EARINBRE
B AWS KMS £8BUERT , BARBEEEHINETE,

Blan | & LA T 3 IE B #T i E R

{
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "aps.amazonaws.com"

.

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

1]
}

MEFHMER , FSHE SNS TEMAWS KMS FF T,
6. 1 "Save changes (RFZEF), .

(® Note

fx785% , Amazon SNS £/ AWS:SourceOwner F BN SRHENFEURE, MEFHEEH |
5520 SNS FEEE,

@ Note
IAM JE1E & BAR AV BURSE — MR, EEAY SNS E-EH |, 2R B E 52 49 BR B Lb 5 8% Y
Amazon SNS BUREHEEE , AT SR TFEEBRNER, &EPEENFRALE L ERNE
MIEE , FE2EBR SRS,
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B REEEREA

BEREABEBRZ2MUBE , AP REUTHFFTNERTURH ESESH TN ERINITXE
. EHRAWS , BERBERETRSEEENEIBE, EEERS (FURK) W5 —ERSE (5T

WERF) B , ATRE S A BRBER. TURGFIUBRBRERAEFT , AETERERFTINAAY
HittZFHERRNEE, ATHLEBEREE , AWS RENTEAGEEBERFRIRFHE
R EURERY BR 15 £ BB SRR E AT B BRI B R

RPEBEERBEKEAMER aws: SourceArn 5 aws: SourceAccount £IHFRHFRBERSIR , KR
#l Amazon Managed Service for Prometheus #& ¥ Amazon SNS & RIEF I, R [E R £ &
HRARRS|IE , AEHBBERIRN FAEH aws: SourceAccount {EH aws:SourceArn EF KR
B, XAFEAHERNERS ID,

aws:SourceArn HY{E AR Amazon Managed Service for Prometheus T/EE# ARN,

el R EREBAREREMNSGE , 26 aws:SourceArn £EKFHERBLE UK
BEEFENTE ARN, NMRTHMEEFNTEARN , RENMREBIEETZEER , FEH
aws:SourceArn £iBRHEARET LR , AREAEAF T (*) T™ ARN WARAE 5. FilL0

arn:aws:servicename: :123456789012: *,

& F I E & Prometheus ZERBHER , UE@MBEH Amazon SNS TERIAEHEE P8
R BUR S #RE T £ Amazon Managed Service for Prometheus F{# aws : SourceArn #
aws :SourceAccount £EFEH AR LK S| LREREABE,

REEREEE | BHAEEIEZELEMN Amazon SNS =&

R (FNRBEEN) ZEER Amazon SNS FHE#E , B LUEENEEBE REESHE  MABRE
Wes, BREESNTLSENERER A CEENBERIZRES. ETHILRE , B24BHE Amazon
SNS FHEMNTHEEERERE (ARN)

WNEE Amazon SNS #ZINESHREREEMERN , 552 Prometheus AREX #H A <sns_configs>,

TENEM

Amazon Managed Service for Prometheus & Amazon SNS EAB REZEWEE. B2 , HRIRKERES
R, Btk F 2T Amazon SNS ZISFMFMEBEM. Amazon Managed Service for Prometheus &
TEEBHEBERTAFTIEBMY !

« api_url: : HF Amazon Managed Service for Prometheus B E api_url , Rt R AFFILE
.
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« Http_config : tEEMAIEERENSBRIERN, Amazon Managed Service for Prometheus B &
TiglﬂsIb Beo

A, FEE Sigv4 BRESTE "EE. B, RKEBEBEM , Amazon Managed Service for
Prometheus AT E{THERBE RN ERAT B.

HEIER Amazon SNS TREREABKENE REES

1. MREBERARENERNEEEHERE K BEXFHRESRTPHK.
2. % receivers E#HHIE Amazon SNS BY B a#EES , RIS E2BR, BT LAE receivers E
B 2@ Amazon SNS FEREAZRES , FERBEMEME sns_config B A,

3. 7E receivers EERAFIE TS YAML EHE,

- name: name_of_receiver
sns_configs:
- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

ERIBE subject , IKFEREFAESEELBANENERERELTE , ENEEEH SNS WEK
R, EESFERAZITENER , F2RALAERPHN REBREEES , UL JSON KXAFAEEEE
Amazon SNS,

B, BMBERKEREEESHEER EZE Amazon Managed Service for Prometheus, EFHE
A, EZE BENEREESRERER LEZEARM Prometheus By Amazon ZE R

REEREEES |, KL JSON BB AEEIEZZE Amazon SNS

RIFFERL , BAR Prometheus B Amazon ZERBKEREESEUMNFEERABHAS . HR
H R RER , Esc S EH UM, EULUEBEREEROE AL JSON B BIXZEIHR, JSON 7]
RO FRRE AR EEEWIRE A AWS Lambda 57 Amazon SNS THEEAE., B EZRE
FTEIAMIEFEATAREIA , L JSON BB EHAERE , UEE T HEEHRERZ M

EELLJSON B EAEREREEEWEZE Amazon SNS |, BEHEREEEHRE | UE
template_files RERHPEBETHRE :
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default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -3}3},"labels": {{ "{" }}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $1label.Name }3}": "{{ $label.vValue }}"{{ end }}

{€ "3" 3}{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -1}, "annotations": {{ "{" }}{{ range $index, $annotations :=
$alerts.Annotations.SortedPairs }}{{ if $index }}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.vValue }}"{{ end }}{{ "3}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }3}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GroupLabels.SortedPairs }}{{ if $index }3},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}

{{ "} 33{{- end }3}{{ if gt (len .CommonLabels) @ -3}3},"commonLabels": {{ "{" }}

{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 1},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}},"commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $commonAnnotations.Name }}": "{{ $commonAnnotations.Value }}"{{ end }}
{{ "3 3{{- end 3}{{ "}" 3}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status

"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

@ Note
WRAERERFTEREY JSON, NRENENERTRKFT T FEEALBRCHE
EITR

EERPOAEXHBEMNPFEALEAR | AIFEE alertmanager_config BB GKB TR ARNSE .

alertmanager_config: |
global:
templates:
- 'default_template'
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® Note
IS AEARNEEE 4 AXH JSON B, LBLASBEREEAEAN. MRERECALE
AL, IBELBERTARRAN. FAFBTHNERHSEBENES,

MEFZHEBEER :
- BEREHEHERER , F2B EE AR Prometheus B Amazon SERBFETEREIESHEE |
EEMKBRE,

- LEENERERE
ERE

3
¢

20 SN EREERBARER LEZEHARM Prometheus By Amazon 3

:I.l:

EXE Amazon SNS LUEXE RAEZHEMBE i

iﬁiﬁﬁﬁé Prometheus B Amazon FE& IR % R gt @ o8 FEE E @ £ AR ( Amazon SNS ) BIX B HRE
B, FERELASEEEHMBE N , FIE0EFEH. Webhook, Slack , & OpsGenie , B4 E
aXE Amazon SNS SASA S EHF FIEL iR,

LT & EisRBAERE Amazon SNS LUSE REFEHMB M it,
x5

- EFHH

* Webhook

» Slack
» OpsGenie

BT B4

& EFEE Amazon SNS FELARBEZEFEM4 , BFEIUTE. £ Amazon SNS F#E&EH
BIF TETRL RoIEBUER TR, BEEE. BEREVITE , ARBNEFHH. Amazon SNS
SRBERETBHEEIEMIEHNEFE i, BEIHERE , ERENEFHBHFERNER Amazon
SNS BAH , REEFTRMNEE, NEFMEF , F2EE Amazon SNS ¥,

101
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Webhook

£ EERE Amazon SNS LS A S8 HE Webhook W2 , 582 EIB. £ Amazon SNS i1 4
o EE TETRL REIERURER "FIE. FEEHE. BIFEVUFIE , ARERHTTP/HTTPS, &
VETR2E B AEEEZESBREATTE. EABMARME , B HTTP iw2 Al HTTP iU E
Amazon SNS BHl, MEFMEN , FFSE5TE Amazon SNS 7, MFEFBMAER Slack webhooks
BARERGETRBEWLNFHEN , BRI EAMEREE S Amazon SNS FE 2 # 2| Amazon
Chime, Slack 3 Microsoft B ?

Slack

£ E4% Amazon SNS EEREAKAEE HE Slack , BEMERE, L LLE Slack B email-to-
channel BB EE S | Wt Slack AT S ?EM*FEHE&EH%HE%E Slack Bi& , HEE LA LAE
Fl Lambda E&#E Amazon SNS BHIEE A Slack, NMEEFHESEFBHETRMWEENFMAET |
B2 RITESY Slack Webhook Y AWS SNS F/EFTE. WEARBBER Lambda BB S Amazon SNS
AEEE Slack WEFMER , B2 W4 Amazon Managed Service for Prometheus B2 Slack %

| o

>

OpsGenie

WEEWAIEEE Amazon SNS EE LA R ZH PRI EFA OpsGenie
Amazon SNS E4&

?ﬂh

A2REEEEARN

T f# Amazon SNS I E B35 I

Amazon Simple Notification Service (Amazon SNS) ERAEKFERERE, RETELEENAR
HEEW B R EITIE R, Amazon SNS EIWERSRIFETIRA , ELERFRE. BENERBETRAR
- AR BEIE utf Ft.

- THR-AREMN UTF-8 HmEBEFH, BEARALR,

- BE—EASEY K HEER "BE.L BEA "Truel .

- BEE—EASEN  HEES "B BER "TAR  HR-TREARN UTF-8 mBEFH1 @
E.

- AERZE,

- THER-HETEZA. BERHAR,

- BEE-EASEY  HEES "B BEA TR HR-ASTEAZAHL .
- AECHEE,
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- AERKEFEBENRS.
- BFE—EASEY  HEER "8E.L BEA "Truel

- BEE-EASEN  HEES "BEKL UKk THAR  BR-FASEHR XKB Bl , RABMA
1B 256 KB Y K/MRE -

- FETR ASCll,
MERER - AR ATHTENEY ASCI #8F, J EEREE.
- BFE-EREEYE , HRES "B BEA "TE : #3R - IS IFTFER ASCI F
TTd o
- TECEM,
- TEREREENRAE,

- BB -ERSEN , HRES "B B "EE  #R-THEER X AF A A8
18 100 fEF T RPMRE o

- AERBUHERERNRE/E,
- BBRENNASBIL,

- —EHEBMASBUMNE TE, NEFE "MessageAttribute : $F533-X FEHEBM S HMIER , B
AW MessageAttributeKey 3. 1 MessageAttributeValue

- AEBHECEE
- HAtbFA S BIEASMER.

- BIE-EAEEY  HEA 26BN , YA CBRASBE A EMessageAttribute : Error-X |
K AETiBiB 256KB K K/NRE,

BICHNEREESREEER TEZEARM Prometheus By Amazon

EEBW Alert Manager fAREERPHELRENRER , BUUEETRAPEVNGRERER , Al
EFE A X Prometheus B Amazon SERKEFEAR LELEREER, AWSCLI

(@ Note
WMRIBIEEEIT Amazon EKS #£5 | th i LAERBE AR Kubernetes FIAWS #2 %85 HEE R
EEEHEESR,
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£/ Prometheus £ A M Amazon ZERBHEEI NN E REESHRE

1. FARX Amazon Managed Service for Prometheus & , {1 https://console.aws.amazon.com/
prometheus/,

2. REFREELANIIERET  REREMAIER,
3. EEIHEMNIEEID, REEFEREEIRIER,
4. MRTIFEEHEBREEEESR  FEEFEES.

® Note
NMRIEEECERNRNEBETREEEER , FRAEE [BW.

5. EHUEREER, ENMETR ERER K RREFRE.

® Note

gE  GEULLERE (BUER]| BE , EUFERYEREIRATREETC. EERUE
£ &R0 B R 816 TR RS

£ AWS CLI KB REEBHR LHETEE

1. Base64 EHEREEEERNABRE TR, 7 Linux REL , BRIEA TGS

base64 input-file output-file

£ macOS R L , BUFEATIHS :
openssl baseb64 input-file output-file

2. RELEER, FRATIHIHP—@EAGT.

EAWSCLIfRA& 2 £, @A -

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

£ AWSCLI hfixA< 1 £, @A :
TR
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EAEER
aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

w
i

NEESHEEREREEVETSERMAT. BERENRE , FRWAUTH T :

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region
IR status / ACTIVE , RIEMWHBEREEEERDE R,

RS TEENEREESHABIC AWS CLI AFHWEREESARE
1.

Base64 EXEREEBERRNARETHEIS, £ Linux RFEL |, &

BRIEATHGRS
baseb4 input-file output-file

£ macOS &L |, BAFEATYmS

openssl baseb64 input-file output-file
EELERER  BBATIHHA—EGS.

EAWSCLIMRAE 2 £, @A -

aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

£ AWSCLIRRAE 1 £, @A -

aws amp put-alert-manager-definition --data fileb://path_to_base_64_ output_file --
workspace-id my-workspace-id --region region

3. MMEBETREESHETEELAVETSEARAY. EERERE , FWANTHS :
aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

LEEERE
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MR status B ACTIVE , BIZHHEREEEEHRCE N, EH<r , BAETNEREEESME
RMARAS,

Ed Amazon FEE Grafana = B)R Grafana SR Z#H

#&7E Amazon Managed Service for Prometheus A Alertmanager A2 37 f9 8 /R B 7] BAfE Amazon
Managed Grafana f Grafana FETEENRR , *MEE-REPHE—LHNERRANER, EiB
Amazon Managed Grafana , B AR ERRUMELENER,

BRI

£ #E Amazon Managed Service for Prometheus 24 2| Amazon Managed Grafana Z &1 , #&%78

E5E R T 5 SRR AF
- BUEBRBEBH AWS 1RF M IAM BAER |, FRELMERRFT I XA Prometheus Ml IAM B &2

3 Amazon S &R,

MBRIL AWS IEF 5 IAM BARHOEBER , BSWEE AWS,

- IRWABHEAE Amazon Managed Service for Prometheus T/E[E |, WS ERHENEH P, BEHR
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aps:ListRules
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aps:ListAlertManagerAlerts
aps:GetAlertManagerStatus
aps:ListAlertManagerAlertGroups
aps:PutAlertManagerSilences

aps:DeleteAlertManagerSilence
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« TE®E,  REA Prometheus,
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eastl.amazonaws.com/workspaces/ws-example-1234-5678-abcd-xyz00000001/
alertmanager,

- EBRFET , BRK SigV4Auth, 1EEFR Grafana BFEREHAAWS S 5E.
« 1 SigV4Auth BRI T , HRFERES , RHEE Prometheus EITERMWES , fla0 us-

east-1,
- BEFEERES true,
8. &{E Save and test (fEEIAIER),

9. #&# Amazon Managed Service for Prometheus B RIRE M C R E A REM Grafana #1T
EEAERER., BRERLE Grafana B REE Y & ZI2R B Amazon Managed Service for
Prometheus B {TEBHNTMERFA, BREE (SEMAPER) NFSH.
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"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Message has been modified because the content was empty."
"level": "WARN"

3,

"component": "alertmanager"
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ERREREEERABNEE RENAEATL,

SN E)fE

BEANETEEEHA  YRALHETEAAEEREREHEREA,
JE ASCII &%

CEE RN

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
1,
"component": "alertmanager"

ERTEBEEBIE ASCI FT,
REVENF
BREAXAEEMUPAITERITEI ASCI ZFAEBNBE,

FEMH key/value B

AFEETHEE

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "MessageAttributes has been removed because of invalid key/value,
numberOfRemovedAttributes=1"
"level": "WARN"
1,

"component": "alertmanager"
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ERTHRBEEEY , AECBRELAS BN,
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EMFAEAREATSBENELS | WEEEBETSBUE SNS FARBME, MFERE Amazon SNS
FTENFASNFEES , F205EE SNS T8

AEREES

A E2e THES

"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been truncated because it exceeds size limit,
originSize=266K, truncatedSize=12K"
"level": "WARN"
},

"component": "alertmanager"

ERTRELASA DA,
RERE

EERTRRBEASER , ARBRBRAGE KN RE.
BEEREBRER

wb\@E TEU% =

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",
"message": {

"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish
on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"

"level": "ERROR"

b,

"component": "alertmanager"
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"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"

}I

"component": "alertmanager"
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label_value_too_long
max_label_names_per_series
missing_metric_name
metric_name_invalid
label_invalid

duplicate_label_names
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
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"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"aps:CreatelLoggingConfiguration",
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"aps:DeletelLoggingConfiguration"
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"Resource": "*"
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{55 A AT B B2 NS B8 & Prometheus 5% & Amazon & RIS AWS

AWS BI&H) Amazon M Kubernetes FR#E (Amazon EKS) EXRIEMHAEHEMTE H SiEEE,
8%, BRANERR. EEEEHY Prometheus , Amazon sEE /Y Grafana , #1TAWS kgl E b T E#Y
Amazon FEE R . OpenTelemetrys T HBIE—EERAELTE , AWS S1RM Terraform &R , XA
FEIRIE LR (A AWS mJERIMEINIEES) 8% E oI ERI 1,

AWS T M R REHERERES. NGINX SBEMEALRHINEH, REFHRHEEE Amazon
EKS B RERRAEA S

M E AN EFAMER A AT A E M FEAWS BUAIINEESEE LR F, GitHub BE R LABES /1 AWS #
EMMERNEENE,

BRI

HEFEMT AWS BRI MRS , BLEHEBRAH Amazon EKS BE | MUK THISERIRAE

« AWS CLI— AR®R&S1THAM AWS Ih&E,
« kubectl : AR T HRFZRH EKS BE,

. Terraform : AR BBEINMBRAERNER. BLEMHES IAM BB AWS RHERE , AT
LATE B HIWR P 2 MEEE A A Prometheus, Amazon Z &R Grafana Al IAM B9 Amazon &
R, AWS WMEEBUMELE Terraform AWS REEMNFFMER , FS M Terraform RPN
FAWS R#t#H,

£ F B/ B e BE 12 s 451

AWS FIERIME R AR IR A E PR | L AL FEM A Terraform R AEREXEMERKE Amazon EKS
BENTEAUME, WEAREFER AWS BRI INER R EERREEE. WFREERALLER
RHGSNEMADENFMAER  F2RFAMEE T AWS B NEFERNEREBERER
GitHUbH BB HE £,

R BRI EEEIE Terraform 148
1. REBEEEHFERVERNERRF  FRUATHSERRBEE,

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

AWS T E 8 iR g 124


https://aws-otel.github.io/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
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2. FRUTHSARI Terraforms

cd examples/existing-cluster-with-base-and-infra

terraform init

3. BV terraform.tfvars X , T EHIFTR. A Amazon EKS #5£8 AWS EFFE
EE A,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4, EIBHEEEFERANIERE , 552 Amazon Managed Grafana THEE, EABNAELH T
EERMEEMETR , 5528 Amazon Managed Grafana £ A& EETNEL BN E —ETEE,

5. EWmSHPHITTRIGS , B Terraform B MEZEER Grafana TR, &% Egrafana-
workspace-idfEF Grafana T/EEAFHY ID REUK,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id

export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --

workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. [EA) ZEFEAREERR Prometheus TEER Amazon S E RIS , 5545 ID #7118
Fterraform.tfvarstE® , WA TEBIFFR , ERRKABEHN Prometheus TEE
ID. prometheus-workspace-idiMMREREERENIERE , BIGREEILIH Prometheus
TERE.

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. AT wTEEEHERE R,

terraform apply -var-file=terraform.tfvars

SESIEEM AWS IEFRAIRER | AEUTRE |

« %3 Amazon Managed Service for Prometheus T/EE (RIESBIZFERRENTEE),
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https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html#AMG-getting-started-workspace-create
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« Prometheus THEEFHNEREESHE, BERANAL,

- BB TEEFHLH Amazon Managed Grafana BRI R ERR. BEHWUERHKE aws -
observability-accelerator. ERMRAIIEATEAMEMNERERIRT .

« EIRMHM Amazon EKS #EEFEREM OpenTelemetryiREEEFETAWS iR , IS EEERXER
#9 Amazon Prometheus BRI TEE,

')

EEMIRFNERN , 557 Amazon Managed Grafana T EEHRRSEEERR. WFEEBER
Amazon Managed Grafana HIF¥#H &R , 5528 Amazon Managed Grafana £ EEEHPMNE
Grafana T4EEH T4E,

85 AWS A Kubernetes V12 #I23 E EE AR Prometheus Y
Amazon & IR
Amazon Managed Service for Prometheus B2 Kubernetes EFAWS 2%z (ACK) B4 , ¥ X EEE

&7 Amazon EKS Y TEE, BREESNRRER. L AWS 25125 A R Kubernetes BFT
EIREZ (CRD) MR4E Kubernetes 11 , M A S EZEEN TN T MER.

ZAE7ERBA AN{a] £ 3 A Amazon EKS #E £ 5 A Prometheus B Kubernetes 1 Amazon S & RIEERE
AWS ZHIES,

& ] LABI N #8 Kubernetes AWS ISV ERER N E | LR N BIE AR Prometheus Z Amazon
SEIRMBH ACK 24188,

BRI

ERHRASE B R Prometheus BY Kubernetes AWS 2 %288 Amazon ZER#EL Amazon EKS 5%
G, BOAAEHUT £RIGH,

« BUBAHEEEEN AWS IEFE FEFa |, FEELRERERFT AR A Prometheus fl IAM A&

Amazon ZE R,

- BABEBEEERUA OpenlD Connect (OIDC) B3R 4E Amazon EKS #5£,

EBAKREA OIDC , B LAER TS REAH. BRcBA% YOUR_CLUSTER_NAME R AWS_REGION
BRAIREWERE,

eksctl utils associate-iam-oidc-provider \
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https://aws.amazon.com/blogs/containers/aws-controllers-for-kubernetes-ack/
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--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

WFE R OIDC B8 Amazon EKS #EEERAMEEMER , 5HSH Amazon EKS EREEEHN
OIDC 7 #AIRMHEES I REFEMEYT IAM OIDC RHE,

« BHATE Amazon EKS EEH R % Amazon EBS CSI SREIFER .

- BAUBAERE AWS CLI. KA AWS CLI A& S FIFELL AWS ZhEE,

- %ARE Helm , Kubernetes NEHEES,

o KEAEER Amazon EKS BEFERE LA Prometheus 12 HFEIER,

« AR Amazon Simple Notification Service (Amazon SNS) ££& , B#EHE IR TEEEZE
BR, SEMBMEEEF Amazon Managed Service for Prometheus R , SUSAEBIABIZERE,

EEERER Amazon EKS BER |, BEZTLUEBMWM kubectl get --raw /metrics &F
# Prometheus ¥ {LVIEE, BRERC ERMTF L E Kubernetes BRI AWS 2 HISSHyiEHIgs , SWEA
©RIFEEAN Prometheus EIRER Amazon ZE R,

A Kubernetes S EH AWS EF|258) TEE

ZE A Prometheus THEEZBHAH Amazon SERY , BEELRHE Kubernetes B HIZFH AWS #24
25, REBEAXIEHISFIREL TEE,

85 AWS A Kubernetes By 4188 & Prometheus T/EEZFE M Amazon S ERK

1. FEATH;SRER Helm Z2 Amazon Managed Service for Prometheus IRIE# 4125, MEFF
HEF , 552 LT Kubernetes B AWS 1225 L% ACK 2 HIBFER A . GitHubBEH
RIRERAIERN## , HlI0 us-east-1o

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION
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RoER  LEZXSEIBCRUATARNEE , RF-K.

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
The controller is configured to manage AWS resources in region: "us-east-1"

A LOB M E A T SIS RER® Kubernetes 2 AWS #I85H#E I8 2B IR,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

IEASEE B2 425 ack-prometheusservice-controller EEME , @8 status:
deployed.

2. FRATIHRAXEILTBEA workspace.yaml WIER, EEALEERELNITHEEHERER,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. BATHGSUNRIIAR HHSRARGESE 1| PRENRESH),

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

g EoA , BEKEHER —AFNIERE , EENIIKRFHPBA my-amp-workspace,

BT T USR TEENFHEANME , IEITEE ID. HE , BB BE Amazon
Managed Service for Prometheus 12 & RBRFHN TEE,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE

® Note
OB EARE TEE , MARLHTEE,

HEIEE
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4. EIWEF yaml ERMAFAEFFENHERE | I AlertManager A THIERET T —EER,

HIAERE R F A rulegroup.yaml. #% WORKSPACE-ID il E—RELS BN THEE ID,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

AT #HRES 74 alertmanager.yaml, #% WORKSPACE-ID &i#ik t—ESBHI(ERE ID,
$E# ARN ### ARN , DENEHEXIHREEFERN##H Amazon SNS £, AWS B &
#21% , Amazon Managed Service for Prometheus #7848 Amazon SNS £REHIFF T,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
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metadata:
name: alert-manager

spec:
workspaceID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}
@ Note

—SERFELERERNEN , F2

EﬁRuIeGroupsNamespaceData%ﬂAIertManagerDefinitionDatao

5, BTTIRTUEVRAFEANEREESAR (W TEURREEDSER 1 FERENRTEE),

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE

EoENETEITELRE,

(® Note
EEENER  MARBIAER , REFEFH yaml B R , ARBXHIT kubectl apply
ADLA
an = B,
EEMBRER , BRI T T. AELER
BRWorkspace. AlertManagerDefinition=ify & REH
HlResourceTypeffRuleGroupNamespace., LA EMBRMNEREZ R
HEXResourceNameft.
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-AlertManagerDefinitionData.html
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kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

ERETHAMTEENSE. T -HRPAEEREUEEEREERTHERE,

#2588 Amazon EKS E£LLE A Amazon Managed Service for Prometheus
ITEE

AEFER A MAEA Helm #& Amazon EKS #E P #1TH Prometheus fAREERERBIEFEEALREL—
B 7 B9 Amazon Managed Service for Prometheus T/E&E,

EUEFP , BRFECEYN IAM SEEBUARERER, NREHREEM , F2H 8
Amazon EKS B 5REEEMEEREN RS S UREFREANE R, MREERELET , K

o4 IAM A€ amp-iamproxy-ingest-role,
£ Amazon EKS & 5% E Amazon EKS fHEERIHE A

1. FEATHGSRIMEBIEREN prometheusEndpoint. #& WORKSPACE-ID &k E—&i T4
[ ID,

aws amp describe-workspace --workspace-id WORKSPACE-ID

prometheusEndpoint EEBEFZERP , R T 5 HXERAL -

https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

7L URL , MERARET RVEEDS R,
2. FATHANEIHESR 6 WAEHEBEA prometheus-config.yaml, ###E#RBENIRE ID,
# workspaceURL/ B BIERIF HREIM URL , AR #+ SR BERFEERN AWS Ef .

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"
server:
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remoteWrite:
- url: workspaceURL/api/vl/remote_write

sigv4:
region: region

queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

3. FATHEN Helm % , 23 Prometheus B XM B EREZBURNE R,

helm 1s --all-namespaces

RIBZERI AN , Prometheus BR M B ERZ R A prometheus , I BHERRA
AJEER 15.2.0

4. fERA. BT TH&S PrometheusChartNamePrometheusNamespace , M £ — {85 B
R PrometheusChartVersion¥%l.

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion

gKoiER  BEEIABAINAR.

5. =H#& , #FiB awscurl & Amazon Managed Service for Prometheus i 2 , B3 =& K I EiX
BE. #& "#4, MKAZAWS B EEFERANEE  XEREESR 1 PRI URL ######
# URLJ o

awscurl --service="aps" --region="Region
query=node_cpu_seconds_total"

workspaceURL/api/v1l/query?

IRIRTE B & I Amazon Managed Service for Prometheus T/E[E |, W YAML #EREAMELE |, &
Amazon EKS £ ERIZTIEE, SBLER , BABEFTEIRESR (CRD) , £ Amazon EKS BE5RE
e, BRI LA Kubernetes AWS 12 HIBFRVIRHIET , BB EEEEAR Prometheus BRI PR

£ Amazon ZER.
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# CloudWatch 3512 E3E B fA Prometheus Y Amazon ¥ & iRi% &

AN
(=]

CHALEWEREMEREEERE—EitS ., BHRM Prometheus By Amazon SERKEFAE B HE
A Amazon $§1&, CloudWatch B2 , & LAEA Amazon E#% Firehose 3 AWS Lambda #%
CloudWatch 5 #i% %] Prometheus B9 Amazon ST E R,

ZAEi5R BA 1N{a]{& 88 Amazon #§ CloudWatch #Z &R FMAEER Amazon E#l Firehose , AWS LambdalA &
WA 5 4EE A Prometheus B9 Amazon S &R,

EHEBE | LUE Firehose X{T&E 7. Lambda

kg

B AEA AWS Cloud Development Kit (CDK)
Amazon S3 EFETE , MR RTEMNESH,

Eft 5z
A AMBE —HER RIS REERR

CloudWatch 8B R A S B RIBEEREIAE HTTP WwE = Amazon S3 #EFITRE.

REERRERTE 4 BASR

« BRIE FoIRIRM

« #3 Amazon Managed Service for Prometheus T/EE
- RKMKIER

- BREBHE

FERMRAF

- EEEHRBPLELFE, AWSCLI

- BELZNIREFLE AWS CDK Typescripto

- BREEHIREF ZE Node.js M Go.

- AWS AJEREE CloudWatch £ H O github Ff#E ( CWMetricsStreamExporter ) EREEIR
MY Hh 5T B,

# 3 Amazon Managed Service for Prometheus T{E[&E

1. WEF PR REEBRERAEIE Amazon Managed Service for Prometheus & £ #11T. EB T3
&S 3 Amazon Managed Service for Prometheus T [E :

{# A Fire CloudWatch hose B Amazon 151 133
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https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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https://github.com/aws-observability/observability-best-practices/tree/main/sandbox/CWMetricStreamExporter
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aws amp create-workspace --alias prometheus-demo-recipe

2. MEECEATIRTEULN IR :

aws amp list-workspaces

ZEHEI Amazon Managed Service for Prometheus BIEF#IE A , 5528 Amazon Managed
Service for Prometheus A&,

R AKIE B
1. ZHEMKIER

# aws-olly-recipes REFEMNREHZD , FAUTHTHKEREEL

CWMetricStreamExporter :

cd sandbox/CWMetricStreamExporter

BiE , ERAAREENRER , SURBE,
2. BBTHSRTHKEHEBES /cdk

cd cdk
3. BT TaREAZR%E COK MKIER :

npm install
4. KESSFRREENRESZ  REEAUATHTHEBEHKEES /lambda

cd lambda

5. —Hi#A /lambda ERIRE , FAUTHSZEE Go HIKIER

/

go get

RECREMBAKER,
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EDE

1. ERBEFENRBSHED , BB config.yaml &K Amazon Managed Service for Prometheus
T4E[E URL , HFERA {workspace} BAMEVHIERE ID , AKRE Amazon Managed
Service for Prometheus T/E[EFTTEH @i,

Bl , AT EEBRA

AMP:

remote_write_url: "https://aps-workspaces.us-east-2.amazonaws.com/workspaces/
{workspaceId}/api/vl/remote_write"

region: us-east-2

BIBENEHFEE Firehose R{TE R M Amazon S3 EFEEFEBHNEZ R,
2. E#EE AWS CDK Ml Lambda 15 , SEECBWIEE FHETUUTHES -

npm run build

WEESBRUHEAREE Go Lambda ZHRE X4 |, W #& CDK #BEZF|. CloudFormation
3. BEEKINE , EREAWEIHEMEN IAMEE,
4. (B ZCEBHT T ELME AT EMEIL,

aws cloudformation list-stacks

£5 CDK Stack WitEBESHEBEH,

£l%Z — 1@ Amazon CloudWatch #

B BERLET — @ lambda REUREZIEISE |, AT LA Amazon SIZ#E#ZH CloudWatch,
ZE# Y CloudWatch EEER%

1. EEZF CloudWatch £ A , 4R https://console.aws.amazon.com/cloudwatch/home#metric-
streams:streamsList , ABIBENE L IEZE R R,
2. ENMERE , URMERE , ERMET R ZEEIER,

3. % Configuration T7F , EEEREIRFHEENIRE Firehose,

£l2 —1{& Amazon CloudWatch 7 135
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4.

® N o O

R

/Ch

ZiseEA CDK ZRIE IR Firehose, EIEEUEM Kinesis B} Firehose & TR EE
BBIRETRINER. BBEEHE CdkStack-KinesisFirehoseStreaml123456AB-
samplel234,

i HE B E A JSON,

AEERRB FHEEERNER,

i#1Z Create metric stream (B IEZER).

(BA) HEERBE Lambda HEFAA , FEEE Lambda TEEWEEERH
KinesisMessageHandler, EHERRSIEBEMAF FRIER K EHRIENE
8% A Lambda B EE AR,

EI%
3
1
aat
ig‘!
1%
af
i

(® Note
RZARTE S P ESSHAEERRIERTETHAR.

M52 £ IE % Amazon R E# CloudWatch Z| Prometheus £ Amazon 58 BRT%

AER

B R EBRAHPIFEANER. TIHRFRB\UMHTIAAER, ESFLERINERSER.

BEEIR

1.

BAFERUTHSMER CloudFormation ##2 :

cd cdk
cdk destroy

#PBR Amazon Managed Service for Prometheus T{E[E :

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[@] .workspaceId' --output text®

&% , £/ Amazon # CloudWatch | CloudWatch & fitlBr Amazon $E&ER.
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Amazon Managed Service for Prometheus I Z £ M4

ERmZ2R AWS RERW—IR. HBAAWS NEF , SHELEENDONEBRRBEHER  BLEHNE
BEARERT2MARBMEKRETN.

ZEMRE AWS BEHERENER, AESAEEREERARRNEZEHNERFNREMN

- ERAENEL - AWS BEREE AWS Cloud F#1T AWS RN EREEHE, AWS HiRHETR
2FERANERK. E=AREZAESEHIETRBIRMLZEMHNERY , A AWS EHFTEN—
Do BETHERAR Amazon Managed Service for Prometheus BI&#HETE] , 5F28 AWS AR5t
SN REEE .

- BElRARNEL - ENETECRAAERAN AWS R, FUXAHHEMREES K SRENNER
. BRFNERNERERNER,

ZNER BA 44 5 B SR R AR 20 ] £ /£ F§ Amazon Managed Service for Prometheus BER X EETEH,
T 5 EBEREA MR E Amazon Managed Service for Prometheus REF A BN L HEHRBE, &
A B AR an{Al 58 A Ho it AWS BR#E , B Bh QBRI {RE Amazon Managed Service for Prometheus &

Ro
X8
» Amazon Managed Service for Prometheus i & £HRrE

« Amazon Managed Service for Prometheus HJ &% Bl 82 17 Bl &
« 1AM FFAIMIBUR

+ Amazon Managed Service for Prometheus H & 157 B2 3%

» Amazon Managed Service for Prometheus 1 #J18 JE Ihag

» Amazon Managed Service for Prometheus I E B R £ 4

+ {#H Amazon Managed Service for Prometheus IR EL &

« £ AWS CloudTrailig & Amazon Managed Service for Prometheus AP| F0Y
- RERBIRFH IAM A€
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Amazon Managed Service for Prometheus H i & RHRE

LAtk AWS HEEFEREAR Prometheus By Amazon S EREH I ERRE, WARERFNR
AWS B EREETAHENSIRERE AWS B, CEEIHBHAEEHEREBLNABTHE
T, BEXEEE AWS R REA. IFEEBEERRLRNFAERN A F2RERBEALEFAQ, W
FEMNERRBNMEEBEN , F20 AWS HESEFERFNGDPREEXE AWS Z£IBEK,

HRABBREEN , BMAERRBETRE AWS 1RF BIEXREMEBIAF AWS IAM Identity Center 5,
AWS Identity and Access Management (IAM), it —3K | SEMEHEHIASESFET K LB
BN, RAtLEBELZEATHARNREES -

- HSERFERASEERRFE (MFA),

- FASSUTLSEZEE AWS WEH, BMEZE TLS 1.2 W #E TLS 1.3,

o EREAPIFIfEHEFEEEC8% AWS CloudTrail, WZE(FEF CloudTrail BB E/THEEV FERIE A AWS
EH , B2 B A CloudTrail 2#24# AWS CloudTrail I F 18/,

- A AWS MEBHRER , URETHHMERR L L2 AWS RIS
- FRERNZERLRIE (B0 Amazon Macie) , HBIREFREFEE Amazon S3 HWEBUBE R,

- MRBEFHEREE FIPS 140-3 BBV INEE R AWS BBIETITNENAPIEAFIPSIKHR, NFE
REATAFIPSIn MM FHAER , FESRBAEFREFRZE (FIPS) 140-3,

BRZIBRCBETEREFNE B4 SRERBBEN , HEEERS BHEERNXFRA
o, Bl EEAL, EEEERE Prometheus S E M Amazon FEE RIS AWS BRI ERHEH A
APl , AWS CLI , 5 AWS SDKs, ZEEBRBEHBR XX FRUPHANTAERT TEARGTEDR
PE A, MREEBRURLIGHIBREMKES  RFEZIBEBRETEERITERFEA , URLUBEEHZ
fAIAREEHIER,

F&E
« Amazon Managed Service for Prometheus W& K &

- BRENE

Amazon Managed Service for Prometheus W&

Amazon Managed Service for Prometheus B WE X FHRIERENIEEER | SMEREKRFFHITH
Prometheus fAlfR25/&3% = Amazon Managed Service for Prometheus, EREZELUTAZR :

- BRE

RRRE e


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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- BBREBRANSEERNEREER (ST ERERY)
- BREMINEEERE

W—HAF AIDsERETRAEFiREE. ELIDsEH T ALGERNEFEE, TEFRFELZEFHAF
IDso

EAR Prometheus B Amazon 2 ERESHHF RN EREITINZE AWS Key Management Service
(AWS KMS) #%#. Amazon Managed Service for Prometheus EERIEL S8,

(® Note

BA M Prometheus B Amazon SERBAIXEZTARNBZERNETEFZE SR, WNE
Prometheus B Amazon SEREFERFEANELE  URNAFERAELECHNEFSESEN
HIMER B, BEnE

BEHhNERHTTPSE B INER ., BAR Prometheus B Amazon SERBAIRE—EITAEEH 2B
HIEAR AWS EIZHTTPSREREA

TREE N

FEERBER T , Prometheus B Amazon SERESEBHABIREHBRENE  YEHA AWS EENNZEE

i,

- AWS #EEH£88 — Prometheus B Amazon SERFSFEHAELERBEINE LEETEIEEN
R, BELRE, EENEH AWS S#ENRR  BEXEFEH, T8 , BFEERIUEMEIEDS

2EAMEN , IURBENECERN SR, NFEFMER , F2E AWS FHENEH| AWS Key
Management Service Fi % A B5/.

MBBREREHRARD REBBESER (PINEATREH) HSERELRESHYE, ETE
FRUBABENEAAEREHERNRLEARS,

BHALERY THEER , BEEATFZIESR .

- BEEZE$48 : Amazon Managed Service for Prometheus XEFAFREN, BEITENHBE
FSESRBRMBIEEDINER, ARETURSERERMNE , REESTUTERE

- B MEZESRBUR
- BIYNHEBIAMBIRAE
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- BANEREREEE
- HERR

- BUSBRIA

« REFEIMAMER

MEFHMET , F2EDPNEFEEE S AWS Key Management Service Bz A BI85/,

BERACATFEENERT AWS FHREAZR, FARFEESREVN TFEREZERAMER
AWS HREFFR (R2TR)

(® Note
EAR Prometheus By Amazon ZERE S HEBRABREMNES AWS #HEN SR U EERER
HER,
AM, AWSKMS FRAEFEENSRFEXINER. NFEEENFHEA , F2H AWS

Key Management Service EE,

lu
%

\

BEBEZEE AWS KMS |, B2 ER AWS Key Management Service?

(® Note
DEFZESREINTEEREEER AWS AREEN 2 EBNERS.

Amazon Prometheus FEE BRI WAE AWS KMS
Amazon Managed Service for Prometheus EE={ARETEERALNEFZE SR,

ELAFEREFZE S/ MEN Prometheus TEEE T Amazon ZE R¥EF , Prometheus Y
Amazon ZERBEMBREZZUT it , KREE L =ERE CreateGrant AWS KMS, AEI#EED
& AWS KMS AR A& Prometheus 12t Amazon ZERBEFEERF PHKMSEi® , BIERBFEER
KRG (B0 | FHE Amazon BEHEIEEERIE), EKS

Amazon Managed Service for Prometheus EEREFTREFEALNEFZESWRET T HRIPRE

- fHixDescribeKeyigd RE AWS KMS R F A EZTHEEREHNEBEFEEKMSERZETE X,
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. {#iXGenerateDataKeyi@ RE AWS KMS EXHENEFEESBMBENER £,
- EIXAEFERE AWS KMS @EMBENEIRER , LECTIIUARNBENEIER.

Amazon Prometheus SEE RIEEIZE 7 =@ AWS KMS /25F Prometheus B9 Amazon SEEREL
RIEFEAZRBNZRR, BULLEREFSHRIBEK, CASRIABBERERBRESB/NEIE, £HTE
LEECH , BARD THRELEENERR, BFNIEDRESRESRIER,

MR LEM A R BRIE AR ZEUE , Amazon Managed Service for Prometheus #§ 8 % 7 EUE
AEFSESBNBZNEMNER S BELFEEEIZEIEENER , MESFENEZERHEENIRE,
BEXRETEENFERKEEMEFER , MEATREKAEX,

/A Warning

- MREBEAEE  RELSBBE DB Amazon Managed Service for Prometheus B 17EL
¥ AELIETFNIEEER. BEEIEENHERSELIMER , METEKAESK,

ZEBIE R Amazon Managed Service for Prometheus ¥ £#8# ZEUVE , BLATLB R ZELT4E
EER I RHRERHER,

- MREHERE  AEZEHNEUZERE  ATREPHENEKAER.

SR1 . BUFEFZETR

& LAME A AWS Management Console , 5, AWS KMS APls, RELEBRERECENEFZIE 6 £
#&82 Amazon Managed Service for Prometheus TEEBRAFZEEMHRKRS H , MTATR,

BUHBEFZEESR

BREBVHBEEFEESBMNSE AWS Key Management Service FiZ A 15/,

EEMBUR

CHRBEFERHEFSESRNEIER. SEEFZESRBL ARG —ESBBE , Hha3E8RE
HULUEASBEREFASINRRR., ERIEFFZESRE , TUEESBBR, NEHEBEA ,
B2 TEEEFSESRMNEZEL AWS Key Management Service FiE A B/,

EEKEFSELIBE Prometheus T/EEM Amazon SERBIBEMER , S BESKEALT THIAPI
B’IE -
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« kms:CreateGrant : fiEFZESRNEE. BRTHEEKMSERNEFIER , SIAFFIE
B2 Prometheus FT&E 2 Amazon X ERBEHEE. MEFEFHMENR K F2B (FHKRE) AWS Key
Management Service B2 A B8/,

iE A1 Amazon Managed Service for Prometheus #1175 1E :
- N GenerateDataKey AELEMEZENERSBIEMNUUFEE , RAERNSBTEIEARME,
« F0Y Decrypt AEARBEFENMNBEER S|/ REFIMBHNE S,

« kms:DescribeKey : RItZEFZELM|MHNFME , = Amazon Managed Service for
Prometheus BESERTE S8,

LAT 2481 $H¥% Amazon Managed Service for Prometheus 78 HI BERIR N 4 :

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",
"Principal" : {
"AWS" o "M
I
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
1,
{
"Sid": "Allow access for key administrators - not required for Amazon Managed

Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.

"Action" : [
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"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
1,
<other statements needed for other non-Amazon Managed Service for Prometheus
scenarios>
]

- MEEBEFRAFIEEERNFMERN , 3582E AWS Key Management Service FiZ A B3R,
- MEEBEHSESBEFINFEMER , 528 AWS Key Management Service FiZ A &5/,

$E 2 : B Prometheus B Amazon SERBIEERFEFSE LR

B TER , BulliZRa ASRRIEEFEFZTEKMSEE8 ARN , BAM Prometheus BY Amazon
SERBARNBIERENEE,

SR 3 REMERIE (B0 Amazon ZEM Grafana ) SHEEIF

WSTRAZREMTSR K REELEENRHMRIKEEE Prometheus ERIH Amazon ZERKE , T F
EWFER,

B MBI E LR EMREEHE |, BRIEMEMEEEER AWS KMS 5|8, flin , mRERE
5/ Amazon & Grafana REV ERHERRBJE R , BAEK BN EFEEERF Amazon &

Grafana.

& Amazon S B Grafana FREHNEFEFSE e

1. TEBH Amazon & Grafana T/EEFER |, BEEEEFE Prometheus Z Amazon 2 E R
NIKEEZRE, ESETRERM Amazon TEM Grafana TEEMBEEEA.

2. R TIEEFEANIAMACRRERE, BB AAnazonGrafanaServiceRole-<unique-
id>, FRASETACARNNTEEA, BHEIEEHEE AWS KMS #HI A EREMN IR,

3. EIEMAWSKMS BEEFSELEEETD 1 BIZLREETEARN Prometheus B9 Amazon & R
THEHEFEANEFZESR., EeHRERERFEEREMH,

4. ZW [EWEMAE] ZBH [FiE) B,

5, REWEEF , RELELEREIMN Amazon ZEIAMAG., ATERZKE , BETUIREREE
TE%R,

6. 1EE W], BAVACHTEESRERERE,
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&MY Amazon 2% Grafana T/EEIRE A LAFEGE A Prometheus B Amazon SERBE THEEFHH
B, B EMERESACHEEIEFHRE  LEZEEMREFIEN TEE.,

Amazon Managed Service for Prometheus IIZEA R

NEATR-EEZANSREY  SSEMNEECEABRETET.

AWS KMS ERMBRBEAEMEFEER  UXEBECRBN NG, ERENZERNERD I SN
ARE , AWSKMS INZRNREZEENZENER, EERTER , BL4BAEFERT ST SHENMNE
AR

Amazon Managed Service for Prometheus MZHR A

EAR Prometheus By Amazon Z2EREFERAMERIMZEARR AWS KMS ZiEimZEX , HHP S8
fFaws:amp:arn , EAITEER Amazon ERE T (ARN),

Example

"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}

ERINER BT ETER

ERFEAUBNEFSESRNRIFEEERE  SHUAUERRKEENBFHERAMBZAR , LUIEH
EEFSELEBNERAR. MBZRBLEHBEER AWS CloudTrail 2 Amazon CloudWatch H .

EAMZEARTEFHHEFZESRNFE

FBA L ESBBERNAMBR P EAMBEA R conditions RIZFHBEFEE SRV FRN. BharL
R TP ERAINEZERB RS

AmazonAmazon Managed Service for Prometheus €EREF , FAMZARRFIRZEFHEHIRERE
BHANEFZESHRNTFIE. RTFTRESERRTFATNREEREENNBEARS,

Example

LTRETFRENMBEARZEFZECREFIENSHRBERRANES . LBRRAXFHERGEFER
SEREENZARNINERABKYE.

{
"Sid": "Enable DescribeKey",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{
"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
},
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn'": "arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}
}

EZ#® Amazon Managed Service for Prometheus BN € 88

EEREH AWSKMS EF S E LB ELEHN Amazon SE IR , BAR Prometheus T/EE |, & LA
fEA AWS CloudTrailg{ Amazon CloudWatch His , AR IRER Amazon Prometheus & AR5 2% X 2
HEESRK AWS KMS.

THE/HF2 AWS CloudTrail #t¥iCreateGrant, GenerateDataKeyDecrypt,
MDescribeKeyB5#2E Amazon ZE RS ¥ Prometheus FEILEIKMSIZE , IFERRE S EE SN
BNERNEH

CreateGrant

EIRER AWS KMS ARMBZTEENEFZE 8 , Prometheus MY Amazon FERBFSRKERE
FiX={ECreateGrantiE X , UEINEIEENKMS L, % Prometheus B Amazon & RiE
FFEVNEE  BERE AWSKMS BREEEMN S,

AT &5 =4 S50 CreateGrant B1E ;

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "aps.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey"
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"

1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddcc@aleddfc@Obce@0dcO00T0000000cObc@a0@00aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-eal@0fbOfba®@SAMPLE",
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ERAEER

"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

E B AWS KMS Prometheus B9 Amazon SERBUALHN IETEERHEFZESE K AR
WIEEEIHE LB, ©RiX—(EcenerateDatakey®HR AWS KMS $EE AWS KMSEF &

BHWERBR,
THMNEFEHEFCH GenerateDataKey B1E :
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-

sample-1234-abcd-56ef-7890abcdl2ef"

1,
"keySpec": "AES_256",
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ERAEER

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

EEHEMZN TEE LEAER | Amazon Managed Service for Prometheus €Ml Decrypt &

ELERRENINZEENSRRFEUNZENER,

THHNSEFSHE5EHE Decrypt B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:10:51Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
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"aws:aps:arn'": "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

DescribeKey

EAR Prometheus B Amazon 5t & IRIE £ BDescribeKeyREREBRFE R AR AWS KMS EZIERHY
ITHEHEBHNEFEESREENIRENEL S,

THHNEFISEHE5Ce DescribekKey B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:027Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd@db0-0000-0000-ac@0-bOcOOOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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E— T R

THERSRUEEEFEERMENFMEN.
- MEEB WEMEFAWS Key Management Service EZAR#EE , 528 AWS Key Management
Service A& ABEME.

- MEEBENLEMREMBCENFMET AWS Key Management Service , 5528 AWS Key
Management Service B2 A B35/,

Amazon Managed Service for Prometheus #9335l E2 {7 B & 12

AWS Identity and Access Management ( IAM ) 2—%& AWS IR , AJiHBIEEE LT £ hin ¥
AWS BRINFH. IAM EEESRFHTNETEIRE (BA) NRE (EFHFT) , UEH
Amazon Managed Service for Prometheus iR, 1AM 2 AWS R B LR EBERAH .

FE

o/ ki

- FRASTBE

- FRABKREEFIE
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RERIE 100 AERBEMIRIENES  HHERERLAEANBER, NEFHASH  F28
IAM R &R PHIAMZE D RS BURERE

- FEZSEERHSHBHFE (MFA) - MREBEFEIAMEAEDR REAENRE AWS IRE |, B
MFA DESENN T LM, BEEEFUAPIREMFARER | BHEMFAKRGFEZEENBR, 0FE
HEH  B2RE IAM ERERERE PHERE MFAZRENAPIEF,

WE FREEBBNFEEFIAM , F2H IAM EAEER T2 HEEBIAM,

£/ Amazon Managed Service for Prometheus 12 &

# E77H Amazon Managed Service for Prometheus 124 , B4 BHEEREARN —HEFFT, B
A 4B AR AR & AWS IR F B Amazon Managed Service for Prometheus &R EE4HE
Flo IRBEVHBEAUEHFITERENSO2EBE , AIHREEZBENER (FRAEHAG)M
5, TEAMELNTEREE,

HREY AWS CLI B #TFUNERE  EFREARRETLANT AWS APl BRI , EAFH
FESTHAPIEHHTH RGN B,

ATHRERERENAGMATLUEER Amazon Managed Service for Prometheus 124 , thEE#
Amazon Managed Service for Prometheus ConsoleAccessEReadOnly AWS S EBUREEEE

B, MEFMER , F260 IAM EREER POFEFIEERE.
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS E AR Prometheus B Amazon SERBNZEHE

FAWS EENKBEHBUNEENE IR AWS, AWS ZEEN KRB EERTSERERARS
RUER , UEETURKREERERIGERE, FENEE,

FARCIE , AWS REENBRTRISER/EHNBECARFIREZEERER  RASLERERAHAR
AWS BEFER, RFZBLERCARIIEBNESEEBUR , MEE—SBDEF,

AWS SEEEEK 164


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

Amazon Managed Service for Prometheus EREEmR

EEEER AWS EERBPERNER. MR AWS B AWS SEERFRAPERNER , AIILE
MEENMRERINAEZRRER (EAX. FENAR®). AWS EXMHEZHH AWS R /9 API
BRETRARBEARBE , ZRETREN AWS ZEEKE,

WEFMER , F2E (AM E£RERERE) P AWS ZEEXE,

AmazonPrometheusFullAccess

A # AmazonPrometheusFullAccess BURIERE IAM B2,
AT AIEFARE A

HBERBEU T,

* aps : fAFF5ELFH Amazon Managed Service for Prometheus

- eks : # Amazon Managed Service for Prometheus R EHE B Amazon EKS #5£MEH. EE
AFEBETEUSEZERLREEE  AIEGEHEXE,

+ ec2 : fo&F Amazon Managed Service for Prometheus RIS EENE EBER Amazon EC2 BRI E
Ao BEMMA Amazon EKS EENFEERY ZEEESR , IEEHEXE,

- iam: AFERAREENEREEREIRBELAE,

1 A AmazonPrometheusFullAccessil T :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllPrometheusActions",
"Effect": "Allow",

"Action": [
"aps:*"

1,

"Resource": "*"
I
{

"Sid": "DescribeCluster",
"Effect": "Allow",
"Action": [

"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"
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1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"aps.amazonaws.com"

]
}
.
"Resource": "*"
.
{
"Sid": "CreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": '"scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess

& #% AmazonPrometheusConsoleFullAccess BUREREE IAM &5,
ATAIFFAERA

HBERBE U T,

. aps : fREFFELFH Amazon Managed Service for Prometheus

 tag: fFF £ Amazon Managed Service for Prometheus XA P EFEBER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagSuggestions",
"Effect": "Allow",
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ERAEER

"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"
1,
"Resource": "*"
I
{
"Sid": "PrometheusConsoleActions",
"Effect": "Allow",
"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",
"aps:ListWorkspaces",
"aps:DescribeAlertManagerDefinition",
"aps:DescribeRuleGroupsNamespace",
"aps:CreateAlertManagerDefinition",
"aps:CreateRuleGroupsNamespace",
"aps:DeleteAlertManagerDefinition",
"aps:DeleteRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
"aps:PutAlertManagerDefinition",
"aps:PutRuleGroupsNamespace",
aps:TagResource",
"aps:UntagResource",
aps:CreatelLoggingConfiguration",
"aps:UpdatelLoggingConfiguration",
"aps:DeletelLoggingConfiguration",
"aps:DescribeloggingConfiguration"
1,
"Resource": "*"
}
]
}

AmazonPrometheusRemoteWriteAccess

# R B AmazonPrometheusRemoteWriteAccessil T :

"Version": "2012-10-17",
"Statement": [
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{
"Action": [
"aps:RemoteWrite"
1,
"Effect": "Allow",
"Resource": "*"
}

AmazonPrometheusQueryAccess

B WA AmazonPrometheusQueryAccessil T :

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

AWS ZEERKEE | AmazonPrometheusScraperServiceRolePolicy

IR E M B0 AmazonPrometheusScraperServiceRolePolicy Bl IAM B8, BUERSMINZE R ERE A
& , A5 Amazon Managed Service for Prometheus X REHTEIE, MEHMEN , F2HEA FHA
B¢ EKS BEIE,

BWEERIR FSEEFT , LAFFH Amazon EKS EEFEEUEE A Amazon Managed Service for
Prometheus TE[E,
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ERAEER

® Note
I EAEIEE LR RR B R L BEE

AmazonPrometheusScraperServicelLinkedRolePolicy

ATARFAEER
BRI EUTHT,

. aps : BIRFEEEEIEZEE A Amazon Managed Service for Prometheus T{EE,
« ec2: ERBEEBIANSUERERL , LUEERZE Amazon EKS EENRRE.

o eks : ERFTEEFEUEMN Amazon EKS #5%, WWANXEEE  LEEETEAHEERE, EAHFE

B8 1% M BR E AR BB 3 Amazon EKS iR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper*"
},
{
"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

},

{
"Sid": "ENIManagement",

"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",
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"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
}I

"Sid": "TagManagement",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
I
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "ENIUpdating",
"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},

{
"Sid": "EKSAccess",

"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"
},
{
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"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
.
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"
}
}
.
{
"Sid": "APSWriting",
"Effect": "Allow",
"Action": "aps:RemoteWrite",
"Resource": "arn:aws:aps:*:*:workspace/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

E AR Prometheus B Amazon SERBEHZEBE AWS

BRI RIEFHERIELETFR | AR Prometheus B Amazon SERBEN S EHREHFME
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BRBE,
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g8y iR HHA
source Al aps:Untag
Resource &,

Amazon Managed Service for  EMA R Prometheus &Y 2021 £ 9 A 15 H
Prometheus EFRIBHIEE Amazon & R B RIEHEH
AWS ZEBRNEE,

Amazon Managed Service for Prometheus & 7 F1ZEUHY 5% & HE 2

T 5 & ARG EHEZ B FIE IE#EH Amazon Managed Service for Prometheus 1 B ] 828 B0 &
RE=EIAM,

*RE
« 8B Amazon Managed Service for Prometheus & # 1T EERI R,

o REHEHIT iam : PassRole
- REEAF AWS RE AW AEEFEEIEH Amazon Managed Service for Prometheus &R

3% 8 B 7€ Amazon Managed Service for Prometheus H#1 1T BRI IR,
MRDRFER , SHEREREHITEE , ENBRYLEEN , AFERTHE

EmateojacksonlAMfE & E = E A I?ﬁﬁ*@*ﬁ)ﬁﬁmy—example—widgetﬁ)ﬁﬂ’ﬁﬂlﬂﬁ%ﬂ , B8
BE®aps: GetWidgetFF A , SR4E T HIsEFRE A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aps:GetWidget on resource: my-example-widget

FELERT , HEEH mateojackson ERHEBHBER , AFFFER aps:GetWidget BEFE my -
example-widget BiR.

MBEREEWHB) , SBHEEN AWS EEE, FHNEEBEEREHEEZNEERE.
REEH T iam : PassRole

MREWER BT iam: PassRole BIFHERMVERER | AIKAEHBER AR EHK A BEEIE Amazon

Managed Service for Prometheus,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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MREBEEWGE , FHEEN AWS EEE, FNEESRHENEZEERE.,
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A, ESE AM P BERRFT A,

Amazon Managed Service for Prometheus &F 7]

T Z&X#~ Amazon Managed Service for Prometheus B)ER HFF BT, ELBETAEEEEH M
FRIEHETH , RBEFMRA,

Bk e R
BYET, aps:CreateAlertManagerAlerts

EIEEHEUBTEEEER. IFEE  aps:CreateAlertManagerDefinition
ZHMET  F2R CAEREERES

A Prometheus B9 Amazon 5t & BR#E+

EENEZER.

EIEFEIRAUBMEGEZTZHE, F  aps:CreateRuleGroupsNamespace
EZFHMEN , F2R ERAKNERRE
ERE R RER

37 Amazon Managed Service for aps:CreateWorkspace
Prometheus T1E[E, TEEREANRRERE
FMZEH# Prometheus 1E1EMBEBZER,

RERTHEENEREESESR. aps:DeleteAlertManagerDefinition
MBRERFE aps:DeleteAlertManagerSilence
fEx Amazon Managed Service for aps:DeleteWorkspace

Prometheus TERE,
HRNEREREEEERNFMENA, aps:DescribeAlertManagerDefinition
HEREBRABENE ZEANFHEER. aps:DescribeRuleGroupsNamespace
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Prometheus TEEHFME A
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DTG G

£ Amazon Managed Service for aps:QueryMetrics
Prometheus EBR#TEN.

#ITRIRE AEZE , LARE Prometheus aps:RemoteWrite
A AR5 = Amazon Managed Service for
Prometheus BV I8ZE £,

2B 54 Amazon Managed Service  aps:TagResource
in Prometheus &R

# kR Amazon Managed Service for aps:UntagResource

Prometheus ERHNER.,

BHRREIERNEIE. aps:UpdateWorkspaceAlias

BN GEHER, aps:CreatelLoggingConfiguration
I BRAC 8% HE RE, aps:DeleteloggingConfiguration
A TR AR, aps:DescribeloggingConfiguration
B SARE, aps:UpdatelLoggingConfiguration

5] 1AM BUE
AHERTNEYNEMEREBRBEHH,

T 5 IAM BLZEEF Amazon Managed Service for Prometheus H5ERBZHE | L BEHEHRER
Amazon EKS 2T EEEKMHEBFMEEA,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
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"eks:ListClusters"

1,

"Resource": "*"

Amazon Managed Service for Prometheus B & 15 5 5%

HERME AWS i REBRISERMAERLRNEER , F2HEAWS i EESASTEHFRFH ,
WRELRBEBNESRLR, WFE-REHA , FSHEAWS REFTEIAWS,

BRI AR THEE = A EZIRE AWS Artifact, IMNFEFMENR , FSBA THPHHRSHH AWS
Artifact,

BEERAKNSREFEETUR AWS B REMNERYE, NFANEHREEUARERERENER.
AWS R T 5B R A5 B EE AR

« ZEMESAMREAFER — ELMEBEENREABEERE  YRUMBUREMENMSRE AWS
REXNEERENS R,

« 1£ Amazon Web Services F#ETHIPAAZ £ EESHEE — AARERPLATNNAEARIFTEE
BHIFE AWS AREHIPAA,

(@ Note
WIEFTE AWS BRIE ABHIPAARFEEK. MEFMENR  B2ESHIPAAKRKESZE,

« AWS EREFAWS — WL THEEMIERMES A EARNENEXMNAE L.

- AWS EFEHER —ZBERNAERBARNEERN, ENEERE T ESERSE (BEXHE
BIRZREE AWS R EEMAKA (NIST), XN FEXZLBREEZS T () MEIREE/LAR (PC)
hRELZERHESINREME  LEEHEER2EH, 1ISO

» EAAWS Config F# A EEr F RV AIFHEE IR — b AWS Config RE &L BN ERERTS
RNEER., EXERNERNEE,

- AWS Security Hub— i& AWS BR# R T RB R L AREN L EIEE AWS, Security Hub FAZ %
=, ﬂﬁ"‘ﬂ’\] AWS ERUMELN EFAEREETERLEABEENREER. NEXXENR
FMEEEE | 5526 Security Hub controls references
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EEH. AHRNEHNBERE, GuardDuty AJiFBRHEZESRMEFER PCIDSS , flUFFE4
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« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEERE RN
R, UREFERMNERBEENE R,
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AWS £IREMBHEL AWS BEETARRATOREN. AWSESEHRSEs HERBNERT
AEE  YLUEEE, SHXENSEREWBHENLER. BBTRAESR , £TURHRRENIE
RRANENE  ATAES: MADASBEMNTEREHE, TRBRNTAN, BEEINTR

NEAR AWS BHETABHANESHBET , S AVS S REBFIE,

BRT AWS £BRER RS, , Amazon Managed Service for Prometheus iZ 2 BIETh AL 3 X EE KR
B W FEAER , BFXESTAMLER,

Amazon Managed Service for Prometheus FHIER R ELZ £

EE—BSERYE , BHAR Prometheus B Amazon STERESZ E AWS 2 KBKRELLHNRE. B
AWS Z2RIELUAR UM AWS REERRBWEFMEN K F2RAWS Ends ZEFHERERR
S HNREMERZFTEN AWS IRIE |, F2RTEMIIEER AWS FHRBPNEREBRE.

O LAE AWS ERMHAPIFEL | FEiBEEKFE Prometheus By Amazon SERY. R ERHSE
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- HREZSM (TLS), RMEE TLS 1.2 WH#E TLS 1.3,
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B Prometheus B Amazon 2 & IR¥EE A AWS Identity and Access Management (IAM) BR#§E
AR, RMEEZACE—EEEBN IAM A€EHE | TJEEHERE Amazon Managed Service for
Prometheus., ARIEE#E A& H Amazon Managed Service for Prometheus A EE , Y EEZRBE
ERKREUHEM AWS BRIEHFTEHF T,
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BETLFEFIGHSLEMEF T, Amazon Managed Service Prometheus E&&F ™ , ER A Amazon
Managed Service for Prometheus TiE{E A&,

NEARZERBEGACNEMRBEN , F2E _ (TELK IAM EENAWS RTE)  SRBHERS
AERMTETRARNERE. BEEEAERNR , URGAERENREER BT,
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B Prometheus B9 Amazon & R LLET
#BAWSServiceRoleForAmazonPrometheusScraperin & B RIS EE A ® |, LFF Prometheus B
Amazon ZE R B EBHME Amazon EKS EEFHIEE,
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EERRERBEEEABARTEBREY , FEARKRFPEAHEEFENEYAG, BEAFER
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£ AWS CloudTraili2 # Amazon Managed Service for
Prometheus API FEOY

EA R Prometheus By Amazon ZE R 2 EEREE S AWS CloudTrail , XREATRHFERE. AC
A EFTEREA B ERE 8%, AWS BRFE CloudTrail#B8EUE AR Prometheus 2 Amazon 2 & IRFEHIFRr
A AP RIMEAEH., FEEAFEIEIERE Amazon Prometheus £ AZERBHFEN | LAk EHE
Prometheus API fE3#) Amazon ZERKETENBEW, FAKRENER CloudTrail , &0 LU B
&% Prometheus @ Amazon ZERKIREMNFER, REFB RN IP bk, RHEFBROBEUAREMEF
HEA.
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CloudTrail EZRIZIIRSE AWS RS BEMNEEIREE | 3 BB B L5 CloudTrail E4E $ 52
#%, CloudTrail E4BEFRFEMTIEE 00 RWEHEESHMAEE , TER , I FTEMNTATEM
ik, AWS EHEEMSEZSEN , F2E (EAEM) P8 (AWS CloudTrail £/ CloudTrail =
HERE) . EFEHELEHT CloudTrail WEERZEAR.

IEIB AWS IES % 00 KRB BARS | FRIERS CloudTrail Lake B EREHE.

CloudTrail /M

1B M AT CloudTrail #§ B 568833142 Amazon S3 12888, FRABMHFIERFKER AWS
Management Console R Z[EiH, BAUFEHAEVE-EFHZEHRFER. AWS CLIEZRE
BuzEFEH K RALSHEEURES AWS EiF PHAEEE. NREEVE—EFER , Al XEE
BIFEREHEPHN AWS BEEMH, MEEBREMNFMEN 528 (AWS CloudTrail £AE
) FH THAENEMNER ., AWSIREMN TAEMEBR, .

RO LLE CloudTrail BRIV EM K REK —HEEHEITHEBREHEIAEES Amazon S3 &E=F
B BREFEX{ Amazon S3 EEFEH. WMEEE CloudTrail EEMFMAEN , F2EAWS
CloudTrail EE{&., 1% Amazon S3 EEHHEER , 52 Amazon S3 EfE,
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CloudTrail #HEHEREZEHE

CloudTrail LQ@ ake FJZEEEHEHE1T SQL B#EH, CloudTrail MASFERITH JSON X
RESEHERA Apache ORC X, ORC R —EBEMNRBERN | srEREMEERET T HRE
fte RAREHEHREEIEHERNTHES , SHENERERSHNTIERES  HKIBRAZE
BEAERSHENSRENNGS. EAREHENTFREN EZENSEFMEESHHEFEIL M
E#H, ZEHSHEE CloudTrail Lake WEZEH |, 2B FEAEREFH (AWS CloudTrail £
AWS CloudTrail Lake ) o

CloudTrail Lake EHERFHRENEHNSELER, BEUEHERTFHER , BULLUREEZERARE
HERNERENEERZRE, WEEREACTHEMNBEESHNRE  UREHEREHENTER
MERARBZH, MEER CloudTrail EEMFEHENR , FSBAWS CloudTrail E{&E,

Amazon Prometheus EIEE4MFEE R CloudTrail

EEEHRAEEEELNERLBITHNEBRBEEXNEF AWS IRFE, ELXBAERSFHIRE, KA
2% , & CloudTrail SC82EESEH4,

AR Prometheus B9 Amazon ZE RIS Prometheus 24| EIREMNFTE Amazon 5E&E IRIEC 8%
AEBEMNH, B# Amazon Prometheus B R 52 8% F A Amazon Prometheus 12 &/ F ER/ERBE
CloudTrail , 72 & Amazon Prometheus APl EERES £,

B AR Prometheus B9 Amazon SEERBEEHRHI

EHRRREEMARENE—FR , YBIEEEHERN API #E , RENBBFERE , FRBYUEE
B CloudTrail BEEXHTRLH API AN ERFH#ERRE , REHTEUEMESEIEFET.

& : CreateWorkspace

T 5 &I FE R R &8 CreateWorkspaceEI4ERY CloudTrail ;218 H .

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

},
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com'",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl123456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
},
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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&5l . CreateAlertManagerDefinition

T 5 & 5§~ R & CreateAlertManagerDefinition E)4E#Y CloudTrail 528&EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

.

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
.
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Jwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

1,

"responseElements": {
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"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"

I

"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"

#i5] : CreateRuleGroupsNamespace

T %I &35 B8 R R & CreateRuleGroupsNamespace E4E#Y CloudTrail 528E B .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

iy
"webIdFederationData": {

I,

"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}I
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"eventTime": "2021-09-23T20:25:08Z2",

"eventSource": "aps.amazonaws.com",
"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",

"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {3}
},
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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RISIRFHY IAM BEEBEARBEAR.

#£ Amazon Managed Service for Prometheus # , £ F iR A& & 1] 1% By R B8 7€ Amazon Managed
Service for Prometheus, Prometheus fAlfR8§H Grafana fAllREF 2 EREMNBIFAENAE,

TR

LEHLENREFFEELRERE AWS CLI Fl EKSCTL as 5514 H,

B Amazon EKS B2 EEEREEXENRE/E

#E7E Amazon EKS # 552 E R A & LLE Amazon Managed Service for Prometheus B
Prometheus fAfR=RMIIER , BLAZAET TIFFA/RS !

« iam:CreateRole
 iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider

2% Amazon Managed Service for Prometheus HEE/EXHRE A E

1. B3I HEA createIRSA-AMPIngest.sh BEETIABRHER,
# <my_amazon_eks_clustername> Bt BEHNEERZRE Wi
<my_prometheus_namespace> #itA Prometheus & 22,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/~https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role

SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy

#

# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.

#

cat <<EOF > TrustPolicy.json
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces

#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}
]
}
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)
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# Check for an expected exception
if [[ $? -eq @ 1]; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1]; then
echo ""
else
>&2 echo $OUTPUT
return 1
fi

#
# Create the IAM Role for ingest with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \
--policy-document file://PermissionPolicyIngest.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role created above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#
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# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.

# Doing this with eksctl is the easier and best approach.

#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FRATIGS 6 BTFETHRLEER,

chmod +x createIRSA-AMPIngest.sh

3. HITETR.

RERBIRFH IAM S8 |, LEHIER

EERERBIRFN IAM A€ (REAE) BUBAH Amazon Managed Service for Prometheus T/E[E
EHEE  BXAZRAEE T TMRS -

* iam:CreateRole

* iam:CreatePolicy

+ iam:GetRole

« iam:AttachRolePolicy

* iam:GetOpenIDConnectProvider
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1. EIEA createIRSA-AMPQuery.sh BEETIHRABHWER. %
<my_amazon_eks_clustername> B#ENFEEZE , A& <my_prometheus_namespace> £
# 5 Prometheus & =M,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/“Ahttps:\/\///")

SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role

SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
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#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",

"Action": [
"aps:QueryMetrics",
"aps:GetSeries",
"aps:GetLabels",
"aps:GetMetricMetadata"

1,

"Resource": "*"

EOF

RERBIIESH IAM A€, UEHIEE 194



Amazon Managed Service for Prometheus

ERAEER
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#
#
#
S

i
t

e

unction getRoleArn() {

OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then

echo ""
else
>&2 echo $OUTPUT
return 1
fi
Create the IAM Role for query with the above trust policy
ERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
hen
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \

--policy-document file://PermissionPolicyQuery.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role create above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
1se
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echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. FBBATIGT , ARHESENSXENRER,
chmod +x createIRSA-AMPQuery.sh

3. HTESR.

£ Amazon Managed Service for Prometheus 4" VPC i 2

W REAEA Amazon Virtual Private Cloud (Amazon VPC) REEERH AWS &R , WA R VPC B
Amazon Managed Service for Prometheus 2 B2 FA N EHR, B0 LASE A LB AR KB Amazon
Managed Service for Prometheus §2 VPC &REE M T &E A B

Amazon VPC 2 —IH AWS fj# , ZAARZEHC ERNERMRE P KE AWS BR. ZAIRA VPC
RIZPFIEHMEEERE , Gl 1P it E5E, 7K. BAXRNBERFE. &5E#& VPC EH#E| Amazon
Managed Service for Prometheus , B2 EZ N HE VPC iw L& VPC E# R AWS IR, imEhiRfit
Amazon Managed Service for Prometheus WA 5, TERIER , BT FEMRULEE (NAT) BT
EIE8=R VPN E#R, MEHMEA , 528 (Amazon VPC R EIEE) FM M ER Amazon VPC,

' VPC i E 2 8 AWS PrivateLink 124t , AWS AT EEFAE IP B EEMHMARN N EER , E™
@ AWS IR < BRAAFAEEBEH. MEFHMEF , F2EEH - AWS IRFEH AWS PrivateLink ZB5&#&
XE,

LT &ERBERM Amazon VPC BWEAE . MERMKBAER Amazon VPC BIFFHEER |, 582 (Amazon
VPC EAEERE) FHAM,

A Amazon Managed Service for Prometheus 23 1 VPC U 2

BIYNHE VPC %%, LB A Amazon Managed Service for Prometheus, &R LAELL T IRIE & 18
U B E
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https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
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« com.amazonaws.region.aps-workspaces

BEZBIRIEETE , ENAIFEAE Prometheus 1AM API, INEFMENR , 552 (Amazon Managed
Service for Prometheus &) FHYEE Prometheus 3A AP,

* Com.amazonaws.region.aps

BELEEEBAUHTIEEEETE. NEFMHEA , 52K (Amazon Managed Service for
Prometheus £ A& /) H# Amazon Managed Service for Prometheus AP,

@ Note

MRBER A E B EFEEN VPC FEH remote_write , REIBFAEA AWS Security
Token Service B3I ST H VPC W3 , LLAFF sigv4 EiBiREEE, MFEEI AWS STS VPC

B EEMERR | 5526 (AWS Identity and Access Management fEF&1ER/) FH FH
AWS STS 71 H VPC im 3, BMHEERE AWS STS EAEA B tinF.

NEHEET, , SFEUNE VPC HBNESIET , HSH (Amazon VPC EREIEE) RWEIN
Ei# 5.

(® Note

EALAE A VPC i BBUR 2RIZR #1158 Amazon Managed Service for Prometheus /' VPC %
%Eﬁﬁﬂygo yuﬁﬁn¥%mﬁﬁﬂ nﬁ/ EET Eko

WMREE I Amazon Managed Service for Prometheus BN E VPC %% , MEEBERBERE VPC
FIETHEENER  BLEFASKEREBRNE VPC W%EE A, Amazon Managed Service for
Prometheus A A B AL ERERHE (FAD) RATIER,

#224#| Amazon Managed Service for Prometheus VPC i & i 17 EUig

ZALAER VPC i BhBUR R #2 ) Amazon Managed Service for Prometheus /M VPC i B #9 77 EY

B, EERYSERRRR , VPC REBRRBEEZTREN IAM BRBE, NREBRERLIKRR
EEEEK , Amazon VPC EUERBRKEZEUAAF TR FIRY. mBBEXTSERIEN IAM 55
ERBERIBBEENBER. EESTEDHWBRSESRinREEE < RBENF.

WMEFMER , F2B (Amazon VPC EAEER) PHEMA VPC in 225 AR HY F L.
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ERAEER

AR 2 Amazon Managed Service for Prometheus in B BRI EH], LBEX AT AES PromUser B9
F A &IEIB VPC iE# 2| Amazon Managed Service for Prometheus LAMR T4 EF#R AIBE4E |, (B8

WG ImEIHMEE TR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [
"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",
"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro0le/PromUser"

THEHIBRNRAEARFREIEE VPC RIEE IP Uit ERM . REHM IP LutBERBE K

.
{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
b
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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ERAEER

$H¥ Prometheus B Amazon S & RI&EEE5E

T3 & & v E B &% Amazon Managed Service for Prometheus #H B8R & i

&

429 HBIBRHIEER

- REDNEENEH

- REFERHESIREBE IS

- REZNHERFEHENERAR

« BHYAIE Prometheus fa] BR 258 HH 8 1B BR 1,
s RN —LEIBIEHR

429 BB R FIFE R

1TRE B AR

ITREHE,

MREEFNELTHEFIN 429 858 , AIEHFERE BB E¥ Amazon Managed Service for

Prometheus B HEEYEL %8,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error

remote_name=el3b0c

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499

samples and @ metadata

WMRERIBELTIEHIA 429 53R , AENFREBEBTHEERMAPEREBER Amazon Managed

Service for Prometheus HtZE,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error

remote_name=aps

url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/

api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many

Requests: user=accountid_workspace_id:

per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded
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MREFFNELCTHEGIR 429 858 | RTEBHFERZHBIB Amazon Prometheus ZEREHVIER (8
MRXBH) BFE , DR LAEA Prometheus A API i ERMEEZE T/EE, RemoteWrite

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

MRBEFNELLTHIEEFIRY 400 EEER , REBWFEREEBER DB FHIH Amazon Prometheus
TERKERE, NMENMRBECFERAPEEFIEENFHAEN  B2RRAFRFIIFERIE,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/v1l/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid_workspace_id: per-user series limit of 10000000 exceeded,
Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1imit: @ global limit: 10000000 actual local limit: 92879)"

wEEHEI Amazon Managed Service for Prometheus AR % Bt 88 A & 58 SR a4 18 iRV FEARE FR |
Amazon Managed Service for Prometheus Service Quotas

s
¢
&

BB EER S

MREEEEASATAM Prometheus ###H , BIFETE Prometheus #11TE#E L EANSEBRREZEE
EERMBR, MEFMER , 520 $EIXE Amazon Managed Service for Prometheus B 5 8] F ¥
EEMBREEE R

TR RERERERNN EtREE,
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B I E RGBS

BAR Prometheus B Amazon SERBEESKRFHIER , YHEPSERANFER LS — @&
5118

Pﬂ

N

MBEEHNERRRIEFEE , B2 EF Fout-of-order samplesduplicate sample for
timestamp, THVEEERsamples with different value but same timestamp. ELREEE
FErEABERMEIEZE Prometheus B9 Amazon RERBHNAFIRREFS ERFIER. MRESEAN
2EREEXEX THITH Prometheus AF IR , FREHERTEEEFIIEZBRERBEENKRA,
MRLNEFEERUGEERE K FRETHARSHARE,

EHNMMEENESHMES  IREREN L, FSBIEENXE 7 # Prometheus By Prometheus
& Prometheus B ZE PR EEHZ A O ut-of-order BrE &R,

HEFIER B BRI ERAS

® Note

B AR Prometheus B9 Amazon Z & RIFIRFCloudWatch FIE1812 , LAES#2 Prometheus &
REEAER. SEABE CloudWatchAIBEEHIheE , BT LAEE#E Prometheus ERMERAE
T, UABs LEBR&ISEEE,

MREEBTHHD —@EERAL , EAIFEREIME A —1E Amazon Managed Service for
Prometheus BEt88 , MUERILEIE., WMBFMEF , 528 Amazon Managed Service for Prometheus
Service Quotas,

- BIBBECEREN <value> BFFIRE , BFHBEEEERSRA,
- BBSEEEN <value> EFRSIRG  FHEEEISRSRE,

- HBIBREBURERS (...)

- FIBEARZSER (..) FH:'%s'

- EHEESERBRES (ZHERE  xxx. BREH : yyy)

- RENEGEHEINERRE  EHEIRAERERE

- BBRE, SERFHZAXIEE.
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&) A% Prometheus 3] B 25 BB R # .

Amazon Managed Service for Prometheus £8 T4 [E A {& Prometheus fa] R85 W & KL 2 1Y R B
5, EESHE Prometheus fAIAREFEIX ZE Amazon Managed Service for Prometheus (&R & | &
A LA7E Prometheus fAlfR2F L#1T TSI &, WMREEIEA Prometheus B BB Amazon Managed
Service for Prometheus Rl , A LAGEREINB BN REEE. WFRFMER , 5528 Amazon

Managed Service for Prometheus Service Quotas.
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B —E8EBLAEHR

&r¥t Prometheus A E Amazon ZERBENER TSRS ERRMEREE, TREARER AL
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A BAE A Amazon BREERHME EENBEFERE CloudWatch, MMEFHMENR , F20E £4A
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greater_than_max_sample_age

new-value-for-timestamp
per_metric_series_limit
per_user_series_limit
rate_limited
sample-out-of-order
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max_label_names_per_series
missing_metric_name
metric_name_invalid
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£ Amazon Prometheus SEE RGP HEITIESR
BEE SN AWS TS AWS EIRM BT BIHER. 516 AWS ERSETHESS -

- Z%&E (Bl , CostCenter, Environment, Project = Secret ), EBBFED KINE,

- —ERBERE (HlI0 , 111122223333, Production NERKERE) NiZAML. ZHREREBEER
LtERRERZETE, HERENERE K ERESESI K E.

ELEERARENR, SETHEESRS LIS 50 ERE,

EEAHBEERNMEEE AWS R, 552 AWS REEZEER , BB TS ERZEEE RS
REFTERBHER , MEHERSMEEN. Slw , S USHEENERERGEE RS Amazon
Managed Service for Prometheus TYE& AI £ LB k4G Amazon S3 RFETH. MEEBEL RN
HEF , BFBEEFERL AWS BER,

#£ Amazon Managed Service for Prometheus # , A LAZEEE TEEMMR AIFFEN A 2=/, B
FE##& AWS CLI, API =X SDK R#7i8, EBNBRELERWZR. BRTERAEERBER. A8
EMEEBRNTERMNRAUFATEZ[UA , BEFEA 1AM BUEEH HYE 8 R 15 Bh 1% & AT 1R b K B
Amazon Managed Service for Prometheus ER BB A B,

BERE
UTERRFERANER

- BEERNLRA 50 BEER.

- HIRE—EER, SEAEBLBLEARE—1  ESEEBESBREE —EE.

- BAEBRSIBRES 128 il UTF-8 LXK Unicode F 7T,

- RRAEREREA 256 {8 UTF-8 F2=XHY Unicode F 7T,
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- EBRREREIRIE. BAREEY  FRAEAETEBENRE , X B EmEERERFEE
ZRME, Bl , SREEMFMMA Costcenter., costcenter IEE CostCenter , Wit¥AMEEREH
MEES., BRHECLNERERT B R IEEE,

« BAFEA aws:. AWS: EAXRPNEBRSEARSIBHIENTE. ELERSE AWS AR, BT
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HEBTEETFEVREXSEURTFENFIE. SEBHEETFEH , BT
A sEEEARREHERFIEN IAM BXK,

MEAEE T BERBASERFTEZE Amazon Managed Service for Prometheus T/EEHIFEMENR |, &S
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. BERFEEIER (TR

- BEBFWEIERE (AWS CLI)

KEBHEZITEE (E8A)
B LA E R A S — ERZEZEEFHE 2 Amazon Managed Service for Prometheus TEE,

1. BARX Amazon Managed Service for Prometheus £ & , iR https://console.aws.amazon.com/
prometheus/,

ESEERYD , BEYRERET.
EBEMEIER.
BELEZEEITEENIERE D,
B#F Tags (BR) R ER.

=8 R AS BB I E Amazon Managed Service for Prometheus TEE |, SHZERVER. &
B, BREEEESR,

£ Key (£88) & , W AZEBNEE, BTLUE Value () P BEBHITZAE.
8. () BEHEE —EER , B8IE Add tag (FTIEER) —X.
9. BERTHRIEERN A BHREGREEE,

I T

~

HEBHIEEI/EE (AWS CLI)

SEAER T B S BRE S AZEE B AWS CLI & Prometheus A K Amazon SERBEIEE, EEHEE
MERE  BEMEETIHEE , 52/ B Amazon Managed Service for Prometheus TE[E,

FELSRP , HMBREESRESZMIRAN AWS CLI EHMEE AIRAE, WEFEFHER , FSHL

#& AWS Command Line Interface,

IR R S 5 E#1T tag-resource % , F8E IYEEH Amazon Resource Name (ARN) , 8% E
FEEBENEENENERLRSIE, BUUKEBE—BAERNEEIFE. fim , EEFEAMEERBRR
ZEE A A My-Workspace B9 Amazon Managed Service for Prometheus T/E[E |, —{E& A Status B9
BEEREHR  UKR—EEAR Tecan NEREHR K MESEBRESBNERER Secret M My-Team :

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring
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--tags Status=Secret,Team=My-Team

ERY S STEEEEARE,
BAETEENRR

ER BB EENMEBE AWS R , YWEBERENEFEER, BREXRKKENEMEER ,
AWS &R,

3
W
&
i

A

248 Amazon Managed Service for Prometheus T/EE (£ &

IEEI LAE A 2 A SRR B Amazon Managed Service for Prometheus T{EE BB ZH .

1. FARX Amazon Managed Service for Prometheus & , {4 https://console.aws.amazon.com/
prometheus/,

EEEERD , BEEDRERET.

BEMEIER.

BELEZEEIEENIERE ID.

B Tags (EH) R5|EH,

o > 0N

48 Amazon Managed Service for Prometheus T/EEHIZE (AWS CLI)
BIEETSILSRRER AWS CLI R TEEMN AWS BB, BEARNEER , EENEEZR.

FER IR S5 LT list-tags-for-resource . flil , BRITEENERSBNEBRELSE -

aws amp list-tags-for-resource --resource-arn arn:aws:aps:us-
west-2:123456789012:workspace/IDstring

XY, ke TEEREUNTHER !

{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
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mEIFENER

BUNSFRTEERENERE, SETUSESREE  SRBRAMTNER , WHE—EATEN
MO EBANMARNEFEARELEER,

/A Important

#m¥8 Amazon Managed Service for Prometheus T#HEZ&KE , AIXEZ TEEFIE, RiE
THEEERERE (W) EZ28 , BLRBRTAIESEAERSRIEREFEREFEEN
IAM BUR |, flanf# 7

#®¥8 Amazon Managed Service for Prometheus FI1EH (X2 A)

BT LAME A E 2 A RimEEE Amazon Managed Service for Prometheus T {EE+H BBV ZE R

1. BBk Amazon Managed Service for Prometheus F##& , L1 https://console.aws.amazon.com/
prometheus/,

EEEERD , BEDERET.

BEMEIER.

BELEZEEETEENITERE D,

B#E Tags (BR) R ER.

BEAEEBFEEIRE K FEFEUER, 50, FEEEEER,

£ Key (£88) b , RAZEBN BB, EALUE Value () P BEBFNEZAE.
(ER) BENES —EER , BiEE Add tag (FTEER) —X
ELTHTEEEKR K FRERTFEE,
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#®%8 Amazon Managed Service for Prometheus T/EEHIZEE (AWS CLI)
BB TILRER AWS CLI REF THEENEFER. EAUUSERERSIENERMEHMZIRSIR,

IR S P IT tag-resource T , IEELEEHEH 2 Amazon Managed Service for
Prometheus T4EEHY Amazon Resource Name (ARN) , i EZEHRE S| #MNERE -

aws amp tag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring --tags Team=New-Team
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BUUBR-—SERTFEMEEABRNER. BREERYTSREZERAEBNE M AWS ERH M
BREER

/A Important

BBk Amazon Managed Service for Prometheus TEENZER% , T EXTEENFEE,
RICEEBREBRZA , BLRETATESEAERSBIERZFERFEVEN IAM B
&, BlANRE1EE,

£ Amazon Managed Service for Prometheus (£ &) BRER

BT AR 42 & BIREER N TIFE 2 Br BB,

1. BB Amazon Managed Service for Prometheus 124 , I/ https://console.aws.amazon.com/
prometheus/,

ESEERD , BEEYRERET.

BEMALER,

BERECEERTFENIHFE ID,

#IE Tags (EF) R5|EH,

BEEEER,

SREMERNER , REIEE Remove (BER).
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#£ Amazon Managed Service for Prometheus T/EE#RZEH (AWS CLI)

AR T IS RE AWS CLI ARt THEEBRER. BRERITEREAMER , A2BBRERENTFE
ZFﬂﬁﬁl‘JEamo

® Note

R EMIBR Amazon Managed Service for Prometheus T/EE , A ZHREB S HMBRN T
EEFBER, EFFEERBRIFEZIBRER.
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R IR S IEIT untag-resource T , EELEBRER 2 THEEM Amazon Resource Name
(ARN) , MR BHREBNEBRSIE, W, £8 A My-Workspace W TEEPBRER , HEXR
€A Status :

aws amp untag-resource --resource-arn arn:aws:aps:us-
west-2:123456789012 :workspace/IDstring --tag-keys Status

ERY , L STEEETAAR. EERFHEIFEMEEBNER , BT list-tags-for-resource n
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%naiﬁﬁjﬁ%ﬂ AP % =t Fﬂﬁ

BEERUUERGERNBIIEE, cMIEK - RN EE (EREHY ) . EEAHBEIEREBIAN

I AWS BIR, EiBAR Prometheus B9 Amazon BRI , AR AABEAGEEHE (MIE
[E), BALEAEEAS. AWSCLI. API = SDK R, EEMNBRELERNER, RTEHE
B, ABRFEMRFETAZE I, FETLTE IAM BUER 5 A28 R 17 Bh 15 B HE 7T AR
Prometheus &RK Amazon SERK L E 2 HE),

FERARENERFREE Amazon Managed Service for Prometheus # B 848 &5 & 22 [
£

- BEBHEERIFEETRZEE

- RIFFRABEEAGEZEER

- IRERNBEAGESZEEER
RRBETETEEBRER

HEBRNEERABEENEEE

% Prometheus R BIBAH R EREHWZERE Amazon TERYE , TR EBAIMEEEER  IEE
AWS ERNFEHER, B, #—RNZEER (LB/EY) ¥ﬁiﬁ"| IFRRABFETEZHE, ERREER
%, TURBELEZEREN IAMBR , WEBERNEIE., SUUFEAZEAREEBHIE AWS
CLI Z Prometheus # BIF##Han & ZZ BI#Y Amazon 2 E R,

/A Important

HECHEERIBEGEEH e ERAAREGE ZANFIE, T8 BER
AT E A RS EARREHFIERN IAM BUX.
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NMFERLBEE  #ERFTEERNFEG R ZHANFMAER  F2H EYRAESR

FE
- BESFEERBENEZE (FEH)
- BERFTEEHRATFEPEZE (AWS CLI)

HERFEERAUFEREZEE (FEA)

BT LAE A ER A B Amazon Managed Service for Prometheus 35 BI B 40 & & 25 B #7118 — R 2 EE
%,

1. FARX Amazon Managed Service for Prometheus & , {1 https://console.aws.amazon.com/
prometheus/,

EEEERT , BEYRERET.

EBEMEIER,

BELEEETHREN IR D,

EE TRAEE, &R,

BEGETHEEBENRE , ARRE THEL .

BE TEUER, | THEER, .

£ Key (£488) B , M AZBHNEE, EULLE Value () P AEBIEEAE.
(ER) BEEFEE —EEE , F5EEE "Add tag (FTEEHK), —X.

10. ELZTEFEEER  FEERFEE,

© © N o 0o bk~ w0 N

KAZEH g E R EG R =R (AWS CLI)

EKBT IS RERSERHIE AWSCLI = Prometheus FHABEDEZCHEM Amazon ZERKE. &
EREEVEERSENEERABEGTET ESE SE A RREER EEZERR Prometheus B9

Amazon ZE R,

Ex_‘ﬂ‘*ﬁ%%ﬂlﬂ BARREEREZMRARN AWS CLI HEHEB AIRAE. MEFMESR , F2H

# AWS Command Line Interface,

|t

ERIHHE BT, #1T tag-resource S , AEEFBEEHW R A B EG S ZEIEE Amazon
Resource Name (ARN) , AR EEFHBEBENRSIBNE, SN ZEERTEERAFESD
BZEM, flm , EEMFEAMEZEEREZEL AR A My-Workspace B9 Amazon Managed Service for
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Prometheus i B Z=/ , — & A Status WEEREE® UK —BEA Tean WEEB LR K MEEBS
BIIZERE S Secret M My-Team :

aws amp tag-resource \
--Iesource-arn arn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name \
--tags Status=Secret, Team=My-Team

ERY , kB TTFEEEEMARE,

WA SR BB A = ERR

BRYUHYERFNEME AWS R , UEBRERNWFIHER. BESCKKNFHREN , F2HER

AWS EiR.
248 Amazon Managed Service for Prometheus #E RIB A B =M (X8 4) WER

& T LAME A =12 A KR B2 Amazon Managed Service for Prometheus 38 Bl B 48 a5 & 2= 8 48 R B AV 4
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1. BARX Amazon Managed Service for Prometheus £ & , fuR https://console.aws.amazon.com/

prometheus/,
HEEEERT , BEEYERET.
BEMALER,

BEELEEBEIHENIERE D,
EE THAUIEE, B8,
BEGEZEERE,

2

48 Amazon Managed Service for Prometheus T/EEHIZEE (AWS CLI)

AR TP RER AWS CLI RigR R AIFHE S B 2B AWS BR. ERNEER , FONFER
Ho

R IR S E#4T list-tags-for-resource G, Hli , MWARRAFE G B ERENER RS RFE
BEBE

aws amp list-tags-for-resource --resource-arn rn:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name
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BRY, K TEEEELUMTHER !

{
"tags": {
"Status": "Secret",
"Team": "My-Team"
}
}
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BRUSERERAAFEN S ZEERBMRENE. CUUUSESREE  SRERATNER |, XH
H—ETENFHNEBNERNEFESEBER,

/A Important

mESRAAFEDEZEANRL RSN EAFIE, REERNERE (2R AEBE2H , &
MBI T RS ARR SR IERZHFIERG IAM B,

#®¥8 Amazon Managed Service for Prometheus A RIBEH B ZE/ (X8 H) WER

BT LAME A E 2 A RimEEE Amazon Managed Service for Prometheus 8 Bl B 48 an & 2= ) A0 B B AV A2
N

1. BRX Amazon Managed Service for Prometheus & , L1 https://console.aws.amazon.com/
prometheus/,

ESEERD , BEEYRERET.

BEMEIER.

BELEEERETHRENIERE D,

BE TRAEE, B8,

BEEGEZENER,

BEEEE  EER

CEEEREERNE, FE "E) hEAKHE,
EEMRHMER K FEE "HEER, .

10. ELTHTENGESERE  HEE ®#REEE. .

© © N o g b~ 0D

RERAFEGTETZHER 214


https://console.aws.amazon.com/prometheus/home
https://console.aws.amazon.com/prometheus/home

Amazon Managed Service for Prometheus EREEmR

#m¥8 Amazon Managed Service for Prometheus & RIE#fHfn & =B ZE (AWS CLI)

AR TIZRER AWS CLI REFRAFES B ZANER, SIS EREGRIBNEIHEH
b3R5/ 8,

ERImEE TSI , #1T tag-resource I , EELEEFHEEA Amazon Resource Name (ARN) ,
WIEEFBZRSIRNERE :

aws amp tag-resource --resource-arn IN:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tags Team=New-Team

R EFE A EEBRER

BULBR-NSEERUFEGE ZAHEEABRNER. BRERLTSREZFERMEEABIA H i
AWS &R+ MR R R

/A Important

BRERNERIRSESEZERNFIE. RERBRER N  BLRBEMATESER
EREW\IERZHERFIERN IAM BUX |, flHE#ETE,

£ Amazon Managed Service for Prometheus R RIB G R EE (X H) BRER

BULEREES  BREREFAFED S ZH BB,

1. BB Amazon Managed Service for Prometheus £ & , fIR https://console.aws.amazon.com/

prometheus/,
ESEERD , BEEYREKRET.
BEMAIER.

ERESEEEIHRENIERE ID.

BiE THRAEE, R,
BEGEETENERE,

BEEEER,

REEMBRAIZESS |, 252 Remove (BER).
SR Z & , F#EE Save changes (REFEEE).
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#£ Amazon Managed Service for Prometheus 18 B 848 ip & 2= BB REEK (AWS CLI)

BT ISRE AWS CLI ARRAIFEG S ZABRER, BREBATSKEAMER , RAEBRE
BANRUEED S ZE 2B EE,

(® Note

R EMIBR Amazon Managed Service for Prometheus # BIE#Har &z , BIFFEZEREHE
SRCHBRTEZEPBR, EFXERBRTEZEZaBRER,

FERIRBE S TS IT untag-resource T , IEELEBRERMN R BB R Z B Amazon Resource
Name (ARN) , S\ R EEBKRERWERSH, Hlt0, £8 5 My-Workspace W TERHBIRER , H
EEL®A Status :

aws amp untag-resource --resource-arn IN:aws:aps:us-
west-2:123456789012:rulegroupsnamespace/IDstring/namespace_name --tag-keys Status

ERY , kW STEEEEAAS. EERFBHEEEMHEENER , BT list-tags-for-resource T H
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Amazon Managed Service for Prometheus Service Quotas
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EIEINHSABTEA/L, NRFEREMAIERFFTEREH , ISRERER, REFEEITNRE
BHESHE LR, S#FENNHTERHSETFRERFNEDRRERE, MRSETFENEIUE
RERER 170, 000 , AR EFATEOBRTERSSFY 170, 000 EFH.

MRENTHERESYHEE 1, 000, 000 BERES , ENREFFESVHBOATER. AR, #AfF
FFRRESMEERMIER 170, 000 @74 , EXEER 1, 000, 000 EFFHEATER I, MRTERH
B, AIEuBEZNRErESE 6 YAREHSEARE,

® Note
RS ERRBERPRE, MREE 100 BB TH , XEEEHF 101 BELEHIHNEER , BIEE
EREERIESE, Amazon Managed Service for Prometheus TEZ 95K, REEBE A

WEEeR , BULUERER (HARABIIEB-BRFEER )
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BAFEFIRETRER , TFESRENESERNEM, SN EEREE/RERRERE
B MREMEERAHERER , ARFIFETEEIHSEARE. flU , MREESFHEEFIRE , BTN
RBSYHEL 170 , 000 BER &L, ABESVEMDR 170, 000 BEREARE , FEITES R
MERERARE,

A ENE R Y E A PR

SRR TEEMER | Amazon Managed Service for Prometheus thi8 THIEEAER, BLERT
HE,

- EREEGER 1 /NFRVIEREH,
- BESHFANTFREENBLERTERRH,
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E AR Prometheus B Amazon BIERIE APl &2&

B AR Prometheus B9 Amazon ZERIFIREMEEIM AP :

1. AR Prometheus API By Amazon 2 E R — B4 AP| AJZE & & ¥ Prometheus TEEZE I M
EE Amazon ZERY , SEITEE. MEER, BELEEETFZ, AUBEEAGS=ENGE&KEER
B, ETILAEA AWS SDK (ERARBERENRFTEES) HiEL API B,

2. B2 Prometheus HHAH APl — E AR Prometheus B Amazon & E RIS X EE Prometheus tHAH
HTTP APIl, B API A EZ R B BT EARER. BBt ITERE. BHEMRERTERES , URE
F Prometheus &S (PromQL) EFRERER W EEFH),

A Ei%|H Amazon Managed Service for Prometheus FFsZ B89 AP| ¥ & BHEE,

MFERY, BB AP FFRECHEAVAEBIER , 5526 Amazon Prometheus ZE R E A EERHHY
i# AR Prometheus RFEELEER Amazon ZE R

ES]

« Amazon Managed Service for Prometheus API

« Bd Prometheu f8A R API

Amazon Managed Service for Prometheus API

E AR Prometheus B9 Amazon S ERIFIZM API #84E , A Prometheus TYERE I MM E L
Amazon 2 ERK. ESIEANIERE , MEE K BHREERTEE , FAEGSZEHEF B ECHEN
APl,

WMEBEAR Prometheus APl B Amazon ZERBHIFMER , 552 B Amazon Prometheus API 2&
2%,

BB SDK fEE AR Prometheus B Amazon FEE IRIE AWS

AWS BB EH ( SDK) ATRARFZRITHWIEES . =18 SDK #iRM API, BXBHHINX
f ERBASERHAEERMAEBANESEE AWS ERER. MEKFES BN SDKNITERF
E K F2HAWS AEAEHR LN AWSEETEH,
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® SDK iR

BAEBREERRIRAHN AWS SDK AR EHEERHERAVEAEAM SDK |, #E SDK R
HE&MMRE, AWS SDK REERIMBIFEMINE , ARBZEMHEHR.

B3 Prometheu tHAH API

Amazon Managed Service for Prometheus & 82 Prometheus & APIFEEH API,

MFEHBEALR Prometheus A AP| WEHAEF, , HSM. EAREBBABHHES APIs

ES ]

» CreateAlertManagerAlerts

* DeleteAlertManagerSilence

* GetAlertManagerStatus

+ GetAlertManagerSilence
* GetLabels
» GetMetricMetadata

* GetSeries
» ListAlerts
» ListAlertManagerAlerts

» ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences

» ListRules
+ PutAlertManagerSilences

* QueryMetrics
* RemoteWrite

CreateAlertManagerAlerts

CreateAlertManagerAlerts fE¥BEITEEFEIE T,
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BHH HTTP B34 -

POST
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/alerts
URL EHZH :

alerts W% , HpSENHAR—EER. ATRERYARENSESL

[
{
"startsAt": "2021-09-24T17:14:04.9957",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
I
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
},
"generatorURL": "string"
}
]
a5 R #2451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"labels": {
"alertname": "test-alert"

}I
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"annotations": {
"summary": "this is a test alert used for demo purposes"”

}I

"generatorURL": "https://www.amazon.com/"

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence MBR—REERES.
BEMH HTTP BE :

DELETE
BE¥ URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID

URL EfIZE : &

FA R EE 4

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551
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HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus HENEREBE REESMRENER.
B HTTP B85 -

GET
BEM URI :

/workspaces/workspacelId/alertmanager/api/v2/status
URL EHZH : &

#A R gl

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
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"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n
follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:
\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-0\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {}\n topic_arn: arn:aws:sns:us-
west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n
message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:
arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a
\ntemplates: []\n"
.
"uptime": null,
"versionInfo": null

GetAlertManagerSilence

GetAlertManagerSilence HENVEE — BB TEENEN.
BMH HTTP B35 -

GET
EH URI :

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URL EFHSH : &

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551

GetAlertManagerSilence 229



Amazon Managed Service for Prometheus

ERAEER

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f86f973",
"status": {
"state": "active"

1,

"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",

"createdBy": "test-person",

"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels
GetLabels {F3 & #EE B2 f5 RS 5 51 A BB AV 2 8
EMH HTTP 837 :

GET, POST
BEM URI :

/workspaces/workspaceld/api/v1l/labels

/workspaces/workspaceId/api/vl/label/label-name/values bt URI £ GET 5%

SN
/:Ito

GetlLabels
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URL B2 E :

match[]=<series_selector> EEFJEERCIH , EEERTIEBNEREZBNF, EA,
start=<rfc3339 | unix_timestamp> FRAKEEBE. EH.
end=<rfc3339 | unix_timestamp> EREEEHT. EH,
B miaR /workspaces/workspaceld/api/vl/labels
GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: 0O,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0
g HIofE /workspaces/workspaceId/api/v1l/labels
HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435
Connection: keep-alive
Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon
vary: Origin
{
"status": "success",
"data": [
" _name__",
"access_mode",
"address",
"alertname",
"alertstate",
"apiservice",
"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area'",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
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"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",
"buildDate",

g IFER /workspaces/workspaceld/api/vl/label/label-name/values

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

g2 € /workspaces/workspaceld/api/vl/label/label-name/values

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

It GetMetricMetadata fEX S B st B REEUERNAARATRER ., T2RHEBRFHEER,

EHBERNENERZH—EYHER , EFSERSIZARAELFREE , MEEERI MW PR
ERYHRE  EEVHESETENREENIERRERE.

GetMetricMetadata 232



Amazon Managed Service for Prometheus EREEmR

BHH HTTP B34 -

GET
B URI :

/workspaces/workspacelId/api/vl/metadata
URL E#ZH :

limit=<number> EENIEEEKEE.

metric=<string> AREHEEPRERNERRE, NRBUBEAREZA , ASHENAEERS
RER,

AR &I

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T1937257

User-Agent: Grafana/8.1.0

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

Transfer-Encoding: chunked

{
"status": "success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",

"unit":

]I
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GetSeries
It GetSeries X SHMT AR EERENKEFIEE,
BEMH HTTP Bh3d :

GET, POST
BEM URI :

/workspaces/workspaceld/api/vl/series
URL E#ZH :

match[]=<series_selector> EEFYZERSH , BEEHELONFY, ELLERHE—E
match[] 5I&.

start=<rfc3339 | unix_timestamp> BIAEESERE. EH

end=<rfc3339 | unix_timestamp> EREEE. EH

AR EE

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode
'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode 'start=1634936400"
--data-urlencode 'end=1634939100' HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip
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"data":

"status": "success",

[

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": "node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"

},

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal"”,
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"

I

GetSeries
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ListAlerts

ListAlerts X ESHIMITEEFRBIRAFRHE TR,
BMH HTTP B33 :

GET
EM URI :

/workspaces/workspaceld/api/vl/alerts

FA R EEHI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
"data": {
"alerts": [
{
"labels": {
"alertname": "test-l.alert",
"severity": "none"
I
"annotations": {
"message": "message"

}I
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"state": "firing",
"activeAt": "2020-12-01T19:37:25.4295659097",
"value": "1e+00"

]
iy

"errorType": ,

"error":

ListAlertManagerAlerts
ListAlertManagerAlerts BN ITEFEEREE SR H R ERNWMHEEENR,
BME HTTP 85 -

GET
EM URI :

/workspaces/workspaceld/alertmanager/api/v2/alerts

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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{

"annotations": {
"summary": "this is a test alert used for demo purposes"

iy
"endsAt": "2021-10-21T22:07:31.501Z",

"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

}

1,
"startsAt": "2021-10-21T722:02:31.5017",

"status": {
"inhibitedBy": [],
"silencedBy": [],
"state": "active"

+
"updatedAt": "2021-10-21T722:02:31.5017z",

"labels": {
"alertname": "test-alert"

ListAlertManagerAlertGroups
It ListAlertManagerAlertGroups XN ITEEREREESPARENEREEEE
B HTTP 85 -

GET
BM URI :
/workspaces/workspaceId/alertmanager/api/v2/alerts/groups
URL EHZH :

active HM{E, MRA true , AIEEMNEESISEATER, HRES true. 1EA

silenced HtfE, WRE true , IEONFESTEBTZTER. ARES true. ER

inhibited H#{E, MRE true , AIERNBERSIFMNFIER, FERES true. EA
filter FHMEF|, EBEBRAKBHEBENXNEE, EA

O

ListAlertManagerAlertGroups

238



Amazon Managed Service for Prometheus

ERAEER

receiver F&H, —ERANREXNFSERERMIBHZNER. ER

AR &I

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/

groups HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z7
User-Agent: Grafana/8.1.0

(o] FE &6 451

HTTP/1.1 200 OK
x-amzn-RequestId

1 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 443

Connection: keep

-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json

Server: amazon
vary: Origin

"alerts"

{

i
"annotations": {

"summary": "this is a test alert used for demo purposes"
.
"endsAt": "2021-10-21T22:07:31.501z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

}

1,

"startsAt": "2021-10-21T22:02:31.501Z2",
"status": {

"inhibitedBy": [],

"silencedBy": [],

"state": "unprocessed"

}I

ListAlertManagerAlertGroups
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"updatedAt": "2021-10-21T722:02:31.501z",

"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}

ListAlertManagerReceivers

ListAlertManagerReceivers fFEXSHNEBREEEPREZWINWHEEBER.

BXW HTTP Bp5 :

GET
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/receivers

URL EfIZE : &

AR g

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers

HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

(=] FE €551

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 19
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Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

"name": "sns-0"

ListAlertManagerSilences
ListAlertManagerSilences MM ITFEEFRENERFSHBENR.
B HTTP 25

GET
EM URI :

/workspaces/workspacelId/alertmanager/api/v2/silences

AR g

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

ListAlertManagerSilences 241
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"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
},
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

1,
"startsAt": "2021-10-22T19:32:11.763Z"

ListRules

ListRules SHIMABE TFETHEERUNERA,
BHH HTTP B3 -

GET
BEM URI :

/workspaces/workspacelId/api/vl/rules

AR EE

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

ListRules
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(=] FE £ 51

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"status": "success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3},
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
1,
"errorType": "",
"error": ""
}

PutAlertManagerSilences
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BHH HTTP B34 -

POST
BEM URI :

/workspaces/workspaceId/alertmanager/api/v2/silences
URL EHZH :

silence REXBENYH., UTAHEERK :

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
a5 R #2451

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

"matchers":[

{
Ilnamell : Iljobll’
"Value" : Ilupll’
"isRegex":false,

"isEqual":true
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}
1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"

(o] FE & 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics EXFMEEE - KEMIE —ERBHEEANEKES.
BRH HTTP 854 :
GET, POST
B URI:
/workspaces/workspaceld/api/vl/query It URI S1EE — R ML EIRENR,

/workspaces/workspaceId/api/vl/query_range It URI & —REEEBERWENERE
#Ho
URL E#2H

query=<string> Prometheus REXEHFH, AR query M query_range,

time=<rfc3339 | unix_timestamp> (EH) BELEE—KEER query M EIERH , BIFEME
H%’Faﬁﬁéao
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timeout=<duration> (#A) FHRK. FHRANH -query.timeout EENEMLR. AR
query # query_range,

start=<rfc3339 | unix_timestamp> ZRIEEMEA query_range EFRFREIEE , RIFER
H%Faﬁﬁéao

end=<rfc3339 | unix_timestamp> BRIEEMEA query_range EHREEE , A RFR
&,

step=<duration | float> Ef@EMELSREE (duration A H float ). RABEL
IEEMEA query_range EFRREEE , Y ENEEHAXERT AIFER,

Duration (3 #885R)

B3 Prometheus #& API B9 duration , BEMENEE T HEH —{FEE( :

ms E¥

s®

m 53§

h /NEF

d X, BR—KEBL 24 K
will, BR—ARE7TX
yE,BER—FHEE 365K

A R gl

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

(=] FE £ 51

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
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Content-Length: 132

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3,
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite EE & FAZEENKAAIEZER Prometheus fAIREEE AiRi% URL, BE , ZHEEH
HAWAF (B0 Prometheus A BRES) HMFALIL4EZE,

BMH HTTP 57 -

POST
B¥ URI :

/workspaces/workspacelId/api/vl/remote_write
URL E#2¥ :

ANNY

RemoteWrite HEEUEZR A& 70,000 fEEA , HEZRE K/E 1,000,000 B
FA R EE 4
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(® Note

BRI RXBETE L | 552/ https:/github.com/prometheus/prometheus/blob/
1c624c58ca934f618be737b4995e22051f5724¢1/prompb/remote.pb.go#lL 64 K1 & EE EE
o

(Gl FE &6 451

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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