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TER— AWS REREFBHE ?

® Note
Amazon Pinpoint BV # BB A ThEERER A AWS RimfE A E A

FEBFER AWS EAEHIE |, BULUEBHBENEEELAHZEEN , LRSI ERAENERE, &M
SEER#X MR ( APNs ) |, Firebase EHEE5E (FCM ) , Amazon :%{#HEE5E ( ADM )
FEEHEIE,

x5
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® Note

& B LA FHAPNs#% H B 8 3% 2 i0S 7% ( #I40 iPhones MiPads ) BA& macOS & f& ( fin
Mac EEEABKMA M ) L#Y Safari BIE:R.

« Amazon #f{EHE ( ADM)

FE — AWS iz fE & A S HE
HERFREREFIENTESR , BHRLBBEHACLL RAPI,
SEABERATHNEREE T— AWS BIEAEALHR,

AWS EREFARHEERA

BUNERTEYRER "#H AWS EFAS#E ERA Web /T H. MRESEM AWS IRF |
BT BAfEFE— AWS MEAFEFRAEHIAEE S AWS Management Console,

AWS Command Line Interface

FRTRIRBRNGTE AWS REEE), £485E. macOS # Linux £X# AWS Command
Line Interface ttIhEE, EEMEBHERMNEZEH AWS CLI , 55Z2BAWS Command Line Interface
FREERE. BAUE (BH2E) P "— AWS REHABEAEHIE ) AWS CLI 55,

AWS SDKs

NREREBEAREZSREERARFNERAFEREAL  APISMARBBHTTPHERFEXR ,

Al AWS REEHTTPS , RHIKEE  AENHAER, ELEEXAERHTEBLTHFNERIGE ,
PlINNZEHBER, EXRER , UREEEROE, SEEYRAURBLEETRREAKREM. W
FAMES  FSREAWSLEENTE,

[& 430 A A 1

AWS — iR fE & F S HE R AWS B RER. BUM. SEMMAFNRHUBERE. £8EES
F, AWS #EZETRAEL. EETRAESSEEERREH A BULE, KIE, SHXE. SEK
MR ERMUES, EELAAEATARRHUIFEESERN TRAENBE | B BSEERREE&E.

FHL— AWS R fEA &R EHZ 2


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://aws.amazon.com/developer/tools/
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EERABEMS AWS [EBiF , F2RETIETE AWS [EiF ZE IR 0] UE A B Amazon Web Services
—ksE, NEBMRMUEAEGAKEN AWS FIERIEFE , URBEESNKE  F2HTH
Amazon Pinpoint FIAWS AR 7 i 24 Y in BLAPI R EL#E . Amazon Web Services — X2 EZMEHE—F T
BEEFSZAARBHENEN , F2E AWS £IRE#RH,

35 7] A 1


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://aws.amazon.com/about-aws/global-infrastructure/
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iXiE—{8 AWS IRF

B LERZE AWS REAFHRHEREREEBAREINENERER 88 L4 AEE AWS
kFE EREANIAMER, E—E AWS tkF th il LAREABIRES AWS L£RRH.

ES -]
« A —18 AWS IRF
- BEVEREEFHENERE

M —1E8 AWS R

WMRIERE AWS IRF | FB5ER T I5 R E M —EH B8R,
B EEMEA AWS tRF

1. $TBEhttps://portal.aws.amazon.com/billing/zx it
2. FHEERLETRET.

HoEMEFFEBRE |, Y ESHREE A RIS,

BT —{E AWS IRF , — {8l AWS IRFRERECEM., REMAEZTUEIRE AWS BR#% M
IREFNER. FRAZLHREER K FHEEFIEERGERE  YEEEARERERATE
EREAEFIENES.

AWS FHBREEKE , ERERIERPEFEHS. B LFERBITE hitps://aws.amazon.com/IFiEF
TERHIES . | REEIMNRFEZBHAERENIRSE,

BV EREETFHHERNERE

HEIEEEM—E AWS IRF |, REEH AWS 1RFREAE , BUA AWS IAM Identity Center , L T &
MEEERAE K ERERMTER root EAEMARBEEIE

REEH AWS IRFIRERE

1. & A AWS Management Consolei@iBi### Root i W& A BWIREFIE & AWS tRF E 74
ik, ETT—HEF , MABHNELE,

Ff—18 AWS tRF 4


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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WEMFHA root FREZEANGRA , F2BU root FHES D EA AWS XA AAFIEM.,
2. AEH root FAEMRBMZRERERE (MFA),

WFEET , F2RR/ENMFARBERAEREE AWS IRF ERAEREEP root IAM E£RE (£

2a).

BYEAEEFRENCERE
1. BAIAME 7B BIH O

MERTR , BZEEAE AWS IAM Identity Center H1H AWS IAM Identity Center Fi F 18/,
2. HEIAMEZREBIP LR  SEEFREREFEAE,

EEZMSEREA IAM Identity Center B # #MABNE 2 EBIRER , FSBUERESREERE
ZEL IAM Identity Center E $& F ) AWS IAM Identity Center Fi F 15§/,

LERERFRENERAESSEA

EEFERAEH IAM Identity Center fEAEZ AURL , BEFEARIYIAME 2 #8 AP OEREREEE
BEFHHHU BT AER,

MEFEAAME BB POEREEANRE , FSEEA AWS FRAOMAYL AWS EA AFE
28

EREFIEREHMERE
1. 1E IAM Identity Center 7 , BV EREMARKKBERERNREFEEINERE,

MEER , 552 AWS IAM Identity Center A F {5/,
2. BERAERREFHE A ARUZRFEERE-—ZEAFIVE,

MEIET , FFSEFIEEE AWS IAM Identity Center Fi F 38R,
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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BIREA — AWS fRfE A EF B HEIE

EERE "—AWS REAEAEHE, K HTHENEEHBEINGEZNERES , SXALRERE
FEA AWS EAEHIE ) BAS Eﬁz"‘ﬁ’ﬂgﬁﬁk‘tﬁ’hm IR R 2 A B R EUR A 268 F Y #EX
BARM

- W% Apple #IBBEHRE (APN) B ,
&8 1D A Apple BUSHFERS %m

- B Firebase EJHEEIE (FCM ) BiE , ATLUEIB Firebase 2 H A EM , 5528 Firebase &
HEEE.

- FHEBERE , F2HREE.
- BB Amazon KERSFH (ADM) BEAEHR

ﬂliH.

S/ Apple R ABRBPXHPHR Apple BRIEINE £ I8

s

ZHRMEEAER,



https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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BUERAEXYRAEREE

BYBAFEVE AWS ARASYRAHEBENRE , Tl - REAEARE ) REXHEEE
Ao

EFTX
Application (FEFER)

EREARMEAE "— AWS BERAEFEHIE  RENRTFEESR. XERAEFREFREN Amazon
Pinpoint ZRi& , & EBMMERE.

e

— AWS RREFAEFAEHEFIERANALREZ S | LUINRFEBAPNSERE Token, BAILUEBEHN
Apple A BIRFEBHZ M,

MRERHFEZESW , "—AWS RERAEFA LR SAPNsHE EEENSEHEBHNER
Token E1TERE, EAKBTR , LU ERBAEEAEAPNsE ERENDBRER.

RERTE , CHEBLRTLEY. LABRUANEELH X MAZKTEEEFE. £
AL AN EELRARSBRARR. AHTSER , HSH Xcode BEHWAPNSER 56
BESIETEE.

B

—MRBEA AWS E A B KA S EIA BB HAPNS I AR EMTLSBE . APNSBE AI[E R &
AERIBNDERR , S URAXEDRRE. EALUEBE Apple FREABIRFEIEER.

BREE—FHBY. RESEERE  CAERIIEE  RAEEBREME THEAAWS
FEHY, | UEHHEENEY, EWESEL | BSH Xcode WHHWAPNSEATLS R B
TBIE,

DERAF

HETUEREMHEEABEECH , EEERRWHEEABRKRE. NFIERINFMESR
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https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/deva05921840
https://help.apple.com/developer-account/#/dev82a71386a
https://help.apple.com/developer-account/#/dev82a71386a
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METIHEREYERARAIRAEHEERE, fEXRLERF  BRAFEGARREXSE, &7

SR BASEREMHIAEE,

1.

R T— AWS fRERAEASHIAEE S hitps://console.aws.amazon.com/push-
notifications/,

BERVERREN,
HERARNEE  BALEREANERE,
(EEM) MERIEFM S ERREUA Apple H# 5B KR (APNs).

a. #HM Apple HBEABRE (APNs ) |, FFIEERHA.
b. #HRN "HRBEEE, K FEE:

i MREEE TEWFBFL |, FRMA Apple BBASIRFHNTIER. AWS —REAE

AEHEF R EF T ERERERRE Token,

- 288 ID - BRIGEBLB|H D,

- HIBBIF - FEAE I0S EARERM ID,

- ERKEBI - SBIRIE Apple BAZX A B0R S EBKAY ID,

- BESH -LEEURTESBE | £ Apple B ABIRF TERH .p8 EXE.
i. MREBEBIBAES  FRUETIERA

- SSLBE — BEM p12 BETLS.
- BEREH - MREEABIRERER , FELERA
- BREL-EZNEFANEREER.
( & ) FRRAESBRA Firebase EHEEE (FCM ) ,
a. ¥ Firebase EHEEE (FCM) , FHEEZERA,
b. #HRN 'HERBIBEE, 6 FEE:

i HRSHEEBR (EEB)  FRE NEEXM | RARBELENRFISONI .
i. HRBTREBR, FWAAPIZR,
(EEY) FRRLEEESRBABESHEE,

a. HRBEEHE K FRERERA,

BRF


https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/

AWS $R R E LB % (&SR
b. HRAPIZR , W ALHNAPIZER,
c. HRWERR A FBWALHER,

7. (EEMN) RRBRUERASBRRA Amazon K EBH.

a. #HM Amazon REMFH , FEERA.

b. HREF ID, FWALNEF ID,

c. HREFEE A6 FWALZHNEFEE.
8. EEEVEREIN,

=R 9
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FREXEE

AEEN T ERMEREMHIAEE,

ERRB— AWS A% A & A B #E3X F 2 & https://console.aws.amazon.com/push-notifications/s
EEQELNHEEIEBNEARR,

(E#EH) B Apple #HEB R (APNs) , FEBBRAA

( 78 ) ¥ Firebase EHEEE (FCM ) E%%F?Eﬂlﬁﬁo

(& ) BRBEEEHEEREA,
(RIEM) B Amazon £EEFH , FHERBA
BEREEE,

N o o bk~ w0 D=



https://console.aws.amazon.com/push-notifications/
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BiXAR
"~ AWS BERERLRRE ) AP THUSEZ B REBARSERERSE, SO0 ERYERE
hl , ETLUERELAEH , FAPHBEF AWS SDK. AWS

B LAERELES] , BB T — AWS BRERAEASHIE ) XEANEMHEE N REEE BB,
Bl , AWS RRIKFAF HEHMIATIFLITRIE  Firebase EHEEE (FCM ) |, BRHIXE R
(APNs ) , BEE#IXT Amazon R{EHEEE (ADM ) .

NEAERYN. BERVNBENESEXRHS , F2EEHEHH.

(® Note

ERB1B Firebase EHEEIE (FCM ) IR EHIX B , FBGCMEMI AWS KA FHE
BEEHXARERAZBREEBAPI,, AREEEEE (GCM ) RIEESR 2018 £4 B 10 HEA
HEE, T1B, "— AWS RAPIMEAEFABHE ) SHEEBCCMRBEIER AL EAFCMAR
KER  UHEEFIERGCME CHIRE CAPIEXIBHER K,

GCM (AWS CLI)

THEHIEERABEIASREEGCM#EREBEH, AWS CLI Replace (BIfX) token EBRIEHIME —
Sh 611e3e3cdd47474c9c1399a50example SRIGH) FERTE FEBS .

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I

"MessageConfiguration": {
"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"SilentPush": True,

"Title": "My sample message",
"TimeTolLive": 30,

"Url": "https://www.example.com"

}

THEflEFEREEAEREEGCMEREH , LFEAFTEES®E. AWS CLI Replace (EifX)
token EBERIBHM —S 611e3e3cdd47474c9c1399a50example BBIEHIERREFEEZRTT.

7N

aws pinpoint send-messages \
--application-id 61le3e3cdd47474c9c1399a50example \
--message-request
"{
"MessageConfiguration": {
"GCMMessage": {

"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n J,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
},
"Addresses": {
"token": {
"ChannelType":"GCM"
}
}
)

\ --region us-east-1

THEfEFEABEIALS , EREIASREEZTEFCMVIFAR AT NWGCMHEEBA ., AWS CLI
Replace (BfX) token BB IBMME —S I 611e3e3cdd47474c9c1399a50example ERIRHIFE
BAREFER

aws pinpoint send-messages \

--application-id 6a2dafd84bec449ea75fb773f4c41fal \
--message-request

{



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmV1lMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n ],\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \'"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n ],\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {3,\n \"sound\": \"string\",\n \"badge\": 5\n }\n J\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n 1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964,\n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744
}
},

"Addresses": {
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token: {
"ChannelType":"GCM"
}
}
)

\ --region us-east-1

WMERFEA ImageUrl field forGCM , AIEREMK FREABIBBEAZE , BiR
Apinpoint.notification.imageUrl , EER LRSI EBHERFFEEA, BEA
RawContent SUR MM BIRENRE |, HINAEENERAEFE ZER AWS Amplify,

Safari (AWS CLI)

IBEILAER T— AWS REREFAEHE, | SABRFEAZEFEH Apple Safari B EBIEEFH macOS
E, ZEEAT Safari BIER K Y EETCERAEARS , BEENERABFIEREEBY. &
PUEBE Y EERGASASNHERBENEL |, 7 Amazon Pinpoint £ AR EEETHE
HARFIEERBAERS , LUEEKEN,

(@ Note

X EIEH Safari MEBERRMN macOS FRMERNMELBER K FTENFHREM, &
IEE i0S %1% ( #l%0 iPhones 1 ) FEE EiPads,

EEEAR Safari MEBES Y EEERRAERR, RAFASREHLERE aps HE+FEE—
&l url-args FE%|, TE url-args FESIFEERSHIBBANEIX R Safari BMEBIESS., BOINES
[y aEgE—ZH %k,

THEHEFERAEETLE , BBEHEEE Safari FHEBESS, AWS CLI Replace (BUft) token &
BHRIEWMHE—SIE 611e3e3cdd47474c9c1399a50example BRI FE TR FAZ AT .

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}

}I



https://docs.aws.amazon.com/pinpoint/latest/userguide/message-templates-creating-push.html#message-templates-creating-push-raw
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns-message.html#campaigns-message-push
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns-message.html#campaigns-message-push
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"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":

\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"

}
}

)

\ --region us-east-1

WNZE Safari BB AWM ER |, 5528 Apple B A EBuE EWERE Safari #EEE 4,
APNS (AWS CLI)

T 5 €IS 8 A S REEAPNSHIEB A, AWS CLI Replace (BXfX) token ERER

BRI — 5 | 611e3e3cdd47474c9c1399a50example EBIENERREFERS , UK
GAME_INVITATION EFM—EZHT,

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
by

"MessageConfiguration": {
"APNSMessage": {

"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

}
3

\ --region us-east-1
JavaScript (Node.js)

{8 At 85450 AT JavaScript £ Node.js F{E A AWS SDKEZXHIBEEBEMN, LEFERECRK
JavaScript £ Node.js FREIWFZE T, SDK
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LEStERBREAFEARANBEAENER  EERE FRAENERSRNALRFIEIE, MEFH
&R , 528 Node.js BIZ A B8R JavaScript FAWS SDKHY H #Y 55 TE 58 75 o

'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
'token': 'a@blc2d3e4f5g6h7i879k011m2n304p5q6r7s8t9udviw2x3y4z5a6b7c8d8e9f0!’,
'service': 'GCM'

};

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the
// delivery of the message is optimized for battery usage on the recipient's
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// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.
var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {
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'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'ADM'
}
},
'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url
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i

return messageRequest

function ShowOutput(data){
if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]
== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {
var status = "The message wasn't sent. Response information: ";

}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default' });
AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });

//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);
1)
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SendMessage()

Python

£/ AWS SDK for Python (Boto3)#& Lt i 5l FiA #X B A, EREEFIRELCSKLELFRESDKT
Python (Boto3),

HEfltERBREFALANBEAERER  BEERE £AENERERANLEFINER. WEF
&R , FSEAWS SDKEHE Python (Boto3) APl & & £l 25

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"AWS SDK for Python (Boto3).")

# The application ID to use when you send this message.

# Make sure that the push channel is enabled for the project or application
# that you choose.

application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

20
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action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'GCM'

I
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

21
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}

elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

},
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "BAIDU":
message_request = {
'Addresses': {
token: {
'ChannelType': 'BAIDU'

I
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url
}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

22
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I
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request
# Show a success or failure message, and provide the response from the API.

def show_output(response):
if response['MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":
status = "Message sent! Response information:\n"
else:
status = "The message wasn't sent. Response information:\n"

print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.
def send_message():

token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)

23
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send_message()
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
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RiEE— LR ERER AWS SHHENEARIBENETEFEEBR. NFFHEEF , F260 AWS
ZEENRKH AWS (FHERER) PEH TFERENIAMEERRE,

- ERABREERER — ELEARAURERERE  IWMAREHITTEMFENER, AERLBEN ,
BUNERERERG TUUEREERRNNEE , ELBARKKERTT. NFERREAERE
[RIAMWEFHEF , F2R (ERAER) IAMFRIAM CREREER) -

« ERIAMEKRE R EGE — S REIFE — S AERPIIBEYE | UREIYESENERNFZEL
flan , BAIAREBRGH , LUEEXBEFRABERMBEERSSL, MERKEERZERFEFSAK
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EEHMEER , F2E (AMERER) FHIAMISONFKRETER - &,

£/ IAM Access Analyzer B L RIAME] |, IR T2 M IEEMERIRER — IAM Access Analyzer
SREFHFONBENEL , LUEFRRBREIAMERIFES (JSON) MIAMESRIEM L. IAMAccess
Analyzer 2 {18 100 HRBIREN THNBENER , BHEREZTLHEEENFRA, 0F
HHEF  F2EIAMFEIAMAEEPNFERS 3R AIRE.

- EEZEERRE (MFA) — IREBHRHIFZFEFIAMAED root £HEF AWS 1RF |, FERRIMFALL
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28 (AMERER) P < FREMFAZRERAPIFEL >,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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BAFREHERABITEFNEAE R HETIESER AWS CLI 5t AWS APl, #its , R FFFE
FEMMERNITZAPHEEN B,

EERREAENAGNMATUER AWS —REAEZASHIETIES | MM
AWSEndUserMessaging AWS HIERMNEERE., MEFHMENR , F20E (EAER) B GEE
RETEZEIAMERE)

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",
"mobiletargeting:DeleteApp",
"mobiletargeting:GetChannels",
"mobiletargeting:GetApnsChannel”,
"mobiletargeting:GetApnsVoipChannel",
"mobiletargeting:GetApnsVoipSandboxChannel",
"mobiletargeting:GetApnsSandboxChannel",
"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel",
"mobiletargeting:UpdateApnsVoipChannel",
"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel”,
"mobiletargeting:UpdateGecmChannel",
"mobiletargeting:UpdateAdmChannel"
1,
"Resource": [
nakn
]
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ERAEER
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trEfBRMARYRA  BEAMAERERMNEACRAES BN ARMNZERRA, HERAS

SHEFEA LERIBENER |, SRR AR FEH AWS CLI 5 AWS API.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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KAFERFEESMAENRTEE. NEFMHENR , 528 Amazon CloudWatch BF#FEAEE
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EREEENEN  URESHFERAUBMEESRTHNEE, MEFMEER , 528 Amazon
EventBridge fEA &5/,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/pinpoint/latest/userguide/monitoring-metrics.html
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CloudTrail FE/&RIZEIRS AWS IRF BRUAH. BE— AWS iREREASMEPRETDRN , THEH
CloudTrail E#EEEHPHIEAM AWS BHEEH —BEEFESHT. EUNUES , BRNTHZIIN
EH AWS tRF. MEBEFMEET , 2B EA CloudTrail EHEREEHMIBSEM.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/push/latest/APIReference/
https://docs.aws.amazon.com/push/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"mobiletargeting:CreateApp",
"mobiletargeting:DeleteApp"

1,

"Resource":"*"

}
]
}
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