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FEEEFEREEREAEANRBESER  EHAKERY , BMBRRLETENERTEA

BEEFHBMNEERN AWS Command Line Interface 5 AP| , YA AL FEIENREE., B rllE

PR B EE " AWS Management Console , AMERFER., ER , EHRIE. Tﬁﬂ’ﬂﬁﬁﬁ%ﬁig
B, BRI THELXEFHFNEE, NEFHEN , F2EEFREE API 2158,

EERUEHERRDRE

ESEBRETRERELTHEARE 6 WREEE, CEXERNEFSERER , MAKER
BEXANERERARE, MitARFRENEERARASEERERANTL2FHE. BiHiRE.

EIFB AL API 4B

TRIEETUFERARFHEBEAN Route 53 ARC API ¥ | EEFXSEREREWRSHOER
EANTAREBR. LRELESHEXHNES.

MEMAEEERE ARSI AP EXM & 5] AWS Command Line Interface , 5528 EH AWS
CLI % EiERBHEH,

B1E F A% Route 53 ARC #2414 £/ Route 53 WEAREXNE
BB =i ER EZRRREERN %2 StartZonal ¥E )X
B EEERE EZ2REFSEEEE RS 552 B9UpdateZonalBE )X

AP| 124k 14
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https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
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BHE £ % Route 53 ARC &l & 5/ Route 53 WERRRXNE
5 Eim B F2 B Amazon Route 53 FEF  s52:RListZonalEx

EFIRERGSENEHER

HIHZEEIR EZRXEEEBVNEEB B EListManaged &R
BRENER

HNEZEBRER AR EEREBUNEEE 52 B GetManaged &R
BRENER

BUE BEER PSR EMREUERERR §52BCancelZonal3EX

£/ AWS CLI FEE R R 5

& AWS Command Line Interface #Z £ M A A EHB VW RIEERAENES |, XEAFER AP
B /ER Amazon Route 53 FERRER XN EFREFISRFNESEB I, ELEHH S EHBERA T FHuf
M CLI REEEHRE.

Route 53 ARC FHYEHER TRLTRHEXEERNRERTRAESBERE , LEENEAREN TN
RERE AWS EBESBVENXERRAERTERNEAEXSHTER A BEEERSHTEHCEH
Fflo

FERMREEFEMFEH AWS Command Line Interface. Bt Al LAER AWS CLI EFEEREE , a0, 3%
EFNEHEE. FEESRMIAREEN K SYUSEREATE=ZXATH., T8 , EUUBEEHE
HBREE , UREFHIEAE,

HENSERBEANESZEN AWS CLI, F28 (AWSCLI EETZ2E) . MFERHER AP BERNE
BELURFHEANER  F2REZSBNL AP X,

F iR B R

LA L fEHstart-zonal-shiftiE S A CLI BB EEHR®.

aws arc-zonal-shift start-zonal-shift \
--resource-identifier="arn:aws:testservice::111122223333:ExampleALB123456890" \
--away-from="usw2-az1" \
--expires-in="5m" \
--comment="Shifting traffic away from USW2-AZ1"
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{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2022-11-14T0Q1:40:42+00:00,
"startTime": 2022-11-14T01:35:42+00:00,
"status": "ACTIVE",
"comment": "Shifting traffic away from USW2-AZ1"

}

NEZEEER

B LAfEAget-managed-resource® s , EB CLI NS EREZEEERNENA.

aws arc-zonal-shift get-managed-resource \
--resource-identifier="arn:aws:testservice::111122223333:ExampleALB123456890

{
"arn": "arn:aws:testservice::111122223333:ExampleALB123456890",
"name": "TestResource",
"appliedWeights": {
"usw2-az1": 1.0,
"usw2-az2": 1.0,
"usw2-az3": 1.0
by
"zonalShifts": []
}
HHZEEIR

B L MEAlist-managed-resourcesm A CLI HIHIRE PN ZEER,

aws arc-zonal-shift list-managed-resources

"items": [
{
"arn": "arn:aws:testservice::111122223333:ExampleALB123456890",
"name": "TestResource",
"availabilityZones": [
"usw2-azl",
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"usw2-az2",

"usw2-az3"
]
}
]
}
I EE VB

AL EMlist-zonal-shifts@ oA CLI ZIHIRFE H M EFHEL,

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"zonalShiftId": "2222222-3333-444-1111",
"resourceIldentifier":
"arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl1l",
"expiryTime": 2022-11-15T09:10:42+00:00,
"startTime": 2022-11-13T0Q1:35:42+00:00,
"status": "ACTIVE",
"comment": "Shifting traffic away from USW2-AZ1"
}
]
}
B EEHRR

A LA EFupdate-zonal -shiftiE A CLI EFEEHRE.

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890" \
--expires-in="1h" \
--comment="Still shifting traffic away from USW2-AZ1"

"zonalShiftId": "2222222-3333-444-1111",

"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2022-11-15T10:35:42+00:00,

2/ CLI fERy &4l 17



Amazon Route 53 Application Recovery Controller HBEABER

"startTime": 2022-11-15T09:35:42+00:00,
"status": "ACTIVE",
"comment": "Still shifting traffic away from USW2-AZ1"

BUH EiF {8
LA L M cancel-zonal-shiftiES A CLI BUENEER®.

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

"zonalShiftId": "2222222-3333-444-1111",

"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",

"expiryTime": 2022-11-15T10:35:42+00:00,

"startTime": 2022-11-15T09:35:42+00:00,

"status": "CANCELED",

"comment": "Shifting traffic away from USW2-AZ1"

X EEHBMNEY B BHRENER
Amazon Route 53 FE 2= F iR 4188 B 81 2 B BB (M B8 & By RAE Y T 5U R

» Network Load Balancer

» Application Load Balancer

ENEHFHERSBEHFM Route 53 ARC , it ZAILeMHEEESRE (MEiH B E{1iR) B
EH. A LAE Elastic Load Balancing %5 ( KZEER T AWS [E1F ) =X Route 53 ARC H A8
HYEEMBEERE.

BB THEY , UEFE Route 53 ARC HEARBERNER :

- BEESEHTFETIXEESRE. HAEM Route 53 ARC M A EHFHss  BFREECHE
Elastic Load Balancing P EFIB BT &5 EE 8 H T4,

- E-ERENERT  ESEBRTSEBRA AZWRE, Sl MR AZ FNEHTEHSEE8E
REEAHTER  NEMEBTEREERETR , IERTEHRENXBBBUORE , mESEL
BREP—E AZ,
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- BARXELNANAE (RA) AR TESNEAEX R TESR.
- ERVEARMEATREET MR , TREBERE. ERBERNESEB 2 , FleEUE

RE = Route 53 ARC FZEEER, Hlu , B REHZEERERNFE AWS Management
Console , HEE A Lli%get-managed-resourceE¥EE RN BIBHEE A,

- EAPNERHENVEAERXNEHFTHRIITIEEEHBMN. AWS Global Accelerator
- BEEARXEHFHEHELE Network Load Balancer B9 B &8 | 557 Network Load Balancer B & [E

HE®, WREHR Application Load Balancer BB [E1H#E % , Network Load Balancer &% 1L 4]
Application Load Balancer & & B E&EFKE.

- EFEBHNERYAREH AWS R [ Route 53 ARC N ZEEIR. TEMBEEHEH T

BHEMR T |, Elastic Load Balancing & B 15Xt Route 53 ARC B E B PR MEAEXNEHTE
2o

- FEHERERFARESER T4 ANBETHESF , URERKTHFEIRNMZ AWS EE B.

BARCEEBN AZ IENHARESTREESER  YELEERRENERBURMEEN AZ M
B,

- MRCHEBERD AMGE , UELESERRERELREH. WEFHAEF , F2H EGEBHN

IAM FEF A,

FRth, EMREUEERERE

FHERHTEARSRBNERF  2EREESRBNEUEESRS.

FR BB A

AE L BRERPUMTE Amazon Route 53 ERARERNERZEFSRERE LRBEFREBN EHER,
EFEUBRARFAXNERAELSRRE , FSREEZ API 2E B,

BR T 7€ Route 53 ARC HHREHEB 25\ , BB A LUFE Elastic Load Balancing #£#l& ( EXEFNE
HH ) FAEBFHRMBELSRE. NEFHENR , 5528 Elastic Load Balancing £ AiEEFH [E
HiRE.

MR EESRBH SR

1.

TEBIRL Route 53 ARC F 12 & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

ERBESHEOT , REEARE
i "ESRBE) EEL , #E REERISREE, .
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4. ENEZREBHNTAESE,
5 ft "TER, REPENESREBHENERTHE.

6. £ "REEBHI/EIRFHEE, b, BEERBGABRSIEIIANEISNA., ESFEESFAOTURE
AER1 PERRZ =K (72 M),

FEERSERHRERN. SL4ARERNAE , BEAUBRERNERAPHILR , UMREKZ=X
HY T B A HABR

7. WA, IREBENGE , EUNABREFTESBBURELRE,
8. ERULEIMASRIUEIRBESEBRERRENRTHESBH UL ERAEXNTHEE,
9. E#E FREM.

EH R ERERE

G Y S ERERBA AN{A] £ Amazon Route 53 FERRERNEFRZFHR[NTEA LEFREGN ESERSREUE
EifERE, EEUERXRTAXNEAREHRE , F2RAEEBN API 2E1/&E,

BULEHESRBEURENNINE  UREINRELARBENERE. SUEESRBIHE
FERFEUR

BRI IBUHEERBIM ESYDR , S HEESBEBIDANRENT , BUFREIR AWS FHRYES T
R, EEE-SEEERFABVMPNKRELR , F2H. EFHEHRENREETOFTHE

EEEREE

1. 1EBARX Route 53 ARC E# & https://console.aws.amazon.com/route53recovery/home#/
dashboard.

2. EER#RESROT  EREESRE.

3. ENLEEHNNEISRBE K ARRRE [EFESRBE]
4. HHEREESHEBINA  EEEENSBAIHA.

5. SYEM  EFEMRERAEE R AR,

6. EEEH.

BUH B m%

1. TEBIRX Route 53 ARC E#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard,
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2. EESRIROT  EERIARE.

3. ENZEHUENESRBE K AREE 'BUHESREBE. .

4. HEREFIEMGIEEHEELTRT  EEMEE

&R EEHE Amazon Route 53 FERAREXNEREFSFPHN EHER
AT LAE R AWS CloudTrail #1 Amazon 53 Amazon EventBridge Route 53 FE A2 XN E R85+

R RSB , Sl T8 5B R BB AR A E

8
- FRAREESBN API B AWS CloudTrail
B Amazon — A EIH B EventBridge

FEAEEEBM API F8H AWS CloudTrail

Amazon Route 53 FEFARERNERZEHIEEHN EHEBEES AWS CloudTrail , R T2t Route 53
ARC HfERE., ABH AWS REFTEIEENE . CloudTrail & EFBMNIFTE APl FILEEA
EH, HEWEIL-ZERE Route 53 ARC AWML | DR EHEFHBMA Route 53 ARC API 4
M,

MREEIIER | EFLARARFER Y CloudTrail E4%] Amazon S3 T , LREENBBNE
o MREBRFREEHE , BMAT L [BHERRE] PMRAE CloudTrail TR A HRIEHNEMS

FERWERNEEA CloudTrail , %8 LAY/ @ Route 53 ARC #{TEHEBMER, BHFERN IP
i, REERWAES, BHERPEBEBUREMEFRER

EEE—FTH CloudTrail , FZREAWS CloudTrail &R,

EiF{R#ZE 2 CloudTrail

CloudTrail FE/&RIZEIRS AWS IR BERUH. E7E Route 53 ARC H#t i EIFB v B ATEE R , BFH
SREABELHFVEM AWS IR CloudTrail B4 —BEFESHT. LANESE , BRENTHEK
WSS AWS 1RF . WEFMEEF , F2BEMA CloudTrail SHEECLH,

HREEETHELHCHE AWS IRF |, 81F Route 53 ARC F EFEBNSEH , FAIE—KKE., B
#ET] CloudTrail A% B 5688313 %) Amazon S3 #FETEE, AKTER , ELETHRAEPEVIERE , B
SERERMEN AWS EBiF, BRIFECHERE AWS 7EFFFEEENEY YA RAFEEEZTEBIEEN
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Amazon S3 fE1ZETEE, LA, BB LAREH M AWS RIS , #— £ 247 CloudTrail S8 P WENSE
HER W EREITE, WFE #‘Fﬂ]ﬁnﬂ HEZ2ETIRA

- BIUERHSBIE
« CloudTrail X BN REEES
« EXTE Amazon SNS B4 CloudTrail
R ZEEEEW CloudTrail B #3436 1E Z Bk S UK CloudTrail BFE3 4

P8 Route 53 ARC Ei{E#FFHHEC8% T2 , CloudTrail ¥ 524%#E Amazon Route 53 FE A2 1E R 2 Hl85
B RIS APl 2E 15/ H, il , MiStartZonalShiftMEListManagedResourcestF&1E
CloudTrail ;ie# 8 ELETRER,

B—ES4ABFEXRNEGTEELBRENEN. SoEATHBEHETHEIE

- EREFEHBREAEEAERIER AWS Identity and Access Management (IAM) EHA & E A E K2
o

- RERRERE , ROERATREACRBEI»FARAENERLZLEBE.

- EREFHHEM AWS BRERHE.

h

MEFMEFR , 52 BCloudTrail fF userldentity T3,

HEEMHELICHFES Route 53 ARC B

CloudTrail I ZZRESEHELEHPIRERENENH., EENSBEZEN , BF2E0 (EAER) 1
(AWS CloudTrail £ CloudTrail 4 F%&) .

R A% (B B v RC SR BT B

EBHtR—EEE , IREHUABRENFEABEREEEN Amazon S3 #FATE. CloudTrail Fo#48
BE—HEERHEER. SHARKRAEARENE-FR , SEE@EFRVEAE , BIEN BHMNE

ARBHUFEE. CloudTrail BREXHTRLH AP HANBFH#ERRE , Rt EMTSUER
BEIEFETR.

THgpfE R e EE MV ListManagedResources B &R CloudTrail 5288 H .

{
"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/admin",

"accountId": "111122223333",
"userName": "EXAMPLENAME"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}

.360.amzn2

.X86_64

T 5 HIZEREY CloudTrail ;8B B @ REEHRBEEFHRANMRNAStartZonalShiftEE,

"eventVersion": "1.08",

SE TRt

23



Amazon Route 53 Application Recovery Controller HBEABER

"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:10:38Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples”,

"awayFrom": "usw2-azl",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "@bcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": '"Management"
}

}

Ed Amazon —E A [EiF#{L EventBridge

£/ Amazon EventBridge , A LR ESHEREN AR , UER EIFHEB B &R I BE A H R
BEEE, AWS filin , BAUEREGEAEFE4BANKRA , FEREERHERHARFEEL Amazon
SNS =&,

A LATE Amazon BIZ2 R AL EventBridge ¥ EH BB ENTE. EEFRENEHEEEREEE
HAREER, i, ELRKERRBR , EEISHS,

ERELREBNREREBMNEH , FFER EventBridge TARBASZSHN S ESHERN. BH4EX
EefATNE4HEFARNGER, &*ﬁiﬁ%lﬁﬁ!&?@ﬁtb%ﬂ’ﬂﬂﬁﬁ WiRH B EESRHEE.

AIeR HEH, EventBridge EEERRERBRT , ©RRK 53 ARC NERTEEFERHN, 8
Tﬁﬁ%tﬂfﬁ_l BES DR H IE S EEME R

#0ZE EventBridge R AI M RIBEHEXNFMER | 526 EventBridge.

FAUTHFREREHR®EIR EventBridge

£/ EventBridge , B LI , LAESE Route 53 ARC AHE R HEHBFEHRMNE/E, Fl
m, BALEVHE , T ARGRESERREEAETFBL4AR,

EREFERATAANEREFERAR L | FEINEX EventBridge TR ERER [BAKECH)
BIENIER, A THBEHETREEEANSEHES  FTEASEARESALHEXNWED,

BUEREHMELA

1. FEUT{ZETH Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o
2. EELAWS EE ERHPEVRANGE  CHRRLEEBHREESNME,

3. I#FE Create rule (B3I AR A,

4. BAFAIWIName (B1B) , RE®W AR,

5. HREBEHERM  REFERE (BRE).

6. EET—F,
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8. T [EHIEH T, EBEWMAKAC
9. HREHIEMH  FRARNERLHY FEHFES,

¥l Route 53 ARC B4R

SHEAREMHETHNEFERHRNGER. BN REREHIML  YRESEESRHEE.
« {53 MARIMEIABNPREREEH.

"source": [
"aws.arc-zonal-shift"

]

B EEHA/EHZM CloudWatch iC#&EH4E

#1 EventBridge R A , BAAEEBAFERAZEHNEE, WENTHEEEE

EventBridge , 52 EventBridge T &F A A B1F. ERILAFTEE EventBridge i AIHy H A — 1
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- BIMATRYRCEEE
- EERANRCEEHE

MREBERIRAEBFFERAETEAEEFNCEEE , EventBridge EEBALRIUKHEE, BEE
& FA1E EventBridge # Bl B 2R BB /aws/events, MRERERBHGWCHKEHE |, 55
EE REWEANGEEE/aws/eventsBERA TR A IAERPIEE, WEFHEF  F2HE
Amazon CloudWatch & gm Y E L5 H 584,

WMREEREEEINEBHY CloudWatch EERZEI R AEA CloudWatch B EMABE , FRELD
EHERERER, MREFERAFEAMIEEEFIEE EventBridge A8l , BIREBFHENEREBRREH
BEH. B2 , MREFEH AWS Command Line Interface = AWS SDK RigEC&EEH , BINEE
VRSB ENUERAERNERER, THEFRARPELBECHEFENUERAERNRAPESR
HYRERR -
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{
"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

1,

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}
1,
"Version": "2012-10-17"
}

LEEAGAFREAARBFESREUERAERNER, ZEKLXENERHTEZEUNERAER
HIER , 5 CloudWatch PutResourcePolicyAP| £, % , O LU describe-resource-
policiesCLI (s S XRBELNRAREEEREA,

AREREHEVUHAINIEE CloudWatch Fo#kEH#H B &

1. UL T{ZEITH Amazon EventBridge ##l& https://console.aws.amazon.com/events/o
2. EEZLAWS EE EREHPEVRANEKLL

3. EEEUSAA, ARWMATERXRUNTMAER , flSHEXSHRFRER.

£ EHSAEA Route 53 ARC 2137 EventBridge R RIMNEFMEF , F2EAAEEHENEH,
4. £ TEREBE, HEEL , #ECloudWatchfEAEHN B &,
5. T HXIeER+IEE CloudWatch FC8%EH4H,
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Amazon Route 53 BRARENRRZEFIZE P EFHERR Identity and Access

Management

AWS Identity and Access Management (IAM) AT BB R EEE R LI F AWS ERFEHE, AWS
BRI 1AM B S5 HL A TR (BA) MRE (EEH#R) SLEA Route 53 ARC EifR. 1AM 244
AR AWS IR¥ |, BEFEENANE,

B &%

- [EBEEZ R IAM B HE A

o EIFEEHN IAM FFFT

« Amazon Route 53 EARERNEREHIE D EHEEN S 535 B BERE 5

B E R M EE IAM FEELfE A

E&EER IAM BB Amazon Route 53 EARRNEREHISFPESEBERNEZIER 28 , 585k 7 HRHL
IAM ThEe ] A B iHER,

BRI ERBERHEMAN IAM Zh#EE

IAM Zh BB
55 BEE 2
EREEE &
BREME =
BRER =
BRI R Bl £
ACL &
ABAC (B h A2 ) 5
iR e =
Ex Bl 2
RBAE &
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IAM Zh &g [ v 32 5
BRBEEAE =3

= EZHE AWS RBMABEAZE IAM EEFEN SEERER | F26H IAM E£REREEPHBER
IAM £ FAVAWS AR %o

Route 53 ARC HER B HHBEER

X EHSEEE =

SoBBRERUEES S (Fla IAM £/ E, EREFANAR) B JSON FFaBERN A, BL
BERAEH G EMERG TREBEERATHEDSFE, B2 THNMELS2REBR , F2H
(IAM EREER) FHEL IAM BUK,

FHIAM BDEBER | BUUEEARREENBENER , UREMERGT AFRIELEE, &
EEIEEPEBKRYEETE  NAESEAZTEENFERERAR, NME T HEE JSON BERHF fE
AWmERE , 528 (AM FEAEERE) ¥/ IAMJSON BHETESZE,

& ERR Route 53 ARC B o BB R R E B |, 5528, Amazon Route 53 FEREEFE 2 H 25+
H & 5 55 Bl B B R & 5

Route 53 A ERAEB I BUR

XEUERERAYBUR -

ERBPBRZMINEERN JSON BERXH, BEREBERNGE REHIR IAM B EEEEEMN
Amazon S3 fEFITEBR. EXEEREBRNEBHETS  RBEEESTUEACAREFHBEER
R IR,

ESEBHBREE

X EHREME =

ERE A LAER AWS JSON BERRIEEEH AU EMBERNS, thpER , WEEEEBERSE T AL
Y BEERITHEEE.
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JSON BURRE Action JUEBRE T AR RAFFHIEBBR PR EME, RRAUBFEEFLREBY
AWS API EREBMHREIN AT, B—EHISGRR | FlaL AR APHRENERFFTEMF, e —
EEXFERRPNZEERFE, ELBENNBERSBKREE.

HREERBERE TFUTHBBBENFTT.

EEEFEFHEBHN Route 53 ARC BIMEBE , B2 RRKRESEZER PN Amazon Route 53 [E1F
EHEMERNEE,

Route 53 ARC Fét ¥ B E BN BREFEBFZBIERA L TR

arc-zonal-shift
EERE-MRRXNPIEELEEE , FRERSR. flU, U TRA :

"Action": [
"arc-zonal-shift:actionl",

"arc-zonal-shift:action2"

]

BT LERERER (*) RIEEZEEE, Hltn , ZEEEEMER Describe XEZWFIEEIE , FE
SLLTEE -

"Action": "arc-zonal-shift:Describe*"

& ZM1% Route 53 ARC ML 7 #EBI AERMN EHEBBRES , 5526. Amazon Route 53 EAE
AEFZRHEE T EHEBE S 5 &5 2 BR &)

EHEBHBRER

X EBRER =

EEEWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEERETBEERET TR
A BEERANITHEEE.

Resource JSON BUR TEZWIEEZEERBEN Y4, BB 4B B E Resource = NotResource
TtE, REEEEFEHAE Amazon Resource Name (ARN) RIEEER. B U H T EEEERER
HENME (BAEREBHREFT) RIEEM.
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HRAZRERBERFTINEME (PIFIHRE) , FEABAFER () RRTRAXBRARAEER.

"Resource": "*"

EEEEEREANHE ARN HiBE | URETUERSEERN ARN IEEMNEE |
EBSEZHhPTIEAE

3
¢
b
=
%
R

« Amazon 4R 53 EEMNITH-EEBN

EEEEUERRGRSIBERANEENER K F2RRERESZHRNTIE
« Amazon B4R 53 EEN R E-EFBN

= Z2M18 Route 53 ARC A5 7 B AERMN EHEBBERES , 5526 Amazon Route 53 FEAE
A EREHRPEHEBHN S 5 ERI B BRI

& 150 fm 1 BV BUR IR 3R 5| 88

X BERBASEBR KSR =

ERE A LUER AWS JSON BURRIEEHAIUERMBLEAR, thpEHR , WEEBEMERMSE T U
YA BEERUITHELSE.

Condition Jt3& (X Condition [EiR) AIREIEEERERN ERNFRYE. Condition TRRERAE
H. BAIUBYFRRFRTEE FHREEEN BINERSIR) , REHEBEFHVERGEMBRPVE,

ERERRXHIEEZE Condition TR , WEEE — Condition TEFEEZERSIE , AWS
SFEFBE AND BRIEFTEMM, WREBAE—RUHRC|IBIEEZEE , BEABEOREZER AWS T
fEEG, DETESPMERG , T2RERBRNVEET,

FBUANEEEGREREAEBNEEZY. flmn , ZANREERECERE IAM FAEEBERN
BERERNFFARTXIAMERAE, NFESEF , F26H IAM EREREETHN IAM BELTE : &
BHER,

AWS X E2EHFRG ER/NBBRERG SR, BEEEMH AWS 2EKFAER , F2H8 (AM &R
FIEE) FHAWS 2EFRTFRE SR,

EREEERGBNMRHRCIBNEE  F2ARBRESEERTNTIIESR !
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 Amazon BE#R 53 EEM RIFE-EEB WV

EEEEVARKRARIBERANDENER , F2ERBRESEPNTIEE

« Amazon g4 53 EEMNITE-EEB
« Amazon ¥4 53 EENEREL-EHHEE

& ZM18 Route 53 ARC A7 B AERMN EHEBHBERES , 5526 Amazon Route 53 EAE
ANEFREGHRPEHEBHN S 5 HRI B BREH

Route 53 FEYEEEEH| %I ( ACL )

<& ACL a

FHUZRHBE (ACL) AT HHLER (IRFXE, ERAENAR) BEFHEERNTA. ACL BZHUR
EREBEK , BEMTER JSON BERMXHER.

ERBMHENEAEES ( ABAC ) B Route 53 ARC

8 ABAC (IR HHER) R 43

BHRFEIEG (ABAC) 2 —EREXRE , IREBEBMRERTT. £ AWS , GEBHBAES,
B LS EEBM T IAM BER (FAESAR®) M52 AWS ER. ABRNERMNLZER ABAC 1Y
F—%, BEFERF ABAC BE , AT EITBNEBRREAEES TN E RESR B/ FRE,

ABAC AR RMENFRZPHEREE , WRERREELEREREHRBG,

EERBERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 , EBERNIRGETED , RUEREA.

NRBEBHEXESEEREENLH=BRGER  RMEZBBEMS , EA Yes. NRBBEERELE
BREEN SN =ERHS® , AEA Partial,

% ABAC BEHHEF , F52H (AM ERAEERE) P ER ABAC?, MEEESHRE ABAC
SRNHBRE , F2H (AM EREER) TEABEEFEEZEG (ABAC),

Route 53 Jl3iE¥ ABAC LA TEp 0 X5 -
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- EBEBMXEF ABAC , AR Route 53 ARC FEMAREFHBNNTEEER. MFEEAM Network
Load Balancer MEARXEHFHREEERMN ABAC FlIEFA , 552 B Elastic Load Balancing
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ELEARRBREHEE , ££ AWS RE TRFER. MFEHMER , SFEWE AWS R KL=
ABEBEEAWS IR £/ , 5526 IAM ERAEEETE IAM.

MREFEART EAERBNBBEUNANEMAEEA , AIRIEE AWS Management Console & F B
BFEsE. flm , B AWS FRATIMNE—Z A (SSO) EFEFEER , XEFE8HELTRERE, ';5'
BUFERAEEDBEATEE  RARRACE  t2EHEVKRER. NEYRAGHEEEN
20 (IAM EAEER) PHYREAE (EEE).

nl‘ﬂ

B LAER AWS CLI 2 AWS API FEIEUREBEAER, RE , BuUFEHELREE )\ﬁﬁlﬁlﬂzﬁ
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I, ERERELEREE , SURENT —EEREF , ARETENRBETERS —EEF. EER
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REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
A, IREZEHF , F2H AM ERAEEREHNEL A CLEIRET A AWS R,

Route 53 ARC MRS EZEAE

XERBEREAS =3

BHEFAGRE-—EERE. AWS BRERBAIUBERAKRENTHENAE, RBERACERATRE
BHH , AWS IRF BEBRERBAE. IAM EEEWURE , EFEREREERZSERFTT,

EREBTEAREEEAG.
EFHEBH IAM FEFFA]

AERMHAR Amazon Route 53 EAR X ERZEH ST EREBBRIIEMNT I UMEENEMER | 15
BIRE &R EM AWS BRI (4I40 Elastic Load Balancing) FIZhAERF, & E 7 # Route 53 ARC Ihag
— R n{rIEE 1AM MFF IR EEA |, FRESEBEEPNEHRAmazon Route 53 FEAENEFRZEHZEH
B EE /Y Identity and Access Management,

BRT IAM BB EEFBARNFF T, LTATEAR IAM MEFAHEHER

. BREEATE Route 53 ARC HERESRBFENER. AHESES  F2EELIDREAT
BB R e,

- BAEEIEIR IAM FI8E M Elastic Load Balancing 877 , Bl A[#£ Route 53 ARC FHIREHRE S
EEHTHRERNEFTEE,

« 121 Elastic Load Balancing T2 ZEEN AWS SEERGESERAEHEBNER., WREYH
Elastic Load Balancing FEUEA AWS ZEHE , AIFEE IAM RN EMFF AN AT B & |V &
RV [EIFER , HIE Elastic Load Balancing T2 & FEA. MEFMENR , 52K E lastic Load
Balancing FHAWS Z & E A,

Amazon Route 53 FEARXNEREHIZEF EEEBN G 235 B B K5

RIFFER , FAENARKERIRIEHN Route 53 ARC BRI ER, MftEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS API R#1T T, EER
FEAEHHAMEERITIHENTT , IAMBEETNUEY IAM BX., A% , EEETLH IAM K
RMEEAG , EREEREBTELAR,
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BETROAERELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUGR,

317 Route 53 ARC ERMEMENERBENFMEN , oEEEEREEW ARN B , FSRRK
RESE K Amazon Route 53 EABRNEREZEFISFNEE. ERNEEEER,

FE

- BERBEEK

- il BEBEFAFE
- EHl : BEBN AP EiE

LESEAAERNFRISREZEARZREBTLUEENIRE SRR, FHEMER Route 53 ARC &R,
ELEETREE BN AWSIRFELAER, EREVYSRES S BBKRKE  BERTNYEARESRSE
H .

- FRIEER AWS SERRASEOREERER — " EZRAREEAENTHERENER  FEAT
REFAZEREARGIERHAWS ZEERA, SMAURAELN AWS IRF. BEREEBERRI/ER
BHERARBIN AWS EFEEREK , - SREEARR, NFEZER , F2H IAM EREE
FMPE AWS REBRSEBHENAWS XEBXK.

- ERAREFFAIRT - 5RE IAM BERNFAR  FERTHTEXRMTNER. KERLEN , &
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM FRYBERMET .

- £ 1AM BURF RS E— S REIFZEE - B LUSEREFTIEEBER |, UURHIBEMERNER.
il |, AR BBURIGY |, IEESBMFEA SSL BIEFTERER, Bt UIERRAERREH RS
EM ZENRE (WIEIBHE) ERAIELEE AWS BRES , f5l20 AWS CloudFormation, MEEZENR , &
20 IAM EFAEEEFH IAM JSON BURTE - H4.

« f£/ IAM Access Analyzer B3 IAM BUER |, fB{RFT A1 24 B 7/ IE%E1E - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEHEELXLEEANEER, NEEZSE
F , FBESE IAM FEAEEEFH IAM Access Analyzer BURERFE o

- FEZREFOHBE (MFA) — IRENRHIEFE IAM EAERREAE AWS 1RF |, FFEHE MFA

DESHENNRZEM, EEEFIU APIEXKFER MFA , 5§ MFA (REFTIEEEHNER. NIFE
ZEH , F2ER AM EHEEEPNERE MFA RER APl FHG
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% 1AM R EEBHHBET  FSH AV EAEEETN AM 22 BEES.
6 - ERBAIREAEN

ZE1FH Amazon Route 53 FERRE R ERIE4ISBIHA K BHUNERERIN —EHT, ELERENXRE
RFFEIEFEEEE Route 53 ARC ERNFFMEE AWS IRF, MREEN L EERNEFITE R
BN EPRER  AEREEZXBENER (FRERAR) NS , THEAMRBEENTEREE,

BAREEAEY AWS CLI 5 AWS APl #THIUNEREAHRETEE#ER, k2 , REAHER
BFEMMERIITZ API BENBERTLLT .

EEBEFAEHAEEDEAEREBAUNTERZEE AWS Management Console , 584520 T Fr RV R Bl
MmEFERE :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,

"Resource": "*"
b
{

"Effect": "Allow",

"Action": "ec2:DescribeAvailabilityZones",

"Resource": "*"

}
]
}

g5 . BERL API BifF
EFER AP S TRERELTHAEABR , WEREAERX.

EEMREAEUUEREEBN AP B)/E , B MEAFEHREZSEFAN AP EXLHENEK , 1T
iR
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,
"Resource": "*"
}
]
}

Amazon g4 53 FERREFREEFISFHNES B BiRE

ERAESBE B, £ AWS UREBEESHHNERREEEARANERREXTHESER , U
BEMEEREE, AWS EREERRHFETRAEREETREXETFE , BABER, B
AWS BEI B BIYIRE  BARAREILCHREARHABBRNERERBRTAEEBHA,

552 , Route 53 ARC T2REEBIERMBEMR T, AWS B AWS EAERAR A EEMEET
RSHEFERYER K BRBEBTR, EELEERAT , REVASERZINEENERTEMBER.

FAEGEEBER , Bt AWS URERKREKEAERINERRERTHESEBR LR , LETE
HFREHT. ESEBHREEZEREIET. Route 53 ARC FIBETHRIN ESER I EBERRAEH
HRENEAERERTAREEBHRENERRZEN, BERBESHEYR K SERNWRERTAHE
HER K tNecHETEREEHIHCNERARFIUERE —BUTHAESNER T EEET. RE
HITEEEET X, WIRMEER (HIASUCCEEDEDSY) , FAILEDUA B G R FE AR\ R B INFAHIMR
E1E,

/A Important

EERERBHTARABLADIRZE  RNANRBEENEEARX G0 EES
BEBERARXEREE. RADARIMBATHAR  CTEXARRERE. B
B (SEREHT) THIEE , BTESH auto BEHEBETA, K auto WEM TR
AEBEAE  TEREEEARKERNBHEER,
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MRIEMER auto IMEREEERREBBHY , MARBLHE auto RENBRNBEREREATH
EiEE R IE N TR E R EE.

MREHERARHEBRENRERBTUT , FEALAREARAERTECR , AEENERRE
AREBANERE—ETHAERIENERTEREER, ®EAFALEE  FROESER  $ERNAE
R A BB,

ARTHEREAEHEBETHNARARANN A FHLREBRESSMAHCERN AZ K. BARE
A H TV HRNER LR FEREEE Amazon FiIRHEEE AZ 55 , HEARER CloudWatchitb 1
B, ARBENAFREEEAERNBEREMNE , RETRSHEINCEBRRN A A BN EEE
BEFEHNKE. EERATH  F2ERGAF R RFERE KRR,

EBRBNTEEHEYR  BEEARXTUERERTHESEBI TR REENER TREERERF
Z% , Route 53 ARC #1THY — 0% o 1 BY IS5 B M SR A0 R RS B B 1T B B,

BR 77 Route 53 ARC = AP AEHTHBERBMA B BB , LETLLEEE Amazon
EC2 FEAFARKEERTEHEMARE BBV, FEHE—SBAEINE A Elastic Load Balancing
B B8 B Bt | 5528 Elastic Load Balancing A& EET N EERFRZ.

BBEBNNEENTEARBRETRN, FAEBRNE , EXRENTRAESERE , AWS 2
EREFRNRERTAREEREE, RFNVEARARESREEETNFAEIRAER, HITHRE
i, RESRTHESBHE-ERN 30 5 , AREBLESFHNAMETAESE,

BB LAERTE Amazon EventBridge @41 , VIR ERE BB BRMANARTHTHEN. NFFHMAENA ,
28 £/ [EE 8BS E Amazon EventBridge.

B B SR E MR EE TR T

Amazon Route 53 B FIRR X B RIZHIZRPH EE B BRI I MG KRG AWS B ERRRE R
AWS TTREFEBHATARSFNEFE. EHEBREELAETNMETABRREPRALARER
FRERET AWS B3, HItERAREX A EER —EA A EENER T EREE.

3

ERARBREBRER , ELEREREHIT , Route 53 ARC EEHHRERNRER —BETAEHE
. Route 53 ARC 2R B2 BB EEFEAEBNAE AN THERNERATANSEAIT X,
BEERNEEANTSEUIERE,

HRBIXMEB YT , Route 53 ARC HERH —ERFR, MRFBHUTHEHESPE  MBAITHER
TEETR/BEY, NERBUTERVFAENR , F2RETATHAR.

215 B B S A TR R 38


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/zonal-shift.html

Amazon Route 53 Application Recovery Controller HBEABER

BB LARRE Amazon EventBridge BA , #5 BB AE B HTHHEBEERAEE LR, WEFHER ,
2R A EE B BiEE Amazon EventBridge.
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FEEZE. B AWS B EBTRE K HEREERNRESVARKEIENTHRESER
ERREUEFERTE,

ESEBREREACHEMBEIRAERETEATAERAEALAREAEAERNEF FAERETAIN
fE. AWS EHEIE ABMENRBUNTRER , ETEXRBEEFAR.
AWS EeHE " BiE 5 IR 1E R B BiE,

& Route 53 ARC BEYFMIRE , FANGEREEER

Route 53 ARC BB A& RLZHHREET , B4 30 7. Route 53 ARC BUHE, FRHNEE
BEERNEEHNT, Route 53 ARC FEEHHE—IRF PN ERETHRXERRTREHNIT.

ERTHNTHEEDTEHRNFERE (THE) B, SERANERSUCCESSFUL, ERFHM%KET
BERVAE R - FAILEDINTERRUPTED, FIPENDING, #REMNRPESEE "HIEHTHRE, —H
F,
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Zonal autoshift
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- BRI —XENEHRETECLOUDWATCH,

- BAAGHERBER AWS BiF HENET.
- FEEERRET., EEMHEERITEN.,

- EEHHENAHSHENRERBREMEN,

L AfEfcreate-practice-run-configuration®$ A CLI BN KB HTHRE,

Pl ERERAEZRBETERE , FEANTHS :

aws arc-zonal-shift create-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"
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1,
"blockedDates": [
"2023-12-01"

R EE A B BiRAE

BBMEM CLI ENESBBRERE  IURARFERERNEBRE, eEREEF AR

R& | B A18update-zonal-autoshift-configuration$,

pign  HEEAERMAEDIRE  FEANTHS !

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"
}

HUHETT Y BB TFIER

HEOCHERNETHABTHEILR , FEARSEBUIMRIIE, ERE—RAREHEEB BB
ETHEE , RitESEFRESBBUIRREUEETHNEBRE  BRETEZE future B BIRIE
M8, SrLEFNESABTER  UEBKERAE.

AR BULERAERNESBEBHR , MAMRERNKREANITAERE.

EEEACLIBUCER®BYIH , FEAESERREEER, update-zonal-autoshift-
configurationfiltl , EERRERNBEBHEE K FEANTHS :

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"
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"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"

HUHET PR B T

BULBEERHTAERRAANERER  LUEUEERA CLI TR ETHER, SEBEREH

17 , B Hcancel-zonal-shiftiEs,

Pl , EEBUCHERNKRERNT , FEABELATIING S

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice Run Started"
}

MBS STHERE

IERBMER CLI RBERNARBATHERE , LEFTENEREE , fINBERBATHNET ,
£ Route 53 ARC EZERBIRBHATHENHHN AHRBHEHNRE, FERBATHTERE

Fupdate-practice-run-configurationig®.,

e

MEERNVEBYPTHERER , FERTIER

- BRI —XEABERERZCLOUDWATCH,

- BUAREREFEER AWS EiF HENE R,
- EERERRER. EEAEEBHRIZWEN,

- IEEHEN AR EOREZBEMEN.
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- BEENHEBPIHFHNERENAEFAREE.

plan, EEREEFRNEENTHAEUEEFTNHEAY  FEANTHRATINGS

aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type'": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"

}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

15
"blockedDates": [
"2024-03-01"
]
}
il BR 4R B B 1THERE

BEUMBRERNEERTHERE , BELAAXFRERNESAEBRER. ERAREBETHR , ER
HABFRBPTERE. EHHATERATHERRENVEARXNIUEREGITRAEINERLTEREH
7o
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EEMFEA CLI BBRERBHITHRE , FEACAETFAERS BB (MRFE), update-zonal-
autoshiftR#% , MBREBETEE , fAHdelete-practice-run-configuration®o

B, EANTHTEAERNED BB

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

{
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"
}

A&, MREEETRE , FRANTHT

aws arc-zonal-shift delete-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"

}

R M GEH [R5 B By A8

iR 7 Amazon Route 53 ﬁﬁﬁfiﬁﬁ?&?%ﬂ%ﬁqﬂﬁﬁl EFABRENERF , SEBANEARED
BERE, REFRBUT , ARBUHETHNEBHNIT,

A ER RSB ETTHR

RETPRY S BRER A WA 1E Amazon Route 53 BARNERZHBRTRE LRASER EE B BT,
BRURARGT A ERAERHEBR , F2REARENEE BB API 2555/,

MAEREBEEVRE K SRERKREESHENM[ AWS SEABRRNERAERTHEHER , UGBS
%.\EL@E H%’Faﬂo

ARG A (= 1 B B R4S 56


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html

Amazon Route 53 Application Recovery Controller HBEABER

RASE R BB B #

1. 71EBIRX Route 53 ARC F#% & https://console.aws.amazon.com/route53recovery/homett/
dashboard,

2. EER#RESROT  EEEESBBE,
. EEREZSEBTFIDMEET , BEER.
4. 1 "EMEL ThEERW  RE "RAERSEDYER, X "TFHAESAEBUR, K ARKRSETKE
#o

MREFRERBYTARE , EEEA RARSEBT], FERERTHTHEELRARE BB
it | FHEE [REEE B BYE]

. RERMRRTE S TER

AREFFRY S BRER A WA 1E Amazon Route 53 EARNEREHISR TR E LIREIM BRI HITHERE,
BEURARAAAEAESE B (BRRBEITHENEE) , F2RESB UV EE B BEH%
APl BZ 15/,

MREEEHEPMREEETEE , ISZERAESBE BT, SLALERAESBEBIR , TEER
AP EXMBRRBHTEE, SUUETRARHEBRNERTRERENT, B2, BERER
BARSBEHR , BXAREREERTHIT,

BERERBYT

-

EBIRX Route 53 ARC E 12 & https://console.aws.amazon.com/route53recovery/homett/
dashboard,

ERBESHHT , BEESADIR,

BiE TREEHABYR, .

BIETNEES A BROER.

MBLTEAWS ERESHBRBERNEHYR  BEEEAEREDIR, AWS NRLE
1B SULEEERARERSERTNTEE  MARA DR,

6. EEEFMBUTWIEE. HAME  SUUSTUTERE

o ~ @b

- (KE)EERRET , UERLERNEBEHNT,
- (REM) ALBERNABHTEEHHET,

MEFHMET , F2EPHN (RRBIUTEENER) —HREESLHHIRERNHEFE,
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https://console.aws.amazon.com/route53recovery/home#/dashboard
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Amazon Route 53 Application Recovery Controller HBEABER

7. EEMIEERHE BN HENRR, 21EF B RRFR (REERRE) , AL Route 53 ARC Fh
BITHERNERHNT. FTEBHME”EEA UTC,

8. EHUZEN BRLARERR I C R M.
9. EBEEV.

FEREBREYTERE

1. 7TEBIRX Route 53 ARC F 1% & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

EEWFELSHOT , BEERHABER,

EEREBHBEBTFERET , BIEER.

£ [BF] ThRERP |, BE [REBATATHERE]

BERTUITHRE , LTI —RNSZHESE -

o A 0N

- HRRE , BT TERE
- BREZEER , BLUMNER , MRERIIEETENEEZER,

- HRERRBETHERER , EUUEEEFEMANTE CloudWatch B, FEERETR ,
Rt SR A M BRAE RE o

- BRBENBPNMHENRE , UL E RN A NGRS  IBERERRANEHNAH
MEFE. AR BHMEREEA UTC,

6. BERF

B MR E I ITHRE

1. TEBIRX Route 53 ARC E 12 A https://console.aws.amazon.com/route53recovery/home#/
dashboard,

ERESROT , BEEEESE BV,

EERESESTHEIDERET | BEER.

£ [BE] ThRERT |, BEF (MBREBHITHERE]

EFERR AT EEEE T |, W ADelete , RERE [MBR].

o A 0N

AR, MRS EFNEREETEECEERERNESABGR., EHEBRESTSERERE
B R EIEIT.
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HUERE BT RER

AEF R B ERRA WA Amazon Route 53 EARNEREFIFETES LEREESER, FEUER
RETAAEAREBUNNESABER  F2EESRENEE B E VR API 2E15/8,

ERLABUHC B C B BEIDR, WA SIEUESHEREE AWS BIDRATREBEANTHERFHBR
EBEE P/N

BUERBHITEESRBHNI R

1. 71EBIRX Route 53 ARC E#2 & https://console.aws.amazon.com/route53recovery/homett/
dashboard.

2. EEMESROT K BEEEEHFRR.

3. ENZERENESRBE K AREE 'BHUFEESRBE. .

4. EHFARFICIEHFEL RSP , BEE.

8BS Amazon Route 53 FERAREXNBERES P M [EE B B#E
EALAE A AWS CloudTrail 1 Amazon E532 Amazon EventBridge Route 53 FEARER B FiEH25 5
W RS B By |, LAD TR 1 Bh 2R S BE AR R AR

3|

- FEFECSREE B Bl API Y AWS CloudTrail

- A EE B BifiEE Amazon EventBridge

R ESE BB APl B AWS CloudTrail

Amazon Route 53 FEFARERNEREHIEH [EE BB IhsEEEE S AWS CloudTrail , iEERIE A2
fit Route 53 ARC HfEfi&. AR AWS IREFTERENEFRIGC#. CloudTrail & BB NNFTE API
FEILEEEN B4, HEEVAYFEILEIE R E Route 53 ARC Ei#EAMFELN | LUKk H EHBM Route 53
ARC API fEZ M Z N EEMEL,

WREETIBY | B LARUBIFES (T CloudTrail 42 Amazon S3 T , FEHEBNE
#, MBRERFREER | BMATLE [EHEBREICHE] T81R CloudTrail £ A P RITHNEH,

FERWERNEEA CloudTrail , £ 8] LAY/ @ Route 53 ARC #{TEHEBMER, BHFERN IP
i, REERNAES, BHERPEBEBUREMEFHRER

SE TRt 59
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EEHE—F 7 CloudTrail , FZ B FEAWS CloudTrail &SR

[E 13 B By 48 & FA CloudTrail

CloudTrail FE{&EIZERFE AWS 1RF BFRAH. & Route 53 ARC H#¥IEE B BRERETHE T
BEeHEE4R RSP EM AWS BB CloudTrail E4—RIEBESEHD, BOUELEN. DB,
EEMTHRKIEHES AWS tRE, MEFMER , F2EFE A CloudTrail E4FEEEC %o

MEEEETHEHEHE AWS IEF |, 83 Route 53 ARC HEE BBV EH , FEVIEHIF, B
Ht Al CloudTrail #% HiSHE R E| Amazon S3 FFETEE, KA , BEREEEAPELEBME  ZER
SERAZEMAEN AWS EiF, BHECHERE AWS 2 EFRFMEESNEY , YA HFEEXIEREN
Amazon S3 f1ZETEE, A\, BB LIGREH M AWS RIS , E—F 247 CloudTrail iR P WENS
HERIWRIITE. MEFMAENR K BF2ETIARE :

- BIBHHEIE

« CloudTrail X EHRIEHEES

« %7 Amazon SNS EHI CloudTrail

. #HZEEEEW CloudTrail B4 ZERF U CloudTrail BFEEX 4

B Route 53 ARC ElEHHEE#E T3 , CloudTrail ¥ 5287 Amazon Route 53 FEARE R E R 428
HUEE RS AP 2Ei5/E s, i, BiStartZonalShiftMEListManagedResourcesE&1E
CloudTrail & EHREEEE

B-EEMIARERFETSELFRENEN. FoERATHEHE THIER

- EREHEAREAEZAERIER AWS Identity and Access Management (IAM) £ & & A & RHE
Ho

HZFERE  REERATREACIBE S EAENERZEBRE.

RREHREM AWS RERE,

i
N

s

WMEBFMER , H5SBCloudTrail fi£ userldentity 7T,

EEHRESTEHEPESE Route 53 ARC

CloudTrail AIZZEEHEFREETRERENEY. EEMEEZSEN , F2E (EFRAEM) P8
(AWS CloudTrail £/ CloudTrail E4E%&) .
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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R % [ 35 B B V) RGO 8% E TR B

BHE—BHERE 6 TES4LEFENERXEESEIEEMN Amazon S3 #1787, CloudTrail iC&HE
@A—Eﬁ,%ﬂﬁlﬁﬂﬁilﬁﬁ $1¢1t2§5§§1fﬁ5§2ﬁﬂ’9 —fR , SREEBBERNIEE , BEN B AR

, BRBHEER, CloudTrail BEXHTRAH API BANEFHRZRE , AteMTEUEM
ﬁElIEFE’émo

T3 EHIFE R R E [R5 B B fl#ListManagedResources B){E 2 B ERY CloudTrail EL8&IEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z2",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
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"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": '"Management"
}

}

£ A [R5 B B #4582 Amazon EventBridge

£ Amazon EventBridge , ISR EEHBEEHNWHRA , LEREGSEEBREER , YREFEHAE M
RI&H B ZEBE, AWS Hilan | EBA LR EEEZETFEHHBANRA s EREEE BSHIBRNETH
1TEMREF | /HiX Amazon SNS =&,

& T LATE Amazon A2 R BI LU [E 15 B B) EventBridge 8 RENTE ., ESEBBRESHNEHD
EEERRESTEBRENREER , flin , ERIBHTEEHETH,

A EMEEREBNSE RS B BIREMS , FER EventBridge I AREBEAEHHNBESHER, E
HEXEZECMAEFHNEHEAHEENER. ZEXSIREREBHMN , YRHEEESKHBE.

BERHEMH, EventBridge EEEEREBRT , ©RK 53 ARC NERTEEFERN, 8
Tﬁﬁ%&fﬁ—l BEE LB M I SR EENIE R

#nZE EventBridge R A M RIBEHEXNVFMHER | 52 EventBridge.
FEAUTHFREREE B BiEE IR EventBridge

£ F EventBridge , ALV Al , LUEZ Route 53 ARC BHE R HEHRERIMNEE, F
W, BZAUEBIRA , EESABURNEERITHREREEEFBHAS.

EREFRATAARNEREFERLR L FEINEX EventBridge TR ERER AR ECH)
BIEWNIEE, AT HBEHETREESEANEMES  ATEESLTUAEANES S BBREFL
HIEAN[EEH BB UREFREG,

BAUERSHNSAA

LA T2 E$T B Amazon EventBridge ##|#& https://console.aws.amazon.com/events/o
BESAWS BF EEHPEVAINBE  tHREEEEBBREESNHE,

24 Create rule (B3I H),

W AR ABIName (B18) , HEBWAHILR,

HRASBHERDE , REFERE (FAERE).

o K~ w0 Dd =
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://console.aws.amazon.com/events/
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6. EET—F,

HR TBE, SHEXIR  BREHRR , AERRE "AWS 4, .

£ [EHIEM T BE BAKEC]

HREPIEH  FRARERL I EEHEK,

© ®© N

g6l EE B BRESHEN
SHEAREMHETHNEFERARNGER. BN REREHIML  YRESEESRHEE.

BRI LG E B PRV S E XN BRI RS EventBridge 9 , LB A ARER EE B B REENEIR
YRR A,

ELABESBBUMEHARYSHERE  BUUATIEEEETIME—EE : detail-type

* Autoshift In Progress

* Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

e Practice Run Failed

ERTHTHER  FREERPENRERRNGFMAEN , 82BadditionalFailureInfo{i,
- REABEIVTHESBEBBREFEZRMEESH. -

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

- RIRFETABNESABRETEERESH. -

"source": [
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"aws.arc-zonal-shift"

15
"detail-type": [
"Practice Run Failed"

]

g6l [EE B BIRESHF
LT RESBBREMFRNEHNEH

{

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Practice Run Interrupted",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": {

"additionalFailureInfo": "Practice run interrupted. The blocking alarm
entered ALARM state."
},
"metadata": {
"awayFrom": "usel-az2"

}

}
}

EEEAHEEEZEMN CloudWatch R 848

1 EventBridge R A , BLAEEBEAFERAZEHNEE, WENTHEEEE

EventBridge , 5528 EventBridge &P A AN EE, BRI LFEE EventBridge HAIMWHEF — 1@
BH1ZE 2 Amazon CloudWatch AFFH#H. AEIERAA CloudWatch SE&kBHEFTIB A BENER , WigHt
R BRI R SR B AN ER,

#HE# CloudWatch R B ERAER , BT T E P —HESE
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- BVMHGCEREAE
- EERENE&EEHE

MBBEEIRAGERAEEEEENMNEEEE , EventBridge EE B ARE U OEKHE, BHEE
& FA1E EventBridge 3 BI B BRI & EFERMES /aws/events, MREEERIBHGMWCHKEHE |, 55
AR REHEEANREEE/aws/eventsBERA TN INERTNRIE, WEFMAES , F2H
Amazon CloudWatch fEF & g5r Y E L 37 H 558 4H,

MBEFEHEEENEH CloudWatch #EEREIHF A CloudWatch RRikFEMABRE , FRELDS
ERREER. MREFEAZEASTERENIEE EventBridge 28 , AIREBEENEREBRER
BEH, B2 , MREFEH AWS Command Line Interface 5 AWS SDK RigECI#EEH , AIMEE

WMESFEENUERAERNWEREA, THEHARARPEXEELHFFEANEREFIFERNER :

{
"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

1,

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}
1,
"Version": "2012-10-17"
}

LEEAGEAFEAARBFEREUERAERNER, FERXENERHEZEUERARR
HIBUR |, 5 CloudWatch PutResourcePolicyAPI fE3¥, A% , B LAEA describe-resource-
policiesCLI i S RBELNWRA RS EREA,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
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RERSHEIRAIIEE CloudWatch e &k BHE B R

1. LT {ZET B Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o
2. EEZLAWS EE ERHPEVRANEKREL
3. EF[EURA, ARG ATAXAINTMEN , flNS4EXSHRFRENR,

£ EHSHEREIA Route 53 ARC 217 EventBridge R BIMGFMEN , F2RAATERENES,
4. £ TEEBE, HEEL , #EECloudWatchfEAEHN B &,
5. RTHXIhEEXRTIERE CloudWatch 5C8&E 4,

=13 B B)#2REHY Identity and Access Management

AWS Identity and Access Management (IAM) Al B BIEE &R £ iR H AWS ERFEE, AWS AR
% IAM EE S A TR (BA) MRE (EFERE) LU£A Route 53 ARC EiR, &BAJLAfEA
IAM AWS fR# , BEBENMIE,

B #%

- Amazon Route 53 BRARBRERBREH =P EE B EBRMMAER IAM B

- [EiF BBV 5 251 R R4

- %&£ Route 53 ARC F £ BRI HEiE A € 1T[EiH B BE

« AWS Amazon Route 53 EARERBREHSRET ESEHBRNZEBER

Amazon Route 53 FEAR N EREHIZR P M [EE B B YR MNMFEE IAM BE

HIEMER IAM B Amazon Route 53 BARAERZHIBZ T EHABBRENEFIERH , B TH#
WL 1AM Zheg vl ¥ E [= i B B B E A .

& W LAFE Amazon Route 53 FERENEREFISRHREES BB REEAN 1AM Zh8E

IAM Zh8E X EEEEBiRE
S BBX =
EIREBUR A
BERBE =
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FMBABER

IAM Zh&g
HERE R

BRIk REI#

ACL

ABAC(BURFHEHR)

== SEE =
i B R

B EEAE

X EEEEBiIRE
=

7|

fim

fim

fim

& ZHE AWS RBMAEERASE IAM HEEEFN SERZEBRER | F260 IAM E£REER PR

IAM £ FAVAWS AR %o

Route 53 ARC WER B HIBUER

XESDHEBE

=
=

BoBEBRRRALLEED S D (Pl IAM EAE, EREFHERAR) B JSON FFRBERNH, X
HERTER S D EMERG TREBLEEFRNTHRLERE, EETHRNMEY S BHEBER , F2H

CIAM EREERE) PRET IAM BUR,

£/ IAM H 2 BEBER |, B IEER

HREBWDENDR , UREAERSE T AFREBDE. &

EEIEEPEABKRYEETE  NAESEAZTEENFERERAR, NME T HEE JSON BERHF fE
AWmERE , 528 (AM FEAEERE) ¥/ IAMJSON BHETESZE,

ZEMR Route 53 ARC Bn B BIERAMNES , 52 8. Amazon Route 53 FERREX BRI H 25 H

B9 B 20 58 B B B R D)
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Route 53 A ERBEBE

XBEUERERAYBUR )

BEREBREH IR EIRA JSON BERX . EREBRNRE REHIR IAM ASEEEEN
Amazon S3 EFIFEBR. EXREREBRXNEBHS , REEESTUEACMAREFHEBEER
K IR

Route 53 I BUR1TED

X EBREE =

EEEWLUER AWS JSON BERRIEEEH T AFIBLERE. UHRER , WEEREFERGET AR
B BEERAITHELE 4,

JSON BURRE Action JTEBERE T AR RAFFHRIEBBR PR EMF. RAUBFEEFEREBN
AWS API ERERMHEN BB, B—L£HI5RR , FlaNL BHEFH APHRENERFFTEF, tbE—
EEXFERRPNZEEF, ELBENNBERSBKREFE.

BREERBERE TFUTHBBBENFTT.

HEREEEHABYRA Route 53 ARC BIMFEE , F2HABRBRESEERHH Amazon Route 53

ESEBRERNEF,

Route 53 ARC H#t ¥ [EiE B Bt M R BEFSEBFEZRIER T HIRIER

arc-zonal-shift

BREE-RRAXNPIEESEEE  FRAERS R, Flm, LTRE :

"Action": [
"arc-zonal-shift:actionl",
"arc-zonal-shift:action2"

]

s
@

U UERABRAF R () RiEEZ@EEE. il , EEEERER Describe XFHAEEE ,
SUTEME :
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"Action": "arc-zonal-shift:Describe*"

£ Route 53 ARC LS HBABERNEREBARANES  F2HN. ESaBIANS SR
BUR A

Route 53 ARC H [&iF B BB Y BIR B IR
X BEBRER =
EESWLER AWS JSON BURRIEEH T AFIBLERS. WHRER , WEERETBEERET TR

B BEIRAITHLE 1,

Resource JSON BUR TEWIEEZEERBEN Y4, BB 4B B E Resource = NotResource
TtE, REEEEFEHAE Amazon Resource Name (ARN) RIEEER. B U H T EEEERER
HENME (BAEBREBHREFT) RIEEM.

HRAIXEERBERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

¥

\

EREEERBENE ARN WEE |, IRETUERASEERN ARN EENBEF , F2RRER
B2ERNTHEE

« Amazon {4F 53 EEMITE-EEB

EFEEFUERRGRSIBERANEENER K F2RREEESEZEHDNTIEE
« Amazon {4R 53 EEMNRHR-EEBMN

EHEMB Route 53 ARC U HZHEIAERNERBBYIRFRES , F2H. ESEHTROEDHE

Route 53 ARC A [E 15 B B Y1 2 89 B SR AR ¢ 8

X BERBASEBR KSR

fim
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EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
B BERAITHLEE 1,

Condition Jt# (5f Condition E#) I BB IEEFRAR ERIHRMYE. Condition TEREAE
B, BUUBIFRAKTEE FHREEER (BIINERIE/DR) , REHBERFHOERGMNBERFPHE,

HERERBNPIEESZME Condition ik , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRAFFTME M. WREA/E—RUHREIREESEE , FEMBBORESZ R AWS 5
bkt LEANEREHRE , TEREFRXNFFT.

BT EEERFBEAEENVERE. M, BAUREERAEERAR IAM ERERBERLK
HENERNFFARTXIAM ERE. NFESEF , F2H IAM £AEERETHN AM BEXTE &
BHER.

AWS X ELEFRASRMNBHBEERMH TR, EEEFME AWS 2EKRG R F2EH (AM £
EIEm) PHAWS £ EKEHERE SR,

HEEEEH BB Route 53 ARC RHHEIRFE , F2RBRBERESETNTIIEE

N

« Amazon 4R 53 BB ALY IF 4

FEERRRFRHRSIBEANDENER  F2RERBERESEDNTIE

« Amazon 4 53 BEEBNEENIRE

& ZM1% Route 53 ARC A H 7B AERN EHABIRRAES , F2H. ESESIRNS5HE
Bl R A g5 Bl

Route 53 FREYEFE 2 HI IR ( ACL )

X ACL a

FEUEFIEE (ACL) TEFIMLEXRE (RFKE., FRAENAG) BEFHEERRNFFAT. ACL EER
EREBR , BEMAER JSON BERIXAFEN,

ERBMNEAEES ( ABAC ) B Route 53 ARC

X ABAC (BURFHVRE) i
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B RFEUES (ABAC) B —EREXRE , TRIREBMRERA, £F AWS , ELBHBAERER.
B LGS EB IR IAM B (ERERAE) M AWS BiR. AERNERN LFRER ABAC HY
B—%, BEFERT ABAC IR , A EETRNEREAEE TN ERERATFERE,

ABAC AR RMENRIZPHEREE , WRERKREELERERFREHRTG,

EERBERILHFE , FEFH aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys R4 &8 , EEERNGEGTESD , REEREA.

MRBHEXESEEREEN 2 =ERG SR  BEZBBEMS , EA Yes. IRBBEERLE
REEN =@ k4 iR , BIEA Partial.

WMFT ABAC HEHHEH , F2H (AM EREER) PR ER ABAC?, MEEESHRE ABAC
FERNHERE , F2H (AM E£REERE) PHEABEEFEES (ABAC).

Route 53 Jl 1 #Y (@15 B BY R4S 215 ABAC R T &R X8 -

- EEEERESE ABAC , AT Route 53 ARC HEMAREESBVNZEE R, NEBHEAR
Network Load Balancer MIEERARER B H P H2EEE RN ABAC FFMEF , 582 Elastic Load
Balancing {8/ #& &R+ #9 Elastic Load Balancing ABAC,

A R IFE A E R EE Route 53 ARC

X ERRRE =

ECEARRBREHRE , ££ AWS RE TRFER, MFEHMER , SEMWLE AWS BRI L=
ABEREEAWS IR £/ , 5526 IAM ERAEEETE IAM.

MBEBERART FERAEEBNBBUANTMEEZA , BIRIEE AWS Management Console 5 F i
Rirosdo Bl , B AWS EAARINE—F A (SSO) EFEFEK , ZEFSEBHEVERZE, B
FBUERESDBATRE  ARVRACGK  LERBEVYHEREE. WEVRAGHHMBENR  #
20 (IAM ERAEER) PRYREAS (FEA).

BaLAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LlEREEEREAERRE
B AWS, AWS BERZBRELRHITAESR , MFEARBIFNESR, NFFHAEHR , F28 IAM
FHEREZEEBE.
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Route 53 ARC M ¥%5 iR 75 = B #E R

XEETFIMIERE (FAS) =

EEER IAM BR (ERERAG) EPIATRER AWS , LERRATE, BEREZFIRTE
B, ELERRERKEK  SURSNT—EEE  RARETEANBHEHBERS —EBE. FHER
T, BYAEBHITEMEERENFT,

EEEEHERAETERIPNEMENREE  F2RRERESEFHNTIEE
- Amazon (4R 53 [BiFERE

Route 53 ARC W R A&

XERBAG B

REAGIRBEEN IAM A6 AIREATEE. IAM EESTLE IAM RE, SN ERESE
A, MFREZEF , F2H AM ERERETHNEY A GUZIRT G AWS i,

Route 53 ARC R EFE A E

XERBEGAE =

BHEFAGRERE. AWS BHBREITUABEAREATEFNAC, REELACSRTELN
B, AWS tkF BEBRBRBAE. IAM EEETURE , ENERERBERESBRFT,

WMFEAREMHEE Route 53 ARC RFEREACHFMEF , 552 B1E Route 53 ARC A i F IR #5 6%
EABETER B BIRE,

NMERVREEREEACHFMER , FSEATEL IAMEFENAWS BT, EREPSEKERE
HPaeRBEELCHTH Yes, RIERER , IREKRBHRBES LM

[ 130 B B YT Y & 20 58 Bl R R g5 1

RIFFER , FAENACEEEILRIEN Route 53 ARC BRINER, bt EFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2t AWS API R#{TTE, BEER
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FREAEHHEMEERMTEENT , IAM EESALUEYT IAM BIX, A&, EEE UK IAM K
RMEEAG  EAEERBEIELAG,

EETHRNMERELES JSON BERXHEL IAM E2oREEK , F28 (AM EREERE) FHE
i 1AM BUR,

%1% Route 53 ARC ERMEMENERBENFHEN , oEEEEREEM ARN B , FSRRK
RESE K Amazon Route 53 EABRNEREZEFISFNEE. ERNEEEER,

ES]

- BRREER

- i BEEBRETEEFEN
- %8| : Route 53 ARC API 1k

e ERAERNFAESRERARSTUELHIREPEN, FEEMBR Route 53 ARC ERo
ELBEERREEELRN AWS IRFELER., ERBUIREG P EBER K BERTYENRERSE
13

- FREER AWS SERRASEOREERER — " EZRAREEAENTHERENER  FEAT
REFZEREARMNBRNAWS SERFR, EMEEN AWS IRF. EREEBERBENEMRE
RRBIW AWS EFEEREK , - SREEAER, NFEZEH , F2H IAM E£REREREPH
AWS ZEBRIEBBEEMNAWS ZEBKR.

- ERAREFFART - 5RE IAM BERNFAR  FERTHTEXRMTNER. KERLEN , &9
LESEREFRG T TUEREERKINEE  SELBARKRRITT. WEEA IAM ERFFT
MNEZHEAES , F2H IAM EAERERETH IAM FRIBERMET .

- £/ 1AM BUR PR — S IREIFEVE - B0 USR58 EE&% , AR #I B E R & IR FEL
flan |, AT LURBBUR GG |, IEEXBMEA SSL BIEFTEE R, 1@‘&;{@%1&#5}5%&2%}3&%@1
ERFEVE (INEBEE AWS BRTE) FH AWS CloudFormation, SIEEZEHF , 228 IAM £
HISEHH IAM JSON BETE : FH,

« f£/ IAM Access Analyzer B3 IAM BUER |, fE{RFT A1 24 B ] IE%EE1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEHK ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEBEANEXR, NEEZSE
A, ESH IAM EAEEETH IAM Access Analyzer BURERFE o
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- TEEZHEHHEE (MFA) — NMREBNRGIEE IAM EAERBEAE AWS IRFE |, BB MFA
LIEBENNZ SN, EEEMY APl EZRFFER MFA | 3548 MFA RE4FIBZENBER, NEE
ZEH , BB IAM FRAERERPHERE MFA (REHN APl ZHL

WE IAM FREBBNEEER  F20 IAM ERAEEETHN IAM Z2HBEEH,

g6 BEEBRETRAFN

ZE1FH Amazon Route 53 FERRER ERIEFIE A BN EREE L 41T, EEEREMSER
BB HIEEER Route 53 ARC ERMGHAEE AWSIRFE, MRLETHEEARAKEHF BB
MNEDEBER , IMREERBENER (FRERAR) MS , TERAMBEEUNERERE,

IETFEEREH AWS CLI 5L AWS API TN ERE RFFRETEAER, Rz , RFAFFR
HEMMERNITZ API RIENBERAT,

EEHTEETIH  FAELEEEEYHE Route 53 ARC F 2 BB RERHN RS ERL A CRE
R, MEH—L T , F2E7E Route 53 ARC ARG A CETES BBk,

EEBECHEREEDEAEE B BYRMN TEFEE AWS Management Console , a4 40T J& I B
MEFERE :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,
"Resource": "*"

}I
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{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"

}

g1l : Route 53 ARC API B4k

18 0] LAE A R R R AR 62 A B R BASH ¥ [ 35 B B Y14 6E A Route 53 ARC AP BiERERE [E 15 B Eh 1)
#, UERREKEARXERRERTHESE AWS BEHREERFN AZ , UinBiEES4 R
BERNEE. AWS BEEBRHELHER A FHNEEREFTEEAN APIEXBRENERER , TR

o

BEPTREETE, ERAEXAHABEE Route 53 ARC BB« R EZEAENER. TIEHFRAI
ERURBERZACHENER, MFE—F T#H , F2BE Route 53 ARC ARG HEEA BET
EE 8 BRE.

EEEAEESB BB APIEE | FETIRAMMEERE :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
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"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"
.
{

"Effect" : "Allow",

"Action" : [

"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
.
{

"Effect" : "Allow",

"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"

1,

"Resource" : "*"

}

£ Route 53 ARC R ARG EiZ A CHTEE B BE

Amazon Route 53 EFAERR B RZEFIEFFH[EEEBYI#EA AWS Identity and Access Management
(IAM) RS ERAG. RBEEFACREREZGERBNE— IAM AGERE H EARHIFA Route 53
ARC. lREFZAEH Route 53 ARC AL ER , SeRBEAKREBNKARETWUEMM AWS REFTHE
WP RERR

RIS ERE A REEERMERE Route 53 ARC , RASTEEFBHEXENER, Route 53
ARC EEERBELACHNER , BRIFESHEESR , BRIRE Route 53 ARC AJUBEEHEA R, ERMN
AT REGEERRMFFABER , BEFTAIBCREEM MEE4 IAM B,

BYATMBRACHARER , FefRBHEEAE, EWURELR Route 53 ARC EiF B B#iE
R, RALEEN MO BRENERVER,

NMFEHMXERBEEACRAWS BHEEET  FSEEL IAM FHANRKRE , YERBEEAES
WPSKRER Yes WEH. EREEREENR , MBRZBHBHNBRBERS A S,
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BRI E 4% A R AWSServiceRoleForZonalAutoshiftPracticeRun

Route 53 ARC € & A/ RIS E L A BAWSServiceRoleForZonalAutoshiftPracticeRun #1751
B2 -

- EEpmEFIRMA Amazon CloudWatch B RHZEFE AWS Health Dashboard B4 AT EBEHIT
- EERIEET (HRBEEHHEE)

AERARBELACHWER , UREYT, REMMRACHNMEEENR.

RIS E L A &R AWSServiceRoleForZonalAutoshiftPracticeRun

RS EAE A A2 EEKRAWSZonalAutoshiftPracticeRunSLRPolicy,

BRAWSServiceRoleForZonalAutoshiftPracticeRuni§ & AR EEE T I BREEEZAE

* practice-run.arc-zonal-shift.amazonaws.com

EERFILFEAMER , F2BAWS ZEEAWSZonalAutoshiftPracticeRunSLRPolicy Y 5 g 22
o

BYMARENT , IAM BR (NERE. HENAG) TTRY, FEIMBREKERZAE, MEFH
&, B2E AV EREEETNRBEE A,

3 & Route 53 ARC BYAWSServiceRoleForZonalAutoshiftPracticeRun R & &E#E A &

B EEF B I AWSServiceRoleForZonalAutoshiftPracticeRun RIS ERE B, EIEE AWS
Management Console, = AWS SDK H 1 5 —ER B #ITERER AWS CLI , Route 53 ARC 84
BRI RKEEAE,

BEMBRLBBEEAS  cREEBARRY , KAUERFHIEANREFEFEY AR, BELRY
FE—EFRGHITHERER , Route 53 ARC EHRARLRIBRBELAE,

REEI% Route 53 ARC BYAWSServiceRoleForZonalAutoshiftPracticeRun R & & & A &

Route 53 ARC 7 # 518 fmEgAWSServiceRoleForZonalAutoshiftPracticeRun RIS EE N A, B R
BELAGCE K LEISFACHNERE K HAEMWERTRAESSRZAR, AMm , BFEH IAM R
REACHER, NEFAER  F2EB IAMEAEEETNHEEREEEAE,
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MIER Route 53 ARC BJAWSServiceRoleForZonalAutoshiftPracticeRun R E# A

EETBEATERKTERACHIERERYE  RAZBEMRXAC, K, BRRBEREDHE
EHHENRERAER. T8 K SXALERBEBERAGHNER , TeFBRBRAAE.

EHEaEHRE | &M BBRAWSServiceRoleForZonalAutoshiftPracticeRun RIS EiE A, NMEBE
PHRINEEN SFME A | 552 B Amazon Route 53 FEARRFIREEFIES M B ERE,

(@ Note

R Route 53 ARC IR ELRERMBRERFFEAZAC , IRKEACHBRITES LK, IR
BESEREN B4 E  RARBIREERMRAR,

£/ IAM FEIRBRERHEEAE

8 IAM &K AWS API fllBg AWSServiceRoleForZonalAutoshiftPracticeRunRIGER & €.,
AWS CLIZNEFMET , 520 (AM EFAEER) PHRIBREREEEAE,

E# Route 53 ARC RIS ERE AR , BANED B BRE

% Route 53 ARC [R5 EFEABZ AWS ZEERRINER , 552/ Route 53 ARC FWAWS ZEE
FRIEF R, EBALE Route 53 ARC X EE ot HE LT B8 RSS B,

AWS Amazon Route 53 FERREREFEHEZFPEFSBHENZTEBR

FAWS BEENEMEHRBINEENE LR AWS, AWS ZSEEN KB ELEATSERERARS
REHER , UEETURREERERIGERE, FENAE,

FARCE , AWS REENBRTRIER/CHNBECARFIREZEERER  RASLEERAHKAR
AWS BEFER, RMZBLERCARIEBNEFEEBCR , MEE—FSBDEF,

EEEER AWS EERBPERNER. MR AWS B AWS SEERFRAPERNER , AIILE
MeETENMRANEZRRER (EAX. FENAR®). AWS EXHNEZHH AWS R /Y API
BRETRARBEARBE , ZRETREN AWS ZEEKE,

WEFMES , F2H (AM E£RERERE) P AWS ZEBXE,

AWS ZEBHEKRE : AWSZonalAutoshiftPracticeRunSLRPolicy

B84 AWSZonalAutoshiftPracticeRunSLRPolicy EHEZ| IAM B8, 1t BRI Z RIS E
EAR A’ Amazon Route 53 FEARRNE R FIE5 64 =i B BYIRBIT T EE :
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&8 Amazon Route 53 EAREAEREFIB[PHHEEES , EANETRE AWS EE A A EE S
THiREEAEREATER CBREREREBE.,

AL R ASKEE (BAREA) EEHECMHEERSE L. Route 53 ARC BER £
EN—HERR, BERRMERSTHE AP, ATHRRENBEEEERZEGIRE, MERRIZEHRE
THNFEER , FE2REEZEHTF .

® Note

Route 53 ARC R X EZEixEN2EHRE AWS EF, ER , BH4EHE KXZE Route 53 ARC
CLItsSHIEEXBIAESS (REM) EHE --region us-west-2 — LRMEEESH, flW
ERENERHEE, BHAEMNMEER  BEFEHreqgionZ2E,

BIUEER  Route 53 ARC 2AKEE—IEHERS., EENMESREFBHBERE | B85
BE CLI s S HIEEEFH IR (AWS EiF FMimH URL).

EEMSHRBERANESZEF AWS CLI, F2H (AWS CLI ET8%E) . MERHES AP BFRY
BE , ESE RNERS AP EEM REZRG AP X,

RMEERUATECARARHREEREBEN T RRIBERA.
RERRE R T

BFME-—PREVUESE. Route 53 ARC BEERHAAERISERN —E , AERKNEE—E AWS E
. Route 53 ARC ERFEHE X FELIRMIHA L , IRRAEBEEZNS T AMNIEF — .

1. BUEE
1. BUEE,

aws route53-recovery-control-config --region us-west-2 create-cluster --cluster-name
NewCluster

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",
"Name": "NewCluster",
"Status": "PENDING"
}

2/ CLI fERy &4l 95



Amazon Route 53 Application Recovery Controller HBEABER

}

BI85 — X2 Route 53 ARC EREF , cHREABEZEJPENDINGE, EBrulBBRARBER
EEdescribe-cluster,

1b, HRFEE.

aws routeb3-recovery-control-config --region us-west-2 \
describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster":{
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh"”,
"ClusterEndpoints":[
{"Endpoint": "https://host-aaaaaa.us-east-1.example.com", "Region":"us-
east-1"},
{"Endpoint": "https://host-bbbbbb.ap-southeast-2.example.com",
"Region":"ap-southeast-2"},

{"Endpoint": "https://host-cccccc.eu-west-1.example.com", "Region":"eu-
west-1"},
{"Endpoint": "https://host-dddddd.us-west-2.example.com", "Region":"us-
west-2"},
{"Endpoint": "https://host-eeeeee.ap-northeast-1.example.com",
"Region":"ap-northeast-1"}
]
"Name": "NewCluster",

"Status": "DEPLOYED"

REER TEEE, ¥, Route 53ARC ER BV EE—HIRENESE  HEBEEE, B LLUEBF
o HrrA#EElist-clusters,

1C. FIHENELE,

aws route53-recovery-control-config --region us-west-2 list-clusters

"Clusters": [
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{

"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/1234abcd-abcd-1234-abcd-1234abcdefgh",
"ClusterEndpoints":[
{"Endpoint": "https://host-aaaaaa.us-east-1.example.com", "Region":"us-
east-1"},
{"Endpoint": "https://host-bbbbbb.ap-southeast-2.example.com",
"Region":"ap-southeast-2"},

{"Endpoint": "https://host-cccccc.eu-west-1.example.com", "Region":"eu-
west-1"},
{"Endpoint": "https://host-dddddd.us-west-2.example.com", "Region":"us-
west-2"},
{"Endpoint": "https://host-eeeeee.ap-northeast-1.example.com",
"Region":"ap-northeast-1"}
1,
"Name": "AnotherCluster",
"Status": "DEPLOYED"
.
{

"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"ClusterEndpoints": [
{"Endpoint": "https://host-ffffff.us-east-1.example.com", "Region":"us-
east-1"},
{"Endpoint": "https://host-gggggg.ap-southeast-2.example.com",
"Region":"ap-southeast-2"},
{"Endpoint": "https://host-hhhhhh.eu-west-1.example.com", "Region":"eu-
west-1"},
{"Endpoint": "https://host-iiiiii.us-west-2.example.com", "Region":"us-
west-2"},
{"Endpoint": "https://host-jjjjjj.ap-northeast-1.example.com",
"Region":"ap-northeast-1"}
1,

"Name": "NewCluster",
"Status": "DEPLOYED"

2. fIE —EEHIER

B HIEMR 2 ARER Route 53 ARC IRHEHIENBERE, EXREVEER  Route 53 ARC 28HE
AREAREI A ZESERDefaultControlPanel, A LA BNE A bt 12 4 4o
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—EEHEHRREFER —EEET. UREREREHNABES —EEE , EXEMKRE , REEE
“EEEPRIUE. BUNBBFAAEERFPNAEESEMRList-control-panels, EREE
ERERSETHEGER , FHIE--cluster-arnilifiL,

2a. B H 2 HIE R

aws routeb53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf@6070bdd

{
"ControlPanels": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",
"ClusterArn": "arn:aws:route53-recovery-

control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": true,
"Name": "DefaultControlPanel",
"RoutingControlCount": 0,
"Status": "DEPLOYED"

(& ) BBFAARZB 2 EHEiRcreate-control-panel,

2b. BlIZ — B HIE AR,

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \
--control-panel-name NewControlPanel2 \

--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

"ControlPanel": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": false,
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"Name": "NewControlPanel2",
"RoutingControlCount": O,
"Status": "PENDING"

E R — X Route 53 ARC EiRfF , ERNREREEEYPENDINGHE, BUEBEFRER
Edescribe-control-panel,

2C, R H ER.

aws route53-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

3. B R EHEF

BELCREBEYERERFE , R URBEYIRHESE, BYRARGEE , ELMAEERH
EHIEFAAERESEN Amazon ERE M (ARN), ST LIREMAERHREEZES SN ARN, BEFERE
ERFHERAENES,

MREREERFE , IS ENRBEFEMEZEEEBEINEFIADefaultControlPanel,
EiBFAAIERHEHcreate-routing-control,

3. B B EHIE,

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
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--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

{
"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "PENDING"

R R SR EEE HE M Route 53 ARC BIRMEIRVEME | R IHb &7 LUZEIB FF i #52 1F 5 R Mt e 1M
R,

3B. #iR B EH,

aws routeb3-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

BT L EIBF A H S AR R RESElist-Touting-controls, #4&IER ARN 2H4E
i

3C. B HEHE,
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aws routeb3-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456

{
"RoutingControls": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

},
{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rc2",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"Status": "DEPLOYED"

}

ETENPFH , RAERHAZEFRENTHE  BRABRRIMFAIE S5 LAY ER B4 (Ret M
Rc2) . HitgEfld , SEKAEHERREAREXNEEETNTAE.

4. BUZRERA

=3
==}

EERREAZERBEGER  SURSRERERANEHACARRN—LRELR , LEf2SHN
®E , FINEARAWERBEFSNFELAERERE, FERNELERERE  FEMBHAEHNZER
Ao

AMEEENLZ2HRA  BISRANMERA, eB2E-IHERELZLRA K F2REELBHEZFNEZS

B .

THIRMEVESRUNEGS , REREEMEEREZONMERBEFHEFNED —E
B, EERVEA  FBcreate-safety-rulefffassertion-ruleZ2&# 17,

B
kg
i}
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MEEEHRA API EEZWNFMAET , 5528 Amazon Route 53 EAR R E RIS KBS APl 2
ZigEAssertionRule Y

4a. EYLE%EE\UO

aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol/defl23defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol/ghi4s56ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
1,
"Status": "PENDING",
"WaitPeriodMs": 5000
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THrEniR Mtz v ERERAANES  ZRWARFEPHN—HEERHEFERMZEN "BH/E. =
"R, FHE. EVELTAFEN B ERAEGE , flin , BRI ETRERENERH. &
LESS | MEHEERHSEBEENEEES , Y HEHGatingControl s2&IEE T i8H= "I,
/Y R B 3% ¥ %118, TargetControls

(® Note

HERVRERAZE , BAFETRZRBEG (T21E DNS REBERCHEK) UKk B RRHIEZ
# (&2 DNS BB ERCHE).

EEEIRE , FBcreate-safety-rulefffgating-ruleZ2 81T,

MESELHRA] API EXNEHEE |, 552/ Amazon Route 53 AR E R SIS MWK B APl 2
Z §rGatingRule F

4b. B RERA

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl23def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi456ghi”,
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/ 444444444 L4LL",
"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
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1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/1mn7891mn7891mn"
1,
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"

iy
"Status": "PENDING",

"WaitPeriodMs": 5000

BEHMRARHER &, SUUER2RAAGHEIENFEREER, JHIMBRELRA

RE—RZELRLBAACE  BUBEREERD, RERMEERHEFHENME, Rset-
routing-control-state/EEFE TEFFEILMNARA , BSRIBLUT I ABTHFISAARTR :

Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444

E—ERBAF R ER ARG ARN EZRZEHIER ARN, £ ERSFREL LB ARN EEZG
E R ARN.

5. BN RERER

EEFARARGERAEBERE , 357 Amazon Route 53 PEILEFRERE | RESEHERER
£ DNS LB U EHM, FERNEBERE , Route 53 ARC BHEFIHERERRERERER K

B, LAE Route 53 EEFMRERE, (REREREEVNENEARINERMRE ; e RERAREMRE
HREN T . )

BHIRR , BRREEMERES (BEHIATARE), EUUK—EBREACAEANEIEREFS , 5—
BERERRBEREE  UREBEE,
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FERERHEBENREeRRRE  ERUBTTHEME , flm

1. £ Route 53 ARC CLI A= ERFHELRHEZEGHIE,
2. £ Route 53 CLI £3&H 53 A ASERREHIEEI KA 53 ARC BEMRERSE,

3. £/ Route 53 CLI £ Route 53 FE I M{ER#EHHE DNS ok , Wi e N ERSECHEET
)

5a. /B 748 2 M3 B 42 51,

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCelll \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

5b. A EERHEFIERMRERERSE,

(@ Note
B A LA Amazon Route 53 CLI 81228 H 53 ARC BTl ZE,

aws route53 create-health-check --caller-reference RoutingControlCelll \
--health-check-config \
Type=RECOVERY_CONTROL ,RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"TAM: TXXXXXX=XXXX = XXXX =X XXX =XXXXXXXXXXXX",
"CallerReference": "RoutingControlCelll",
"HealthCheckConfig": {
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"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

I
"HealthCheckVersion": 1

aws routeb53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"Id": TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

o
"HealthCheckVersion": 1

5c. BV MEREBHE DNS iiék , WigReR N mEREERE 2 B,

B LAE AR E 53 CLI IE88H 53 PR BB E DNS 506k, EERE 0 | 55E 1 Amazon Route
53 AWS CLI 42 NiETR , LENEBEFSR- BBEGS, £ttt | EESEEERMN DNS
& , AKX Route 53 BEEMREREE I HWE EHealthCheckIDfE (2 6b).

HREBMER
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{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": Q,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
HRRERBIFR
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": Q,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1,
"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"
}

RE ,  FERIERTRAEBEIIRERES , BULUMKEBLSER 4b PH CLI EHIRE
#RoutingControlCell1Z|OFFMRoutingControlCell2Z|ONAYAREE,

BI| i 3b 5 57 8% R #2 ) IR B2 AR & AWS CLI

3 Amazon Route 53 ERIREXERZEFIZF[ER (FINBE, HKARGEHNZREER) <& , EILER
£S5 , JENERBTEBEEHESMRE,

Route 53 ARC BAZLBRIYHNESEEERM—HESREY  TERERE—EAWS EE, EEF
MY#E LR AS R IR BB E B , N ABEELEEHEZ — (AWS [EiF MixE URL)
Off, ONEZRAER AWS CLI, VSR ERMEHEFIMEER , RTEEHRH I , BEXLEIEEMER
B--region®y , INAEFF Y EBIFT R,
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FALEREAENSERE. RNEBLNRAEEDREBRHR  CEERERSETA0E
5. mEKFREERSERBNRIEH  FSHEA AWS SDK WEARFIRERHENE
#.

EEMSERERANEZEN AWS CLI, 2 (AWSCLI EES2#E) ., EKHBEG API B)/ER
FEENFMERNER B2l &iEEs AP EE,

/A Important

Bt RIE T LLTE Amazon Route 53 =2 & L EHMEHEHIAREE , ERMEREMEHA AWS CLI =
AWS SDK E# i Hi2#li 8, Route 53 ARC i#i Route 53 ARC B H#Z#|E R F H IR iR
SNAEYE , AREFEHRENEE W HEER, MEFBFEA Route 53 ARC ETREHE
BPENESERE , F2MK Route 53 ARC HRRAZEFINSEERE.

BRI EAEHE  MEERERIf, ERXRTRETSHRHEZXBAEHN B RRERL. BALUE
BHITIESRBHEBEHENMREget-routing-control-state,

EEREERENESNKS , FH{TiEdescribe-clustersS @R ClusterEndpoints,
#E#ClusterEndpoint @FE—BEEME R ImES | &7 LUA REVS N E i BHIZHIAREE,
DescribeCluster —{EIREZFIEE API ##1E. FKPIEZEM Route 53 ARC ih [&F & i BRI R4S
FTREEEERY , IUEXAGFEBRELAREAD RN BBLEXR,

1. S Bg B2 IR

R LAME A S E A SR Route 53 ARC 3 ¥ 7 [H] i B S AR #5728 422 ) M1 B8 B 42 HIARRE

1.7 H S ERE AR EE IR, WRAEERSIER , Allist-routing-controlsiREHEE S
AR,

aws routeb53-recovery-cluster list-routing-controls --control-panel-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456 \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzZXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

2. BB A EGHIE
2. BRI EIARRE,

aws routeb53-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

2. ERTRELRF

EERRERHEEZRARFERFNE RN  BSHRAEHREEHRLAON. BITESREME
miz4lRRBupdate-routing-control-state, (@RI K EEAEZ, )

2a. BB HAEFIRRE,
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aws routeb53-recovery-cluster update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--routing-control-state On \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3

WA LEIR —{E API B0 | RIRFE I ZERKHEEHIE : update-routing-control-states, (&
RECTHE , EREABZE, )

2b. —REFBERBZRGIME RUXEH).

aws route53-recovery-cluster update-routing-control-states \

--update-routing-control-state-entries \

'"[{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlState": "Off"}, \

{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"RoutingControlState": "On"}]' \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/v1l

{3

% Route 53 ARC A {if I #R B RRAT IR I FAE4F

FE

 1E#% Route 53 ARC I E A MR IEHI T
* 7 Route 53 ARC 45 A 58 5 3% B 42 iR 28

- EVRBHEFHNZSKRA

+ Support Route 53 ARC H1# &1 1R 5
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FEB% Route 53 ARC AR EE#REEERFT R G FEH

RERAMIERMYEE, BERH, EFRERENEFIER , UEXE Amazon Route 53 BERARERE
JR 122 1525 P E I B B 42

BRARVESE , TRENKRMAEGE , UREARSEMNIENZEG A, RBEIRBZHMEERE
BE , WEETLEREENKHE S —EARFHEERE L,{{Elmai_)\ﬁ“fﬁffﬁzlx B,

AR AEEHHEZBEUNEEEERINHE, CEEREE—EEERTESREHEHIERN
7EHlE , MEEBERARANERZEH. kA, "‘—IJ«MEFHHE X EE R A AWS Resource Access
Manager , AE—BEETUEEZEHENRBEFENEM Route 53 ARC EIR AWS tkRF, E
T % Route 53 ARC R ERHEE , Support Route 53 ARC REENEIIRE. MEEEBEA , F2H
Amazon Route 53 EAREREBERZEGEEE , RAEM TEBHZE Amazon B4R 53,

EREABHEFRAEBERE  FEUKAEFEFRERE , YRERAEXFERD Amazon
Route 53 DNS FCSRAAEEEE, BHIRE  BREAMERER , EF—ERECRESEARANEER
RBEE S EARECRERREMERURTEREENMER.

EERERHEBENRESRIARE  FHTTIEBHE

1. ARERFEEMIRBEGIR,
2. ABERBRFREEYRRAERE,
3. M RifE DNS f2&k , flanmi{E DNS R BEE & , Wik ReR N RE RS ECHKE L.

BRRERVIRARHENS —ERFR  ELBYRERANZ2RAK, EEEBRT , B1E8
EEREME N DNS oS hiRHHELRE , RAGKERCAARERAEFE, NEFMAE
A, F2R EURAEHNEEHRA

L/ MEIEERE Route 53 ARC 24| & LB ARBRREFH 2 TSR, &EBENAREE Route
53 ARC ERERIEFIFRE API 165 | T2 6 HEET API X

£ Route 53 ARC i flzE &S
IRAERE N EERER Route 53 ARC HEYR IZ&IM R4 &,

BER EREENBRRY ST EIT AP Y | U EHREE— %2 B bR HE R
B g ET NSRS ERERHE,

ERBRRA o
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/A Important

AR BREEHBERINESEEEE/DEHE, —ERETAREHFTZmESMZEHE
R, LETEREZERER  BERUEAENEM,

BUEE

1. 7EBIRX Route 53 ARC F#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard.

2. #IE Clusters (B£).

3. EE[EBI], ARBMARENER,

4. BEERVUES

FEB% Route 53 ARC AP E A #R B ER T2

AEERRERASEEIENESERTREYRAEGE, Sl , EGF—ARARANERSTERY
RERNLE  SERFETESE —EBREE AWS Bl , URESEESTESETHERHNERFET
%o, EEMRHIP , LEEUSERFHRNEEEREFENEHEFIE,

BB BHREGE , B RERHSBEsERH AP RS ARKE -1,

BYAREFRBEEAENEMEHEL %  CTASSERHERRSRNRESEEME 5T
WA IRESER TS MRIN DNS % SREREIREK. NRETSMBRREALRSSE
8, RITRBEKERHE TS REREREN TR HRHE,

EEETRAEE

1. 71EBIRX Route 53 ARC X #2 & https://console.aws.amazon.com/route53recovery/homett/
dashboard,

2. BE "HEEH,

3. £ "HREEEH, EELE ,EE TEY, , RREE "B, BFHE,

4. WARMEHENERE, BEEEMERHENES  AREESENEZRANEFE S BER
FRREFIE, WE , BUHHEF A

5. MRBRERVFHNEZHE K FEEFECTHLIBEURHFHANES  ARBARRNERE.
6. E#EF "EVHREERS,
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7. FEIEET SIS ERRan A& I M BR B 4R IR,

£ Route 53 ARC HE VR HIERRE

B LR mES RN REREANENRAEERENSER B RGIEEERB, A&, ETH)
£/ Amazon Route 53 DNS & KR EBEEHRRERE , SINBRELHE DNS Lk, AR, LRF

ERTAEBARE IR HIAIRE | BEREAONHOFT , AT LAE Amazon Route 53 FE AR 18 [RiRHIZR

EXNBBARE.

® Note
FRELRERAWHARHRERERE , SERTR K B2 EEEREH.

EEEVREHEFHRERARE

1. TEBIRX Route 53 ARC F#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

B TRERSH .

T BREES) HEL | RERREGE,

i BEHEHEFEEY EE L #F [BYRSRARE
WARSRARENERE , RBIEE [BI)].

o > oD

TR, 88EY Route 53 DNS 8k , Wi MEFIRERERERSERCEEYER. S, KR
BREERAME DNS REEBERE  HEHEH RN RERELRAB ., & E= Route 53 ARC &
FRRAZFHERTEBERE , 555E Route 53 PEVMEREBELCHE | TENXRERLH, NF
AE DNS REEBEREMNHEEES , F2H Health BB,

T}

LRV TEREBELEKE  ERNTHAR

Name: myapp.yourdomain.com
Type: CNAME

Set Identifier: Primary
Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com
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Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

REREBECERERNTAR

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

BE  BRESEENKARE , RARERE, FEERMY , B LIENRARBNRERGIRE |, &
TERERHREBES  OFFMXERERGIREZEAON, MTIIRER | HEAB RS TR
EEFLREBEATEES  WKHRAEEEREES, IFEHEEARAEHREBERENFH
B , F2E F£HKH Route 53 ARC AP EXSFI FE T iE I HIARAE (BZEFEA).

EEEFEFMFHA Route 53 ARC API EXE U B AHZEFEMMEERES REREN AWS CLI I5FEH |
HZ2E A% H Route 53 ARC B H &I API YEZ 2L F BV &85 AWS CLI,

£ Route 53 ARC H £l — @12 HlI iR

Amazon Route 53 FE RN E R H25 P Rt E R o] RIS EEN R BREFFATE B, REBRE
BPENEE 288 TUEARKREARAANMERE. BREARAEXASHEAREAFENEHEZ
HE, HERARFEFEIEHANTRER  EUNEREHAERARZERA , SIHBREREKRBE
E,

EREVEER |, Route 53 ARC S VARV IZHIEMR, S AERARMAEGHENEARESE ,
BUEN —SZERH e Ry EBBESE, FIEs , 248 8BESE ASCI F.

AEIZFETE Route 53 ARC ##lA LAIZEHIHRAW LR, WEREB Route 53 ARC EHEFRIEHIERE
API EEHHEEER , FF2E &iEEE API /.

ByEsa

1. TEBIRX Route 53 ARC F#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

2. BEEF THRERS

EREEEH T T
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3. & "M, BREEEL , RE TEM, | RREE 24 'R

4. EFEGHILBRVERHANES  RARBAERNERE,

5. &#E "EVEFE.

#£ Route 53 ARC H 4@ #57 F 8 #7 % Fh 42 iR °E

AR A A Amazon Route 53 F& T2 18 R 12 5l 25 th AR M EE R B8 B4R IR, PR EiRt R AEE
HEREFHE  TEEERFEETRERNRERE. REREE AWS EEGRELERNTRARES ,
FERRAAESE., ERHZEHEMRERRON , MESHRE HE% B 26 B2 HI PR 60 #7485,

AL R REAE RS S | EERF AREEREBERE, flU , BEAEETES LFRRBURH
B, BN R BENFIEREIZESER , AEFRERBNVE.

& LATE Route 53 ARC i A EEMERHEFIAREE | RAEFAE 53 ARC AP| REFH B HIEFIHREE,
BRI AP EFE ARG, B, Route 53 ARC ZFBER FE T API fEESH T H
M, UEHTELEE, ENSFELRER , EREE , AARBAREEF SR BENKHEXER
BAREERTHEAETE, I/, IRCERERINBEREELFER  BUURAEEERBRE
BRETENEERS , /A API REREFITRANEERE,

BOEH —ERERFME , AN XEHBEREZRFMRE, Fl0, BB ER —EREEE
MEEREOFFAMELLRERM —ERFRE , SINEARENEIEEE MV ATARESE., B, SAEEE
5 —(ERmEFHREREAMBRONOEMFEEFERTARENRE, EEERMF , B LLEE
FHEMERBEFME , it RESfERE.

&

- EAHE Route 53 ARC API EXS M E# K BIEHIARAE GEZEEA)

- IR FEF A9 3% B2 HliK 58 AWS Management Console

B A Route 53 ARC AP| RS MIE K HITHIARE BEMEH)

FMEZREFEH Amazon Route 53 FEAENERIZHIES API BERIMESREFBEBITFIAREGE | Hi&
2fEHA AWS CLI tr T EFE A BB M EXN B REZELB E+ —{E AWS SDK #H Route 53 ARC API #
B, BEREREE CLI BB FER API EEREERBEHMRE , MT2FEH AWS Management

Console.

Route 53 ARC BB M API EFTERHREHIRE , AAMBEHEFRESTRAMESHD  RLR/BEER
(AWS B ) #THEEBRHE TBEN AT5EM. Route 53 ARC AIHERIGAE W] LAf7EL F (@ B 5 2
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KiRMPNED=(E , UETHRHAZEHRERE, FEMEH API RSB ERHEFIMRE |, FERE
Hp—fAttEERimH. WREHEBEEER , EUUERERE S —EERRI.

BT LAE Route 53 AT RIREBENEEHFERIFE | A API BIfE. DescribeCluster, #&HL
BNEBFERARFMENEFEZREEESHESERY , RARERESEVHANEEZFERANME
FER |, LUET ERMEERNET,

B RHUFENEANENTES |, FRPAWMEEA Route 53 ARC API /EXEVS M E IR RIZFIARRE |
URERAEREESRN. NFEFHEF K F2ETIAR

o DN ARBA L] L BB 50 B SR v B DAV M RRE BR B 4R IR RV R AR P | 2B EA AWS SDK
M EAEFIRER IR VERE,

- MFERABGSNENIRBZESMENERER |, 526 5 I 5 57 5% i 12 5 7H 82K AWS CLl,
AWS CLI

EY 1S F1 58 57 AR 69 B8 R #2 AR B8 AWS Management Console

BT LAE P ERS M E HT B R 4R A& AWS Management Console, T TE , SEEE T HAPE
ETEANESEERE, WMER , B EG&MER Amazon Route 53 FERRERERE4HI2E API —8§ |, &
FREATEENBRESRENER. A, BHATEESTAY , ™ Route 53 ARC #IEFHiRMH
THENEE, EREEERER , RMEZREMEA Route 53 ARC API RENB R EFHEEEENRER
FIARRE

MEEEBEFEA Route 53 ARC ETRHEBRENESEE | B2 M % Route 53 ARC HEEHEHINHEE
EO

FEEIRATRANENRAEEE , FEETIEFTNTR.

& EES I R FARRE

1. TEBIRX Route 53 ARC E#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

2. B "HREEH.L

3. REEPEERHIAYBARBEHE,

BREH RS ERERGRE

1. TELLTFMEITF Amazon B4R 53 #H|& https://console.aws.amazon.com/route53/homes
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2. hE([EARXERESER T , 1BE KA
3. IEE [BMF], AREE (BERERH]

4. BRBEFEREA/EBABRARBOFRFLRBNLEON , #§— S @ HIZEFIHAIREEHS
Ho

5. EXFHREFBWA confirm,
6. EIZF [EFREXEH]

BYRBEFNZERA

ERRRERZERBEGHEE  SUREREZRNBENREBER  LERENER, flw , &7

RRARBES/NERERAEXNIERAEGE  ESERAMBAMNESN, HE , SURAEZEFE
FREALAE A — /B iR HIR |, B RA THILEBLERKARE. AT Route 53 ARC H AEKMIE
FEVEUNREERE  SFEEURERA,

B LAERAEEREHE, RUANGEENEMERESRRERHEFNZ2RA., SEZLRAUME
EEEHEREERE  BEFERTAESEZERA, BURSRAK  FiE, SEEFEPNE
2HRAUBBYLARMKE—M,

£

- ZEBBNEE

- EXRELEURSRA

- EEEA LERESMBRZERA

- EERERBUEHRBEHRE

ZE&HRAUANER
ZeFRAAMERE EERANMMERL , EAUERELERUUTEN ST NRERERE,
HETR AR A

ERAEERAK , ES8E — 5 —HRHIRHHREER , Route 53 ARC B HIRF & &R E 5 Al RFAT
RENGRG  BRBHEFIRETELE,

Hp—EEANEF R L XMERMES , flFLREBEAN —BRFEETHRRDS —ERFE
BRORBNRS., BTHREERRER  HESRARFRETMEERRE , 2HERPHNIRBZEFIRESE
PEDHE—EOnIHAEHIR, Nt TREAEZEOROERAEAN —ERENATHESE,
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FEERRVEERAULGAFAITHFRFRES AWS CLI @85 , F2 B+ #§8 H Route 53 ARC
B R AP fERFEEL AR AWS CLIBVEN ZEH A,

MEESERA AP EXBENFMENR , 552K Amazon Route 53 FERRNERIZHIZRA R AR
#| APl 2Z 15 R AssertionRule F#Y,

R 25 A

FRARERARE , B AE—ARAEGEIE LRFHMTERENR , UERBEAEANPEEN—A
REREFHITELEAREFRERBUUEE, FEENERRZRIEEAYIRENE —KAREH
=B AONTHOFF,

EREFIIHEE , SR LEY FERRHEGEE , AEEEIRRNEFEREBEEE , SHEFHETE
ESNTHRENRE. AR, FEHLFHNEDEMNECRAFERAREN BERBEGE , 55
#E R R FIREREROFF, BEAFFERH , FHEKREARON,

EEEFREVEFEEREYEABEIERAINES AWS CLI %, F2ETNENLLZ LR &K%
H Route 53 ARC 12 &l AP| fE£ 28 55 RV & 45| AWS CLI,

WMERMEEFA AP EXB MM EEMER , 5528 Amazon Route 53 FEARE N B RIZHISIN K HEZE
%l APl & 5B GatingRule#Y,

EEEAELRVEZ2RA

REFP RS RN A MMAE Route 53 ARC E2 A LBV L2 KA, EREREVEERAUERFIZR
A, EESRBMRBLN . ZEEEFPEH.

EE T HBUAEE Amazon Route 53 FERREXNEREFISRERAERMBAES AP RE , F2E ®HiE
& API fEX,

BEEVZSHKRA

-

EBIRX Route 53 ARC E 12 & https://console.aws.amazon.com/route53recovery/homett/
dashboard,

EiE TRERSH .

# THE BHEEELE  BEEHE,

(R aFEER BE L, B (B1F , RREE 822K A).
BEEZNENANERE  EERASREEKAA

BEAE  LESUMBESSHE,

EERE£RAUNBERR,

N o o bk~ Db
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- HIREEHRA , FlEEESTHNRHBESHE,
- SHYREAA , EEFERBESENE RRBEGE,

HREMERA  FREFENGERE , URANREREREER AR,

(® Note
EEE—STHRNMIEEESEHRA , 5528 Amazon Route 53 EREXNBRZEHIZEMN
B HEE API 2ZE5E PR EMNAssertionRuleiREE R . EEE—F T BN ERE
F A, 528 Amazon Route 53 FERRENEREHISFHNKBHES API 2EEREH RS
My GatingRulefE# & ..

8. REEREI,

HEEA LRESMRLZERA

RETP RS RN AMMAIE Route 53 ARC 124 LiRESMBRZ 2R, SBREURERAETERN
miE  UBEEBIAENSHHE, sEETHMEE FRHRIEHREIZSHRA,

EBE—5 T HIMMAHEE Amazon Route 53 R XERIRHIBRER AP R1F | FBH LEE4H AP
fEx.

HEMBREE KA

1. 7TEBRX Route 53 ARC F 1% & https://console.aws.amazon.com/route53recovery/home#/
dashboard.

2. 1EE TREZS,

3. & "M, BFEEEL , BEERHA,

4. HEERFIEFMAENERL  BEEL2RA  RE2E MR = [WEE.

BELZRALERKRBERE

EREEFERT , EURAERBEACERENZERAEFI TR BRFREZER, Flwm, Brrae
FEMRERREBEUETLBER , M-S ER LR A TS EINE L EE R BRSNS E R
HEERE, EERN "HEL RAd , BUNBRE-—HZEALLHRA , UEBERHZFHRELBTER
BERAER.
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EEFEARupdate-routing-control-states AWS CLI ¥§5#¥Blsafety-rules-to-
override B REMMK HIEHIRE (S EHEBIEFIAREE) B , TURKIBLLRAl, update-

routing-control-stateffABEBBENZ R AN Amazon ERER (ARN) EESE , HETE

iEHR 2R ARN BERBRERMERESZLHRA.

EReRBERBEFHREENE , SRASSTSHEER ZRAN ARN, FHit , BANET
ARN , RARERALZ2RAUBRSBAEBHEFNRE CLI S THIEET,

@ Note
HRERERNRARFHETEESEARERA , BUETUHT CLI & , A—EARER
AIERREMBAZFRE , EFEES - AR RUHHEFNERIAL . BERLEHA
ARN fIAZE update IEFFEBSWRAUBE CLEHRSTR) , EXEXNETIEFZER AL,

3
s

B — SR NMEE API # SDK EfSafetyRulesToOverride B |
B UpdateRoutingControlState,

LT RRERARBERR SRR ERKHZRHREN CLI th & sl
BR—Ez£HRA

aws routeb53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

yyyyyyy8888888 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

BEREMEZERA

aws routeb53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \
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--safety-rules-to-override "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

yyyyyyy8888888" \
"arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

qqqqqqq7777777"
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

Support Route 53 ARC HR# £ EIRF

Amazon Route 53 FEARENEFREHIZFEE S AWS Resource Access Manager AR ER A Ih
fE. AWS RAM 2 —IHA[ELEHMA AWS tRF SHEBHLAERKRE AWS Organizations. ¥R
Route 53 ARC , oA BHEEER,

£ AWS RAM , BRI LIEBEVERAARLAGCHENER, ERAAEEEZLARANER , UKk
ERAARANZEE, 2METSE

- FTEEMEB AWS 1RF REFRINBHVIEEREBHIAER AWS Organizations
- HIBMAIPHEMBE L AWS Organizations
- THE@EBES AWS Organizations

EENMSERANEZEN AWS RAM , F2EBAWS RAM FEHEEE.,

EIBE Route 53 ARC H{# AWS Resource Access Manager AIEIRE X AEEER , B LAER—
BEEEREHZETENRF R AEEEE AWS IRE, BRRELFAEER | BIEE AWSIRFE
WHMEBEETUFRESRESHCHEHERMNEHZEHNE  ETAEEKZENEHIIGEEESHIE
A 5

AWS RAM 2 —IEA 8 AWS BEF 22t A E R RE AWS tkF. #EiB AWS RAM , &A]LAfEH
IAM B&H 6 HEES AWS Organizations FAEB B E N (OU) AWEIR. AWS RAM 2#H
BEENEDEZIRENSR.

HABRER K SUURLEBMENEERE, FARARSE B EETRBEBRSTRENEK
X, BRI A Route 53 ARC HNEHBEIG KR, BUEEETRAENERTSHETENS A
EELEHENER, ) BIRFAABSE B TURBESERARR LRE Route 53 ARC BiEF |, 5=
MREEZERFNEEERD BT REERAEXK,

& Z1E Route 53 ARC HRHRERBIRFHA , FEPEULERHL AWS RAMA. ERAAEERE
HALRFHEZEENSHEE, AR , SHEETUFEANFEA AWS Management Console 5 AWS

ERBRRA =


https://docs.aws.amazon.com/ram/latest/userguide/
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SDK #11T Route 53 ARC API #E% , EEEPFEVER , HlanizHl A MEEHEFE, AWS Command
Line Interface

AEERAMALREHRENER , AR NAGERRELRANER.

B $&

- HABEM FREHY
- HARE

- FUEHBAAHEESE

- MAHAEE

- HABENSENER
« BREERNAR

+ BE

H A B ER SRR

EEHARE  BXAE AWS IRF. ERTHAEELNIREFPRESIMEER. BFEIHACER
HANEE,

- ZFEEAPABRABENLAEE AWS Organizations , BABRAER A AWS Organizations.
MEFHMES , 528 (AWS RAM EAEIER) PHEE AWS OrganizationsBUAH A,

HARSE

ERARCHEENEER  LEETEAARENZEETUEREPEV I R H MM B2 AY Route 53
ARC &R,

EEHAEE  CXEKHEHMEBEEREA. ERLAR— AWSRAM BRI EAHLAERNER AWS
RFE, ERLAEEELANER , UREALANSEE, EEHLAEE , BUUERYHTINERT
AR ERTEZERENERLA, EEEUHNERLA , BUUFEHAWS RAM £i2 8 |, 6
AWS Command Line Interface 3 AWS SDK £ AWS RAM API 3%,

MRERBBAYI—8 , AWS Organizations HERAMEBARHATIEE , BTS2 RES88E
SHARENFEUE, BR , 2EESRINMABRLANSE I EEIBFREEAFBEENFN
.

BALAEA AWS RAM 2 AL SDK £ AWS RAM API e33Rt A EHERH AWS CLI &
%,
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w2E (ERER) PR (BUERAAWS RAMA)

EHRSEENESE AWS CLI

£ create-resource-share 55

HUHHAMAREE
HUEHAEER  UTAREANSRENERSE

- BRIV REERGREFTENELRARESD,

- SERETVNEEEMEAABESETNRBZERE , LERRAEXREBENRA,
- SREBLIBEFRARABETELFER.

- MRSEEEFRAFAEETNHER , ABREEREZMBRLARAESE,

EERCHAASHENLARE  BSRERERAATBR. BAER AWS RAM TR ASEE
AWS CLI = SDK £/ AWS RAM API {EZ£ 3R 1T LR E,

EEECHHASEATHAEAEN AWS RAM HA%E

w=2H (AWS RAM £ AEEmR) FHEMERLE,

EERCHAL AAPTAR L AEE AWS CLI

£ F disassociate-resource-share i85

MBI HAEE

BEEENMSEEZTULUEBRA PN ERRBLHHEE AWS RAM, it a]LAE A Route 53 ARC
F#EHFM AWS CLI.

—RmE EEE—SEBRLCHARCHEHLANER , 5528 AWS Resource Access Manager
FERAEEETNENR

- BABRE  BUNEARRREMALANTEER AWS RAM, MIFFHMEF , F2EETR
RIEHHAER AWS RAM,

- BRBEE  AULEARBRESHANAER AWS RAM, MNFFHHEER , FSHEETRNA
B AER AWS RAM,
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BAEEE B LUEB®RKR AWS Management Console 5if#f AWS Command Line Interface E2
Route 53 ARC API fEEH I EARKETEREHAEE,

EATRARNECHENEEREHA

EEEM AWS Management ConsoleFf il ERI BEE £ , EF B EHAME,
EESRECHENEERSHLR , FFEA AWS CLI

EAMESERENGT, MIRBEEFERKKE , " SEEHRERKNEN,

BAZHEE ERFHELHAR K LEELAEIHAR, I BEN HEEEIRMUISEERRE
HYBRF .

HABSENEEMER

BEENTH

ECEAMEEHALHENERER AWS IRF , AEAZEENSEETUEREPEVEZGH A,
BR ER 4R M H A E R

BRESHEE  CL4ASREN. EBNRMKGRES, SELZEUIMBRSRERNNER , HIWEH
BERMZERA, Gl BEEERNSEE R AV B2 5 RE E R 2 GRS,

B , AL REREHEECEETNSEEMEY N AEEENFMEER, fl , BoLlER
AWS Command Line Interface 5} AWS SDK P4 Route 53 ARC B HI12&] API /5% | RARRHEHIE
AR RE,

MREFEBUSBHEREEZUNER , FITUE IAM PFREEFEREFIHERNARS | WEENIRS
MEEZAG.

SEENER

—RME K SEREUUBYMERZH S, BHEHEER, ZERUNERRERE | SLEH2EEMBF
HANBEETRIN. MAIARERFERNERATHRER., SRIMRAAEETNEEER, Hlw,
ZHEETUUHHERVNEFEELNMMBREZ2RA

UTREEANSESE

- BRERZIRA, ERIMRE RS AL AEEE T VEHEER
- SREELIRG. BYSMESHAEMIRREXAAREPEYNERVEHZES (SERBEFIRE).

EREEEH T o
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- BHEESLIEY, SAIBARLAREPHMRFAMELINZSHRA,
- BEERLIETHLABRENTAREIETHEER , RATEBRESHEE.,

WEIATR , 2EEBLZEHASENTEREFETRIBHZHIE  RABREREEREHERENE,

T, BEEBRFETURLEBIRS IAM A2 , URAFTNEEFERZHEROER, AR, #8557

URESRERETACHER , UESREVUFHNERENERNEAT , ERFFECERAEH
BREE

R EE AN

Route 53 ARC HEENEREFTINRESHBEBMNER. YRESHAENBREMS K BUERE
FREENERTEELEHENEA.

WEFMANEBEAAMEH |, 552 Amazon Route 53 FEFARRREREEISESEEL R TEHE
Amazon Route 53 FER N EFRIEHI8T,

[

EHABETRINARER (BEMAUFRAREENSREMEYNER) SStABRENEGLE
R (Plangdzs) N EREE. IRARABEERNIRFRNEESRESREENESE  AEEHES
ENEEETIRF SR ARRAERE,

EETEFRBREEESR | FSRTHEH. ATRARENTERERLA  EELEm+H | BR
BEHEER Owner, MBHECHLHANESE T88E, .

122 ) T A B 2B
RrgHHHeESERRNR R EREFAITESR.

fltn |, fRE& Owner WEBEIEREFIHIRBERREA 50 , WA EEFHPE 13 BAEFIHEHK, RE ,
BERSHEENGERES 150, EERRGIP , SHREKSRAEETLAREPEY 37 @EFHE (B
#h 2 50-13),

s, MRAABENEMIRS WET R ER , AELBERTA 50 ERHEHRNESZREA
o

B FR 42 L 2R

BERHE S ERE  SERHERNES SESENERE  UREERLRUNEE. FES
AR e E AR %
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Pl | RERESEHR LR HIEFEE B A 300 EEE , MAREFEH 300 ERBAEHEE, B
i, BER2mESLEERES 500, EERARSS , 2REELZEHXABEPE N F MR H
FEHIE,

LR AE

St FERHEREBENESELSR ARSI TEE.

Pl SEZSERNZERAHERS 20 EEE K MSHEERLEBERESR 80, HHRAIF ,
HREEENTRELIEF K AUSREFZSREEHABRENEHASPEN 20 ALK A

NERAEFEENSE K F2ERHEHEIAEE,
L8k FNESFE Amazon Route 53 FEARENERZEFISS PR BES

&AL AWS CloudTrail FiZRES32 Amazon Route 53 FEARE RN ERIEHISS PRV BIES] , Ao ER
S 1% Bh £F B HE AR RS RE

&
« {F 524 Route 53 ARC API 04 AWS CloudTrail

£ FA528% Route 53 ARC API ®nU AWS CloudTrail

Amazon Route 53 FEARXEFRIEHIZRE S E —& AWS CloudTrail , IEE R o124 Route 53 ARC
hERE. A AWS REFFEEERMEIEEC#. CloudTrail % Route 53 ARC HIFFAE API FEILHEER
AEH, BRI ZERE Route 53 ARC AWML | L& ¥ Route 53 ARC API fE£MEERTS
FEAY,,

WMREENIBR | B LR EZ R CloudTrail 242 Amazon S3 #1788 , 23 Route 53 ARC
HEH, MREARFZETEK , BMATLUE [EHERELH] F84% CloudTrail TR AT RIEMNEH,

FERWERNEEA CloudTrail , 8] LAY @ Route 53 ARC BHEMNER, EHERM IP uit, BHE
ROAE, BEERNEBUREMEFMAENA.

EEH#— 7 # CloudTrail , FZ2EEAWS CloudTrail &M,

Route 53 Fl& A CloudTrail

CloudTrail FTEZ£IZERF AWS IRF KA. E'EEE Route 53 ARC FE 4k  EHSHEHE
S ECEERF M E M AWS BRFE CloudTrail B4 —REHESHD, BULEE  BRNTHEBENEH
AWS IRF, WMEFMEN , F2EEA CloudTrail E4BEIERC 8%,
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HRIEEHETHEHHE AWS IRFE | 81F Route 53 ARC WEH | FRIBR—FER, BRA
CloudTrail #% AR JZEl Amazon S3 #EFiriE. KR , EREERADPEVEME , ZEHE
ERAZEMAEN AWS EiF, EBRFEHRE AWS 2 EFFEEENSEH , X AFEELTEEEN
Amazon S3 FEFETEE. LA, BMEWLUREH M AWS BRFE , LA — 2 2947 CloudTrail 528k IKER
EHERLEERITE ., MEFMEEA , F2ETIRE :

- BVIEHIKBIER

* CloudTrail X EH R EES

+ E%E Amazon SNS B CloudTrail

- REZEEFEY CloudTrail BF3 4 Z @R S #EUR CloudTrail BFEH

Amazon Route 53 FEARERN R RIZFIBEFNER%EE APl 2& 158, Amazon Route 53 EARENER
REIBSNE R FIAERE API 2#£15R/. Amazon Route 53 FERRER BRI HI22 MR MG APl &
I Eacsk TR , WALEHE Amazon Route 53 FE AR BREHIZH K BES] APl 2% CloudTrail
flgn , ®adupdateRoutingControlStatefCreateRecoveryGroupEfE&CreateClusterf®
CloudTrail & EHREEEE

B—E£S4NAFERNETEELBRENEN. SoEATHBEHETHEIE

- EREFEHREABEAELIER AWS Identity and Access Management (IAM) £ & & A &2
o

THZERE  REEATREACGIHME S EAENETRZERRE.

RREBHA AWS RBERE,

N

i

B

MEFHMEN , 2B CloudTrail £ userldentity Tt

EEEFES &P EF Route 53 ARC B4

CloudTrail IR EEHEF EHEPREFIENEYS, ., EEHMH Route 53 ARC APl EXRINEH | B4
BAEFEAERN "EE, BNEPEREXEAL (REK), EENSEZENR , F2H (FRERM)
9 (AWS CloudTrail £ CloudTrail B4 ERE)

B Route 53 ARC SC#151E H

EBME—EAE  TESHUBFENTXEEIEIEEMN Amazon S3 #1788, CloudTrail 5C#4E
BE—HLEEHER., SHARRKETARRNWE—FR , LIEEBHERWIRE , BEN B
B, BRBHEEEFEL. CloudTrall BREXHATRLH API HANEFHERZRIER , AteMFTUEM
BEIEFET.
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THEHIFERRERERBIESZCreateClusterBYEM CloudTrail S8 EH,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/smithj",
"accountId": "111122223333",
"userName": "smithj"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"
}
}
.
"eventTime": "2021-06-30T04:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "CreateCluster",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
.
"responseElements": {
"Cluster": {

"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl123456",

"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl23456-aall-bb22-cc33-abcl23456",

"Name": "XYZCluster",

"Status": "PENDING"
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1,

"requestID": "6090509a-5a97-4be6-8e6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",
"recipientAccountId": "111122223333"

T 5 EHIE R RERE HIEFIUpdateRoutingControlStateEER CloudTrail EEE&IEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

1,
"eventTime": "2021-06-30TQ4:45:4627",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"RoutingControlName": "XYZRoutingControl3",
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"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0@123456/routingcontrol/
abcdefgl234567"

},
"responseElements": {
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "XYZRoutingControl3",
"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

}
1,
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

B ER ¥R HIRY Identity and Access Management

AWS Identity and Access Management (IAM) Al BI EE S R bR H AWS ERFEHE, AWS R
IAM B2 S5 HI WL A AT BABREE (B A) MIRE (EG#R) LA Route 53 ARC ER, 1AM &7 LA
EFAM AWS IR , BEHEINTE,

B &%

« Amazon Route 53 FERAER 8 [F 12 525 P AV B B2 6 i £ 8 1AM E4E

« Amazon Route 53 FEFRER EFEEHIEF P HEHIMN 5 2538 B B BUERE 5

« AWS Amazon Route 53 FEREREFEIEF2s PR BEFNZTEBER

Amazon Route 53 FEATE 18 R 15 485 Y 2% R 35 6 an{a] #5 B 1AM EE

E&EH IAM B2 Amazon Route 53 EAREREREHIZF PR BEHINFEUER 281 , FB5E 7T HEHL
IAM ThEE 7] B B% F 2 i EL 2
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&M LLTE Amazon Route 53 FEAREREFREFIEsPEEREHEHERN IAM ThaE

IAM Zh&E B iR
B9 BBER =
SRR &
BERBE =
BREIR =
BRI RE| =
ACL &
ABAC(BURFHZEE) B
il =
A =
REAE B
REEREAE &

& EZHE AWS RBMABEASE IAM HEEFEN SEERER | F260 IAM E£REREFPHEBER
IAM E A VAWS AR# o

Route 53 ARC FWE R B 4 BUER

XESTHEBR =

BoREBERETMLLEES G S (Hla IAM EHAE, FREFHBESAE®) Y JSON FTBER X4, B
BURTIEE 5 o EMEFEG T MEERIANTHERE, EETHRINAEI S ERBEER |, EF2H
CIAM EREERE) PRET IAM BUR,

£/ IAM B2 EBER | BUIEEARFRIEBNBENER , UREMERGE T LAFREBEE. &
BEIESSTERRPEEEE  RACESEAZEENERAENAR, METHER JSON BURHRE
RBmAERER  F2H (AM EHEERE) P8 IAM JSON BERTESE,
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& ZM18 Route 53 ARC LA & 7 B AERAYRAILUETIRREHIAVES , 52 H. Amazon Route 53
FE P72 3\ 18 R 422 11 25 mp B ER 422 I B9 & 0 8 B B R S 1

B 2 B B R BLBUR

X EUERERIEER )

ERE PR EM N ERA JSON RN, BEREBRNZE REHIR IAM ABEEBERMN
Amazon S3 RFATRER, EXEEREBRNERTS  REEESTUEAEMARZHHSEER
K IR,

B F 42 B R RI B 1F

X ERBREE =

EEE A LMER AWS JSON BUERRIEEH AT UERBLEAR, thFIR , WEEBEMTERE T I
Y BEERAITHEEE.

JSON BURH Action TEBRE T AR AFHIEBBR PR EMF, RRAUBFEEFREBEY
AWS API fEEBHREIN AT, B—LHI5RR |, FIENL BHARFE AP HRENERFFTEMF, tE—
LEEXFERRPNSEDE, ELBNNBERBIBKEE,

BREEABERR THITHBEBEB LT,

EEEFRHEFH Route 53 ARC BIMEBE , F2 BRI IRESZ R H Amazon Route 53 EJR
EHIEZMNEYERM Amazon Route 53 BREEERMNEIE,

Route 53 ARC A AR HEHNRIREERECTFERAUTIR , ERERREBEEEADN API :

route53-recovery-control-config
route53-recovery-cluster

m

BEEE-RAXNPEEZMEEBFE  FRERDR. Hla, BT THRE

"Action": [
"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"

]
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AN ERBRTR () RISESEDE, HiI  ZEEEMER Describe XFHAAHE , Ha
L TEIE -

"Action": "route53-recovery-control-config:Describe*"

= ZM18 Route 53 ARC A& 7 B AERAYRAILUETIRAEBIVES , 2 H. Amazon Route 53
FE P 72 3018 JR 422 11l 25 o B FR 122 11 49 5 o5l B B B R S

Route 53 MR E R

X EBRER =

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., thRIHR , WHMEEREMEHRG T T
B BEERAITHES

Resource JSON BHERTEZUEEEZEABENYH. MR AEEE Resource = NotResource
TE, REEBEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PSP HRE) , FEABRAFER () RRTIEEXBRARABEER.

"Resource": "*"

ER%ERESZD | B LLEF T8 Route 53 ARC +HEEREA -

EFEEEEREANE ARN HBE | URETUFERASEERN ARN IEENEE | F2EBRKE
BSEZHhPTIEAE

+ Amazon B4R 53 MRERFIERAIRE
« Amazon &H 53 REEHESNIRIE,

= ZM18 Route 53 ARC A& 7 B AERAYRAILUETIRREGIANES , 52 H. Amazon Route 53
ERERERZSRPIRAEGNS 5 H# R B BRI

Route 53 ARC R BER R+ 3R 5|8

X BRI EBRR R R

fim
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EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
B BERAITHLEE 1,

Condition Jt# (5f Condition E#) AJRBIEEFRAR EMIHRH. Condition TERERIE
B, ANV FERAEEEEFNFEEER BIMNMERTIR) , REEBEPREGENZRINE.,

BEERRXFIEESZME Condition TE , WEHAEE — Condition TEFIEESMEREIE , AWS
EEMAELE AND BRAFFT M. WRE/E—RHERSIRIEESEE , FEMABBORESR R AWS 5
fhiktt. LEANERERE , TEREFRXVFFT,

FH A UEEEREREAEBNEEY., fin , ZANREERAEERE IAM FAEERBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERTHN AM BEERTE : £
BHER.

AWS X E2EFEASRANBHBEFRG SR, EEEFME AWS 2EKRGER  F2H (AM £
E1Em) PHAWS £ EEHERE SR,

HEEERRHEER Route 53 ARC U EIREE , F2

N

RRERESEENFTHNTIEE

« Amazon Route 53 &8 12Hl 89 5% 4 8
- Amazon ¥ H 53 IEEFHNIREZRR

EEEEVRRKRARSIBERANDENER , F2ERBRESEPNTIE

- FESEERENEHE ARN /58 | 5528 Amazon Route 53 R #IF1 Amazon Route 53 18
FEEEZNHIEEZNEIE,

- EEESFULUEASEERN ARN IBENBEEFE |, 5528 Amazon Route 53 EFRIZH|1EEZHH
ERH Amazon Route 53 EREETEHZNER.

ZE®T Route 53 ARC LE D BRI AERNFER |, UE#ETERBES |, 5528 Amazon Route 53 FEFA
218 R 12 585 B F 12 16 9 B 40 58 I Y SR 6 451

Route 53 HEVEFEEHIFI5R ( ACL)

<& ACL a

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAHEN,
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HABMR RS ( ABAC ) B Route 53 ARC

X & ABAC (BURHINRE) B4

B RFEUES (ABAC) B —EREXE , IRIREMRERA, £F AWS , ELBUHBAER.
B LGS EB IR IAM B (ERERAE) M AWS BiR. AERNERN LFER ABAC HY
B—%, BEEFERT ABAC B , A EEIRNEREAEE TN ERERATFERE,

ABAC AR RMRENRIZPHEREE , WRERREELERERFREMATG,

EERBERILHZE , FEFH aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys k&8 , EEERNGEGTESD , REEREA.

MRBHEXESEEREENEH=ERG SR  DEZBBEMS , EA Yes, IRBBEIBERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC EHHAEH , F2H (AM EREER) PRI ER ABAC?, NMEEESHRE ABAC
FERNHERE , F2H (AM E£RERERE) PHEABMEEFEUES (ABAC).

Route 53 Sl#RE& 25| 2 5¥ ABAC B T HIE !

- k8% Config x# ABAC,
- BEREETXE ABAC,

AR IFE AE R E Route 53 ARC

X BB E =

ELEARRBREHEE , ££ AWS RE TRFER. MFEHMER , SFEMWE AWS R L=
ABREEAWS IR £/ , 5526 IAM ERAEEETE IAM.

MREFEART EREIBINBBUNANEMTEEA , AIIRIEE AWS Management Console £ F i
I, Bl EEAWS ERATNE—ZA (SSO) ERERE , XEFEADR T HEEE, &
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BATLAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , SuUFERAELEREAETRRE
L AWS, AWS BERLHEELBFIEAEZLR K MAREARPENRSE., MEFMEEA B2
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XEEFFIIERE (FAS) =
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Amazon Route 53 FERERERIEFH25 P BEHH 5 2 35 5 B B £ 41

RIFFEER , FRAENARKEEILREH Route 53 ARC ERIWER, It EELFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS API R#1T T, EER
FEAEHEMELERYTRENGT , IAM EESAUEY IAM BXR, A%, EEETUE IAM B
RMEEAG , EREEREBTELAR,

=2 T NI RIELEH JSON BRXHEL IAM B2 RBER |, F2H (AM EREERE) FHE
i 1AM B3K,

WNZE Route 53 ARC EEMEMENEREBHENVFMET  SESEERERM ARN K | E2RRSE
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F&E
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ARG AWS BEFEBHE  H#—FPREEHER, NEEZLEN , F280 IAM FHAEREEHH
AWS ZEBUERREBREEMNAWS ZEBUR,

- ERREFFAIRTE - 5 IAM BERIFTA K , FERTHTEXRMENER. SERLEN , &
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

- FA 1AM BERFIREE - SREFIE - SO LUSREHREEEE , URHEBENERNER.
Blan | AR BEBERGH | IEESBMFER SSL BEFERE R, Bt UERRAERZES RS
ERFEVE (BB E) FHIELEE AWS IR , #l20 AWS CloudFormation, MEEZE |, 58
20 1AM EHAEEBETH IAM JSON BETE : 4.
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BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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Analyzer 124 100 ZIEBRBRER VB TWER , THBEESZLEERANEE, WEEZE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- EEZRESMER (MFA) — IREHRHFE IAM EHERBFEHE AWS tRF |, BRI MFA
DEBSBENANZEMN., BEEEMWM AP EXKFER MFA | 351 MFA REGFIEZENBEE, NMEE
ZEA , FSB AM FRHERERPHEERE MFA REN API ZEL

WE IAM AREBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

4 . ANEEAEZEFIN Route 53 ARC £ & FH

£E1ZH Amazon Route 53 EARRERIEHISBTINE , EXEHEEES L —HT T, EEERELEAER
BB HAMEEER Route 53 ARC ERMGHAEE AWS IRF, MRBEVTHSEAKEHFIEBKE
HNEPHBER  IEREERBRNER (FAEIAR) NS , TEAMELMAERE,

BAREERES AWS CLI 5t AWS APl #THINFERAEATRETIEAER, k2 , REAKFEFER
HFEMMERBITZ APIHRENBERTILT .

EEHRATEAENACELEATFEIUE APl EXEFN T FEA Route 53 ARC £ A |, RIS
Route 53 ARC HJReadOnly AWS SEEFAIMMEEE. MEHMER , 528 (Route 53 ARC
Route 53 ARC EEHFE) EED (IAM FHEER) PHEEAEHNEHTT,

BEREAERNZEBITIZEMEA Route 53 ARC BRHRHITHEER TR FEE |, BT 51 /Y R RIFY
iatERE , BEREWAERE Route 53 ARC B HIRHIE R STEER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel",
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster",
"route53-recovery-control-config:DeleteControlPanel",
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
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"route53-recovery-control-config:DescribeCluster",
"route53-recovery-control-config:DescribeControlPanel",
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl",
"route53-recovery-control-config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule"

1,

"Resource": "*"

1,

{
"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck",
"route53:ChangeTagsForResource"

]I

"Resource": "*"

g5 AR B ZHERER BB Route 53 ARC API B

& EMREME T LMEMA Route 53 ARC API B)ERHEEL Route 53 ARC B HIZHIERE , FAM INERGER
EREEMAN API EEEHENERER , MTATR,

EEA AP BEETRERHEE , FREMUN TR RBEHMNIAS

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
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1,

"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:

"Resource": "*"

CreateSafetyRule",
DeleteCluster",
DeleteControlPanel",

DeleteRoutingControl",

DeleteSafetyRule",
DescribeCluster",

DescribeControlPanel",

DescribeSafetyRule",

DescribeRoutingControl",

GetResourcePolicy",

ListAssociatedRoute53HealthChecks",

ListClusters",
ListControlPanels",
ListRoutingControls",
ListSafetyRules",
ListTagsForResource",
UpdateControlPanel",

UpdateRoutingControl",

UpdateSafetyRule",
TagResource",
UntagResource"
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RYBE IR RIMREE N . MR AFHRESEEIT API FFAYSUE B fh 12 SR R 48
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MRERBEAFER T HERAEREEERFH API

EEERNZER
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"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingControlState"

1,
"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"

}
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aws routeb53-recovery-readiness --region us-west-2 create-resource-

set --resource-set-name dynamodb_resource_set --resource-set-type

AWS: :DynamoDB: :Table --resources ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/PDXCell,ResourceArn=arn:aws:dynamodb:us-
west-2:111122223333:table/PDX_Table ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/IADCell,ResourceArn=arn:aws:dynamodb:us-
east-1:111122223333:table/IAD_Table --tags Stage=Prod

aws route53-recovery-readiness --region us-west-2 create-readiness-
check --readiness-check-name dynamodb_readiness_check --resource-set-name
dynamodb_resource_set --tags Stage=Prod

WMEFHMMER , 5528 Amazon Route 53 EARRNEREHIBRNEREREE API 2E15
g TagResource Y,

1£ Route 53 ARC F T EEREMNEE

£ Amazon Route 53 FERRAER1EFIR , CERAFAREERBIEANEESE. HYREHR
E, BREXNESARENERRENGER.

UNZE Route 53 ARC WEHIEEBEAN EEEH| , 5528 Amazon Route 53 FERENEFRZFIZEE
B, REB THEZE Amazon Route 53 FEAREX BRIEHIZ.

AENERAEAREEEERER

£ E4& Amazon Route 53 FEARE X EREFIZRENVNZE AWS EiFH AWS ERREXEEER |, 35

BEUTEESHRRECBARANEN  LEFRMIEERERBREE, AR, EUNLAERAEX

BYERREERE , WRERHES  UEFKRAEERENETRERE, LETLUESR Route 53

ARC RENEBETRSIRERINERAEFREBNER,

(® Note
MREEHEABRIXETAEERH® K FERFAREBNN ES BB IRERETRELEE
R, BEXENACEAREBUREDBBHRE  RUARHBEEPAIEHEREARER,
FERRERTARSBHEAHTEHREIR , 557 Route 53 ARC £ AH Elastic Load
Balancing A F MBI EFHER, HE , B AWS Command Line Interface 3 AWS
SDK EEEE B AP BNEREER ., WFFMENR , 528 Amazon Route 53 FEAEFIRE
BEHEENESER,
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BERATHBOMRBERAEEFEREAR  F2RFAKEM Amazon Route 53 FEHENE R
PN ZEFHER,

# Route 53 ARC FETEBRENREEER

¥4 Amazon Route 53 ERABRXNEREFRFNEREERE , RPBEZBHEATIHE

HiEmE RS EN B

£ Amazon FERE#H Al , EventBridge LAMEEE iR BB FRHEXBE A , HI0#EREADYZEINOT
READY, EZWEEHE , SAUBRELMABE , URAREZNEARIANEREEARRNC EHITFET
AEBE,

SET LARRRE EventBridge R AIREEBERFEHREREBENELN , B ERFE SHYENERRE
). BEE (Bl AWS BE) REFRENEFBRERE,

MEHMET , 5528 £ Amazon Route 53 ARC $ i Fi 4% 2 EventBridge.
EHEEERE API /%
TRIHTARERERREE (BFERZE) M Route 53 ARC % | WA HEISHRER,

MENMEERERE REREME API EZME H] AWS Command Line Interface , 5528 £/ Route
53 ARC #{@ERiiEmE AP EZR &5 AWS CLI,

BE A Route 53 ARC 4l & £/ Route 53 HWERREXNE
B FBER 52 M £ Route 53 ARC 722 552 CreateCell
3., EFHAMIEREREEE
EE—EEE g 52/ £ Route 53 ARC 722 52 GetCell
3., EFHAMBIEREREE
M BR G 1F A& %28 7 Route 53 ARC &  552:R DeleteCell
3., EEAMEREREE
EHREES N/A #82 B UpdateCell
H IR P REIERE %28 £ Route 53 ARC &  52:H ListCells
3., EFHANMBKREREE
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MEERBRERE

EMEERE
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ﬁﬂﬂ £ Route 53 ARC #%#
. EETAIMIERE R EA

Kt %ﬁih

%Eﬂ 7 Route 53 ARC #i#

Kt %ﬁih

. ERTHIMERTE FEF4E

%Eﬁ £ Route 53 ARC iz

Kt ?ﬂh

. SR MIBRTE FEFE

%Eﬁ £ Route 53 ARC H%¢

It %ﬁu'h

. SN BR1E R AR

52 B 1E Route 53 ARC H £l
BN EHERBE

52 B7E Route 53 ARC H £l
BNEMERERE

#E2B1E Route 53 ARC H £l
BENEMEHERE

" 2B7E Route 53 ARC H1 £l
BANEHEHERE

52 B 7 Route 53 ARC H £l
BNEHERBRE

52 B 1E Route 53 ARC H £l
BNEHERBE

52 B 7E Route 53 ARC H £l
BNEMERRE

52 B Route 53 ARC H £l
BNEHERRE

£/ Route 53 WERREXNE

$52[BiCreateRecovery &4l

52 B GetRecovery &40

552 B9UpdateRecovery&ifR

;52 BDeleteRecovery Bl

ﬂlh

s52[BListRecovery &l

nl'-H-

552 B CreateResources% E

ﬂlh

F2 B GetResourcesd E

nliH-

552 BUpdateResourcei’ &

F2BDeleteResourcei% E

2 BListResourcet

3

52 B CreateReadinessit &

i

F 2 B GetReadinessi &

%

2@ UpdateReadinessi@ &

AP $2&4E
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BE fE & Route 53 ARC ##l& £ Route 53 WERAEX M

MEREHERE 52:B7E Route 53 ARC F £l 58 B DeleteReadinessif &
BNEHERRE

5| HE fmmE 552 B 1E Route 53 ARC H £l F2BlListReadiness X &
BNEFERRE

5| HH & {55 Al B2 BRoute 53 PR EFRA F2 M ListRules
HR

BEREEERENRRE B2 BEA Route 53 iV s 2B GetReadinessCheckS

BEERMRRE B2 BEA Route 53 V% E 52 BIGetReadinessCheckR
AR e esourcek &E

BERERNRE HZREH Route 53 Ml s 2 M GetCellReadinessSu
AR RE mmary

BERREBFHENAARRE B2 EE A Route 53 IV % s & & GetRecoveryGroupRe
AR A& adinessif &

£ Route 53 ARC %#{gFiiEmE API EXHE 5] AWS CLI

8 AWS Command Line Interface #Z M iAHENWERAREXNEF , WEH AP RETE Amazon
Route 53 FEARERNEFRZEFIFHEARFHREIIRE. ELEHM SEHBERABRBENMER CLI £H
EimEINEE,

Route 53 ARC B ERUMERERSARARXNEBEATNERTHEY. BEALHNEAREARE
EipReE , B4AT Route 53 ARC REFHHTREBARANERIEE , UAFNSERBAERNELNE
R, R, BUURERKELEANERBERE , U ERASHEABERAREERESEH
EEEAR—, FETH

FRMRE—BEHENRSG , HPEE— 1%2"—’&E’JEEJ%EF Simple-ServicezZ & A2 7 BRI E X B R
¥ (#MEF eI ) B (us-east-1) EIT. BB LIEREBIALE (REM) B (US-EXE -2) AR

REANSFREIAR, FH&EHT , RASRERRBRE , ALBEMBERANERER, EFZEEME
REFwED (XEEN (RYF) EFHCERFEVRE NMRFEETHBERMD),
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HENSHEBEANESZEN AWS CLI, F28 (AWSCLI ETZ2E) . MFER AP BERBEM
AHAEFNER  F2E EREERSE AP X,

Route 53 ARC R RAKRBIERR PN THEEANES) , YEWETEREEFET. EFRFAN
REEREAEBEEGRRBENEAEN, WFEFERETHNFRENR  F2RERRETS .

@ Note

Route 53 ARC E X EZ @ik BN LERKE , AWS EBiF B84BT AXZE Route 53 ARC CLI
P EEBEES BR¥M--region us-west-2) BE (bR ESH), Hlm , BuE
FHEDBRBEREZER.

HREMNEARF R e AABERFERNESAZ —EETE. RARRMEBLERH
fH, RETHRENETERRE,

1. BARBFR
1. B3 — 1@ us-east-1 fEFE,

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"CellName": "east-cell",
"Cells": [1],
"ParentReadinessScopes": [],
"Tags": {}
}

1bo B —1@A us-west-1 FEEFEK.

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
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"ParentReadinessScopes": [],
"TagS": {}

1C, BERMAMEREE. EWUEBHARM list-cells API REEEMREFE.

aws route53-recovery-readiness --region us-west-2 list-cells

{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
b
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
}
]
}

2. BN EREE

BJREHR Route 53 ARC HEREBREENR LEER, ERFEARRERAEARERN. EHTRT ,
BRI ERFENRVERERAERANER K REMERMAEIIMERFE.

2a. Eﬁ@ﬁﬁ%ﬂo

aws routeb53-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
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"Cells": [1,

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}

2b. (RIBM) BT LAUBEBFE 1ist-recovery-groups API BERERBHEARTCERE,

aws routeb53-recovery-readiness --region us-west-2 list-recovery-groups

{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:routeb53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}

}
]
}

BERMETERAEFNER  RRAFNEERNER, £ Route 53 ARC #F , BEERIW—EER
BAERE, EREUS2THEEENER. RMSKERETNERBUETLER , BB HEHE
TREBERBEFETREBE,

3. BVERSE

BREXE IR FE A Simple-Service BN EBIFEREE , M B XRFEH DynamoDB &, T us-east-1 v E
—{& DynamoDB % , £ us-west-2 P E S — %k, EREHLISRHFEHE , THNSEERMISN
ERER N

= B RMSimple-Service EARRNE RN ERE,

aws routeb3-recovery-readiness --region us-west-2 create-resource-set \
--resource-set-name ImportantInformationTables \
--resource-set-type AWS::DynamoDB::Table \
--resources
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ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
west-cell"

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
east-cell"

{
"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
by
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"
1)
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"
}
1)
"Tags": {}

3B. (IRIBM) B LAFEA 1ist-resource-sets API REREBEREFETENAR. ERFH AWS IR
FHMEERE, TiER , RAMER , RMRARRMLEAEN —BERSE,

aws route53-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
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"Resources": [

{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"
}
1,
"Tags": {}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
I
{

"ReadinessScopes": [
"arn:aws:route53-recovery-
readiness: :&ExampleAWSAccountNol; :cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"
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1,
"TagS": {}

B, RMEKABRTERK , MELANEIRSE , LU Route 53 ARC H ASimple-Service EREFE
B, TR, RASKRERBREERE  UERERETERBTEBHE,

4. B BiERE

EiEgEtg—ERAAEREMNNERENERETNEEER. SEEREABERENSRA, BH
25 , BTEREA AWS: :DynamoDB: : TableAWS: :EC2: :Instance , &%, RASBREE RN
BEEHE A SEERE. A2 (ETAHBERAMNERT). BE (EERANERT) REEHERE,

(® Note

EEERERETEFEAZEERNARA , BALUFER get-readiness-check-
resource-status API , &8 5 Ak, HEZEE Route 53 ARC FATEEBHRAINEE |
fEAlist-rulessi2BIRoute 53 1KY E(HF Bl fR, Route 53 ARC EF#HEBEEIRE
HETWRERNE ; BaiSEETELRA

4a. B ERENEHFEE®RE ImportantinformationTables,

aws routeb3-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{
"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
nTagSn: {}
}
4b. (BEM) EERICRUNELERRE , BHIT list-readiness-checks API, It API BERIR
FHHmERERE,
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aws routeb3-recovery-readiness --region us-west-2 list-readiness-checks

{
"ReadinessChecks": [
{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {3}
}
]
}

5. EREERE

BE  BAEREVERAERANEREYHERMBRE , RACERFELRER, SN ERERRETL
FEREXEZREENERE  BERERERAX (—EER). EREFREX. REERBX (TRAEHSHE
HHNMEER) , URERFEBR (BREARER), TEHRMT ARERESEEENERREN®

To

5a. EREHMEMIRE,

aws route53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [
{
"LastCheckedTimestamp": "2021-01-07T00:53:392",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"
]
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}

5b. EEERELEFTE —BRN

AARERE  SEEECRERUNRE.

aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-resource-status \

--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

{"Readiness": "READY",
"Rules": [

{
"LastCheckedTime

"Messages": [],

stamp": "2021-01-07T00:55:

"Readiness": "READY",
"RuleId": "DynamoTableStatus"

stamp": "2021-01-07T00:55:

stamp": "2021-01-07T00:55:

"RuleId": "DynamoPeakRcuWcu"

stamp": "2021-01-07T00:55:

"RuleId": "DynamoGSIsPeakRcuWcu"

stamp": "2021-01-07T00:55:

"RuleId": "DynamoGSIsConfig"

},
{
"LastCheckedTime
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"
},
{
"LastCheckedTime
"Messages": [],
"Readiness": "READY",
},
{
"LastCheckedTime
"Messages": [],
"Readiness": "READY",
},
{
"LastCheckedTime
"Messages": [],
"Readiness": "READY",
},
{

"LastCheckedTime

stamp": "2021-01-07T00:55:

417",

417",

417",

417",

417",

417",
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"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"

5c. ER MR ZEBERIBTR,

aws routeb3-recovery-readiness --region us-west-2 get-cell-readiness-summary \

--cell-name west-cell

"Readiness": "READY",
"ReadinessChecks": [

{

"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
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]

5d. &#& , F2HEERFABREAEXNR LBERREE.

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

FERERHENEREERE
AERPILIREEFERHENZRBENEF , STEET. EFANMRELER,
£ Route 53 ARC 13, EFMMEREFREHE

BEIRB AR RETE Amazon Route 53 ERRXERZFIBFTHEAER, cEBEHMESZEETHE
B, EEETEERMINESFTARHUNER , HitETUR—AETREBEIE —EExT, SEMK
ERHeE —EEHESTH AWS BEMERAFEIRK Amazon EREHE (ARN), EJRTAEER Elastic
Load Balancing 8 8 F#28. Auto Scaling B HMER. Kxk5 —EREREHNHERTFEE
BRFEATRERTHRBERENFTER — BB THESZ. Auto Scaling B#HE%.

REEAREBAEANESR, Route 53 ARC HHEfERE A HEIEHERAEARE EERFR—E
BEXAREBEIS —EER, T8 , CEBRBENEZNRERERERMR K RERTEHRFAILK
BE | TREFERER/ELRENE TR

EEEEeREEZER , LRBERERERN—HEALEZRARECHEREE, FHELXAELE
RE#E 2% , B ListEEARER P EREIE Route 53 ARC #{E#Z , It Route 53 ARC HJ1#Eh
BREATE—BREFEBRNESHERBNZEMERE,

ES- |
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- BVEREA
- EFAMREREENRETS

BYEREE

AERH SRR BB MMAIE Route 53 ARC TR A LBV EREME, BE T HINMEE Amazon Route
53 EARRNERE4ISBFEHAERLERER API 12/ , F208 EHEEERE AP| EX£

AEEVEREE

1. 7TEBIRX Route 53 ARC F 1% & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

BEERERE,

#[(ERER) EEL  EE [(BY)], AREE [BF] HE.
WARRFENSE  RARRE [T —F
BERMNRER  RRRE FEREESE

WAREENERE, flm, MREEZEEI (MRHFEEILE) EEARINER , B UFHER
B FEEEMyApp-us-west-1,

7. EE THERER.  ARKE_ERERTESRE. 6l nREEXERD (BEXBEMN) BE
WAL R BN T MyApp-us-east-2,

8. MRLEHMEFEMRRBRER (BEHATARBHINER) , FEE "8F , BE "HEERRE
By REBAER

9. MEBEARNEANMERTENEMRBTER  FEET S,

10. MEALWEREE , RARBEZE [BYERFAL

I T

ST MM BR1E R AF A M 718

AEHFHSBRRANAEHAMEREREE | URNAMER Route 53 ARC £ A& LHNFEEFER, BET
fR IS EL Amazon Route 53 EARR R BRIEFISFFERERERREN AP B1E , F28 EHEEER
& API E%

EAHMBREREE  RMERFEFE

1. 71EBIRX Route 53 ARC F#% & https://console.aws.amazon.com/route53recovery/homett/
dashboard,

2. EREERERE,
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3. H[ERZE EEL  ERERHE.
4. HEMEREREE  FRE (BF), AREE REBEREE] = [(MEREREE]L
5. WEERRER 6 SUNAHEIBRAETFRIERFEER.

- FEMEREES , FRE THERES. .
- EEBRFATS  FEREREN TBE) BBT  RE "TRHRETESEL .

# Route 53 ARC FRIEZMEHEfRiRE
AHRHERRENERENEF  SFRY. ENRMBRELER,
B MEHEFHRE

AREFPR S EBRRBMAIE Route 53 ARC A BV EEHRE, BE T HIAEA Amazon Route
53 EARREREHISESFEHAERERRER API 8 | 5208 EEEEHRSE AP /X

HREHMBHERE  KUURERFERENERE. MEIBKRER , IRLFERNEHHE.
EERVEHRRE

1. 7EBIRX Route 53 ARC F#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

BEEHERE,

£ [BE] HE L, B8 [BY], RERE (B BE

WARBRENER , EEERENERERE K RREE [T D)
MEEREUETRERE, EREETRAEBAPHEREENERFE, BETIIHP -5

o K~ @b

- FRLEEYNERETHNEREYRREERSE,
- BAFHNERSE

NMREBEFRVUFTNERE  FRWAZERENETE , RBRE "HE,
6. HHELIEEEETHNEEERZMEERLL £ Amazon EIREME (ARN) , REEE [T —F],

® Tip
1% Route 53 ARC I BB E REAFrER 2 ARN XN EHIMEZEH , 552 FBRoute
53 ARC FERERF ARN &=,
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7. WMREREE , FeR Route 53 ARC RELIEE L ERREFNERERESEANERBSA,
RERET D,

8. (EEM) ZERBEESRBET K ZREEHEEGEREECEBNEREE  ARL#HYUSEER
ARN , RREFAEN TAXNERFPEZERFR (EANTAES), NREREREABRER
(fi4n DNS B HFRA) , FRESHER (BREEH).

EEEERHEERETERNEHRAER.

/A Important

HALSRZEZRN  ELAHMEREHE  SENEERFANREFENEERRE
Ao MREEBUSR  ERELEEFRFEHE A SR EVRERERFENERELR
B# , Route 53 ARC =B EFHBEHRF RN BERBENA,

9. igﬁ-lt_io
10. MEMREE LNER , RAREE [BUBBERE]L

= EMREFERE

1. TEBIRX Route 53 ARC E#E & https://console.aws.amazon.com/route53recovery/home#/
dashboard,

2. BREERRE,
3. BRERMRE , RRE [BF] ETEE [MER].

BYNRBERSE

—RME K LEEVEREMARVEFREN -2 , BHRALUERRIERSE, ST UIREER
EUFHBLIBRER, AFPHLSRRPUMAE Route 53 ARC ERE LBV RGFEERE. EET#
{AIFAE Amazon Route 53 FERRE X ERIZFIRERAEREREN API B , F2H EFEERE
API 1EZ

EEBVERE

1. HEUUTUEBITRIRRLR 53 #2%|A. https://console.aws.amazon.com/route53/home
2. EEABRXEREZHET 6 BEERE

3. EERBI,

4. WAERENER K ARBEEZCSEERETHNEREE,
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5. HiF M), ARBWAZHNEEZTEREN Amazon EFRER (ARN),
6. TRMEERZRE B FEE [EBIEREL

EEMBERE
1. 71EBIRX Route 53 ARC F#% & https://console.aws.amazon.com/route53recovery/homett/
dashboard.
2. EEEERE,
. E[ERE]RT , &2 (B, AE22EF [RE.
4. BMITUTEE—HE:

- EEREREPBRER , FRE (B
- FERERMEZERE , FHiRE i) ARWAEIR Amazon EJREH (ARN).
5. ZBUALREERNEZREE  BEFRRRBREVIEMFHRELRD.
BEFHT

o

& 0] LATE Amazon Route 53 ERREXEREFRTPEFEAE N ERBROT -

- ERETERNRHEEERERBR

- BRIEIRE X

- THEAWS SEEEFREERNEHEFS (BAEXER) BR
- BERAEANEREFERX

B AR B EREEMRESENEAN , HEETLUE Route 53 E#E A HFE A Route 53 ARC CLI 7%
ERRERERE,
ZEfFARREE A

BRI LA A Amazon §% EventBridge FE S-SR ERY %7 B 2R EZ#2 Route 53 ARC &R , il AR E ik
RRWEBE, MEFMEN , 5528 £ Amazon Route 53 ARC i Fi #{&# & EventBridge,

1£ Route 53 ARC T2 A LR {F iR RE

T 52 FFER A i BE R P Y B R £ B2 E AWS Management Console,
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1. 71EBIRX Route 53 ARC F#% & https://console.aws.amazon.com/route53recovery/homett/
dashboard,

2. BEEEMRRE,
3. 1 [Bfm) EERM [ERHFHME] KT  #fie@EREFE (BAER) WERFERBIRE,

18t T LUAR AR 4% 1E R A A% S Bl B R B9 ZE (R B

£/ CLI s m B iR ik iE
REFRA AWS CLI EETEEA] , TRAREFEAEANZRERENTEBRNER.
REREMIT 2R

BRERSE (—HER) BANERRERE.

aws route53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName

RE-ERMT R

EEAEERETINESE-ERNNE  SRCRENSERBRANNRE  BEERERESR
FEJR ARN, flan :

aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"

AAARR LT 2 R
E-REENRE , tpi "B, X "TTRAESE. .

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName

FE 72 Y 24
ERERAEXEERFARRNMRE,

aws route53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName
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£ Route 53 ARC HFERZEREBESR

MRELEHRENERARER , Amazon Route 53 FEARERNEREHIZF I G HEARENWERB R AK
R, URBEUERNES  UNESEAERXNEREM, 7 Route 53 ARC FEV R KRERAENNE
FE#EvE K BRBATFNSBRESEARSEBNER.

BRLAEREEN DNS BEEEREEAEER WMRAMKIERE) , UERHEFANER, ELREMH
H{E S , Route 53 ARC T A AZRRMEHFNER, Hln , tnREE A Amazon Route 53 EJREC
#% 5} Network Load Balancer & B1EEJR , Route 53 ARC AR EZRECAERBER Y KT
RERBENHEBENA.

XX T 5% DNS BERERNEIE :

- ERBEERIEE Route 53 BIRFC#H I Network Load Balancer.
- AASMEEREERY —E DNS B EER,

- BE ABERFHREL—{EDNS BEER.

- EAEBREN DNS BEERSED—BEREF.

THRFRAMMEY DNS BEER , YESEARIHNEBER,

IMEBENRBHNER

1.  TEBARX Route 53 ARC F 12 & https://console.aws.amazon.com/route53recovery/home#/
dashboard.

BEERERE,

E[ERBFEEB ET , EEARECEARINEREAE,

£ [(ERFEFMER] EEWN [B1E] Theek L | EEF BB HERBENEBER]

MRERAKREY DNS BEREREFHREERE , FEY —f8 , 3 Route 53 ARC AJ AR HREE
&=. BEIEEV DNS HEER.

o & 0N

W% DNS BERERNFMEEN , F2REFRE T .
6. HEREIDNS BRERNERE K FEVERFERE, BARFERENER , REHHRMBREN

HAEE DNS BEER.
7. MABRENERE,
8. WMAFEAREXNEMYE , T¥E DNS £, FTEE ARN ML ER B,
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® Tip
EEEEFEET ARN 18X |, FSEPWFEEEDTHN ARN 3, Route 53 ARC Y
BERBAA ARN &=

EIEMN | ERZIERGEE FHEABM] , 1WIRH Network Load Balancer ARN SR #31E /Y
Route 53 &R #%.

9. (BEM) EERBEHEET  BIZEDNS BEEERNEER , URERHEEE,
10. B TBEYERE,
1. £ [ERBEFMER] B LiRE [IBREEE]. Route 53 ARC S HE ER—HERE.

RAMRHEE, A% CUMRERTURNIETERARBEARFHTERE,
7 Route 53 ARC FRIZEIR SR HE

BURERERIBESE AWS tkRFH |, EWRERE2E r BERARANEERLSEEAE
., EtbAREESREESRERRAEBNES . /7T HEIB{L Amazon Route 53 BAENEREZEH
BFNERBRERS , EULMERBIRE ZE,

Route 53 ARC Y ESIR 5 &2 il BB R E AR B EER ., BREIRFEE  EUUERA—EHR
AWS IRFREZURSE AWS tIRFNEIR. EREERLEER cERNIRF T , SHEREFR
REFEIELER, AR, FRIRFAUSERAAERFTNEREYRFERE , LREPRIRS , ETN
ERREBENERER.

(® Note

FIEAEEFTRABEREFRESE, M2 A Route 53 ARC API I2/EREE M A EIRF
., AT HBZRREBRER , AERM AWS CLI 5+ E4l,

BERFEAEXNEEZEED (BREMA) EF (us-west-2) EEERMIRE , MBEXEBRED (= EiE1bE6)
@15 (us-east-1) Pt E—EIRFEE LB EERNEIR. Route 53 ARC AI LA AFFERBIBEAEIRS
RERERRE —EIRFHMMAEIR , us-west-2,

Bl | REFREELT AWS IRF .
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- XEEIBRS :
- XBERIBRS :

£ us-east-1 1RF (111111111111) & | M TLARABIRFERE |, LA us-west-2 IRF
(999999999999) 1E 5 Ak (18) (EFI & 5% Amazon BRETE (ARN) , BRI us-west-2 IAM 155
FIEE (1B) FEHEMN Amazon EREE M (ARN), arn:aws:iam::999999999999: root B FE
# , us-west-2 IRE AT LA us-east-1 BEEMNERMEEZERE , Y EVRHERE , MEEERELY
1T

THIEBIFRARE —ERFRIEIRFRE, ELAESEEBEXR Route 53 ARC HFTEBMERT
AWS &R E ik 5 AR B iR F R

@ Note

Route 53 ARC 2 — B2 R#% , XEZEE AWS HF KRS , BESEEAXZE Route 53
ARC CLI s H IS EXBI SR (R - -region us-west-2) BiF (LFEREESZE).

T3] AWS CLI 5 BU/R a4 &t 35 1t E1515% & B il S 1R 4E -

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \

create-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EREFRWRE , FRTTHIEME:

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
delete-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EEAGRUBIRFRENFIEBIRFEAISEIRE |, 8 HAfElist-cross-account-
authorizations®, FEE , WEHEELIREHME M, URER , CELEEIRSREEERAN
APl E% | LIS BESERFREUFIEMERERNMEIRE,

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
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list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"

]

BliERA. EREEN ARNS

FEUERERARA, XENEREHURAREREZ Amazon EREH (ARN) EXWBEE
o

Route 53 1Y %4 #3 Bl 58

&% H Amazon Route 53 FER B EREFRIENFEEREENEEEFRARA, EEEF
Route 53 ARC X EMNERERFE | 52 B Route 53 ARC R ERER A ARN # 3,

B LUE BT T HEE , £ Route 53 ARC 24 I B REH AR , EH API /%

c FEEIRATRREHFERA  BERTIEFTINSER  £X54 LA EEEA
- BEEMH API REZHERA |, 52 ListRulestE%,

&
« Route 53 F#Y {5 8l
e XA IBRREEHRA

Route 53 H1 iy 2 {5 #R Al
ZAEi%H Route 53 ARC X E- B EERERNWERARE,

ELERRUERRE  BULEIHPASZHBEE "RESE, S "RESHE, FH. EERBEL
MR AR R A E R BEREREPHEHRST K , AR Route 53 ARC A% E Zfiik Epy H 5+ E
#, FFS B R R a0 B 2 ik 28

HEfm Al

Route 53 ARC BiB i i LA~ {515 QI B E R
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Amazon API| Gateway WS 1 PRER

ApiGwV1ApiKeyCount : 8 ZEFTHE AP| Gateway BEE , IR EMEEHREBEN AP ZigiE
e,

« ApiGwV1ApiKeySource : BZEFTHE API Gateway BEER , UEEREMEGHEMAPI Key

SourcefB,

« ApiGwV1BasePath : BZEFFH AP| Gateway B ER , LR EMEZ EHENERKE,
+ ApiGwV1BinaryMediaTypes : & FiE AP| Gateway FEE , IR M EMREN Z A HE

ﬁﬂo
ApiGwV1CacheClusterEnabled : #ZFH API Gateway PEER , LAFERFTEBEER & E Cache
ClusterBA , EREMA.

« ApiGwV1CacheClusterSize : EFTA AP| Gateway FEER , LR EFEEMRECache

Cluster SizeHy, MRHEP—EERK , AIEMASERRS "RBHE, -

« ApiGwV1CacheClusterStatus : #ZFf API Gateway FEER , LAFE{REECache Clusterf® df

FH d ;‘Iﬁﬁg\o

- ApiGwV1DisableExecuteApiEndpoint : 8 EFTH API Gateway FEEt , AHERFT B P ER D

BEExecute API EndpointZHR , RELEEZH,

 ApiGwV1DomainName : ®&EFTHE AP| Gateway BEE , AR M HEEIERNEE

ApiGwV1EndpointConfiguration : #ZFiH APl Gateway B , IR ERE S EEHEHE
fRREAY AT

- ApiGwV1EndpointDomainNameStatus : 8 &FiE API Gateway PEER , LARRR EMPTER I RE

BEER "THL RE.

ApiGwV1MethodSettings : B &EFTHE API Gateway FEER , LLRBR eI EEHEHMethod
SettingsfEo

« ApiGwV1MutualTIsAuthentication : &P AP| Gateway FEE , AR EMEEHEE

BIMutual TLS AuthenticationfE.

« ApiGwV1Policy : EFTHE API Gateway PEEt , AHERFTE A API BIRBER , EREEA,

ApiGwV1RegionalDomainName : & FTH API Gateway FBEEX , IR EMEZEDEEHN EE
wEER. M LRATESRERERE,

- ApiGwV1ResourceMethodConfigs : 8 &G APl Gateway fEER , LBEARECMEEE LN ER

P& , SEHEIERE.

ApiGwV1SecurityPolicy : ¥ ZFfA API Gateway BEER , IR EMEASMHBEMNSecurity
PolicyfE,
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« ApiGwV1Quotas : BEPTHE API Gateway B , AIRBREMIRFE "Service Quotas EEMEL
£ (R,

« ApiGwV1UsagePlans : 8 Z& A API Gateway BEER , AR EMAMEREUsage PlansfyfHRE
EREE,
Amazon API| Gateway W7~ 2 P ER

- ApiGwV2ApiKeySelectionExpression : ¥ Z&EFfH APl Gateway FEER , BREMEBHEAPI
Key Selection ExpressionfB.

- ApiGwV2ApiMappingSelectionExpression : & F7H APl Gateway FEEX , UBBEREMEEBHEE
AAPI Mapping Selection ExpressionfE.

« ApiGwV2CorsConfiguration : #2ZFG API Gateway PEEX , IFEREMEGERH CORS 8E3
fHRE,

« ApiGwV2DomainName : BZEFTHE APl Gateway FEER , UEREMEZIERMNER.

« ApiGwV2DomainNameStatus : ®&EFTH APl Gateway BEE , IRBRBEHZBEN "9TH, R

&

« ApiGwV2EndpointType : ZFTH AP| Gateway PEE , IR EMEBGHRBEMEndpoint
TypefEo

« ApiGwV2Quotas : BEFTH API Gateway B , ARBREMIFE "Service Quotas EEME
£ (BRl)o

« ApiGwV2MutualTIsAuthentication : 82 &E P API Gateway FEE , IR EMEEFHEE
AMutual TLS AuthenticationfE.

« ApiGwV2ProtocolType : ®&EFTH AP| Gateway BEE , IR EMEAGMHERProtocol
Type{Eo

« ApiGwV2RouteConfigs : MEFTHE AP| Gateway FEE% , LAFE{R ©1F9 2B 10 48 AEHY A8 [3 3% F PR
&

- ApiGwV2RouteSelectionExpression : 8 ZEFiH AP| Gateway FEE , LBEREMEFHEE
#IRoute Selection ExpressionfE.

 ApiGwV2RouteSettings : & FH API Gateway FEER , IR E M EGHEMDefault
Route Settingsf&,

« ApiGwV2SecurityPolicy : #8ZFiG API Gateway PEER , IR EMEGHERBMNSecurity
PolicyfE,

« ApiGwV2StageVariables : #EFfH AP| Gateway FEER , AR MR H g R Stage
Variables#B[E,
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« ApiGwV2ThrottlingBurstLimit : 82 &F7HE API Gateway FEER , UERREMEEMEE
BThrottling Burst Limit{E,

« ApiGwV2ThrottlingRateLimit : ##Z&EFTH API Gateway FEER , UBREMEGHEE
BThrottling Rate LimitfE.

Amazon Aurora S &
* RdsClusterStatus : RES{E Aurora & , ERHEMEAAVAILABLESBACKING-UP,
* RdsEngineMode : #&EFfH Aurora #5% , MR EMEBMEENENgine ModefE,
- RdsEngineVersion : 8 &EFFH Aurora B , IR EMEEMEEMNMajor Versionfi,

* RdsGlobalReplicaLag : #&E&{E Aurora #5E , SIREEHEE DR 30 ¥Global Replica
LagEgH%FEﬂo

- RdsNormalizedCapacity : &P H Aurora & , UEREMNEENBRETEREPHRAEN
15% LA,

+ RdslinstanceType : BEFTH Aurora B85 , UERECMHEEHERNHTEEEE,
« RdsQuotas : &EFTE Aurora B , LIEREMAFS Service Quotas BEIEMELEE (FRH).
Auto Scaling ##8
« AsgMinSizeAndMaxSize : ®REFTE "Auto Scaling, ### , URBRRCHEEHENR/ NIHRKEH
RN,
« AsgAZCount : 8 &EFFH Auto Scaling ## , MBEREMEEMHREEN AR,

- AsglnstanceTypes : &EFTA Auto Scaling B , IR TCHMEEMENSTERER, M
R AT EREEFEARRE,

« AsglnstanceSizes : ZE A Auto Scaling ##l , LR M EGHBNAITHEE R/,

« AsgNormalizedCapacity : & FTH Auto Scaling ###l , UERCANEEREEERETR
RER 15% UK,

- AsgQuotas : EFFH Auto Scaling B , LR EMEFE "Service Quotas) EENELEE (IR
#)o

CloudWatch %}

« CloudWatchAlarmState : # 2 CloudWatch ZR U RS EERE T ERALARME
ARINSUFFICIENT _DATARE,

EFHEE
- CustomerGatewaylpAddress : MEFMEZFFHE , MEREMEGHEBM IP ftt,
- CustomerGatewayState : MEZFHE , AERESEREHENRARAVAILABLERE,
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- CustomerGatewayVPNType : @EMEEFHE , MEREMEESHERBN VPN FHE,
DNS target resources
- DnsTargetResourceHostedZoneConfigurationRule : ¥ & FiE DNS BREZ2ER , MR EMER

MEH Amazon Route 53 FEE R ID , Y EBEFXEERHBFT2AEN. M KRBTFTER
ERFERE,

DnsTargetResourceRecordSetConfigurationRule : ®R&EFTHE DNS BZER , UERECMEEHE
EIHYE RSN EF R (TTL) , 3B TTL /MREER 300

- DnsTargetResourceRoutingRule : &L f| & EIRCHRERFEHANEE DNS BEEER , UHERE

SR RERHEBEZERLRTEN DNS B8, M  hRAITEHERRBRE,
DnsTargetResourceHealthCheckRule : 88 ZEFfH DNS BEER , URERRESRIBEERTLER
O EMER (RAITER). M LRATSREERRE,

Amazon DynamoDB & #l &

DynamoConfiguration : & FfA DynamoDB %k , AR ECMEEHEN £, BYE. FARSIR
HNE =R FRARRE

« DynamoTableStatus : #2& & DynamoDB k1§ , IEREMES TERAH,

DynamoCapacity : #Z&pfiH DynamoDB %1% , MHEREGENENRENEARELEEREF
BRABEMN 20% AR,

« DynamoPeakRcuWcu : & &8 DynamoDB F#41& , UHERHEFHEHEMKREECIHRIETRE |

LR RMEZN A E,

DynamoGsiPeakRcuWcu : & &1 DynamoDB %1% , LR HEEFEEMREMEUNRAE
BMEARE , LERHENEE,

« DynamoGsiConfig : EE B2 RXEZRSIMWFATE DynamoDB &% , UERKRKEAHEBRHER

5l. ERFEBERNRS

DynamoGsiStatus : EE B2 X ERSIMNFTE DynamoDB &% , UERLFHAERSER
ERAHREE,

« DynamoGsiCapacity : BEEFLFREZX5|HFTHE DynamoDB i , UMBEAXRKEEERE

HERABERN 20% AR GS| EIMAEMN GSI EARE.

DynamoReplicationLatency : BZEBR£F KA FTE DynamoDB & , LHEREMEEHRNE
HIEE,

- DynamoAutoScalingConfiguration : &R A "Auto Scalings BYFTE DynamoDB &% , AR

CHEEMERNE/)D. FRXEMNEEZERNEARE,
DynamoQuotas : 8 ZFf4H DynamoDB &1 , UHEHRERFE Service Quotas) EEMELEE (FR
#l)o
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Elastic Load Balancing (B & & F#23)

« EIbV1CheckAzCount : #Z&%{E Classic Load Balancer , SAFEREEK MBI — @B EEH. M
7 WRATERERFRE,

-« ElbV1Anyinstances : @EFEEREHTEHS , UHERECHELE—@E EC2 BEfHl,

- ElbV1AnylnstancesHealthy : @EMEEKEHFEHE , URREMEEEL —BEEREFDN
EC2 #1T{EE.

* ElbV1Scheme : REBERAHFER , URREMNEAHEBNARFER TR,

« EIbV1HealthCheckThreshold : REBFIEEZEH T &S , UERTCHEEGHENRERERE
R{E.

* ElbV1HealthCheckinterval : REFEEREH TR , LERECMHEEHARNRERERERS
fB{E,

- EIbV1CrossZoneRoutingEnabled : EFMEEMRAH TSR , UEREMESHRNEESE
BYEE (EASER).

« ElbV1AccessLogsEnabledAttribute : REMEEMRER TR , URAEMAHEREHEGHEE
WE (EAZER).

- ElbV1ConnectionDrainingEnabledAttribute : EFIBEEMRAEHTESR , UERKRCMEGHEEN
EREEEE (EMASER).

- ElbV1ConnectionDrainingTimeoutAttribute : REFFEERKERT &R , UBRARCMEANHEEN
EARHERROR KA

« ElbV1ldleTimeoutAttribute : MEBFEEREH TS , UBEARTCMEEMHENEEREE,

- ElbV1ProvisionedCapacityLcuCount : & LCU AR 10 WATEEREH T @ , UERE
MEEREFHERS LCU B 20% A,

« ElbV1ProvisionedCapacityStatus : #2#& & 1# Classic Load Balancer L i 2R E/RAE | LIFER
HESRAR [EFA] =X BEF].

Amazon EBS B [E
« EbsVolumeEncryption : R &EFTBEEBSHEE , LMEATMEEGHERBNMEE (EBADEA).

« EbsVolumeEncryptionDefault : #ZEFTEEBSHEE , LURRTCHERRER T EGHEBMN N
B (ERAZER).

 EbsVolumelops: M EFTEEBSHIXE , LR ECMEGHERNESL & A /& L IRE (1OPS).
- EbsVolumeKmsKeyld : @ EFFEEBSEUHEREMEEHRR BT AWS KMS %8 1D,

- EbsVolumeMultiAttach : REFTBEBSHITRE , UER EM¥E 2 EiEE (ENABLED =
DISABLED) 2 &Rt {E.,
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« EbsVolumeQuotas: MEFTEEBSHIEE , LHEARTMAFS Service Quotas :XEMELEE (PR
#l)o

 EbsVolumeSize : EFFEEBSEBLBRCMEEHERBN TELKD,

- EbsVolumeState : REFMBEEBSHRE , AR EMEEGHENHREMRE,

- EbsVolumeType : BEFMEEBSHRE , MBRREMEEHENHRERE,

AWS Lambda &

 LambdaMemorySize : & FiH Lambda E¥ , SRR ECHEEHENGERER A, IR —EA
BEZHNREF , HB ABIREENOT READY,

« LambdaFunctionTimeout : ¥&FfH Lambda HE , UMERECMHEEMENRKE. WRHEP—
BERA , ASELHEMENOT READY,

« LambdaFunctionRuntime : #ZF& Lambda BHE , LR EMHEEHEHN AT,

« LambdaFunctionReservedConcurrentExecutions : ®&FH Lambda EKE , LR ECMHEE

tHEIMReserved Concurrent ExecutionsfB., MREH—EEHK K , AISEIZHEMENOT
READY,

« LambdaFunctionDeadLetterConfig : & FfH Lambda B , AR EMEEBDead Letter
ConfigiE® , XEFRE—HE.
« LambdaFunctionProvisionedConcurrencyConfig : ®Z&FfH Lambda HE , LUERCMHEGHEE

#Provisioned ConcurrencyfB.

« LambdaFunctionSecurityGroupCount : #&EFfH Lambda HE , LUBERECMEEHER
#Security GroupsfE.

+ LambdaFunctionSubnetldCount : Z&EFfH Lambda &E , AR EMEGHERSubnet
IdSEo

« LambdaFunctionEventSourceMappingMatch : 8 Z&EFfH Lambda HE , LAFERFFEIZE
BEvent Source Mapping BHEEM 2 EMEEF.

« LambdaFunctionLimitsRule : 8 Z&FfA Lambda RS , AR EMIAEFE Service Quotas BEEH
FLEE (BRI,
HRARTEHRNEARXAHTER
« ElbV2CheckAzCount : #Z&&1& Network Load Balancer , IR E{EEEE —E A EE, M
i KRBT g ERERE,
- ElbV2TargetGroupsCanServeTraffic : #2Z& {8 Network Load Balancer 1 Application Load
Balancer , \EREEFZE D —@EH R IFH Amazon EC2 #1T{ER.

- ElbV2State : # & & {E Network Load Balancer 1 Application Load Balancer , AR EER
ARACTIVEEE,

BigR A, ERERM ARNS 181



Amazon Route 53 Application Recovery Controller HBEABER

« EIbV2IpAddressType : REMEMRKEHFEHSNERARX A TLHSE , UEREMEEHEREH
|P i ut3EH,

« ElbV2Scheme : REFMEREERTHSNERAEXE8THES , UERCMHEGHERNEE.
« EIbV2Type : REFMERRERTHENEAERNEHTHES  UERCMHEGHERNEE,

-« EIbV2S3LogsEnabled : REFMEBKERTEHENEARXNEHFEHSE , URREMHER
Amazon S3 AR FZH AFESHENE (ERASHER).

- ElbV2DeletionProtection : EFEMKEHFLEHBINEAEXNEHTLES , UBRCHEEMN
B MR REE (ERARER).

« ElbV2IdleTimeoutSeconds : EMEMBE L EHINEAEAXEHTHES , LERECHERH
BEREYMRNESHEBNE

« ElbV2HttpDroplnvalidHeaders : @ EFEHKEH L HSMNEREXEHTLEHSR , LERCHY
A HTTP HREMEEEFMHENE,

 ElbV2Http2Enabled : REFTERRE T HENEAEXNEHTLHES , UEACHYE HTTP2 &
HHENE (ERAZHER).

 ElbV2CrossZoneEnabled : BEMMERK AR L EHBINERAEXERTEHS , UBRRCMEEM
ENEEFHERTEH E (ERASIER).

- EIbV2ProvisionedCapacityLcuCount : &M% LCU AR 10 WATEHR B ST HENERARER
BHTEHS  URRTHEERERHESRS LCU B 20% MR,

- EIbV2ProvisionedCapacityEnabled : BB A B L HBNEAE AR TEHRHENEE
MREE , UERHETA [2EFH] = BE].

Amazon MSK #5%
« MskClusterClientSubnet : E&E MSK &£ , AT REMEDR R E =B A F ik FH8K.
- MskClusterinstanceType : R&EFTE MSK #5£ , IR EMEAMHEER Amazon EC2 #i1TERE
A,
« MskClusterSecurityGroups : &EFTHE MSK 5 , IR CHEEMHRENZ£8#E,

« MskClusterStoragelnfo : ®&FTH MSK #5£ , IR ECMEEHREN EBS REMEKELR/D, W
REP—EERK , AHMABERS "REE -

« MskClusterACMCertificate : @ EFTE MSK #£& |, UBERTCMEESHBNAF R ZERE ARN

=E e

IBE,

« MskClusterServerProperties : 8&EFTHE MSK £ , LR EAEMHRBMNE, Current
Broker Software Info

« MskClusterKafkaVersion : & MSK £ , UEKREMEGHEEN Kafka iR,
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« MskClusterEncryptioninTransitinCluster : #&FTE MSK #£5£ , UEREMEEHEN
{8, Encryption In Transit In Cluster

- MskClusterEncryptionInClientBroker : 82 &FfE MSK #5% , UEREMEFHEH
{8, Encryption In Transit Client Broker

« MskClusterEnhancedMonitoring : & FiE MSK #5% , LR M EEGHBEMNE. Enhanced
Monitoring

« MskClusterOpenMonitoringindmx : BZ&EFTA MSK &£ , LURBRRTCHEEHENE,. Open
Monitoring JMX Exporter

« MskClusterOpenMonitoringInNode : ¥&EFTHE MSK #5£ , UHEARTCMEGHERMNE Open
Monitoring Not Exporter.

* MskClusterLoggingInS3 : EFTHE MSK &5& , SRR EMEEHENE,. Is Logging in
S3

« MskClusterLoggingInFirehose : @& FiE MSK £5£ , LIEREMEEHENE. Is Logging
In Firehose

» MskClusterLoggingInCloudWatch : & MSK #& , UEREMESHERNE. Is
Logging Available In CloudWatch Logs

+ MskClusterNumberOfBrokerNodes : #&EFTH MSK #£5%£ |, LIER P ESHENE. Number
of Broker NodesiNIEHA —EERK , AIHMAKERS "RKEL -

« MskClusterState : ESE MSK #5% , UBEREERERTIREE,

« MskClusterLimitsRule : ## & FfH Lambda BHE , AR EFIRFE Service Quotas BRI BLEE
(PR #l)o

Amazon B4R 53 BERE
 R53HealthCheckType : & &{# Route 53 BEMRERE , UBERTTE 58, 88 X8
FrIEREHZHEREREN,
+ R53HealthCheckDisabled : & & {E Route 53 EMERE , LBRERIEEFERAME,
« R53HealthCheckStatus : ## & & Route 53 BERERE , IBREEN "HI11 REE,

- R53HealthCheckRequestinterval : 88 &FiH Route 53 @ERE , LURREMHFEEHEE
fRequest IntervalfE,

« R53HealthCheckFailureThreshold : #ZFf& Route 53 BE®RZE , LEARCMHBEEHRNE
Failure Threshold.

« R53HealthCheckEnableSNI : & A Route 53 ERZE , UEREMHEAHENE
Enable SNI.
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 R53HealthCheckSearchString : & FiE Route 53 @ERE , LERECHAHEEMHENE
Search String.

« R53HealthCheckRegions : & Ff4A Route 53 ZERZE , UEKRCMHFEEHEEHN AWS [EiF
EN

 R53HealthCheckMeasureLatency : & A Route 53 B@ERE , URATCHHBEEHEE
fIMeasure LatencyfE,

« R53HealthChecklInsufficientDataHealthStatus : #2148 Route 53 BE#ZE , LERKRTHHL
EMEMInsufficient Data Health Status{E.

« R53HealthCheckinverted : &P H Route 53 HEEERZE K UEREMALSIBEAERESIRE
=

+ R53HealthCheckResourcePath : 8 &EFfE Route 53 B@ERE , LERCFHEEHEE
HResource PathfE.

+ R53HealthCheckCloudWatchAlarm : #&FfE Route 53 BERERE |, LIEARETCMEBEBIN
CloudWatch B EEHREIMWEREMELE,

Amazon SNS TR
« SnsSubscriptionProtocol : ®&EFTAE SNS ;] , UERCMHEEHERBNERGE,

* SnsSubscriptionSgsLambdaEndpoint : #& EH Lambda =X SQS wEHIFTE SNS 5TR) , LRk
REMEETEN R,

« SnsSubscriptionNonAwsEndpoint : 88 &EEBIEAWS REmEBE (HIE FHEHH) BWATE SNS
B, MBRITEEEHEN IR,

- SnsSubscriptionPendingConfirmation : & A SNS §1B , MUHEARECMER T#HER. 264
El:RER

« SnsSubscriptionDeliveryPolicy : & H HTTP/S BYFTA SNS 518 , LIEREMYERN TERE
SEEE . EEMEENE.

- SnsSubscriptionRawMessageDelivery : & FH SNS 5TE , UBAREMYE 'TREAEALEE, &
BHEENE,

- SnsSubscriptionFilter : 82 & FTHE SNS ;TR , UEReMYE "&hERA, EEMHENE.

- SnsSubscriptionRedrivePolicy : & FfHa SNS 18 , UERECMEGHEREN "TEHMESH K
=

- SnsSubscriptionEndpointEnabled : 82 & A SNS 1B , LHEREMER 'ERARS. EFM
Cil:sk=A

« SnsSubscriptionLambdaEndpointValid : ##EEH Lambda ixEHIFTE SNS 5TE , UBEEREM
BEBMH Lambda %%,
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SnsSubscriptionSgsEndpointValidRule : & H SQS imHAFTE SNS 5TE , UBAECMER
BMH SQS WwH.

SnsSubscriptionQuotas : B &EFTH SNS FTB , UERERFS "Service Quotas, EEHELEE (PR
#)o

Amazon SNS =&

SnsTopicDisplayName : & FfE SNS =& , UERECMEEHRENDisplay Namef&,

SnsTopicDeliveryPolicy : #8Z& &8 HTTPS FTB&EMTE SNS £ , UERKREMESH
EEffectiveDeliveryPolicyfyE®E,

SnsTopicSubscription : ®&EFfHE SNS £ , RS EEA G ENTREHENHERE,

SnsTopicAwsKmsKey : #ZEFffH SNS & , UURBRMETEFIZEEMAEEER AWS KMS
28,

SnsTopicQuotas : B&EFfA SNS & , UBRERFS "Service Quotas, BEEMEE (FRF),

Amazon SQS 175l

SqsQueueType : BMEFTE SQS 175 , LEARTCMNEZHER. Type

- SgsQueueDelaySeconds : #&EFTE SQS 175 , UERECMEEEHEREHNE,. Delay

Seconds

SgsQueueMaximumMessageSize : EFTA SQS 173 , UBERARTCHBEEHEBH
&, Maximum Message Size

SqgsQueueMessageRetentionPeriod : &EFTA SQS 175 , UERCMHEEHER L
&, Message Retention Period

SqgsQueueReceiveMessageWaitTimeSeconds : EFFHE SQS 175 , LR EMEEEHER
{8, Receive Message Wait Time Seconds

- SgsQueueRedrivePolicyMaxReceiveCount : EFFHE SQS 175 , UERESMEEGHER

{6, Redrive Policy Max Receive Count

- SgsQueueVisibilityTimeout : #&EFTHE SQS 175 , AEREMEBEEHENE, Visibility

Timeout

SgsQueueContentBasedDeduplication : #&FTE SQS 175 , UERECHHFEEHEEHN
{E, Content-Based Deduplication

« SgsQueueQuotas : MEFTHE SQS 175 , LR EMRFS "Service Quotas EIEMELEE (FR

#)o

Amazon VPC

VpcCidrBlock : &PTE VPC , LUERE1¥ CIDR BHRMAR X NEEFHENE,
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» VpcCidrBlocksSameProtocolVersion : ##ZE EE1H[E CIDR EB#RHNFTHE VPC , UREEMEHRE
BRI E AWM ERS R B EEEERNE,

- VpcCidrBlocksStatelnAssociationSets : & PHE VPC BWFTE CIDR EHREHBE , SIRETHE
BEEEREEMEERN CIDR E#R, ASSOCIATED

- Vpclpv6CidrBlocksStatelnAssociationSets : #&EFiHE VPC fF7E CIDR EHREHIE , LHERE
MEREEHEE U E K CIDR E#,

« VpcCidrBlocksInAssociationSets : 8 Z&EFf4HE VPC HFfA CIDR EREBE , UERCMHEE
HREH KN,

« Vpclpv6CidrBlocksInAssociationSets : #&EFiH VPC MIFTH IPv6 CIDR BIREIHE , UERE
MEBFMERH KN,

* VpcState : REFE VPC UEREEN —AVAILABLEEAREE,

* VpclInstanceTenancy : #EFfHE VPC , LR EMBEEMHREMNE. Instance Tenancy
* VpclsDefault : EFE VPC , UBAREMEEGHERMWE Is Default.
 VpcSubnetState : ESFE VPC F#ig , UBEREER "ATAL REE,

- VpcSubnetAvailablelpAddressCount : &8 1E VPC 78l , UBEKRE A IP a5t BAR
E

T

* VpcSubnetCount : #EFHE VPC {8 , MEREMEEHRHEN FHEK,
« VpcQuotas : MEFTE VPC F#EiE , UBRHEAS "Service Quotas EEMECEE (FRH).
AWS VPN E1#

« VpnConnectionsRouteCount : #&EFFH VPN Ei#Z , URBRTMELEE—ERKH , ARHERE
ENEH,

« VpnConnectionsEnableAcceleration : & FTH VPN E# , UBRECMEBHERMENable
Accelerationsf&,

- VpnConnectionsStaticRoutesOnly : & A VPN &E# , UHEAKRECMEBHERMNE Static
Routes Only.

- VpnConnectionsCategory : ##&FFH VPN E#Z , LBRCMEBHVPNESH,

« VpnConnectionsCustomerConfiguration : 8 &F7HE VPN E#Z , LR cMEEMEE
fICustomer Gateway ConfigurationfE.

« VpnConnectionsCustomerGatewayld : #2&&{E VPN EiZ , URRAHEZTEFHE,
« VpnConnectionsRoutesState : & FTH VPN EZBRECMER —EAVAILABLEARAE,
« VpnConnectionsVgwTelemetryStatus : &= VPN E#E , LUEAREES VGW REE, UP
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« VpnConnectionsVgwTelemetrylpAddress : & &{E VPN E#R , URFAESE VGW EBANEEFF
RIAISAEE IP Sk,

- VpnConnectionsTunnelOptions : B&EFTA VPN E# , UERKRECMHEEHBENEEREE,
- VpnConnectionsRoutesCidr : 8 &ffE VPN E#Z , UBEKATMEEMHEEN BZ CIDR ##,

« VpnConnectionsinstanceType : &EMA VPN BEEZLBRAECHESHEInstance TypeliE
%,

AWS VPN &
« VpnGatewayState : ®ZEFTHE VPN BE , LR EFMER "9, REE,
« VpnGatewayAsn : ZFHE VPN BE& , LEREMEFHER ASN,
« VpnGatewayType : ZEFTH VPN Bi& , LR ECHEEHENER,
- VpnGatewayAttachment : & FfA VPN BiE , LR ECMHESHERBNMAEEREE.

HEEEZAE ERBERERA

BAE (KEBEERERIE) EREEHKRA. AWS Management Console
EEEA LRRERRA

1.  TERRX Route 53 ARC F 1% & https://console.aws.amazon.com/route53recovery/home#/
dashboard.

2. EEERRE,

3. E[EREE| T, EELERGHRANERES,

Route 53 ARC HYERFE R ARN &=

#£ Amazon Route 53 EAREAEREFIRPEVERER , FEEETSEEETNERER X
AETENEBMEEIRIEE Amazon EIRE M (ARN), Route 53 ARC ZEEABEERELRMEEN
ARN &3, ZHi%/H T Route 53 ARC XENEREHE , UAEZ - EHERMEE ARN £,

ERRXERNER. EERREM ARN § | FUENERBEEARR L4 F,
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® Note

#EEE , Route 53 ARC ERFTER ARN B AT eEHRE AR B H HERFIEMN ARN EXF
B, #lin , REFESZDESEREN [EFRER] EERFERN ARN ERXAT8EREZE Route
53 ARC % Route 53 ARC FRIEH ZHEEFRER AWS tRF ID SEME A,

AWS::ApiGateway::Stage

g8 Amazon AP| Gateway MRZA 1 BEER,

« ARN #&3:arn:partition:apigateway:region:account:/restapis/api-id/
stages/stage-name

gl : arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

MEFHMET , F52 8 API Gateway Amazon ERE T (ARN) 2Z&%l,
AWS::ApiGatewayV2::Stage

g5 Amazon AP| Gateway MR A 2 BEER

« ARN ¥R :arn:partition:apigateway:region:account:/apis/api-id/
stages/stage-name

gl : arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

MEHMET , 528 APl Gateway Amazon ERE T (ARN) 2EEH,
AWS::CloudWatch::Alarm

—{& Amazon CloudWatch Z%R,

« ARN ¥R :arn:partition:cloudwatch:region:account:alarm:alarm-name
gl : arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

WEFHMER , F2E Amazon EEMERER CloudWatch,
AWS::DynamoDB::Table

—{& Amazon DynamoDB &,
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* ARN #3:arn:partition:dynamodb:region:account:table/table-name

#fl : arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

MEFHME , F52E DynamoDB ERAMEZE,
AWS::EC2::CustomerGateway

EFRERE.

« ARN #¥®3:arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

il - arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

WEHMMEE , FHSR Amazon EC2 EESWERER,
AWS::EC2::Volume

Amazon EBS %,

« ARN #&3:arn:partition:ec2:region:account:volume/VolumeId

gl : arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-
pi

WEFHMER , FSM APl Gateway Amazon ERAHE (ARN) BEE R,
AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer,
« ARN #&
N:arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalance

&l : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

MEFHME , 528 E lastic Load Balancing &R
AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer =% Application Load Balancer,

» Network Load Balancer 89 ARN #

I : arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName
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Network Load Balancer 4l : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

- FRARXEHFHEIRMN ARN 1%
I : arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer I &ifj] : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

WMEFMEH , 5528 E lastic Load Balancing &R
AWS::Lambda::Function

—1{& AWS Lambda B4,

« ARN #&3:arn:partition:lambda:region:account:function:FunctionName
&l : arn:aws:lambda:us-west-2:111122223333:function:my-function

WEFMERR |, 3528 Lambda EMERN ERME4,
AWS::MSK::Cluster

—1E Amazon MSK #£,
« ARN #&3:arn:partition:kafka:region:account:cluster/ClusterName/UUID

&1l : arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

IMEFHMET , 552E Amazon Managed Streaming for Apache Kafka EZ M ERER,
AWS::RDS::DBCluster

Aurora ERIEEE£,

* ARN #3:arn:partition:rds:region:account:cluster:DbClusterInstanceName
&l : arn:aws:rds:us-west-2:111122223333:cluster:database-1

MEHMET , 52 BEH Amazon RDS 8 Amazon EREHHE (ARN),
AWS::Route53::HealthCheck

Amazon 4% 53 RERE,
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« ARN #&3:arn:partition:route53:::healthcheck/Id

&% : arn:aws:route53:::healthcheck/123456-1111-2222-3333
AWS::SQS::Queue

— 1@ Amazon SQS 7%l

« ARN #&3:arn:partition:sqs:region:account:QueueName
gl : arn:aws:sqs:us-west-2:111122223333:StandardQueue

MEFMEN , 5F2SE Amazon BT 5 RIEE R MR E,
AWS::SNS::Topic

Amazon SNS EE&,

« ARN #3:arn:partition:sns:region:account:TopicName
& : arn:aws:sns:us-west-2:111122223333:TopicName

WEFMER , 5SE Amazon SNS &R ARN #3,
AWS::SNS::Subscription

Amazon SNS TR,

« ARN #&3:arn:partition:sns:region:account:TopicName:SubscriptionId

&l : arn:aws:sns:us-
west-2:111122223333:TopicName:123456789012345567890

AWS:EC2::VPC

Virtual Private Cloud (VPC),

« ARN #&3:arn:partition:ec2:region:account:vpc/VpcId
&6l . arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789

MEFHMENA , 5528 VPC ER,
AWS::EC2::VPNConnection

EEFAAREE (VPN) E#R.

« ARN #&3:arn:partition:ec2:region:account:vpn-connection/VpnConnectionId
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#ifl : arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

MBFHMEF , FSB Amazon EC2 EEMNERER,
AWS:.EC2::VPNGateway

EHRFAMEE (VPN) FIE.

« ARN #&3:arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

&l : arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

MEHMET , 528 Amazon EC2 EEREREH,
AWS::Route53RecoveryReadiness::DNSTargetResource

BAREHERERN DNS BEZERSE DNS B8R, MiEaHE. A 53 EEEH ARN , %
Network Load Balancer ARN K& 53 SC8# &£ BI85,

- FEEEHM ARN B3 : arn:partition:route53: :account:hostedzone/Id
AEEFMES : arn:aws:route53::111122223333:hostedzone/abcHostedZone

EE X AEFRERESE ARN R ZERF ID, MHEFTEE. EEWRSE ID, SME Route 53
ARC T LUER#ER, X E Amazon Route 53 FFEHR ARN BXEEFE , FSERKERE
2E N Route 53 IR EREE AR,

 Network Load Balancer # ARN #&
N :arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer 4l : arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh

WMEHMERR |, 5528 E lastic Load Balancing &R,

ACERFEE42 Amazon Route 53 ER RN EREFISRPN EREERE

&AL E A Amazon CloudWatch 1 Amazon E53#2 Amazon Route 53 F€ EventBridge B2\ 1E R 24|
BEPHNERERERE , Ao mEX L GBI RHEBEEEE, AWS CloudTrail
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® Note

BUATEEEENEAR CloudWatch R EBIFEEB (BRE1M) B+ Route 53 ARC WIEE
M2 AWS CLI, AR AWS CLI, FEBETHSE , RENGHEEXERL (RHRK) =

B : --region us-west-2,

&

» £ Route 53 ARC H {8 f§ Amazon CloudWatch #1T¥{EE
- fEFECEEHMRE API I AWS CloudTrail
- 7£ Amazon Route 53 ARC H{f i #1{m# & EventBridge

£ Route 53 ARC H1{# Amazon CloudWatch /T {ERE

Amazon Route 53 ERAE R B RZEFIZF A E R B M E Amazon CloudWatch , U EEwERfE
CloudWatch AR EHEGREELERBNHRITER , BA— %ET;‘FT"E’JHTF‘W'EJﬁﬂ (BAIEE). &9
DHEERAZERNEY K BERYEREHETRAREENE, Sl , EUNEREEREBRARE
B TAWS EBiF, MRE. SEERSIBERHN BB ENENAZEN,

A ERERERERRENEFTETEL, Sl MREFEBHERA/TEINGE , ZANEY
CloudWatch B RREREENEELMBEE (FIMNEEBAEE FEH L),

WMEFEES , 528 Amazon CloudWatch A &=,

FE

« Route 53 llEE

* Route 53 ARC EEER T E R

« 1£ Route 53 #1472 CloudWatch E&

Route 53 sllEE

AWS/Route53RecoveryReadiness G & EEEE T HEE,

B HR
ReadinessChecks F’~ Route 53 ARC RENFEREE B, EERUIRRHEMEE

BaE , TR,
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BE EpUN
E{u:Count.
HERM - BHFBE
feEt - H— R AR BIERSum,
HEEE

* READY
 NOT_READY

* NOT_AUTHORIZED
* UNKNOWN

Resources 7~ Route 53 ARC FTEREMERHE , ELER M AP FIESE
HERZBISETHERE,

E{y:Count.

WS R  BHREE.

HET - ME—ARRNHRITBIRESum.
HE

+ ResourceSetType LE_¢= BRER | % Route 53 ARC E{4HY
BEAEEENEREETBIE

{580 - AWS: :CloudWatch: :Alarm

Route 53 ARC 1B HETER

CloudWatch #24% Route 53 ARC MK EBERMREHRFTER,. M ERNREEHEANEERE
HNRR, ELFREFTENR , EENENRRERERREBNERMER . EERARERYHEE
ENEB/MER,

UTRETRERFEANLHIMERSHES
+ @ Route 53 ARC Mt R B EMRERENERBEERERH.
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« @ H Route 53 ARC it 2 iEEEREREMNERBH.

1£ Route 53 H#48 CloudWatch E&

B A LAE A CloudWatch 324 3 #:48 Route 53 ARC B CloudWatch E& AWS CLI, fEXi#&a9 |
HEFRERERAEREBER.

B BAEEEASSFEAR CloudWatch %17 XBI 7P (REIM) EiF+ Route 53 ARC FWEE AWS
CLl, EFR AWS CLI , FEETIZE , AENHTIEEXEEIS (REE) B : --region us-
west-2,

£/ CloudWatch & BBIEE

1. SBELLTZERR CloudWatch £3# A&, https://console.aws.amazon.com/cloudwatch/
2. ESEERF  EE EE

3. EHUKH 53 RecoveryReadiness & =&,

4. (ER) FERGMEHENER K BEESHUTEAHEHER,

EEMEMA AWSCL

FERAT 5 list-metrics fp 5 H A AIEHE -

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

HEMERERFROKITES , BEMA AWS CLI

5 T ¥lget-metric-statisticstn TS IEE R EFERNEENHKFTER. 5=, CloudWatch #Z1E
W—HEESRAERNEE, BELIEARSHZRMNEEHESRENKTER. EXAEEEILIE
ERMEANEREE,

T3 €HIE 5| Route 53 ARC H ik F &0 EFTE I iR ERET

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z
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UTREEWSHEME L

{
"Label": "ReadinessChecks",
"Datapoints": [
{
"Timestamp": "2021-07-08T18:00:00Z2",
"Sum": 1.0,
"Unit": "Count"
},
{
"Timestamp": "2021-07-08T18:04:00Z",
"Sum": 1.0,
"Unit": "Count"
.
{
"Timestamp": "2021-07-08T18:01:00Z2",
"Sum": 1.0,
"Unit": "Count"
},
{
"Timestamp": "2021-07-08T18:02:00Z",
"Sum": 1.0,
"Unit": "Count"
.
{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"
}
]
}

AR EmmE APl B} AWS CloudTrail

Amazon Route 53 FEARENERIEFIZF R ST —# AWS CloudTrail , EEE R A4 Route 53 ARC
FEAE. AEH AWS RIEFTEHEEMEIEE . CloudTrail # Route 53 ARC HIFTHE API FEILYHEEY
AEM4, HEMNMILEERE Route 53 ARC EEAMFEL | LU&¥ Route 53 ARC API fE¥MER B
ey,

MREETIBY | A LA EEI T CloudTrail 42| Amazon S3 f12ETE , ©3F Route 53 ARC
HEH, MREKRBREEBR | BMATLE [(EHERELRHE] #8148 CloudTrail & PHRIEHNEH,
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FEAWERNEE CloudTrail , AT LK ET @ Route 53 ARC B HMESR, IEHERW IP ik, BRHE
ROAE, BHERWEBEUREMEFMER,

EEHE—F 7 CloudTrail , FZBEFEAWS CloudTrail A&EM.

Route 53 Fl&E A CloudTrail

CloudTrail #E/&RIZE RS AWS 1RF KRUH. E7E8% Route 53 ARC HE 4R , RUZBERENFRESL
RS AV ELfth AWS BR#% CloudTrail B —EEHEBHH. EAMUEEN. PRA. BENTHRIL
KRB AWS IRF . WFRFMER , HSEER CloudTrail SHFEZACH,

HREEETHEHEHE AWS IRFE |, A% Route 53 ARC HEH#H |, FAIZ—REER, Bt
CloudTrail #% B 518X {J %] Amazon S3 T, MKFER K ELETHAFETERE K ZERS
ERAZEFEN AWS EiF, BHFEHEKRE AWS P EFRFIEEENES | Wi BFEEEIEBEEN
Amazon S3 fEFETEE, A\, BRI LR EH M AWS RS , LUE—F 547 CloudTrail 5B8&F UKER
EHERYRETE, MEFMEER  F2RTIAE :

o BB MR ELE

+ CloudTrail X EHRIEHEES

« E%7F Amazon SNS JEHI CloudTrail

« RRZEEEEW CloudTrail B &4 1% 2 @R F U CloudTrail B 534

Amazon Route 53 FEAERNBERZFIZFNERE%EE APl 2& 188, Amazon Route 53 EAREXER
PREIBSNE R FIAERE API 2#£15R. Amazon Route 53 FERRER B R EHI2E MR RS APl &
FErEfEacs TR , WELHHE Amazon Route 53 FE AR BREHIZFHN K BES APl 2% CloudTrail
flgn , ®idupdateRoutingControlStatefCreateRecoveryGroupEfE&CreateClusterf®
CloudTrail & EREEEE .

B-EEMIARERFETSELFRENEN. FOERATHEHE THIER

- EXZHEAREAERZAELHER AWS Identity and Access Management (IAM) & B A E KR
Ho

HZFERE  REERATREACIBE S ) EAENERZEBRE.

RREHREM AWS RERE,

Rl
N

s

WMEBFMER , 2B CloudTrail fi£ userldentity 7T,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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HEEHELCHFTES Route 53 ARC B

CloudTrail AIBEEEHELEFTRERIENEHN. EERIT Route 53 ARC API EXRWEH | B4
AEFEAERNEFZENGSPREXBEADN (REM), EENSELSEN , F28 (FAEE) 71
(AWS CloudTrail £ CloudTrail E4FE) .

B Route 53 ARC SR#151E H

BHE—EHERE 6 TEE4LUEFENERXEEDEIEEMN Amazon S3 #1787, CloudTrail iC#1E
@A—j?,%ﬂilaﬂﬁzlﬁﬁ EFFPC?EEEQEHEEEE’J —R , SREEAFERWIEE , BEN B AR

, BRBHEELR, CloudTrail BEXHTRAH API HANEFHRZRE , HteMTEUEM
CI%;EII[EF?;E/TO

THEHIE R RERHERECreateRecoveryGroupEIYERI CloudTrail iB8%IEH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
I
"eventTime": "2021-07-06T18:08:03Z7",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
"cells": [],
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",
"tags': "xF**"

I

"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"

#£ Amazon Route 53 ARC F i i 2{E# & EventBridge

BT LAE A Amazon R EEHEEEN R B EventBridge , BLES#® Amazon Route 53 FEFRE X B R 2435
PHEEEEREER , ARKMEBEAHAM AWS RN B ZEE, il , BOUUREEEETFHHE
HEFA , FERERBEREMRER "RiE) BEAH "EEREL B % Amazon SNS &,

(@ Note

Route 53 ARC EEXBI AP (REM) (ERHFEIP -2) [EiF R MHEHERE EventBridge B4,
AWS EEEWEERER EventBridge B4 , FEXBEAESE (/) EHE VY EventBridge
A,

& A LATE Amazon HF &2 R B EventBridge REEELLT Route 53 ARC (@i &S
- g EElE, SHSECERERETREREEE , flW, 1t "HiE, BER "REE .
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EHEEREBIE Route 53 ARC B , FFES EventBridge J ARRAISHNBESHER. B
HEAREMAEFNSESHERHENGER. REXSIAERLEENHEN , XRAGEESHNHE,

SRR HEEHN. EventBridge EEERERBRT , M=% 53 ARC 2B IEIEFERHN, B
=, TeEEHREEEESME EEHEENER.

EE EventBridge R B WA BB EHE XNV FFHEA |, 5828 EventBridge.

EmBHEREEREER EventBridge

{8 EventBridge , AT LAE M Al , LAEZE Route 53 ARC $H ¥R EREERBEHEH B ERINE
.

ERATNERSEHEXLAEEK R EventBridge #2H16F |, FHEZH EHEE 'TWARBCHRIE,
BIH, BATHYENE TREEEANSEAER  FTEASENBFESHES.

BAERSEHNSAA

-

LT LE$T B Amazon EventBridge ##l#& https://console.aws.amazon.com/events/o
AWS B FEEFEVRA  FREEZEAT (RPMH), EREMBMHENESE,
i#1Z Create rule (B3R A,

W A B BIBIName (B18) , E@ARER,

HRASBHERDE , REFERE (FRRE).

BET &,

HR "EE, SHEXTR  HRNSH4RIFE , REFERE "AWS B4,

£ [EEHIEH] T, BE BAREC]

HREHIEH , FMANERI I FEHEN, mFEH  F2ET -,

© © N o a0 ~ 0N

EHIRRBEHRN
SHEXETHBATNSHEREENGERE. RS AERLHNEMY  TRHBEESRNBE,

&R DA I [ B P Y SR AR R AL EventBridge I |, LU A A E48 Route 53 ARC BIENE
RV A

THEHENREES | BT LAEF A EventBridge 1 Route 53 ARC HHI EERE INEE,
- 1 Route 53 ARC #fFEHREMEEHN.
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"source": [
"aws.route53-recovery-readiness"”

- EERINEREREENEN.

{
"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
]
}

- EENEZANBERTFHRMEBNENMyExampleCell,

"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
1,
"resources": [
"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"

- AEREAEERE. RERIRERERESKEFHEHNOT READY,

"source":[
"aws.route53-recovery-readiness"”
1,
"detail-type":{
"new-state": {
"readiness-status":[
"NOT_READY"
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}

- RENAEMEREHE. RESNBERESHEMEE KNS , BRI READY

{
"source":[
"aws.route53-recovery-readiness"”
1,
"detail": {
"new-state":{
"readiness-status":[
{
"anything-but":"READY"
}
]
}
}
}

LT RERBHEERIKEEERN Route 53 ARC SHEEH

"version": "Q",
"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller recovery group readiness
status change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:54Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"
1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
1,
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
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}

BT REFEBREREZERN Route 53 ARC SHE4

"version": "Q",
"account'":"111122223333",
"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:542Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1,
"detail": {
"cell-name": "PDXCell",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
I
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

LT REBREMESEERN Route 53 ARC EH &4 :

"version": "Q",
"account'":"111122223333",
"detail-type":"Route 53 Application Recovery Controller readiness check status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T0Q0:31:542Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:readiness-check/
UserTableReadinessCheck"
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]

"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
.
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

e EERH{EEZM CloudWatch Rk &

1 EventBridge R A , BLAEEBEAFERAZEHNEE, WENTHEEEE

EventBridge , 552 # EventBridge £ &F Al AH B 1. EAILAFIEE EventBridge R AIHY H A —1&
H1#ZE 2 Amazon CloudWatch AFFH#H. AEIERHA CloudWatch SE&BHEFTIB A B ENER , WiRft
R BRI R SR B AN E T,

£ EH# CloudWatch SREBEAHIBAEBEE | BT IHIEHP —EEXE

- BIFTRCEEE
- ERRANRCEEHE

MREEBRURARFERATRAEETNLEEE , EventBridge EHBALEVCHIHE, 7
& F1E EventBridge #1 Bl B 2R & RE A /aws/events, MREARERBHEWCHKEHE |, 55
AE REWBEANGEEME/aws/eventsBERA TR IAERPHEIE, WEFHEN , FSH
Amazon CloudWatch £ f & 5= H #9232 51 B 55848

wit

I

MR EE A T2 E I EBH CloudWatch fEZERZBI R A CloudWatch iR EEMABEE , FRELD
FRERERR, MREHFEHEEANSICEEHEFIEE EventBridge Al , RIFREBFEANUERAEREN
BREBEEBEH. B , MREMFEH AWS Command Line Interface 3 AWS SDK R#gEC & EH4H |
RIXEEFREFENUERAERMNER, THEHFIRARBELAECHEFENUAERAERNE
Rl EZ M RERR

{
"Statement": [
{
"Action": [
"logs:CreatelLogStream",
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"logs:PutLogEvents"
1,
"Effect": "Allow",
"Principal": {
"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]
1,
"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",
"Sid": "TrustEventsToStorelLogEvent"
}
1,
"Version": "2012-10-17"

}

CEEERAFRABTEBEREUERAERNER, EEBVENERTEZUERAERNE
B , 551 A CloudWatch PutResource ki API ¥E%¥, A% , BRI LUMERHEIREFREBEE CLI tp DR
BENERESCERER,

ARERSHEIR AW IEE CloudWatch Fe&xEHE B R

1. UL T{ZETH Amazon EventBridge ##l& https://console.aws.amazon.com/events/o
2. EELZAWS BE ERHPEVRANSKR,
3. EEF[EURA, ARG ATAXRINTMEN , flNS4EXSLFERFMENR,

MFE M BHREE EventBridge RAUMGFHMER , FS2HRERAERZERMELZR EventBridge,
4. £ TEEBE, HEL , E#ECloudWatchfEAEH B &,
5 T ThEEKRHIEIE CloudWatch o8&,

Identity and Access Management A @ &EZ {H1E

AWS Identity and Access Management (IAM) A i#HBI RREE E L £ iRH AWS ERFEE, AWS
BRAE 1AM EEE B L A AT UABRTE (B A) MR (EBEMER) LA Route 53 ARC ER. 1AM 218
ATLAERR AWS BRIE , BEENIE,

B $&
- BEEPNEREENARE ; & IAM EF
» Amazon Route 53 BRAREAEFZH R P EARBHERER S 5 &85 R A5
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://console.aws.amazon.com/events/
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+ 7 Route 53 ARC H{F i RIGEH A B TERBE
« AWS £ Amazon Route 53 EAR R ERIZHIBRPETEERENSE

REETHNERBREEDNAHE ; & IAM &4

E&EH IAM B2 Route 53 ARC HZEVERR 2 8l , 5% 7 R HFLE IAM IhEE R EE Route 53 ARC & &L
N

#£ Amazon Route 53 FEARRXNEFE4ISSFEH IAM EEBREHRENEFEEUER2H |, 5L THREL
IAM ThEE A Bl BiEREE A,

BT LLTE Amazon Route 53 EAREREFREFIEsPERZHRESERN IAM ThaE

IAM IhEE EREREXE
HoRBE =
ERBBE e
BEBE =
BREAR =
BRRGFREI# =
ACL &
ABAC (B I 1E ) £
BB =
EREH =
REAE B
RBEEAE 2

EEHS AWS REMAHEE K ZE IAM b EEN SR EZERRIR |, 520 IAM EHAEEEHRNER
IAM B EAWS BR#Eo
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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e n#@nAERNEREERE

XESDHEBE =

BoBEBERTMLLEES G S (Hl0 IAM EHE, FREFHESAR) Y JSON FEE X4, L
BURT B4 5o EMEFEG T MEERIANTHLESESE, EETHRINAEI S ERBEE | F2H
CIAM R EERE) PRET IAM BUR,

£/ IAM B2 BEBER | SR LUEEAFREENDENER , AREMERG T RAFFRIEBEF, &
BEIESSTERRPEEERE  RACESEAZEENERAENAR, METHER JSON BURHRE
RBmAERTER  F2E (AM ERHEER) $18 JAM JSON BERTESE,

ZEM1R Route 53 ARC B BIBRAMNES , 528, Amazon Route 53 FEREERIZEH 25 H
B & 558 51| B By R & 5

BiaEANEREBR

X EUERERBER -

ERAEPBER M INEERHN JSON BERXH, BREBRN&E REFIR IAM BBEEEERN
Amazon S3 fEITRBR. EXEEREBRNEBRT , REEESTUEACAREFHHBEER
K FENAERR .

EREERENBRDHE

X EBREE =

EEEWLER AWS JSON BERRIEEH AT AFIMMBLERS., MR , TEEBEFERGT TN
B BEERAITHEE

JSON BURH Action TEHRE T AR AFHIEBBR PR EMF, RRAUBFEEFREBEY
AWS API fEXEBHREIN AR, B—EHISGRR |, FIaNL BHAERF APHRENERFFIEMF, E—
EEXFERRPHZEBE. ELBNNBFEBAMEKEE,

HREERABERE THTHBBBENFTT.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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£EEF Route 53 ARC BIMELLETRIERENBE | B2 REZRESE D H Amazon Route 53 18

FEREEERNBF,

Route 53 ARC F#t ¥ ERRENRAEFE , FEBFEEATIRERS :
route53-recovery-readiness
BEAEE-RAXPREESEEE  FRERIR. S, LTRA

"Action": [
"route53-recovery-readiness:actionl",
"route53-recovery-readiness:action2"

]

WA LERERET () RIEESEEE, Fla , BEREMER Describe XFHAEENE
SLLTEE -

30
@

"Action": "route53-recovery-readiness:Describe*"

& ERR Route 53 ARC B0 5 B R R LI TR IERENE S |, 3528, Amazon Route 53 FEFTE
NEFREGEPERAREZREREN S 985 R B4

EREERENBERER
XERRER =
ERE A LMER AWS JSON BURRIEEH AT U EIMBLEANR, thpiEmHR , WIEEBE M ERE T U

YA BEERUITHESE.

Resource JSON HERTZTWEEEEABHENYH. RN EEE Resource = NotResource
TE, REEBEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAIXEERERFFAINEE (PIFHRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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HFEEEFRERFERH Route 53 ARC BIEEE |, 528 Amazon Route 53 1B R E @iz EZ K E)1E,

& ERR Route 53 ARC B0 5| B R R LU TR IERENE S |, 3528, Amazon Route 53 FEFTE
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RFFEHHFMEEFE B Route 53 ARC ERMFFHEEE AWSIRF, MREBEITHREAVLEHRTER
KONESBEEE , ISREFXBRNER (FAEIAC) ME , TIEAMELZNTEHERE,

IEAFEREH AWS CLI 5 AWS API TR ERE RAFFRETREER, Rz , RFAFFR
REMMERBMITZ AP BENEBERATT,

EERREAENACELELTFIEE AP EXBDUEARBRETRE | FREKHReadOnly
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization",
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell"”,
"route53-recovery-readiness:DeleteCrossAccountAuthorization",
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
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"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

1,

"Resource": "*"

g5l . EREMNERE AP BELUETERRE

GetRecoveryGroup",
GetRecoveryGroupReadinessSummary",
GetResourceSet",

ListCells",
ListCrossAccountAuthorizations",
ListReadinessChecks",
ListRecoveryGroups",
ListResourceSets",

ListRules",

UpdateCell",
UpdateReadinessCheck",
UpdateRecoveryGroup",
UpdateResourceSet"

EEMARMEAETLER Route 53 ARC API B)YEREEE Route 53 ARC gt &2 &K m (il , 2
MEREE, ERENRERE) , BFHMEFERAEZTEMAN AP EXHENFEA , TR,

EEPTRETH  ERAELARARIE Route 53 ARC FEBEHREMEBHNRIEERLCHNER,
MEH—F T, S EE Route 53 ARC P EARBERE A B ETERRE.

EEA AP BEETERRE | FREUUTHRBEHINERF

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

CreateCell",
CreateCrossAccountAuthorization",
CreateReadinessCheck",
CreateRecoveryGroup",
CreateResourceSet",

DeleteCell",
DeleteCrossAccountAuthorization",
DeleteReadinessCheck",
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"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"

]I

"Resource": "*"
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RETHRREBRKE , KA TRER AWS ZEERE,

S MEFEEERE 217


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

Amazon Route 53 Application Recovery Controller HBEABER

WMFRFHMER , F2EH (AM EREERE) P AWS ZEBXR,

AWS EE KB : B8 H 53 RecoveryReadinessServiceRolePolicy

1E1 184 Route53RecoveryReadinessServiceRolePolicy EiEE| IAM B8, HBERMINZER
BEE AR , A& Amazon Route 53 FEARE X B RIE %227 H Route 53 ARC A EEHN AWS AR
BANER. MEFMEN , 5520 £ Route 53 ARC H{F i RIGEL A @ ETEFRE,

AWS S EEBMKEE . AmazonRoute53 RecoveryReadinessFullAccess

& LA AmazonRoute53RecoveryReadinessFullAccess EiZZ IAM B, EBEEFREE
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fEF AWS SDK i FE F 12 /5t 18 122 1 25 1Y A 55 7= 51

T3 X iH g5 AR E AWS HKEEBI =4 (SDK) fEHERENERZEIER,

Actions R ABEBANEXNBRE K LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LA EEMABERNERBESPEETAETFHEE,

WFHE AWS SDK A EEENEABHANTREE , F2HEE AWS SDK FEHLRES. thEE
L IEEBEAFNEANER SDK HFMER,

X5
« £/ AWS SDK M IE AEFIREIEHIZR RV IRIE
- ¥ GetRoutingControlStatefit AWS BEE# = CLI £/
« ¥UpdateRoutingControlStateit AWS BIZE#=X CLI £

5 AWS SDK WWIEEREER IR EZE HIZs N IR/E

THREXBEHIREBUIER AWS SDK HTEBIEAEXNERREHREE. ELHESTUER
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THEFETERFEEANDE, MFETEEE , 5526 Amazon Route 53 ERAENEFIRHIZE AP
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Java

AR Java 2.x B9 SDK

@® Note
EEEZHERN GitHub, SRTEEH) |, X 7 HEIAEAWS REMATENISEHIFHE
EO

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.builder()
.routingControlArn(routingControlArn).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;

- N API FHIEF , 528 AWS SDK for Java 2.x API 22 GetRoutingControlState Y,
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import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):
Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
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# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

- W% API VEEHEER , FF2BEAWS BB E 4 GetRoutingControlState 1 #Y Python (1&3E 3)
APl 8%,

MNFE AWS SDK B A SRERMNEXNREANTEFE , FSREL AWS SDK FEAERE. tWEE
B HMAPINERANER SDK WFMEA,

#£UpdateRoutingControlStatefi AWS FAEEHE CLI (£

THRXFHG g REMAEAUpdateRoutingControlState,
Java

AR Java 2.x B9 SDK

® Note
EEEZHERN GitHub, SRTEEH |, X 7 HEIAEAWS REMIATENISEFIFHE
EO

public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {
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// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region()))
.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;

- WNZE API EHIEFN , 3528 AWS SDK for Java 2.x API £ UpdateRoutingControlState #
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import boto3
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def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
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)

return response
except Exception as error:
print(error)

- WE API WEHER , F2BAWS B&E#HUpdateRoutingControlState 1 #Y Python (81
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