aws
TEAEEER

AWS re:Post Private

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS re:Post Private FRAEEES

AWS re:Post Private: =& SIS/

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS re:Post Private FRAEEES

Table of Contents

FIEER AWS RE : A A B 3 2 ettt e et e et eseeeteeanes 1
B S R T NG & R 1
T oottt ettt ettt ettt et ettt et et et et et et et et et et et et et e e eaenneteneas 1
L2 Gl OO 2

0 -3 o OO 3

Zeey = G TN & R 4

R 5
B R A oottt ettt ettt ettt n e et e et ae et aeeae e enenes 5

B I R R R R oottt ettt ettt aneaens 6
-1 O 6
B B B ettt ettt ettt et et et et et et et et e et et et neaenes 6
LU GG - /A N = Y 1Y R 6
RE: SREFUAFAAN B BB B BRI R A e 7
RE: R A B E R B R B BUR e 8
P R B B IR et 8
RE: BREEFAABIE TAM L.oooeieeeeieeeeeeee ettt es s s 8
S b = == OO 9
S =< = T ORROROTORT 9
CE el i = == RO 9
BDBIBUREIB ..o, 12
PIHRIIIR ..ottt ettt e ettt e et ae et ean et ae et ae et eaeenens 14
F N A S =1 & <R 17
B B R T ..ottt ettt ettt aeenanes 19
B BB B R ..ottt n et an et an et aeeeens 21
=L =l s RO 22
B 0 - 2k < SRR 22

- SRR 23
SEIVICE QUOLAS ...t e e e e e e e e e e e e e e e e e e e e e e e e e —————————————————————————— 23
F A = (15 23

B, BREMBETIEBITAA REI POST .ottt s ees e anen 25
B HTHITAN Re: Bl et 25
£ Re: FTAABEXX A EE AWS Support ZHIEVZAEERIFE ..o 27

FAZ AWS EBR R B LB EIIIBIER ..o 27
TAM BEEREEBI ...ttt et e et e et e e et e et e te e eaeeete e e anes 28




AWS re:Post Private FRAEEES

BBAT TAM BB oottt ettt ettt 29

BB BB B BT ..ottt ettt 30

R E A B IR A BT AT oottt ettt ettt 31

B B B R I A RE 1 B ettt et 32
BB R B I A BB A Re: TR e 32

B IR IR TAN R B I . oo, 33
T I T B A B ettt 33
B A T E T B A o e 34

B B B N B A oottt 34
B B T B B TR oottt ettt 35

BB R P B A B A o ettt 35
T BRI BREAWS I oo ettt ettt ettt ettt 36
B A RE: R B oottt ettt 36
B R A A B I oo 37
ez D= e o Lo T s VAT (o) o U USSR 37
508% RE: EATRBEFAA APl FEAY AWS CIOUATIAI ...veieeeeeeeeeeee e, 38
Re: TREEFAAB T ClOUATIAI vttt et e e et e e e e e eee e e e eeeeeaens 38

B RE: SRS FAAN A E T B oottt 39

B BB R BT ..ottt e ettt ettt 45
FEEERTEERTERIIFAA R POST AWS ... oottt 45
SRR E A Re: TE TR BIMR E F R A oottt e, 45
FEEBEEFA RE FEIE A B I B POST ..o et 45
S B T A B oottt ettt ettt e, 46
.......................................................................................................................................................... XIvii




AWS re:Post Private FRAEEES

ftEER AWS RE : FAABEI ?

AWS RE: FAA BE3 2 AWS RE: POST WAAB A |, B ARBEA 2 Support 3 E#R Support
BN, CTRHEHMBNERNFIVER , UNEERKALIRESHEAEBELEE D, FREBBEN
FAE RE: POST , BRI EVEBIS ENHARASHE  UARERESHE , TIRHESNHARERE
HU#E, ItA\ |, Re: Post Private AJSE R ZEENAWSEMAR , WIRHIMASTRE , AkEBBKERZD
M AWS BHER | BUBBRKMFER., ELF , Y EEREERRHBERRE,

WEFFMENR , 5828 AWS RE : FAABEI,

?jﬁzﬁ RE: ﬂa*%ﬁ

EEBMFMH AWS RE: POST A B X R AREIHBMBISENFE RE: POST, EEEEEIFA RE:
POST B , i A LAAS HE A Re: POST 5 & , ¥ FEHR F#@18,. *.private.repost.awsiis
MFAA RE: POST WEEE W LAER T 5 H - — (& & 2 B B IR REEE £ AAWS IAM Identity Center
HEEEVER , SUETRE - o8B0 B8, Active Directory A E D BliR %, REFEAH
2% , TR AEEE AL Re: Post Private EXEEABIERE —ZEFEAE. Re: Private EEET
DRBESREMMZBER , A5THMA RE: POST EARN., B RESEEBNITEEENFAWSE
B E (PlanE e FR&E) 8 BHEEHEMBOFA Re: POST #THREE1E,

Re: Post Private EFARANEBEESLLBiTmhE. FEEHUAEARSE , UK AFHBASZIRE
BEE  LEHEAIFRNEMAT, MBI LUBEFEFEREMNAMBMAFAA Re: POST , LA Nt
ElEX, MEFMEN , F2E AWSRE : WEEEEIER,

IRKEEFEAESMHER RE: Private EAREN , FAHEEERENREREA, BEAFA Re: Post
%, FAEVUIAEIEERERE , SFEFHENIFENENAR , EXARHERBRIFEMAHR
BHNEEME, FAELTUEERMEPNIA RE: POST #SAWSLABEEMAR , WE I AP
WAWSLNBABNFAATRE, FAETUERREEE, RERESZERE | HEBAWSRE
ERE , MHFA RE: Post WHE A EREHEMNIES. FHE BTG R B EERKAWS Supportz
B, FERAERLLEZERRBMNEEFIEAWS SupportEFAA Re: POST, WEFMER , FSB AWS
RE : BfAAAFHAEER.

EE

RE#HEAE D% Support (ES) M ZE A (EOP) Support HEINEE AT LAETE RE: FAA B ARIE, &0
DHRBETANEEBNETEE  RBSFRNEEE, REARUTELEAEAARLEFRRNEAE

55 RE: FAAZ 1


https://aws.amazon.com/repost-private/
https://docs.aws.amazon.com/repostprivate/latest/adminguide/what-is.html
https://docs.aws.amazon.com/repostprivate/latest/userguide/what-is.html
https://docs.aws.amazon.com/repostprivate/latest/userguide/what-is.html

AWS re:Post Private IRAEEES

RFRINEE , ARTREIEGHERANERR, NMREFEHZEE , ATUZGEEERENEAITE
EH , LAfFF Re: Post Private, WNEFFMEN , T2 EE,

w1 B A

EEMAMER Re: AR | §

3
§

28, TR

\

wn{a s


https://aws.amazon.com/repost-private/pricing

AWS re:Post Private IRAEEES

FORMRAF

BABFET YRR , TEETE AWS RE: post FE I FHFAA RE: POST EBHRENFAE Re:
post FAABEX :

o BUAAFMEESEFEZ A Support 5TE,
- BHUAAWS IAM Identity CenterfE B EREFR A Re: POST HWiHE [ERAA .

« BWAAERN BEELERREMAWS Identity and Access Management& & | FEEAEBEN, EEME
RAWS SupportRfHl, RE: FAANBXRBEFERA LA EREHET APl I, AWS Supportil FEF
& , F2ME £ Re: FAABSIHEE AWS Support =412 M EE R 1ZEL



https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp/
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html

AWS re:Post Private FRAEEES

SHENEM  FEB IAM 55 RO0F AR

RE: Post Private EEAWS IAM Identity Center®B& , RENETRMU S HHE, FEB IAM F5H 0,
FRAEEENEOZHRENARE®  UEARENBEAEREA, RE , A8 EEMZ SIS b
MFAA RE: POST, EARREAHATEZRRANEXZRISLEMRE. £HA IAM 2R LTS
HETBEEN IAM fHEE,

MBELRERANERE BESITEERS | Bl IAM Identity Center SRR ANFERAEB & | H#HE
#1I Re: Post Private A& ME 4. Re: Private TXEBEFHE RE: POST f{EMA IAM EAENA
BIEREFA ., FAA RE: POST AIEAEHEREHEESEHEI A Re: POST EARER LR E,

WME IAM B2 R ONEMER , B2BMER AWS IAM &% F40 (AWS Single Sign-On KRB E
m). WERBER IAM 5P O0NFRER , F2EAMN. BEER IAM 5590, BEXERKIR
FEAWS OrganizationsB{f .

/A Important
RE : ABERMEXE IAM 55 P O0NEBHTER.



https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html

AWS re:Post Private IRAEEES

RE VL EM : MARX

ELL AWS BRENELER. BRAWS BF | ZALURERDPONEBREETER  SLERBRER
TREHZE M RBBNEBNTERMEER,

&R AWS BECEAAREBRNER. HEEEEEKEHERAERNZEMNERPHZ M

- BiREeM — AWS EERBDHIT AWS BRBEMNERRE AWS Elv,. AWS EAZREMHATURS
ERR RS, BHERBAEEARN AWS Re: Private WERF R , F2RREAIHEAWS REEE R E
).

- ElRPHNREM — ENETEURREERAN AWS R, KX EHEMREZESST K TRERNE
ZiE, BRRANERNBREENER,.

A 44 A] 5 By S B R SN{AI £ RE: Post Private REAHEMNEEEE, THEERBUNMARE TE
AARX, | LUFEENLeMEEHREMEE, ftue23NMAERE M iHBREIRNRE RE:
Post Private EJRE AWS IR7E,

FE

« Re PV ERMREAWS: FAA BE X

- MAEE : FHFATIEIAM

« AWSRe: FAA BV S MR TR

- RE FHEIMEAWS : FAAE

- REFWEREBREMAWS | FAABS

Re FHYERIREAWS: FA A BEL

AWS HASEFEZEARN AWS Re: Private FHERHRE, MERPFTR , AWS BEREHTA
BEAWS Eif. FESHBEHERSE LXEATWEHE, ZHRKGASEMER AWS R R4
HENEETE. WEEEERBAENFHEN  F2EERELEFAQ. MERBMNERMRERNE
BEH , FSBEAWS REMGDPRIPEE LWAWS HEEFERFIERE,

ERERREZBEN , RAEFREER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF RRUFREM[MBIEAE. Wk—K , SEAEHAEBIASEESREST
REEHFAVENGTT, RALEBEZEATHAFRNREES -

- BEEIRFERAZEZRRE (MFA)

ERRE 5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS re:Post Private FRAEEES

- {FASSL/TLSEE AWS ERiEE, RMEE TLS 1.2 AHE TLS 1.3,

- ERAREAPINEREEEFC &% AWS CloudTrail.

- £/ AWS MEBRARUREFHNAERB R LS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMTFE Amazon S3 HEIRE R,

. MR AWS BBHSHNEREFEIEFEE FIPS 140-3 Bi BN R IEFZIEHEAP| |, SEFE A%, FIPS
MEEBAAFIPSIHMNEFMERN , B RB T EFEEZE (FIPS) 140-3,

B RZIBRCBETEREFNE B4 SRERBBEN , HEEERS B HEERNXFRA
o flmEEEL. EEREESERTEA. . APIT AWS R £ Re: FAARE X R E b T /ER,

AWS CLI AWS SDKs#ZEEZEER R B AEA X ER N P AN EMEREMA s ARG ERZE B, W
RERHURLEN S [RES , RMAMIEBRETEEDIERNBEN , URLURBCHZARSNE

FRANZREEESR
T REHN &R

RE : FABREXfE A Amazon FEREEZREFMFETHE. Amazon DynamoDB E#E, Amazon Neptune
ERE , URFEH Amazon ZESRIFTFZESRETHRLEMEN Amazon OpenSearch BRI
o

S N

RE : Post Private fEFARZHTTPSI B EENEFinEARERFETERES. SERAHTTPSH AWS &1
RIENWEREFEEMREETES,

EREE

RE : BSBFAB &R AWS Key Management Service 3t X3 AWS KMS Zi#&, BRI BIEEIFAA Re:
POST R EHFTERIMBERE. BEEEM , BULLERRAMN AWS KMS S E U HE) AWS KMS
28,

MA@ E : #HHAATIE IAM

HEERAIAMRERE "TAWSEM AN NEIRE A , BXEBRBHLEIAMIETAR "TEMAA
BE, . HEES Re: Private MH M AWS B AR N S REREIAM |, FSEIAMEREEEAM
FEEAAWS IR

EAMERREER 6


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS re:Post Private FRAEEER
RE: REFELAFAA B 285l A ERAFE A

ERANUNAME 2 BERNRA , BULUSERFRIEBNENF. Re: MAMXXIERERF, HBEBRHE
FHEIJSONEKBHPEANTE , F2H (EAIAMEER) PHIAMISONER TEZSEEH,

BF

EEEWLER AWS JSONKEERIEEH AT AT EAR, B2 , WEEEE T EFRG T
AT BEERAITHEE/E,

JSONZKEEAction TR MR T B A AR R A FF BB KBS H F IV BIME. RESEFER EEIBE AWS
APIREEBMHENEE. B—LHIAER , IR ETRAPRENERBRNRE, E-EEX
FERRTNZEEBE. EL|MANBEBABKEIE,

HREEABERR THTHBBBENTA,

Re: MABMNHWRAIBESEESERFEATHEIERF: . repostspace: il , EEREREAHIT
Re: Private (FAABES0) fEEMIHERR |, B LA repostspace:CreateSpaceE)CreateSpaceAPIE
BEEMPNER G, RARERXNSEEZEActionsENotActiontE, Re: Post Private BE&E B
C K —HEEE , F2RIEIR R AT LAGE A b AR S 1T B9 T4,

FEEE-RAXHIEEZEEE , FRERSRE , TR :
"Action": [

"repostspace:(CreateSpace",
"repostspace:DeleteSpace"

FUAUERBRATT () REEZEEE, flUn, EERERMER Describe XFHAEEE ,
SUTEME :

s
@

"Action": "repostspace:Describe*"

HEEF TENSRMAMAL BMERNFE  F280 "EAEREREL PN "Re: AR FIERNE
o 1AM

&R

ERE A LMER AWS JSONKEERIETEH A AR BEAR, WHEHR , BEEBETEFRGET TR
Y EERITHEEE.

RE: SREGLAFAAN & 2 3851 A ERER R A 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkdocs.html#amazonworkdocs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkdocs.html#amazonworkdocs-actions-as-permissions

AWS re:Post Private FRAEEES

ResourceJSONRAI TR ESIEEEEMAEEN —BZEYH. MAERXNHABITE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BuUSHEXEREE
FREANWEME (BAERBHREFT) RIEEM.

HRAIXEBERBERFFAINEE (P05 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

fRIF3R 5|8

RE : Post Private TREEMEERRBNIRFEZR  ECXBHEAEREHRR, BEEEHMR
AWS £EIfRHFREIE , FSEH (EREE) FWAWS 28RFARIAME RS £,

g5

BERE Re: REUBA SRR AERBRAUNES , F2H. AWSRE: sREEUMA S DEBIAE
HEAY RSBl

RE: sREEULBERAEBRRIBUER

NERAERNISONKREEZMMEERNBEX S, UERAERNBREHIFAMABEER
KM Amazon S3 REFIFRER, EXEEREBRNERES , REEESWIUSACPREHEEE
ERNEEER, HRAMMBENER , BRXEEREEN TR IUEZRERATHERIEUAREME
FRETHITHEE, EXEEEREBEXPEETIR., TSEEAUSERS. FAE,. AR, FBEFE
AES AWS R, EREBREMNAZBREFHARBE, CELIENERAEBNEEIAMABFEH
AWS ZEBX,

RE: MABXAXEUERAERAIBER.

LUERAERAVERE

RE : MABRTBETERRENERRHBE, NEHEET  FSHEREMBHAWSERY
#H.

RE: skEBAFAA A E 1AM

IAMEERE AWS IRFHERREERNER.

RE: RES LA EERAEROEE 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

AWS re:Post Private FRAEEES

{58 P R B B A B RHEEC Re: BAAREXC

EM@ZI BB EEARRFEAERREAGRE, BEAVALREBIEREAR, B LLBE BN
I AssumeRole=f 2 FRY AWS STS APHEX RIS R Z 2B AE Bl GetFederationToken,

RE : &% A8 LA REER,

BBEEAE

B EEA AR AWS REFREMRETFNER , AMEAETKEF. BBEEACSETRELN
IAMIRFE#F , EBRIREFIAE. IAMERE S 7 UURRE B L RERGERL S CHER.

BZEAE

IR R B A ECREREAC, WACARREFREAMRETNER , AEAKAETHREE. NF
HAEA  F2EELACUSERERIGEAWSER. REACSRATRELNIAMIREF , BBR IR
FriB. ERTAMRMEESTUSELACNER, T8 , ERTRSBRIL RN IIEE,

#¥ Re: AR ER BB ERZ AR

AWSRE: & fiFA A £ AWS Identity and Access Management (IAM) fRiS B AR, REEZACE
BEEEREE Re: RABXHNE—IAMACER, REEZLAEH Re: Post Private AEXER , X ITEMR
BRREFEWE M AWS BRIEFTENFTE R,

R EZBEHERE "RE: Private; BEFRS , RAZTEEFBHH WL ENER, Re: Private
SERHRBEELACNER , BRIEZSEERE , THIRE Re: Post Private AILABEEAR, EHEME
REFEEFEINFMEREFER , mMAZERRENELZMNEEMTEMAMERE,

NEXERBEEACZEMRBNEEEN , F2EEANAWS R , IAMIERBEERASHEP
SREAERNEHK. EEEAEENRE , URRZBRENREES S EX .

Re: A A BE XX HY R I5E 4 A SRR

Re: FAA B &R AN RSB ELE B EBAWSServiceRoleForrePostPrivate, Re: Post Private &1
WREEE[EKEREME, CloudWatch

Bk AWSServiceRoleForrePostPrivate E{E A2 EFE TIRBEEZAS ;

* repostspace.amazonaws.com

B¥EFEAE 5


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS re:Post Private FRAEEES

ZAENACERREBIAWSTePostPrivateCloudWatchAccess /i EF Re: Private Post IS E &R L5
KT ZIEHE -

« BE¥E{TE cloudwatch : PutMetricData

BYERENT , UAHENERE, HESACEY. REIMREBELESE, MEFMER
ZRIAMERERPHREERSASER,

3

WMEFEEN , FSEAWSrePostPrivateCloudWatchAccess,

BY Re: MABMHEBHREFAS

BAEEFHEYT —EARKEZL AR, EEE AWS Management Console, = "Re: #AABEX , HE
M % —{BFAA Re: Post B AWS APl , B ALEYRBEZEAR®. AWS CLI

/A Important

REEFZACTUBETREZNIIES , IREAEMRKE P TR —BEBER , ATUUE
AXELACHNIIA, I, MREE 2023 F 12 B 1 B2aifEA TEHMFAARS

R , AIZBRERRZIERKEEZACE , "EMAARY, EELZNIRFHRELS

2, AWSServiceRoleForrePostPrivateETHEZEE  F2HEN—EFACHE
AWS IRFE,

HEMBRLBBEZAS  cRFEBREY , KAUERFHIEANREBFEFEY AR, BELRY
E—{EFA Re: POST iy, "EfMMARN, EERREELRBKERZAC,

£ AWS CLI 5 AWS API , £ repostspace.amazonaws.comfREBZBEIL R EE AR, W
SHMEF  FEBRIAMEREETNELREEEAC, NREHMRILREEEAR , B UERAL
HENEFRIUBRELXAE,

W Re: MARMMNHBHREFAE

RE: FAABE M R A HF B HREBEAWSServiceRoleForrePostPrivate [R5 EE B, RATREZEE
ReSEZRBELEAL K MUSELIEEVAGCEAEFTHER, B2 , fULFEAREACNIER
IAM, INEFMEA , F2EAMEREETNFEERSEEAG,

ERARBERAE m


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS re:Post Private FRAEEES

MER Re: AN RHEEAE

IBAREEFEMER AWSServiceRoleForrePostPrivate A, E&EMBR AWS Management
Console, 5 "Re: AABE3Z ) FHIFAA Re: post B AWS API , EALRIKRRBEEZN AR, AWS
CLI

BT LAEHAIAMERES AWS CLI, SHRFEMRIREELAE, AWS AP
EEFRAFHMEBRREEZAE IAM

EHIAMEERES AWS CLI. =M AWSServiceRoleForrePostPrivate fRIGERE A, AWS APITNE
HMER  FZRAMERERT N RERREEEA G,

RE XENEES:M EMARBEEHE
RE: AAB X X BERMREH AWS B EARBERA G,

EEA 8 B & 2 £ RE Support : FA AEBI
BRI (#E B L) us-east-1 =
EEERD (H%E) us-east-2 =
EE I (hnF e EELEB) us-west-1 =
EEFE (REM) us-west-2 =
IEM (FAER) af-south-1 B
DAXEE (FE) ap-east-1 =
SRR (HEME) ap-southeast-3 =
TAEE (ZE) ap-south-1 =
I AEE (KER) ap-northeast-3 =
DAEE (BHE) ap-northeast-2 =
SRR [EE (FT ) ap-southeast-1 =
TKRESE (BR) ap-southeast-2 =

EABBERAE -


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS re:Post Private FRAEEES

EiE &8 B & 2 £ RE Support : FAA B
DTAXEE (RR) ap-northeast-1 =
&K (P ER) ca-central-1 =
BN CEERAE) eu-central-1 =
BN (BEE®) eu-west-1 =
BN (fR3) eu-west-2 =
BN CKER) eu-south-1 =
BN (E2R) eu-west-3 5
BUM (EFESHE) eu-north-1 &
R (E1k) me-south-1 =
R (UAE) me-central-1 =
EEM (BRE) sa-east-1 =

AWSRE: sREEAFAAN B 2058 Bl A B 1 69 B €551

® Note
ARTREZ2M  FEUREIRBCEAIAMEMFERE,

RIZTERR , AWS Identity and Access Management £ &M AR B EI R &K AWS RE: Post
Private ERAERR, fbfIthEME A AWS Management Console AWS CLI, Z#1T T # AWS

APl, IAMEEBBEXERIIAMBER , REFHAENACER , T tMMmENEEERIITIEEAPI
¥, AR, RREEESXLARELRAIM MBI FEELERNIAMEREHEFAE,

EEEENAERELEHIFEASIHEN UIAME 223 A EBISONKRS | F2RERERH
HIIAMEZEE S IAMZE RS .

ES- |

5 7 B BRE 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS re:Post Private FRAEEEER
- BEREEK
- AFEAERGEMME ST

HERREER

UEDBEBANAERNBREREZEAREUELENIREHREYL., FHEMER RE: iREEFAAEIR, &
LEETREES LN AWSIRFELER, EREVSRES P HBER K FERTIENRESRS
3 :

- FRIEER AWS SERASEQREERER — " ERAREEAENTHERENER  FEAT
REFZERERARGERNAWS SEEFA, eMATRAEEN AWS IkF. 2BEEBERBER
CHERARMN AWS BEFEEEEK , E—SPREEAER. WEFMHEF , F2EAWS (AMEE
FiEm) PEHE TERENAWS SEERRIZTEENER,

- EAREERER — EREARAUREERE  IWMAREHITTEMENER, ABRLAN ,
BRI ERERERG TAULBESEERKINEE , ELBAREKERT. NFEFHRERAEAE
[RIAMBYEHEEF , FEHE (ERER) IAMBHIAM CREESEER) .

o« {EAIAMKEE ARG E — S REIFE — B LAIESRBE P ET I8 R4 | UAPR B BEM B RN ZHL.
fign | BRI URBBUR G , UIEESEFEREIAFEERSSL, 2t 7] LA R4 2R 5% B ¥ AR A% B
ERFEVE (BB E) EAIELEE AWS BRFE , #ltn AWS CloudFormation., MEFMER , B
28 (IAMERIER) FHIAMISONFEBE TE : &4

- M IAM Access Analyzer BFEZH RIAME] |, IR R £ MIIEEMERIRER — IAM Access Analyzer
ERIFNNRENER , ERRERAMRAIFES (JSON) MIAMSZREMZE, IAMAccess
Analyzer 12 fti#i8 100 HRRIREN AIRNBENER , BB ERETLHYREEENERA, 0%
FHEF  F2RIAMEIAMAEERNFIRS e R ARE.

- EEZHEHHF (MFA) — RGN RFIZEEFIAMAESR root FHHE AWS 1RFE | FRBUAINESE
AMFAMNZ £, EEEFWUAPHEEMFAREE | BHERAFFIEMFAGYE., MEFMAER , B2
B (IAMERIEE) /M < SREMFAZRENAPIFZE >,

MBAWEBEEENFEETAM , HSHE (AMBRIEE) AMERH TE2eMBEEE,
AFHERAERG M B CHNET

B RMARNRA  REAMAERGHNERLERAESIBINARNZERFRA, HFEAS
SEEEE LRUERXRF AN EA TR ILENFR AWS CLI #EBR AWS API,

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

WHER R

RNEBRFRAIREEVNEENRE, BAUUKARBREEAREERAE. FHEIBEH, THEREL
5| F RIS R#AT TAWSRE: BAABE X BMERER, MEEBABRRAIN—REA , F2
BAWSIAMERERPHNEEIAMEL], ZAILLEH AWS Management Console, AWS Command
Line Interface (AWSCLI) S FMABRAREE. AWS Identity and Access Management AP

3]
« Re WHEBZEVER : FAASREL
« ¥ Re WESFHREER : FAARH

RERBER 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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Re FHEBFZEVER : FAAREL

THRASGREFEAEAME 7 # B H 0 RE: POST EAXEANENFEME. LERATRERAEH
TAWEN "TEIMAARL B

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",

sso:GetProfile",
"sso:ListProfileAssociations",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

1,

"Resource": "*"

¥ Re WELHEER : FAARH

THRAGREFAEAME BB FO0HM RE: POST EAETHANTEFIE. LRAITEERES
1TPRE TEMRARL B
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:AssociateProfile",
"sso:DisassociateProfile",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",

"repostspace:*"

1,

"Resource": "*"

AR 16
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AWS AWSRe: FA A BN S EEB K

£ AWS SEENRATRFBERAE, HENAGNER , LACEBRRER S, BIAIAMEF
EENEREERBNERAR , UEA/CNERREAMMMENER, £/ AWS XEEHFEAHRR
FIAEA, EEBREEEREARS , LAIEER AWS IRFHER, WFEAE AWS ZEERA
HAMES  F2RIAMERERPHAWS ZEEFRRK,

AWS BRFZE#EMER AWS SEENEMK, SEEEE AWS SEEFRAPHNER. RBERFARE
SR EMERTEE AWS SEENRE  UXEHYRE. LEENENEXECERRRNAES D
A (EAE. HENAG), ENIEMBIFERTAR , REKRA TRER AWS ZEZAYRE,
BHEAERE AWS SEBNBRBRER , RLBREFTSHRERFHER,

A B AWS XEBEZERKE 2 THEBRENZEERE, fl0 , ReadOnlyAccess AWS ZEEH
RERMHAE AWS RENERWKEFIE., EREABIINGER , SRIMEENERHT AWS 1§
MEEER, MEHFMEEN , F2HEIAMEREREHHNAWS SEEFE,

&

- AWS ZEEWREL : AWSRepostSpaceSupportOperationsPolicy
- AWS ZEEMERE : AWSrePostPrivateCloudWatchAccess

« AWSRE : #FAAEHRUEIZEENRE AWS

AWS ZEEHREE : AWSRepostSpaceSupportOperationsPolicy

WEREAITE TAWSEF:-FAAB Y, REEL., EBERERER "EFMAARI, Web EABERET
#) AWS Support =4,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

AWS SEEEEK 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS re:Post Private

1,
"Resource": "*"
}
]
}

FEREEEER

AWS SEEREBL : AWSrePostPrivateCloudWatchAccess
WEAIAH TEF AN REEEREME, CloudWatch

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

AWSRE : B AEFH KT ZEEAERE AWS

WA Re: AR Z AWS ZEEBREMNFEET , RAKRBFKRERELEE, NEAH
LHEESENEBER B EXMHELLCEER EWRSSHE,

TRIRAB 2023 F 11 A 26 AL , RE: MAM EZEENRKBNEEEN.

AWS SEEEEK
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8 HiR =p:

TR -AWSrePostPrivateCl ARBERRHENHZEE 20234 11 A 26 H

oudWatchAccess BUER CloudWatch

# % -AWSRepost AWSRe: FA A B 32 Sup 2023 % 11 A 26 H

SpaceSupportOperationsPolic ~ AWS port ZHRER 37 = B BUR

y

RE: Z#MFAARBEHMEE Re: AAMXFREMEZE 2023 £ 11 A 26 B
BBRN AWS 28

SREHERE AWS RE : sREAFAA B 2 F1FEY

FEATHER TR B XS EME A Re: Post Private MBS BN E BREE, IAM
=B

s REIEEEE Re : AABETIHHITEE

o REZEFEEHIT iam : PassRole

s REAFRUNHVATSEER AWS IRFE 9 RE : POST #AEER

R BREE Re : MARXHHITEIE
MRABBIER , EACKRERBHTEHE  CHBELEEN , AFERTBE

EfffAmateojacksonAME ERERA TR A RBREENy -example-widget ERWFMER , 8
REE®BMrepostPrivate: GetWidget R | R4+ T YIS FIEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

HEHBERT , HAEEH mateojackson FRAENBEK , AFFEA repostPrivate: GetWidget B
YETZE my-example-widget BiRo

MRIEFEME , BEIEEN AWS RIREES., ENEESRHUENEZRE.



https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
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REEEEHIT iam : PassRole

MRBINB R EREHTiam: PassRoleBMEMNEEIRAL |, BILEEFHEWER |, LAKFEKAGHE
B4 "Re: Privatel o

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ERZANERAIAMEMarymajor ERFEA X AEI1T Re: Post Private FHBIER , MER4E T HIEH
R, BER , BB RBREEEREACKR TN T. Mary RERAGEEEZRBHIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREES, FNEESRHENEZRE.
REAFRUINWAGGEE AWS IRF B RE : POST FABER

BT —EAE , WEMES R0 EAERCERADH A BERENER, BTUEEEATH
EEEEIERAS, HRZENERASBNRFERFIBHEE ACLs) MR , BALLEMAE
SR 5 B8 A B U E R AL

WMFE-FTH L F2EUTRE

- FEER "ENMANEUN . REXERELYRE , FE2H. IEE  BHHLATEIAM

- HEEBRBNMARAETETER AWS IkF WEEE | F2R (AMEMEER) £ AWS IkF &
(RREFEERHMIAMERE) .

- EERBNASEREFIERERE=S AWSIRE |, 5208 (AMERER) FWEHE=H
AWS 1RFE BEE R FEE,

- EERBNAEBS S BBERMFEIE  S2REERAERETHREEEINIERESEHAIAME R 77 EUE
<%§J\ Fé!o

- EERBAHHEIRRENFEAACENERAERNBRCENER | F2H (FAIAMEIE
) IAMFE (BIRFERER



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS re:Post Private FRAEEIER
AWSRe: FA AN BE XY & M BRFE

BERE AWS R REBREERBERSRNEER , F2EAWS RIS EESAETEHFRFH,
WREFELRBBNSRLSR, WFE-WEHA , FSHEAWS REETEAWS,

BRI LAEA TESE = H S AWS Artifact, WIEFMEN , F2R TEHPHHEHH AWS
Artifact,

BEFRAKNSRETEIOR AWS B REMNERMYE, NANEHREEUARERNEENER.
AWS R T 5 EIR A5 BEREER

- ZEeMHESHAMREAPIERE — ELHEEHNRRABEE  YREMBUZEMNSHRE AWS
AREMNEERBNISR,

« £ Amazon Web Services FIEITHIPAAZ £ EEHREE — XA ERPLATNNAEREIFTEE
B FE AWS AEHIPAAT,

(® Note
W IEFRE AWS BRI ABHIPAARFS &K, MEFHMET , FBHREHIPAARRES E,

- AWS EREFRAWS — It THESMIEREES A seiE AR E RN T,

- AWS EFEHIEN — EBERNAERRLIRNETERN. ENERRETEZEARE (BEXE
BI R AWS BRI EHAMTEAZCAT (NIST), XN FEXRZRSBFEZEEY () MEBREZEE(LER (PCI)
FREZSERFHESINRERE , WiEEHEZTLZS%EF, 1SO

- fEAAWS Config B A S5 P AR BIFPE &R — It AWS Config RIS BN ERERTS
RHER. EXENMERANEE,

« AWS Security Hub— & AWS BR¥ =it T R L& REBMN L HEKRE AWS. Security Hub AR %
7, JFEEN AWS ERERELZNEIZREFREFTELRLEREENREER., NEZENR
A 4IEE | 5528 Security Hub controls reference.

« Amazon GuardDuty — EIBEE#RIRIEHH AWS IRE A RMBEESE |, itk AWS R SRS T
EaE, FRNERNEERE, GuardDuty AIGBIERERESRMER PCIDSS , HlUNFEH
EEHRMEBMERNAREIER,

« AWS Audit Manager— & AWS R#& B BN EFERZEN AWS FRER , UE{LEEE RN
B, UREFERFMERZENS R,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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RE FHIEIMEAWS : FAATE

AWS £IKERRBEER AWS B MATHEESEVLN. AWS EE RESEER S BR8N TA
EE , BEERFHERKILE, SWEENSERENRKER. SBTRAER , B URTEREFENE
RAEXANERE , ETRAES BEBREBEMASRETE. TRESNTAL, FEEINERERE
RN, IBE-HSEERPONERERREES.

0% AWS B T ABHANREET  FSWAWS 2 HEREE,

RE AN EREBLZEHAWS : AAREX

AWSRe: Private R S EEH R , ¥ Amazon Web Services : & AWS £ 2588 A K =P FriRH
SRR LZEREFRE,

BRI BAMER AWS ERMHAPIFILEBMREFN "EMMARN, . AFGRLAXE Bz
1 (TLS) 1.0 HEFERE, RMERFEA TLS 1.2 AESRE, EFELEXFHEETEMORE
() WERBEMH , Hl0 ( EEREIFE-HESPFS ) SIDHE ( f5E RS T HEIFE-HHEE ) . ECODHER
REM(W Java 7 MEFHBE)ASEXEZELRK,

WA | BRAAFEHAEFEREE ID ME AWS Identity and Access Management ¥ 28 #H BR B 19 # B3 17 HY
SWMRHER., RE , BUBUERA AWS Security Token Service (AWS STS) MELX TRZE RBEUES
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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RE: s&kRaFAANECER

AWS RE: AAMXEAAREEEMX , BUUEEEESNIRSPEAELEEX, AWSE &M Re:
FAANBEX B SEHBEUUEIHNIABE X EMFA Re: post B K/NERAWSTETEFRELEE (5T HI
BART).

Service Quotas

LUTREWRFHN "EH AR, WAWSTEREZE, BALAERA "Service Quotas FiEARKRIRTE
REEE, EEEEYT AR, SEEZERESEE.

BiR 54 R EIEGES
AMABEE : th¥ 3 LR F B g & A FA =
A Re: A X R K
Ho
REBIARE  BBEEK 10 SEBIA REWEK B
N K/ (LGB AE
) : POST,
EEF A RE : BBK 100 Z#FE RE : POST ey
) RER AKX (LGB
BEN ),

AP| g7 R i

THERRHEERR Re: AMXHESEEZRNBERS. ELEBRLEN,

BE KRR ER BERR
CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

Service Quotas 23


https://console.aws.amazon.com/servicequotas/home/
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FEREEEER

BF
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

K¥EmrER
10

1

10

10

1

10

10

10

BRE

10

100

100

10
10

10

AP 8575 R 1
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AWS re:Post Private IRAEEES

B, REMBFTENFA Re: POST

£

« BEUFMFAA Re: BAX

+ 1£ Re: A A B HEE AWS Support REIE I NEEHNE
RER EE M A A FIHE AWS IAM Identity Center

- BEREWFAARE : #5F
BEEEAEMALNFAA Re: 5REL

BIFHBFAA Re: BAX
EERYHFHFA Re: POST |, HRE T oI5BT

1. §51E https://console.aws.amazon.com/repost-private/ BIEk T EFEMFAANRE ) FEH,
2. TXEAEHEL , EBE[BIYMA Re: BiX].

3. MBLEWIES MAKE IAM 550 | RIS BIRS 2 00]. BB AWS IAM &2 MER B
RISR B A PSR i T IR

4. F TENMAEFEM B BEEL , #8 "EE)  RBENEARJENRE L RIEE
B, MRENIRFEEAREBELR  BEEEARELSRER,

5. EFMERT , BT TR -

£ "2, &, WAFA Re: post WHE—ZHE,
(EIEM) ERAD , W AFAA Re: post WEERA,

# TEFTL FREY A ATHEENBTEH.

6. (RIFM) BEBITENNERE , FE "ERMNE, TEN "BFIMEREL . AR, BITTIHE
h— BB

HHIZIZE AWS KMS £88 |, 5512H€ AWS Key Management Service $88, Amazon ER& &
(ARN),

8-

BIEEY AWS KMS £i§. A% , 8l AWS KMS #if.

BIMHMFAA Re: BEXX 25


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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7. (E#EM) £ Sup port ROIBEHRKEFEET |, EEEA L RE: POST HAREFE.

® Note
B LAEEVFAA Re: POST 2 & BHRRLLEIE,

FETHERREN IAM S8 , RE IAM ERAFRUFAE  FEARSISKREN IAM A&

5§~
BEE IAM TERAHRUHAG,

MRBEREFEAR  BLBZRBAWREETRIERL IAM A,

NMRGERERARENRBAC  FEESIPWAZEA ZABH ARN, R#RTHXBFETEESR
&

MBHMET , BB % Re: AT FEE AWS Support EHIE Y MERHEE,
8. (RIEME) E TRE. T, EE HMREL . REBAUTES

£ Key F , IABH BT EBR SR,

£ TE) P, BALNBITERE

EENEESEE , FRE (HEER].
9. #IE "EIIt Re: BIR, ©

BREEERENELNFA Re: POST EEEVH, BAIE "ARE, WuP@R "N Re: ik
Bh WAREE, EEMIFAA Re: POST B, THREE, MUSER "B,

BIFA Re: POST AKIEE 30 piE. EEMFAA Re: POST Bl , "iE, MUSET "R
oo B AWS EEN FREBAR "5RE) REIFEBRTAIINFAE RE: POST , FEUENFLEA
RE: POST, B&TME , BAILE "8RE) BB TMREFA Re: Post B9 "HFT L Fi#8H,

EIHHFA Re: B 26



AWS re:Post Private FRAEEIER
£ Re: FAANBY X HEE AWS Support S22 37 F & Y 17ZEY

BB AWS Identity and Access Management (IAM) &€ | FEEXE AWS RE: Post Private &
AWS Support REIZIMNEBNEFZIE, LtBEEAEH AWS Support 17 FHIEE :

* CreateCase

* AddCommunicationToCase

* ResolveCase

By IAMABR , & IAMBERHNEtA®  UEZACERTHELDFRENFTT. EEE Re:
POST MAEEAEHREVFAA Re: post i, BAINEELAE,

FAA RE: POST HIE A EHEEEHZR T IAM ACHEENEFT,

/A Important
MEEEE IAM A IAM BER |, AIENEEFSERZTARENTE RE: POST,

mRRELREFEY IAM BEMBER,

£

- FEAX AWS ERRREVEFEENEE
« |AM BREE

- BV IAM A8

. HED

EHX AWS EBRBELFTFEBENEE

BERBENACHER , BTUER AWS ZEBRIFFEENEK,

® Tip
MREFEFHELFA , BEREA AWS SEENFRL , YERBILERF, SEENKKS
BEHEN L ERR AWS Supporte BAFEFEIEMBIR, MBFHMEF , F2H AWS Z
ERWERRME : AWSRepostSpaceSupportOperationsPolicy.

£ Re: FAABE XX EE AWS Support 4612 3 FMEEH IFE 27


https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/API_ResolveCase.html
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AERLER  AENAGEYEFEEIR., WEFE IAM 5P ER JSON BUERMmER.

HEHY "EMMMAR BYEFEENEER

1. & A AWS Management Console YRR G D R FEVEEE RS |, BUEA https://
console.aws.amazon.com/iam/.

EEEHERD , BEEBX,

i#1Z Create policy (B3I BUR).

FHIEIE JSON EE,

B ASBHY JSON , AR EREIR TP HLTEER JSON. B LUEA S5 BUR,
BET—F . BR,

(ER) BAIEAEREASBREY A SHEERMEEBER,

BET-F : &,

£ Review policy (BREIBUR) HE , #i A Name (&) (Bl rePostPrivateSupportPolicy)
F Description (8R83) (ZHA).

10. BB (HE) EEUEFERAUAFHER , RRRE [BAFR.

© © N o 0o K 0N

LBRRERAGALURNNEE, ERFEEA , F2R (AM EAERER) PRET IAM BUER (2
ﬁzo

IAM B &5 45

A THEPIBREZEZRN IAM A, LRAAFACGHEENFIELERENTERER AWS
Support, FRAZABIREFA Re: post # , FAA RE: POST SRR & 2R A BRI RER

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications",

1AM IRE B 28


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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"support:ResolveCase"

1,

"Resource": "*"

}
]
}

® Note

mE TEIAMARS L B AWS XERFRAEE , 526, AWS AWSRe: B AR ZEE
il

18 7] A R AU LA B BRAEFR AWS Support,
WESEDENRN , F2E (RERESE) PN TIERE

« JEAR AWS SupporttV EiE, ERRIFG SR
« Service Quotas WWEIE, BERFERHGEB
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{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Principal": {

"Service": "repostspace.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"
]
}
]
}
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",

B RE: SRAGFAARCIXIEIRE 40



AWS re:Post Private FRAEEES

"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012"
"eventCategory": "Management"

T 5§55 B8 R R #IRegisterAdminE) ¥R CloudTrail sL4%IE R

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {
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"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SP1YNZE-ylQEmAXpmEXAMPLE"
+

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

TH&EHIFE R REListSpacesB#EM CloudTrail 528 E 8B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",

"arn": "arn:aws:sts::123456789012:assumed-role/User/user",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

Iy

arn": "arn:aws:iam::123456789012:role/User",
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"eventTime": "2023-11-09T22:38:3472",

"eventSource": "repostspace.amazonaws.com",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c04f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-af@®b-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

THIEHIFE R ~EResolveCaseBI4ERY CloudTrail 5C8%3EH ., Ea]LAEALLEE8%ER F
Msourceldentity TR RFMBIFBRIEHNFERE,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDJQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"
.
"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"
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+
"sourceldentity": "28e17330-10f1-705d-7cba-3a62a6bl0e2e"

}
I
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbes4-c8d5-4d61-a016-e076de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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