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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
AppRegistry application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
o9

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

#n{al AWS Resilience Hub T4E

you have checks in place to assess resilience
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https://docs.aws.amazon.com/fis/latest/userguide/working-with-templates.html#create-template
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AWS Resilience Hub XM E IR

EHREBER TR ERAREINMENEIR , iTH AWS Resilience Hub EEEIR (I
ZAWS : :RDS: :DBInstancefl) T #AWS: :RDS: :DBCluster,

EEE—SHEBEFIETTEMEZIERENERMMENER , 552 Bthe section called

‘AWSResilienceHubAsssessmentExecutionPolicy’s AWS Resilience Hub

AWS Resilience Hub X T %I AWS BREHNEIR :

- BHE
« Amazon EHEHZE ( AmazonEC2 )

@ Note
AWS Resilience Hub A2 #FEH Amazon ERE#E ( ARN ) &N RFHE Amazon EC2 &
Ro MARNE R EFEHAEH AWS IRFE ID , W AERELBEPERNINGE , WEMEE
AT B9 AR S FN TAERI R AR
- B (BEHAX) — arn:aws:ec2:<region>::instance/<instance-id>

o ¥#&xX —arn:aws:ec2:<region>:<account-id>:instance/<instance-id>
MEEBAARNBRFEMER , FS 015 Amazon ECS HEEB AFMARNKER ID #
Ho

AWS Lambda

Amazon Elastic Kubernetes Service (Amazon) EKS
Amazon EM A 2RARE ( AmazonECS )
AWS Step Functions

« Amazon Relational Database Service ( AmazonRDS )

* Amazon DynamoDB

» Amazon DocumentDB
- BHERRERMS

* Amazon Route 53

 Elastic Load Balancing

- WERR{UUEEEER (NAT)
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https://aws.amazon.com/blogs/compute/migrating-your-amazon-ecs-deployment-to-the-new-arn-and-resource-id-format-2/
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« Amazon BE#R 53 ERAREFIXEEFIZE ( Amazon Route 53ARC )
» Amazon Simple Notification Service

« Amazon Simple Queue Service

AWS Auto Scaling

« AWS Backup
- AWS EMKBER
(@ Note

- AWS Resilience Hub AFFZRGESAERN I EHTEE K ALNEARXERRESREN
IERE, A, AWS Resilience Hub &8 #E 5| S E &R —STER , RREFTMLE
FHBERZERHTER 6 REEERNFHEERR. IEKERITEBHIEZEARERN
FHMMEF |, 52 BimE AWS Resilience Hub FE &R,

« AWS Resilience Hub 1% Amazon EKS #1 Amazon ECS AWS Fargate,
* AWS Resilience Hub B T IRISH —EB% , X4 AWS Backup ER 1 :
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* Amazon EFS

* Amazon S3

« Amazon Aurora £ XK &%
* Amazon DynamoDB

« Amazon RDS fR#

« Amazon FSx X # AR5 25

« Amazon Route 53 ARC {# AWS Resilience Hub & Amazon DynamoDB £ 2k , Elastic
=EH AVY ReirBHUREIRGRDS , Amazon MEf#E. AWS Auto Scaling R
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- Bl , R AWS Resilience Hub 5 T 5l Kubernetes EiREA :

- BBE
* ReplicaSets
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FXEEIR

o IBEEMEH AWS Resource Groups ( Amazon B&#% 53 RecordSets 1 API-GWHTTP ) #

Amazon Aurora £RRERKEBIZEER, MREEEKELEREBTMEN —BIETSD
#, AIXAFHEERTEZEARER, B2 , EEHE Amazon Aurora £ K& REITTE
B, HAASHE Amazon RDS #ITERNWERAE N thoH. IFEFEERNFEER ,
552 Bthe section called “fRIEFERA E R,

- ELERTEESHERARERER , BH AWS Resilience Hub Biif kT4 X EBELER,

AWS Resilience Hub 11 R EAE R Z 2] AWS CloudFormation & . Terraform AREERE R
= AppRegistry ERREXNE K @B HIELEEFEREERTIZIIENEIR. AWS Resource

Groups

EREIEEHERTOREAGIEEHENER RPO — SEZBAFEEL T HEEHERTORFERT
EE FHRPOMIE R AWS Resilience Hub, AWS: :RDS: :DBParameterGroup

- FTEEEIR — AWS Resilience Hub EEATERBEIR , RAECMHUTNUEBREHEBEERNBEMERT
EHMBEM, HlIn , AWS: :ApiGateway: :RestApid HAWS: : ApiGatewayV2: :Api2 Amazon
AP| #RIZIFHE R, {BAWS: :ApiGatewayV2::Stage , TREMRER., At , EFSHEA
AWS Resilience Hub,

*EH AWS Resilience Hub &R



AWS F AR AR ERAEER

B 2R 2

REFN B AIBEA A AWS Resilience Hub, E2EAMRF I AWS Identity and Access
Management (IAM) 57,

x5
. BRERFEHF
- BEFARERHIEE AWS Resilience Hub

ERMY
BB L TR T 5 %R 1EH AWS Resilience Hub , FREfER

« AWS RS — BREEEFFERNSE AWS IREEE (EEREIXEIRF/ERIRSE) B —RNZ1{E
PR¥E., AWS Resilience HUbINEZR I MEIE AWS IREFWNHMAENR , F2ETIREA :

s B—IRAWS EAE — R ER - BE2FE— X AWS A ?

« B AWS tRF — https://docs.aws.amazon.com/accounts/latest/reference/managing-
accounts.html

« AWS Identity and Access Management (IAM) F Al — 223 AWS IRF #& , X EAMEL N SEIR
FEREXENAGN IAMFT, flin, MRECEL AWS IRERENEABRRER , IXERE
FAGIRESERN IAM 5T , AWS Resilience Hub FEERENIREFREARRER, B2
—H TR IAM 1] |, 552 [the section called “AWS 214 1 4E a0 AT £ Bl E A 1AM F 20 HE BUR 18
EACGNFMEER , 2 Mthe section called “FERAERERESEISONEA,

EEREMABRRCEAE. FENACHE IAM Y , B AR AWS ZEBER (the section
called “AWS ZEEBE"), £HA AWS ZERRREELTANEREARS , AWSIEF M=
BITIRESREERSZ. AWS Resilience Hub i HMERIIBEEZ AWS EEBWNEE , IESZELE
HEHM AWS REI B EF L, At :
- MRZBRRBEERF A MBFLEREXETAPEASZHNE®EIIEE | BAIXBREIFREWERRE
N, RBRYITHNFG, WEFHMEER  B2RTIEAE
- the section called “Z% #7719 FE A F2 =\ AR A<
« the section called “# 1718 JRAE DL
o MBHEKFER AWS SEBRFKEEN IAM FAERGEAE. BEMNAE |, BIXA
FERRTEELHT, NEERHE AWS ZTEBERANFMESN , 552 [Bthe section called
‘AWSResilienceHubAsssessmentExecutionPolicy’,

DRRM 13
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AWS F AR AR ERAEER

B ERERIHIEE AWS Resilience Hub

AWS Resilience Hub 2 EMFFAMERE K BEAIENHERAREDBH S, AWS Resilience Hub
BB IE B E B RIRE LN AWS ERER AP -

- BEEMIFE,

« HETRETLLER BEEREBEBE (RTO) MEREBEEZ (RPO),

- EREBERGIEERECAFABE,

ARSI EEFIBEARR. EUURRENEAER. AWS CloudFormation & U E &R AWS
Resource Groups AppRegistry , U2V EEMNRERR. HRAERAEN 2R , ERSASEBRHEF
AWS Resilience Hub , ¥ E4 EARAERE IV LEE, AR, BANEAFAPHNERRLE
B, BUNHITES — @M. EBER , RARERHT , EXFELN ITHEEERTONAGMHN ITEER
HRPOERERTOMRPOBEALL,

&

- SR EBNEEARAFHBEA

« SB2 MAEEREHNERER?

- S8 3 BERFMEEH AWS Resilience Hub ERREF

- £45 . FRERTOM RPO

- S5 REHENMMEANZEBELA

- $E8 6 BREER

- FR7 . REEAENERESH

- S8 MEER

- SO MBI BMEN AWS Resilience Hub EAER

- S$ER 10 : ¥BH AWS Resilience Hub EERER# T4

TB1 . EZERNIEEREXRREAR
efiR AWS FERRFFMERRER , YHTHREUFTEERED. AWS Resilience Hub
EERARER , BE [FHAER] TH AWS Resilience Hub B E L | i#12 [FiEEARER].

Bt —5 7 AERENRAFIEE AWS Resilience Hub , 552 B AWS Resilience Hub E1E,

FrEEARER 14
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AWS F AR AR ERAEER

ERHEREZNERAREFNGFEMEEE AWS Resilience Hub

AERAWMMEFERIRE AWS ERAERXWEFFHMER AWS Resilience Hub,
HREHERRERFNFEFHRES

1. WMAEAERANER,

2. (BEM) mAEAEINRA.

T—H

S 2 WAEELHERRES 2
SB2: WAERESHNERRER ?

BT AWS CloudFormation 3£8 AWS Resource Groups, AppRegistry B2\ A Terraform ARAERE
R2H\ , BETLFE AR Amazon Elastic Kubernetes Service (Amazon) #5 FHWE R, EKSHH
B, AWSHE M IR I REA LA Amazon EKS 2R ENERMEAEZRAER. ~HRETIER ,
AR EHEEAREXERNVE.

- EREE —NRERERET—EAERESPTREER , FEIULEE, ERESE8E AWS
CloudFormation #£# AWS Resource Groups, AppRegistry FEFAFER 1 Terraform AREE R,

WSREEN L EE | RIS AR AP E P — @R Fthe section called “FIiB8ERES",
« EKSonly — R EBEH Amazon EKS BEEFH R B ZBREER , FiREULEE,

HNSRIBEV MR IE | B4 A5EE the section called “$TIEEKS#E &£

- BRESHE EKS — MR BB ERREF —EERESH Amazon EKS EEHNER , 55 ZHULE
18,

WRIBEULIEIE  BRATHNEF—EREF | the section called ‘I E RES"RETHTHE
FFthe section called “HTI8EKSE £,

(® Note
NMESREEARZENEREENHEREER , 528 Service Quotas,

SR2 . EELNERARIER 15
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AWS #) R id EREER
~—H

S 3 BERRBMEER AWS Resilience Hub FEREF

HEB 3 ERAMNNEEH AWS Resilience Hub ERTEF

AEAET R T 51 AT SRAS AR E P AR AR A B R R Y BT

« the section called “¥TI8ERES
« the section called “¥TIBEKSHE &£

HIBERES
REFR T ARBRERAEXNERERNG X

- {£/H AWS CloudFormation &

- {# /A AWS Resource Groups

- M AppRegistry FEF

- ERAMFAREER

- FRAEBNER AWS Resilience Hub 23

£ AWS CloudFormation £

BEASAEEHERANEARRDEHANERN AWS CloudFormation &, #HEBAT IR BEH AWS
RE RIGARERARFNHE LA LREFENIREHTEHNEE,

REBHKEARXERERNER

1. ZHCloudFormation & LR R HE K ER,
2. WREMEAWS IRFE FEEHEBBN NiREHE, THNFEPREME,
EEFAMATE AWS IRE. TRIEESSMENHER | B (£ AWS EBENTHIEHE]) SHF

ﬁ)\iﬁ B Amazon ERA T (ARN) , RERFEIF [Fig#HE) ARN, MFEEBENFHEFARNS ,
ESZBAWS —#k2EZFHH Amazon EEATE (ARNs),

£ AWS Resource Groups

EIET AWS Resource Groups 2R EEHANERAEXFFEANERNER,

$EB 3 BERRIMBNER AWS Resilience Hub FERRRF 16
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AWS B4R fEREEE
RREXEAERNGERERNER

1. BEVEREHELIRES AWS Resource Groups & & RIVEHHE,
2. RENERBATHNFEREEER.
& AWS Resource Groups ZEAE AWS tkF, TRIEEHSEMERER , FE [ERFFHARN]

W A RN Amazon EIREHE (ARN) , REIEIZF (B ERFHE] ARN, NEERENFHEER
ARNs , FFZ2RBAWS —i8EH K Amazon EJREH (ARNs),

5 AppRegistry FEFA

& — % R EFTIE — 1B AppRegistry ERARER

BIZGEBEEHIRN AppRegistry ERRRXFFERAcERNERRER,
REBHEAEXEBERNER

1. 1EEWAppRegistry Aft 28 37 1Y FE A2/ BB E 1Ti# EX AppRegistry,

2. REINEAEATHIFESD AppRegistryZFZUNEARER, - XRERE—EARAER.
£ AR AR R

B1E Terraform REER | EH I ELEEAMERNEARIXPFEAN S3 REFEIRER. £UEE
ZE Terraform SREERWVE , HRERHETEFIRUREEZH Terraform ;iRERE RAVER.

(® Note
AWS Resilience Hub it I ARBESTHEMRARQ . 12 % F S R AN,

REBHREAERXERERNER

1. BEUFAREBERUIRREN S3 R EFTFBER,
2. T& NEEUREER, BRP , #EF "38E S3, LLEEZE Terraform MRERERNVNLE,

EEFANVNATEEZGR Terraform AREER |, FIRMH S3 URL LA Terraform iREERMEM
B RBIBEHIE S3, URL

e REMREERNRFS 4 MB,

$EB 3 BERRIMBNER AWS Resilience Hub FERRRF 17
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AWS B4R fEREEE
3. it "R EREHUEM S3 MEFATH.
4. 1@ THHEL BER EEEE  RRRE EE

FERREWER AWS Resilience Hub 23\
EZEMHRER  BEARANERER,
REBHRERAEAGEBERNER

1. EMBEBEAEN  tRANEREXBZERAER.
2. RENRAERAEATHNNFETEREAER.

FIBEKS#E &
ZAEFETER AN Amazon EKS 2E R EREREEBNER,

(® Note
BB R Amazon EKS FFafMEMIAMA & 3 8EE 12 F] Amazon EKS 5%, WEHIBE —
IR E FMEWRE Amazon EKS FF Al LUK ER B FENEMIAMAGHFHER , F2ETIE
=N
« AWS Resilience Hub fZEUiER 2 =
« the section called “BX AWS Resilience Hub FA¥} Amazon EKS E &K ZE”

BIZASLEEMERNEARKPFERZERMN Amazon EKS #£Mar & 2R, Amazon EKS #£5%
AILAREBEHA AWS IRF REREAEANESE W URBETERNIRERTEEE,

(® Note

# AWS Resilience Hub E5¥{4 Amazon EKS #% , B4 AFHEEBETREEHMIEETEEN
RPN EE Amazon EKSEKS 25 ER, mMBEEBBAAE Amazon EKS #5 LW
wEEEBEEEMEE,

ZEF18 Amazon EKS #£&

1. OEZBEKSEE TN FEFEIZES AWS IkF FEHIEEAHA Amazon EKS #£.

$EB 3 BERRIMBNER AWS Resilience Hub FERRRF 18



AWS #) R id

ERAEER

2. BHEFERMURTE AWS IRF. TEEEHMER Amazon EKS £5 |

R [BSIRF] =X (=]

iR AR Amazon EREE (ARN) , RRIRIE [H18] EKS ARN, NEEBENFFMENR

ARNs , FZBAWS —fiE2E R Amazon EREH (ARNs),

WE G o LLIEEUE [E 18] Amazon Elastic Kubernetes Service # 8 EFMME S |

section called “BX AWS Resilience Hub FA ¥t Amazon EKS #E &/ FE

= EHWEEH Amazon EKS BE#HEmAZM

1. 1 [¥TiEw
Bt , AEREEZ (BB ZEE.

&R LAEIB T 575 Bl Amazon EKS £ -

- EKSEE & — IERFME Amazon EKS £ &,
- WREEHE — R Amazon EKS HEFER Ko

- RE —EHE
o ERILAER T HIZEREBIMRE

c EEMETEH — RTEEAKADE Amazon EKS EERHNEAHE R,
- EHEREEE — RTESEE Amazon EKS #EHN —HZ @GR =R,
2. EFEHMEGRTH  BE[EFTHREH YEARG | BE [HESREEB.

ZEEEE,

BB ZEHFESREK B Amazon EKS BEHEMMN A ®
3. HE[EMwBZE UWREARP , KETIIREBEHR :

- FEFMEGETZE  FEEFEREE[

mEEEEBLAE Amazon EKS B LB ZEE BT/

- ZEBRTEZEE , BEED BN (B
- EEBERNNGEZEMERAEFE Amazon EKS £5 | 588 "Bah2Z=MEARAE
%J o

WMRFBFMIRE | AlH M Amazon EKS & H LRI
Bo

4. BEERARADESEFNGEZE  HEE [EH.

ZEEEEA W B BIR e

B2E, the

ZER) BERH [EKS%Eﬂ] WRZEME] REF | BEYLMA Amazon EKS #EEZBLAIN

& AWS Resilience Hub B ERARE XN FESFMNE Amazon EKS #EH MR ZE

EEERARERE,

AR EGERTEEPRATREEZEA R,

FIBEKS%

EERENE

$EB 3 BERRIMBNER AWS Resilience Hub FERRRF
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AWS BIHEIERR A% ER
R

% 4% ;RERTOF RPO

% 4 % : RERTOM RPO

B LAER B2 MRTO/RPOB BERERMMWIRERR , h Al LLRIFE AR LERRTO/RPOREHR
ARERA, MREVEERAEP—EARAENRERR , FEN [(EERFRAEE] , KRRk [EE]H
B THFEMENERNBEERARN,

E&RTOBRCH/BRPOE

1. BEE[EUFHRERR] EE,

2. BARERRNERE,

3. (EEY) WAREFRRAZRA.

4. RPO7ERTO/BRPOEERD R EHREKIRTO/,

(® Note

« RMERPOAZLHEARNIEATRRERTO, BALEERTOMRPORE , HEFF(E
FEREACREE,

« AWS Resilience Hub A EBEEIREFR BN RTOMRPOMMN AWM AZE, BR , £
B ERGER  SUTRENTHEREES, it , REERTOMRPOMML P AT
B, AENIEEHERTOMBEGN IEEHRPOFERSZIE K MEAERRN "F4
M ARREAERREREREA

5. HERPOAZCHEREBEN AZ ERERTO/ , FREOLAFRARREREEBRTONMRPOER.
6. # RTO/RPOEBEH , EARFBARE K RARBEZERKRRTOENKBEMNRPO,

SHEREBNERPORTHWEREBNTARHERSLEH, RTO
7. (EEM) MREGEZESEAENX  ABEER "ES. RPO, RTOMMRK "EE-EA. .

ERTOMA RPO , EHFRFABARE , RARBEZRERKRRTOENKBEMNRPO,

F—H

the section called “£ 88 5 : R EHERR I EREE”
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AWS #) R id

ERAEER

SRS REHEFENREBEA

AWS Resilience Hub AFFEEREFTEINFMENEREXN , LESKFAMEENERRER |
BRI EE A,

BEREZBEA
1. BESKMEENERER K FHRK "8R8 884 .
MRBERIEE |, A AEHEREETIBR RS

- BRI FEFHMEEAEN.
- RARACREEENIAMAE,
- MREHEARARET BRINIAMERERR , B4 HEY

AWSResilienceHubAsssessmentExecutionPolicy

A &4 A B A E E T2 Fthe section called “AWS B4 AR IR EEH IAM”,

I FEROR ENE

2. HEH AWS Resilience Hub HRIZIEMHRAFHNEMAREFRIBEHN , REHLERERE |, FH

R AR B RHEWE A

MRFERMUIEER  EEBRREBBEA , BXEIEE Amazon BEBEHRE (AmazonSNS) £,
EERM Amazon SNS 78 , B RMHSNSERE, EBERHIRE TEESNSEE, BI1E , RER

MEIESNSERE, TR /BEEAHIER Amazon SNS £,

(® Note

« & AWS Resilience Hub ERA A #% 8 A2 M E 28 Amazon SNS & , &HY Amazon
FSNSHEXBREHENT T, WEBBERTCHERNVFMEN , 582 Bthe section

called “fF8E AWS Resilience Hub #1245 Z|#&# Amazon SNS £:&”,

- BENMLAREXELENIMTESR. NFAREANFEET K F2RAWS —K2

ZhPAWS Resilience Hub % 25 M ELKE,

EEFEAMNATE AWS tRF A EEEHA Amazon SNS 88 | FZHE A ESNSEE | ARNAR#E
FEREFTEAHEPE A Amazon SNS EEH Amazon EREZH (ARN), SNSIMEEMMFAET

ARNs , @2 RBAWS — 2 ZH M Amazon ERHE 7 (ARNs),

HER 5 REHETENEBEA
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AWS F AR AR ERAEER

F—H

TR 6 REER

HER 6 FREHR

AWS Resilience Hub AIREA T ERFMAERFEESEZNER , URENMFHER, T8 , 84
A1E BB ITIE P RERE AR F RIHERR.

B EREIAMABRIAMER

1. ZEZIVEARERERETFERNEAIAMAE , B [BIIAMA®] TN FEFERIAM
A,

(® Note

HABEIRFRE , RARE [MALE®]ARN FRFIEEIAMBEH Amazon EREHE
(ARNs) , AWS Resilience Hub #&{E A& [BATERFERIAMAR] THXFEFER
HEE, IAMIAM

MBLHIESRENMBAAMAS | ATUER THIE R — ERERETIAMAS -

. AWS IAMEZSIA — I RENRIBIRTE | BB REIAMER A PR TAWSE R B A G
R,

« AWS CLI— MR Z5RIBIRE | BISER MR 077G S BAWS CLI

« CloudFormation template — MR ZRIZILIEE |, AIRFER (FERFIRERF) ME , BH
AfEFEER AWS CloudFormation SERZE I A,
2. EEOASTRURBRBIREHZAMAC-ZAREE.,

3. BEERXNIEFEZHIAMAR® , FEARNSEH AIAMAGBARNA R PEAIAMA R, FBEEERA
ARNsHIAMEETBRA B HIRE,

4. MREELEFAETNERAAMERSEENERERER  FEEnAsRUAERR [EFRETHN
FRIAMEER] B , AR EN (BREERNEFERTEER , TeEEEh AL ERNINEE AWS

Resilience Hub,

INREEEIEIE | FLE AWS Resilience Hub Zhae (HIaERB ) ml sE L MFEHAMGENE | I
BEeZBEESE 1 FLE 3 FRENREA,

S 6: REER 22



AWS F AR AR ERAEER

F—H

SR 7 RERARIEESY
SRT7 . REEARNEESH

AREF A AE AWS Elastic Disaster Recovery iRt B EF A EBRE X ENFMERN. AWS
Resilience Hub #&FE AL ERARRBHERER.

NEEARKEESRNHEET , ASEEAAESY,
EEFHEARARSY (REH)

1. EERF "ERAENARSH. B FEEnA#.

2. TE[MRF D) AR AREREIRS ID, RIBFER , BACSFERAELHVIRS ID FALEA RN
AWS Resilience Hub , e[ A8 E ID,

3. f[EH] THXNBEFENREBEER,

(® Note
MREEERLE , FRTHANBFEFENR "— .

R
S8 FMBE
SER 8 MEER

A AWS BERIERERIER , NESNERER , SUBHE AWS B

(EEY) EESERMEERAREN , HEE (MERR) MREES —SSERCRERAENELR
Bt), MERBAERBNFAES  F2HEAWS —KSEPNELER.

BEMERAEXUEYEARER,
~M—H

S 9 MBI BMHEM AWS Resilience Hub FERER

FR7 . REEBARABESH 23
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AWS F AR AR ERAEER

FHER O - MR BMIEH AWS Resilience Hub FEARER
Biiz®  BMATUREEARRNYREEER, THE , 581F %86, UBHERARER,

NFEEERAEAERARFEERLERVFMENR K F2HRTIIRE

« the section called ‘B FEFAFE"
« the section called “{REEFER &R

—B
B 10 : YIER AWS Resilience Hub FE AR #1758
B 10 . HIZH AWS Resilience Hub FERRE R #1754

RERANEAEXNSSE BE AR L,

B AWS Resilience Hub ERIER & , RRERCENEOZRAEARERE , B NEHFH
ITERENF G, FEERBEAEXMMNERRRRIEENERAENAR. RRGELE—HFME
HE  BRENEAR M ENE RPN ERETEE.

PATIRERE N FHE

1. % [BARARE EEL , B2 FEER.
2. T [BTERENE) HESRP , HARSHHE—RE , & HEBW FRPEAEENS
i S
. BREHT
4. WEFHEBRSCEENEANR , FEE "HE ERNENTEUARRHRS
EE (W) I EBR U RBRARANFTMAEHRE.

SR RRAEM 24



AWS F AR AR ERAEER

£ AWS Resilience Hub

AWS Resilience Hub B iE ERARXNERESD , AWS U EEARKPEIRFREEERER-.
FHE

« AWS Resilience Hub & &4x

- FIRAMEE AWS Resilience Hub ERAER

- EEEREL

- BITHEE AWS Resilience Hub kB &E H 574

- EEETR

- EEEEEXER

- EE Amazon MEEARKER

- THREMDE

- BREEBESIEHEAERXP AWS CloudFormation

AWS Resilience Hub & &R

BERUREHEAERAERASERRENERR., BRNFEENBBELSH (Bl , BEERANE
BHES KRR EMLERRE), BRUKKRE Amazon & AR (AWS FIS) % CloudWatch IRFHI R
2o

BRREEATENEEARAERXELEME S B, koBEHRBESBNELRA, BR, EREEE
E2F (SOP) MAIFETFME , BARXMMEEMM, SR LUER LD BERE B REREHEB R EMY
i

E&EE AWS Resilience Hub &R , BRREMIEHPBEFEERIR. "EBRH. EEEETTIEE -
B SE AR RE

FERAEXRESELEARXRAEAARA TS HM MM EREERER, i | FEHTXE , MEtLEE
HEAEANBARREREESR. ETISEMRETEE—FHE A i "EAEX, EEHRE
HAMERRENFIEERAER :

- RAIRHEARES — BHASEHMMRERANMEERAER,

AWS Resilience Hub & &R 25



AWS B4R (EE
- RARAERRA — EHAETFSEKMRERANERER,

- REMEWEARR — BHERFFAREHRESRENERARER,

- RARAER —BHMAERBEERFRANEAEN K HERREERE.

FERF B HER R B AR R ERT

EB-BRRFENERARXFREIH , EUMRRIBL 30 RAEARXRERINER, #HATHARXD
RERATLASIE 10 EEAREN , E—IR&% AWS Resilience Hub REEERUEEAEXNER. 0F
RED BNFFHAER  F2E T HEEREDH.

(® Note

AWS Resilience Hub T~ &R R THEEN (L. Hit , B EERRIRE —BRFENER
PEERXR , URREAEANSE B,

AWS Resilience Hub Ef#f Amazon CloudWatch REKELEF ., BEETHHRIRIEE &
CloudWatch CloudWatch & XRIRHPEL MR EEEAEANMERINERHEN. NEFAEA
CloudWatch , 552 Amazon {#£ CloudWatch &IEm FH F &R,

FEE R

AEIFHH T B1E Amazon CloudWatch AR ERARERFIEEARFNFIEEHR. MEFMEENA |
BMEREE,

BERER

REFHTEEMERARFHERNAMAREEIAER, NTEESHEET A F2H BESEIA

B

i
|

s
¢

HRFEE AWS Resilience Hub FEFER

AWS Resilience Hub EARERX 2 AWS ERNES , EEB TP LEMER AWS EREXFE,

% EH IR AWS Resilience Hub FERAREN , FEEZREEARENEHE. KE—=ZE AWS
CloudFormation 8 &R , URBENRERRA, EdofAEREAEEN AWS Resilience Hub
AR MASEARBRZWEARER.
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AWS F M AER EREER
iR AWS Resilience Hub ERRER 2% , BB HRM |, LWEEH EHITERE NG, RE , &
ALAERERNER  BBHTE —E: G, EBRER , RRERRE , EIENGTIHEEHENG
STTEEBRPOERERTONMBEZEAL |, LIIRSEM, RTORPO

HERE [EAEN HE , FREEEREE AR £lE "EARN ) EETRBENER
B, BENT
- B — SETFERRARXKARHENEMHEZENZT AWS Resilience Hub.
- B —SEFERRARAKARHAZEAEXNHRP AWS Resilience Hub,
- BAMME — EEARENIREE AWS Resilience Hub 53 A "B, . TRFMEL . TERXK
B, 2 TMERRBE,
- FF{&- AWS Resilience Hub B &R EREE,
- RFHE-14 AWS Resilience Hub K& RH B 5E,

- ERJEAI- AWS Resilience Hub ¥IEi ZHW AR RS EREBEZE (RTO) NERHEZ ()W
M FEAIBE, RPO AWS Resilience Hub EEFFEERABERNWIREL L 28l , FRELFEARE
HEE, MEEBWFMEN  F2EEEAREXNHIEZE AWS Resilience Hub,

- EAIFHEE- AWS Resilience Hub BEEAIFIEEE AN ERFRAFMMNEE, BH4E
BEHML AN ERTER , AWS Resilience Hub S YIEi A ERAEXEE T SEMFEAIN B &,

. IR — ERBEETERIEAERN THER. MEHFEFANGFMAEN  B2REAEE
B
- ERAP-EXRTENEREXNEHEXBEBFTE AWS Resilience Hub,
s EH-ERTENEARXTEESXEHBEF G AWS Resilience Hub |, SR BAFEFHMEENERRE
No
- ZBRE — BELENEREXRACRENNKINFEGEPER , WERE T HHAP —EREE -

* Drided-RTEABAELNEDFTAPHFEHERRRY  RECERERR , BEAERAEHE
R, A etEEHBAREIESERENEARARETPHNERRE CHERBER.

- REB-RTEARAMGFTNHERAUTERNRPOBZERTOMBE, tHk | BERTARNIMSM
R ARFESEENRARFREPNER,

- AERTONITHERH RTO — FHEABRX TRNSAMGET THFEH. WERE LXK ERTOZ
FIEPEREN KRG TERE,

- AERPOMNTAERH RPO — EHEARX RN AMET THEEH, WERE DXEWFTMHRTOZ
PRATEEEN R ALt THERSH,

« LIRFRAEEFE — f8H BRI FRAL R EERY B BB
- BURE — BUEAEXNBERNER.

EEERAER >7
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« ARN— BHIFEREFH Amazon EREH (ARN ) ., MEEAMNFMETARNs , FSEAWS —#&
SEZH Amazon EREH (ARNs).

® Note
AWS Resilience Hub REERS Amazon AECRAMMEFEZER , T2 LB R
Amazon ECS &RAVEM,

sk, B LER TEARN, EEFH TIED —EREREGZERARENFE

- SREAR —BACHNERAERREE K KERAEXEBHERER.

- A HMANKEBEGELGHERE — s 2EANERS  FRETSEEER  RARENMTIIHSP
—EiEE , WS REEENEREITER

- EEEHE — ZERNEP-—ETRRE  AREE "ER.
NMRGERAERHEERE  FEAARERBETAASERE , ARK "HEEM THIX
PEREFEEENREEN , AREE "EAL .

- BYHE - FEREEANNKEEE  FRERGKBNERER , RREE [ER

THEBERETREREARERNURMMAERE AWS Resilience Hub FEARRH TR S E,
&

- B# AWS Resilience Hub BERRERFEE

- fm#8 AWS Resilience Hub FEF &R

- EEEAEXT

- BT AWS Resilience Hub fE AT MRA

- B#EFTE AWS Resilience Hub fEFE = ARAS

« B# AWS Resilience Hub FEREER N ER

- Bk AWS Resilience Hub FERTE

- ERBEESH

¥1R AWS Resilience Hub FERRERXFE
AWS Resilience Hub AR EAERXHEEREHEREXEAFNIMER SR THBE,
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AWS 8¢ 1E4E EREEE
EERGRAEARE

1. REMERTEE "EBAEF. .
2. EEAENEEL  EZLERENEAERXER,

[EAEXARHE EEE= TIE%,
FE

. FERE

« Summary

- ERAEAGE

- BRENER

- BEEEER

HERE

AERMEEXHIFFENEE  YHEEERRABETATTHERS, AWS Resilience Hub £
Amazon EE4EFK Al TheE , HBIFEAESERNERHENZEBRNEMEEZE L, AWS Resilience Hub
FEREERBERER  AUUEIRNNERAENENEZNSEERS. EEEZRUREAHEHRBE A
FBERAFEER , DU EFERENEEERTREEHESRNFMAEN. UEREFAREGHEF
HHEF , 552 MBthe section called “BBIFHE RS,

(® Note

- WFMEREEERBRS (S EILE) EEiRH,

* Amazon 5 FNABESEE (LLMs) EANFTEBERRER. BRIRVERK Al KRIATKF
WLLMsAER , BFAREBE K, RENTERNEREARDR , BRZAY. EEARK
BH. Ntz , FAeRTERETHNEERELLM,.

Summary
HERERET IR EHIMEZRARINREE .
- EFABRER — LREZERHEEMEERARENTIIER !
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- BRAERARE — BErERAEXNMRE,
- R — BRAEANER,
« WA — HE i B RIFHE RV B AR RA
- MERA — BHEZERAEANRERA, NFERERINFAER  F2REEERERERE,

- FARNER — AFERAMEMERARIATHEREIZNER  UREHERATAHEERR
Al, k4, e EEREALRRMGEARENIREAUR  EEEFHESIBREIMER, LEBEEERTS
B
- RELER — BELUTEE , URAFS LGP RAMEREEE B st AP ETNFTE "EARE

T -
- BRER — BEUTEZURERFIFEINFIEERER,

FERRENEE
Bt BERTESINERRAEBARERN S ESEFE,
S B

EM S EO BB RECEREBE DB ERER. o BRRERARERERE AWS Resilience Hub 2%
HEEARKNERRR, BR, ZEEXER (SOPs) MARENEE.,

EHRARKAJULEINRAEE DSBS 100%, 7BAREALEZNKRERANITHREESR
. ERTAREERBERNESR  WHERME T ERNER, SOP

Blan | BE& AWS Resilience Hub ZBEFE A —EEHMN —BEHRET —BRESOP, ARHMITE , B
SREMHEBRISOP , RAERIFIT. MEEFRSBWFMENR , BB 7T HEEDH,

B E R

EAEABECEEERERZIHEE Amazon FEEEA CloudWatch REIEEAEANE R, W
FETWEHMER K FBSREEET,

BRER

FERAREHREIABRISI2BERTHEIAERNIIR, WEREIAERNFMAENR ,
Amazon #EE A RIEEER.

s
9
dn
|
HE
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#mE8 AWS Resilience Hub FER &R

EFERSEEBERANENTME  FREACHERAEAXERCEH , YFSENWERR AWS ERAERF
R, FhEEy. RENERSHELIIENERAER, MREKRE AWS AEXFHIEIBKRER , A
FE1E R BELEE E AWS Resilience Hub,

AWS Resilience Hub 12t E AR KRN IZERE, BB MNREREAENTNERMERERNR
Ro

(® Note

IREERAEENERERXN AWS Resilience Hub 2%, F2HENERERETIEAE
g,

FBAILFIBERANER. SUREER , IBRTEENER. ERG/EREEBEARTH
(AppComponents), &7 LL{mEE AppComponents SASE i it iz B FE A2 O 548

BBREEEAEXNERRE  UEBERMEER (BT RA , UHEIEFREAEXER. AWS
Resilience Hub A AR XM RITIRA (P EBREEFRNER) RTERE DT,

AR N ERESD

1. EEBHKD , #IZF Applications (FEARE).

2. H[EAENHEL , BELEFRENERAEXER,

3. & "EEL Theexkw , EE TIMEERL

4., TE [BTEREIFME HELRT  GABRSNE—2R , & (BEEB A RPEAEENS
o

EEHIT,

6. WEFMABRESEELENBAE , FEE FE2) ERANESHGUARERE.

7. 1BE [RE] RoIEBURBEAEZINIERS.

o

BB FEHIFHE

1. EEEBKTP , B#IF Applications (FEAER).
2. 7% [EAREXEREL , ENCERSHETENERRER,
3. B "EHBEBFML .
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ERAEER

AR

1. EEBEBKTP |, #IF Applications (FEAER).
2. % [EARXERL , ENGERBHFETANERRER,
3. BB "SEHEBFM. .

(® Note
ERRT LB EAEBEL,

4. =EZF B

ALHNEAEXRMAZEBEA

1. EEEBEEKD , BIF Applications (EARE).
. E[ERAEXN EEL , ERNZEAHMAEREARGEZBEARE
3. ZALUBIREEUTEE —RiFEZEBEA :

- 1 TEIMEL PEE TRIRRBEAL .
- RERABRAERARFRERID

4. TRFNSRIER S . REHEFENZEREA , RARROLERF
BE A o

RREBEA e BUAHFE .

mERAREXANREREA

@ Note

MREERAHENE (R "TEEEBFME. ) MEBEM , REALER.

1. FEEBEBET , iBEF Applications (FEAE).
2. H[EAEXHEL , ENEAERAZBBEANSFREZBREANRE
3. BuBBEEFEUATEE, —RFEZBEA :

- 1 TEIMEL PEE TREFERBEA

HERARER.

HEAEN,

mERAEIR
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AWS B4R fEREEE
- ERREBRANERARFRBID

4. ZEHANSRIES  REHFEFENEBEAN , ARIRELERF

5. EERF.

EHMEAEANZEMHER

1. EEBEKD , #IE Applications (BERAER).

AR HEL , EREAEENHETSMERNEAR,

® TEEL PEBEE TEFERL .

CEENZEMUER, ST TRIRG6 . REER , ARRELEF.
B (RELER]

o > 0N

S ERF M IMELNEARER

1. EEBERKD , #IE Applications (BAER).

£ [EREX| EEL , ERECERENEAEXER.

& [B1E] ThRERP |, BIE EEERRAN,

T EERA HEARS , & ERERFRA] THXFERERERRAL
iZIZE Attach ((Ei£),

o > w0 DN

= EimiEE AR AppComponents & AR, &IRA

1. HEEEHKD , BIZ Applications (EAREN).

£ [EARNEEL  EELERENEREXER,

EEEARAEBRIER.

BIE THRAS, ZETRImSR + , AEREE TER, MREBHERRERAE,
EERBERMARE, ERMNEMRRENX , BRI TERH AppComponents BB,

o M w0 DN

& RimERAREAN®E AR
1. EEREBEARXNBARR , FRE [ AREF] RIFRRK,

"EARE BREFHEABRXNERNAERANRER, ErILUER T 575 =X 358 A KR
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- RREBE —BARRNEE, BEREFREE  UEENERAEIPRREFMAEN. BRF
BN E AR , EEGEEER, Sl , MREIEEHR AWS CloudFormation HE & FE AR
KEEHE , RIEDEEEFHEME AWS CloudFormation £ & FHHEFMAEREH.

« ¥H ARN — B A SR Amazon ERE T (ARN), 1Z1E ARN LUTE{E Bl fE B2 X A 48 H 354
B, HAFHFIENWMARR , EEKEEFER, W, RERZFER AWS CloudFormation
HEE AW ARN , RESSEEEHEME AWS CloudFormation £ 4 EHHEFAERE
Ho

o RRF|H — W ARRHWER, W ARFIIE Amazon EKS #5. AWS CloudFormation #t
B, AppRegistry BT AWS Resource Groups, Terraform AREERER | LR FBHFIENE

BRo
- BBER — B ARREBRBHNEREE, BE—EYTF , UE "ER, EERRAEARR
KRB HEEE R,

2. BELBARERHEZCNERAER , B [BARE] EERPIRE [#F8m A KR, WEMAREA
RRNWEZER , B2 (O the section called “F B 3 : BEERABNMEIEH AWS Resilience Hub
@Fﬁ*ﬁ%}?”o

3. AERBBANE  FEIGANRER , RERKE "BF, MERETIHHD—ERE

- ENEABRARE (&% 5 H) — ENEARS HEZRIA@EARR.
o MIBRE A SRR — M BRIZ BN Y A SRR

FERMEAER  BABRALAZLEE —ERARER. WRMERFAERATRR , AIgEA
PEMAITARA L o

HEREERARANER

1. EERBEAEANER A FHEE [(BR R3IER.

® Note
BEEERTENERFE  SEEREARTENER.

ER ERglHEEEMARAERAEACEARINER, ATIERENERER

AWS Resilience Hub ERIFZEERFHHERETHEH. ELESHERMFTIE AppComponent
A TXENERVNCHRNER. EERIE "EIR.1 (Resources) R IE SR RENEE
R, FERESEESKRGTANERE.
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AWS B4R fEREEE
ERBUEB T 5 S AEBIEIR

« SBEE ID — B ID 2K B AWS CloudFormation H#& ., Terraform REEREZRE. FEIFIEE
AR, AppRegistry EARERXZPERNERE. AWS Resource Groups

® Note
* Terraform A BESHFRANERERERAEENERE. At , FEEXAHEREER
WEIREE ID EEER T-BEREE, .

- EERGARARXERVIITER  FHEEE D <BNREMR (+). EERGRE
REXEFRNAENTER  FESEERNES ID ZaNEFMER (+).

MELEERNFME |, 552 Bthe section called “XX ## AWS Resilience Hub &
B

- EREE  EREMTEBIEAERNTHER. Hla , AWS: :EC2: :InstanceEE—1@
Amazon EC2 #{T{E#, MEHE AppComponent ERDEMEFHHEN , BB SEAER Tt

FEER D
- REBHE —BWARRNERE, BERRSRE  UEENERAERXPRBEFMEN. 8RF
BETENB AR | EESEEFER, i, R EEZEHR AWS CloudFormation & E A K

KEEHE , RASBEEHNE N E LAHEEFHEREME AWS CloudFormation,

- RREE —@MARRNER, @ ARRBIE AWS CloudFormation 8, AppRegistry FEfARE
3\ AWS Resource Groups, Terraform REEER , LR FBHFHIEHNER,

(® Note
ZE4REE Amazon EKS #% , AWS Resilience Hub FEE R iREE AR EFNE AR
TRAPMSER,

- REHB — TEEIRM AWS CloudFormation # B, HHERATZRMNEAEERER,
- BEID - ZERNERIE R , 5121 Amazon EC2 #1{T{EE ID = S3 REFEEHE,

- BBE —EXRTREEEEAERH AWS Resilience Hub BEELE R,

« AFHE — IERTEE AWS Resilience Hub & RN ERAE S =M,

« AppComponents— REZIHEARXEBE |, BTG LEIRN AWS Resilience Hub st

- BB — EREXERNEE,

- IR — HEEREIRHN AWS IR,
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o b~ ©

10.
11.

BESRRIHNER , FEESHRPBAZRES D,
EEREAERRXPBRER A FREINER , ARREF [(LDEHRER].
EERTEARX LNER  FRE (ENEEER]
ERERRENEARRER , FERUTHER

a. EEUER , AEME (BHE] PR (BRI,

b. E[EFMHEEEEFP , EEFHER , BEXPNEERFTE 3 BERAMEEH AWS
Resilience Hub FEATEF , ABRRELEF,

C. Egﬁgﬁo
HERERFTEERARES  SREETEREHMEER , RARTR TSR

* [BEREE) THXFERENEREE,
AppComponent #tAppComponent 7358 AIiEEL,
c. T [BRE®W AP AERES D,

d. & "&EFRBBH. FRPEABRER ID. EREBHER ARN,

e. BEWIE,

EEMEBEEREE , FENER , & [BF 1EE [REEREHE]  ARTK TSR .

o o

a. K [BEREH mRIPBAEREE D,
b. EERF
ERMEERELNE  FENER , & [(BF] PEE REEFRBLE]), ARTR TSR

a. & "ERFEBNG FRPHMABRERID. EREBINER ARN,

b. BE®MT

£E8 T AppComponent , FZEVER , AppComponentftEEHRIZLE  RETH TS
2.

a. AppComponent #£AppComponent 11 =75 8 & Hl,

b. EIFEHE

HEMBRER , FEINER , REHE [B1E) PBE RIBRER].
EEORER , FEINER , RARK (B PEE [T 2ER].

£ BmIBIE AppComponents B FEAE

1.

ZEREEFAREN AppComponents B , F5&EZRAppComponents5|1ZH,
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® Note
FEH AppComponent EiR DM FHEF , F2RGERAEXA TN ERDH,

LtAppComponentsER ZE & 5| HER 2 EEN B BB i, &R LUE AppComponents i@ 5175
Al

« AppComponent name — RZRF| L ERNVEAEXEBE |, BTG LHERN AWS Resilience
Hub i{q:%*ﬁo
« AppComponent & — jt AWS Resilience Hub #HIEH,

- REEHE —BARENER, BEREEE , UzENEARSPRENLFHEERN. fl,
WMREEEZFERE AWS CloudFormation HEEANKFRERE , RSB EERE R E LHHEES
#HERE®E AWS CloudFormations

- BT — HEa ARREERNERBE., BE—EHT 6 UE "EF EEPREE AR
HYFR B HEEIE IR
2. BHERI AppComponent , FEHt TE1fE. hAERFIBIE "HE, , AppComponentfi# ST T 51
HER

a. HE&#AHH AppComponent F i AKIAppComponent& i, EASE  RMSHEREHERE

FEEIEA MARAL,
b. REETHXEE AppComponent FiZHIAppComponentfEH,
C. iggﬁﬁo

3. ZEE{REE AppComponent , ;5iZH—1& AppComponent , A% "84E. AppComponent #i&#Z
TREE,

4. ZEEMBER AppComponent , 551ZE AppComponent , SA%iEIE T AppComponentfEEEMIER -
BEFEREER  CRWIET , EHEHEARXERRAETEE, EEHTERNIRERS

HEHE , BAERGEARINNIMRA, MENA AR FERER BB EMITE AWS
Resilience Hub FE AR,

ERERENT

FERREF#EMH ( AppComponent ) 2 —fAEA —EE Tt THEMEKAIMEE AWS ER. 4l ,
MREEFEEHEMEARERE , AIMEEREHBHAIERERE AppComponent, AWS
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ERAEER

Resilience Hub EF#ZHIHL AWS &R ABRAH AppComponent BEERHR A, a0,
—1{EDBInstancem LA , AWS: :ResilienceHub: :DatabaseAppComponentf 2B

FAAWS: :ResilienceHub: : ComputeAppComponent,

¥ AWS Resilience Hub AppComponents A &R :

 AWS::ResilienceHub: :ComputeAppComponent

AWS
AWS

AWS:
AWS:
AWS:
AWS:
AWS :
AwWS:
AWS:
AWS:

: :ApiGateway: :RestApi

::ApiGatewayV2: :Api

:AutoScaling: :AutoScalingGroup
tEC2:
tECS:
:EKS:
tEKS:
:EKS:

:Instance
:Service
:Deployment
:ReplicaSet
:Pod
:Lambda: : Function

:StepFunctions: :StateMachine

« AWS::ResilienceHub: :DatabaseAppComponent

AWS
AWS
AWS
AWS

::DocDB: :DBCluster
: :DynamoDB: : Table

::RDS:
::RDS:

:DBCluster

:DBInstance

* AWS::ResilienceHub: :NetworkingAppComponent

AWS
AWS
AWS
AWS

::EC2:

:NatGateway

::ElasticlLoadBalancing: :LoadBalancer

::ElasticlLoadBalancingV2: :LoadBalancer

: :Route53: :RecordSet

* AWS:ResilienceHub: :NotificationAppComponent

 AWS::SNS::Topic

 AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue

AWS: :ResilienceHub: :StorageAppComponent

EEEARENAT
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ERAEER

* AWS:
* AWS:
* AWS:
e AWS:

:Backup: :BackupPlan
:EC2::Volume
:EFS::FileSystem
:FSx::FileSystem

(@ Note

B el , £ AWS Resilience Hub X157 & & R @ Ak2FFSxA Amazon,

e AWS::S3::Bucket

ES]

- BEAEATHPNERDH

HEREA THPNEIRD A

BERABEREHER— AWS Resilience Hub B AR |, AWS Resilience Hub @£H X Hig+HEE
RDEAMEREER AppComponent , BRIEEN B R B D 2 B, A, ERIEAEAEIARHE

BiRz% , AWS Resilience Hub 11T T 5I5E S :

- BIRENER , URETCMREUUEH 24 AppComponents BFER , RS A ERM,

- R AWS Resilience Hub #EBIFJ AEZE# 2 HAFHYEJR AppComponents , EEFEREREZMHEEH
BR, YAHEES, B8R (eS8 RIEBMERNEIR. £ AWS Resilience Hub , 1ERiGE

HEBENEESREELERBERNBENPREEMNSER BE - ENRERE.

"EREEE

#% 1 FR AWS Resilience Hub S %A 90% A L |, ZBEETMERE2EEN , MEEXSE
&, EREMRRT AWS Resilience Hub EEBEFRINTA 70% F 90% <@ , RZEME

E_Eo

RWEREMEEN , MBBZSBE &,

(® Note

AWS Resilience Hub EEIFHMN £40 , MEFTE 4

LEEZR.

LUT R IERE D B RV B -

AT TS HRTOMMETH THESHRPO

EEEARENAT
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- BEEEREMNERSHEE AppComponent—ERIET,

- # Amazon S3 RFIREHEBEEEE»AE —EE —FEEETE T AppComponent,

- BEC2#THREEARERXH Amazon #1T1EE 2 #H A E —#1TEE AppComponent,

 #% Amazon SQS B%| & HE&NF & BkS o HE—EE -8B T, AppComponent

* #& Amazon ECS &0 #E —EEEY , ¥ x5 — BRSSP ARHELE Amazon ECS R
AppComponent,

MEEBRREREEE R AEZMIBHEFEEN AWS Resilience Hub , FZ2BE T3IE£E :

\

« AWS Resilience Hub &R A%
- FEBER S HEE AppComponent

AWS Resilience Hub &R 7 #HE %

ZN B ER BA Al 1E A E A Mk BY B R 0 42 3 AWS Resilience Hub,

® Note

IEA LAE FAAWSResilienceHubAsssessmentExecutionPolicy AWS Z BRI R EE IR
fEFFF®E AWS Resilience Hub A EIAMER, MEFRHE AWS SERRAINFEENR , F2
B AWSResilienceHubAsssessmentExecutionPolicy,

ETERBER,EER
1. EEEEHKD | #1Z2 Applications (FERARER),

2. RENHEERAEARE 6 ZEECEREHERIHERBNERAEXERE.
3. RERAEXERRIER.
4. R AWS Resilience Hub BRERE R , FEEEERBURGMAERFEER. B8, Fx

ETHZER , AFBHELERDAES

a. EEER.
b. & TEE. TheeRiRIE TEUSHERESR
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AWS Resilience Hub BN EIR , UREMNMAURES NAEEIR D AppComponents £
HBRER , UESTENEREM, S8R AWS Resilience Hub SHEHNERAI Ao HEE— |
RlgB T HEERNEAE R,

c. WMRETENETR A6 FESEZESURGMEERFEEES.

WA LAERA T 5a S , AppComponents 7 [I@BE R D HEZE] EBERHE

« AppComponent name — #% AppComponent fE £ 3 &R B &,
- EHRER — BHBEESRD TAWSEMHIE, NEBEER.

- ERFTE — BERBEDSENEIREE AppComponent,

« AppComponent & — {5RHVFEE AppComponent,

EERGA P BEREPHEIR AppComponents

1. ZERBREERBEERSEESFINSR  ARRELER

2. EETERBEAEBERED , EHAppComponent BEEEMNZENGH , LIRBFTZE R+
HEHEE — R FTE &R AppComponent, 1R FRENZEZENSH , AWS Resilience Hub
SRETHEELANESRENER , XERSKFMERUER 2EES BH AppComponentEH
AppComponents T, i#iZ%&18 AppComponent R THHNHEF , URRMEBE RS2 B7E —
K FTEEIR AppComponent,

BRIAERTIES , B E "R, EE& AppComponent FFTIEIER Ao HENER :

- 3B ID — IBERERIELE ID, #EEE ID ARMEIAWS CloudFormation &, Terraform ik
REER, FEMEEAREN. AppRegistry BARXHPERNEZE. AWS Resource Groups

- BEID— ERNEERIEREBIE , 420 Amazon EC2 #{T/E# ID = Amazon S3 fZETE R
o

- R _ERERNER,

- [E AWS i — ERFIENESE,

BEEZERDAER

1. ZERBREEREEFRSEEBFPNLSR  RRRERER

2. & [REAERBMERE] BERYT , ZHAppComponentZ BEIENMAKIAH, EESRIEEN
AppComponent , 581 AppComponents "&3#, JF#EF#E A AppComponent? &,
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® Note

fik785% , AWS Resilience Hub EBRFIEERDEER, EEXALIERNEREA
BERENERE , 38% AppComponents [E3] FREN TR A INEERFIRE [EAIEIE
IE%I]O

3. #IE Accept (#EX),
4. HEESERSBEBYUREARPIRIZES,
AWS Resilience Hub IR &R 7K , IGBETREAER. NMRZRESERHERENT
£ B TEEEREAESE RECETREHAESVMEEREEES,
EEERERFEES

1. TREEERBEERIEESFINIR  RARERELERF.

2. HEBERBERBERD , EHAppComponentZBEBNFMERKEN R, EESHRISEN
AppComponent , 581 AppComponents "&# , A #E A AppComponent? &,

® Note

fik785% , AWS Resilience Hub EERFIEERDEER, EEXALIERNEREA
BEREIRERIE , 5% [3#] AppComponents HH3EMN TR IHAER FIRE LRI 2B
IE%I]O

3. 1E#E Reject (3EB),
4. EBRERERFEERZNHEP—ERR , RAERE ERERFERR) B AR PREE ELE].

AWS Resilience Hub BERERHEBMNEAE R, NRESEERERBEEESZNFE B T8EE
REHAES BRESEREEARESWMESREEES.

FEHEE IR 2 A% AppComponent

AERBPMAEERFE AR ER+S , AppComponent LA AppComponent R IMA#&F B & RIS ELH
FHEJR AWS Resilience Hub,
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ERAEER

R

1.

o o kA w N

7.
8.
9.
10.
11.
12.

2 HEIR

EEBEBEKT |, #IF Applications (FERAER).
kE[ERAEXEEL  RESELENHCERNERARRNBRE,
EEEARXERRSIER.

ERARSIEET , BEEREBAERNERAREIRE,

i#1Z Resources (BF) &,

BEGRE ID Z2MBEAR , SUBREESHNFIEER,

(® Note
RELRBFHNENER,

BIE [BF] , RREE [DBER]

AppComponent # [i##£] AppComponent T ;FEFIBIBEEAE R0 HW

i#12 Save (#%5).

iZ1Z Publish new version (B #ETARA),
EEEARKERRSIER.
FERGBEABRKNEBMRE  FTRATSR

a. HERETBEFRT , BEREEERTRENERRERFRAE,
b. ### Resources (BR) E%.

EERBERIEERS AppComponent

—

© N o g bk~ 0D

EEEEKT |, #IZE Applications (FEAER).

AR EEL , BEOsCEEMFECERNEREXEE,
EREEARXERRSIER.

ERAT , BEREAERNERABRIRAE,

i#1Z Resources (BR) &,

BEEGEE ID 3532 (RE 5 LUREUE IR

& T#R4E.) 3XE AppComponentdiEiE T#§F

== oo

BE.

= ZE AppComponent f£AppComponent 2R IBRE BIVIEER , FFERESREE § AppComponent

BWNERA LARE X

EEEARENAT
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9. EERERDEATRE AppComponent , B "iE3E, AppComponent FTHI X EE
AppComponentd i ZIZTEHE R,

10. IBIEFHE,

11. AppComponents f£AppComponentsiZ % F R EMIZE B o
12. &$Z Publish new version (B ##ThRAS)o

13. BERARAEBRIER.

14. FERBREARINERMRE , FEHUTIR

a. HERFTBEFRT , BREEERRTRENERRERFRE,
b. % Resources (ER) E%.

B FTHY AWS Resilience Hub FE AR R ARAK

A AR ¥ AWS Resilience Hub FERARERNERETEFERFEE AWS Resilience Hub FEAE R , 844
BARMEAREINNIIRA , TEMTERNWIMERE DT, A, URECEERAEXPHETESZNE
AAVAIEASOPs |, AIae EER M EAREX N FARA,

B ERMEARER IR

1. EEEBEKT , ##F Applications (EAER).
2. E[EAEXNEEL, BEEAERANER,
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LM EE ST A ES—EE :

- BEE —RTFAHAEELNERAEXPEE.

« REE — RTARKREFERESELHNERARERXF,

- BHR — RTAECRERAREX TR,

- EAP — RTRAHACEEE AWS FIS , BEIBE 30 XA R#IT.
- AREE — BB AELERATHHE Amazon S3 URL,

- RREAR — BELESERFMER 2 AWS CloudFormation # 2/ Amazon EiRE

(ARN),

£ Amazon S3 =AM "¥H, Ri&P | BEAFKERRER,
£ EER Amazon S3 BB |, FHEE JSON ERTEMNZE SR , RBBEESR URL,
# AWS CloudFormation £ A2 AWS CloudFormation #&, IZEE T AWS

CloudFormation &M FFHER , 528 (O hitps://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html,

o o bk~ w

## 3 AWS CloudFormation #t &R | IBAERMER E—FERM Amazon S3 &,

HEAFMAERT , BESEA S3 BEPRER , A Amazon S3 £ & HRMEARY 4+,

BBIREEBAIE AWS FIS EER
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E 1T AWS FIS BE AWS Resilience Hub

EENERRERD K BN EERBERZPIET AWSFIS EEEIA | R%EF AWS Resilience Hub &E
#1T AWS FIS =&,

Fh AWS FIS B R

1. BEEREERES , #E TEREX. .

2. % "EBAEX., £+, BREAERX.

3. EFMEINBRER.

4. RERERXRTEEANAREETHERERCINERZE K ARBERBER.

EEF L8 AWS FIS B

1. EEAEERES 2E TEARK .

2. & TERER, ®4, HERERRR,

3. EREMEIAEREE,

4. f[HR] RETENERAGEERE  ARBE FILERL.
BEREEIAER

£ AWS Resilience Hub , 135 ERAREE AWS BEREMMN AWS FIS B , UARRERE
X, EREE. THEESM AWS BiF E4E R ERN R,

EERBEBRRRIE AWSFIS BE: , BREAIEENERTIRE "ERR. - £ "EE, RF , BTN
FEATHEARZE S AWS FIS BEENEER -

- BB ID— B AWS FIS BRI EHR1T,

- BEIEMNR ID — ARAIZE AWS FIS EERMNEERIEMRAEZE AWS FIS B,

. REEA — 2SS AWS FIS EERFFMEF 2 AWS CloudFormation &K Amazon EREZ R
(ARN)o

- REE — fER AWS FIS BERER BRI T,

HEREARARRE AWS FIS BENER
1. EEQSERES  EE "TERAEX. .

iE1T AWS FIS &8 AWS Resilience Hub 75



AWS #) R id ERERER
2. £ "EARX, X+, BREAER.

3. EEMEEIAER.

4. EE "ER, BEX.

£ [BR] R5ERP , BULUE [AWS FIS BR] ®RIKRF BB BEREE,
EERRT  BRUEANTERSRER AWS FIS BRNVER !

- AIFREE — ARET AWS FIS BEH AWS BHFEEZBIFANEE,
- B ID — B AWS FIS BRIVZE A

- R — iR AWS FIS EERH B &,

. BIZBSRS-AIZ AWS FIS BERAY B IR BERI,

- LREHEE — LXEH AWS FIS BERK B MR,

- TREAR — Z2EEE AWS FIS ERFFMEFA 2 AWS CloudFormation H#2# Amazon ERER
7 (ARN),

EENFTERRERNER

1. BEERSEERES , #E TEREX. .
2. ft "EAEN, REDEREAER.

FESREREN A FE [SHREAER] iRTaARBAENERE,
3. BE TR BR.

R ERES , BANUER T EABLENFE

- BB AERUBEHNTREEE,
. HREE — SRR ITIRAS,
- HAMME — BHITGEESAEREL,
- BHEZBRE — BHANEARR 2B CRZ IR TEHES,
- EARKIRA — ERAERNRA,
. WIE —ERTPULTENAS,
- BIRARER — SRR BRIA RS,
. REREER — RN R,
PR RRN — 74549 Amazon ERE (ARN), "




AWS 8¢ 1E4E EREEE
4. ¢ "ERREHFIME L RAPBEEEM

5. BREFXEBRSIER,

6. EBEEMEIANERER.

EHEIABRERKRT , BAUERUTEE THERESZAENESEE -

- BB — EBRAENERE,
- IR — EHRREN B R,

- RE — EHRAEN B EITRE.

LM EE ST A ES—EE :

- BEE —RFAHAEELNERAEXPEE.

« REE — XRTARKREFERESELHNERARERXF,

- BHR — RTAECRERAREX TR,

- FEAT — XRRAUHAESHBE AWSFIS , BEIBE 30 XA REIT,
c BRiE — ERREFEAFEENEEMKREFTERR,
- B — BERARENER,

 AppComponent— g5~ Ed It BRI AB BB RV B 22 XX o (AppComponents). MEBREZ BRI
#ME A AppComponents , 558284 AppComponent.

- B — ERIRAMNEARSR. ARERIBER "By . T M EL RRTFES, BE
AR R F R

« B8 |ID— ¥E7RF AWS CloudFormation # &= 4#) B % Bt AWS CloudFormation,
- #:% ID — #E~* AWS CloudFormation & & RV BE % 5l 7t AWS CloudFormation,

Amazon W EF AREERBEMERE

AWS Resilience Hub R ZRIZCHIBRERWRE, NEFMAEN , F2RTNHARTALEFREE
E M B Bithe section called “I R MEEAEER",

3]
- f£f AWS Systems Manager 241 AWS FIS BE#1T
« AWS FIS £ 815875 o2 5558 M Kubernetes RIS H E R #1TH Kubernetes B RFIETER AN
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AWS F AR AR ERAEER

fFF AWS Systems Manager 7%t AWS FIS BER#1T

iE1T AWS FIS EER#& , 8] LAE AWS Systems Manager H&EF H{TEFME S,

1.

2
3
4.
5

B Z CloudTrail> B4R £ 52 %,

EAER ID ZAFRBREMN

MR IE StartAutomationExecution B . EREBIHEE SSM B B LB,

BZE AWS Systems Manager > B &1t

fEF SSM BEL ID fk#1T ID EFiE , MW B BLEFMAER.

& 7] AE A 41T Systems Manager BEMULR S #1T. WEFMENR , F2SB AWS Systems

Manager Automation fEFAEiEmM. MITRMASHERETE "HTHFAEFL B "WASE, ER
| WEEARHEE AWS FIS ERTHZASH.

| ﬂ'ﬂ

BB T EME "9T) SRPNEBESR , REXFRIERENE I RFHEANES.

ERYE

AT RYTHERERHEINER KR

- EHTAIE /SOP Bt zal , AEPBEHELX, ESEHB LT RUABEEERAL.
« KHEAR : The following parameters were not found: [/ResilienceHub/

Alarm/3dee49al-9877-452a-bb0c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

- BE EENHTHEIAERCH  FHRAEANMEERLMEELENESL,
- ROBITACHER. IREHNBTACGROBERIHRESRFRERN D RS BREWERA
=

/N0

« KHMEAE : An error occurred (Unauthorized Operation) when calling the

DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

- AR ERRRM T ERNHTAR. WRERM , FIEMENER , RAREMATIME,
- TR BERAFHMNGER, ERSHILEHRIANEBLEAEMERNER,
- KMEAR  BITRY , BT SR REBRAR
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- B REBASBAEE SN AWS FIS BRIITHAERNHMITIR | ARBEZE D REN
FARAR B A N

AWS FIS £ I 7E 12 BB s 4 Kubernetes RIS #E £ #1THY Kubernetes 48 BT
BERLN

LT 2785 Amazon EKS # £ F#1TH Kubernetes {8 IF& 2| M E B K& Kubernetes RT§
(Amazon EKS) # & :

- &8 AWS FIS BB =l Kubernetes IRIEIRF R ETEREMN IAM A€,

- KXHMEAR :

« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details

- fEIE : BETHEE,
- BRELCEBREMEA AWS FISaws: eks : pod B EF I8 Ro
- BREELECEIVREEEGNE RBAC #RMIEMG S ZE A Kubernetes BRIEIRSE .

- BMELCHKREHEN IAM A6 (B2 AWS CloudFormation &) HEE
Kubernetes &,

« EERE AWSFISPod : BEZIBARAKMMNEBERSE, EEERLEERNETRELLESIT AWS FIS fil
BARKE,

« KBREAE : Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,

- BE  BRUEBRN—(ARERREEEEHAOL  UEHETARRBREN CPU REF—2.

- ERESEERFAREANR. RAHBBERIEENS  BERLEEMER.
- RBUFAE : Assertion failed for the following alarms. F|HEEXBNFIEE R,
- Y EECHBEBERERZRARRE , BERAKRFERM (ALARMERIRE).

b
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ZAEiZRBA a4 AWS Resilience Hub Bt R EIFETRGIH I ERAER EREE,

AWS Resilience Hub 12t EM 28 , K XREAEWEMERE, koBrMRTEAEXERERRMAES
HEEAENEMERER, B R, EXELERF (SOPs) MAENEE., BBEAERXFEANERER,
AWS Resilience Hub E&#E/RSOPs , AR EETEERMN —EAIR.

REEMEEIR 100 7, FENSHRESBIKRESD , E4AERARXTEFMEEZNE R~NA
Ao SOPsffn , AWS Resilience Hub 2 fE A — BB HmM — BB ET —XRHASOP, AHSHIT
WHGEHER , WABHHEBMSOPHE R, MREMEIFT , BEARAFEERERA , MEWsHEx
IERER 100 HNERD Ho

PITHE —IRFIfE 2% , AWS Resilience Hub R AR RHFBREREEZZRNIRIR, B EREIRD
BEBRURERIDENTE  BLRYTHNN MG, T8 , BUTUEREEAERP IS HROER

WHITHE L, METENHRBERIMAEEZNFMENR |, 552 Bthe section called “2FE = HEER
BIEESR, SOP

FHEAEARE D

B AREEINRERTIERE BRI = [BAER], UBRAEBARXNEESD B

RERREFECELE D B

1. EEREEERT , BE [BRIR.

2. EREFBEBHNEARXERRESBT , #EESZ 4 ARARA TN BFETEE—NZEEA
E3,

3. ER7BEXREETRMAMERARANERS .

REAEXFIEE D

1. EEQSERES  EE "TERAEX. .
2. wERAEXYT , FAREAREN,
3. EBERE

EHrHERGEREAEXEYE»BEZ —FHEE, AWS Resilience Hub B/R1TE)IEE .,
HEAER  URERATHEEREMENRAAAEEE D BT EARNVELERS

TRBME D B 80
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s EERAEETRURENZERFZATEMEEL DI ENTEIER | 5&I2 (BEEB] R5E
%, BHULEE® , AWS Resilience Hub B R THAR :

* RTO/RPO— EHFEMBEUREAENEEFRAFERNEREE (RTO/RPOs) X¥,
BEEERAREXTMGRE PRERTO/RPOFMEFAMNE.

c BR —EHEEEERARSPTEENER Amazon CloudWatch B REE, ZERBEUEER
EANFTMRE T RIEEEESEMN Amazon CloudWatch 7R,

© SOPs— RAEEXRABRATERENESOPsHERE ., BEEERARESOPsH LS+

BEFTEMBENE,
* FIS—EHFREERARATEFNESZAEBE ., EFEURRERARATERETEERS
IERVRIE

- ZERBAFEENIENBEAHNSE , BRIE "28E 9, . EEULEEE , AWS

Resilience Hub €@ R T AR :

« RTO/RPORETEE — 15 HE AN tH (AppComponents) EBfEft THEE HERFENMER
% UREARRNRERIGESZNEEZEREE, BEEEEARNTRPOMFE BT
RTO/M{&EHEME,

« BHEETR — XRRSEE Amazon CloudWatch B R ER SMEHHEAER I EY BN R
RO ERILLE,, BEFEEUTEEARSHNITGHRE PBKASEEN Amazon CloudWatch 2
o

« SOPsEE — IEHEENERER , SOPsEAENERAEEY 28N R ATEERMMLL, &#
BEERAEA T EBRESOPsH R EENE.,

- FISERNER — R ECEBERAXNEREREEYEREFEME 2R K sEERE
tb, BEEEEAERFGRTPFRASEHFEIENE,

- ZERAEMHBRERBERAAMELER  BHEEOLASIHRURN "BEREREEXRERY . E

R, BB , AWS Resilience Hub €BTRUTREA :

- BHRAES - EHEREARXNERRANEARA THBE, #EF RTO/E2NE , B
AEERPOAENFTMLREN (RERS] RIFEBHRAFMELR.

- RIFESR — BHEABEIMTNERER £/ REX] M [EHEER] RoFRHREEEA
BANERED. EXREBEEMAFEAPHER  UREREENER.

EERMREEETWEXER A HEIE KT RoIEE, EEULIEEE , AWS Resilience
Hub € R TFYAR :

- BR —IEHEEEEMNEZ Amazon CloudWatch B REE,
« SOPs— B REEHITSOPsHEZEE .,
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ERAEER

« FIS—EREEREEFNEBREHE.

HERARERAEATHRNERER | B5EE [HHR) R5IFER. EHE , AWS Resilience
Hub R THRAZR

- BR — EHREAENPHERNEZ Amazon CloudWatch B REE,
+ SOPs— fE It AR P HFRRIEZESOPsHE
« FIS— IEHtEARXTHRNEZRNEAE .

ATREM D

AEHPWRIERARESERZRENT Y tHMEAEX M EM S BFT AWS Resilience Hub £/
AR, AWS Resilience Hub B EZZEHNT D THMERAEXNEME S BFURENFIER
RE, BFORIAEZERBENH, fl, mRERT=EBHPIHRME , BI2LER 13.33(2/3)*
20) . WEKIUEEAZ 138, IEEERBRALXTEAZEENFHRENR , BFSH —the
section called “E& AppComponents F15 B & H &,

REF D T R8

2089 () ScoringComponentResiliencyScore.

- HESRBERTS NN

. HEBEEESHAR

£3EiBE1SScoringComponentResiliencyScoreAPl, EEMEBEZEFAPI,

- FARETE M 98 AppComponents 5 BiE R #9405

T&RZRBEA AWS Resilience Hub R ERBERZBERTO THM LR,

HEERBERTY THHAR

e Tl

AAEZHE
(T)

DU

AR 15 BR Th B2 1 A HE BR A9 B &
RE, B AWS Resilienc
e Hub EZAIFHBE N ELE
L9E (0-100 9 ) o

AN

T = ((Total number
of tests implement
ed) + (Total number
of tests excluded)
) / (Total number

B
5l
WRETE 20 1B
AWS Resilience
Hub BZF AR E

T 10 @B HERR T
5 BRI , BIRIE

AERES B
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AWS EItiEAE A
P S A whl
of tests recommend HEEHENGTES
® Note ed) R :
EEHEEMD
B EENERS NWED T - T=(10 +5)/
BAEBE 30 KAK 20

h#1T , T HE AWS
Resilience Hub

HRR/EEE,

- BEMNAHES — B
~TE AWS CloudForm
ation AP AIEM &
& AWS CloudFormation
AR AL E R RIS R

- BENAEES — B
AWS Resilience Hub &
BEAEXEREZNA
o

o HEBRABIEEE — BH
BERERARER PHERE
BRAGXRE.

BHRT = .75
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BHREE (A) BEL D8 (0-100 &) A = ((Total number R IRE 20 1
ERBER I EEFHERRDY of alarms implement  AWS Resilienc
Amazon CloudWatch /R  ed) + (Total number e Hub &
g2 , BH AWS Resilienc  of alarms excluded) #9 Amazon

e Hub &/ Amazon
CloudWatch Z RESE,

® Note
EEEEMED
B, BEENETRE
B[R] AREE
LA AWS Resilience
Hub EHEHRARE
¥ (=

) / (Total number
of alarms recommend
ed)

NANEDZUT :

- REMERES — 18
H 7 AWS CloudForm
ation EEAHREIUME

{8 AWS CloudFormation

EABFERER Amazon
CloudWatch ZRE 2,
- BEENEREH —EH
AWS Resilience Hub 1§
BEAEXERESEN

Amazon CloudWatch 2

o
- HERRVETSEE — B

WREARENPHERRIVE
3% Amazon CloudWatch

BREE.

CloudWatch
HFER T 10 EXHE
BT 5 {8 Amazon
CloudWatch %

#k , Al Amazon
CloudWatch 2 #R%
EHENFEARN
wE

A= (10 + 5) /
20

BHMRA = .75
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SOPEEZ#E —EEXE{LDE (0-100 S = ((Total number MREEER 10

(S) 7)), BRI ERE
RN B E | BHER
HI#E L AWS Resilience
Hub , SOPs SOPs

of SOPs implement
ed) + (Total number
of SOPs excluded)

) / (Total number
of SOPs recommend
ed)

NANEZUT :

- ESOPsELEREE —
$§R7E AWS CloudForm
ation EIEEHEILM L
& AWS CloudFormation
EARE , ESOPsELEH/Y
Y,

- SOPsEZWEE — 15
H AWS Resilience Hub
RIZEAENXEIRSOPs
BEMIER,

- SOPsHFRRHVAEE — 15
HEZESOPSRERIER
EXPHERIIX R,

{8 , W HEBRSOPs
T 20 @R 5 1@
AWS Resilience
Hub Z:&SOPs , Al
SOP{R & £EE Y FT
EAFRXWMT :

S=1(10+5)/
20

BHMRS = .75
or 75 points
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Fo T B NG 5451

RTO/RPOEHR UFESHBEUHFRAWERRE P = Total weights mREHEAER

% (P) RNAEBRNEENLDS (O of disruption RERAERFEST

-100 4), types meeting the RAEE (AZ) MER

application's EEPEER , A
resiliency policy / MREFRADH (P)
Total weights of all HWEIEFRMT :

disruption types .

TRREFARGTERERFEEAEREESEH LR, AWS Resilience Hub

- MRBEHRERE
HRTOMRPOHE
], P EARA
T

P = (20 +
30)/ 100

MF=EP = .5
or 50 points

« MREEREE
[EFHRTOMRPO
BE, PRIEAX
W

P = (22.22 +
33.33)/ 99.9

=2 P = .55
or 55 points
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HEREBINAR

R LA b e @l

EREANE HBEENEAEANSHE SERAEANEMIBRE FESERZSER
M2 R () RS RRANGE{EEDTE (0 FEATIAKFE RS = XRBEESHENL

-100 7). SEERERXH (T * Weight(T) + RUT :
EMIBRAMEEREEN
ML/, BBERE - RS A * Weight(A) + * Test coverage
= Weighted Average S * Weight(S) + (T) = .75
(T, A, S, P) e Alarms (A)
P * Weight(P)) / = .75
* SOPs (S)
(Weight(T) - 75
+ Weight(A) .
+ Weight(S) + ’ MEEFi?g
. resiliency
Weight(P)) solicy (P)
= .5
BEERARENRE
Mo EARA
T
RS = ((.75
* .2) + (.75
* ,2) + (.75
* .2) + (.5
* 4)) /(.2
+ .2+ .2
+ .4)

AR RS = .65
or 65 points

T&RRAARFTEERATRE AWS Resilience Hub X st (AppComponents) M EERE 2 R BH A
No i , BREEEIR T FE 4 PAREAPISENZ E M 2 8 AppComponents F1HEfFER . AWS
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« DescribeAppAssessment7§ RSo

« ListAppComponentCompliances1§RSao#1 RSA

BARETEEM 9 B AppComponents HF BT R #9205
o T iR NG g Bl

BEPERR —{EZEEE1{L SEPEEAE AppComponent M&E  RSaoFfEERZERRM
AppCompon 28 (0-100 P ERENEE S BEEATS BRERWT -

ent IBEATE %) , REE NRETE
FRNEES EPEEEN

* Test coverage

2 () RSao AppCompon RSao = (T * Weight(T) + (T) = .75

ent jm g H & A * Weight(A) + « Alarms (A)

MEXR, 8 = .75

fE - ET R R S * Weight(S) + . SOPs (S) = .75

AppCompon . .

ent IEERE P * Weight(P)) / Tz:;:gncy

j%ug;izg (Weight(T) + Weight(A) + policy (P) = .5

= [ . q

s ) AT Weight(S) + Weight(P))

H{E, 18 AppComponent
MAEBERNEED B

HZ : RSao SHEERMT -

= Weighted

Average (T, RSao = ((.75

A, S, P) * . 2) + (.75
*.2) + (.75

WESET, * ,2) + (.5

A, S, PH x . 4)) /

MY (2 + .2+ .2

FrEERAE v 4)

SOPs, &R

DRFEER AFE RSao = .65

RAIFtE, or 65 points
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AWS §I1: B4R EREEE
Fo T iR /NG 551
EMOEE HARRH SEES D 8 AppComponent 2  RSaffEEZERMNR
AppCompon M BRI R ATHNKFHE : R
ent () RSa 78 (0
1005 ) o RSa = (T * Weight(T) + * Test coverage
L TEYAN (T) = .75
AppCompon * Alarms (A)
ent EFTE2E S * Weight(S) + = .75
=g Ricl: bl 5 & V)] « SOPs (S) = .75
S % el
ETEE° ? * Meeting
53554)5;? : RSa (Weight(T) + Weight(A) + resiliency
= Weighted  \oioht(S) + Weight(P)) policy (P) = .5
Average (T,
A, S, P) -
BEEME D BHNEE
H{ET, A, AppComponent J5 =40
S, PR&r¥ T:
FrE 2R
EEESOPS\ % RSa = ((75 X 2)
T, URHE v (75w .2)
AppCompon (.75 * .2) + (.5
ent. *.4)) /

(.2 + .2 + .2
+ .4)

AMRZ RSa = .65
or 65 points
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b\

\

g

o

e Tl ik

BEPEHEE ERREH BETEHEENEEIBREEAT  RSoMAERBEENR

R SEME 5 8 () EMEBENE HIANEFE - BT

RSo 78 (0
1005 ). & RSo = (T * Weight(T) + A * =« Test coverage
EhEER Weight(A) + (T) = .75
BIEDHBPT 5 « Weight(s) + P * > Allams (B
RN Weight(P)) / = .75
hnEEFEGE. « SOPs (S) = .75
HFE : RSo (Weight(T) + Weight(A) + . Meeting
= Weighted Weight(S) + Weight(P)) resiliency
Average (T, policy (P) = .5
A, S, P)
WESET, BEPEEENESED
A, S, PH BAEAXMT :
BT R
FRARE R 150 5 ((od & o2)
SOPs, &rAl 7 (78 ¥ o2) @
A1 = B (.75 * .2) + (.5
HHL o))/

(.2 + .2+ .2
+ .4)

AMRZ RSo = .65
or 65 points
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AWS Resilience Hub A& {AZ2ZERNIER—(EEE , LUESEEME D H,

TRETER, AHSOPs, 22RERANTEHEENEE, PHERSRERAREN, @RS, AZ

MEE,
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AWS EHERER ERAEER

® Note

NREBRETERRAUNEHRTORRPOE R , At BB MESHEEN , IAERE
B EEMAT R

R, AESOPs, RAIBFREE

i 4 =il Weight

B8R —t+HE®D

SOPs =t+EES

A —t+HEED

2RMRERA o+ 2D

HETEANREE

Gal kil EREHRFNEE KER "EBE, KHEE
FEAER M+ 3RS 4 SR
HEREa =t+EES =+=SHFE
A] F [ 15 —tEED 2 HFto
25 THED N/A

KIREESESIENEARZER B AWS CloudFormation

£ [fEXEE] EEFIRIZ 2 CloudFormation 3 AWS CloudFormation #845] 2 # , AWS Resilience
Hub B UHREARI 2RI EE R, BEEXRER (SOP) I AWS FIS EERME R, AWS
CloudFormation 874777 Amazon S3 EEFFEF , AU EREEZEENSRFHERRS|E
BHEFEHRW S3 KK,

Flgn , TEMNFERERT —EJISONEX{LHIEMR , B AWS CloudFormation xR T B AWS
Resilience HUb2 B BHREZRE, iE2 —1BA AH DynamoDB RIEEE RE . Employees
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giZ&ResourcesEEREREA DynamoDB RWEMEREHH B BB 1 BEE
KIAWS: :CloudWatch: :AlarmER, MIEMEAWS: :SSM: :ParameterEREHZHN IR , AWS
Resilience Hub AFBBIEZENER , MEEHFHERNERER.

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
}

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm"
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
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},
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}
},

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9b19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-Q@-DynamoDBTable-
PXBZQYH3DCJ9",

"Type" : "String",

"Value" : {

"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}"
1,
"Description" : "SSM Parameter for identifying installed resources."
}
1,

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alazxn
{

"Type" : "AWS::SSM::Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

},

"Description'" : "SSM Parameter for identifying installed resources."
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&k AWS CloudFormation £57<

HERS AWS FIS EREASIEERAERTSOP , REEN S LR ETRRNERTBASATIEIRE
AEASANEMER, THRAENISONBRLEREM T MAEEHAF R DynamoDB RIWEA
BEiR, AWS CloudFormation EIFWEARERXESTEEZER , flNEMpER XK,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

}I

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
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"PointInTimeRecoveryEnabled": true

I
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
]

&2 AWS CloudFormation &i7<
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EEAMETERRERAERN-ENE CREFSECTRARHERPUBESERMAEAREE

o
E Ltk , FEAWS: :CloudWatch: :Alarm&EBREZXP , EFE NHIER

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
BAUTREAE :

"Value" : {"Ref": "Employees"}
IFEAWS: :SSM: :ParameterERERT , EXUTARE :

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

BLTRR :
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld

\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

&8 AWS FIS EE&# AWS CloudFormation SOPsEiA R | BASIRKEERIN 5% |, iSERNRIESEBE
REBESZIDSE | AIFEERESF o Rl EEE,

BB A DynamoDB RIEH SR | &0 AWS CloudFormation LA 1T TSI B)1E :

- HEREEEBER,
- BREERPEALERERWER ID , 7 AWS CloudFormation EEERE RIFBEEHMER,
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® Note

BB EE SN A EREBREARFER , AWS CloudFormation flal#x E##25] 5| B E
& AWS CloudFormation ##BHFHEFRKB L, (B2 A IRERELESHBETEESEH ,
AEERE—EBEEMEHBCBEEEAN TN, )

o E=AFTE , Hl#0 Terraform by HashiCorp , b Af A AR EEREBIEBERE
(IaC)o
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F AWS Resilience Hub APIsXKiE A M ESIEEARER

EARER AWS Resilience Hub 12| AR EREARFHNENR S L , AWS Resilience Hub 7] E&
£/ AWS Resilience Hub APIs. ZXE TR a{a £ A I 2 A 727 AWS Resilience Hub APIs, EHE&
ERLEEHTHVIER , SAPIsSRAERMEEHFNSEE, NFEFHEF A FSETIHEE .

« the section called “¥{F 55"

« the section called ‘BT DT EARER"

+ the section called “IERIEHI FEF”

R ElmEHE

EE2EREARN B4 ALBEVEAREN, BRERA , ARG ARFEAERARXER. 0FEF
B F R % AWS Resilience Hub APISFEREXNWFHMEN , FSETIIEHE

« the section called “B I ERER

« the section called “B B FER A"

« the section called “[EAFEARENERICE 12 E A AREE

« the section called “& #p f& I 12 =X If 35 iR 18 FR SR All”

BMEMREN

EEREPEITFHWEAREN AWS Resilience Hub , &4 BRI CreateAppAPIE IR M — /Y FEF
BEXEE, NEEBWFEMERAAPI , 52 Bhttps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateApp.html,

THEGFERT MAEFERLIZE —E#F newApphI FE AWS Resilience Hub FAf2FCreateAppAPl,

R
aws resiliencehub create-app --name newApp

[ &
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"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"

BYERERA

BUEARE 2R , SXEBVERRE , BEEHER. CreateResiliencyPolicy APl 115
18 B (EEME FAAPI |, 582 Ehttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateResiliencyPolicy.html,

THHNAFFERT MAEEnewPolicy ARIBEHIE AWS Resilience Hub AT
FCreateResiliencyPolicyAPl,

e E

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 864003}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

[ &
{
"policy": {

"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

BURERRE 99


https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html

AWS F AR AR ERAEER

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

1 AR R E A BRI EE47 B AGRRE
AWS Resilience Hub 12t %188 , APIsiEREAZEHNERES :

+ ImportResourcesToDraftAppVersion— EAPIAZEE E R R TR & A RKREAEHE
NPERMRAR, WEHIEENFEBEFRAP] , 582 Bhttps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_ImportResourcesToDraftAppVersion.html,

« PublishAppVersion-iEf$APIZEF ERAREFNATARARUAR EHRA AppComponents, FE Lt

18 B WWEH I E AAPI , 552 Bhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

+ DescribeDraftAppVersionResourcesImportStatus— JEAPIABEERERERARERR
AEEAAMEE, WFEIEB WFEFAERAPI , 552 Ehttps://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeDraftAppVersionResourcesimportStatus.html,

THEHHHFERT IMAEEAPEEREAZEHE AWS Resilience Hub A2
FImportResourcesToDraftAppVersionAPl,

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'
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[ &

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}

TG e REMAIESE AP FEAEERFTEZEFE AWS Resilience Hub A

A CreateAppVersionResourceAPl,
K

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

)3

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},

FE A e R BRI B2 B A IRRE
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"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

T 5 &5 451 B SR 20 AT B4R AWS Resilience Hub fiE A 1 &R HY B A AR

REDescribeDraftAppVersionResourcesImportStatusAPl,

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

] &
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"

ZMHEAREXNERMRA L ERIRERA

E#ITRHME 2R , BLALBRBERABRIANERRAR , YERFNERGEARZXHNERITRA,
HRRMEARANERRA L ERIKERA

1. BERMEARIHERMZE , FBFEMAPublishAppVersionAPl, MFELLIEH M

HMEFAPI , FF2 Bhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.html,

T 5 E I & RE AT 7E 6 F 2 FE AWS Resilience Hub AR ERBIR
ZKPublishAppVersionAPl,
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aws resiliencehub publish-app-version \
--app-arn <App_ARN>

= e
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

¥

\

2. FEAKERFRAEREEAUpdateAppAPIERXIEITHRA, MFLLEBNFEERAPI , F2

B https://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_UpdateApp.html,

T 51l £ 5 BE R A G B R R B E B = S A9 FE AWS Resilience Hub AUpdateAppAPIFZR 21T
R AR,

aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

5] &
{
Ilappll: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
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"assessmentSchedule": "Disabled"

SB D - HITHEE AWS Resilience Hub R &8 H (L

BRmAREARERN 2R , ELAAITHOMEEDTEAEDTER  UBRRENERAEXFSERR
AP ERRPOM M THERHRTOMMFHE, FHEEKEE "EAENTH,) AREFRAETLER
SOP , iR HE RMAEER.

MEFEFHMES , F2ETIERE

« the section called “¥#17 1 E5 3= k18 B8 D 5FR(L”
« the section called “E M EREA”

1T BEHE AWS Resilience Hub 1R BE H 714
& EEPHITIRER DFEME AWS Resilience Hub SWEERHRAE , BMUAFEATIIEE : APIs

« StartAppAssessment— EAPIEREABERNEY MV L, MFLLIBEENFRE
FAPI , 582 Blhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_StartAppAssessment.html,

« DescribeAppAssessment— AP| iREAFEARNMFEM , WIRMFTMEPNTRME, WFELE
B WEFEAAPI , 552 Bhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeAppAssessment.html,

T %Il €5 51 58 R an{A £ AWS Resilience Hub £ Bt 1T #TETStartAppAssessmentAPl,

R

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment
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[ &

"assessment": {
"appArn": "<App_ARN>",
"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
.
"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
utagsu: {}

T 5 EFIFE RN EELR AWS Resilience Hub A FFE(EARREDescribeAppAssessmentAPl, &
Al LA ffassessmentStatus S HHIEGEEAREE,

ER

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>
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[ &

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

1,

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
.
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
.
"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @
1,
"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0
}
1,

ATMER AR DT
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"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400
},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}I
"tags": {3}

BEFNLER

BRI ER , BAILERN T ERETEERAPIs,

« DescribeAppAssessment— EAPIAEERIBERRAEHERARERNMN B aikEE, kA, BbT
BAfEcomplianceStatus BB SHRAREE , LRk MfresiliencyScorefEBH M ESETEE
HPERDE. MENEBMWFMERAAP! , 382 B https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html,

« ListAlarmRecommendations— JEAPIAZEEE AL Amazon EREE (ARN) IBE TR
BE, WFELEBWEFMEFAPI , 52 /https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_ListAlarmRecommendations.html,
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® Note
= ERSSOPHIFISRIR RS , &1

FListSopRecommendationsflListTestRecommendationsAPlIs,

T 5 8551 F8 7R a0l 6 A SR B9 Amazon BRE (ARN) VBB RE

F=T
ZListAlarmRecommendationsAPl,

@ Note

= ERSSOPHFISHIFAER , 8 ListSopRecommendationssiER
fListTestRecommendations.

CIEREN

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

=] FE
{
"alarmRecommendations": [
{

"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceld": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false
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"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor
the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that
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you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10@-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceId": "rds:alarm:health-connections:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
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"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",
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"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

T 5855I F R a4 EListAppComponentRecommendationsAPIFEVSAHAE B 5% (B BB IN{AIcE B |
MREEE D).

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

[l f&

{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary)."
"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Based on the frequency of the
backups"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

1,

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

BIuEERERA 114



AWS #) R id

ERAEER

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",

backups"

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

},

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with

MinSize > 1",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

Amazon EFS file system. No data loss is expected as objects are be stored in multiple

AZs."
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"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"

1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
}
]
I
{
"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
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"frequency": "Monthly"

1,
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
1,
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

iy
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"cost": {

"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"

1,
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}
},
"optimizationType": "LeastChange",
"description": "Current Configuration",
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"suggestedChanges": [],

"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [

BIuEERERA 119



AWS E AR AR EAEER
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"
1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"
}
]
},
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
DAZTE
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",

"expectedRpoInSecs": 86400,
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"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
.
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"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [

"Add additional availability zone"

iF
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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N CreateAppVersionResourceAPl,

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

[ &

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
I
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
I
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

HERTEIE-—EHAEXTH

FERREFHEH ( AppComponent ) B —##EAR—EE T TEMKKAIER AWS BEIR, flan , BEEEE
RAEFHHENEESTHEEERR., AWS Resilience Hub EFEEHLE AWS BRI UBABESR
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#9328 AppComponent, AWS Resilience Hub AIZE & AppComponent A T EREEEER 2 HE
Bﬁ_ﬁjﬁAPISo

« UpdateAppVersionResource— EBAPIEHEAREANERFMHEN. EEMEESERAAPI,
5528 () UpdateAppVersionResource,

- DeleteAppVersionAppComponent— EAPIE#ERATER AppComponent HfifR, FEEEE
ZEIAPI , 528 () DeleteAppVersionAppComponents

T HIEHIFRBA 4T E AWS Resilience Hub A EHEARENNERFME
#FDeleteAppVersionAppComponentAPl,

AR oK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

[ FE
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

T 5 & 5l & R & Nl i BR7E 8 AppComponent A FR £ BT €8] AWS Resilience Hub 237 fYZ2
HUpdateAppVersionResourceAPl,

AR

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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[ &

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"
}
}

HERE R AppComponent

AWS Resilience Hub ] & e P HEBRE A ERUpdateAppVersionResourceAPl,
FTEEAREAMNEME  TEERELER. MELIERMNFMEFAPI, 3 Mntips:/

docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_UpdateAppVersionResource.html,

® Note
18 R ReHERR L8 A SRR B A MY AP E R

THEMNREIER T WAE A HEBRFE AWS Resilience Hub ARRFHE
J#RUpdateAppVersionResourceAPl,

AR oK

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

[ &

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
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"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
I
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
I
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}
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h ) Z 42 M AWS Resilience Hub

BEL2 AWS BRENELR. B/ AWS BF |, BRI LURERPOMBEBRRETER  SLEREREAR
TREHZE M RBBNEBNERMEER,

ZE£R AWS BECBHEREBENSRE. ASEEEZEERATRNZEMNERPHNLTEM

- BIRNTEYE —AWS BEEREE AWS ZIRFHIT AWS RENWERZLEE, AWS EAKIEMST
Lz ERANRE, EERABREEBANREERFETE AWS Resilience Hub , FE2 B A& RETEIN
AWS R 7% & E i E).

. BREHRSE — EHEEIARGERN AWS B, CELAYHEREAE  SFEEN0E
B, SN ANERTERERNER,

AXH A B EE BN A EEARERARLEEEER AWS Resilience Hub, T %357 8A t{A 5%
E AWS Resilience Hub A &R & MREHRL AR, QBRI MMAER R b7 5B RERNRE
AWS Resilience Hub &R AWS BR#E.

B &%

- &EP{RE AWS Resilience Hub

« AWS EBFEAHH#EHY Identity and Access Management

- HEEE % £ AWS Resilience Hub

ERHEE AWS Resilience Hub

AWS L HASFERBERRFHERRE AWS Resilience Hub, HERFFHR | AWS ESREHIT
FTE AWS Eif. CEEHECTHERRE FFAEARHNEGE, CCREEEMER AWS RE WE
LHEEBNEEREIE. IFEBRERARALENGFRERN A F2RERBILEFAQ, WHEBUNERMRER
MBIEA , F2EAWS T2 M GDPREER LWAWS HESEEREMIFERE,

ERERREZBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tkRF RRIFREM[MBIEAE. Wk—K , SEAEHAEBRIASEESREST
REEHFAVENGTT, RMLEBEZEATIHARNREES -

- BHRERFFERAZSEERRIZT (MFA),

o {FASSL/TLSEE AWS ERBE, RMFEETLS 1.2 W HRE TLS 1.3,

ERRE —


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS Bt 14 (R
- {ERREAPINEAEFEF & AWS CloudTrail,

- £ AWS MEBFRF RURHEPHNBEMEBLLEE AWS R,

- ERAERNZERZLRE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 BB ER,

- MB AWS ZEBHSHNMERFZERFEE FIPS 140-3 BN ZIGHEZEEAP! , SEEHKE, FIPS
NEEWTRFIPSHBNHEET  FSMBTETRITEE (FIPS) 140-3,

BMRZEZRCEHTELEFNEFBHib I ERZLHREA , HEEBIERRINXFRL
B, flnEEEAL. ESRELMEA (ERERSR]) A H M AWS R FAEXESAPI. AWS CLI, =
KF AWS SDKs, ZHEEZEBREHEAXNFRUTIBANTAERBUSEARTERZE B, URE
RHUURLIG/IBRIRET , RPEAZIRBETEEF I SREFEA , URLUBBEHZARIBHER,

TREEIN &R

AWS Resilience Hub INZEMTBREE R, FH AWS Resilience Hub & ¥ & £ F 3% BA {7 AR 85 i N 25
THRENS, EVHBRERZEHRRBRERNFMIRNRESENEM Y, ELLEBBEMNS  BANFE
MEESRIERER  MEHZEHERESHNERER,

S N

AWS Resilience Hub INZRIFEEHME S AWS Rz B E@APHER, £ AWS Resilience Hub
HEAABREEEENFEERTSERAERELZSM (TLS) IZE. AWS Resilience Hub ¥
AWS REMNS EER B ZRMUBEERENSE , IXEBEERNEE.

AWS ERHHEH Identity and Access Management

AWS Identity and Access Management (IAM) AIi#BI REEEE L2 biEH AWS EREFEHE, AWS
R IAMRREESEFIFHEAIURE (BA) MRE (BER) A AWS EEHEER, IAMZE AWS
fR#& AT AR EERA,

F&E

/i

- EREDRE

- ERABEREEFIVE

- AWS EMHPEMNAREER IAM

RN 128


https://aws.amazon.com/compliance/fips/

AWS 81 1A (&SR
- BREIAMAGTER

« AWS 1B R H & 5 5 3 Bl B 17 B A &

« AWS Resilience Hub EEUER S Z

« AWS ZEEMWER AWS Resilience Hub

+ AWS Resilience Hub A¥I B E&FMIAMERSZE

o b ARREIE R E A AWS Resilience Hub

+ B AWS Resilience Hub fi¥ Amazon Elastic Kubernetes Service # 5 FE

« BRUAE M AWS Resilience Hub 2R Amazon S B AR X

- REIERATEREEER AWS Resilience Hub &

cZhes

& anfal{E A AWS Identity and Access Management (IAM) €6~ E , EREURAEE AWS B E
#RES PP IEY T4,

RIEEHE — WREFEH AWS Resliance Hub [REHITIE , AIRFEBESATREFIENES
MIER, ELFEHES AWS BHDBIHEERT R T/ER: | BAEEHENANER, THRENFTINE
BARXUHBEREEESREREBNTT. MREBEELFI AWS BEHFEFHIIEE , FFSEAWS &
R HE 5 5> 38 Bl BE f B B,

BHEES — WREAT LT AWS BIMEPEER , LT RHETREFE AWS BRNEIRESE. ¥
B R RIS GE A B B P EUR L AWS BEM AP ENSENERREN T, AR  BLARIAMEERESR
RFER , T BERBEAENER. REALEE LNER , UBEENESHZIAM, EERARESR
NEMMIAMIZE AWS EERHEER |, FFS2RAWS EME PR EER IAM.

IAMRREES — IRERIAMKRREES , B SVERBNMERE AWS RAULIEE Redition
Hub FFEUENFEEF. EERREAEFERAN AWS BHPIES 2 #BI R RAEHIAM |, F2
B, BEPRE S 2052 R A5 AWS

5/ & 7 B e

BBREAWS FREPRBEANAR . BHAELIAMERE &2 RERIAMBRREF (BA
AWS), AWS IRERERE

B LAMERZEIR AWS 28R RIRIBHNEER , MBS 5 2B S 2 E A, AWS IAM Identity
Center IAME D EBRIF L) EHE. ELATNE—ZARE , LREH Google 3 Facebook FREEB =2

W 129



AWS F AR AR ERAEER

BEBoRBNES, ERUNERSsEAR , ENEEELEERAIAMACRERES S D&, B
BE AWS AEBFEE  SfERERERE,

BRIBENFEREER | & LL& A AWS Management Console 5, AWS LA Ok, MEFEZEA
MEEHEERA AWS |, 528 (AWS B A FAER) AWS IRFE R T = A BN,

MBL AWS SBKBE BRI , 5 AWS REKBBRES (SDK) MAHHNE (CL) , UEAL
NRBUABBRBSXEBCNER, NREETEMAAWS TS, ULASTEEER, NBEARE
WHEETERERNFMET  HSMEMIAVERETHEE AWS APIER,

ERCERMES RIS L BURHSEREEINZESHEENR, i, AWS BEELREAZE
ERERE (MFA) RIEIMIRF N Z M, EERAERE  F2SBEFEHAWS IAM Identity Center HigFH
NWZEEZHBNEASEEEZEHHE (MFA) AWSHEHIAME S,

AWS tRF BRERE

BRI AWS 1RF B8R —EZASIRE , X80 TTEFIXIRFPHEER AWS R

MER. LEDHEH AWS 1R root £AE , IEBEALRAREMIRFNEFEBHFHUANBHTEA

REN. BARBETEURCEAEREAREH. REEHREAERR  LERARYITREER

REAEHTNES. UFFTEL root EFAES S B ANTEIHERE | F2H (ERAKEM) $1
(FBE root EAERFENIAMIAE)

Bee D

REFZRBERABERE (CRFERREEESFIENERSE) ARG ERRHENESR , X
REE A IR EF B A B RIEIT I AWS BRFS o

BEgG BB RRECEFEHAEBENERAE. Web B0 AIIRMHE. Identity Center B 8% , fEA
B & 7 # B R R EEITER AWS BRE WEMRFEAZE, AWS Directory ServiceE B & 777
HEF AWS IRF | M2 RERAC , MAGRRHERERR.

HREDXFEEEE , RMEREER AWS IAM Identity Center, A LAIE 1AM Identity Center &
BUFEAENEE U ERYRLSELRBCEBAIREPN —EEAENGE , LMEEMEBEHR
B AWS tRFE MEARXNFER, MFEIAME 2B FONEREER , FSEIAMES F 024 ?
£ (AWS IAM Identity Center fE &MY .

IAM £ & F B+ 4

IAMERERERETNE D , B AWSIRF BE-ASTEARANBERR, EUERNERT , HF
ESLMERSEAER K MAZEEUEARIFRRE (FINBRBNEFNZR) NIAMERE, 78 , MR

FEREDRE 130


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html

AWS F AR AR ERAEER

LR EEARMIFECEAAMENRPERE  ERLHNENSR, NFEFMENR  F28 (EAE
FE) Y TAMESWRERER, UBRREERAEENEAEN,

IAMBHERIEEIAMEREE SN S DRA. SEEURESHDEZ. SUUEARER-RAZER
REBEEN . #ETREEAEFAEFTNEFEEEARS. flW , BAUBE —E& /N
8, IAMAdmins IR EEZEHERIAMERVER.

ERERAGTE, FRERSRE-ASIEAEXZIRE K BAGHNENREHEMNRTEENA
BEG. EAEHAXKANRYERE K CALERHERERE. BETHESEE  F2H (AVMAFE
) FHAIEAFE (MARAE ) NIAMERE,

IAM& &

IAMEERE AWS IRE FEERBEERNEH. CELURAIAME | BTESEASHEBE, &1
LA AWS Management Console EiB)#: AR THFRITFHNHE, IAMBE LA AWS CLI 2 AWS
APHEXS A B RIBEACRURL, NEFBEAARHENFREN , F28 (EAEMR) 1
IAM {ERIAMAE)

IAMEERRZRENABETIIBERTREMN

- BEBOEREFH — OFEABHES S DERTA , FRLAR  TAAGERNT. EHEIIE
TETHRER , X/ SHEACGEVER , YERTHAGERNTT. NEHSAGHNHEEEN ,
B2 (FERER) P (BUuE=15o@BiRHEAVENAR) ., IREFERIAME 2 HE 5+
o, IEEREERE, ATEHFSBEETUFEHNAIAME | IAMIdentity Center EAS R &
G ACHER. MERBETUENEFR , 528 AWS IAM Identity Center £ & IEREHMWETA
%,

- TRIAMEREER — IAM ERERHETUREREBAMASE | ERESHE TFEHTEER.

- BIRFEFHN — S UERIAMARRHTRIKRFFHEEA (REENER) FRERFFHER.
ABRRTEIRFEFIENEESLSN, B2 , RELRE AWS IR , B SR EZNINE &
R (MAREAABER/NE ), FEERERFFIACENERSERNBRCBANER , F2
B (IAMERER) IAMF R (BIRHFERFED o

- BIRIEEHE — B AWS RS EAE M AWS BRIEIHEE, Hlan | BERERKEHEBITEEE | ZRB
BESE Amazon RETEARERXEC2H AW HEMIE Amazon S3 1, FRIEATAEE A M8
Frn], AR ACEMEAREERSSERIITIESE,

- BEEMITERER (FAS) — ESERAERAIAMERAGBIHATHNEIER AWS , BEWAAETSHE
., FRARLERKE  SUREATEEDE , EMEFTEARBHRE S —ESE. FASEERE
SEEFUNER AWS R , WH/EER AWS BRI @ TERFZHER, FASREERBKE

BAESRE ey


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS F AR AR ERAEER

FREHM AWS R BREB ST RITRNFERE , TEHHFR. ERERLT , ELAEFY
ITEMEERENFTT. BBRHFASERBNEKFMEE K F2REXFBEHE.

- BBAE — BRACRERBEAREATEFEAARNAVAER, IAMERESATLEHRRT, £
MR A EIAM, MFFMER , F2EH (AMERERE) AWS RIEHHEY A G EHE
[RE kS

- BREREAE — REERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNEENT , AWSIRF BEBRBRBERE. IAMEES A LeR (BEERERKER
fA8) R,

« ¥ Amazon L#THIEAER EC2 — B MERIAMBEREEEHTER LEC2HMITHERARER
LA B AWS CLI 3 AWS APIFERIRIF R AER, ELLEEC2EHIPFRMEZRRET. BE
1% AWS B eiERGEC2HTER Y RAFIERAEMEER , BRI MEATERNITER
REE. ITERREESSAE , TRATERB LEC2ZHTHNEANMSHREEAEN, NEFME
#, FSREAEEETNERIAMA BEFT I REHE Amazon EC2 #{TEE L HTHEIAMARE
o

ETHRREEHERAAVACGERAIAVME | F28 (AFER) T8 "IAMEIZIAMA S EE (T2
FH ! d o

ERABREEFHE

AT BE AWS BRI B RIS EHINE AWS 59 BB KRR R FI, AR — BN
AWS , BESSBIIREFAMEME SRR, AWS BXBEE (EAE. oot EAERAE
THRS) REERE  HEESLEL, BETWTTRAEEBANRIEBHER. ASBEAE AWS
BUSONSHRIFR B, MEHMISONRAXHEBRNASTHIEET  H20H (AMERE
RD) HEYEMIEE. JSON

EE ST LER AWS JSONKREERIEEH AT AT EAR, b2 , WEEEBETERG T
B BEIRAITHLEE 4,

HERERT , ERENACREHT. EEREEAEHMRERNTEENER , IAMEESLE
VIAMKRE, A&, RREESETURIAMRIFHEZEAE  FRAETURTIELRE,

IAMRRIEEREEMER , THREARBTEENSZAM. flw , BEEE—EAF
iam:GetRole BMEMBER., EEXEAIMMERE T AWS Management Console AWS CLI, ZEX
BAEEH AWS API,

FRABREEFIE 132


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS B fREIEE
B oBHK

e n@p AERNFRERTUMMNES 2B (FIERE. ERAIAMERERA®) WISONER
RIS, BEBUER AR & 2 EARRG TeEH ML R THLEEIE, B ERMABNTRI S 5 H
AAERNER  F280 (AMERER) PH (BILIAMER) .

BOBEBRATE-SOERARBRIAZERR, ARBRESEZARINE—FHE, HEAIAE, 2
B RIE R EIRE | BALUSEMINEIER AWS 1RF. SEBRSE AWS ZEBRNEFERE
RREE, BEETHRNMNESERBIARKK < EETEE  F26 (AVEAFH) F6 "E2EX
& A 9 HR SR B 2 EETTIR R o

BEREHER

DERAEBRNISONKEZEZMMEERNBE X4, WERAEBRNBEREHITHAMABSEFE TR
KA Amazon S3 RFETEEER, EXBEREBRNERKS , RESESTUEACMREHEEE
ERNFEER, BRMMNBRNER , BREEREEN TR UUERERATHBEUAREMER
BTHTHEE, EXBEEEREBRPIEELE. F2EEUUSEERSE, AL, A, IBEFEH
HR. AWS IR

BEREBRRNVAZBEBEPHRRBEK. SEEZENERSERRBEIAMPER AWS ZEBR.
FEUZHIFE (ACLs)

TFEUZHIEE (ACLs) 2HBLEESRE (IRFKE, FRERAR) EAFNERNER. ACLsEEL
RUERAERVERE , AT ERISONBERIFER.

Amazon S3 # Amazon VPC X #EREN RHIACLs, AWS WAFEE# —45 T #EACLs , 5520

Amazon FE 7R ASIEEHNFEURFIEE (ACL) 5,
HttBREE
AWS XEHMBTERNRAUEE, ELRRBHETRERE RIREERTFENKRKFT T,

- ERAR — BRARE—HEMIIE , BULEEPRENS DB AERNFR TREGIAME
B (AMERERA ) NEAER. EUTNAERREFIRR. MEENFIERERNS2EK
RMEFITRRIRE, % Principal MUFEEEAERNACHNEREBRATEZIFFAR
RIRH. FTREEBRTHNAREENRSERX AN, NEFBERARNFMAES , F2EH (AM
EFER) PRIAMERER AR,

. BRASIZSISBE (SCPs) — SCPs RIS M REMER (OU) R ABIRAISONZE AWS
Organizations. AWS Organizations @ —BAR D EMEF EE LR AWS tRF BN Z(E

EABRERFEE 133


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS F AR AR ERAEER

fR¥. MRERAEBPOPTEINE , BT UG RIEEEIZKEE (SCPs) EAZE LN E MR AR
F. SCPRREIKERFHERNER , SESEIRSE AWS IRERERE. MEAE Organizations
HIEEHE FISCPs , 552 BJAWS Organizations = #Y R#E =& R A,

- TERSERBUR - TERBBRR —BHRBECK , SN EEBREEANFREIAGRBEER
ENERIERER  FASBEE, ELELERBNTITEREAERACH S BBRMIE
PEERBUERIRE, A LIRBEEREBE., MEEERRFHNARIESHESEIZ AN MEF
HEF , FF2E (AMEREE) FHTERERERE,

ZRBRER

REZERREBEERIFRE , HERPRNFTEEAEM, EMBUER, SERBNMTEIRS
BRARERG AWS RERBAFER , FSRIAMEREETHEAIFHEEE,

AWS 5B R B aN{A/ 2 B E A 1AM

HIEFERIAMRER AWS ERFBHYFIEZH , 55X T BBLIAMIIEE T 82 AWS B R FARHEE £
Ho

IAMAE AT LAE A AWS BEME ERAR2RRY TN RE

IAM 4585 AWS 58 F 1B 5
BoBEE =

BERBEBX e

BREE =

BRER =

BERIEHREIE RBBE) =

ACLs B

ABAC(K & PRV IRER) i

MR =
HBEHEFIMIERER (FAS) =

AWS SE M R AR el $E B E A 1AM 134


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS F AR AR ERAEER

IAM 431 AWS BB RIE 8
RiEAE =

EERABME AWS Resliance Hub FE At AWS ARIE iN{a & Bl K EB 2 IAMIHREIEE | SBSRIAMER &
EBEIAMP R ERAWS %,

EERPEN S 2B BIEFA AWS
TESSHBE B

e n@p AERNFRERTUMMES 2B (FIMERE. ERAIAMERERSE) BHISONER
AT, BEBER AR & 0 E ARG T LB RMTILEIE, & ERMAEBNRIS 5 H
AAERNER  F2H (AMERERE) B (BILIAMER) .

ERLIAME 2 BBl A ER AR |, BAILUSERFREENDENER , AR AFFRIEBEFRIF
o BEEFESIEBRTFEEER  FNACSEAZEENFEAENAG., HERME TEIJSONKE
REABFAETE , F2H (ERIAMERER) PHIAMISONKE TEZS2EEH.

BERPHER & 2 B 2RI gE8 6] AWS

EBRIE AWS BRTES S HBRRANES , FSH. EEDEN S5 EAIE R AWS
AWS B 1R E R BR
XEERLBE : &

DERABERNISONKEEZEZHMMEERNBE X4, UERAERNBREHSIFAMEBETR
KM Amazon S3 REFIFRER., EXEEREBENRES , REEESWUSACPIREHEEE
ERNFEER, HRMNBENER  BREEREENEB UUEHRERATHBEAREMER
HTETHEE, EXBEEREBRPIEETE., I2RETVLUSERSE, FAE. AR, FBEEH
#H, AWS RIE

EEMABIRFER , BUNENERSERNREPEE — @RS @RS PH—ERZ @RS FE
IAMERELAEZER., FEBRFIREEFEIR , AREYGEEAN—¥, EXZ2HENERTE
B AWS tRF , SEERFANIAMERS X AREISREERE (EAENAG) #R , IeFlE
Ho HEBK S EBRREZINERRKREFT, T8 , MREREBRREH/ERKRFTNERBRTE
W, ERRAFTERANEGTHBER. WEFAESA  F2HE (AMERER) IAMFE (EBiREEIR
FED o

AWS SEME AR I ECE R 1AM 135


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS F AR AR ERAEER

AWS M4 AR HY BUR B E
TEREDHE: 2

EEEWLER AWS JSONERIERIEEH AT AFRMHBEAR, tBR2R , WEERE A EERG T AL
B BEERITHEEE.

JSONZKEAction =R T AT AR R A IEB R P FIAVEIMFE, REBFEE EEBA AWS
APIREEBHENEE. A —LHIHAER , HlIRBTEAPIRENERERNVRE, BB —EEX
FEBRTNZEEE. ELBANBFERABKEIF,

HREERABERE TUTHBBBENFTT.

EREE AWS BERTHEBFEETE , F2RRERESZPHNAWS EFEPEEZE EF,
AWS ERFEFNRUBFESEEFBERTIEER :

resiliencehub
FEEE-RAXHEEZEEE , FAERS R,
"Action": [
"resiliencehub:actionl",

"resiliencehub:action2"

]

EERIR AWS BRPES D HARRANES , FS. EREDEN S 5B EFAEEH AWS
AWS E1% R ER BUR B IR
XEBRER : &2

i

EEEWLER AWS JSONKREERIEEH AT AT EAR, tBR2HR , WEEEE T EFRG T AL
A BEERAITHEE/E,

ResourceJSONREITZEIEEEEAIMEN —RBHZBYWH., BRARX4EBE Resource
NotResource TE, RIEMEREHAE Amazon EREE (ARN) IEEER. BAUSEIEREE
BFREAENEE BABERBRET) HKiEEM.

HRAIXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

AWS SEME AR I ECE R 1AM 136


https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS F AR AR ERAEER

"Resource": "*"

HEEERAWS B REREEKREBEARNs , F2RBRERESEER T AWS EEFIEE
ENER, EERBETUHHESEEREEWLEDE  F2H AWS EFEFEEEARNVEIF,

ZERIE AWS BRPES S BB RRANES , FSH. ERTEDN S5 EAIHRAEH AWS
AWS 18R FPAERY R Al R ¢ 258

XEBBEERRRG SR . =B

i’n‘h

EESWLER AWS JSONKREERIEEH AT AT EAR, B2 , WEEEBE T ERG T A
AT EERANITHESE.

Condition Jt# (5f Condition E#) AJ BB IEEFRARN ERHEMYE. Condition TEREAE
B, BUUBUFRAKGTEEFHNRGEEER PINERZ/DR) , REBBEHHOERGEMBERPHE,

HRERRXFIEESZME Condition THE , WEAEE — Condition TEFIEESMERSIE , AWS
EEAELE AND BRAFFT M. WRE/E—RUHERCIREESEE , FEABBORER R AWS 5
fhiktt. LENEREHRE , TEREFRXVFTFT,

BRI U EEEGREREAEZVNESE, §l , REEIAMEAEEBERERI , S aLlgE
IAMEF & ZEERVER, MEFMEN , 20 (AMERERE) FHIAMBEE TE | SEFE
E

AWS X E2 R4 SRNBBEERE SR, BEEFME AWS 2EKGRIR |, F2EH (ERE
M) PHAWS 2EFEAEAIAMBREIE.

EREE AWS BERETHRFRHSRFE K FE2ABRBRESEFHAWS EFRF BN RESR, FEE
BT LERARGSRNBENER  F2HEAWS BT EESHEIE.

HEME AWS ERHPES 5B BEFRANES , F2H, EEDEN S5 HEI B FBEEH AWS

ACLsSTE AWS F) AR 4R
F#ACLs : £

FEUEFIEE (ACLs) 2HMEEBRE (IRFKE, FHERAR) EAFNERNVER. ACLsELL
RUEFRAERNRE , AT ERISONBERIAHER,

AWS SE M R AR el $E B E A 1AM 137


https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS B AR EHAEERE
ABACEE AWS &M HE 4R
X 12 ABAC (ERE R IVIER): 35

UBHEAERAFEUES (ABAC) R—EREXRE , TRIBEEMEERER, £H AWS, EEEHE
ABRR. BULEEBHNMNEAVER (ERERAE) M2 AWS BiR, RiLBERNERRNE—
ABAC, R , IETLAERFTABACKEE | LMEEI’@EE%E’JF‘%EEMWEEaﬁﬁﬂﬂﬁﬁﬁlﬁtﬁﬁﬁﬁﬁﬁh
SRFHER.

ABACTEREMRHIRETFREER , YHEAPRERERSEEENER.

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGETESD , REHEREA.

MRBHEXESEEREEN B =ERG SR DBEZBBEMS , EA Yes. IRBBEIBERLE
REEN =@ k4 iR , RIEA Partial.

MEEBNFMEFABAC , F2RMTEREABAC? £ (IAMEREER) 4. EERRIERESR
KB ZRIEABAC , F2H (£AKERE) TH (EAUBHESERNFEURE (ABAC) IAM )

Al AWS BIREMRBRFERARIEEA
XEREEE 2

ERERRSRBREE XL AWS B TRER., MFEHEMER , SEWLE AWS R RiREE
ABRHEERER AWS % |, F28 (AMERAER) IAMBRRER B X,

MREERART EAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & i
e, Bla , BB AWS EHATRIMNE—&F A (SSO) EEAENE  ZEFEEHEVERRE, &
"‘J«XEFE%% TRATEAE , RARVRACH  CEEBEYRRER. UEEBYRACGHFEEER
A, B2E (AMEREER) B (URIAE (EEE) .

B AR AWS CLI RFEBE U ERIFEE AWS APl, A%, B ERAELREEAERRER
AWS, AWS ZBRLBEELREEAESN  MIFEARPEDNER., UFFMET  FSEHIAM,

AWS BERFEHEF I TR
X REHFFIMITERE (FAS) : 2

EEEREAAMERASERRTHER AWS , SRHRAISRE, EARLEYE , BT
ATRERE  ETETRRETRDSE —EBE. FASRERESREFUNER AWS B | L6
TR AWS BH B THBBRHUER, FASRARRBRIBERLME AWS Bl EREDT R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS F AR AR ERAEER

REVFERE , TEREFR, EUBERT , ELAEFHTEMEBFENTA. BERHFASHERIEN
REFFHES  FSRERSBEHE.

AWS R ERENREAE
TERKAE 2

BREACRRBEBREAREMTHENAMEE, IAMEESTURPEYT, EINMERRESE
IAM, MFFHMAEF , F2H (AMERER) AWS BHHHE L A B ERERIE

/A Warning

SPEFREACHNERITESHE AWS BRERPHEIIE. REE AWS ERFIEREHIESIR ,
mERBAE,

BEREPER & 285 B R AEH AWS

RIZTERR , FAENARKIEEIIEH AWS EMHPEEFRNVER, MmAtEEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) #1174 AWS APl, &E#FE
FEREHMESRITEENER , IANMBEREETLEILIAMEKR, A%  KRREEETLUSIAMER
FEEAE  FREUTURTELAEG.

a2 AR aN{AIfE AR S L # 01 JR B S RS AIAM S 238 B AR AIJSONK R | F2REAEREY
MY IAMER SZ IAM R B .

WE AWS Resliance Hub FTEER 2 BMEM B R\ MNFMEN , SHEBEARNSE REBERWKEN |, 7
SRREZESEDAWS EFEFIENEE. ERNEHSE,

&

- BEREEK

- FH AWS ERFPEEEE

- AFEAEREMMBE ST

« B TR AWS Resilience Hub &
- FRERARENFA

- MERERAEXFTH

- AREEAERNEYEZEL

- MBS EEAREINERSEL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html

AWS B4R fEREEE
- FAKERERAEFERAER

HERREEH

LEDEBNAERNFERSREFAERSWUEN, FEEMBREIIRSE HH AWS Resligent Hub &
R BEBETREREN AWSIRFELER, ELEUSRES 2 HBEKRK , FERTIEARE
®mEBE

- B AWS ZSERANWBOREERER — EEHRREFAENIEERNER , FEAT
REFZERFHARAERNAWS SEEFE, ©MEEN AWS IRFE. BEREBEBERBENE
FHRGN AWS EFEEHXK  E—SREEHAER. WEFHFHEEN  F2EAWS JAMEAE
) PEE TEBENAWS SEERIRNZ EENFE,

- EARERRER — ECFEARARERRE  INMRBEMTIEMENER, AERLAN ,
BRERERERG TALBESEERRKINEE , ELBAREKERT. NWEFHRERAEAE
[RIAMBYEHEEF , FER (ERER) IAMBHIAM CREESEER) .

o {FAIAMERE IR E — S REIFI — SR UE R P EEE | UIRSIYESENERNFE.
flan , WA ARBEBRGH , LUSEXBEFERBEFBERSSL, &4 o] U A R4 2R 1R L ¥ AR 75 &
ENFEVE (NEBSE) FHIELE#E AWS IR , #l41 AWS CloudFormation. MEFFMER |, 5
28 (IAMERIERE) PHIAMISONERETTE : &4,

 f£M IAM Access Analyzer Bt E LN RIAMEA] |, IR Z 2 M IEEMRIER — IAM Access Analyzer
SREFOMNBEENER , UERAERIAMEAFES (JSON) MIAMEEME. IAMAccess
Analyzer 12 iti#i8 100 HRRIRENATHER  HEHZRERLBEEENRE, MEFHEE
7, F2RIAMEIAMAREETR N FID e R BIRE,

- FESHEBE (MFA) — NREHRFIZEFAMAZESR root FHE AWS IRFE | FBERBUAIESEE
AMFARZ £, ZEREFUAPHEEMFAREZE , FERAPHEMFAGRYE., MFEFHHAER A F2
B (AMERIEmM) 1 < BEMFAZRENAPIEFER >,

WMERREEENFRERAIAM , F2H (AMERER) IAMPR "2 M HEEE. .

£ AWS ERHEEES

EEFHAWS BEtmETERE  SBXAHARD —EER, ELERLAAFEIIHIREHE
AWS tRF. AWS RGBT HEAMEFTEREN S TEBER , AIBREERHENER (£
EYAG)ME , TREAMEENAEEE.

BAEEAERE AWSCLI SiBTERENFEREATRIETIEAER AWS API, kit , RAKFEFER
BFEMMPERAITZAPHEEN B E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS F AR AR ERAEER

o

EERREAEMAGMATLUER AWS Resurability Hub £ 4 |, FEEEE AWS ER+
¥EConsoleAccessHReadOnly AWS ZSEEWRRIMMEER, WEFHENR , F28 (FAE
) P GSERFEEIAMERE)

THIXRIZEFEHE S H AR AWS Resilience Hub TR AT EEFRNER , (EFEEENL., FHN
MIERIELEE IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}

RFHERERBMFIBSHFTH

WEGBERMAENFE  BEAMAERBEMNEEERAES2BINABRNZIEERL, RIS
EEFEAE LHUBRKRF A EAR TR ILEEN AWS CLI #R AWS API,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS #) R id

ERAEER

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

5| AT AR AWS Resilience Hub FEF

THIFRAFEFHE S| H A AWS Resilience Hub FERRE XY ERR,

"Version": "2012-10-17",

"Statement": [
{

"Sid": "PolicyExample",
"Effect": "Allow",

"Action": [

"resiliencehub:ListApps"

]I

"Resource": [

nmin

PR e AE N FT A

THIRBETZEFEREREIEE AWS Resilience Hub FEARER R ERR,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"”
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

il B PE P 2 X B
THIRmEI2 e FE & MBR4EE AWS Resilience Hub FE AR R AR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

AREEAERABRIERELS
TORAREEE A & & ¥ 45 EFE A AWS Resilience Hub BXNE Y EREARNER,

"Version": "2012-10-17",
"Statement": [
{
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ERAEER

"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

MRS ERAREANERELS

T 5| FRAFEFERAEMERIYEE AWS Resilience Hub EARRER 2 B Z ST A HERR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [

"resiliencehub:DeleteRecommendationTemplate"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

ERABERERNEFREAER

T FRAFEFEREFERIEEEREREH AWS Resilience Hub FEFARE R HIERR.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [

AWS 5EME AR G EL 2 A 1AM
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"resiliencehub:UpdateApp"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-
west-2:111122223333:resiliency-policy/*" }
}

}
]
}

R EIAMA & F IR

AWS Resilience Hub BB EEHMTEARN AR EFHNIAMAR, BB BSEANET
FRIE , AWS Resilience Hub SRS EERERXE RN KB FZEMRE, E2 , AWS Resilience Hub EZEfE
AUTREE:

- EABENGE — LtAGKEERIIREFHERMMEH, AWS Resilience Hub A& &E It A& @ RIZEUE
BREIANER.

EERUUAGHERNERE AKX ATETIESR

- BEERHMEBEREPR (AWS Resilience Hub BEEFE A
FAWSResilienceHubAsssessmentExecutionPolicy&EBR).

- SEFRASRELHAER , 7FE AWS Resilience Hub FRIEEBBFILAE, MREHIEEHRE
REMWEAE , AWS Resilience Hub B ERREUZACHIER. MEFMEEF , F2MHthe
section called “27 8% 6 : SR ERR",

(® Note

MELEREFUEAEERE  MASNERVAHMIRSA , Bl AWS Resilience Hub &
EHMRESFEALACEBRENBIRFER, 5%& , BALAARNs A EMIRSEEREA
&  ELREEARARFUEAEERE,

- BHEINEHIAME FEHE — AWS Resilience Hub #ERA BRI ERIAME ZIENEARERER.
EHENERMRTENRERE | AWS Resilience Hub #$IAMIE T 3| AR REZIER :

« AwsResilienceHubAdminAccountRoleft EBIIEF

« AwsResilienceHubExecutorAccountRoleft H#uiEFE
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A\, BEEEHEREMETELEF , AWS Resilience Hub &S E€#&1E
#ZAwsResilienceHubPeriodicAssessmentRole &,
{fBAwsResilienceHubPeriodicAssessmentRole2 , FEEFEH K RALKEFHREACH
FERR , I B R LEThaAE (N Drift BA ) AIREEIEE TR,

AWS 18 IR HE & 73 58 7l E2 17 H %% 2

FRTHEATZBELERISERER AWS EMFEMEETEEBIINE RBEEIAM,
TR
. REEFTEE AWS BUERRSPHITIRE
o REZEFEHIT iam ; PassRole
« REAFRUANAFRER AWS IRFE 9 AWS #EMFLEIR

BRERBE AWS BN ERSFFHITRE
MREWRER , FHERERENTEHE , EHBERLEAER , AFFERTBNE,

EffAmateojacksonAME ERFERA R ERWREEmy -example-widget ERWFFHAER , B
REEHBMWresiliencehub: GetWidget BERRKEF , MR 4L T HIEFIEEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

FEHBERT , BAEFH mateojackson EAENEER , RFFEM resiliencehub: GetWidget B
YEZE my-example-widget &R,

MBEBEEWHBY , SBHEEN AWS RIMBEEES, FNEESRHEEZNEEERE.
K2 EEEHIT iam : PassRole

MRBIRB|RFEHTiam: PassRoleBEMEERALE |, BIXNEEHEMELR  UAHEEACEE
£ AWS Resurity Hub,

BE AWS B A ESREACEEGHERE R MARBUFNEBEEALIRBEEAER, NFEH
THER B4 AR ACEEEZRBIFT .
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EZBNFERAIAMEmarymajor ERFEH XL AT AWS Resurative Hub RETEIMER , MERET
HIEHITERR. BER , BFEBRBREEFEREACER TN T. Mary REKAGEEEZRBHIFTFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary EURAEEH , AFFM#IT iam: PassRole Bk,
MREFEHRE , FHEEN AWS REEES. CENEESREENEZRRE,
REAHFRUNANAFER AWS IREF B9 AWS EHEHLER

BRNEY —Efe  BHMAIRFHINERAERNEEBATHNAESTRENER, BUNUIEEERFH
LEFYHDEXAR. HRIBEUNEFRAERNBEEIFIIRGEE (ACLs) WIRF , LR LUMERE
ERRREASFNENER,

WMEE-FTH K FL2EUATRE

- ZEBME AWS EMFIEESESZIEELINRE , B2EAWS EHEPENAEEFER IAM,

- EERBNIRMBEFIEEER AWS tRF WEFEE | 528 (AMERAEER) B AWSIRF B
(REEFEEEREMAMERE)

- EEBRRNAEEREFIEIEMISE=S AWSIEE | 528 (AMERIER) PHEHRE=H
AWS IRF #E5HFEE,

- ZEBRMBIMEBHE G 9B REAFEEE  F2EEAERTPHREAENAIBBRFEEHAME R FE
B (BoBa).

- EEBEMBHHBREFEINEAACEUERAERNERCENER | B28 (EFRIAMERE
By IAMFBH (BIREERER .

AWS Resilience Hub IZENfER £ &

BT LAE R AWS Identity and Access Management (IAM) REEBEARERERNER , UKEBYER
E2ERE, BESABHWIAMEEE,

18 AWS Resilience Hub FEARERN AT LAFRE A the section called “HIEAE” (IAMAE) ,
FAENEAAMERER UR—HEARBIRFNHETIENEAERAER), ELAGH , B LM
MEEFIHM AWS ERFEAEXAERIEERANEFERL. AWS Resilience Hub WL E B BNUEER
HHEE AWS Resilience Hub RIEEEMEEFE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS F AR AR ERAEER

EEEHEARIWER , BEEMEHAthe section called “AWS S EEHE". &7 LU R ETEMAE®K
PERTHEAELZEENERE  taAlERAECMEAREBCHREMRENES, REATUFERE
ARG , EEREREFHTRBIENEHEER,

MRENEARAERNVRATENIRSE (RERR/ERIRS) 7, E4AESESZSEARXERNIK
MAPREM AR,

3]
« the section called “fEHIAMA &
« the section called “fE f B g {E A IAME R~

FRIAMAE

AWS Resilience Hub #E AR EERZNRBIAMAECREFNEEZRFIRE/ERIRFTNER, ER
FHERNESERRER,

xR
« the section called “FEI} & A&
« the section called “BIRFFZHTE AWS tREHWA®”

FiLE ARG

AWS Resilience Hub FEIY & & 2 AWS Resilience Hub fRE&FH AWS IRIEFEREY AWS Identity
and Access Management (IAM) A&, flf1 , EANBRYFWUEAE K ZXACEEEFEHCANEARRHE
BUERNER, FAERMHNMAEL, @EREEEARIFUEACHMERENR.

BHEVERAERE  SSREEFUEAE, AWS Resilience Hub B#&EEAERKFEHTMEE |, R
ERAETEFEEENER, & AWS Resilience Hub EFEAIEFWUEAE K AENETFREANEE
AWS Resilience Hub fR# 88 (81 hub.amaz onaws.com) ¥8EBZEEN R,

FERARARANFUESE FREEERTES EBRAERX], ARk AR AR B
ThRERIBIE [ERTHERR]

BU L ERtERAEAFUEACHENBRER K IEAEXREALRATRANACREFIERRE
NE R

ES- |
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- the section called “EXIAMEZEAEFEIFUEAE”

- the section called “EE A€ IAM API”

- the section called “fE A ERERFEIJSONEE”

EEAMEZERRIFUESE

# AWS Resilience Hub ERUAFEL AWS BBEMENR , BLAERAEIAMZ A EEEIRF PR FY
EAG, NEAEERAIAMERSEYAGNFEEN , F2REL AWS REA® (FE£8).

FEIAMAEZRAETEIRFHIREYFUEAS

1. BRUIK IAM B9 https://console.aws.amazon.com/iam/ £ &,
2. EEEBEBERYD , BE [(AQ), RREE [BAIAB)
3. EW[BFIEERA], £ [BFIEERU REREHTIERL , REBEFE [T —F

® Note
MRENWERNRATENERSF , I AESERFTELAG , WerHEMIRS ERX
ZIRFEERE.

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"
}
]
}

4. FE [FrISFEFR) EEAY [REREAR E
EXAWSResilienceHubAsssessmentExecutionPolicy™ , A [kARHFE BB BERER
Al] , A& 3% Enter H R,

5. EHURAl , RRZBE [T -]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console

AWS F AR AR ERAEER

6. E[ABFMAER ERY , T ([ACE8 ARTAAKE-—NEBEERE (H)

WAWSResilienceHubAssessmentRole),

LMV EEIFRHFMN +=, .e-_/ FT.
7. (EEN) E [RE FRPEATEACHRHA,
8. EEEVAG,

EEREBEARGMER  FELSR6 PREURN "SR BIEENER, 5L "SR2: E
BR., BRAAN TRE. Bl

BuWMEAGNERAE (WRER) <& , BULEEARARERAEAELAE,

@ Note

ERVREFEARRE  SXBHEFUAMEACH B ERE/A®Niam: passRolelE
R, BR , BFFEZILEREN AT BT,

EEA® IAM API

AENEERASRTEEIREEIXACHNER. HEEA AWS Command Line Interface (AWS
CL)EBNAE 6 FEMcreate-rolefEs. FRALKB SR , BUNABRIEEETRE. THEHFHER
WA B AWS Resilience Hub fRFEH =R ERRBIEENAE.

(® Note
HJSONFZRFRPAERSIR (' ') WERTEERIBE shell IRATMARTE.

B M create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '({
"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
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}
]
} 1

ERERERSIEISONERR

B AEAERNISONERERACHNEERE , AEHMITcreate-rolem .

ETHEHIF | trust-policy.json2 @SB RIBHHPEERANER, LEHE
#EH#HTcreate-rolem T MEAR, create-rolemTHBHETE THA®H

B, EEKERFIBEAE | B5F Hattach-policy-to-roleds ¥ , ARB BT LA H 18
ZAWSResilienceHubAsssessmentExecutionPolicyEEBMERL, MEERHLZIEEFRANE
&R , 552 Bthe section called “AWSResilienceHubAsssessmentExecutionPolicy”o

M trust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}

%5 create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

&1l
{
"Role": {
IlPathll: II/II’
"RoleName": "AWSResilienceHubAssessmentRole",

"RoleId": "AROAQFOXMPL6TZG6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T723:19:127",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
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"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

}I

"Action": "sts:AssumeRole"

]

¥ M attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

BiRFEFIATFE AWS iIRFH A e BEl
EENERVARZ/ERIRETR , ELAESERRETFELAR , FRERNFEEHE AWS
Resilience Hub RN, AEBRUEFREFUESCRVEFEM , SERNBERERN.

(® Note
BB REERFMENRERETFELAE,

ES |

« the section called “EEXE AR AEXE/ IAM BRIREELHE”
« the section called “BE A |IAM API”
« the section called “fEAEREZEFJISON/E A

EXEREPRRE IAM BERIRFEIAR

# AWS Resilience Hub ZR{AFEHE M AWS IREEFH AWS REMER , BABESEKRFEHPEL
A,

ERAEERAEFRIAMEFARE/ERIRREELAS IAM

1. BIR{IH IAM B9 https://console.aws.amazon.com/iam/ £ &,
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AWS SIREIERR A% ER
2. HEBERYT , RE[AQ], AREE [(BUAE]
3. EBEW[BFEERA], £ [BFIEERR KREFPERHTIRR , RREE [T-F,

@ Note
MREMNERVRTENRSET , ALBEERSEIRFHPELA® , WiFrHHEMRSERRX
BIRSREERRE,

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
.

"Action": "sts:AssumeRole"
}
]
}

4. 1E [(FIBER) EEM ERER E
EXAWSResilienceHubAsssessmentExecutionPolicy™ , A [kARHFEB B BERE
Al] , A& 3% Enter H 1,

5. EHURAl  RRZE [T

6. % [ABHAERERT A6 Z([AREB FRPAAE—NAEER (F
WAWSResilienceHubAssessmentRole),

7. (EEN) E[RYE SRPBARTEACHRH,
8. EEEVAG,

EEREBEARGMER  FELSR6 PREEUR "R BIEENER, L "SR 2 #iE
EBR, BERAAN "wmE.) &Rill.

o BEEELFUELAENsts:assumeRoleBIRFIEZNFIELAE  FeEFEHEREREFE
TFARB,
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HEERVNESEARESAE  #TIRAFEEFUESS .

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
1,
"Action": [
"sts:AssumeRole"
]
}

EEA® IAM API

AENGEERAISRTEEIRBEIXACHER. EEFEH AWS Command Line Interface (AWS
CL)ENAE , BEfEAcreate-roleff®, FRALGSE  BUNEERREFTHRE, THEHMIETR
mM{A$ZEE AWS Resilience Hub FRI§ X EBERRBEEN AR,

(® Note
HJSONFRFERERS|R (' ' ) HERTRSRBIER shell REMBFATE,

B M create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}'

B UERAERNISONERZRERABNEERA., ETHEHF |, trust-policy.json BHE
Bl B & HER,

ERAERERFEISONRA

B AERERNISONERERACHNETRE , AEH Tcreate-rolemHo
ETHEHIF |, trust-policy.json2@EEBEHPEERANER, HFEAE
EH#:Tcreate-rolemTHMEAR, create-rolef S HERE THAREH
B, EERERFBEAR | FEF Hattach-policy-to-rolef@i ¥ , RE BT LULHE
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ZAWSResilienceHubAsssessmentExecutionPolicyEEMEREAl, MEAMUSEE RN
&R , 552 Bithe section called “AWSResilienceHubAsssessmentExecutionPolicy”s

M@ trust-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"
}
]
}

B @ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

£ 51 %
{
"Role": {
IIPathll: II/II,
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
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]

iy

"Action": "sts:AssumeRole"

¥ M attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

£/ B Al fEAIAME IR
MREBEE A B A EAIAME RR AR S MBATIRE | BRI R, BFLL

#&AWSResilienceHubAsssessmentExecutionPolicy & I K 5 BE M AN ZI B HY IAMfE FR 35 = 2 48
WEREHEBBNAR,

E—-iRFRE

EA LERIVEEREZUEEAFERRIIKRF P EENERARERF LETRME, 1AM
BFIERTEERE

BN EBINHA® , AwsResilienceHubPeriodicAssessmentRole= 8E# AWS Resilience Hub

1THERE R FHEAEEI T4

® Note

- FREAACHNHGE (EELAERINFARERE ) K, TEERTE,
- AEEBUARAwsResilienceHubPeriodicAssessmentRole,

BY A # AWS Resilience Hub TR FE(LAEEI T 46

1. #§AWSResilienceHubAsssessmentExecutionPolicySEENFEAMMNEAR,

2. FETHIXRE , Efprimary_account_idREXZERAERXEH TG
B AWS tRF, Ltk , A ESHEHREFTAN A S EHBEBMNEETRA
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ERAEER

(AwsResilienceHubPeriodicAssessmentRole) , BA3%F AWS Resilience Hub BRIEH&IEHE

EFHEABHNER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"

]I

"Resource": "arn:aws:iam::primary_account_id:role/

AwsResilienceHubAdminAccountRole"

Iy
{
"Effect": "Allow",

"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam::primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"

]

EHRET L ACKNEEEE (AwsResilienceHubPeriodicAssessmentRole)

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "resiliencehub.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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3

BIRFRE

MREFEHEEZERFNAWSEMFE  IEETYIAMERERER, BIBENERRS , 58 AWS
REAREEER PR, 5% AWS Resilience Hub EEIRFEFEE K SZETIRFNAE :

- TEIRF — LEEEPFRURABRRNLHTIMEN AWS RS
- REERIRS — ERFIERN AWS iRk,

(® Note

- FRERACHHGE (EFLEARINAREAR ) K, THEERIR.

o MEEREEF A LAFEL Amazon Elastic Kubernetes Service BIEF#IE A , 552 B, the section
called “BX AWS Resilience Hub FA¥f Amazon EKS &£/ FE”

FERFRE

BHBREFTERFAwsResilienceHubAdminAccountRole BV A |, RYA AWS Resilience
Hub ZFEES REREZX AR, LACRKANREIRE AWS IRFFEEfERNEMAR®R, EXAEZER
BEVE R R,

® Note

- AEEBYUARAwsResilienceHubAdminAccountRole,

- EXAETERFHE,

- BENIAMERE/ABLAEGRELABRNiam: assumeRole R,
« LUfHRB#secondary_account_id_1/2/...BRERFEZBIBER .

THRAMEHEAGHHATERR , LEMAWS tIRFFHEMEBENER

{

{
"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",

1,

"Action": [

"sts:AssumeRole"

]

}

EEE A (AwsResilienceHubAdminAccountRole) BIEERBMT :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
1,
"Action": "sts:AssumeRole"
1,
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
b
"Action": "sts:AssumeRole"

REIEFRIRIRERE

EEERrRERES , BUARETFHIREAwsResilienceHubExecutorAccountRoledf B LiRE T
NEEEAE  THEEBTHAR®. B AWS Resilience Hub Rt A& ARBHENE L ENEARERE
R, Attt EEEENER,
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TiB |, BABAEAWSResilienceHubAsssessmentExecutionPolicy S EEMEREAMMNEAE |
It Fft 0 Executor A& F A,

BTEABEERBNT !

{
{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"

}I

"Action": "sts:AssumeRole"
}
]
}

AWS ZEIERBEE AWS Resilience Hub

FAWS EENKMEHBUNEENE LR AWS, AWS ZEEN KB EERTZERERARS
RUER , UEETURBREERERIGERE, FEANAE,

saclE , AWS XEENBRABRTEAECNEEEARIIRESEERER , IAELERAIHMEA
AWS BF R, RMEBEERCRARFEBNEFEEEE , MEE-DRDFFA,

HEEEER AWS EEXBPERNER. MR AWS B AWS SEERFRAPERNER , AILE
FaEnmRANRAEEZRER (ERE, BENAR®), AWS EFNREBTHAPHER T HRAMR
AE AWS BRFE RfF , B ATREER AWS ZEEAYREL

WMFFMER , F2RAIAMEREEFHAWS ZEEFE,

AWSResilienceHubAsssessmentExecutionPolicy

& BT LAMf iNAWSResilienceHubAsssessmentExecutionPolicyZEIEHIAME 17, BTG | It
FRAEERERM AWS RN FEER , UEHITFEM
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AWS B4R fEREEE
FTAIRFAEEA

WEERESRZ MO |, LUEASE R AWS FIS MSOPEI A% #E] Amazon Simple
Storage Service (Amazon S3) f#fF&r#8. Amazon S3 TFREEE WL AL FHEHaws-
resilience-hub-artifacts-., MIREFLEEMEIS —{8 Amazon S3 FEFETHE , A
LATE PP Y BS 1T b ¥ECreateRecommendationTemplateAPl, MEHMENR |, ES
BJCreateRecommendationTemplate.

HBERBE U TR :

« Amazon CloudWatch (CloudWatch) — ¥ EUE1E Amazon R ENFIEBREE R CloudWatch J«:{E’:
BREARRF. A, RFEEAHcloudwatch: PutMetricDataX B fiResilienceHubfi & %
AR EME D A CloudWatch 18,

« Amazon Data Lifecycle Manager — U3 E2S& AWS iR S #H B85 2 Amazon Data Lifecycle Manager
BRI IRHDescribefF .

« Amazon DevOps K& — Il 30 12 HERI& AWS R S ABBIEERY Amazon DevOps KETE IR
HDescribefFd,

« Amazon DocumentDB — %Il tH I {2 B2 i8 fIDescribetR FAERAEEAY Amazon DocumentDB & JRAY
&, AWS

- S5 E DynamoDB &R — Il i W12 it B £k 5 #H BB HY Amazon DynamoDB &R
fDescribeffa, AWS

« Amazon ElastiCache (ElastiCache) — ABELZH AWS iR FHHEFER ElastiCache BifiE
DescribefFl,

« Amazon EHEHEEL (AmazonEC2) — 5l H i iR LB &R AWS RS HEEIERAY Amazon EC2 &R
#DescribefF .,

« Amazon A28 Mk (AmazonECR) — BEEH AWS 1R FEIEH Amazon ECR BIRiZ
fDescribefF ™,

« Amazon B A 2RRHE (AmazonECS) — REEH AWS itk FEAEERY Amazon ECS ER#E
#DescribefFl,

« Amazon Elastic File System (AmazonEFS) — ZEE&EH AWS itk FHEEIBERY Amazon EFS BR{Z
ftDescribefFml,

« Amazon Elastic Kubernetes Service (AmazonEKS) — %Il tH 3 12 B2 I8 iR S BB AY Amazon EKS &
JRHYDescribeff®, AWS

« Amazon EC2 Auto Scaling — %I tH F{2HEZR AWS 1R E BB A9 Amazon EC2 Auto Scaling &R
HDescribefFd,
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 Amazon EC2 Systems Manager (SSM) — AE2/&H AWS iR SRR SSMERIZ#tDescribesf
A,

« Amazon #BEF AR (AWS FIS) — FI| P IR HEE R AWS tR FHEBIBEAY AWS FIS BRI E &8
AHDescribeFF .

« Amazon FSx {88 X4 R# 25 ( AmazonFSx ) — %Il i SR HEE IRy AWS 1R FRFBERY Amazon FSx
&R Describesf .

« Amazon RDS — %Il 5 i R B2 4% AWS 1R FAHESBERY Amazon RDS ER#DescribefFdl,

- Amazon BE#R 53 ( B4R 53 ) — Il MR HEE AWS 1R FAEBIBEAY Route 53 BiRMYDescribef’
A,

« Amazon Route 53 Resolver — %l i IF 12 B £ AWS 1R F FH B3 2 Amazon Route 53 Resolver &
JRMIDescribefERR,

« Amazon fHEB AR (AmazonSNS) — 5l H i 12 LB R AWS R F BBEERY Amazon SNS &R
MDescribeffHl,

« Amazon fHE{TH IR (AmazonSQS) — 5| i I R L E R AWS 1R FBIERAY Amazon SQS &R
HDescribeffdl,

- DEREERMTRE (Amazon S3) — I H MR AHESE AWS 1k FEE#RY Amazon S3 &R
HIDescribefFdl,

® Note
BTN, REEMERNERFERZIEBEREHN , 8l AWS Resilience Hub &£
s3: GetBucketLogging #ERIEFIT K FEfL. 718 , AWS Resilience Hub &R — ISR
B, IHEBEXRNER  WiREERARITEHEER, REREEENERARITITESK
R , FEESERE,

« AWS Backup — B i DescribeERBEE & AWS R S HHEIBEAY Amazon EC2 Auto Scaling &R
.

AWS CloudFormation — % HifDescribe BV & AWS ik F+EEFEE 2 AWS CloudFormation 3t
BERENER.

AWS DataSync — Il { I iR B2 IR AWS 1tk FAERFEE 2 AWS DataSync BiR#IDescribefER,

 AWS Directory Service — %] i 3 12 E2 IR AWS R S #HE3E 2 AWS Directory Service &R
fDescribefpR,

AWS Elastic Disaster Recovery (381 {8 R) — IRMAEMSR AWS IR S HBBHN BN KB EBERER
HIDescribefER,
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« AWS Lambda (Lambda) — %I i 3t {2 B2 48 AWS R EAERIEERY Lambda B R#YDescribedF o,

« AWS Resource Groups (Resource Groups) — %I tHiF 12 B2 5% AWS 1R S%AEEBES < Resource
Groups EiR#Describe R,

- AWS Service Catalog (Service Catalog) — %!l i 3t {2 it B2 #& AWS R FAERFBERY Service Catalog &
JRMIDescribe &R,

« AWS Step Functions — % 5 3 12 L E2I& AWS R FA8BEEE 2 AWS Step Functions &R
HDescribefER,

» Elastic Load Balancing — %Il i 3f {2 B2 48 AWS 1R 5 #H BB Elastic Load Balancing &R
#DescribefER,

« ssm:GetParametersByPath— EMEAILERREE CloudWatch B , AIFZ AESOPsHI FE
RAEFRENER.

AWS IRFEZETFIAMKBIREAERE. EREHENACHEER  EEERALHERENT
AHE R FE AWS IREBATEN A ERR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSResilienceHubFullResourceStatement",

"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
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"dlm:
"dlm:

GetLifecyclePolicies",
GetLifecyclePolicy",

"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots",
"docdb-elastic:ListTagsForResource",

"drs:
"drs:
"drs:

DescribeJobs",
DescribeSourceServers",
GetReplicationConfiguration",

"ds:DescribeDirectories",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",

"ec2:

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

"ec2

"ecr:

"ecs:

"ecs:

"ecs:

"eks:

ec2:
ec2:

"ec2:
ec2:

ecs:

ecs:

ecs:

ecs:

"eks:

eks:

eks:
"eks:

DescribeAvailabilityZones",
DescribeFastSnapshotRestores",
DescribeFleets",
DescribeHosts",
DescribeInstances",
DescribeNatGateways",
DescribePlacementGroups",
DescribeRegions",
DescribeSnapshots",
DescribeSubnets",
DescribeTags",

:DescribeVolumes",
ec2:

DescribeVpcEndpoints",
DescribeRegistry",
DescribeCapacityProviders",
DescribeClusters",
DescribeContainerInstances",
DescribeServices",
DescribeTaskDefinition",
ListContainerInstances",
ListServices",
DescribeCluster",
DescribeFargateProfile",
DescribeNodegroup",
ListFargateProfiles",
ListNodegroups",

"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups"
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"elasticache:DescribeReplicationGroups",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperimentTemplate",
"fis:ListExperimentTemplates",
"fis:ListExperiments",

"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",

"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots",
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
"route53resolver:ListResolverEndpointIpAddresses",
"s3:ListBucket",
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"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",
"tag:GetResources"

1,

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutObject",

"s3:GetObject"
1,
"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubS3AccessStatement",
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"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"

]I

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"
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AWS Resilience HUbAWS S & RN EN

%8 AWS Resilience Hub Bt RFEBAEBMIE LB ETLURKN AWS SEEBEREHMFMER., WEF
L EESENEEBETR , 53558 " AWS Resilience Hub X#528% . EE - HIRSSHE,

g% iR H Hj
AWSResilienceHubAs AWS Resilience Hub 2 8 2024%F8H01 H
ssessmentExecutionPolicy— ¥TAWSResilienceHubAs

gF ssessmentExecution

Policy BA#RE@Describeff
A, AFFETE Amazon
DocumentDB. Elastic Load
Balancing SA KR #4754 AWS
Lambda K7 EVE R R AHAE,

AWSResilienceHubAs AWS Resilience Hub B ¥ 2024%3H26H
ssessmentExecutionPolicy— #TAWSResilienceHubAs
gF ssessmentExecution

Policy BA#RE@Describeff
A, AR EEH TR
FEEY Windows 1& R A fR 85 #Y
Amazon FSx #H5E,

AWSResilienceHubAs AWS Resilience Hub ¥ 2023 £ 10 A 30 H
ssessmentExecutionPolicy— #TAWSResilienceHubAs
30 ssessmentExecution

Policy A#REdDescribef#
R, LA EBEITIEE
FEHY AWS Step Functions #2

AWSResilienceHubAs AWS Resilience Hub 2% 2023 10 A5 H
ssessmentExecutionPolicy— #TAWSResilienceHubAs
8F ssessmentExecution

Policy BA#Describe¥F&F
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ERAEER

gE

AWSResilienceHubAs
ssessmentExecutionPolicy—

#

AWS Resilience Hub B #4538 it
g5

AWS Resilience Hub BA#43& it

DU SpG

A |, LAFEEHITIMERDS
BE7ZE Amazon FHIEIR,

1tk AWS Resilience Hub R 8
A B E Mt AWS RIS LA
AT,

2023 6 A 26 H

20236 A 15 H
HAWS SEERKBNEE,

AWS Resilience Hub A¥1BE&FMIAMERSZE

BALAEFAAWSResilienceHubAsssessmentExecutionPolicy AWS ZEEHEAM THEAH
—EAESERR , SIAMERIZE AWS Resilience Hub EAFEN AR, NMEEHE AWS SEEF

RIMEHMAER , 552 Bthe section called “AWSResilienceHubAsssessmentExecutionPolicy”s

LA AWS Resilience Hub A Y1 A B EEHBUR -

- AVEREBEREAEESAG

HYHE

. IAMEREBMEEEAENER

- IAMEERREAEEEACHER
- IAMIZERHEEFEURERYHERR

IAMERERBERE X EESAGNE
To R RN EEAEATEE AT EN NERR,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "InfrastructureApplicationManager",

"Effect": "Allow",
"Action": [

"resiliencehub:AddDraftAppVersionResourceMappings"

"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
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"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource"

]I

"Resource": "*"

IAMERKEEMHEEEABHER

THRARTFEREBUEESABHMENLERER,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
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"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

IAMEERRXHEEACHER

TIRAERERAEAARTEACHENLERER,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ApplicationOwner",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImportResourcesToDraftAppVersion",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
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"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

]I

"Resource": "*"

IAM % B2 I 38 77 BUAE A #E FR

THRAREMEREFNAFNLERER,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

]I

"Resource": "*"

1 AR REAE 22 FE A AWS Resilience Hub

AWS Resilience Hub X E A £ A REFiH 112 (SSE) B2 Amazon B EfF 2R 2 E £8 (SSE-S3)
REAZTE L (-) MEFEH Terraform MREER, AWS Key Management Service SSE KMSI R 12
B Terraform REERFEAEFTFIREN N S8 (SSE-C) #1TMH , B ELFEHEAER, AWS
Resilience Hub

# Terraform AREERE R E A E AWS Resilience Hub ZEE T HIAME R , EEEURR G ARERZMRE
LB,
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A ERFH Amazon S3 REFETRE A REREER

ZEZT % Amazon S3 REEFEIAMBUER MR |, 88 AWS Resilience Hub EBEULAEIIRSF £
Amazon S3 fFEFETE A HY Terraform AREERER

. BERREE — CRTIRSHE R Amazon S3 REFR LOAEFREE. NEHEER B2
BT 5B

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
.
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}

- BRI — ALERAERXNERD Invoker BT EE AWS 1RHE AWS Resilience Hub £ AWS B &I
IAMB BB S DB R, MEFMEN , BFSETHEH,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
1,
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{

"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"

(® Note
MREEAAWSResilienceHubAsssessmentExecutionPolicy S BB FKRE , AIFE
E| istBucket#R,

® Note
MREE Terraform SREERFERH IMBKMS |, BAEHFIE T Fkms : Decrypt R,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

RAZAREIRFER Amazon S3 EFFEBE A M REREESR

« EEFEEE — B Amazon S3 REFIFE LNREFEER  ZRFFBURES —FIXERF
. MEFHEF , FSETHEH,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-

role>"
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},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}

- BSAEKE —AWS IREEACHEB S R , ZABEE AWS RS AWS Resilience Hub E#117,
WMEFHMENR , B2ETHEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
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(@ Note

MR EFEHAAWSResilienceHubAsssessmentExecutionPolicy S EEN KK , BIFRE
ElistBuckettERR,

® Note
WMRIEH Terraform MREEERFE R MFEKMS |, BABEFIE T Slkms : Decrypt R,

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

B AWS Resilience Hub A ¥ Amazon Elastic Kubernetes Service &£ 17
EY

AWS Resilience Hub &8 7 #7 Amazon 2 5/ E /5% i 2R 5F 4 Amazon 3 Kubernetes BR# (22
BEEEKS) #5/5EM, EKS AWS Resilience Hub £ Kubernetes AR FHZ#] (RBAC) fHAER
FEfh H A Kubernetes (K8s) THEEH , ELTHEHEHE A Amazon BEMN —&85 . EKSE AWS
Resilience Hub E&3 Amazon EKS E2EUS T THEESE , BLETRATERE

 7£E Amazon EKS 5 HERIMNIRFE PE K FEAIRBH AWS Identity and Access Management
(IAM) B,

« BUAMA Amazon EKS BN FEAENAGTEEE | WS HMMBRERRE Amazon EKS E#£ERAK
K8s &R, NERAMAFEREMNA®IZE Amazon EKS EEMHMET , F2ERAVEASEEW
55 Ff & 1 & & FZHUE-Amazon EKS,
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AWS #) R id

EAEE

=]

£ Amazon &I & E#1TH Kubernetes AWS IAM B2 &2 SR AIAME B ZH Amazon EKS #

. EKSEEBRERPESHREEHRA, aws-auth ConfigMap

(® Note

- MEEBFTAaws-auth ConfigMapiREMFEMENR |

- MERBETREIAME 2 HFMER  FSRERERMTHN S 2#EE (EAIAME, HENA

&),

=%
aB

SR PN TEBEEET GitHub,

+ WZE Kubernetes A @A ZEIRE] (RBAC) HRENEFHMET , SR FERAEE. RBAC

AWS Resilience Hub EHIKRFE A HIAMA R EH Amazon EKS H#ERAMER. & AWS Resilience
Hub E77Hl Amazon EKS E£ANMEIR , AWS Resilience Hub A EiSFIERANIAME R EE
Kubernetes &40 , 3 B ¥ Amazon #E AN EREE ZHMESF T, EKS

AWS Resilience Hub 5 EH T A EHF —{EIAMA &1#2IEFE Amazon EKS #2557 :

s MREBHEAEASREAFTAUACAERNFEIREFRER , METAHBSEARLEARER
AWS Resilience Hub B{EIEANHILE AR ERS ARKREFE Amazon EKS #£,

T eERERERARAREAUACAERNERRERR , {7 AWS Resilience Hub 7EX

Amazon EKS #E £,

Primary account

Scheduler

AWSResilienceHub
ServiceRole

AWS Resilience Hub
8 AssumeRole using Service Principal
Customer
Describe-Instance fDS
—eScnienslance .
'3 N
AWS Resilience Hub
@ AssumeRole using Service Principal Describe-Instance _ E il

EKS API

W Ecz
LL’B} Exs

Secondary account

L

Describe-Instance

Describe-Instance

N
E.il ECz

AWSResilienceHubServiceRole

|

AssumeRole

EKS API

@'. EKS

s MREBHEAEAREAEABTNERAAMEERER , AIXAEFEHE Amazon EKS #5HEREH
REE I ZAwsResilienceHubAssessmentEKSAccessRoleHFIIAMA R, A& , LLIAMAE®

B RAREFEIUEK Amazon EKS &£,

TrEeEE T ERARARERMER B AIERAIAME 5

& F BB R Amazon EKS #5£,

, el AWS Resilience Hub ZEEE
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ERAEER

Primary account

A

Lagin

8

Assume Role

>

Current |1AM Role

AWSResilienceHub
AssessmentERSAccessRole

=

THEsERREEARIXEEAFEABNERAIAMEZFTE |, #10/7 AWS Resilience Hub FEURE

1R E LEBE AR Amazon EKS #5%.,

Bl Primary account

Secondary account

A——na—8 a —A— a—8——no @
Lagin Current 1AM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole
& AWS Resilience Hub ¥ Amazon EKS # &£+ & RHFEE
AWS Resilience Hub A& EZHIA Amazon EKS 5 FHNER |, BilE—RECHRELENFET,

£2F B AWS Resilience Hub &M

1.

{4 Amazon EKS #2ERERM AL EFT]
REIAMA & LL1FZEL Amazon EKS # £,

NRECHEAUACGKRERNFIRZEEAER , MITUKRBYHSRIBEHTLSR 2, YEA
FRARRIERAREANAG, MEMMA AWS Resilience Hub EHIAMBEHFEMER , FSMthe
section called “AWS 5& 4 A & 20T ¥ B E FH 1AM,

MREEEABNERAMEF IR ERARER |, BIX4BEEE Amazon EKS B#EHEREIMIRSE F
#iAwsResilienceHubAssessmentEKSAccessRolelAMA R, #A# , FH Amazon EKS #

ERFEFEALIAMALR,

EAMFEERARENE ,

AWS Resilience Hub & FIAMA& & 17El Amazon EKS #E+HME

Ro WWABEEIEE Amazon EKS EEEREMWIREH | WHEEE Kubernetes BHAYIE  HEAhE

&5 Amazon EEFT AWS Resilience

Hub EMFFT ., EKS

WRIER Amazon EKS E£ B AWS Resilience Hub FEItR B AMERIMERSE S |, BIEEAT

FIAMEEBRERILAE®., ERHIAMEEREF |, caller_IAM_role AR ERIIRFE K

AWS Resilience Hub,

FAPIsH
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® Note
iEcaller IAM roleREHM AWS FEHEIRFHEBNAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
.
"Action": "sts:AssumeRole"
}
]
}

MREH Amazon EKS BEMAEIRSE (82 AWS Resilience Hub FFILR FRREIMIRS) , BI%4E
FERATHIAMEFEBEREILAwsResilienceHubAssessmentEKSAccessRolelAMA :

(@ Note

SRIFHR  EEFIEBETRBER AWS Resilience Hub ERERFHIRE R Y
Amazon EKS £ £ , A BERESIRFFERN. NEFHMEN K F2H

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
.
"Action": "sts:AssumeRole"
}
]
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2. B AWS Resilience Hub EARERXE I ClusterRolef ClusterRoleBinding
(kRoleBinding) A€,

B ClusterRoledClusterRoleBindingi§iRE L EMMEEFF AT , AWS Resilience Hub B
Eo M AMFTEBER Amazon EKS BEEF R EMBZE —H o NWEIR.

AWS Resilience Hub B BTR THEP—18 | RIEHEHGEEEAEFEE , UEEEFRE
HEFE

a. BFIEDRZTEENEIEREE AWS Resilience Hub FEARER.

# AWS Resilience Hub E¥{4 Amazon EKS #EANFMER B ER 2 E RN EMY , BN ER
3 FHEClusterRoleB M, ClusterRoleBinding

« resilience-hub-eks-access-cluster-role(ClusterRole) — EZ {4 Amazon
EKS 5P AWS Resilience Hub EHFF

 resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
— 7E%& Amazon EKS #%resilience-hub-eks-access-groupF @B WEEARER
FAE , LLREF AWS Resilience Hub# 1T B4 5E PR ERIEF Ao

A HmEEEEIGHRE#EREF AWS Resilience Hub FEARFHNERADOT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
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- apps
resources:

- deployments

- replicasets
verbs:

- get

- list
apiGroups:

- policy
resources:

- poddisruptionbudgets
verbs:

- get

- list
apiGroups:

- autoscaling.k8s.io
resources:

- verticalpodautoscalers
verbs:

- get

- list
apiGroups:

- autoscaling
resources:

- horizontalpodautoscalers
verbs:

- get

- list
apiGroups:

- karpenter.sh
resources:

- provisioners

- nodepools
verbs:

- get

- list
apiGroups:

- karpenter.k8s.aws
resources:

- awsnodetemplates

- ec2nodeclasses
verbs:

- get

- list
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

b. #ZEIFE AWS Resilience Hub B3 E fn & 25 B 12 EUE,

& ] LAE AWS Resilience Hub RoleBinding ARG —HISERBEZEANER. BE
ERLEN , BXBEEITIAG

ClusterRole— & AWS Resilience Hub EFH Amazon EKS 2R ER A ZEFH
BRI EEHEY  BMSHEEITLLTClusterRoleAtE,

« resilience-hub-eks-access-cluster-role— EEF IS ERBEBARNERN
PERER,

« resilience-hub-eks-access-global-cluster-role— ¥EF L Amazon £5
hERBFERREEEERNEEEEERNSLES T, EKS AWS Resilience Hub FEE#
PR BE7FEX Amazon EKS B2 ENBSSEEER (FIWETR) , UL EARKAEM,

£l ClusterRoleABMIEIRIT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: resilience-hub-eks-access-cluster-role
rules:

- apiGroups:

resources:
- pods
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- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role
rules:
- apiGroups:
resources:
- nodes
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verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list

EOF

* RoleBindingrole — ltAGBREFIRSEMNE ZBAAE RN AL EER, AWS Resilience
Hub 2R , B4 BEEESEGREBEPEIYRoleBindingA® , AWS Resilience Hub
THEIIEETEZEANER.

(® Note

MREFEHABEBFAEClusterAutoscaler&iR , B|#%ZERoleBindingfE
BANEIL, kube-systemEEHRFEEClusterAutoscaler , ERkube-
systemim B ZBEHN —IHo 2L EN,

B, BHRF AWS Resilience Hub 54 Amazon EKS # £ it kube-
systemin & Z B AE RN X EFFA,

£l#RoleBindingAEMNERNT :

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
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kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBindingrole — kA EREBFIEELEE AWS Resilience Hub JRHY S E
R,

£lZEClusterRoleBinding ABMERUNT :

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. E#aws-auth ConfigMapil¥fresilience-hub-eks-access-groupfERAMREE Amazon
EKS #E5EMIAMAE,
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WSREESR 1 RERANIAMAGESISE 2 VM Kubernetes B BE U HE, LEES
FREATFEL Amazon EKS #ERERNIAMA R,

® Note

« ROLE-NAME$ A 1EEL Amazon EKS E£MIAMA R,

- MRENERAERIREAFRAUACAERNER , IZACEZREEYERER
AWS Resilience Hub BH{EIZEHNHIUEEIREBIRF AR,

. MREHWERREAREAEAENEAAMEEREE QLKA

AwsResilienceHubAssessmentEKSAccessRole.

« ACCOUNT-IDFEEZE Amazon EKS B£E/H AWS IEFE 1D,

B LA fFaws-authConfigMapA T EF—EBARE :
- M eksctl

FEATSIESRERH aws-authConfigMap :

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« A Llaws-authConfigMapEiBASIAMA &S 2R MEIConfigMap THEH B
MWmapRolesEPn RFBVimEE. A T5IESRKFBEaws-authConfigMap,

kubectl edit -n kube-system configmap/aws-auth

mapRolesE 7 HUA TS HMEK :
« rolearn— EFEZIAMAEHN Amazon ERETE (ARN).

« ARNEE: —arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.
« username— EXEZEIAMAE () Z Kubernetes FIIERAE R

. AwsResilienceHubAssessmentEKSAccessRole
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AWS F AR AR ERAEER

« groups— HHBZ BB ER 2 (resilience-hub-eks-access-group) PEMWEHES
PSS

(® Note
MRmapRolesEBEFFE , BLAFHIFBUEER,

FEATIERKIAMA CFHERAFIEEConfigMap/E FTE B HImapRolesEER,

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

B 3 AWS Resilience Hub E|#&#) Amazon & 5 & MRS £ 8
Z< 8 ER BA N ] BRUA 7% FE AWS Resilience Hub T2 HHEAE 213 #5 F) Amazon 218 AR
(AmazonSNS) &, EEA#IXZT) Amazon SNS £ , BRRLEFUTRAS :

- YEAHH AWS Resilience Hub FERAFE.

« AWS Resilience Hub % B M EEIXEHRIRAE Amazon SNS £, MMEBBMEI Amazon SNS *
BWEMEN , 55282 Amazon SNS /&,

Z AWS Resilience Hub ER{ A @AM EER Amazon SNS =88 , B4 AFRALUTAARER
Amazon SNS FEWEFEUE :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {

"Service": "resiliencehub.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
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}
]
}

@ Note
E & EH AWS Resilience Hub A S MRIBZEMAN EEZ ARV RATERBMAN
B HEER | BN BIBHSE Amazon ESNSEEVWERBEEK., SEEN
Eff#Fresiliencehub.amazonaws.comBresiliencehub.<opt-in-
region>.amazonaws.come

MR EERAY R AIRES N (SSE) Amazon SNS & , BlAARE{R AWS Resilience Hub 8
Amazon SNS INZE £ #MDecrypt M GenerateDataKey * FEUE,

EERHDecryptMGenerateDatakey*#ZEL AWS Resilience Hub , 4B EE T SRR+ A AWS
Key Management Service ZEUR Bl

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowResilienceHubDecrypt",

"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": "arn:aws:kms:region:account-id:key/key-id"

PR %I #E PR LL ‘@ & = HEER AWS Resilience Hub 2%

AWS Resilience Hub AIZZRHSEEAEN T SHHREBZNER., ELERTHIAMEFEEREE
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}
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RN L RERLLEFRE
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() WERIBEH , fINETHBIE-HES (PFS ) HBE /RS EIE-HES ( ) . DHE ECDHER
REM (W Java 7 IEFBRA) KSR EBELEN,

A BROACEHAFREH ID MEAMEBHEBRBNRBEENERREE, F , BALUFER AWS
Security Token Service (AWS STS) UEA EERZ L BIEUEBE R,
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Hub RFFEHFIENEIR, &EiHE— P BB AT AWS Resilience Hub BVE R #1TIRE R E Y 24
EIAMER , BFSBAWS SEEHBE AWS Resilience Hubo
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Service X4,
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