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- FRAMAEHERAERYTERES, EREAEXAEEERRNSHRAWSER  BEEFAER
#Search®x#4& , 5 AWS SDK =. AWS CLI

BERBEEER 7



https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS ERE A% ER
AEREAERUER IAM RGER , EBUATMES 22— E#TES .
- EFBAWSEY IAM A6, BHENFEAENERIERR,
« IAMFFAIBGR , HP a8 IAM At FHEREREN T IIRESF THIBRAR,

{
"Effect": "Allow",
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
"Resource": "<ARN of the view>"
}
- HABERRAEEETH  BEATUSEREIRBNEIZREEENEAE. Al , EEE

AR TR |, Llresource-explorer-2:CreateView@EMMEIEEA R, BFHEREHEN
IAM BRBUERPIFAUMESRE, MRBREBRNENT , X ARMEBEERAEETHE , TERENR
IAM B3R,

NEMAEAERAEEBERNENES  FSMEAAWS ERREZBER,
e

HEIRERBERMEBNEHAMBEAWSERNEENAWS BEHESAWS 1RF. ERBRESELR

B TEREE) WEE "EE, PHERS . ESETEYNMRERK K ERRESEDERRS
AWS 1RF ., ERANERT , AWS BEEEBTHARAREEARS|IFHBNERBEERSIAWS E
B, BEEFNRSIREZESFIAZNEMARENEERE. CAERLIEEEAR, Ak , L
AWRRERRBEETER,

RE|EmMERR .
7R ith 3R 5

EBEEHBERRENE—EEHRSIAWS EFFHE —EEESRS, ARSIETSHERE
B ERNAERER,

RE%Rs
ERREEES M TURREIFAWS BHNRSIEEESNREBREIAWS IkF, RERRS|ISHY

EiRFAFRABERAENEtSEERRBEFERSINEAR, REFRSIESEECHEFSSE
WA FREBERNES. ELNERT , "#E, us-west-2 ARIRFHTEERRS. Ak
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AWS BiREE EREES

FEERERZINTIERRR , ZAUBUTESRFHMERHERNMER, —B+FRER
— BB RS AWS IRF

EEFAM [ERRE K, ZUUEEEAWS BEHESREBRRINAE, BHAHEREEAWS
EFARERRSIN, NEFBNMAREARSIUEELKSERERSINEFAWS 1RF |, F2
REBRVERRSIFRERGES,

%52 EH Amazon EIFEHE (ARN ) WEIR, 718 , BReEEEERFAPEML ARN , SUREEE
BRI BB EENFEE, BRELEE  BUNEIRBALEHIRES [EF)] PHERRR. B
RELRARA [BiE] Y [(EREE]  UARARFEUFRRES, K5I ARN FRERELUTHIEH

arn:aws:resource-explorer-2:us-east-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0dc-
abcdl11111111

miR

BRERANEMRSITIHNERNES, RREERREIFHHLEEATR , AR THARESNR
REMN, EAEKEFTEEXEMERBERS. Hk , EMLAKRKBEB—ERE K ZEELEER
LREHAFAUERRERTERNER,

BUREARE  BUNUEEHERSE  URFAZSERTIEMBLEER, flm , EUUREEITESIHY
EEEREENER  SLEREEMHEREMRENFIERNERAECA. CAEERAREET
MERRR-EZSRDEE , WETSHFEREKREFNER.

EERECARGNWFEIER , BULUERTIEHF S ERERIBRER,
ETERMEIE K BHEEREENERE. BESAR
« AWS IAM Identity Center F#9{E F & M B¥AE -

BUHREEE, 7FEE AWS IAM Identity Center EFEEE K EVEREE PHET.
- BB REERE IAMHEENEARE

BYBEEINAR, FERIAMEREERE N AE=1F7EHE @E) BIAE FHETR.
. IAM & :
- BUZHERAETREANAR, BEE IAMEAEERE N A IAM EFAEERYAE dWiETR,

« (TER) SBREREEEFERE  IREAENMEECEAERFE, FERE IAM EREER N
BEREFERE (FE2E) FHETR.

B 9


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS BiREE EREES

BRFERUATENACR, BEIEAEEZHHE Amazon ERETE (ARN) B oy
Fresource-explorer-2:GetViewflresource-explorer-2:SearchigfE, =& , B LIt
FEFARGETESNMAETSEEMFEMA Resource Explorer HEEBAWSS EEM R E|, EA[LIE
EETEGHESVNEENZARSR , *MEREREFANTRFE. RE , ZALUESERRHERR
HEEZEEURABRIMEEETIANERE,

FEHRERBELETES SECERERLARFELERA—EARRNER, IRTERARE , HE
EHEERBEDATES,

SAEFRESERINER . SEIARFBEPNERIERRSIAWS EBE, FEFIMEEIRSH
BeRR A LLAFER "wE, PASIRFEERSINRE, RERERESEPEYERRR , AL
AWS BEAZEIRFIAWS BEIER 2 £5ERPARERNE RS,

EENEARUNMEVRENES F2HREZEREERGURAESFIVE. FENEHBUME
ERTERARENES , F2H O £AAWS EREERSER.

BEWBEEE — @ Amazon ERERE (ARN) , BUUAEERBRTSEZERE , UETFHERNRER
MFEUE, SETLSRER ARN FASRERREREXERNEM API HAWS CLIRAE, RIEH
ARN FERELT 55,

arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-View-
Name/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111

® Note

EEEE ARN EHEMIE —EAWSERK UUID, EBBRBERTESEENEMER 24
EEBzeANEREELABFNUEERBELNH R,

'R

BR2ETUAWSHERNER, AWS REEEFERAREHINEER , @EBIER, #AFSIE Amazon
EC2 #11T{E#. Amazon S3 f#1ZErBEsAWS CloudFormationitt e, FEEEREHALIEERS

B, EEREESERMERPREBERNRBERER  SEEH. RAUREARE—SRERY
Amazon ERATE (ARN), AZEEREE T EER. EEERATUERSEBENHMEERN BT
PEER , SIMREPFNRASE. FAUBHAERNEFIEFHNZLEE  AIXBEEMIEER,

EFRABHNTEBNREBEKRIAWS tkF. EREEEASERMRBRENAEER , ¥¥E
BEEMNEERERSIF. AR LKA UZEBEESRH{IBENEMRERERRE.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/aws-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS BiREE EREES

/A Important
EFRERSHRBLEESERETFENNEREE, TIEREETEHERRERYR
5, At FEERSERPEE,

- FEFEFRBHPEEN Amazon S3 Y1
« Amazon DynamoDB #&I& B
- BHE

4% —1# E AWS Management Console

M TEEBAWS Management Console , EEEAWS k¥ , E—EEEM , EULMEHAECRERSE
AWSHBENEY, ZALESRENEE , Y EZRSZEEEIREATHBEENER., SHaUE
SHRESFRMEBEN XA EEE,

EEFARERREYEVEESRZSINERREZE B BSUAUERSERPIELRRFNE
R —EESSEHFEATAWS EFSIRFRARSINERRE. EVEERXTNEINEEESER
AWS Management Console , A4 SEHAMERBE. IRERETIERSIRARKRFNERZES|
ZE%*’E%%@%E?%@I Region EFE_Li‘E SRR, IR BETSEHESERTEEER. A, #
TESNIMNESHEENLBEEMFER "HE, (Region) FEESEMEBRSINTERRENER , 58
%ﬁ BETEEHESERPIEER.

/A Important

H-ESEEFEPE—EABRRKFNEERBAEABATR (*) BEE . EERER —WER
BREETEAEERZFHBNEAFZRHENER.

(BRREE] T2aF BERES) HE LN [ER XNFZHFRATHNESTSEBDMMNERF T,
AL EREFRINEAFAZR*FHEA

NMER-—BESREREFREZSNFRENA ,

Console,

ZIRFES

EBZRFES B LIERE —BERFIESRKESAWS OrganizationsFIAWS EBFIREEIR.
NEEBEZRFESURNAUHHEREEMALESNFREN  F2EERSZIRFES

nl‘-l-}

BfE P EAK—E S AWS Management

£ —# ER AWS Management Console 11


https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS BiR@E

ERAEER

{52 F B R E Y SR R4
F—RIE AWS BRRE BE , BRABERAUTES,

£
o FEM—1@ AWS IRF
- BYVEEEEERNERE

AEf— {8 AWS tRF
IMBLRA AWS IR | FESE AT BRE Y — 18,
EERMAR AWS 1EF

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFEEMLETRET,

HoEMEFFEERE  YESHFRERARER.

M —ER AWS IRF |, BRIZAWS IRFREME —E. REAEFEFIIRFTHNMEA
AWS fR#% MER, REMKREMEREEEFIEERGEME  WEFEM root £H & RHAT

EE root FREFIEMNIE,

AWS FHBRTKE , ERERIEHBRE FEH. BT LAFEER 8 hitps://aws.amazon.com/ iE 1

RIGIES | LRGBS EBLEEIRS.,
BEVEREERRNERE

&, FRBEEM AWS tRF AWS kR FRFEAE AWS IAM Identity Center, RUAFIEN KK EE

FRE , ERERTES root EAEARBE I,
REEN AWS tRFIRERE

1. BIZ Root EAE L& ALK AWS IRFE S 7Bt , UIRFHEES D& A, AWS

Management Console = T—EH , B AZHNE.

MEEAREAEZANRA  F2RAWS BEA EREEEPNURERAES I E A,

2. ZEEHLHMBEABRFLBRASEEZRE (MFA),

DRRM


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial

AWS BiREE EREES

mBIET , HHM (AM ERAEEE) FHB AWS IEF REAERARE VFA £8 (X24),

BYEREERRNERE

1. BA IAM Identity Center,

MEIET , FFSE AWS IAM Identity Center &5 R I EUAH AWS IAM Identity Center,
2. EIAM Bo9F0F  BERFERERTHERE.

EEMBEESFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F2E (FAKR)
IAM Identity Center B #H 8 " SAFERR{EEREEAAWS IAM Identity Center EFFEL o

UEREEERNERESDEA

EEFE ALK IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt E URL,

MBLA IAM R R OEAEBANRY , FSEEAAWS BA EEFEFHEA AWS FBALD
B

EREFIEREHMERE
1. % IAM 5508 | B ERERSKERIFINSREMENERSE,

MEER , F2E (AWS IAM Identity Center EH1ERE) T TEIREREE,
2. BERAERRGEE , ARKE - S AFIEEIRGEE.

MEER , F2E (AWS IAM Identity Center SR M THEEE, .

RENZEERRE

HETLREMBREZH AWS BRRE , FEMELHES LRGS & , L IAM BEHEFHIT
ERRERFEMBEATNERESSBA , LT TIER,

BT LAE R LR EMABRER T |, EIRARMR UK EE AN EAMIRRPREERRE.

EMESEAUREERRE !
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

AWS BiREE EREES

¢ 'H&J\_HXEE

HERERE

/A Important

MREEZFEREAET AWS B 2%, HZEIERERE Resource Explorer , € R 2R E
AWS B EFEEERITEFREMANEE, AWS IRFERBETSE future AWS
AR AWS Bl RBST BB . AWS 5| AHH [EE] & , B LLEEE [BR
RE XEAN [RE HEPER (BEREE K, THHEK [ESE)] P [EREE],
lCreatelndexE 2.,

® Note

REEREEGCAULUER LK —E S5 REMIESERINEE AWS Management

Console, EEZFAEER —BERRIEEER , LY EFABEEHEERZRSIFNER

*EEE‘“*ﬁ/J?%%‘“O MEHMBED , FSEATIRER. CEXERRENESHEREEEHEH
ARSI AWS EBiF FERMRNER, MEFMEEN , FSE EFEAK—ES AWS

I\/Ianagement Console,

ERREREREEFREE

WMRERE [(RERE] EHE |, [EFREE] ST TEHE

- EEWNE AWS B E AWS 1RF.
EHEEERRFRERBRSI ZEIAPHRE,
- ERBRSIESPEIERER, BRREHEFRE  BteEOR5IFRIVAEER,

RIKEF

FEITTIEFTNIR , ELAERTIIER

« BjfE : resource-explorer-2:*— &R : RARTEER (*)
« BE)fF : iam:CreateServicelLinkedRole— &R : RERTEER ( *)



https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://console.aws.amazon.com/resource-explorer/home#/settings
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_CreateIndex.html

AWS BiREE EREES

AWS Management Console
ERREREREERBE

ERBAWS BERMEE T2 Ahttps://console.aws.amazon.com/resource-explorero
EE [FREREE]

£ [FAMEREE] EEL | &2 [RERE]

BE AWS Eif REDERERSINKRS, LREZAFAERNESHEBEMNENESE,
EEEKS , B FREREE

#[EE]ERL , EUUEERRERIERSIRERESMEAWS B HE, LEESETRE
U RBERESIME Y FERBRENARE,

2 e

MBS BRBBETRNTERE , ENENERAETUEES [ERES) EHYFHHKRESER.

(@ Note

R AN BRLEREELIENERERSERT. RECHEREEFETZIWE /) F
MEES R , ERERENKITRERZEERNEE, RAFRANAERSISTREHRER
RRCINNBERERRSTREE—NENKRE,

BREISR B ATRAEREERENS EUNRRBRETESHER  £RAETRETE
g, MEHEFMER  F2H REEFRERANFRENETES,
AWS CLI

RIBEE , £ AWS IRF MWHREEREE K SRIN EMRRE] 8E, AWSCLI EREAE
FRHEE CLIEEZETERERAEITEAEEBALHTEMNLSE, F2E LMW AWS CLI E|EZ
B CHERREXRERLEERAET UBRBEFRAFZEAMEBNES.

ERERERERERREERRE
WRERIE (ERRE]RE |, EAUBIT B -

- BEEAWS B £HPHAREREEN.

- ERERAERAERREIRE—E "EE, . MRERM , B AWS BE UIEEERETH, R
SIRERYRE , AR ESRFHMERENER. WEFHMES K FEHREBEVEE RS RH
BEEREHES,

HEREERE 15


https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer/home#/search

AWS BiREE EREES

- BERTERVERRAR. ZAEAMEDRREEEPITHE AWS EREENEZPHNEME

R BN ARREZEHTERMRE Resource Explorer FE SN TS EEHEEMRAER,
MEFMET  F2E REEFEAERENEIELLETES,

® Note

BAUKERRERERET LR —BERRENEBESERPTISENEIR AWS
Management Console. &ERRBULLINGE , BAAFEAREER S| MFERRRKELE Resource
Explorer , EFIEAGNEAEHRAUEAREE, [RERE] BEESEREVEERS|IMER
B, YEARKRMEZCHR [EREE WA,

RIKFF
BEITTIEFTNSR , ELAERTIIER

« B){E : resource-explorer-2:*— &R : REBEEZER (*)
- Bj4E : iam:CreateServicelinkedRole— &R : RARTEER ( *)

AWS Management Console

£ AP SR E MR E R E

1. TERBRAWS BRMEE 12 Ahttps://console.aws.amazon.com/resource-explorer,
2. EE HBEREE]

3. hE[FAMERRE] EEL , #iE [EREEE]

4

£ [EBiF AWS EiE] TAHS | BIZELEERE (220 b [BREE) AWS B , BERRBK
BEEE,

MRERAFERIRFRPEE AWS BE WEEDEE 'RARERRE. A BENEERHEER2
EHEESERINESREESE.,

5. $HREARG K EFEETEEURARE. MRECEFRVRERS| , HttFrE At EERE
%5l AWS B EREMLESE, EREAEETESMEENEIANER AWS 1kRF, #iF
BAWS B ERBBRIN, RMIRBEEEEREREARI AN LE K EZDES
BT AR, ERESHBE.

6. 1 "L MAARPH "RERY, T K BERAERVARAE. AEELEFRVYR
MBI, FReEALLER, MREBFEVHERRE  EREETRERAENERAER

3
o8
&
it
>


https://console.aws.amazon.com/resource-explorer
https://console.aws.amazon.com/resource-explorer

AWS BiREE EREES

5| AWS B HEMREF, ERRARRRETSE AWS B EEPEMERRBENER
R, SERAFERAMBEABE "B, PHTERE , YARSTHAREERER , BREFEME
AR RBEE,

® Note

EENERETUERRRRTESZY  CAASREMEAZRRNER, DT
MET BN ERSRAEREN FIENETES,

7. EE [BBDEREE

® Note

R AN FLEREELIEALRERSHERD. AECHNEREEFTETIIME
PRENFEBTRER  EFRECHIRFEERNKE. AR ANARHBREITK
W REBRREINNEERERERSTREE —PRBNKRE.

AWS CLI

ERER R ERERREERRAE

kg

ERBRETZASRBEMBNBERAREHITIZ APIEXFW, THIEEH AWS CLI 5 3R
Al fE A 42 5 & ARSI T MBI RV R AR F AWS CLIo

Example 8 1 : BBEMENRSIFRIZREIRITAEREIER AWS B

HEERBEREE AWS BE NEEGTHHAT I GT. THHEHNGTESERRN AWS B
HFEREIREE AWS CLI,

$ aws resource-explorer-2 create-index
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-27T16:17:12.130000+00:00",
"State": "CREATING"




AWS EiRBE

ERAEER

Example BR 2 : i§3R5|EH A AWS EHE tkRFHRES %R

HEHFLEERBER I UREIEHMAIRFRBI[REIM AWS EE FHT TGS, THEMNT

SEHEBIRE (HSEmEE) (us-east-1) PEVEEIIES(,

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"LastUpdatedAt": "2022-07-27T16:29:49.231000+00:00",

"State": "UPDATING",

"Type": "AGGREGATOR"

Example Bk 3 : T ESRMEE AWS B 5IRHEI R

EEREBNFERESIN AWS EF FHT TG, THEFlaHEEEE Resource Explorer 1%
BRERFMELNRRERNRR. EEFRESEEARSIEA—BIHNEERNER X

XEREBRSIBIELSER,

$ aws resource-explorer-2 create-view \
--view-name My-New-View \
--included-properties Name=tags

"View": {
"Filters": {
"FilterString": ""
.
"IncludedProperties": [

{

"Name": "tags"

iF

"LastUpdatedAt": "2022-07-27T16:34:14.960000+00:00",
"Owner": "123456789012",

"Scope": "arn:aws:iam::123456789012:root",

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-

View/la2b3c4d-5d6e-7f8a-9b@c-abcd22222222"




AWS BiREE EREES

}

Example 88 4 : #FRAEREAHTERBIA AWS EiF

THEHERKEE L —ELSRPEINRERES "EH, (Region) AR RER. BHLAEETE
BMEEAE AWS B VARG TETU TS,

$ aws resource-explorer-2 associate-default-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-

View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/1la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
}

3

EENERAETUERAREETESCH , BLAREMMAEAZBENER. WEFHREA ,
2 RREFRERGNFIELETES,

HITELM TR ERRESEEN AWS IRF. ERBECSEESPEENKERS , Hpa
EURRENERNFAEE. EFMESRESAERNERHERIERIEERSTHRBIERS.
ZEFETE—ERE , AFIRFHNEM IAM BeSERERSMERIEFSNER.

(® Note
REIAHNWRLERSELTEALRERSERT. RECNEREEFETIIME/NE
MEETEETR , EFRENCKTRFRERNEE. TG RANAHREIEREHRER
BRREINNBERERRZATRTE—/NEFHERE,

ERBAEXENES

EEEE ESF Uity B B E
XERE us-east-2 resource-explorer-2.us-east-2.amazonaws.com  HTTPS
(B R)

XERE us-east-1 resource-explorer-2.us-east-1.amazonaws.com HTTPS
(#ERED
B[ 41
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AWS BiREE EREES

EEEREEUXEESER

EENEDL—BAWS ERBEAWS BEAPFHARZBAWS IRF , EUEEEREHT LEEITHE,
AETREAMEEIERE T/ | B T 7B Resource Explorer LAEFHE M 5 X BEE EAWS 1R
MEREABE RN EREETEE,

FE

- REPEAWS EECHRER2ES

- AZIRFES

- EFHRERIABEFAWS BFIUARSIBNER
- AWS BENAREHNEE

- BBEVRERSIFREESES

- XEH—ESAWS Management Console
- IRRBEHEFRBESIRFESHTE

- EHEARERZESR AWS EiF

- 2EPRARE IR BIEIRAWS [E15

- BEREEIEINES T HIRR

BREWREAWS BEHCHRERZER

{RAT AR HEBEAWS BEHBAWS EREEZERENLEEFH IS EFRBERSIREMA. EEREMH
EERHEEFRE , FEALEELNERF,

/A Important
ERETUESERAZNLEERBERBENED, SETNE-—EESFEIERARER
5l , UXERESMARFTNER. EREESEARBESERBRERSI2MAEHMESR
®ERRL  BEFREAERE "EH, . FAEREIERAEREERZRERSINETHH
Bl

REE TN ERBEEMRE

FALRERLEEREFERBENRS| , AEREHAWS Management Console , 3Eif £ H#y15
SAWS Command Line Interface(AWS CLI) , SiEIBFEAWSSDK,

BEE 23



AWS BiREE EREES

AWS Management Console
EERERLEEFSEFEREENRKS

1. THREERBAERZHSFNER,

2. PHIRRSIERESENLETEEFRERINES,. PHEREIERRIREATEE
RS, ARESB/RSIAWS 1kRF,

3. FEERAMUEERFTESERRE K BREEURS, R "EH, ©=% , A 'EH, 74
2 TERBE. .

AWS CLI
EERERLEESESEREENEI
EBTUTHSUEEBMEAWS BEESFRRABEWES,

$ aws resource-explorer-2 list-indexes

{
"Indexes": [
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"Region": "us-east-1",
"Type": "AGGREGATOR"
1,
{

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd22222222",

"Region":"us-west-2",

"Type":"LOCAL"

FRZIRFRS

BBZRFIES | BRI BER AWS Organizations SEMEN (OU) FEBERAFRSINIRFKEIES
&R

ES ]

FRRZIRFES 24


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS #RBE A%
- BERHE

- BAZIRFES

« ZIRFRIRRE

DBIRHF
EEALNBMBMSIEFES BERTISH :

- HREENAEE , FRACHEERFEUCSEENALERMSIRFESNMT,
° L:_L IE@FH%O

+ ffaws iam create-service-linked-role --aws-service-name resource-
explorer-2.amazonaws.comflEEEERFHEVREELZAES,

- EHRRBAZEEAFE AWS Organizations, EAREREFRETEES |, U HBBPFIERE
&R,

s BRERNWEES (BR), NEFMER , 520 (AWS Organizations FAERE) FH "ZREE
B LAEfEE Organizations &1EH AWS BR¥%.

- ERREEXE 1 NBEREES , MM THEEERFELNEEF,
- BRIBEEBNERAREESSERBBRERIRFHRINTESIRE R,

BAZRFES

EEESURRABIRFTNER , BLEZR TSR

1. M. AWS EREE P —E=ZERF H A AWS Organizations.

2. i —AESN S EEEERE,

. BEERHDPENERRSINES, EEXEEEN AWS Organizations.
4

. BUEE R AWS Organizations SEBENVHNERRERR. E L —ESBHNERLSE "EE, §
By BER,

5. HEEEBVIRS L RARE.

ZIR P IRIRERE

£/ [PORERE] EEB PR ZEIRSE LA ERBE.

DRRM 25


https://docs.aws.amazon.com/resource-explorer/latest/userguide/opt-in-region-considerations
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up-prereqs.html#create-an-admin
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-create.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-share.html

AWS BiREE EREES

® Note

HEFFTEEEERFPIEEMER. NMREFHANREEIRS , BEEAEEREPELR
5| , RI2ZEEF Resource Explorer LR REFEIFIBEL RS,

1. ERREEEFRATERBENRERE.

2. ﬁ%!&%iﬁ@?&%l B, EAREESMNMEERIRBAEESTNER, WREMENMNVE
BIRFEEEMBESPRERBRS , IREVERB[RIEEDRR/LHES.

3. EBEELMIRFER. EUNAAREABISEEREN OU) MABERRE.

® Note

—REZ A LAERZ 50,000 B AWS CloudFormation HE& , 105 4R K B4R 485 i 8 2
EiF , EEZBUNMYHLRTE OU BRZEE,

4. HIEE "EY, 28, FLERERHEE,

EHITHEERZESRAWS BEIURS|EHNER

EXRRVIFABMEBAWS IRFE |, £8AWS ERAEE—ZEFEIRKEHRSIAWS EiF, MREFE
AR ERE  ERAESEHEEMNAWS RF . AWS Bl EREERELEFEERFHPHNES
RAARENEEFZRS, MREFER "H#MiE FERE , AEETEERPEVYRSIN "TEF, .

FECHMOESPRBERRE K SERAEXZETNER
ELETRARBERBERAWS B , RESTTIIEHE

- EREE—(EAEREFRBEREERAWSIRF , EREESEZANIRFPEVRBERSA
B AWSServiceRoleForResourceExplorer, ktB@®FEMFEHR (HIaNMZCRIE) , =
Resource Explorer IR Z &R E Y ERAWS CloudTraildt 2 RS MR, REEZRAWS EFETE
WREFEME—EAER K TEEIURKELZAC., EREAESHYELBERFTENMERSE , FAM
ENREEEAE.

- EREEEEENESHRAIEZRS , MEREBZEFSERNFMREER.
 Resource Explorer ERBRHREEEEFHFNER , UAERINEREBEAMEEXRERBHERS|,

- MREHRFERTETRIEFPIFEEZEZES| , Resource Explorer RaAA E AR I EFHMN R 5|
BRIFEARFERS| , U EBEFSES,
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https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html

AWS BiREE EREES

ERELSHE  GRERTURREBERNET. tHTUEACARESREeRABRINE
R BN E T — AR RS,

EESPEYEREERS

& A LAE FAAWS Command Line Interface (AWS CLI) R #9 a5 5 AWS Management Console , R1E
AWS SDK H{Ef APl fEERE HMAWS EBFEREERS|, LREEE East PEZ —EZE,

RAKET
FEITUTEFTNIR , ELABHEE THIFFA

« Bj4E : resource-explorer-2:*— &R : RAREER (*)
« BE)fF : iam:CreateServicelLinkedRole— &R : REREER ( *)

AWS Management Console
EHEVEFREERSINZRAWS B

1. £ [EREERE 5EL.

2. 1 TRB, BEt B2 TRYRE, .

3. f[BURZ) HEL , EREEAWS EEERTEYRINLELERHESRNRIIEE
MIREE R, FTRANKRSRERD S EREERIINES.

4. (RIEEM) E TEE, BRT  ATMSERNERRNERY.

5. EE[EURSE.

Resource Explorer 2 £ HH BB R BERURTEIY , NRE—SZEERNEESHE
MES|FEAEHER  ISETLCER.

® Note
R FHENBTERSELIENHRERSERT. ABCNERBEZTETEME
PENRETEET , ERRBICRAIRFEERNEH. EMERANAEERE| 5K
HNRASERSINNBERERESTRFTR—PRHRRE,

EBEFETERBEE R 27


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

T—% —NREEKLEVERRS|, BIFH Region EABRKEERSIEAERIFRRS, W
RERLEMEREETHAAERSNGS  AINESFNERSBETEELESKERTD , MEMRTHK
IS

B, MREFLFEAERRESHERSIN "HWE, FHER , IEELEAZESTNERE
BUMmE  YRBIMENEREEEAE. NFNAEYEENFREN K F2REEEREER
BURHKEBESFEUE,

AWS CLI

EHPEVERBERSINSRAWS EH

SHEEEAWS BIEEREFEIRSIUZEESRHEERNSEBTTIGS. AT&HGFGH2
£ US East (N. Virginia) FEFMEREE (S EiEdbZPus-east-1),

$ aws resource-explorer-2 create-index \
--region us-east-1

{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-11-01T20:00:59.1497",

"State": "CREATING"

}

HULEEHTHRM TEREE NEE "EE, ERLIES , WEEWN "EE, KBREL--

regionZ %,

K % Resource Explorer EEERF RS THEMNFERBITRL RSB CREATING , HitEE
AR, RREREEEF M AT,

(@ Note

RO TN BRCLEREEL T ENLRERSHERY, AECNEREEFTETIIME N
MBS RN  EREREICHIRFEERNEE, EAARANAIERE|ITHEHER
RSN EERBERRZSARTEE —PRAKE.

B LB BETU TS M EACTIVEARE R B EZRIR T Ko

$ aws resource-explorer-2 get-index \
--region us-east-1

ERFPETEREER 28



AWS EFARE AR
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-12T18:59:10.503000+00:00",
"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",
"ReplicatingFrom": [],
"State": "ACTIVE",
"Tags": {},
"Type'": "LOCAL"
}

T—% —MREEKEUFEERS|, AIFH Region EEDRBEHRSIEAERITRZE, M
RERLMEREETHAERSNNS  AINESFNERSETEIELESHERD  MEMRTK
I

, MREHFEERERRESHERSIN "HE, PHER , ACELASZEITNERE
E_Ulﬁﬁ WiHZRENERREFRE, IFNATEIRENFEET K F2REEZEFEER
BURERSFEUE,

AWS ZBEMARBMHWEZE

EENABHNEZLERSREREL  RATCEBBEFMABRFRIKRFLR IAM EREE, &
B IAM R EENEERBERRASETER,

BRLMERAWS BEREE TEARARENMARSE., MFFEET  F2EET AWS EE FHRER
BENETERES.

BHETA

EFROBREMARE A , FERBTIITA :

/A Important

HEEERFERHEARMBRSINESH , ERERBRRBRSIFEEERATHRS, BRE
ExESEEAMA RN —ERBEERE.

- BHREITEHEMER , REFH, NREBEZHERBORENA |, BNRESEEE,
. IAM EERYEZEFSHPERN IAM FEHE,

BERZENA RS 29


https://console.aws.amazon.com/resource-explorer

AWS BiREE EREES

- ERBESCHEREREEEMES| , WELLMEEER, & ListIndexes API ST BRERE
#5l,

- MREHEBB[RSIVATEMWIE , Resource Explorer 8= ILIZZRHNETETERES |
WTE 24 PRERFRER,

- MRLEFRHFEZSIESE , AIMEBEEMAS EMBRIERES
- MREHGEEMA "EBE, , "EREE) SEFNRBARSIAURERENER,
- EENMABSRENEALEREERN 24 M EEN

BREVRARSIFRERDES

ES |

- BREEZESI

- BAHREIRABIKRFHNERRS
- BERREIFRSTHRG

BARRERRG

AWS ERREAWS BRI EKRENARERNEARFEERREAXESATEYNERNAER
slf, flan , BREREEXE AL (REM) EiHA — i Amazon EC2 #{TEE. ERBESKAERN
AHMERREFERBEAS (RYH) BRI AHREF,

HEXEREIRFAWS BEHFESMAER , BTN —EAESTH ARSI BERAIRFHEBRSE,

HERRERBENEEAGESY K KREBRSIISLRRINERER, EVRLE [BFH] +&
VEERBH[RSINEER  HERTUIERFAWS BEEFAEERNERRRS,

TERETRTREERIZRMA TN —EHF, EHEHPAWS tRFE , RREESSHT ~NIIEE !
- BBREELEFHPEIRS| us-east-lus-west-2 , FE=E AWS [EiF (. Meu-west-1) PRI

ERRE. sERESHETSECHERRE.

« BEFTE "sa-east-1EHH, FEI RS, FREBELZEDPHTE Ssa-east-1, HESHERPH
TEERNZESNER,

« Bus-west-2EEHPWIRFEUEHARS|, EEEREREESERACSHBRNMMEEMESHH
AR PP ERAERDFEEIRG, EAFEFTHTus-west-2NESIIEFHR "EFREE. W
MEZEEZSNER.
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AWS BiREE EREES

HEERTERAEREEPHITEREESUs-west-2 , HPISREHRRE. AEZEFHNBIES
REEERF PR RENER.

I: us-east-1 us-west-2 eu-west-1 II sa-east-1

=5

B BERBEREHITEHAWS B , EEREHEE AZEFPHRS, HE
= BRI LEEE (USFERT) FEAWS EF &R,
= EAWS EHGeREBXRE, S REEEREMEEMERHKETIN
_ EREFERAWS EFR I EH S,

Pt TMRIRRE ) FTRYNAERIRERETEFMEERAWS B,

S et ] 31



AWS BiR@E

AR ERABIRFHRE RS

BEXRREAWS B , S IREEES —ERYRBBERIAWS BREE. WEFMES  F2
B SREANREERRE, MREENHRRERANT , AEFREREHEP —EEHRE|REH KR
FHSERRE,

ERAEER

/A Important

- BARE—ERBRSIAWS tkF. WRIRFEEREBRE| , ELALKEERSAEHR

BELS
MRRR S RERRENES S | BAASE 24 N | TEES —ARIEH BE
CEL-LIN

AWS Management Console
ARSI RARRFHREERS

1. BR (EREEEE 5.
2. 1 [RE BB , BRAEAEL REISHZRAR , KBS BEREER,
3. fE[EE < BEHEHE > WREED] BEARG | BE [RERE], REEE REEE],

AWS CLI
ARG A BIRFNVERRS

THEFFRERKIBEAWS BIFHES| in type EFLOCALAERAGGREGATOR, B4 EREDE
RBBERSIWEEFWESE, AWS EiF

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR \
--region us-east-1
{
"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt":"2022-07-13T18:41:58.799Z",
"State":"UPDATING",

By AR 32


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

"Type" :"AGGREGATOR"

EEELFRFHNEE , LRStateREAFMIMKMUPDATING, EEREEXERBETHK , BN
MITTSST , LEStateMERMUACTIVER SIRE, BLAE [ ERENRSINES] H#H

TS,

$ aws resource-explorer-2 get-index --region us-east-1
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [

"us-west-2",

"us-east-2",

"us-west-1"
1,
"State": "ACTIVE",

"Tags": {3},
"Type": "AGGREGATOR"

R RB R Rk AT HERS
LA RBRSIBRAEMRS |, HINELEERRARSIBELMBRSIB. AWS B

ERRRRRRCIRRATHRSR , EREESFLREMRSIERTRS, AWS ERTCHERMEIFE
RFERTH , #EMESRBREAERNET. FERSITHETR 2 , REEESER TRSEE
HEREERSERF.

@ B

- BIREBBERSI 2R BLASFF 24 M, TREATRESFHERRSIHEKE] , £H
B AR PRV TR RS,

- BRIMRBRS| 2R, EREFBRSTRFE 6 NMETEREA , MARBEMESNFEE
REFASRLERATHESERPHERX,
« MREEREABRAPREXERSE  SXETRERSIRFES DB,
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AWS BEREE EREER
FBALRR TERE EELNRSIBESERAEE  RRET R I GetindextEWARE, IR TR
B, B MStatusBUEREFEUPDATINGAACTIVE, ER , RERBAHESMNERIEER
EEHERS,

AWS Management Console
i AR VP RN - A

1. B [EREERE] EH.

2. H[RBERY, ENESLERRAREREIcRERREIN [EH] ZEBNKETHR , AR
B [BERSIEE],

3. E[BE<ESEE>WRLIEE) HELRT , BE [EBERG], AREE [REFRE)]

AWS CLI
ARSI BRB AR

THEHEHIEENRBRRIFERAEERS, BLAFUBNTSRBBRREIMERE. AWS
[ 15

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type LOCAL \
--region us-east-1
{
"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt":"2022-07-13T18:41:58.7992",
"State":"UPDATING",
"Type" :"LOCAL"

£ L RS HNIEE , XRStateREARUPDATINGI, EEMEEEREBTETMK , BT
HITTHHES , ¥HEStateEEBMUACTIVER S KA, BHEE [ESERENERSINESE] F3#

THE T,

$ aws resource-explorer-2 get-index --region us-east-1
{

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

3458 ] 34


https://console.aws.amazon.com/resource-explorer/home#/settings
https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_GetIndex.html
https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [

"us-west-2",

"us-east-2",

"us-west-1"

1,
"State": "ACTIVE",

"Tags": {3},
"Type": "LOCAL"

X B —# ZAWS Management Console

#&AWS Management Consolef@l#2 %l & EEMN RS #HA —EERM. ERMBARKTH—HNE
RERAWS B, H—HNERERITUSEUTRR :

« AWS IR M TEEIEH A EH.

- AWSXEHMH,

- AWSEBEAREABAENE

- MREHKBTISRRE , BRBENIRSET.

ERERSESERTERIRFNER , BELAPIT TSR, G LELHARERBHTILIRGE
AWS BRBE, MREER REBRE]EE , E—IHESEBHLE,

« BRAE—EPEYREEFAWS EFHZESIAWS 1RF,
- BUXAEITEREEKSIAWS EIFH PE T AR,
- BUAREMEFEER —ESIHTESEFRN T2 HEEAZFARBRETESHER.

H—88-AREAALRRBERIAWS BRNARRERNTFEES,
IRIRBFHERREE ZIRRESHTE

(® Note
RSIRFESERTBRIRENERRSTE 24 I,
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AWS BiREE EREES

IRSBEHAVS EFEE S IRKEBETIRE,
ERRECFEHR

EREREERRNERBER , REELEFEAZIRREERAWS BEVIRSE S SF AR,

EAAESEHCHARDRAEN B ERERDRAE.
24 NEEH  WIRNE RS TERTERBRRT.

TEBRAMEREEERNRE.

BB BEREEIRS

#ABF B RRR BIRSREF , Resource Explorer B2 BIRSE 5k XM BIRS F R MR,
WREBHRYIESERAEESRENNWEREIRS , EBHRAHHSLIRSRINAFEZIRERE,
B R E SR EEE MRS BT

EREBHETHERLIRENER.

iR WEE

EHEFEIRFFAWS | IRFEAEZHERREPTRAERNER, TERFNEERIIRFTUBREER
BRER.

HRBBIRFE  KEIRFRECTUEZES IRFETF. NRIRFERKEESRFEABAKREN
FREDEE , REREEEREN. IRFEEFRFHRREESIRFELIREXIRFNER.

B8, EERETERE S BIRFIRE,

90 X% , IRFEFANENMA. ENMBIRRER  REFRRERRSER, IRRERFRES Ik
FEERF, AIRKREREIRFLAFBRAKRE.

R 5 2 FARH

BAEAAWSHRERES , ERBES RN , M TR :

- BRBESRERFNER 0 X , RIRFEANERABER. £ 90 RYRERE K EREES
K A M BREX bR 51 B9 P B B R
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AWS BiREE EREES

- EEREEREIR 900 X |, LW LER BFTBFHEEL EventBridge A , A& RFHKIE Amazon S3
RErET ., REEREEREER , ECENRMERANRER , EREESERXIRFNE
Ro

- MRIRFREFRBRESERIRS, , ASURREEE S S BBRZAIRSE | ABRAMERERTE. WRIK
TR ERE , ARIRFEIUEEE YUK ESHREFREEEIIRFHBR,

- WMEFMES , FSREBEEIKRE

RHRF
MRIRSBIBEHREES , BOHARTUE 24 NBRELSHERFEIEMANER,

24 PR IRV ERET SR T ERESERT. NFFHMER , F20 EBH1TA,

EHRARRERZIERR AWS B

ELTBRELSBEERKAWS BE , AtEXEFHAWS EFRBERMRE RS REMZKLIE.
HITHBRER  ERAESFLRHAESTNHERRENER, IRENRFISEERS, g
FIEREMBRRSINES , AERMBRRSIPHEASHRBHERSITBER , MFLERERSERP.
MBRREIPHABEERRSAREE 24 MESFEREARBBRSINESFHESERFHEK.

(® Note
BREME—EIFAWS BiE , ERAEEELA
AAWSServiceRoleForResourceExplorerf RIEEZE AR (SLR). AWS IRFE R
ETGBBMBRL SLR, MRRFHFEBERSTNEREERSIER , IRUBRTEAERE
&, A AEA IAM =2 EMBR SLR, MRECHEERRAR K ARBEEELS—EACHE
RERERBEEAWS &1 , Bl Resource Explorer E BB EHEV RIEEEZN A E,

EAILAE A AWS Command Line Interface (AWS CLI) FAWS [Eigi#9 a5 S =R E AWS Management
Console AWS SDK H £/ API fEERBEFAF N EREE,

MREEAKBIRFNERBE  BERREERSEBRET , AIRREBRSIRRESHERDBER,
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® Note
MREMBRN RS RIRBRSIAWS 1RF |, RIXAFERF 24 /N, TS —EREREIFH
BAIRFHNRERS|, ERES —ERERRKRSI2H , FAEFELEEAEREEHTLIRFE

Fo

AWS Management Console
HEMBRERBERS AWS B
1. BB [(EREERE EE,

2. T [R5l BERY , ENEMERZREIZAWS BEZIGHR , REREF MR,

3. & [MERRE EEL , BBERENEMRAIRE. deletett [HEEE] XFHR|PBA , RE
B [MBRFREI,

Resource Explorer @£ HH [HimEE Tk BERURTHTY , IR — = Z@E K (153 4 85
=, Mg esEE.

AWS CLI
EEMBRERBERS AWS B
MRETBHFEXREBIRFTN—HZBEREER , FUTTIHT. AWS ESF

HHEEMBRRINBEERAT T IGT, ELAEAEMBRNERSIE [BE] #HTHS. T
gl EMBRERE TS (REM) (us-west-2) FHNERBERS,

$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd22222222 \
--region us-west-2
{
"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",
"State": "DELETING"

}
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https://console.aws.amazon.com/resource-explorer/home#/settings
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B Resource Explorer B EE 2P UIERDL TENEXBITH o MERERI/E , Rt EIER
REE s HEZE BDELETING, MR RIRESREERFHERTR. BU LTI oS , IR
BStateERFE AN R ERKTHKDELETED,

$ aws resource-explorer-2 get-index \
--region us-west-2
{

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {},

"Type'": "LOCAL"

2 EEARER B ERRAWS &1

AWS EREE |,

(® Note

B 1815 55 — {EMR 5% AWSServiceRoleForResourceExplorer FE2 Y R5| , ERAESEIE
IREEFBRAWS EFANRKEZ AR, ERAETSEDMRULREEZENAC., RRESHE
EFHHWEREERSI 2R , MREEES future TEBXEAEREAE , BITLIER IAM £
2EMRAC, MREEERRAE , RARBEEEL—EACTHRBEREEAWS EiF ,
Al Resource Explorer 8B R EFE A,

£ HRARAE R ERAWS B

& 0] LAE FHAWS Management Console, f#£HAAWS Command Line Interface (AWS CLI) FHY G & E
FEAWS SDK ] APl fE¥RERMEREE,

AWS Management Console

NRETBREXBEETFESEMAWS BHERAWS 1RF |, FHT FIIRFFHHLSR,
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FELHBMERBEAWS B

1. B [(BERBERE] B,
2. 1 [R5l B , EEFTACEMBHZEGRAWS B , REEE [MER].

® Tip
WO LAZEL TRE| ) ZSBREEEIPNWZE SR , LEE—TBRPZEFE EE0N &
B 5 58,

3. & [MERRE EEL , #BEEMERFIERS], deletelt [MEFY] XFHRFEA , RREE
[MERZR5]

Resource Explorer 8 Z EHERAB TR EBREBURTAL) , MR —RNZEREW R4 E
R, EETRAesEE.

AWS CLI
HREHEREREEAWS B

MREFEBIZERSIRFHPNEMAWS BHER , FRAT TGS , ABRENERR "ER
RE . «BEAWS EiHZER5IH ARN,

$ aws resource-explorer-2 list-indexes --query Indexes[*].Arn[
"arn:aws:resource-explorer-2:us-east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b0c-
abcd11111111",
"arn:aws:resource-explorer-2:us-west-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b0c-
abcd22222222",
"arn:aws:resource-explorer-2:us-west-2:123456789012:index/la2b3c4d-5d6e-7f8a-9b0c-
abcd33333333"

]

stEEEDE BT THaTUARBRZESTNERBE RS,

$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

2 HEIMEFBIBERAWS EiF 40


https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

"State": "DELETING"

@AM TEE, PEEL-FEET.

HAREREBEES ST LRSS ITENERNRITH S FE , HtEE s HIEHE
ADELETING, WRERRESREEFEARATR. BUUBTTIGS , UREEEE AR
B LIMERKSTHDELETED,

$ aws resource-explorer-2 get-index \
--region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-12T18:59:10.503000+00:00",
"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",
"ReplicatingFrom": [],
"State": "DELETED",
"Tags": {3},
"Type'": "LOCAL"
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#EiB A AWS CloudFormation StackSets , A AE R I IBEZHBPEERNFTERSAWS
Organizations, EXRERMEBER , BUNIEELEEFIEENFTE BEZERFAWS EiFHE8AT
EEERFELNAWSER. EFTEIRFHEBRE —MHEEE , &7 AR AEEHE Organizations AWS
CloudFormation ZEMWES K UHELRKEEBRFACHENL, SN EESTRAEEIE ,
EY BB ITEEIEER future FTREFTIEZE B ZEABSAMEN (OU) HWFIRS . MRER
BB BERIRS: , AIAWS CloudFormation® B Bl BRE(A S B AEM B TEE —BINER.
HENSERNEZ A StackSets , FS R LA EMAWS CloudFormation StackSetsH#Y (AWS
CloudFormationf€f) o

&M AWS CloudFormation StackSets SAEFAERBHNFIEIRFAWS ERBEERRBRMRE, =
FAEeRANESTPEYES , UREEENNBERIBRIER,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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/A Important
MREEFEEFHPRERMBRRS| , AL AREXRFETMHMEESFHRIARENER

BRFEl, BEBRASIRMALHREI 2B , BHEAEEF 24 M, TS — @RI ARS
bR PR REAERS,

FORIRH

£ ZEFAAWS CloudFormation StackSets %#& Resource Explorer Z3E Zi8 & F HIIREE | BREBNE
BEEXWERBITTILER , TERAEERKEEEERAES

1. MBS ARARE . MREBERASHIREIR  ERELRY EARBEEERNHES
%,

2. BBXAWS CloudFormation#] Organizations Z B EEFEl. EEAWS CloudFormation#Z EdzE 17
HABEERFHFIEACHNER , BERXERIKAWS CIoudFormahon;“I%’r%B% Resource Explorer %& 3|
MR

BEGUUEY ERREEERRAERE,

/A Important

BLBARBEBHNESIEREDEHEE, AWS CloudFormation2 — i BRI , B E R EE
REXBINEGSHRENEELEINWHEEE,

BAEREENHERE
R BELREE  CLANEMELBE,
- F-EHBEERVRABRINEIRE  REAZEBRFTHEESHER.

AR EREINCEEEFEURBRSINE—ESE,
- BEBERERIE —EARERSIMRERE, AERISREARERERARS.

AL HERERBIRFFSECHANES (TERBBERINEERN). FOEFEHBZHBAIR
FhRBMANEMES. WRESRYE , BERE KK,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-orgs-enable-trusted-access.html
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T—8N 7 SESEANES, MENAFERELEARE Y HBENT step-by-step’~ , FSRFERIE
EPMETEEREEEERMAWS CloudFormationiff &£,

HELEREHNBIENAR <R  EMBREEANEEIIRFS EBNEBEN) FEEEENELF
BERARERE K mMASEREGESBEAERE,

AWS CloudFormation &35 &§ 7
TH&EHpEAEREIIREFNERARS|INFAESRMRE  UWEELHERSINKRE  BREEREHESER,

YAML

Description: >-
CFN Stack setting up ResourceExplorer with an Aggregator Index, and a new Default

View.
Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:

Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'

Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View

JSON

"Description": "CFN Stack setting up ResourceExplorer with an Aggregator Index,
and a new Default View.",
"Resources": {
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"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",

"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
},
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
.
"DependsOn": "Index"
.
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}

THEHRAESERTRBREIANFAERFED AR ECRANEBHFELAERE, CHEEN
e RERAERRESEESTNER, CAELAETRESRS "B, DEARRETES
RREMRERIEFESER,

YAML

Description: >-
CFN Stack setting up ResourceExplorer with a Local Index, and a new Default View.

Resources:
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Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: LOCAL
Tags:
Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:
Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref View
JSON
{
"Description": "CFN Stack setting up ResourceExplorer with a Local Index, and a
new Default View.",
"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "LOCAL",
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"
}
}
.
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
3,
"Tags": {
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"Purpose": "ResourceExplorer CFN Stack"
}
},
"DependsOn": "Index"
},
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
}
}
}
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EEERAERGURKESFIRE

BRERESERNER. SEAWS EREERZRERLAER —BRE,

BERRREES T AREHENEREEEA TN HEAWS 1RF,

REEAEAZBAERNEIHR (AM BEIERE) TRFIRR. EEEREREERNE
8, F2HEALlowE X AHEERE ARN Eresource-explorer-2:GetViewBresource-
explorer-2:SearchfE¥ Mz EUE,

BELIEAEGESR  EEEVLUEAELHERKERRIAREGREBNIER. flM , BANREYT
EOSRREERMBERNRER. TEEEFEMERAFEETNEAETUAERALREREES
REBHEIR.

BARRESER, ZABRARYFRHE —EREN , AWS BT EEFERPEREERBXBER
SINfERE. BEEIRFTPISRAMEEINGER , RERVAMRESERERIN TEBE, F, X
EEaSRFHAAEREMEERNRIESR,

NFEAEEUNEARGNFAES  F2ETIEE,

ES |

- BRERBE

- EVARESNEREERSE

- REEFRERGRNFIRENETES
« EPRERRMEAWS B

- HREHEER

- HAERBERERE

- EEREE P MERERE

BERERBE

AWS ERRERRARSIENER , AREZRS|ITREEN, EUNERAAEETFRANEREE
APl S ERBEFTREWTERESEN. ERIAERCERE API REAREXBFFE , B
RegLlimiz 5 (M) APl AEERHERNMSFERFEAR API MERE,

BREFFHE , AWS BEIIREEEZILENRSINER,
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HREESTREERHEERRITESNEANTFR , Rt ELERFNMRIA S, ARt , FiE
EERLARBERAELAEFESERNIRR.

BERENELERETE

AT HE

BT LA IR EEAWSHERR R B ZRIZFI AT AE A B ERRNERE. SRHAMMIESEENER
SR ERFERREM  EERATESBHEHH#UTUEESERRATIRENER. Hlw , Ea
REProduction-resources@RHNFEE , LEEARFRECEERBEN IEMETES, A

% , B LR FPre-production-resources@AN T RER , LAFHBAEBESLEENE
o

MBEEH L FESBAWSResourceExplorerReadOnlyAccessEBEMBMNWAWSZ EEREE , ©8
REMMFERAIRE PN EARRETESNED,

HE , LA BN B CRIFFA
* resource-explorer-2:GetView

* resource-explorer-2:Search

EERMFIE  FWETISNERE. BESAG
« AWS IAM Identity Center FR {9 i & FEEE -

BIUHFUES, BEE (AWS IAM Identity Center fEF & 1ER) WEIFIESHNIE TR
- BBEOEMEELE IAMPEENFERSE

BIBEE TNAR, FERE (AMEREER) WAE=F59REHE @e) E1ACHNIE
o
. IAM A& :
- BYSAHNERAETEINAG, BE8E (AMEREER) WA IAM EAERIAGHNIE
o
c (TER)BBEXERERZEFERE K SERAEMEEEAEHE, FER (AM FREE
) WIFEHFTEFERE (F2E8)PHNETR.

MHF TR RRERANFRENETES
g )

BEEA—RERED K BBZXEQ , AFATUEIRFHNER, SR NRISERER  SER
BHEERAKENTRERE, HlU, EAUUEY —ERE  EAFESEREENRRARHNE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS ERE A% ER
R, M INEERNREAEL. AR, SULUAR-EERENRE , AHREERINTEEE
BREERBEPNER, MREEATENFilterStringERESZERER , AITXBRESK
EFWASEEHBZH,

RIS E a2/ BT NERANNZENET. BRTRIRRROEERET. BT
EREELN  LETLERRAR O OSHNE SR EABNE,
2B HE
. ESEE — MO0E (ERRE] PETESE HREANELERESTRERERINER. AWS
EHASBESNURHEMNLES  LOALESERASHEHAANSRENER. SLE
12 B RAEEIE LR R,

- WRFHE — ST —EXABREI ARB/IRFNREBRS, ELHTHIRER , AR "ERE
B NAEEMESIERERSIETERIERARASFIRSIN B, . MREEXERFTET
22 AELERSESRFIMEEENER, ELER (RERE] BERKRERMMRSER , &
RREGRPDELEEN [BE] PEURERRE. A, "TRERE, BEEEXEHFREIL
HEREAR , AXEEMAERSESIKRFHNMBEER.

FRRAR

MREEAEERERAREERGNIEN T EITES , Resource Explorer S A AZ BT ERNTEAR
BIRAWS B,

MRZEFWEZBRARTIEE , EEAEREEEFANBREAR , AIBESSXRAEEFARR.
EREESEHELERRR , TR :
- WMREFEHAWS Management ConsolelE1E [fRIEFRE] BIERBEN [ERAE] , AIXEEEWHE

EFSOSRFHRERRS . BREESEEENRERRSIESTEBRIZRERE.

- MBEBFEFAFMERMAE | AWS Management Consoledl &2 [HPEERE] 1B1E |, B0 LUBE M iR
BARAEEEREPWIRRELZMEERS, NMREEEY K EREESEEARRSIEEHIEHEITE
B,

- MREFEAETEAEMEREE  ILEEFFMREEEZRS|IEE , Bl Resource Explorer € &= E[E
HAP R AR S| TR

« MREMEAAWS CLISK API EREIMEFRRE  ERBETSEDRUFARSER. Hkit , BH4E
SHHRHEAEESNEE "EBE, FRRERRRR.
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_Search.html

AWS EREE ERAEER
BYAREBSNEREEME

FARSHLAERARE. BREERGER  LREEABRANEHTEDRLER, RIA LSRG
=E—.I-LX$E#§/J’$O

BIESREE AWS Bl , MAREE O Region R5INWEESHER. IR "HE, I ZEELHFXS,
AlpBeEERFHEE "EE, FRINESER,

ZIRFRETREESEEEBRRTINER. EFERRNEMRFHEERS. REEERFIHAE
BNEREESAIUEYZIRFBER.

AWS EREAE MRETE Systems Manager T2 A K E RS Y PR SR E 5 P ERE IR EFH DR
12, AN EY RS ESEALEVESZEER. B8 , ZUlATENFERAEREYEETEEGESENHE
fAR4R

BRI LA R EE AWS SDK A #11T AWS CLI 55 AWS Management Console RE &3 API fE£ R E
YR T E

=4 liv |
EEHTUER , BXEERT YR :
« B)1E : resource-explorer-2:CreateView

ER  EAUR* AFERFFWEMRE AWS BE FRIZRE.

AWS Management Console
BURBENTSR

1. BB [EFRAE] 28 B Bl , RREF BV
2. % "EURER, EEL, A "ER BAARBERNERE,

ZBRETSEB64 Fx , EAE@EFR., BFNEFH () Fr. BBREEHPHSEARKE—
B AWS B,

3. BELEANS EF THHIENREN, EEEURKIREIAAEREEEDERNGE  HEE
2 AWS Eif 2EERERSINRE,

4, (BEM) £ "H€HE, b BEESENZRFER , EREBRZIKRFNER. IREEREE
A
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https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
https://console.aws.amazon.com/systems-manager/quick-setup/create-configuration?configurationType=AWSQuickSetupType-ResourceExplorer
https://console.aws.amazon.com/resource-explorer/home#/views

AWS ERBE A% ER
RAEERFREREESTREIRISIRFRENRIER,
5. RERTEHERR.

- LEFMBER
TEFEEMEHEHRSR, BRGABBNRSIPHNAEERBTUAERESFERTED,

- ERENEEERERHENER
TF [EREERR] RIS KU NEREPESEHEEBNEEF. UFEESETHEERS
BAEETHRA , F2REEERN

- EEECSEMRARERTNEENEREM, BN "RR, TENKMAHR , TRERE
REEAERBEBNEESER, NMRERERRTESER , AERAERERHEARR
BNENESFERRE -TEHEER.

- HE , BULEEREHNERE. BF BB, AR, KSR A 50 BERE/EE. &
ALEARBRSEER , AU BEAERAFEURS (ABAC) 2 MR RAEH —
7. MEBFMER , F2H HREFTERE,

- BE TEVEBRE.

FTERAEERE 88, HE , KUNELEEEAFTNRERATES,
T—%  RECIRFAFNETREAFTRRETESNER. WFEZEF , F2H REERE

"é‘*ﬁff RN FEEUETES

AWS CLI
BUYRBNDSER

HITTHHS , LMEBENPEIBRRE AWS EiF, THEHFISEL —ERER , ZREEEDHE
#FAStage @ MEZECH Amazon EC2 BR¥ERIE Fprod.

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name "My-EC2-Prod-Resources" \
--filters FilterString="service:ec2 tag:stage=prod" \
--included-properties Name=tags

"View": {
"Filters": {
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"FilterString": "service:ec2 tag:stage=prod"
1,
"IncludedProperties": [
{
"Name": "tags"
}
1,

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",

"Owner": "123456789012",

"Scope": "arn:aws:iam::123456789012:root",

"ViewArn": "arn:aws:resource-explorer-2:us-west-2:123456789012:view/My-EC2-
Prod-Resources/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"

}

EERVEBEIMER

THEHeREY TRHREEESEDNERNRER, ELAHARMNERRFIZRNEESIRFH
7o

1. #fTdraws organizations describe-organization®AERGEHAERB ARN,

2. BITTIWTHUEMEERBHRER,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-org-view \
--scope "arn:aws:organizations::111111111111:organization/o-exampleoxrgid"

{
"View": {
"Filters": {
"FilterString": ""
.
"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "111111111111",
"Scope": "arn:aws:organizations::111111111111:0rganization/o-
exampleorgid",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:111111111111:view/
entire-org-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
}
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EEEVEBENERER

THEHERY —ERR MRS ELBERBEMTERENER, ILRENTARBEER®R
BEL, E4ARARBNEERFRBZRNERSRFHAT,

1. #fTdvaws organizations describe-organizational-unit® L ERBERHEME
ARN,

2. BITTIGT , ARENEBREMRIBRRR,

$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name entire-ou-view \
--scope "arn:aws:organizations::222222222222:o0u/o-exampleoxrgid/ou-

exampleouid"
{
"View": {
"Filters": {
"FilterString": ""
I

"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner'": "222222222222",

"Scope": "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-
exampleouid",

"ViewArn": "arn:aws:resource-explorer-2:us-west-2:222222222222:view/
entire-ou-view/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"

}
}

T—%  REBIRFHFNETREAFTBRETESNER. WFEFMET K F2HE REEREER
RHERENETES

REZFRHERGHNENELNETES

B BBABRAABRARAARAABAARAARAAARAAABAABAABANS EREE FEIEE
i, FHEEFEARBETESMAWS Identity and Access Management (IAM) = 88 A LA & 2 5% B
AEBAERERER,

HERMUFEE  FREATIENERE, FERAe
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) BTt A EIEAE (EES)PHET.

ERBMERTIME—T%

- ERARANAWSEEERE, ERRERABERAERNAWSEEERRKHEEN. WERET
AAWSEZ ERRENFMEES , F2RAWS ZEERNEER AWS EREE.

flan | WA LAE A AWSResourceExplorerReadOnlyAccessREEiGIE S ERFRERFE NI R
o

- BUZECHHERERER , YAEHERGESHEE, MREEVBCHWBEE , A UEBEBERBR
fResource TEHIEEFERKTL Amazon ERETE (ARN) , SRFIHE— RN TARAFE
WEEL, flan , BAILMERATHEFRA , REZXFSHEEFAZRRETESNE D

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyTestView/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111
}
]
}
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AWS BiREE EREES

£/ 1AM 2 EZ2VERBK  WRERFESLEERNVERERER. MFEFH IAM FFAIAVFMA
&, F2HETIEE .

* |AM R HY R MET A
- MBANBERIAM 55T
« THRBGRRTHIETA

e ERN R RV R R F R By FHUE

MEMEREAESEEEERERNFEEREYSERES  ATHRAEEELRANFRE
HAREEESEELERNTSRE, HTLEANENEAERNFILS (ABAC) 5 , BIRSH
WRIRIREEEERM RS . ABAC A NEM M EIREE PR TEEN T BREAWSHIME
8 S B R R

ABAC fERM INE| EBHRE IAM FF TR, AREMMEFERESRENERNM NI ZHEER
HNERBTSRBINERE , KBS SERARBRLX PR ConditionTERAFFFE.

il | EBAINEZEARLEERARIWAIEAWSE R LK NEE "Environment" =
"Production", EERRAREESEEVERAERENTISEESEFIELER , FEMFER
ZEBIERETIEEEM Resource Explorer 8, A% , EEERENFIRFHAIEEENTSHEE |
SO LAE R SR T SIS 51 o SR A9 R B 2R iR B A BR

{
"Effect": "Allow",
"Action": [ "service:Actionl", "service:Action2" 1],
"Resource": "arn:aws:arn-of-a-resource",

"Condition": { "StringEquals": {"aws:ResourceTag/Environment":
"${aws:PrincipalTag/Environment}"} }

}

ConditionERIHMWEHIF  BEREEMMEREBE R ESEHEWENvironment EE TS ME
ERPEEZERWENvironmentZER , T AFUER,. REMEAZRETFIZTETH , ERDFE
—EEZE® , EFRBAEESZER,

/A Important

EBRIER ABAC REBHERNER , EXELRHEFRRBUNME T BRENSR
LEBOENNER. WRERE TR EREAH MAWS EBHEREFHOES | AIZER

2 A ERRER I R R G H R B FHUE 55
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AWS ERE A% ER
EM U EELEREGNER, £22M ABAC RIEH , RAEREN T2 M EESHREH
HIEXMMEEZTRNER K MARAREMERSNERES E T BB R INEEIR
HER.

PR RS ESESESES ES RS ESES ESES RS PRSI ESESIES B ESESIES Y

e

o IAM HERE  BEEBEEEFNMAWSHER
. [FAERIEHYAWSE RN FEUE

HEBLEN ABAC EfffsRc® , BULER (R ERFREC] ZHETUERSIRF P [ERE
B REAETES, NFERFALFANEEEK , F2ETHEHM

- REEERTHRANFEUE
- RYRBEREVRANFEUE

ERRERZBHEAWS B

EFAWS EREE , BUUERERTIREAWS Bl , HPSERANSRETRANESER,
BROESHE "B, PRE—ERAEESZ TEEL WERBER,

BEFHEANTESBERPRIEETECLANRIAE , Resource Explorer g EAEZRE. @
AWS Management Console EEIEmA K —E St EEEBHEA (HE] PEESFEHESRSIWTER
B, UESRFEEAEESETHANER.

BHREER TEE, PEENRRELAR "TEEL NERRER, IR —E "Ef., EAREEEAN
BB, AIBALEE "BE, PEUZRBENEIAE , UEERSERRE.

® Tip
REERGERE, ZX4BAEHE "B, PEVRE , AREREXEEREERIFHR
&l

A AE A RIEAWS SDK F#1TAWS CLIFESAWS Management ConsoleZi &3k API £ |, SRR
REEAR "HE, WHERE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS BiREE EREES

AWS Management Console

REFRRBREN TR
1. X [(BREERE EEL , BEERA (BH)] ARENRESENERRE,
2. BE TEME.  RREE TRAERES .
AWS CLI
REFRRBREN TR

BT THGT , SEENRERES [Region], TIIEHIEEIEENBRRERE us-east-1 [BIF
FHITHAERSNEARRER. IVRRLVAFERERTHTH TEEF, F.

$ aws resource-explorer-2 associate-default-view \

--region us-east-1 \

--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}

HRAR R

U L EREFIBERREEETIE, EEREFREANDHEER K KA BFZ2MNEERAE
FENER. BEELRAWSERN —KAWSER , FS BT Amazon Web Services —fi§2Z.

HR R TR

IBAI LAE FA S EAWS SDK R #1{TAWS CLIgE S AWS Management ConsoleEi &M API 1B | #1ZH
g E [EREE] B,

AWS Management Console
HE B EER

1. BABUERELERSA BN , WEREECUETH FHER) EENRREER.
2. 1 Tags (B#) T , i#IF Manage tags (EEER).
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https://console.aws.amazon.com/resource-explorer/home#/views
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/resource-explorer/home#/views

AWS BiREE EREES

3. EEMERRL, HEE "WHEER,  ARGARBRRIBNRRAE,

(® Note
BB LR ERERE 2 X KM ERER,

BRLEERTEESS 50 BEAEERNER. TMNHEHEYNEENERBAWSTE
FTALECEE,

4. TRFABEEBREER K FRE (REFEE2E
AWS CLI
HEEHEER

BITUTHS , BRENEER. THEMASKEETRIBEBenvironment MENZEEH
#productionEHEERR.

$ aws resource-explorer-2 tag-resource \

--resource-id arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \

--tags environment=production

RS TUMREIR A EELE@ L,

(® Note
EERGETRBIREIEER , 5FAuntag-resourceg v,

{5 AR B2 I HE R

ERNVERARREXEBEMEFIURG (ABAC) WRE R, ABAC AIRERLER , hBLERE
H, RE , CHERRTFEAEURESANETHER.

flgn , EE2EEEE. BERBANKREViewA , BB EEenvironment=prod (BEH = {H).
B—{AViewBAlAE &M ESCenvironment=beta. A LUBRBESEACREREEZEHEZINERE
B SFAMENEBRNERELARNERE,

ERERE IR 58
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AWS BiREE EREES

RE& , BALA IAM A&, BB FEHEBIRAWS Identity and Access Management (IAM) 5F 7] B
K, REERHESERNACIERAEEGTEREMMNEREMEBNenvironmentEHKE | [REI
FTEREFAREERenvironment ME SR,

EERFENHFERCRBEN  FTRELHEFHTUFBBLEERNIIR, MERRMAER (EH®R
#) MEE (IAM ANERE) ME ERFL, AR BEREEDEH , METLBEEM[ERER,

£ ABAC BUR 5| R

ERmific® SR ECHAEEERRBERFIHELRENTI. TIEFIBERBEREN IAM
FRARGHEEAZES®environment MIELEEZR, TRE , B TEABRELNESH

H, K&, CHACNERAETLUSearchfEAenvironment ZEREZ T ARIE | B LR B2
hZEEXZEENenvironmentZH T LB,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"
}
}
}
]
}

MRFSBEENBREFEZenvironment® , BEETHEF , IEWNREF—EEHRPenvironmentiZ
# , Bl Resource Explorer £EEE S EK,

WMEMFH ABAC Z2 IR TFERFIENFHER , 5528 ABAC B HIEAAWS ?

£ ABAC BEH 5| IRE 59


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS EREE ERAEER
HRAERBERBE

PR AWS EREE TEFRANERAERNBEERIREFEE B2 Amazon S3 FIFEBERE
£, ELBERGH MEIRER  WiIEEHTUAFEAZBIA. EE AWS Identity and Access Management
(IAM) &5 BBRE R SRR L, IAM BoEBEREERGAG, BESERE  YEEAG, BEY
FRETERNEENER. ST ERNRAREFAEMEREER , WTFAR:

- ERRERNERRFHZREESIKRSFT , AERAEMRAIAREBFRZERNBE , BAL
EREP —BRASERREFIHE.

- BIRE B ARNFERAEMERKER, MNERARSFIRENUERAERNBERSMMAES
—EHBIRFLXA. T8 , ZRAFTEKFREREGNEAESFEARFINAR, HERFHH
RAEEEES AU BRI AERNRBIERIGEEBRFTENACGHNERE, RBRETY
iRz Amazon EFE & (ARN) FZEUE,

EEEHMIREHXARER , B4 AMFEH AWS Resource Access Manager (AWS RAM), AWS RAM
RERBENERAEBRNWBERNEM Y. SXAEBITTIIH, FeeHA

- FRSIRFES,
- BEREANRLARANBUEHARRHUAERAERNBERS IAM F 2 BBRIEMFFT. resource-

explorer-2:GetResourcePolicy resource-explorer-2:UpdateResourcePolicy

resource-explorer-2:UpdateResourcePolicy

EEHARE SV AREBNEERFIZRNEES, AU EEEREXAERNIREDRS 258
Bl AWS RAM £ X#EFHERZER[EE, AWSRAM RiBGRIZH HANETSEEER  FHE
THBERFMRELCHERE, MEFEMITLAERNIET , 52 BAWS Resource Access Manager
FEAERTHN TXH AWS EIR, .

RRERSNZMNAMEESTURYNAAR 3 BRREE  HAESERE. HBE[ (OU) #E
B8, UIRIRFEREERA, MMTUREEAR. OU HRFHA. ERFMASBREEMSE , AWS
RAM € BB R T AL ARA.

Bz S AR ER IR R AWS 1RF

T o6 RAUNBRMARRE AT HMERE AWS (RFNESEREMFER

{
"Version": "2012-10-17",
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AWS BiREE EREES

"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [ "111122223333", "444455556666" ]
.
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",

1,

"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Condition": {"StringEquals": {"aws:PrincipalOrgID": "0-123456789012"},
"StringNotEquals": {"aws:PrincipalAccount": "123456789012"}

}

}Il

BE , SEBERFHINEESNXAZBRKUG BN AERNERRAMME AR, BFEMEH

E , RIEEMEABMFEHETUFEERET. 1RIE 111122223333 = 444455556666 I EIE S A LLE
M T EHIRRE, RE , AT LUERBIERAEBEIREDNAR, FEANERE K EERFEAHE
Rt RmRFHANBRRETES,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
]
}
B LEIE L IAM B 5 B BER REB MR FEURS] (ABAC) Z2 R —8 5., mEESEFIF , &1

RGN R ERNE H 0 HMEERR. AR, LU UERETE WBE%%&E%HEM?EE%@%HQ
RZ BB T REAFAE. WEARERFHPECRENET  F2RERETESEE., NFRELEB
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AWS BiREE EREES

HAERNFEZRENFMAEN , F28 ABAC AR RM ? AWSKA KR IAM A EIEEREAR
|izH AWS ERE FEER,

EERBEPMERGEE

, Delete ()o AWS & RAEE & A LLEAAWS Management ConsoleZRFEAWS SDK F#{1TAWS CLI#
SHRHEEY API EZERMIBRERIR R

(® Note

LM B RIS EARARRBNMIARAWS BiF, ZEEMRMIR , ELEBREE®RA
FEEZM R, , DisassociateDefaultViewAPl API ()o

BAKEFA
« BfE : resource-explorer-2:DeleteView

R EMBZ R ARN

AWS Management Console
il B4R &

1., Delete (), (), 0,0.,0.00
2. EIZ Actions (B1E) , RZIEIE Delete (MBR).
3. , Delete () , Delete ().

AWS CLI

il B 4%

, Amazon Resource Name (ARN),

$ aws resource-explorer-2 delete-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111
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AWS BiREE EREES

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
}
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AWS BiREE EREES

ERAWS ERBERSEIR

BANEEZEBEMNAWS ERBEELZNAWS IREFRAFENEAEZEESIKRFPHNER. FHAWS
Management ConsoleE;AWS Command Line Interface(AWS CLI) AEAEREELSER,

UTRERBERSN —EFTERMN,
- BRESHBLAFERRIE.

BEREREEARYEHEREEPLEERVER, FEEERAEESEXEPEARER , £AE
HBBEHBAllowEMresource-explorer-2:Searchis EREMIRIE, WERKRBLUG »AEER
MRERR R IR IR R RV E 8,

BATAESEERNSE  URHIBLERTANTSEERT. ERRYEAGERNTERE , AR
HEFRFZERENTRARGNFIE LU NEESACAEFARRRREEARERNIRR,

MERENFRES  F2R (EEEREEREURHESFIVE,
- BRABERERESROERRHEERLRS,

Resource Explorer AIRERE— L KE , MEHEHRSIEFRENELIBINER , LEEHFEER
HR5|, EREERABES|I PN RSN RASERITRESEHENNERE,

EREERAREMBRNER. BBRRSIZEFERRZMBENER , UARBREHRE| P BRHEIRN
BEAc® , TREE-LKE. EREAESERINERD T3 MBRREARREIERINRFNE
#Bx:5l,

g, BRNMRERESAREE 36 MFNEE  ERRESTREECRBDEREBENMAERES
BTRESERTNEE,

- EFRETNERBLERAWS B,

LHRMERBENSEEAHRLERFEXESFTNERNRS|, REHEESMAR , I E &
REZEERS| PHINER, Eh—EMNRRERRS , cERWAEAERSINERTRIER , 2L
XEERFPNFAEEREPETES,

- BRSRSFERFHNEERS

REAERSMBEERNIERAWS B , EEEMARE—E [BEE] , A2SRFNREEBRRE.
BEA RSN T EEDERIRARE

Hitt , RERERKS| Region FHIRES seEE T E A ERNERAWS BEERF .

64



AWS BiREE EREES

- EHESAERHEN BB N FREFMENESR.

BEHEAREFESEABESHEENTORELRS, FHEREECEHERTBHNEERERE
BESHEEATANDEER, FE TENGFEH,

test instance service:EC2 region:us-west-2

ERHERBETMLUT,
test OR instance AND service:EC2 AND region:us-west-2

LEAEREFERSNEREEAD (REE) EHMN Amazon EC2 iR , EELEF—EBRET
CRIEE, B ) AEER XM , flnERRE, HAIERP,

(® Note

RARBESHAND , HRR A —AEEREBNENEY  SBRERNER —EenRsR. 5
m, ERAgER—EERN —H2AWS BE., Hit , THERFSEQEAER.

region:us-east-1 region:us-west-1

ERERFHTEAZEREESEEZBHENEREMY , fllitag: tag.key: ,
Ktag.value:,

- BEREEME 1,000 EER.

LERCBESENECHAERNEOEHNZHENES, FEEEFZAEHAFTHELER 1,000 WE
R, BLAERAEABENERRHAS/CEESNER | WAATTRE BRHIE 1,000 LT,
- BULHTHESEREERSERFNER,

BRERHECEVNETNERRE , ARSEATUETHEMAE. NEHERBAYE ,
R E R B

s
9
&n
i
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AWS BiREE EREES

AWS Management Console
EHERRERSERNIR

1. # ", EFESHEL  BAEBLEEANBRR, SUURERRFINREPETE
#

2. HREH A WARSFH A ARBERBRHICREERINER. WFEAEMA TRELEERN
&, F2H (ERRENESEMEESE,

3. FEBARXENES,

ERBERTNEMENMARRFilterEREPESR , EHERMHN, BRSKMEEAMEE
F, AEBZEAFTANEREEEEPETRES A MRS FANERISEREBET

o
4. ERERNEBFUEMIZERERENAREG S , SN EEPUZBREFHNAELRN
BERETRE,
AWS CLI

ERERREESERNIS R

BITTHGS , WERAEENRARESER, IREARVLEBEFEREHTEEN "TEE, . T
FIEHlEE 2B ELEHN Amazon EC2 #1TEBenv=productionfEEBRZF (R BEM) (BRI
2). MEAEMETAELRZENETquery-string28 , F2HEREENESEHNE LS
£,

$ aws resource-explorer-2 search \

--region us-east-1 \

--query-string "resourcetype:AWS::EC2::Instance tag:env=production"

--view-arn arn:aws:resource-explorer-2:us-east-2:123456789012:view/My-Resources-
View/la2b3c4d-5d6e-7f8a-9b0Oc-abcd11111111

HESERELE csv EF

BALEHNEREFRESEAETERSTBE (csv) BR. csv BERIRHRBFIN. EREE, B
B, AWS tkF, BBRNER A URESHEEAK -—FRENM, csv ERTHBNERELEHAWSHER
FHER , R EEERFCE , BELSRERRNT—,

1. BEENERTERESEN , BERERELS CSV,

RESERERE csv ER 66


https://console.aws.amazon.com/resource-explorer/home#/search

AWS EREE

ERAEER

BULGEEREH B A UBEINERENGER , IELE T AR,

Search criteria

View Info Query Info

v ‘ ’ Q. Query keywords, filters and operators

Resources (1000+) info

Export 1000 resources to CSV &

Export visible columns

All AWS Regions v ‘ [ All types v ‘
Export all columns
Identifier [ \ Resource type Region AWS Account | Tag: SoftwareType
O DeploymentStack- logs:log-group US East (N. Virginia) us-east-1 This account (not tagged)
2. BRERLARTE  FEERK csvER , SIERRBTFISFENLE,
BESERELE csvER 67



AWS BiREE EREES

ERBRENRSERREELZSE

AWS BER#EE & AWS BB AWS tRF. & T BN E KRB ES NI EIR , Resource Explorer
BESXEAXTEMREEANESEHFTHE, UETHEOMNEALEFMRENERSDS  F2REHE
BREEESEH,

® Note

B &l , E#EE2 AWS Identity and Access Management (IAM) ERHEZR (FlNBERFEHE)
FEEYES,

EHEERREFNIELN

BREHBRERAREE, WRERBHAMIEETE , Resource Explorer EEAIEERBIEERE AWS B
R FERER.

BERREBLERTHEEH, EUTURITENRER  SEREAHSELFTEANERE.

flan |, EE R —ERR  EP R REEARSIBEnvironment MI{EZERHNE
JRProduction., A% , BN BREXZRENEFRERERAEEGEKERNFERESIEREELE
Ro EERRELERNTEEAETUEIREEALphasiBetalRIEERNERMIR, WFELHIHT
FRMLERRNES  FSEREAEREERENEIENETES,

EH TR
APREENENTE, GEENFREEFOEARAL
g$ﬁlu\

REARWR , aQueryString R—HEHBBOREENRBSEENBABANEFRRT ., ERAZKES
EFERrREaERFIRAN , MTHEHFR :

f'.{_l_lI

ec2 billing test gamma
ERBERTELERFIRERE

ec2 OR billing OR test OR gamma

EHHEERBETNIESRX 68
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EFRRESREBEEREFER , HNSABRESFANERREHESHRERE. THE—RSZEF

ANERTERERTHR, B , ERAERIACTHANEENERE , XERRERPECMHED
To

MRZBR/QueryStringBBIEEZFH , AlEHGERHE 1,000 BER , ELERITEBAREZEN
BREER, TAEHTEQNEREE LRA 1,000,

(® Note

AWS REEF T BEHEBANEBREFHLEEZENMBEAMEEZNERN , UAERXMAURET
FRUSMEANGER. At , ##HFEATERANFREFNHEEHERNERTEESREE
RFEMKE. MREFEEAREMNER , RMERECEAGESR. BRFLCEBETSHRE
H#Fﬂﬁﬁ&%o

ERIE R4

BULBEBYESHRREREBBLRIEHER. EXFHRREFTE , GHERSER AND EE 77
ERTME, flw, FEETIENR  HhacsmETEREER TR EeR:S

test instance service:EC2 region:us-west-2
HEHANTELSROT
( test OR instance ) AND service:EC2 AND region:us-west-2

EFERR — R AND BB EH 7RFh, MREFRGRRFTN , ARRPTSIEXER. €#HE
AV R BEEMEE Amazon EC2 MBI B REEIFAEE (R#M) MER , AWS EBE BEDLER
HAMMT —EEERT.

(® Note

HABEMNREAND , BREEHH ReeE —EREFREABEN BRI ER —EehER, 5l
m, ERRAER—EERN—&2 AWS EE, it , FTIEHFEEREMRER,

region:us-east-1 region:us-west-1

WRFETEARATREESZEECBMNENRESS , fllitag:tag.key:. Ftag.value:,

B R 69



AWS BEiREE EREES

TRIMETUEERRERSEHPERNTHERERE,

EnRBREE 75t B B2 i A5
accountid: % AWS 1RF BERN. ERBEERRTESSEERRAMEETNER.

accountid:123456789012

applicati WERR T EEE S EHawsApplication EBENEREEENER, &1
on: DiREREXZBIEREREREE ARN #TES,

application:MyApplicationName

application:arn:aws:resource-groups: us-east-1
1123456789012 :group/MyApplicationName/1234567
89abced

arn:aws:resource-groups: us-east-1 :123456789012:grou
p/MyApplicationName/123456789abced

® Note
BECEALERR , ZNREXERHFIURLEESR.

id: BRI &R , LA Amazon ERE# (ARN) &Ko
id:arn:aws:license-manager: us-east-1 :12345678
9012:1icense-configuration:lic-ecbd5574fd92cb
0d312baea26EXAMPLE

region: EIRFT AWS Bif ZWVE., ERBEEERPETEUREENEIR AWS
B2,

region:us-east-1

(® Note

R A BB (TS8#3Y , flflus-east-1 ) FEEE
Edregion:us-east-1 . EABERERRA , (FAFFERENBEHE
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS BEIREE

ERAEER

EnRBREE

region:gl
obal

resourcet
ype:

resourcet

ype.suppo
rts:

service:

tag:

75t B B2 i A5

ANFHETF , Region EXBEH 2 AHMBRIE 2. Hlilus-east-1
, S Auseast, M1, ERFEAregion: Ik , TSR EIEEM
Eﬁﬂﬁ%

region: ERE=RM —BAFHRIFR | ET SUER L1550 3R 5+ B2 A S A B
AWS B BHRE AL HEEANER.

region:global

(@ Note

R ABRFTglobalEEMMERMNMER , region:global HAE
BEF globaly RFMELIFER, WAglobal AEE#EFRSEE
BEEZREFREEFRHEBABNEIR,

service:typefH RPN ERERE, EREEERRTETESEEEENER

o

resourcetype:ec2:instance

WENER T ELEESIEEBNER. tagsEH—XZENE, EREEEHER
':PF@E—IEE:nEE'Jﬁl o

resourcetype.supports:tags

B AWS ¥ ERERMEENN, EREEEFRTELSHEERBELN
EENER.

service:ec?

EBE/EERYRTA, <key>=<value> Resource Explorer R8HEFZERFE
EEEEBREEAMARSIBNEEENEIR,

tag:environment=production

ERERIT
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AWS BEiREE EREES

ERREREE R B B G
tag:none tag: EREESEMN —EHKER , TRLESIERMNEAERAERIZENE
o
(® Note

ERAWS REBZVEBNERNERE S ELERBNERT,

tag.key: BB, EREEERRTESSEARENEBRNEIR , MTEENMA,
tag.key:environment

tag.value: BERE, EFEEEERTECSEELEEENERNER K MAZREERA
o

tag.value:production

EEEHE T

UL TRAIBEINEF —BEEFEAFEN -8 , RIEXBRFMENRR.

BHE T w5t B B R 45

"multiple REsIHFER (" ") BERRERAE-BRFNSFHAR. ERREEIER
word phrase" ERERELRFENER, ARMEERE R  LREENIEF.

=% MBEBRERES|SE |, Resource Explorer @ L= REFZ /G HBOBAET
- fr, TBEREEBTHNER , IEEMFE-BRUTENIEFE -, &
PR BEHRRIERZ ROFTERA.

"This matches only resources with the whole sentence."
This matches resources with any of the words.
"us-east-1" — {EICEEKTEYEEMERBNER.

us-east-1 — EEEMIZE "usy = "Ry =H "1 BER.




AWS BiR@E

ERAEER

A A g ]

-tag:"enviornment=production"

FIREEACE, RREEFREENEERAFT (B, EREEEERF
ELEEEURNABENENER*, THEHASRESFTE AWS EiZ LA
M Efflus-easto

region:us-east*

/A Important

H—RESEEFEPF—EREFNEEEDHABAF T (*) B&E
Fo EENRER —NWERERBELCRNEERBFRBENE TS
&R,

[(BERRE] X2ad [BRES) HH LN (B XZHRATHES
TEEBNMERFT. EAUERSFEFNEAFZRACR*FBE
Ao

73


https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS BiREE EREES

BET w5t B B2 #E f5
-keyword NotiEE R, B EMRFNEBRMRANBRAEN LEFR (-) , AREERSE

R, BREESRERTHRASIEE FRENHRF NEZRNEMER,
T5IgEHEHE Amazon EC2 BR¥5 M BB AV P B BIRBEBRFE S R 2 51

-service:ec?

/A Important
WMREFEH AWS CLI searchiE® , B--query-string S8{E
D-BEFHAEZE—EFT , AIXAFEAERFTT (=) ROBSHEEE
BHEHE K MAR—MBAZEEFT. IREEAZEF T, CLI 2EHEF
F, plwn, THEHXK,

aws resource-explorer-2 search --query-string "-tag:none
region:us-east-1"

MTEENEHFZNE  =BR2ER , BREBEIF,

aws resource-explorer-2 search --query-string ="-tag:none
region:us-east-1"

MREBEEHFZEFERRR[NIETF , EE-TRESBETNE—EF
T, BALMERBREZRT T, TENEMFFSRIHF,

aws resource-explorer-2 search --query-string "region:u
s-east-1 -tag:none"

EREHE T 74



AWS BEiREE EREES

EEF &5 B8R s

\<special BUNEEXEATEIENRFIRERT L MTIERE, IRENXFESHP—@

character> BHRFT(* " - @ = \), BXEEZXFRIMNLERFARE (), LEBRFETRE
RBRFEARNFEAN, TH@EfBERNAEAISESETH () Fu (-) WEBAERX

XFREEF, "my-key-word"

b4k BEPFGIE Resource Explorer #& 7 ik RAVIEE X 77 X = B E #Y A&
7, AL REs REEREMEAFE.

"my\-key\-word"

ERMARERFBR , FEIPRARERBRTT. F—ERNREEZER
e, mE—EARMRIEE/ANEEF T,

"some_text\\some_more_text"

® Note

MEBBITEMMEERNER , BlSearchEXTEHEESFTRIBEBBER , RAENY
MENZSRt T UREZELEEBRBAXFES, flin, Bffcat:blueFBERHEEFIRST , Resource
Explorer W LS EZN A —B , Bcat: TREMNWERENEESZ —. X , Resource
Explorer 82 EFREZLAEHEANES TR , LAFCHEERRSIBEBI ARN £
BZEEA,

MBEFETIE—GRG , (FERESHEERFES

- BRTESEBRNEEES

- BEEHPRERAZEREIZS (tag.key:tag.value:, Htag:)




AWS BiREE EREES

sPERBEERSEN

THSEHIRERET A EFERANE REABENEEZAWS BEREE,

/A Important
MREFEAAWS ClisearchiE® , B--query-string28EN-EEFHAE—RBFr ,

AIAAEREFRFT () RYBSHEBEAE K MAR-—RNZERFT. MREEAZRT
7T, CLI g% Fa, flm, TIEHAGEK.

aws resource-explorer-2 search --query-string "-tag:none region:us-east-1"
TIEBENERISN=-RZE , MEHREE.

aws resource-explorer-2 search --query-string="-tag:none region:us-east-1"

NMREBEFEHFZEFRRRNIETF , ER-TESBEFNE—EFT , EAUMERRER
KFiT. TEHNERIE.

aws resource-explorer-2 search --query-string "region:us-east-1 -tag:none"

BERRLHER

MRGEBEERFEHEAUEEABEBRNFIIRS] (ABAC), FAURAEERNEE , HEtHERH
TUEBAERN BRI , BXEAERFHHLEERITEEEXRER, THE/NEAERAEHRANNBEE
BIZE : none NJERBRMMEAEELEEBNIIEER.

tag:noneBRERMFHEEARNEAERINERR. AEENEZRNEBRAWSSRUENZSRTHR , B
MEBERERRP,

tag:none

()o AWSEHFEFNE—ExREHRIEMECAERINER BRI —@EfHl. AWSRIENR
MEBRE AT A BEaws, Eitt , BUEREE NOT EE F (-) #BE tag.key EiiEss , A LAHERR
EMEAURSIREBRABR ZFEBRNERaws,
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https://aws.amazon.com/identity/attribute-based-access-control/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

AWS BiREE EREES

tag:none -tag.key:aws*

BEECERNEIR

EEZSREAEMNEEEBNAEER , BRLMEREE NOT EE T () BEBHRANEER : none
EE , TR,

-tag:none

BEERVEERBRIVER

F4£5E ABAC 188 , LA R ERRFAREEAKETRNERNDR. T56s&EmEE NOT
BET  M-OHSEERIREEZEEN TS FDepartment.

-tag.key:Department

EEERENERENER

EAREMERER K Sl EgSEE28 T EZBEERIABENFTEER, T ESBEREEER
Sl EBNFIAEE Renvironment, Fi , EHSEHNEHEMNEESENEprodinteg, HWE
FRdev, EHFHENEMNZERBEHME , CEZXFELFIE,

/A Important

ERAERBERTEDIANE , BEESTEREATAATENRBBNE, Flw, T5IEH6
HHERFSPROD, prodPr0d, SHEA&{t, T8 , FLERARXGUERS K NENHAER
BR. ERCEECEABNANPIERE  SINEERANBSHNERBREFEBNE. —BWEE
A AR BhE e AR EBRAY KRB A E M A e EBMIEE

tag.key:environment -tag:environment=prod -tag:environment=integ -tag:environment=dev

BETIFEANERAWS EHE

FA > BRAFALEETREYHRARERSFOFEES. FHRASMEAREN EU) EEAT
HER.

Tagged resources 77



AWS BiREE EREES

region:eu-*

43K
£ Aregion: BRERGMNSHRANEglobalBERS IR A< iE B a6 5l (= 15 BB B IR

region:global

BRUNGERENFERENEIR

B MFE A2 8RR , Resource Explorer S BB S BEANDEHE 7 RKHEE
o Amazon EC2 ()AND,

region:ap-east-1 resourcetype:ec2:instance

(® Note

HABEMNEREEAND , B ReedH ReE — B R E R R BAY B RV B 1% B 20 £ A — (@ ERE =R
Bl ERRAER—EERN —MoAWS EiF. Hit , THEHTFSEOEATER,

region:us-east-1 region:us-west-1

WREHTEARTERESZEEZBENENESR , fliitag:tag.key:. Ftag.value:,

EESERZFARNER

DES| (") FEZFARARE , ASEEUERIEFHIZEEFANGER. MRREE5IH , EREE
SEEFEATMERZANENEZFANE R, flin, THEHSEHAES R LAEQFEREANE
BR"west wing"., EFFTRHFSus-west-2AWS Eif (RERXBHP T ENEMHMES)west P
R, WFE "wings —FAMAFE "westy —FANER.

"west wing"

£IRER 78



AWS BiREE EREES

EE2ENIEE CloudFormation#t & — 2o E R

EREERAIZEAAWS CloudFormation¥iZy —Z 28 , EMHEEBELAMBNETE, THEHH
SELEEN AIEEHE—TONAEER.

tag:aws:cloudformation:stack-name=my-stack-name

AWS CloudFormation & X &

79



AWS BiREE EREES

R FERHKE—E S AWS Management Console

ESEAWSES A BEEATEEPAWS Management Console’BiE— B2 Z M. IE ST TLUIESAWS
R SHMEEEEE , UEEFEIFAWSHEEFZEASEH.,. NREEBITHMENERBESSI
BEITRRE — B RINBEAWS IRF |, ©HAILURE R E R,

BEBR—BE , ENERAETUREMNAWS REFZEAESER , MALEREETAWS EREE

7Ba,

® Tip
MREGREFRAR—NESYIESHESER B ALBKIESEH/Resources, EEEH
AWSEREESERPIHEEENTRARERNE R,

ES |
- BERABERAR—ES
- FRE—ES

/A Important
M—ESEEFFEFE—EERFNEEEADREAERAFT (*) EE . EERER -—NWER
RREFECEAEEEZFRENEAZTFNER.
[(BRRE] TEaH [ERES) RH LY (B8] XFZARATHESTISEDNMERF T,
BN EESFEPINEMFZRAIR*FBAA

RERTCERAR—ES

FEERLRBERAR—BBAWS IRF , FEE 'HE. EHER, 'BRAE, eERAESHE
FEXRWEBIRE, BREXRNT :

« BRAEED—ETFFAMERREAWS Efl, AFEFERRERINESTNERTEHRER
—HESERP,

- BUAAEGEEN "B, PEURRSRER, FHESFHTHNESEEEKRF PR CSEMES
R R

BRERTEHAK—ES 80


https://console.aws.amazon.com/resource-explorer/home#/explorer
https://console.aws.amazon.com/resource-explorer/home#/settings

AWS BiREE EREES

- BRAESERBRSIN "EBE, PRUARRR. TEREEAR—BSERNEAEBLARER

{5 F L TR AR AR AV HE PR

- ERENLEN AWS Identity and Access Management (IAM) FATBUERISTRIGE IAM £ 88 |
LR EE#H {Tresource-explorer-2:Get*, resource-explorer-2:List*resource-

explorer-2:Describe*, resource-explorer-2:SearchBEMER., B UEHAECHE

A1 IAM BERREBFELF T, ELHRETEETIAHECANAWSEZ EERKSP
* AWSResourceExplorerReadOnlyAccess

* AWSResourceExplorerFullAccess

FRE—ES

EERACESERPIERIREFNER , LERTMAWSEERESETH —ES H BXBATHTIIE
B2 .

1. AWS ERRERERIRE PRA —EZAWS EHEEE.
2. it —EEELEEREREEl
3. HARMBERSIE "EE, PEVRREER

FRE—ES

81


https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-register.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html

AWS BiREE EREES

FAWS ChatbotRiE S &R

BRI LUEIB F BIAWS Chatbot B ARFE S R ERE ZAWS REMNBEEAUREHNAWSERNEES.,
AWS ChatbotiEiB 8B X4 F X EMAWS N E %k | 15 331E S 1Y B K488 A [ 2F Bd AR A A B A R =B
AWS Chatbotff i EFEERIESNS K EEFRHBRENER,

WMEFHME |, F2B T ERAWS Chatbot ? 7 {AWS ChatbotBEIEE15r) H.

AWSE R [E &

AWS ChatbotE A ERBERESMRREMNEIR. AWS Chatboti§ ELEBSERBRERTEHR. It
EEBERHMAEEMER , YOS RERERE, AWS BEFNERE — S EHZERNINE.

DB R

ERHEAWS ChatbotEREEMNEE , BH4E :

- BRELZNAWS BiE. R MNREANERABRRENEALNER. WEESEN , F2RE

TR AR Y 17 7B A B =

- BRIBSAENREPREE , i AWSResourceExplorerReadOnlyAccess BUR RN INE S $HE A &5 =8
HENRAFA®F,

- FERESRIRHVSREE M FE B R 5FF AWSResourceExplorerReadOnlyAccess FHERR .

ERNERERE

A EREHRAERTEELHE, ALECNERBRILENXFNER,
@aws What services am I using in Region?

@aws What are the resources in my account with tags?

@aws What lambda functions do I have?

AWSE R EE 82


https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html

AWS BiREE EREES

hTHEZeM AWS ERES

ERL AWS BRHRENELR. BAAWS BF , BAURERPLNBREELER  IARBERR
BHREMEHRBNEBNFERMITE,

2R AWS BECEHERBENERE. AEEEEEEEERATRNZEMNERPHNZTSM

- BT EME —AWS BERE AWS BRI FHITHERLEE AWS Bk, AWS ERERERMAR
ZEEANEBRRE. FERBEAREREENRAERELE  F2RTSMSRZEEAWS RFEAWS
AR#% P,

- EmPHNREM — ENEEIRAEERNER. AWS B ShLAHEGRZEE  IFER
R, ERANERNEREZENER

A TBHERENTEERDBEAAFEERD AWS HFRE. CARHNARTHREE , 5
HACNELHNAREE R, CORBINAEARE AWS RS B EERIREREEDR
EREERN LR,

5 &

+ JIAMBESE BB IPv6

. WIS BRSREREE AWS BRBE

. EHRE AWS HROE

. AWS BERE NARRE

. AWS EFRE PRy

. EREMES AWS BREE

EIAMBER FH#k & IPv6

AWS EREE EFFERIAMBIRRRE AN IP A uEE | WEHIHEMBHREEHEWN IP LitEESH
FHEREEAPIs,

BRBIEES -2, regionFTEEREEMN .api.aws MIFAPISIEIPVETEFFEUAZE, IPv4

REFURIEIPvEL LR IP it &5 R B Al s & B B A F i &£ 7 BN Resource Explorer API #8135 &
&R,

HEIAMBUR AR A 1PV 83


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

AWS ERRE RS
ZIPVARIREFR B ENEF IPv6

HEEE aws WBERFEREEEUNF FsourcelpBZ R RN E, EUNRRPERERIE
IPv4F11Pv6,

MREERAEEEN , IAMAIKEEFH BRI EAIPvARK U uERENRA , LERIPveR AL,
WEFNEENE , FFBIEAWS Support.

(® Note
THEFFRARNEE

0

1BIPVABEE ENEF,
{BIPVEEEE LNEF,

\|

SO

T EERIPV6 ?

IPv6R B E B ERK T — IP R%IPv4, BHRFEA 32 (U T BB E R &K 43 REPERE. IPv4IPv6
MR 128 LT EIRZEL 340 BERE (N 2 2l 128 ThX) WHE,

2001 :cdba:0000:0000:0000:0000:3257:9652
2001:cdba:0:0:0:0:3257:9652
2001 :cdba: :3257:965

EHAMBER IPv6
IAM/Z 8| B BT AR fE A aws : SourceIpEf&EES iR E A RFH IP (Lt &EE,

ESUTEIPVATIPVERE, MRENMBIREAEEEL , BLAREETMAR IP it EHER FRIAM
AMEEH , LEEMIPveuLEE,

f5lgn | 1tk Amazon S3 EFETRBBR BB A FFHIPv4Ab 1L £ 192.0.2.0. *MConditionJt
%203.0.113.0.*/H,

# https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_examples_aws_deny-ip.html

{
"Version": "2012-10-17",

ZIPVARIEFHR B ENEF IPv6 84


https://support.console.aws.amazon.com/support/home/?nc1=f_dr#/case/create

AWS BiREE EREES

"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*",
"*%203.0.113.0/24*"
]

I
"Bool": {
"aws:ViaAWSService": "false"

}

ZFEFEHLED , FANConditiontEZEEEH AT SIPVE{ L1 &F
E2001:DB8:1234:5678::/64F2001:cdba:3257:8593:: /64,

@ Note
HIRBENOTREMOVERIPv4ithit , RAEMROEREMMEN.

"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*203.0.113.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*2001:DB8:1234:5678::/64*", <<New IPv6 IP address>>
"*2001:cdba:3257:8593::/64*" <<New IPv6 IP address>>

]

1,
"Bool": {
"aws:ViaAWSService": "false"

MEEREFERAEEEEEBNEFMEERAIAM |, 552 BAWS Identity and Access Management 15
MmN ZEERAMARBEE.

EHIAMBE IPv6 85


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html

AWS BiREE EREES

RELNEFEFALUXE IPv6

EFERAERBES -2, E {region} .api.aws inMBEHE T Fin 25 A A E S RANH M AWS
AR# wmRho IPV6 T 5 BRER AR i BR R B e um R o

WEHIEER Linux # curl AxZx 8.6.0 , I fFEH EIPVERUB LA api. aws #1E Y im 26HY Amazon Athena
PRSI B

(® Note
1 AWS B B A FinfrE VAR B, FLLEIF , RAEARERE (#S B 2bE)

us-east-1 iwE,

1. AT curl o5 ¥ 7% 22 B APV it #E 4T,

dig +short AAAA athena.us-east-1l.api.aws
2600:1f18:e2f:4e05:1a8a:948e:7c08:d2d6
2600:1f18:e2f:4e03:4ale:83b0:8823:4ce5
2600:1f18:e2f:4e04:34c3:6e9a:2b0d:dc79

2. BEBEFIRBERETUIPVOERLT curl inHiETEE,

curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 2600:1f18:e2f:4e@5:1a8a:948e:7c08:d2d6
response code: 404

SRR iR IP BEEERRE0 , RS EAKIEREELBIERIPYE,

WMRER IP AZANEEIHR0 , BIFFimiEg siin M AR S RIPVHER, EERET curl
mERELERE.

curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 3.210.103.49
response code: 404

RBENETFALXE IPv6 86


https://docs.aws.amazon.com/general/latest/gr/athena.html
https://docs.aws.amazon.com/general/latest/gr/athena.html

AWS BiREE EREES

MRFB BB IP BEESRE0 , RRCMEHARINEREE A ERIPv4, BiF IP BEZEMIPv4
i, RAEERFEZEREAFREMNEAHE. NMRIER IP FR2MIPv4it , BFEATIESH
#l curl SEAIPv4,

curl --ipv4 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 35.170.237.34
response code: 404

HWEDERANEFIERE AWS EREE

AWS Identity and Access Management (IAM) AT BB R EEE R £t H AWS ERFEHE, AWS
R IAMEESZEFIETTARE (BA) MRE (GER) tREFREEEREERER, IAME—EL
AWS ¥ ATEAER , MEEAEA.

£

ks

- ERASDRE

- EABEKEEFEUE

- EREENMER IAM

« AWS BEIRRE B B BURE S

« AWS Organizations & R #&%E &Y R 7512 5 K B =51

- AWS ZEBEHNBE AWS EREE

- HHERBECRARKEZRARG

- RHHE AWS BREAE

cZhes

BRIBEEERBAE DTN IR , /8 AWS Identity and Access Management (IAM) B9 A RXEH/ T
EB

R#E(EH & — MR & A Resource Explorer [RIEHITIE , RIEEESARIREMENRENE
R, BEREHAELERBAEIRERTER IR , ST EEMER, THRENFUNERSR T

S RENEE 87



AWS BiREE EREES

BEHEESERIRNST. NREEIEEREETENEYN  FSRERER AVS EREE
.

REEEE — REEENTANERAEEREERER , AUREBEEEREEN=RBEFIE, AT
BHREERAEEEIMEESRATHRENERRIENIE, AR , BXEOIAMBEEERIENR ,
THBFREEAENER. RELEELNER , UBEFENERSESIAM, EERABRBE /LT 0
IAMVEBREREEER , F2REREENAEA 1AM,

IAMRREES — MREBRIAMRKEES , BB EEMF TR E R B LIEE Resource Explorer
FERENFRER. EERGEUEPFEANEREEUS 2B AERNRIEEFIAM , F2
B, AWS ERHEE 59 B BUEREHI

(e

BBREAWS FREPRBEANA N, BHAELIAMERE &2 REBERIAMBRREF (A
AWS), AWS IRERERE

B LAMERZEIR AWS 28R RIRIBHNEERE , UBHE 52BN S 2 E A, AWS IAM Identity
Center IAMB B BP0 FRE,. ELTNE—ZFARE , BUREH Google = Facebook FRFE &=
BESGoBANES, ECURBESBEAR , ENEEEXNEFRAIAMACERERES T2 E. B
& AWS ARREFEE , £AeBEREAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS LA O#L, MEFEZEA
HEEEE AWS |, FF2B (AWS A FHIEE) AWS RE B H & A B,

MRE AWS UEXERFTHNEE , 5 AWS RHEERAZEMN (SDK) MaswF A E (CLI) , AERK
HEREBURBHEESXNEBLENER, MREFFERA AWS T8 | AIXEEHITHEEER, NEFRAESR
WA EETEEBERNVFHMEN , BF2REHAIAMEREREFHNESE AWS APIEXR,

EWEERAES S REL L SURBFERMENNRZEMEN. flln, AWS EREFERZE
EXBE (MFA) RIEMIRFHRZE2E. BERARE , F2EEMAWS IAM Identity Center 15/ H
MZEEZRBNEAZEEZRF (MFA) AWSHERAIAME IERE.

AWS IEF RERE

BRI AWSIRE , fER—BEAG HR , XS TZEERKIRFHRNMEER AWS R

MER. WEPTEA AWSIRFE root A& , IEBEAESAREIIRFNE FEH bt M HTBEA
REFH, BABRBLTEURCEHAEREAETE. RELZVRFERAERE , LEHAXRHITREERH

BEAFEHTHELE, NEFEL U oot FAESSBANTEIFEEE , F2E (ERER) P8
(BFE root FHEREBHNIAMIE) ,

FEREDRE 88


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html

AWS BiREE EREES

£ & M A&+

AMERERERBHES B AWS IEF B2 — A SRERRINSERR, ETENERT , R
BELCONERHBEAGY HAERYSEEHRE FINBEANFNSN) NAVMERE, T8 , 18
FHBEERARAZEEAAMENESRE  BECRATDSH, NEHEET B2 (FAk
) i TAMESSRERS S, UEREEENIBNEHEM.

IAMEHERIECIAMEREESN T 2ER., GELIUBESHSHE, CAUERABER-—XABZEE
RAEBEHRT, #ETEEEAEFHEFTNEFEBBEARS. i, B UBHEE —BEANE
# , IAMAdminsIE IR EEEZ B H BB IAME RIVERR

ERERAGTE, FRERSRE-ASIEAEXZLRE K BAGNENREHEFNRTEENA
BEHE. EAEHAXKANREERE K CACERHERERE. BETHESER  F2H (AVMAFE
M) FHAIEAE (MARAE ) NIAMERE,

y=:h=:)

IAMAERE AWS 1RF FEERERRNE 6. SELRAIAME | EFREBEASHER, &1
LA AWS Management Console EiB{] i A REFEETTFHNAE, IAMZR SUEBEW AWS CLI 5
AWS APHEXSEA BRI RIBEACRURL, MEFRAERACHENFRENR , F28 (EAER)
FHIAM (ERAIAMASE) .

IAMERRRZENABETIBERTREMN

- BEBOEREFH — OEABES S DERTA , FRIAR  TAAGERTT. EHEIIE
TETHRER , X/ SHEACGEVER , YERTHAGERNT. NIFEHSACGHHEEER ,
B2 (FERERE) P (BUuE=15o8BFRHEAVENAR) . IREFERIAME 2 HE 5+
o, IBEERTEERE. AT7TEHSIBRIRATUFIRHARIAME , IAMIdentity Center SRS
BT ACHER. MEABETUENEN , 528 AWS IAM Identity Center A& IEREHPMWETA
%,

- ERIAMEREHER — IAM ERENALATUREEBAVMAEG , EREERETFHNTEER,

- BIRFFER — ZFERIAMAC AT TERFHPHEBA (ZEENER) FEERFPHER.
AEERTFEBIRFEFIENEEAN., B2 , BHRAELEREE AWS BRI , B LS KL S M M2 E
BR((MTEEAACEARE )., EEERBEIRFEFNACENERAERNBRCENEZE , F2
B (IAMEREERE) IAMHE (BIRFEREZEED .

- BRIEHE — B AWS BRI FERAEAM AWS BR#EIheE, flu , ERERBHRBITERR , ZRK
BEEE Amazon P TEARINEC2HAGYIHFRIE Amazon S3 1, RIS ATsEE AL EEN
o, FRRKEAGSERRKERAGRIATIIESE,
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AWS BiREE EREES

- HEEMITERER (FAS) — ESERAERAIAMERABIATHNEIER AWS , BERAEAETSHE
., FRARLERKE  SURSATEEDE , EMEFTEARBHRE S —EBE. FASEERE
SEEWUAER AWS R , WHESER AWS BRI [ THEREZHER, FASREERBKWE
FREHM AWS R BREB T RITRNFERE , TEHHFR. ERERT , ELAEFH
ITEMEERENFTT. BBRHFASERBNRKFMEES K F2REXFBEHE.

- BBAE — BRACRERBEAREATEFEAARNAVAES, IAMEZESATLEHRRT, £
MR A EIAM, MFFMER , F2H (AMERERE) AWS RIEHHEY A G EHE
[RE kS

- BRERAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNEENT , AWSIRF BEBRBRBERE. IAMEES A LeR (BEERERKER
fA8) R,

« ¥ Amazon L#THIEAER EC2 — B MERIAMBEREEEHTER LEC2HMITHERARER
LA B AWS CLI 3 AWS APIFERIVIRIFEAE R, ELLEEC2EHIPFRMERRET. BE
1% AWS AR RGEC2HTER Y RAFIERAEMEER , BRI MERTERNBTER
REE. ITERREESSAE , TRATEBR LEC2ZHITHNEANSHEEEAER, NEFME
#, FSREREEETNERIAMA BEFT I REHE Amazon EC2 #{TEE L HTHEIAMARE
o

ETHRREEERAAVACGERAIAVME | F28 (AFER) T8 "IAMEIZIAMA S EE (T2
FH ! d o

ERABREEFHE

AT BE AWS BRI B RIS EHINE AWS 59 BB KRR R FI, AR — BN
AWS , BESSBIIRE TG SRR, AWS BXBHE (EAE. oot EAERAE
THRS) REERE  THEESLE, BETWFTRAEZEBANRIEBHER. ASBEAE AWS
SUSONSHHIFR B, MEHMISONRAXHEBRNASTHIEET,  H20 (AMERE
RD) HEYEMIEE. JSON

EESWLER AWS JSONKEERIEEH AT AT EAR, b2 , WEEEBE T ERG T
B BEIRAITHLEE 4,

HERERT , ERENACREHT. EEREEAEHMRERNTEENER , IAMEESLE
VIAMKRE, A&, RREESETURIAMRFHEZEAE  FRAETUREIELRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS BiREE EREES

IAMRRIEEREEMNER , THREARBTEENSZAM. flw , BEEE—EAF
iam:GetRole BMEMBR., EEXREAIMMERE LM AWS Management Console AWS CLI, ZEX
BAEEH AWS API,

B0 BBR

L& 7 B8R AEREN FRIRET LM INES 2 BB (FlERE, FRIAMERERAE) WISONER
RIS, BEBURARSH & 2 E ARG TeE ML RBTHLEBE, BREBNTERIE 5 H
BAERNEKE  F28 (AMERERM) P (BIIAMER) .

BOBEBRUME-SOERARBERIAZERR, ARBRESEZARINE—FHE, FEIAE, 2
B RIERE IR | BALUGEMINEIER AWS 1RF. SEBRSE AWS ZEBRNEFERE
HUREE, BETHMNAERERBIARKRE EETEE  F26H (AMEAFH) T "EXER
& A 9 HR SR B 2 EETTIR R o

EREBE

NERABEBNISONFEHZEMMEERNBE 4. AERAERNBEKEHSFAMABEFK
KM Amazon S3 REEFBEBE., EXEEREBEXNWREF , RESEEUUEACHREHESE
BRNFEER, HRMNBERNER  BREEREEN TB UUEHRERATHBEAREMER
HTHITHEME, ELEEEREBEFEETE. FSHEETIUSERSE, £HAE,. A, AEBEER
E#H. AWS IR

ERABERUAZRBEDHARBE, SEEEUSFEAERNERIAMPEH AWS SEHE,
AWS EFME TXEUERAEROKE,
FHEGEE (ACLs)

FHUEFIEE (ACLs) 2HMLEEBERE (IRFKE, FHERAR) EAFNERNER. ACLsELL
RUERAERNER , AT MFEAISONBERXAHER,

W
W
&

Amazon S3 # Amazon VPC R X FiR#&H RHIACLs, AWS WAFEEE—F T #ACLs
Amazon BERTFREFZABEETHNEFEURHIEE (ACL) B8,

AWS EREE TXFACLs,
HbpEER

AWS XEHMBETERNRAUEE, ELRREETRERE RBIREER TFTENKRAF T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AWS BiREE EREES

- ERAR — BRARE—EMIIE , BUUEEPRENS DB AERNFR TREGIAME
B (AMERERA ) NBEAER. EUTNAERREFIRR. MEENFITERERNS 2EK
RMEFARRIRE, % Principal MUFEEEAERNACHNEREBRATEZIFIR
RIRH . FTAEEBRTHNAREENRSERX AN, NERBERARNFMAET , F2EH (AM
ERAER) PHIAMERNERAR.

. PRISIR4IZ B (SCPs) — SCPs 2 EHEBREME( (OU) BARERHISONZE AWS
Organizations. AWS Organizations @ —BAR D EMEF EER LM AWS tRF BN Z(E
IR . MREBAEBTOFTEIEE , BT S IREIEHIRRE (SCPs) ERZ &M EARAAE IR
F. SCPRREIKEIIRFHERNER , DESEIRSE AWS tREREMAE., WFEHEI Organizations
HYEEMMEASCPs , 352 BAWS Organizations i 3 #5758 F B AR #5122 41 & Bl o

- THERBBE - TERBRBEER—BHEEEBE , fUAEEREREANFNELACHBEHER
ENTRTERERE  FASHEE. MELETFRRNFTEREAENACN S S EBEERNTE
FEERBURRI RS, FFAAILRAEREER, AMAEEEBRTWAREEREERH AN, WEHF
MEF , F2EH (AMERER) P TEREREAL

SRBRER

REZEBRBBEERIFERE , HERPRNFUTEEAEM, EMBUER, TERBNMTEIRS
BRARERG AWS RERBAFER , FSRIAMERERETHEAIFHE#EE,

ERBAEMEER IAM
ELERAMREEFRMEL B AWS BRAY , CRZBRBLAVIETREREERRER. 22

MEEFRBEMH M AWS BRI EAS XN SEREIAM , F2EAWS ¥ (AMEREER) IAMHF
B fE A 75300

£

- ERRENS D BERRE
- ERERAERERNRE
- ERREAVAS

BEMEAEREER K AWS % , EREEFEFAERFEENERETRENER, FEE
g ERELABRTHEIRAFBENNER  UREARRETES, FERVRSIFBER , HiENR
K| JEMEMLERBERE , ELAEREMBER,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS BiREE EREES

ERAAME BB AERNRER | SELERZREFEIAVNER., ERBERHAMERLES—
i EAERENZEERE, BLGELEB ERGENAMERREE,

ERBENS 2 AERA R

ERANNAME D E B AERE K | SRS EREEREEATIIEENEE , URAFFHIERBE
EBENREF. ERBEXEREDE. ERNRFRSIR, FERBEEISONKEERERNRAET
%, #F2H (ERAIAMEER) FHNIAMISONEH TZSEEHR,

%
A

BF

EEE A LMER AWS JSONKEERIETEH A AR BEAR, WHER , BEEBETEFRGE T TR
A BEERITHEEE.

JSONZKEAction =R T AT AR R A IEB R P FIAVEIMF. RKEBFEE EEBA AWS
APIREERMERNERE, F—LAIABER , SIARBEEAPIREHNERBRNVEE. WA —LEEX
FEBRTNZEEBE. ELBMANBFERABKEIF,

HREEABERR THTHBBB N,

ERAETHNRBEESER I FEMAresource-explorer-2REME, Hlin , EERF
HEAFARGETESHNER , FFEH "ERMEE ) Search API fE% |, &AL resource-
explorer-2:SearchBIffBEEEMERXETSHEENWRET., BERRARNSEATE Action
NotAction tH&, ERBEEER T CECH —EEE , IHREUTUFERALRESITHELE. BLEE
RAEAPHRERE .

FEEE-RAXPEESEEBE  FULERDIREM , DT HEHFTR.

"Action": [
"resource-explorer-2:actionl",
"resource-explorer-2:action2"

3
@
m>

BEMERBRETT (*) EZMEEE, Fla , MERERBER Describe XFZWFIEENE ,
AT Eh4E -

"Action": "resource-explorer-2:Describe*"

NFERBEBFENBE , F2HAWS RBRESZE AWS BRBEFEENFF.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsresourceexplorer.html#awsresourceexplorer-actions-as-permissions

AWS BiREE EREES

&R

EEEWLER AWS JSONKEERIEEH AT AT EAR, B2 , WEEEBE T EFRG T
AT EERANITHELEE.

ResourceJSONREITZRIEEEEAIMEN —RBHZBYWH, BRI 4ETE Resource
NotResource TE, RIEMEREAE Amazon EREE (ARN) IEEER. BaUSHXEREE
FREAENEE BAERBRETT) HKiEEM.

HRAXEERERFTAINEE (PIFIHRE) , FEABRAFER () RRTEEXERARABEER.

"Resource": "*"

miR
TEERBEEREERRAR,

ERBBHFABERESUTARNEN,

arn:${Partition}:resource-explorer-2:${Region}:${Account}:view/${ViewName}/${unique-id}

ERBEARNE X AT FI B Fr o

arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-Search-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

(® Note

HARNREE N KR SE— A —NEES  URASERBEHRE 1. ERMNEARE
ERARFIRENAMRRTSHARSARENRENFIE , MEAREKFEERRESR
MHERBNHRE, SEFRERRFSWE —MEHRNKE— D, SUEFEKETARNSEEERE
Mo

MEERNENFEMERAARNs , 5FSH Amazon EFRAFE (ARNs).

B R EIRIGIAMES R E N SUAMER AERNFRA , YERIBIEESR. ResourcelSHM A=
BEB—ERESESFIERE—EF2HEE  YEBTETRANBRREFRFTEANEZHES,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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Flan | EEFZEIAMBRERRRProductionResourcesViewh i EMNE —RENER , FELEER
HE Amazon EJRETE (ARN), ZBAILERAERAPRN "RER, EERREABERNVFEMENR , S
FilListViewsEEREREBEARNNWZER B K. AR, KT ISEXHKERH , ETE R
PETHREK  ZEPRERTFER—ERENERER,

"Effect": "Allow",

"Action": "UpdateView",

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
ProductionResourcesView/<unique-id>"

EEAHBRIERFNFAERRENTEE  FENEBRIPERABRAFT (*) ARN. THEHE
HESERE AWS B BiIEEMIRF FRERER.

"Effect": "Allow",
"Action": "Search",
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*"

RUEREAEHE (Gl TEHERBEERIT , AN TIHEFMT , ERETE
£, CreateViewEEEBRAT , BXEAABBEEREAERZFT (*) ARN,

"Effect": "Allow",
"Action": "resource-explorer-2:CreateView"
"Resource": "*"

MREEEUEAFAERNEE , AT CreateViewF (R RERLETREBREHBE, T
SRS BR MM AFESREEEREPEIRBAview/ProductionViews/,

"Effect": "Allow",

"Action": "resource-explorer-2:CreateView"
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/ProductionViews/*""

5|
BRI AREZEFBEEREEDRENN S —BEREERRE.

LHERSIEHNEELSRNZ AWS B EBEZEFTRLRSIRFABMEREE, 2%, BEFIAN
BBEAEEITRERTREMAARE.

BUAERRSI TN —HEREHBEATUERERSFELIBER.
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Bumifike® K RSttHIAMBEREARNN AR BERE , mIERS,

ZE| BEARNE A MERRER R BRI RE ., SRMEERIARNEFU TR,

arn:${Partition}:resource-explorer-2:${Region}:${Account}:index/${unique-id}

AR T I ERBERSIHAARN,

arn:aws:resource-explorer-2:us-east-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0dc-
abcd22222222

HESREAEHESHYZEERERRERT, S0, CreateViewF XS RIBERATEIRIEZ
FZARNHZ S| FREETRE, ARNEEREEEESEE Resource Explorer IRIEHIRERR | & LAfE
H"Resource": "*"RIFREEMER, FsIIREHWEE,

RE , B ESRERINAEEAFEAEEN "EREE R, i, EERBERHAREE
EEiHH B Resource Explorer iR , BT ERKHFES RS MBEMNEARNEK  ERgHUE—[E
B, ETHEHF , IARNFEIEERE [us-west-2EHE] FHRSIZBRREK, ENE=BRIFE
7 [Region]ARN , BEERZ —EHMFEABERFT () AFEEMERER,

"Resource": "arn:aws:resource-explorer-2:us-west-2:123456789012:*

WEFMET , FLHEAWS BBRESE AWS ERBEETHNERER, FERBETUHHESEE
FIEEARNIRLEBIE  FSRERNEFE AWS EREE,

R R

Resource Explorer TEMMEMREFEHRE ] , ECHREXEFRAEELHEY 8, EEEEM
B AWS £iEFRHRSIE , F28 (FAEM) PHAWS 2 8HEFRIAMBRSIH#,

EERE A LMER AWS JSONKEE RIEEH AR BEAR., WREHR , BEEBETEREF T TR
A BEERAITHES .

Condition jt# (8 Condition E#R) AIEGRIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FNREEER (FINERT/IR) , REHWBEPWHERENERPHE,
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AWS X ELEFRG ERNMBBEERE SR, BEEFME AWS 2EKGRI8 |, F2H (ERE
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EREEVREFRERRERANRESIRBE , F2RAWS REZESE AWS BREE PRV R
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EERBERAE NS S BRI HEROKEEL , FSH. AWS BREE 55 HEHEHH)
ERNERABRERNEE

FALSEBHNZEREERYR  INERTHEREEZTERAE. NERBERRHEFR

f2ff M resource-explorer-2:ResourceTag/key-name. aws:RequestTag/key-name
aws:TagKeys fRF%R5|8# , EERNFRGLES , RUEREA. UFEFHRECEREEERNFH
B, FZ2RHREATEER. nFEEREEFEAERNERNEE  F2REAERNESRNEER
EHIERENFEE,

BEREEAMAR
IAMA &R EHEERERR AWS IRF WESHE,

B R E £ SR

B LMEARRREEARE,. REAVMAR , SSREBRFAR, SRS BRUL AWS
Security Token Service (AWS STS) API fE% (fflfAssumeRole™) REVBHRREBTAE
$¥lGetFederationToken,

ﬁ/ﬁ%@ﬁigﬁﬁﬁ EEHTFVL A
R ERSE
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsresourceexplorer.html#awsresourceexplorer-policy-keys
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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EFRRELARKERACRUTEIF, NFERBERBESACHNFRET  F2EHHERE
EEARBEEAE,

AWS EREE 5o B BEREH

FERRER T , AWS Identity and Access Management(IAM) £ 88 (& &, BEMERE) REEY
RIEREREEERNF, i tbEEFFEHAAWS Management Console, AWS Command Line
Interface (AWS CLI) SRAWS API 11T T, IAM EEEMXERT IAM BERAERFETERTFIEHF
A, BTFEBEEEERLEITHE API BIEENFEFTT. A%, EEEXARELBEIERE LK
RETGEETZELFTW IAM 8,

EERMUEEE K SHEFTIENERAE. FERAR
« AWS IAM Identity Center F {9 i & FEEE -

BUYFAIES, HE1E (AWS IAM Identity Center fEAE1ERE) NWEVFAEESFNIER.
- EBESREEE IAM PEENFERE .
BUBMSEINAG, FERE (AMEAEER) WAE=750RH#E BiS) BEYACHNIE
Ro
- IAM EA#E :
- BYSHNERETRENAC, FEE (AM EAERERE) W5 IAM EREET AEPRIETR.

« (TER) BRREZREREMEAE  UEERAENEEEAERE. FERE (AM EAEE
) BTt A EIEAE (EE8)PHET.

BETROAEAELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM FAEERE) AT
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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flan | WA R EBEERRY , EEXEME SSL BEFTARE R, B o LUEE R R T T ¥ RIS S
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Analyzer 12ff 100 ZIEBERERVEATHER , THBEHEELTLEEANEE, NEFEE
F , S IAM EAEEEFH IAM Access Analyzer BURBRFE o

- EEZEERRE (MFA) - NMRFEZFEAWS IREF IAM EHERBREAENER , FEK MFA
RHEBANRZ SN, EEEMWU AP RERFER MFA | B4 MFA (R4 EENBER, MEFA
B , B2 IAM A EERPHERE MFA RERN API 78

B IAM RREEBNFRER  F20 AM EREEERTH AM Z2KEEK,
ERERRETES

EFEEFAWS EFRAEZRATESTIE MY EARERERN—HEET., NRERBIEEHRES
EFTNERAESTHEE , AIERIRESMEEMS , Resource Explorer £ & A$ &= A EEE,

BT LAE & BAWSResourceExplorerReadOnlyAccessIAWSE EIR R IEIZELF A Resource
Explorer ZZEAREAIRFEPHEARBAETESNED, EEREEFAE—RRETESHERER
HEREERGNFIMELLETES  F2RUTMEHPAMEH,

HNEFI AWS CLI = AWS APl WX , BT FEANFEKENTRA T, Mkt , BTLERE
ERRIFZSREFTEYITZ APHEABRTN BFN FEUE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS BiREE EREES

BRESEER TRENFIE

EUEH P , FRBRTEIRFPHEEBNFEERAWS IkRF FEIRFHVER. BREEM , &7
B 1AM & 2 BBRIERIGEHERMNEERBETESNER. T3 IAM BEREHI SR FEMHES
Ry TFEUE , Eht =R ERAFESearch-GroupKEEF R AN BB HEFEBRNET AR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:*:*:view/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Search-Group": "${aws:PrincipalTag/
Search-Groupl}"}
}
}

B LS L BURIERAGIRIRE Ry IAM =88, MR EEERN S8 ESearch-Group=AERFEH
FERMAE, RRETES  AltthBERRRIASearch-Group=A, MRF R , IZTBSHIELE
B, RHEHBE Search-Group &4 Search-group M search-group , RAKHREIBEBRE
DRNE. MEFMENR , F28 (AM EAEERE) P IAM JSON BEETTE  #iHF,

/A Important

EEAETNKE—ESRERDEFEMNERAWS Management Console , £2GetViewE#H %
ARKREEISREBAREIZAWS BEFFEZBENMSearchiEfR, REELERNSEHESZE
ERBESFEA [RIF] = ER) RERMR [(EREE] BHMERBHNERUNERAEHNE
PR o

FEERFS , EANEBRERRBARGZLHBBER , ARRELRENERAER
FEVER EbiatR | a5 e EEIFTR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS BiREE EREES

BRTFRESEBREYBANEFIE

FELEHF  FRBEAFELAHERSIHEN TS HERAEISRSINAWS BEFREHETR
B FEEEM  FEMUBRAERWER , UAFESREEARRETES,

RELETUERR FTEYBENTA, S LEPHRAXIFEEEARREAFEE
BSearchERMWMEEEREFR, RIFEZZTSREE (WIURBEZER HBBZFRENRS) WER
ARFARIEBEE, THEH IAM BERSHEEEMELBRRNFR , EEEIFUEFENALLow-
Create-ViewRiEREVRENEHFHMERSINHEERLHNETTEHEFR , BIRER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "resource-explorer-2:CreateView",
"Resource": "*",

"Condition": {
"StringNotEquals": {"aws:ResourceTag/Allow-Create-View":
"${aws:PrincipalTag/Allow-Create-View}"}
}
}

AHETBRERBIEMECHFT

e fIE REMAREYBER |, FF IAM EAERRERIBMERAES I NABRRZERR, WEE
BEEXEEL , HRFEA AWS CLI 5 AWS AP ZBmERENN A X TR BENFFT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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AWS BiREE EREES

"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Organizations 1 R & &Y Bk 75 12 5l 5% % 7= 41

AWS BREE ZERKIEHIRELA (SCP), SCP ZEZMMEMABF TENEER , BELEBEZABAN
A, SCPEAREKIN SCP WIXETHAMEHEM AWS tkRF ., SCP AR EHEBPrIEIIRS
ATAMEFA LR, ftfIRl AE B IRRARER AWS 1RF EREEBNFERHZERSEERN, WEFH
B , 5528 (AWS Organizations fEA&EERE) P RIEEEBER,

DEBRMG
EEMHH SCP , BAEHITFHEHE :
- BB MBABNFTEIE. MEFMENR , 5528 AWS Organizations & 55 7 A9 B 448 1Y

B ge.

- BXA SCP LMEREWAEBAMER, MEFHMENR , 528 (AWS Organizations £ EIEE) +
WA MERBERERE,

- BIUBEEN SCP, WFEFREIL SCP WEFMHER , 528 (AWS Organizations fERAIERE) FHY
(BIAFEFH SCP) »
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_evaluation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_type-auth.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp-create.html

AWS EiRBE

ERAEER

AR #5422 5 B SR Y B 451

TyEFIER A ER BT AERN FEUES (ABAC) RIZFIHERAE RREEEENFIL
BRTESFENMERRIS , LEFBREELFEFATE Resource Explorer fE¥resource-

explorer-2:GetView , resource-explorer-2:Searchif HERIEZHERH IAM B2 0 L1
#ResourceExplorerAdmin=TRUE, 1% ABAC BEREEERFEANERRENSR , F2HEA
EREBNRERZEHERBENFIE.

"Version":

"Statement": [

{

"Effect": "Deny",

"Action": [

"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:
"resource-explorer-2:

]I

"Resource":

"

1,

"Condition":

"StringNotEqualsIgnoreCase": {"aws:PrincipalTag/ResourceExplorerAdmin":

"TRUE"}

}

L

"2012-10-17",

{

AssociateDefaultView",
BatchGetView",
CreateIndex",
CreateView",
DeleteIndex",
DeleteView",
DisassociateDefaultView",

:GetDefaultView",

GetIndex",
ListIndexes",

ListSupportedResourceTypes",

ListTagsForResource",
ListViews",
TagResource",
UntagResource",
UpdateIndexType",

UpdateView

SCP &6l
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS BiREE EREES

AWS SEBHBEK AWS EREE

FAWS EENKHEHAEUNEENEIRK AWS, AWS SEEN R ELATSERERARA
REHER , UEETURGEERERIGERE, FENAE,

FARCE , AWS ZEENHERTRISALHNBEEARFIRESKEERER K RASLERAIUMAAE
AWS BEF £, RMEZBLERCARIEBNESEEHCE , MEE-SBDFF,

TEEEER AWS EBEXBPERNER. R AWS B AWS SEEBFRAPERNVER , AILE
MELENMEREANAEEZREE (EAE. FEANAR). AWS EXHEZH AWS R /Y API
RETARRARKE , A ARER AWS ZEERE,

WMFEFHMER , F2HE (AM ERAERERE) P AWS ZEBR,
BEERE AWS ERRH—RZERR

« AdministratorAccess— - F ¥ AWS IRI§ EFRENTLHEER,
« ReadOnlyfZEE — ## AWS RT§ BBE R HEEEFZEE,
« ViewOnly7ZEl — REWBWERMERFEEBAVER AWS IR

(® Note

‘FEEViewOnlyAccess/EAIF Y Resource Explorer Get* R EHTELIList R |
REMREeERE—E, B4 [BEF] Reeas— BRI N—BEZERR.

AWS EREENZ EERE

 AWSResourceExplorerFullAccess

» AWSResourceExplorerReadOnlyAccess

» AWSResourceExplorerServiceRolePolicy

AWS ZEBERREE : AWSResourceExplorerFullAccess
BA LU AWSResourceExplorerFullAccessBURIEE MG IZH 1AM & 5

R SREAFERAETRETBRAKEERFENER, B AEIRFhHTHEBRMNEEERE
EHHEAM AWS B FrE T 1E,

HARAAR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/job-function/ViewOnlyAccess

AWS BiREE EREES

RS AHERBENTHEDFENER , SHEPRBMANEAEREE AWS EiE, B MR
MRIRAMRABREZRE], B, EHMMMReR  URES, tRAGESTERERBE —HoNER !

« ec2:DescribeRegions-RAFFERBEHEEBERS P EBHFHER
e ram:ListResources— AFERBEEIHERBRERNEREA,
« ram:GetResourceShares— AEERAEHB N EHLHARREHLAcERLRAWFMER,

« iam:CreateServicelLinkedRole— BERBEVFE —EZXRSIRKEMEREER K AEZEREAT
BIUMSENRBEEAE,

- organizations:DescribeOrganization— AFEREE FEEBNEREN.

EEEEI AWS ZEERBNENREY , F280 (AWS ZEXKSERE
B) AWSResourceExplorerFullAccess™H i,

AWS ZEBERREE : AWSResourceExplorerReadOnlyAccess

& LU AWSResourceExplorerReadOnlyAccess BURIE RIGIEH IAM B 5
WRAESREEFEER , AFEAEETEAESFIRUREEER.
AFAIEFHE A

IR BB E A FFE & #1T Resource Explorer FVRERR Get*List* , ARBREREE T4 MBERER
EMEEFANSearchE®  EFRAFFEAEEECH. FAZEULUES, HEIHIERETER
BEREENER :

« ec2:DescribeRegions-AFFEIREE A BERS P EEHAFMEER

« ram:ListResources— AFERBEIHERBRERNERLA,
 ram:GetResourceShares— AIREREERNETRAECHEIELALACERLANFRESR,
-« organizations:DescribeOrganization— AFERAEFZEEBAIEEEEA.

EETEI AWS ZEERBNRIREY , 28 (AWS ZEXKSEE
) AWSResourceExplorerReadOnlyAccessHHi,

AWS ZEEERE . AWSResourceExplorerServiceRolePolicy

IR BT INAWSResourceExplorerServiceRolePolicy EE{A IAM E88, b FERI REEMMNE
7uFF Resource Explorer R&REHTEMENRBERZ AR, NEFHEF A F2E HHEREEEH
REEZBE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSResourceExplorerFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSResourceExplorerReadOnlyAccess.html

AWS BiREE EREES

RAEREEREEHNEREREAMENER. ERQEERCHEESEMNEE AWS EF R
IR

HREE I AWS ZEBRNSHRA , FSEH IAM T2
AAWSResourceExplorerServiceRolePolicy® .

AWS ZEBERREE : AWSResourceExplorerOrganizationsAccess
BT LAEKAWSResourceExplorerOrganizationsAccess# M IAM &4

HRAEERAEERRREEFREE  UiHBERRREREMA | AWS R U EHFR, B8
AWS Organizations EEEELERTEETEAPRENEEZIRFES,

HTRBER
ERASEAHRGERRBEBRESIRS BBHMR

« ec2:DescribeRegions— AFEREIBRFEERERS HEFHNWFHEER.

« ram:ListResources— AFEREEIHERBRERNERHLA,

- ram:GetResourceShares— AFERBERFNEALHEENEELACERLANFHES,

« organizations:ListAccounts— R FFEIREE B BIESRNIRS,

« organizations:ListRoots— fFFEIRMEE R BIAESANHRIRE.

- organizations:ListOrganizationalUnitsForParent— A& REE R R EMENHE
B &P HEBEN (OU),

« organizations:ListAccountsForParent— A ERBEREBPIEEBFERE H=N OU
T2 & RS .

- organizations:ListDelegatedAdministrators— AFEREERNEHBEBPIEERATK
EEEM AWS IRER,

« organizations:ListAWSServiceAccessForOrganization— A& REAER A SEAE
AWS fR¥§ W EIER BB E S IFE.

- organizations:DescribeOrganization— A ERAEREEMEAERFAMBABNERE
o

- organizations:EnableAWSServiceAccess— RFEREERAE AWS R (HIEEM R
#ServicePrincipal) W& & AWS Organizations.

- organizations:DisableAWSServiceAccess— A ERMBEFHE AWS IR (BIEEN R
ServicePrincipal) By & AWS Organizations,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS BiREE EREES

organizations:RegisterDelegatedAdministrator— AHEREERAIEENRERSE K
EEIETE AWS BRI EBTIEE,

organizations:DeregisterDelegatedAdministrator— A ERBEUEENZEREES
AWS IRF B2 BEREENRKE AWS IR,

iam:GetRole— AFEREEHMEREEACNETN , SFEABGHER, GUID, ARN HURFHE
REAGZERNAGEIRAL

iam:CreateServicelLinkedRole— B ZEBEVE — ARSI RFEMEREAER K AHFEREE
BUXENREEZAR,

EEEFFN AWS ZEBERNWERHRA , B2H IAM £

AAWSResourceExplorerOrganizationsAccessH#,

AWS ZSEBE RN E REEEH

BRERE AWS EZEERBNFMAES , RASEREFAKEMRELESTFE, NFFHRLEERSEN
BEBETR , FIRERAESRVHERELEERN LN RSS BE,

g8y iR H
AWSResourceExplore Resource Explorer #%#RR 2023 £ 12 A 12 H
rServiceRolePolicy-E 3 7 & MEEREEEACRA
BRERUEFEHMERER AWSResourceExplore

rServiceRolePolicy

L BERRERGHMERE

il

* apprunner:ListVpcC
onnectors

* backup:ListReportP
lans

* emr-serverless:Lis
tApplications

e events:ListEventBu
ses

* geo:ListPlaceIndex
es
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerOrganizationsAccess

AWS BiR@E

ERAEER

gE

DU B

geo:ListTrackers

greengrass:ListCom
ponents

greengrass:ListCom
ponentVersions

iot:ListRoleAliases

iottwinmaker:ListC
omponentTypes

iottwinmaker:ListE
ntities
iottwinmaker:ListS

cenes

kafka:ListConfigur
ations

kms:ListKeys

kinesisanalytics:L
istApplications

lex:ListBots
lex:ListBotAliases
mediapackage-vod:L
istPackagingConfig
urations

mediapackage-vod:L
istPackagingGroups
mq:ListBrokers

personalize:ListDa
tasetGroups

personalize:ListDa
tasets

personalize:ListSc
hemas
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2% iR A Hf
e route53:ListHealth
Checks

e route53:ListHosted
Zones

* secretsmanager:Lis
tSecrets

o ZEBGR EREAEHETY AWS ZE 2023 F 11 A 14 B
EHKRRE

 AWSResourceExplore

rOrganizationsAccess

EEH TEBGR EREEEH T T AWS F 2023 £ 11 A 14 B
EEMERR U EZIREE

S

» AWSResourceExplore
rFullAccess

» AWSResourceExplore
rReadOnlyAccess
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g8y iR HHA
AWSResourceExplore Resource Explorer #5#& 2023 £ 11 A 14 H

rServiceRolePolicy-E T 7 B RITIEERBERLEACR

KUAX 5 EE Organizations #9 Al , AWSResourceExplore

LZIRFER rServiceRolePolicy
 BRRBATEREEXE
Organizations ) ZIREFIES

* organizations:List
AwWSServiceAccessFo
rOrganization

* organizations:Desc
ribeAccount

* organizations:Desc
ribeOrganization

* organizations:List
Accounts

* organizations:List
DelegatedAdministr
ators
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS BiREE EREES

33 HiR =p:
AWSResourceExplore Resource Explorer #%#& 2023 £10 A 17 H
rServiceRolePolicy-E# 7 & R¥TEERBEZACR

U GHMERER Al , AWSResourceExplore

rServiceRolePolicy &
REATRBE T ERER
BN%5

- EMD R DHER

- NEBRIBREEN

- MK ERAER

« MR RIREZE

- MR:HX

o BRK: 4813 BE B

. MK H

. KB EE

- ERARRES EHES
- FERAREN R

- EABRXREARIR
- ERABRXSERIEA

- EARENR MR

- ERABRXR.EHEESR
- ERAEXRHEE

- EREX:EF

- ps: R AIBHED

- ER:.ITHEE

- RE.EE

- FEHFXEHE

. MEBLERE &

. MEER: TEEHAH
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS BiR@E

ERAEER

gE

DU

- BEFRELLH: B BFHE L

B8

. {E6 EHETE
- #ORETEIRE
o #tR: TS
o HORHERREGE
- EERHEE

i

Rintg L ERE

Eim m AR B R INZRRE
E i Bl i R LB AR N ERE
&

E i Bl i R 46 R B2 &
-%%mm

- BRI

- BB REE
- BRABRTREE
- BRAWEEA ReEo WEAE
- BRBHEERER
- EREERE

- BERERA

- BERERAIE

- ER:EF

- BEXiRHE: B &

- ec2: EE AR

. ec2: B FEUN B
- ec2: B FIEME
- ec2: BB FIEH
- ec2: REIHBERESE
. ecr: FEE

B
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AWS BiR@E

ERAEER

gE

iR

. B RTFE

- EBEMERRRER
- EHHRE

- BHER

- BARE4SE

- EH B

- HEER

- SRE[IRE

- BIXERFEBER
- SHERUE AR EREAR
- TR ERERHE

. FERERIE

- ERFEERIZEERIZE

- MFFEARBoER
- FFEmEARR BN EE
- BEFEERIEER

- FEERERIZRER

- HEEERIZ 2

. PR RIA

o 2 INEES RS

o I HNIERES i B A
o i INEES EENERT

- BKERE

- BKk:IE

- BXKREF

- Bk #ERER

- BEEAE

- BREHNBREERERE
- B EREE

B
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AWS BiR@E

ERAEER

gE

r%;

FREBER THEERE
FHBEER TN
FREER BRES
FREER 7 BERE
FHREER FBEERE
FHREER FBRER
FREBER FBRES

- HBEBS EHEEARS
- VBB RES

.« VI THERAR

- YIEHE B AER

o« YIEHIR M EBAR

- VB T2 MERER
- YIEHE Y

- VIEHE ERERAIBE
- YIE o AT SRIE

- YIB o ATERE

- VB DT ERERE
- VB ERE

- BLEREBER

- BT {ERISRER

- M EmA

- VBEEE EEER
- YEEREE

- YIRS RRE

- YVIHERRR: THERE

. iv: SEE

. iv: B

B
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ERAEER

gE

iR

- FHEE

- BERKRAER

- FEERIA

- FEE:BEBRA

- FEEEE

- EEEEETR

- EFEER

- REHEEE

- REEHE RBWHE
- REBBIEF B RERE
- FEERE:ACL

- RERES

- RER.SEEHE

- RERERE

- TBHREEAEK
- THREER

- TBHREHK

o HEREBA XA B X AEBUR
o HEREBH A BA K AE
- WEEER 2 RMER
- WEEES KR

- WEEERER

. WA EE B ALk

- MR EEE R OMER

=EH

* qldb: 7 EIRPH BFERR
- PEEIR: 2R

. rds: EERRIDE

- ERTHEAER

B
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ERAEER

gE

iR

- ERZTEIRE

- ERZTE MR

- ERRRK

- EFFRAER

o MEFLERAER
o BEIRFPOEM R

- BIREHEBHE

- B%M 53 REH

- B 53: BR

o BRAR 53: By AT

. BRHR 53: BFAfEAE

- B4R 53: EATIRBUE
. BE#R 53: FRMTIR A

- THESFER

- TER ERAHIFE
- HEBEEERER

- EIFERTEEIFEFTE

- ssm: EFFBA

- SSM: ERERED
- AREESES

- AR ERE

- BEEHE

- BEHEHES

- BERAEE

B
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AWS BiREE EREES

33 HiR =p:
AWSResourceExplore Resource Explorer #5#& 20238 A1H
rServiceRolePolicy-E#7 T & RITIEERBERLEACR

UG HMERER Al , AWSResourceExplore

rServiceRolePolicy &
REATRBE T ERER
BN%5

- BRABEEER
- BABEREE

o FRAN:EE Rt

- DAEAEERE
. ecr: EFE

. ef: BRRM

- EMREEAER
. PEMHER EARERAE
- BEMGRREIRIE

o YIEHHE: SR G

- YVIBHE ERER

- SRR BFER

- S3: 1@

AWS SEHE 117


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS BiREE EREES

33 iR =p:
AWSResourceExplore Resource Explorer #%#& 2023 3 A7H
rServiceRolePolicy-E# 7 & R¥TEERBEZACR

U GHMERER Al , AWSResourceExplore

rServiceRolePolicy &
REATRBE T ERER
BN%5

- B EE

. M IEREE

- M SEEE

. EMREEH

o BEMERER

. EM:THERREE

- B FERAE

. M ERERE

- WBEEABEEEE

. RFEEEHRREBR

o FEHKATS
MEZEBXR ERBENETI AWS 2  2022F 11 A7H

EHR KR

» AWSResourceExplore

rFullAccess

+ AWSResourceExplore

rReadOnlyAccess

» AWSResourceExplore

rServiceRolePolicy

BREEHREREE BREEHRERE AWS Z 202211 A 7H
EERBENEE,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS BFRE A% ER
HHERBECABRBERAR

AWS B RME A8 AWS Identity and Access Management (IAM) RIS EEN A€, REEZAGR
BEEAZEREAENE— IAM 888, REEELSEH Resource Explorer L ESE , WEEMR
BRKEFEWUHE A AFTEAWS REVFIEER.

BEEFACTRELERRBBREEREE  RARTEEFHHMELENHER, EREAESERER
BEEACHER , RFESAER , FRARFERRETUBEEAR, ERNFT I SEEEBERNET
AR, M ERET A BUR RIS RIS E I E A IAM BB
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Createlndex

LT #EHBERNER RCreateIndex&ER CloudTrail HE$EH,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-166EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-166EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-23T19:13:597",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.create-index",
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"requestParameters": {
"ClientToken": "792ee665-58af-423c-bfdb-d7c9aEXAMPLE"
},
"responseElements": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"State": "CREATING",
"CreatedAt": "2022-08-23T19:13:59.775Z"
},
"requestID": "al93afe9-17ff-4f30-ae@a-73bb@EXAMPLE",
"eventID": "2ec50598-4de6-474d-bd0e-f5c@QEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

Deletelndex

LT &SR ER RDeleteIndexEER CloudTrail RIEH,

(@ Note
EFEEE RS AARMBRZERFIRFOAMERE  RtSEASMHBRNRERSE
4DeleteViewE#H,

{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:My-Role-Name",
" "arn:aws:sts::123456789012:assumed-role/My-Admin-Role/My-Delegated-

arn":
Role",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/My-Admin-Role"

’
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"accountId": "123456789012",
"userName": "My-Admin-Role"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-23T18:33:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-23T19:04:067",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.delete-index",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"State": "DELETING",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
I
"requestID": "d7d80bd2-cd2d-47fb-88d6-5133aEXAMPLE",
"eventID": "675eab39-c514-4d32-989d-0ea98EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

UpdatelndexType

THEFERTERERSIRERLOCALA K A UpdateIndexTypeBIYERY CloudTrail G288
H AGGREGATOR,

THREREERFERER 129



AWS EiRBE

ERAEER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

},
"eventTime": "2022-08-23T19:21:18Z",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "UpdateIndexType",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off
resource-explorer-2.update-index-type",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Type": "AGGREGATOR"
},
"responseElements": {
"Type": "AGGREGATOR",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt": "2022-08-23T19:21:17.924Z",
"State": "UPDATING"
I
"requestID": "al45309d-dfl4-4c2e-a9f6-8ed45EXAMPLE",
"eventID": "ed33ab96-f5c6-4a77-a69a-8585aEXAMPLE",

command/
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

28

LT #EHBERNER RSearchBYER CloudTrail HE$1EH,

(@ Note

HRR2EH | RFRE CloudTrail IBHIEE PiREFilters, MQueryStringSBMATE
28, Tag

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2022-08-03T16:50:117",
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"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "Search",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10
resource-explorer-2.search",

"requestParameters": {

"QueryString": "***"

},

"responseElements": null,

"requestID": "22320db5-b194-446f-b9f4-e603bEXAMPLE",

"eventID": "addb3bca-0c4l-46bf-a5e6-42299EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management"

CreateView
LT &EHIBERNER RCreateViewE/ER CloudTrail BEEH,
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",

exe/AMD64 prompt/off command/

"principalld": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",

arn": "arn:aws:sts::123456789012:assumed-role/cli
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",

-role/botocore-

-role",
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"mfaAuthenticated": "false"
}
}
.
"eventTime": "2023-01-20T21:54:487",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/

resource-explorer-2.create-view",
"requestParameters": {
"ViewName": "CTTagsTest",

"Tags": "&xx"
}I
"responseElements": {
"View": {
"Filtexs": "x**",

"IncludedProperties": [],

"LastUpdatedAt": "2023-01-20T21:54:48.079Z",
"Owner": "123456789012",

"Scope": "arn:aws:iam::123456789012:root",

"ViewArn": "arn:aws:resource-explorer-2:us-east-1

CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
.
"requestID": "b22d8ced-4905-42c4-blaa-ef713EXAMPLE",
"eventID": "f62e339f-1070-41a8-a6ec-12491EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeleteView

T5|#HHER CloudTrail i8#%3EH , EH REHAHERIEEX T BDeleteViewB B E

BDeleteIndex{ERF IJBEEE £ MV EHAWS EiF,

1123456789012 :view/
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MREMERRIER [EE] WFERRE , LBELEERLTEERRIESTERRE BB,
EgE4L —@DisassociateDefaultViews#,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-09-16T19:33:277",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.delete-view",

"requestParameters": null,

"responseElements": null,

"eventID": "cdl74dle-0a24-4b47-8b67-d024aEXAMPLE",

"readOnly": false,

"resources": [{
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"accountId": "334026708824",
"type": "AWS::ResourceExplorer2::View",
"ARN": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

DisassociateDefaultView

T 5IEEHI8EREY CloudTrail SékIEE @ /RE MM B BIFEERMRIR EDisassociateDefaultViewfE#¥
MmB B E EDeleteView/ERF ATRER N B4,

"eventVersion": "1.08",
"userIdentity": {
"accountId": "123456789012",

"invokedBy": "resource-explorer-2.amazonaws.com"
b
"eventTime": "2022-09-16T19:33:26Z7",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DisassociateDefaultView",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.disassociate-default-view",

"requestParameters": null,

"responseElements": null,

"eventID": "d8@16cbl-5c23-4ea4-bda2-70bO3EXAMPLE",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management"
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BIUERBEER CloudFormation

AWS ER#EE 2 ESAWS CloudFormation , iEIERE W B R BAWSE RWER NERE, B1E
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& LLEAWS CloudFormationStackSets i EREE LB EEB PN FTEIRS:. ELREEB P HE
REIREWRFEF , StackSetsAI LB B ABEHFRERFIRESEAWS EBiFKEIRFHHNERS , 2
EEEREPIEENERRS, WEMBER , B2RSEREESZBINE[ PR
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EEMEBRNREERBEREBRENER , BUEAETHAWS CloudFormation#i7s, #i74<2 L JSON
% YAML LM XAER, MEBRATLUEBSLE AR , THETE CloudFormation 3 & #
ENER. RERZE JSON 5 YAML , LA LAfEA AWS CloudFormation Designer 173 Bh & B& #6 £
A CloudFormation 7%, WMEFHFMEN , 52 H AWS CloudFormation fEA&BEHMTER AWS
CloudFormation Designer ?

ERAEXEEPEUTEREE CloudFormation :

- Rl —ERBEPEYRS , YRBZEIATHEREE, SUMUEERSIZRABRS] , AR
RBRSIAWS tRF, MEFHMAER , F2H £FTHREREEFAWS EFURGIENER & EiB
BYRBRCIFHREERGES,

- B —BUYRECAEDTESHTERIBLEERNRR, SERRRFERLEREE—ERE,
BYARTEAEEREHFLEMMAFINER. NFFHEET  F2REEEFEERAUNREHRES
FHUE,

(@ Note
BYASE [BE] PEYRS| , ARTRER—E [BE] PEUMBER, MREBRTIRS(IHM
REBAMERHEEN - , FEARKRR EMDependsOnE M (W T IS HIEEAFTR) , 2
BAREEEURS,
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- DefaultViewAssociation— #$38 EMN RIS ESHE [EF] FHTERRIE. EFERAELIEHEECER
RIESEEXNWREF | Resource Explorer BEXFEAEFERAEHTE SN EFHMEBEHATERRIR
MEFHMEN , B2l TP EERBHRAWS [EiF

oI HIRE MAER — 18 (B8] R — BRI MREE  WERRREA (B HER

YAML

Description: >-

Sample CFN Stack setting up Resource Explorer with an aggregator index and a default

view
Resources:
SampleIndex:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer Sample CFN Stack
SampleView:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: mySampleView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer Sample CFN Stack
DependsOn: SampleIndex
SampleDefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref SampleView

JSON

"Description": "Sample CFN Stack setting up Resource Explorer with an aggregator
index and a default view ",
"Resources": {
"SampleIndex": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",
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"Tags": {
"Purpose": "ResourceExplorer Sample Stack"
}
}
},
"SampleView": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "mySampleView",
"IncludedProperties": [
{
"Name": "tags"
}
1,
"Tags": {
"Purpose": "ResourceExplorer Sample CFN Stack"
}
I
"DependsOn": "SampleIndex"
I
"SampleDefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref'": "SampleView"
}

WMEFHMES , SHERBE R MMWIZH JSON F YAML XM , FFSE (AWS

CloudFormationff i &$5R) B ResourceExplorer2 {EEFRERZZE,

i — % 7 ## AWS CloudFormation

EE#— T # CloudFormation , 52 T3&ER :

* AWS CloudFormation

«  {AWS CloudFormation EFA#& &R ) https://docs.aws.amazon.com/AWSCloudFormation/latest/

UserGuide/Welcome.html
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« (AWS CloudFormation ts =¥ EIfEAEER) https://docs.aws.amazon.com/cloudformation-cli/
latest/userguide/what-is-cloudformation-cli.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetIndex",
"resource-explorer-2:ListIndexes",

1,

"Resource": "*"

}
]
}

RNE , BUUEEEAWSE EE K R M MMAWSResourceExplorerReadOnlyAccessEIEE A
ERBENEERE, EHRTELLERR , URFIENER , F28 "HE, PN TARELE
FRELREETER,

A EREE PR —ERERRN CloudTrail BEEHEX "SHREWERE, &

AR 7

P — B ESAWS Management Console Al B * S 8 & {t F T A EEETE ZAWS Management
Console, IR "EREE,) CHBRUBREAZIER—EE  ARERTEEETEST2HE
IREPHNER. SELHRER —BEMTRAR K K—EBRBFEFFAAresource-
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* ReadOnlyAccess

* ViewOnlyAccess
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* cloudfront:cache-policy

* cloudfront:origin-access-identity

* cloudfront:function

* cloudfront:origin-request-policy

* cloudfront:realtime-log-config

* cloudfront:response-headers-policy

* cloudwatch:dashboard

* docdb:globalcluster

+ elasticache:globalreplicationgroup

* iam:group

* lambda:code-signing-config

* lambda:event-source-mapping

* ssm:windowtarget

* ssm:windowtask

* rds:auto-backup

» rds:global-cluster

* s3:accesspoint
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F—HERERTESEAWS Management Console EEIEZIERBH KT, ERERAKE—ES
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/A Important

H—REEEFEPF—EREFNEEEDHEABATT (*) BE . EEKREFR —WER
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[(BEREE] T2aF [EFRES]) AH LY [£/8] XZ A RUITHES TS B MERF T,
AL EREFREPNEAFACR*FHEA

BREEMEERTEESER?

FEES  CHAABRBELAFIMERZ "B, PRBRRR LT TIMIBEERNER !

* resource-explorer-2:GetView

* resource-explorer-2:Search

SET AR S TRAR |1AM BB RY BUR AT AT SIS HIAYBRIA K

{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-
View-Name/1la2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
}
BRI LAERS 7t () B9 ARN RV 4ESERIEH Amazon ER#EHR (ARN*) , LUREEFTEHEFRER
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B s EFE A M INE AWS Identity and Access Management (IAM) ERNER (FlNASRERE)
TES,

NREHEBRLEERNVMZFIE  HERREEZRREM. ETeEESERTEIELER.
TRIILEFESAXENERERE AWS ERRE.

@® Note
H2024 7 9B, EREAETEXETINERER .

« Amazon B AR — ecs: task
* AWS Systems Manager — ssm:automation-execution

+ AWS Systems Manager — ssm:patchbaseline

BHATUERCHBRBFEAELEREE  BEFBEERBETRERSIFIEZELER

]|H,

XENREMNEREAH

& AWS R#%

« Amazon AP| Gateway

B R AR Ve


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS BiR@E

ERAEER

AWS App Runner

Amazon AppStream 2.0

AWS AppSync

Amazon Athena

AWS Backup
AWS Batch
AWS CloudFormation

Amazon CloudFront

AWS CloudTrail

Amazon CloudWatch

Amazon CloudWatch 85

Amazon CloudWatch HE&

AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit
Amazon CodeGuru 74788

AWS CodePipeline

AWS CodeConnections

Amazon Cognito

Amazon Connect

Amazon Connect Wisdom

Amazon Detective

Amazon DynamoDB

EC2 Image Builder

Amazon ECR Public

AWS Elastic Beanstalk

Amazon ElastiCache

Amazon Elastic Compute Cloud (Amazon EC2)

XENRENERER
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* Amazon Elastic Container Registry

* Amazon Elastic Container Service

* Amazon Elastic File System

» Elastic Load Balancing
* AWS Elemental MediaPackage
* AWS Elemental MediaTailor

* Amazon EMR Serverless

* Amazon EventBridge

* AWS Fault Injection Service

» Amazon Forecast

* Amazon Fraud Detector

* Amazon GamelLift

* AWS Global Accelerator
* AWS Glue

* AWS Glue DataBrew

« AWS Identity and Access Management

* Amazon Interactive Video Service

* AWS loT
* AWS loT Analytics
*+ AWS loT Events

* AWS loT Greengrass Version 1
* AWS loT SiteWise
* AWS loT TwinMaker

+ AWS Key Management Service

* Amazon Kinesis

+ Amazon 1% Firehose

* Amazon Kinesis Video Streams

« AWS Lambda

* Amazon Lex

XENRENERER
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* Amazon Location Service

* Amazon Lookout for Metrics

* Amazon Lookout for Vision

* Amazon Managed Service for Apache Flink

* Amazon Managed Service for Prometheus

* Amazon Managed Service for Prometheus

* Amazon Managed Streaming for Apache Kafka

+ AWS Migration Hub Refactor Spaces
* AWS Network Firewall

+ AWS Network Manager

+ Amazon OpenSearch BR#§

+ AWS Panorama

* Amazon Personalize

+ AWS Private Certificate Authority
* Amazon QLDB

* Amazon Redshift

* Amazon Rekognition

* Amazon Relational Database Service (Amazon RDS)

*+ AWS Resilience Hub

* AWS Resource Groups
« AWS EREE

* Amazon Route 53

* Amazon Route 53 Recovery Readiness

* Amazon Route 53 Resolver

* Amazon SageMaker

* AWS Secrets Manager
+ AWS Service Catalog

* Amazon Simple Notification Service

* Amazon Simple Queue Service
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* Amazon Simple Storage Service (Amazon S3)

» AWS Step Functions

AWS Systems Manager
AWS Verified Access
AWS Wavelength

Amazon API Gateway

* apigateway:restapis

AWS App Runner

e apprunner:vpcconnector

Amazon AppStream 2.0

* appstream:appblock
* appstream:application
* appstream:fleet

» appstream:stack

AWS AppSync

* appsync:apis

Amazon Athena

* athena:datacatalog

* athena:workgroup

AWS Backup

* backup:backupplan

Amazon AP| Gateway
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AWS Batch

* batch:computeenvironment

* batch:jobqueue

* batch:schedulingpolicy

AWS CloudFormation

e cloudformation:stack

e cloudformation:stackset

Amazon CloudFront

e cloudfront:

cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront

cloudfront

cache-policy

:distribution

:function
:fieldlevelencryptionconfig
:fieldlevelencryptionprofile
:origin-access-identity
:originaccesscontrol
:origin-request-policy
:realtime-log-config

:response-headers-policy

AWS CloudTrail

e cloudtrail:trail

Amazon CloudWatch

* cloudwatch:alarm

* cloudwatch:dashboard

AWS Batch
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* cloudwatch:insight-rule
* cloudwatch:metric-stream

* evidently:project

Amazon CloudWatch &R

* evidently:project/experiment
« evidently:project/feature

* evidently:project/launch

Amazon CloudWatch B

* logs:destination

* logs:log-group

AWS CodeArtifact

e codeartifact:domain

* codeartifact:repository

AWS CodeBuild

* codebuild:project

AWS CodeCommit

* codecommit:repository

Amazon CodeGuru 7 #r 28

» codeguru-profiler:profilingGroup

Amazon CloudWatch R 154
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AWS CodePipeline

* codepipeline:pipeline

AWS CodeConnections

» codestarconnections:connect

Amazon Cognito

* cognito:identitypool

* cognito:userpool

Amazon Connect

* appintegrations:eventintegration

Amazon Connect Wisdom

 wisdom:assistant
 wisdom:association

* wisdom:knowledge-base

Amazon Detective

* detective:graph

Amazon DynamoDB

* dynamodb:table

AWS CodePipeline
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EC2 Image Builder

« imagebuilder:component

* imagebuilder:containerrecipe

* imagebuilder:distributionconfiguration

* imagebuilder:image

* imagebuilder:imagepipeline

* imagebuilder:imagerecipe

« imagebuilder:infrastructureconfiguration

Amazon ECR Public

* ecrpublic:repository

AWS Elastic Beanstalk

« elasticbeanstalk:application

 elasticbeanstalk:applicationversion

* elasticbeanstalk:configurationtemplate

» elasticbeanstalk:environment

Amazon ElastiCache

* elasticache:
* elasticache:
* elasticache:
* elasticache:
* elasticache:

» elasticache:

« elasticache

» elasticache:

 elasticache:

cluster
globalreplicationgroup
parametergroup
replicationgroup
reserved-instance

snapshot

:subnetgroup

user

usergroup

EC2 Image Builder
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Amazon Elastic Compute Cloud (Amazon EC2)

* ec2:capacity-reservation

* ec2:capacity-reservation-fleet

* ec2:client-vpn-endpoint

* ec2:customer-gateway

* ec2:dedicated-host

* ec2:dhcp-options

* ec2:egress-only-internet-gateway
* ec2:elastic-gpu

* ec2:elastic-ip

* ec2:fleet

* ec2:fpga-image

* ec2:host-reservation

* ec2:image

* ec2:instance

* ec2:instance-event-window

* ec2:internet-gateway

* ec2:ipam

* ec2:ipam-pool

* ec2:ipam-scope

* ec2:ipv4pool-ec2

* ec2:key-pair

* ec2:launch-template

* ec2:natgateway

* ec2:network-acl

* ec2:network-insights-access-scope
* ec2:network-insights-access-scope-analysis
* ec2:network-insights-analysis

* ec2:network-insights-path

Amazon Elastic Compute Cloud (Amazon EC2) 157
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ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:

ec2:

network-interface
placement-group

prefix-list
reserved-instances
route-table

security-group
security-group-rule

snapshot

spot-fleet-request
spot-instances-request
subnet
subnet-cidr-reservation
traffic-mirror-filter
traffic-mirror-filter-rule
traffic-mirror-session
traffic-mirror-target
transit-gateway
transit-gateway-attachment
transit-gateway-connect-peer
transit-gateway-multicast-domain
transit-gateway-policy-table
transit-gateway-route-table
transitgatewayroutetableannouncement
volume

vpc

vpc-endpoint

:vpc-flow-log

vpc-peering-connection
vpn-connection

vpn-gateway

Amazon Elastic Compute Cloud (Amazon EC2)
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Amazon Elastic Container Registry

* ecr:repository

Amazon Elastic Container Service

* ecs:cluster
 ecs:container-instance
* ecs:service

» ecs:task-definition

* ecs:task-set

Amazon Elastic File System

 efs:filesystem

« efs:accesspoint

Elastic Load Balancing

* elasticloadbalancing:listener
 elasticloadbalancing:listener-rule

« elasticloadbalancing:listener-rule/app
« elasticloadbalancing:listener/app

* elasticloadbalancing:listener/net

« elasticloadbalancing:loadbalancer

« elasticloadbalancing:loadbalancer/app
* elasticloadbalancing:loadbalancer/net

+ elasticloadbalancing:targetgroup

AWS Elemental MediaPackage

* mediapackage:channel
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* mediapackage:originendpoint
» mediapackage-vod:packaging-configurations

 mediapackage-vod:packaging-groups

AWS Elemental MediaTailor

* mediatailor:playbackConfiguration

Amazon EMR Serverless

 emr-serverless:applications

Amazon EventBridge

* events:event-bus

* events:rule

AWS Fault Injection Service

 fis:experimenttemplate

Amazon Forecast

« forcast:dataset

« forcast:dataset-group

Amazon Fraud Detector

« frauddetector:detector

« frauddetector:entity-type
 frauddetector:event-type
« frauddetector:label

e frauddetector:outcome

AWS Elemental MediaTailor
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« frauddetector:variable

Amazon GamelLift

« gamelift:alias

AWS Global Accelerator

 globalaccelerator:accelerator
* globalaccelerator:accelerator/listener

* globalaccelerator:accelerator/listener/endpoint-group

AWS Glue

* glue:database
* glue:job

* glue:table

* glue:trigger

AWS Glue DataBrew

* databrew:dataset
 databrew:recipe

 databrew:ruleset

AWS Identity and Access Management

e iam:group

« iam:instance-profile
 iam:oidc-provider

« iam:policy

e iam:role

Amazon GamelLift 161
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iam:saml-provider
iam:server-certificate
iam:user

iam:virtualmfadevice

Amazon Interactive Video Service

ivs:channel

ivs:streamkey

AWS loT

iot:authorizer
iot:jobtemplate
iot:mitigationaction
iot:policy
iot:provisioningtemplate
iot:rolealias
iot:securityprofile
iot:thing

iot:topicrule

AWS loT Analytics

iotanalytics:channel
iotanalytics:dataset
iotanalytics:datastore

iotanalytics:pipeline

AWS loT Events

iotevents:alarmModel

Amazon Interactive Video Service
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« iotevents:detectorModel

 iotevents:input

AWS loT Greengrass Version 1

« greengrass:components

* greengrass:groups

AWS loT SiteWise

e iotsitewise:asset
« iotsitewise:assetmodel

* iotsitewise:gateway

AWS loT TwinMaker

« iottwinmaker:workspace
« iottwinmaker:workspace/component-type

« iottwinmaker:workspace/entity

AWS Key Management Service

* kms:key

Amazon Kinesis

* kinesis:stream

Amazon 1% Firehose

* kinesisfirehose:deliverystream
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Amazon Kinesis Video Streams

* kinesisvideo:stream

AWS Lambda

« lambda:code-signing-config
* lambda:event-source-mapping

e« lambda:function

Amazon Lex

e lex:bot

Amazon Location Service

* geo:place-index

* geo:tracker

Amazon Lookout for Metrics

e lookoutmetrics:Alert

Amazon Lookout for Vision

* lookoutvision:project

Amazon Managed Service for Apache Flink

* kinesisanalytics:application

Amazon Kinesis Video Streams
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Amazon Managed Service for Prometheus

« aps:rulegroupsnamespace

* aps:workspace

Amazon Managed Service for Prometheus

* memorydb:cluster
* memorydb:parametergroup

* memorydb:user

Amazon Managed Streaming for Apache Kafka

e kafka:cluster

* kafka:configuration

AWS Migration Hub Refactor Spaces

» refactor-spaces:environment
 refactor-spaces:environment/application
 refactor-spaces:environment/application/route

 refactor-spaces:environment/application/service

AWS Network Firewall

* network-firewall:firewall-policy

AWS Network Manager

* networkmanager:core-network
* networkmanager:device
* networkmanager:global-network

* networkmanager:link

Amazon Managed Service for Prometheus 165



AWS BiREE EREES

Amazon OpenSearch BRI

* es:domain

AWS Panorama

« panorama:package

Amazon Personalize

» personalize:dataset
« personalize:dataset-group

* personalize:schema

AWS Private Certificate Authority

« acmpca:certificateauthority

Amazon QLDB

* qldb:ledger
* qldb:stream

Amazon Redshift

« redshift:cluster

* redshift:eventsubscription
* redshift:parametergroup

* redshift:snapshot

* redshift:snapshotcopygrant
* redshift:snapshotschedule

* redshift:subnetgroup

redshift:usagelimit

Amazon OpenSearch BR#% 166



AWS BiR@E

ERAEER

Amazon Rekognition

 rekognition:project

Amazon Relational Database Service (Amazon RDS)

* rds:auto-backup

rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:

rds:

rds

rds:

rds:

cev
cluster
cluster-endpoint
cluster-pg
cluster-snapshot
db

db-proxy
db-proxy-endpoint
deployment

es

global-cluster

0g

P9

ri

1secgrp

snapshot

subgrp

AWS Resilience Hub

* resiliencehub:resiliencypolicy

AWS Resource Groups

* resourcegroups:group

Amazon Rekognition
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AWS BREE

* resource-explorer-2:index

* resource-explorer-2:view

Amazon Route 53

« route53:healthcheck

« route53:hostedzone

Amazon Route 53 Recovery Readiness

« route53-recover-readiness:recovery-group

* route53-recover-readiness:resource-set

Amazon Route 53 Resolver

« route53resolver:firewalldomainlist
» route53resolver:firewallrulegroup
* route53resolver:resolverendpoint

e routeb53resolver:resolverrule

Amazon SageMaker

* sagemaker:model

* sagemaker:notebookinstance

AWS Secrets Manager

* secretsmanager:secret

AWS ERMEE 168



AWS BiREE EREES

AWS Service Catalog

* servicecatalog:applications

* servicecatalog:attribute-groups

Amazon Simple Notification Service

* sns:topic

Amazon Simple Queue Service

* sqgs:queue

Amazon Simple Storage Service (Amazon S3)

* s3:accesspoint
* s3:bucket

* s3:storage-lens

AWS Step Functions

« states:statemachine

* stepfunctions:activity

AWS Systems Manager

* ssm:association

* ssm:document

* ssm:maintenancewindow
* ssm:managed-instance
* Ssm:parameter

* ssm:resourcedatasync

* ssm:windowtarget

AWS Service Catalog 169
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 ssm:windowtask

AWS Verified Access

* ec2:verifiedaccessendpoint
* ec2:verifiedaccessgroup
* ec2:verifiedaccessinstance

* ec2:verifiedaccesstrustprovider

AWS Wavelength

* ec2:carriergateway

LimER ASBAXIFNERERYIR

EEREABENSXENEREIES | SR EM AWS SDK Y
FListSupportedResourceTypesE .

Flan | AT EABAT list-supported-resource-types AWS Command Line Interface (AWS CLI) a5 , 1
T S &5 PR 7R o

$ aws resource-explorer-2 list-supported-resource-types

{
"ResourceTypes": [

{
"ResourceType": "acm-pca:certificate-authority",
"Service": "acm-pca"

3,

{
"ResourceType": "airflow:environment",
"Service": "airflow"

3,

{
"ResourceType": "amplify:branches",
"Service": "amplify"

3,

. truncated for brevity ...

AWS Verified Access 170


https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/resource-explorer-2/list-supported-resource-types.html

AWS EREBE ERAEER
HrRAHMEENERER

REZRBEH Amazon EREHE (ARN) FHREG  ELFREHMEREELRBRAEN, BESE
BiERE  EREETUHREXAMEREENER. EEXETRINERERE,

ERERER HEARERER
ec2:securitygroupegress ec2:security-group-rule

ec2:securitygroupingress

elasticloadbalancingv2:1load elasticloadbalancing:loadba
balancer lancer
docdb:dbcluster rds:cluster

neptune:dbcluster

rds:dbcluster

docdb:dbclusterparametergroup rds:cluster-pg
neptune:dbclusterparametergroup
rds:dbclusterparametergroup

docdb:clustersnapshot rds:cluster-snapshot
neptune:dbclustersnapshot

rds:clustersnapshot

docdb:dbinstance rds:db
neptune:dbinstance

rds:dbinstance

docdb:eventsubscription rds:es

neptune:eventsubscription

BRAHMBEENERER 171


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS BiREE EREES

ERERER HEHEREH

rds:eventsubscription

docdb:globalcluster rds:global-cluster
rds:globalcluster

neptune:dbparametergroup rds:pg
rds:dbparametergroup

docdb:dbsubnetgroup rds:subgrp
neptune:dbsubnetgroup

rds:dbsubnetgroup
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BEREEREER

RS AR EAWS IR F B FEREHEAWS BRH. , Quotas ()o BAINERRESELERE , MEME
HEERS,

AWS ER#E , Service Quotas ()o , Resource Explorer ()o AWS AR#

ERIBFAEEE |, 5528 (Service Quotas FFAEERE) PHRRIEAEE, 2R Service Quotas
qﬂﬂlﬂiﬁztxﬁﬂﬁﬁ , REE R iR AE Bl A R EE

LT R 8RBT, WERER,

R AEBE A
E—ETHRBEHAWS EE 10
PEZER IR R R A
BUESERLR 5
BUIFRSEE LR 3
BARBESTHESERLR 10,000

BAXMEHNESERLR 500
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase

AWS EREE

ERAEER

AWS EREE B ER AWS SDK

AWS B#FE T EE (SDKs ) ATARNZRITHRERS. SEHMSDKEM T —BAPIREEREIM L
&, ERZASTUEERBUEMERNESRRERER.

SDKX #

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

BAR Kotlin B AWS SDK

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AR Rust B AWS SDK

E AR SAP ABAP B9 AWS SDK

BRAR Swift B AWS SDK

® " AtEEA

RASHI

AWS SDK for C++ 12 =2, & & fi

AWS CLI 2 X 55 4

AWS SDK for Go I\ IS &1 5l

AWS SDK for Java T2 =\ 55 & {3l

AWS SDK for JavaScript 2 =, & i i

E AR Kotlin B AWS SDK 2 IS &i 5l

AWS SDK for .NET 2 #5 £ 4l

AWS SDK for PHP 2= i £ 4l

PowerShell 2\ iG&i4| T &

AWS SDK for Python (Boto3) 23\ f& £i 4l

AWS SDK for Ruby &= i £i I

AR Rust B AWS SDK 2 i &5 451

B AR SAP ABAP #J AWS SDK 2=\ 15 & 44l

B AR Swift B AWS SDK & = #E &1 45l

BAERMENART ? BEATEERSVREHERQSEGRFERHEHM.

174


https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/arex-security-ipv6-upgrade.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html#security_iam_awsmanpol_AWSResourceExplorerServiceRolePolicy
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-syntax.html#query-syntax-filters
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol#security_iam_awsmanpol_updates.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_awsmanpol.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/supported-resource-types.html
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