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aws ec2 create-tags --resources <VPC_ID_VALUE> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME

4. 7€ VPC LA DNS EHEBXIE.

aws ec2 modify-vpc-attribute --vpc-id <VPC_ID_VALUE> --enable-dns-hostnames

5. £/ 10.0.1.0/24 CIDR E#2% VPC HEV LA K , Y EERERPEYERN AR,

/A Important
BIUFREE , FREFRABEIZESTAROSAHTEBERN A ES., MEBKE
BERENTAES , AISELEENEA—ETAREPAWS BHEY FHEK.
EERERENTRES , BfffAcreate-subnet@ T H M --availability zone5|
o BAILAMfEAfErosa list instance-typestHIHMATTHNROSABIFER, £8
REEENTABERREEHTERERTA , BEATI®S.

aws ec2 describe-instance-type-offerings --location-type availability-zone --
filters Name=location,Values=<availability_zone> --region <region> --output
text | egrep "<instance_type>"

/A Important

ROSA #£8 HCP I , ®F 4 AABEAREVEENTRAREREEL —BALANBLE T
Mg, HRNE—TRERE K REFZ—ATRAES. #RELRIROES  SE=ETH
Eifl, MRFHEELTFR , BEEUEXRA.

aws ec2 create-subnet --vpc-id <VPC_ID_VALUE> --cidr-block 10.0.1.0/24 --
availability-zone <AZ_NAME> --query Subnet.SubnetId --output text

LR T EEE TR ID. UTRHEMEL,

subnet-0b6a7e8cbc8b75920

6. A E—ES By FHE ID , FFROSA_CLUSTER_NAME -public#E1ER FH8K,
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aws ec2 create-tags --resources <PUBLIC_SUBNET_ID> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME-public

7. £/ 10.0.0.0/24 CIDR BH#7E VPC REMME T , WEEHRELR FRENERTAHRE
o

aws ec2 create-subnet --vpc-id <VPC_ID_VALUE> --cidr-block 10.0.0.0/24 --
availability-zone <AZ_NAME> --query Subnet.SubnetId --output text

LR SEEOH FHEEMN 1D, LT AEHE .,

subnet-0b6a7e8cbc8b75920

8. A L—ELSBHI T ID , FHROSA_CLUSTER_NAME-private 2 81E5E 7M.

aws ec2 create-tags --resources <PRIVATE_SUBNET_ID> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME-private

0. RLRER VT RREREAE , WAEHNINE VPC,

aws ec2 create-internet-gateway --query InternetGateway.InternetGatewayId --output
text

aws ec2 attach-internet-gateway --vpc-id <VPC_ID_VALUE> --internet-gateway-id
<IG_ID_VALUE>

10fE FHROSA_CLUSTER_NAME& S 2 50 MR 4B I% 8,

aws ec2 create-tags --resources <IG_ID_VALUE> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME

MAREREBEVIKRMAR , KEELAFHEREVEY  YREERHIPEFEEMENRE,

aws ec2 create-route-table --vpc-id <VPC_ID_VALUE> --query RouteTable.RouteTableId --
output text

aws ec2 associate-route-table --subnet-id <PUBLIC_SUBNET_ID> --route-table-id
<PUBLIC_RT_ID>
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aws ec2 create-route --route-table-id <PUBLIC_RT_ID> --destination-cidr-block
0.0.0.0/0 --gateway-id <IG_ID_VALUE>

12fE FAROSA_CLUSTER_NAMEZ EEE LN AR B RE , WRFRAREE S IEEERE,

aws ec2 create-tags --resources <PUBLIC_RT_ID> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME

aws ec?2 describe-route-tables --route-table-id <PUBLIC_RT_ID>

13fEAEMY IP UutELNAFRBTHEY NAT FE , LEABEALE FREHNRE.

aws ec2 allocate-address --domain vpc --query AllocationId --output text

aws ec2 create-nat-gateway --subnet-id <PUBLIC_SUBNET_ID> --allocation-id
<EIP_ADDRESS> --query NatGateway.NatGatewayId --output text

14{FFH$ROSA_CLUSTER_NAMEE BESE NAT BB R M IP ik,

aws ec2 create-tags --resources <EIP_ADDRESS> --resources <NAT_GATEWAY_ID> --tags
Key=Name, Value=$ROSA_CLUSTER_NAME

15ANEFEBREEYKMAER , SEENE FEBEYEY  YREERHE NAT BENRE.

aws ec2 create-route-table --vpc-id <VPC_ID_VALUE> --query RouteTable.RouteTableId --
output text

aws ec2 associate-route-table --subnet-id <PRIVATE_SUBNET_ID> --route-table-id
<PRIVATE_RT_ID>

aws ec2 create-route --route-table-id <PRIVATE_RT_ID> --destination-cidr-block
0.0.0.0/0 --gateway-id <NAT_GATEWAY_ID>

16/FFH$ROSA_CLUSTER_NAME-private 2 EEL AR B RMEM IP ftt,

aws ec2 create-tags --resources <PRIVATE_RT_ID> <EIP_ADDRESS> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME-private
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SR 3. SIEFENIAMAEF OpenlD Connect Bt iE

£/ HCP #5213 ROSA ZHl , BL AR X ENIAMAEGFIRAI , SAK OpenlD Connect (OIDC)
HRE. MFEHR ROSA B2 HCP WIAMA & F R BIMFHAWSEIAMEA , 52 E. ROSA

WREFEFEA ROSA CLI autolER, , BHEIENEY S HCP #5 2 ROSA FTER OIDC #H4E,

1. B BENIAMIRS B B AR,

rosa create account-roles --force-policy-creation

-force-policy-creation ZEEEMEMRENACHNEFER, NRREAGHNRKEFE , AIGSEUA
BIUEEER,

(® Note

MRENERFBETHEEBH , ROSACLI ik —RERES , HHENRETHEERE
o MTERHHBHNLSER | F2REHIAE ROSA CLI B MR R FEUER.

2. 237 OpenlD Connect (OIDC) 4858 , ARAAESENEAERE. LARLSEHM , SAEEE OpenShift
BEEEES (OCM) BEFER,

rosa create oidc-config --mode=auto

3. 5 ROSA CLI & tH 12 E#Y OIDC BB BT, HERFERM OIDC HRERHTE , UBVYZH
HCP &£/ ROSA,

4. BEEMFTRENEREABEEB cBEE TR OIDC B , FHTTIHT.

rosa list oidc-config

5 BUMEWIAMREE AR , I<0IDC_CONFIG_ID>LASHIERA OIDC 4248 ID B,

Example
/A Important
BY "RES) AB<PREFIX_NAME>K , BXEEHRMBAEN. WRTERMEELSE
Ao
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rosa create operator-roles --prefix <PREFIX_NAME> --oidc-config-id <OIDC_CONFIG_ID>
--hosted-cp

6. EERECRIUIAMREERE  FHTTIHT

rosa list operator-roles

SR 4 EHM ROSACLI auto EXNE IS8 HCP #5EAWS STSH
ROSA

BAT LA E#E E A AWS Security Token Service (AWS STS) 1 ROSA CLI it autoEX B EHE
HCP #) ROSA, EAILLEEBFERA A AP Mg ARFAE API M ARET #E

BULESEERE-—TRES (E-TAESR) IZBEATAES (RERSHE) BX. EET-ERR
T, BH#2RH CIDR EELARSE VPC 1 CIDR fE,

THREFEMAErosa create cluster --hosted-cpSREVEEHEECPHNE—THE
ROSA, ZEBVEMRSHHOEE , Bnulti-azEiEShiEELERBENEALE FRBRNALEF
% 1D,

1. FRATHEFP—EGFSEIES HCP #5ER ROSA,

« EHALNAAPI M AZIER HCP £5E/M ROSA |, TisEEELE. BEEABAEN. OIDC
FHRERR RIS | AR A MFLAE FH8E% ID,

rosa create cluster --cluster-name=<CLUSTER_NAME> --sts --mode=auto --hosted-cp --
operator-roles-prefix <OPERATOR_ROLE_PREFIX> --oidc-config-id <OIDC_CONFIG_ID> --
subnet-ids=<PUBLIC_SUBNET_ID>,<PRIVATE_SUBNET_ID>

- FRAFE API M AZEITER HCP #£5/ ROSA |, TisEEEEE. BEEABAIES. OIDC
FERESR B WS FNFLE FHEER 1D,

rosa create cluster --private --cluster-name=<CLUSTER_NAME> --sts --mode=auto --
hosted-cp --subnet-ids=<PRIVATE_SUBNET_ID>

2. REENERE.

rosa describe cluster -c <CLUSTER_NAME>
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® Note
MREBVYBRFRYSHSStateBLE 10 PERKEBEAREMNRE , F2REHEIHEROSAE
SEMNEE,

= ERIRAWS Support= Red Hat Support AESR1#%8) , 2B EROSA,
3. FEBEE OpenShift ZEENCHEREMBEETEE,

rosa logs install -c <CLUSTER_NAME> --watch

SRS RESTHARHELREREFIE

ROSABE—EARERN OAuth fRi&Es. BIUSTHREBREE , BN EK OAuth FREAFER B 2RI R4
E, AR, BB ERAEMEZECRENESBAREME  UREMMEFEINEZNESE. EUREE
BEELFEHAEZCcluster-adminsdedicated-adminfER,

RO LLAEH ROSAEE. T ENEASIE GitHub 1©2 GitHub, GitLab, &3k, LDAP, OpenlD
Connect #l HTPassWD {24t &,

/A Important

HTPasswd B2 RRHEEQEER , UERVE-—FERREESMEAE, HTPasswd Fx&
R — R ER 5 BB IR E, ROSA

THRFEH GitHub B0 BB RHERERES . WEFTBNAIRESBEZEN S D EBBRHAERE
MiER , F2REREN S D EAREHAEAWS STS,

1. BB L BHIEMIES, GitHub

2. NRIZAE GitHub BB TTAREN B BEIMEES  FEY —EE8. WFFAER
GitHub X ryFER,

3. £/ ROSA CLIMEBEN , RENBERES DBBIRHKE.

3
¢
an

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. Ba@HPNARRET , REY GitHub BIRENEBEEFE.

FR5 RESDBFEHAELREESFHE 35


https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://github.com/
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch

Red Hat OpenShift Service on AWS EREER

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
Identity provider name: github-1
Restrict to members of: organizations
GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

2
?
2
2

5. FARBkE H A URL , I<GITHUB_ORG_NAME>LL GitHub #B@HZ BEUK,
6. 1£ GitHub #8 B Lt , 22 [EEMEREX] L7E GitHub BB M OAuth ERRER,

7. 5/ GitHub OAuth EEHHEN , BBHT T I TS REARIERNrosa create
idpEEHXER. B GitHub OAuth BRI FHIFERE , <GITHUB_CLIENT_ID>If
IN<GITHUB_CLIENT_SECRET>LAEUX.

? Client ID: <GITHUB_CLIENT_ID>
? Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
? GitHub Enterprise Hostname (optional):
? Mapping method: claim
I: Configuring IDP for cluster '<CLUSTER_NAME>'
I: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.
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® Note

BB REEHERTESEANMIENBETSEREADRE, MESR
FXE T cluster-adminfEAE , BT BA#1Toc get pods -n openshift-
authentication --watchMAERERAEFWHREFIE OAuth B,

8. MR F DBl R M E B ERERE,

rosa list idps --cluster=<CLUSTER_NAME>

THRe . REFHEEM &%
EAMSEAEFREERTHRES S BIREE | UEREAE TGN ER,

THRFEREAENBECKERBIMEN GitHub EBEEE,

1. B S UA 0 BB EMIRS.  GitHub

BETEEEFIUE GitHub BN ERE., WEFMES , 526 GitHub X RAYEEEE A & il
)\ﬁﬂ’]ﬁﬁfﬁﬁko

SRT7 . REEESERREFERE

BERENEERENEIBARHER , B UREERNEREcluster-admninsdedicated-
adminfEfREE,

2 Ecluster-adminfE[R

1. BT TS UEECcluster-adminfEfR, #$<IDP_USER_NAME>FEUX A
B<CLUSTER_NAME>HIEHEMEBE R,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAERE W Acluster-adminsEEMNKE .

rosa list users --cluster=<CLUSTER_NAME>
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2 Ededicated-admintE R

1. FAUT IR Fdedicated-adminiEfR, #<IDP_USER_NAME>{T<CLUSTER_NAME>T%lldn

T, LMENERENSEESBEKN,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAERB M Acluster-adminsEEMNKE .

rosa list users --cluster=<CLUSTER_NAME>

S8 BEEEIRB Red Hat BEEIRFIEAEFER
EE£1EIB Red Hat EEXEREBEABZEALZWIKRSE,
1. FATHGMSIEEEENTIZEA URL, IR E5E EFER <CLUSTER_NAME>,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. B E & H PR S URL A8,
B ER.. BAL HREAAS  BEFSBAIRTESRE  UERERERHENEAREER,

SR NHHBASEHRNEREAEN

& LAE Red Hat EEXAERFTEANEMAXASEHAUZRAEN | WUBEHLF,

—

. BlEZE Red Hat EEXERTERS , REREELERBEARINES,
EREEEEL , EEZ [FREEAL

 TEEE, BN  EE "TEE>EX>BUER,,

WASERNERE , LBEMHE TEREE) B THE,

BIE (B LBITEE,

PHRIFERASRS  REREE + TN, FREENMNERRMEINESR,

TR A BB SHEES  BEMERK.

= "HEAER%, HEY , JavaScriptttiBEPIBEES >,

I Nodejs , AREZFEVEARN , A "EYRRIEEGHNEAREN) HEE.

S°.°°.\‘.°7.0‘:'>.°-’!\’

SEE 8 EHEIB Red Hat BEAEWE LA FE

38


https://console.redhat.com/openshift
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ERAEER

® Note
AR R EIEE TERATAEENESE . T HEER Node js EIH,

104 "Gity EBEH , EEF "SHHEH. .
1M "&8) Rud , e -2,
128 B

® Note
¥MEAEXR RS ENRFEREE,
138 BT , FRREEAREIMRE URL,
RBRTERR—ENER  APISBLUTIRBTHAL.

Welcome to your Node.js application on OpenShift

14(E2EN) MBREAEALFTEER
a. £ TEEE, BHT , BE TBEE>ER,
b. BIRERNEIEINAER , RBREF (MEBRER].

FSER 10 : MIBRBEFMAWS STSER

#& ] LAfE A ROSA CLI MIBRfE#E & A AWS Security Token Service (AWS STS) By, 4 th & LA{E
ROSA CLI BREZE I HIAMAEF OIDC 2#E, ROSAE EMIERHEEHIAMKEEROSA |, &a L

FEAEIAMIZES,

/A Important

IAMAEIRF PR HAttROSAR EROSAFEEFEAREV N ABMERA,

1. MIBREELEHE B, <CLUSTER_NAME>E#ASBNEBI ID ££,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

HER 10 : MBRFEEMAWS STSEIR
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/A Important

BB REFTEMER  FRBRIAMBE, FRIM OIDC #HtE, BEEFEIRF IAM &%
REMBRZREXRYINER. BES IAM SEX4EEE OpenShift BIEEERVYNEIR., #
EEfEM OIDC RFBEEITRE.

2. T TS T , MBRESRESAREREN OIDC BHE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MIBRBERENRIESIAMAE,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FERALT o SMBRIRSE IAM &6, LERBRZIRE IAM AGHNETEFFE<PREFIX>, MREEE
MIRF IAM BSBKFHEE T BFT 5% , FBIEEHEFEManagedOpenShiftal &,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. BRI IAMKEEROSA,

a. A IAM ££A,
CE [FEEE] THERIThRERS | 1BEZ R,
REUREMIBRA KRS | ABIRIE [BE] > [MIBR].
AR ER , REIRE TMBR
. BENSBRUMBRSE IAM BERE £,

o (9] (on

D

£ auto B T ROSA CLI B H ROSA & H# iR

THRERAIMAIBEEFEA ROSA KEFEMAAWS STSH ROSA CLI, 1% ROSA EERMFMEE
7, FSREEEE,

ROSACLI fEAautoEmanual AR X RE L MHE ROSAE LK. IAM autoE X BN EIZFTERIIAM
ABFEKE LR OpenlD Connect ( OIDC ) 12 F. manualmode i 8IZEIAMERFTENAWS
CLItF T, EBEAmanualEX , B UEREELENAWS CLIES , AREFBHHTEM. £
AmanualiEx , B AU SEEGESTHHEHMEESNEHE , WEMMTUEIER,

£ auto X T#§ ROSA #EE[REE ROSA CLI #E M 40
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A HFHEFFEA ROSA CLI autotE X R E I ROSA EHRAMENIAMER, NEEZHIKER
HiRE  FHZEEBREFAROSA,

£

. SERIRH

- $ER 1. BUAROSA B TE SE R IR 4

« SR 2 FAAWS STSHI ROSA CLI auto #3237 ROSA EREE
- BRI RESDBFIRHEEWREFEFIE
- SR4 REGAEFEREE

- SB5 KEEERRRECAE

- SR 6 BEEIB Web TEAEFR

- FR7: REBASBHITERAEN

- SR8 HEEEESHRNAFHEER

- FER O MBRESEFAWS STSEIR

TR
BIthZ A, BRELERRTHBE

- RENEERHAAWS CLI. MFEFMER , F2HEALENENRIMAHL AWS CLl,
« RERMBEZRHA ROSA CLI M OpenShift B25F A CLl, MEFMER , 52 E ROSACLI AF.

+ Service Quotas%ZE%. MRELER RISEZE Amazon EC2 Amazon VPCAmazon EBS , &
Elastic Load Balancing8e 2 M#ITROSAE S, AWSH Red Hat AIREERIRBE R RV ER |
RREERBINBEEE. EERGMENESRE , F2EAWS— &2 E P HRed Hat OpenShift
Service on AWSi B M Bt 58

- EEBBNWAWSEEROSA , BXLEARMAAWSE %, RERMERPELES R, Red Hat ATEE
SRREBERAWSKE , UEFREE, WFFMENR , 52 S upport ROSA. BEEMAAWS
Support , 52 BAWS SupportEH,

o WMRELEAAWS Organizations REEAWS 1RFZ EHROSARK , HBRY AR HI R (SCP) &4
BREANF Red Hat TZRREIEIT SCP ¥ HMBUERENE, MEFHMER , 5528 ROSASCP
SES AR A S, W SCP WEHAE , FSBEREEFIEAI (SCP),

o WRAWS STSHROSAEKHEIBEZRZIE R TEANKBAWS EiFH , BIXEFERANATHSHEHR
FIEEENREMENEHRARAE 2, AWS IRF
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aws iam set-security-token-service-preferences --global-endpoint-token-version
v2Token

NERAERNEMET | HSH AWS —RBEANS ERFHEE,

HER 1 BUAROSAN R E o iR R4

HEE ROSAKRE , BMUAKEAWSROSAEZ L FMAROSARY , B REFEAWS FKIRF
., EAWSROSAEZEEERFLESBAWS tRF EFXLERNAWS MarketplacefEfR. RBEEEUREZ R
#9 Elastic Load Balancing (ELB) R¥&:E#E A, AWSServiceRoleForElasticLoadBalancingil
RROEMERGSE , TRESRMVUOMAERERE URFE EREHENIES

1. BE % ROSA £ A,

2. &2 Get started (FATREH).

3. £ [MEROSALERY] EEL |, EW (KR EHE Red Hat 2 ZE NI EA,

4.8 "RUAH.L ROSA,

5. TEERFLENRBEEFTSROSAKRIFMAILE ELB RIS EZACRE | BFHBETHNR R IT/E
BEER , ABEMFER CLI B B85 — 1B ROSA E#fihk. ROSA

HER 2 . EAAWS STSH ROSA CLI auto R ROSA BfiE &

IBELAEE &£ A AWS Security Token Service (AWS STS) 1 ROSA CLI i ftfautoE =\ RE I
ROSA &8,

1. B B ERIAMIRSE B B MR

rosa create account-roles --mode auto

(® Note

MRENBRFBETHEEBH , ROSACLI ik —RERER , FHENRETHEERE
o MTESRHHBNLER | F2REEHESAE ROSA CLI B HRE R FEUER.

2. AWS STSEHE S H ROSA CLl auto R THTEREREL —E, FATRRER , SRESINE
TE OpenShift MR,

SR 1 BUAROSANERE SRR A 42
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rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode auto

@ Note
EIRIEER--mode auto, tkrosa create cluster ST EBHBERIEEEENRES
IAMA & F] OIDC R#E, RESFEA OIDC B EHITRE.

3. RELNELE.

rosa describe cluster -c <CLUSTER_NAME>

® Note
MRMRBEFKBEHStateMiLE 40 PERKREBEARBRE , FSERHIFMROSAR
SfERE,

£ BB 4XAWS Supportsl, Red Hat Support AE &3R8 , 2B EROSA,
4. E BB E OpenShift ZERERNCHEREMBERTERE,

rosa logs install -c <CLUSTER_NAME> --watch

SRI RESGTEBIRBELRESEFIE

ROSASFE—EREMN OAuth IRFEEF. BIUTKEBESE , BHXEHK OAuth SREAFERA B /R BIRMH
E, RE , BULEFERENBECREN S BAIREEE  URBEAMERENEE. S UREE
FEEELFHAEcluster-adminzdedicated-admintERR,

RO LLAEH ROSAEE. T ENEASIE GitHub 1©2 GitHub, GitLab, &3k, LDAP, OpenID
Connect #l HTPassWD B {24t &,

/A Important

HTPasswd B RREEETESERN , MERUVE-—FBERXREBEEFEHAE, HTPasswd T &
HAEN—REAEPEAREMEE, ROSA
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THRFEH GitHub B0 BB RHERERES . WFEFBRNARESBEZEN S DB RMAERE

E’\J?aa'\ ESRENEN S v BliREEAWS STS,

1. BB B L BB TIEHIES. GitHub

2. WRIELAE GitHub AT ARG B2 BRI MERRE  FEY —EERK. WFFHEER
GitHub X HyH Bk

3. £ ROSACLI WEBER , AENBRERET DEBIRMHE,

3
W
ot

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. Ba@HPNARRER  REY GitHub ABIRENBEEFE.

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
? Identity provider name: github-1
? Restrict to members of: organizations
? GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. MR+ H URL , 3¥<GITHUB_ORG_NAME>LA GitHub #E#% /) & BEUML
6. £ GitHub #8E L | i#1Z [FEMERER] LAE GitHub A& FEM#E e OAuth ERER,

7. £ GitHub OAuth EEH M E , BBHT TS RIEAFERNrosa create
idpEEHER. UK GitHub OAuth BRI FHIFERE , <GITHUB_CLIENT_ID>If
IN<GITHUB_CLIENT_SECRET>IAEU{X.

Client ID: <GITHUB_CLIENT_ID>

Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):

Mapping method: claim

) ) ) ) e
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I: Configuring IDP for cluster '<CLUSTER_NAME>'
I: Identity Provider 'github-1' has been created.

It will take up to 1 minute for this configuration to be enabled.

To add cluster administrators, see 'rosa grant user --help'.

To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

(® Note

Bo@liRHEERTREFEANM>ENBETSEREAPMRE, NREE
FRE T cluster-adminfE A& , BIALA#1Toc get pods -n openshift-
authentication --watchBAESREAEFHMWARERIE OAuth i,

8. R H 7 RBIRAME B EHRE,

rosa list idps --cluster=<CLUSTER_NAME>

R4 REFHEER &K
BAMSEAEFLEERTHRES S BAREE | URREAE TGN ER,

TIRFEREAERNEEEREASFIMEN GitHub ARERE.

1. B S U B 8B EMIRS.  GitHub

ﬂﬁ%?r—,g%%ﬁﬂﬂﬁ GitHub ¥ EME, MEFMER , 552 GitHub XA BYEFE A & N
g RE R A

FR5: REESHERREERE

BERENEERENEIBARHER , B LURELZNFEREcluster-adninsdedicated-
adminfEfRE £,

& Ecluster-adminfEfR

1. BT oGS UEBECcluster-adminfE R, #<IDP_USER_NAME>FEMX 5B
B<CLUSTER_NAME>HEHEMEBE R,

SR REAEHEFR EE 45


https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization

Red Hat OpenShift Service on AWS EREER

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEHERE Y Bcluster-adminsEHNKE.

rosa list users --cluster=<CLUSTER_NAME>

2 Ededicated-adminfE R

1. FERU TS SEFdedicated-adminfEfR, #<IDP_USER_NAME>{T<CLUSTER_NAME>T %@y
T, BN ERAEMEEZBEH,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BREAERBY ABcluster-adminsBHHEAMN K &,

rosa list users --cluster=<CLUSTER_NAME>

HER6 : BEKIB Web A FE

EEBRUEERREEEHEAERNREAENEZLEREN T oBAIRMEZR , ERUTUEEER
Red Hat Hybrid Cloud 13 & & A&,

A

1. FATHGSHEEEENTIZEA URL, LUIER E5E E#EVR <CLUSTER_NAME>,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. BB B P ARE A URL 30 & 8%,
- MBHREEINFAcluster-admin® |, FERAIEMEMNEEBZ A,

- MREERERESDEFNRHEERSE , FHE [EA.. EA| HELSRPEESIRAREESR
B, WEARERERDNEMREER,

SR RHERABEKRTEEAREN
ZAILHE Red Hat BERER IR ANENRABBHNREARS , WEBRH LM,
1. B¥E Red Hat EAREHETRE KB EECENERARINHE.
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Red Hat OpenShift Service on AWS ez EE
EESEEL , BE [FEREEARL

£ TEEE, BT EE TEE>ERX>BUEE,,

WMASRNEE , HBEM G TEREE) B THE, .

BB (B UBNER,

PHRIFERABRS  RREE + TN, FREENMNERRMEINESR,
ERBEA BB SHEES  EEMERE.

= "EHEAEH%, EHEAY , JavaScripttiBEHIRIE "ES. >

E#E Node js , AREBEERVEARN B "EYRFRILENEARN, EH.

© ®©® N o 0o kw0 D

@ Note
BURRERRE TERAEESR, FREER Node js EH,

107 "Gity EBEH , EE "TEHAHEH. .
1M&E "88) WMuF , FEE—RE,
12BF B .

(@ Note
MNEARXFTEX D ENRKEREE,

13HETKE , FFEFEEAENAEAH URL,
BESRTERM—EFER  HPa2BUTIRABTNAR.

Welcome to your Node.js application on OpenShift

14(E2EM%) MBREAEALFTEER
a. £ TEEE, BHET ,BE TBEE>ER,
b. BIRERNEIEINAER , RBREF (MBRER].

SRS HEEEEERMAFHEER
B LAfEcluster-adminf ROSA CLI s FE A &M dedicated-adminEmR,

EERMEMRENFIE  BLARREN S TBRIRMETBRAEAE,

HER 8 WHEESHRNAFHREER 47
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B EAEW cluster-adminE R

1. ERAT A SHEEcluster-adminfE R, <CLUSTER_NAME>UUSEHIEREMBEEZR
ER<IDP_USER_NAME>{XF1,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRRFEAE AR Acluster-adminsEEKE.

rosa list users --cluster=<CLUSTER_NAME>

i E A EMdedicated-adminE R

1. EA TS S#itlidedicated-adminfEfR, <CLUSTER_NAME>LASZHFEREMNEESZR
E<IDP_USER_NAME>fXF,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAE ARV Adedicated-adminsEEKE.

rosa list users --cluster=<CLUSTER_NAME>

REREAEFR 5
BRAMRREN G DR ERERETBRISBARBEEAE | UBBOANER
BAREHNEE TIRFSME GitHub BRAR S K # EFIE,

1. BB BEIEMIES, GitHub
2. #4589 GitHub BB BIREAE, NERHMET , BFBH GitHub THFHREBBBRAE,

SER O : MIBRFEFMAWS STSEIR

BT LAE A ROSA CLI MBRfE# £ F§ AWS Security Token Service (AWS STS) H, &t Al LAEH
ROSA CLI fBREZEIZHIAMAEH OIDC 2#t#E, ROSAE EffiBREZEZHIAMEKEEROSA , &1 LL
FERAEIAMIEEA,
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/A Important
IAMAE IR S P HttROSAB EROSATIREEFEAREVN AGMERE,

1. MIBREELEHE B, <CLUSTER_NAME>E#ALNEBR ID ££,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important

BB REFTEMER  FRBRIAMBE, FRIM OIDC RHE, BEFERF IAM &%
REMREZEEXBRINER. BIES IAM £E2X4HFE OpenShift BIEERVNEIR. &
fEEfEA OIDC REEEITRE.

2. BT TS T , MBRESRFESAREBRERN OIDC BHE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MEBRBRERFENRERAMAE,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRLTHSRERIIRSE IAM A€, LEMBRZIRS IAM AGNEEFE<PREFIX>K., MREEE
MIRF IAM B BKEE T BFT &R , B ETHXManagedOpenShiftalEzd,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. MBR R EE L M IAMBEBEROSA,
a. BAIAM X5,
b. £ [FEEE] THARIIEERT® , BIE [RAL
c. BEUAEMBRAVKEE , REIBE [B1E] > [MER.
d. MARMERE , REBE "MK,
e. EEILSRUMBRNEME IAM BERE &,
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EFEEXNTEH ROSA CLI FHa A ROSA # 8 ki

T 5B ERB A FREBER ROSA REFEHAWS STSH ROSA CLI, 1% ROSA EMMMFMEE
7, FESREEEE,

ROSACLI £ HautoE X HmanualE X RE I MHEFTEHIAMERROSAE S, autoR M EIRIE T
FEWIAMAEHMEKEL LR OpenlD Connect ( OIDC ) £##F. manualmode % BIZIAME RFTE
WAWS CLIfR T, EBEAmanualiEx | B U ERBEEENAWS CLIEESR , REBFBHTEM.
B EAmanual S ERGHEMSTPNEHMEESRNEE , MEMAMITURIER.

AXHHPHEFER ROSA CLI Bimanual R HRE L ROSA EMFFENIAME R, MEESRKRE
REEE |, F2REBEEHAROSA,

FE

o SERIRHE

- SR 1. BUAROSA B TE SE R R4

« B2 EAAWS STSHI ROSA CLI manual X 31 ROSA E#f#E %
- PR3 RESTBFIRMUEWIRER EFEUE
- SR4 REGAEFRESE

- SR5 B EEERRRESHE

- JR6: BEEIB Web TEAFR

- SR7  REABASBHHNEEAEN

- SR8 BEEEEERNAFHEER

- BRI MBRBENAWS STSEIR

TERMRAF
BItAZ BT, EREAERR T HBE

« RRMEEZIHMHAWS CLI. IFFMENR , F2RZEAEMNFZHRAEL AWS CLI,

. REFZTHFM ROSA CLI 1 OpenShift ZEF A CLI, MEHMER , 5588 ROSACLI A,

« Service Quotas%H%, HMEFRELEMNPRKEERE Amazon EC2 Amazon VPCAmazon EBS , &F
Elastic Load Balancinggg22 . M#ETROSAE K. AWSH, Red Hat AJEEESRIREEMH RN ER |

REREERGIMREEE,. EERRMENELRE , F2EAWS—#2E hyRed Hat OpenShift
Service on AWSi% 2E FEl 28,

EFBHEATH ROSA {EHLRE ROSA CLI B A 50
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- EEEBMAWSTIEROSA , BAEMAAWSE %, PERMERLELEA R, Red Hat AJEE
BRAREBERAWSKE , LIERRABE, MEFHFMEENR , 552 S upport ROSA, EEMAAWS
Support , FHZBAWS SupportE Heo

- WREEAAWS Organizations REEAWS IRFZ EHROSAR , BRI IR EHIREI (SCP) &4
ARER AT Red Hat TZRR&IMELTT SCP 5 HMBEKEE, MEFHMERN , 5528 ROSASCP
SESPEHARREA S, WE SCP WFHAEN , FSBEREEFIFEAI (SCP).

« WRAWS STSHROSAE LB FBMFTE R TEANBAAWS BEF , X EFEAU T GHEH
FIEEENREMENERARAE 2, AWS IRF

aws iam set-security-token-service-preferences --global-endpoint-token-version
v2Token

NEHABHORMER | BLEWAWS —BBEAWS EFFHEE,

FER 1 BUAROSAN R E o iR IR

EEEBY ROSAELE | BUAKXEAWSROSAERE A FRUARZROSAIRK . FAWSROSAEAEER
BERBAWS 1EFEBMLEHRNAWS Marketplace#EPR, FRISELELAR B A Elastic Load Balancing
(ELB) RIERFK A®, AWSServiceRoleForElasticloadBalancing M RERDEMEREH |, £
EAESRMHNARERSE URFS L RIEHNIES,

1. BEZ ROSA £ 4,

2. 112 Get started (BITAER).

3. £ MEROSALEMRM] EE L | EE [ERFEZEEE Red Hat 2 ZHMN BRI E AL

4. 12 "RUA L ROSA,

5. tHHRF LN RBEEFSROSATAGMHLET ELB RIFERZ AR |, FHRATAERETE
PEEY , AROSARSEMEA CLI B ER%E — B m#E THERE. ROSA

FHER 2 - FHAWS STSH] ROSA CLI manual #XE 7 ROSA BirEE

IEETLAEE &£ A AWS Security Token Service (AWS STS) 1 ROSA CLI i ftfmanual = 2RI
ROSA &84,

BURESE  BUUBTUERA —RIEBHNIRRrosa create cluster --interactiveXRBET
HE, MEFMER , F2HE Red Hat IHFAHAMEBSXEEETENBE,
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HERECR BHPERHE-—T, T TURECATSMREATEENE-—FEE.

® Note
AWS# Al VPC BB F X EROSAR .

1. BU X ERNIAMIRS: B &K,

rosa create account-roles --mode manual

@ Note

MREHBER BT HEEIBY , ROSACLI W —REFRHE , BHENRETHEEE
o MEREHBNLR  FSEEEHIE ROSA CLI B H B R 7 EUERL

2. TP EEMNAWS CLIHS , LI AEMEEl,
3. BUEEER AWSSTSin --interactive BRXLUIEEFEMBETHRE,

rosa create cluster --interactive --sts

/A Important

£ etcd HASMERA etcd MB 2R , FELEKN 20% KIMEEENER . BRT INE etcd B
BREMNERRME 2 |, EEI AT % ZEAmazon EBSINEFTEKEA R,

4., EERVESEEFENRESAVAC BEBINIEESPELRESFREA JSONER |, St
AWS CLIIE S LA RES,

rosa create operator-roles --mode manual --cluster <CLUSTER_NAME|CLUSTER_ID>
5. #¢% i HiEITAWS CLIGR T,
6. BIBZERRIEERANEITHHBERER OpenlD Connect ( OIDC ) RH#Ht=EF,

rosa create oidc-provider --mode auto --cluster <CLUSTER_NAME|CLUSTER_ID>

7. REENEE.

S 2 EAAWS STSH ROSA CLI manual #X#1 ROSA EREE 52
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rosa describe cluster -c <CLUSTER_NAME>

(@ Note
MRBUBRFRYMEStateMLE 40 7ERRBELDENRE , FBRELEFHROSAE
EBVBE,

= EB4XAWS Supportsl, Red Hat Support AE &3R8 , 2B EROSA,
8. BBEE OpenShift ZHEBERNFTCHEREMBERTERE,

rosa logs install -c <CLUSTER_NAME> --watch

SRI: REFTRBIRBELREBEEFIE

ROSABE—ERER OAuth fRi&ss. BIUTHRREBE , BNUEK OAuth FREAFER 5 2 E Bl R4
., RZ BB ERENEZECRENE»RERERMEE  UREMMPEFEIRENEE. B URAEE
FEELFEHAEZCcluster-adminsdedicated-adminfER,

BRI LAENES. TENWER T . GitHub AR GitHub GitLab, &8, LDAP, OpenlID Connect
M HTPassWD & 5 #BlIRH &,

/A Important

HTPasswd 57 Rt EEQEHER , UERVE—FERREESHEAE, HTPasswd T &
AN —MRER S D BBIRAE, ROSA

THRFEH GitHub B0 BB RHERERES . WEFBNARESBEZEN S D EBIRHAERE
MiER , F2REEEN S D EHREHAEAWS STS,

1. BB L BHIEMES, GitHub

2. MRARAE GitHub MM T AREMN 52 BAIHE ROSARE | FEY —EEM. NBFHEES
2 E GitHub XIS ER,

3. fEF ROSACLI WEEIES A ABNEERTEESORBBIREE,

rosa create idp --cluster=<CLUSTER_NAME> --interactive
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4. B H P ARRT , BREIE GitHub BB R SR EEFEL

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
? Identity provider name: github-1
? Restrict to members of: organizations
? GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5 FAUTHSITEEEFH URL, <GITHUB_ORG_NAME>LAR GitHub B4 S BEUK.
6. £ GitHub #8E L | &2 [FFMEFAREN] LAE GitHub B4 sEM#Ee OAuth ERRER.,

7. £/ GitHub OAuth EEHRHER , FAT IR SEAR#Nrosa create idpEBHRER. B
GitHub OAuth FEARE R P RIZEE , <GITHUB_CLIENT_ID>¥hN<GITHUB_CLIENT_SECRET>LAER
o

Client ID: <GITHUB_CLIENT_ID>

Client Secret: [? for help] <GITHUB_CLIENT_SECRET>

GitHub Enterprise Hostname (optional):

Mapping method: claim

: Configuring IDP for cluster '<CLUSTER_NAME>'

Identity Provider 'github-1' has been created.

It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.

To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H o D ) 0 ) -
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® Note
BB R EEAETREEANM ) ENSE I SERERDRE, MBER
E T cluster-adminfEA#E , BIFBA#1Taoc get pods -n openshift-
authentication --watch$RESR OAuth B AE AR EMILE,

8. EA TSRS 7 RBIRAME S EMRRE,

rosa list idps --cluster=<CLUSTER_NAME>

TR4. REFHEER &K
EAMSEAEFREERTHRES S BIREE | UEREAE TGN ER,
THRFEHEREFLZERTHRMBFEL GitHub BMBE.

1. B S UA 0 BB EMIRS.  GitHub

2. BFREERETIE GitHub BN ERE, MEFMENR , F2 [ Github LY HH R EBFEFEA
& MAERVAER

SRE5 . REEESERREFERE

BERENEERENEIBARHER , B UREERNEREcluster-admninsdedicated-
adminfEfREE,

2 Ecluster-adminfE[R

1. EALTHSEFcluster-adminf#E R, #§<IDP_USER_NAME>FENX B & <CLUSTER_NAME>H
FREMEERZR,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BREAHERBY Acluster-adminsBHAMN K &,

rosa list users --cluster=<CLUSTER_NAME>
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2 Ededicated-admintE R

1. AU TS Fdedicated-adminfEPR, <CLUSTER_NAME>UZHFERENEEELR
ER<IDP_USER_NAME>{XF1,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRAFEHERE Y| Bcluster-adminsEHNKE.

rosa list users --cluster=<CLUSTER_NAME>

HER 6 BREIE Web TEAEFR

EERRUBERFEEEFAEISEAEMEEEREN T 7EIIREE 2R , LR UUEREER
Red Hat Hybrid Cloud F i3 & & A&,

1. FATHGSIEBEEENTIES URL, UEH E5E EBEYY <CLUSTER_NAME>,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. Ein BlE H P AR ElS URL 36 & 6%,
- MBREBENFEAcluster-admin®g |, FERIBHMEHFZEA,

- MRERENETBRERERERSE , FHE [EA.. BEA| HELARPEESIRAREESR
B, WEARERERHNEMREER,

SR XHBASEHMEEAEN

&R LATE Red Hat EEX BT R ANERBASEHAFAEAES , XEBKALRE.

—

 BIEE Red Hat EEXEwRTES , ARBELERZFRARANES.
2. EREEE L , BE BRREEAL

3. % "EEE, BAT  EE "TEE>ER>BUER,,

4. MABERENERE , WREMHE TEREE B THE,

5

6

7

CBREBU|UEBIYER,
CURIIRBABRA , RERE + T, FREEZINERERMZINESR,
ERBASERYHEES , RERBRK,
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8. £ "TFHEABB&%, HE®Y , JavaScriptitiBEHEE "5ES
9. i#EE Node.js , AR BERVERAER , B "EURFIEZGNERAERX) EH.

1 >0

® Note
BAReFEERE TERATEEER L TR Node js B,

107 "Gity EEH , EE "EHAEM. .
1ME "EB8) WiuF , HEE—RE,
1282 B .

® Note
THEARAEEL D ENREREE,
13BN , FEERARENAIRE URL.
BERTSHEM—EHRER  HhISHLUTIABTHAL,
Welcome to your Node.js application on OpenShift

14(2#4%) MREARXIFTEER.
a. & "EEE, BATD  EE "BRE>ER,,
b. FMERNEIMEINEER , RREBEF [MEBREZER]

HER 8 HIEEESHEN A FHREER

B LAfEcluster-adminf ROSA CLI 8 A &M dedicated-adminEPfR,
EEREEAENFIE K SXEARBREN S oHRBIRHEEPBRAERE.
HEBEAEN cluster-adminfER

1. ERAT A SHEEcluster-adminfE R, <CLUSTER_NAME>UASEHIEREMBEEZR
ER<IDP_USER_NAME>{XF1,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. A E RS Bcluster-adminsB K S,
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rosa list users --cluster=<CLUSTER_NAME>

B E A ENdedicated-adminfE R

1. EALT s Ededicated-adminiPR, <CLUSTER_NAME>LARMEREMBERR
EX<IDP_USER_NAME>{XF,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRRFEAE ARV Adedicated-adminsE K E .

rosa list users --cluster=<CLUSTER_NAME>

BEERAEFN BE
LU DRBRENF DB REEHETFBRI DEBRMECRE | UHBEMNFEG
B AREHNESE. THEFEHE GitHub AR SR EFEUE.

1. BREEE L BBIEHIES, GitHub
2. #4589 GitHub BB BREAE, NEHMET | BFBH GitHub THFHREBBBAE,

SO MERBEEMAWS STSEIR

IETTLAE A ROSA CLI MIBRfiE# 52 F§ AWS Security Token Service (AWS STS) K, &t AJ LAE A
ROSA CLI IBREHZ I HIAMAEF OIDC 2#E, ROSAE EMEREEWIAMKEEROSA |, &a L
FEHAIIAMEES,

/A Important
IAMMERF F R HEMROSAREROSAFREEFARHEVNAGRNERA,

1. MIBRBELEHE BT, <CLUSTER_NAME>EHALNEBH ID £E£,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch
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/A Important

BB REFTEMER  FRBRIAMBE, FRIM OIDC #HtE, BEEFEIRF IAM &%
REMBRZREXRYINER. BES IAM SEX4EEE OpenShift BIEEERVYNEIR., #
EEfEM OIDC RFBEEITRE.

2. T TSRS, MBRESRESAREREN OIDC RHE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MIBREEBENRESIAMBE,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FERALLT o SMBERIRE IAM &6, LERBRZIRE IAM AGHNETEFE<PREFIX>K, MREEE
VRF IAM BEIFIEE T BB , FBIEERRManagedOpenShiftalE.

rosa delete account-roles --prefix <PREFIX> --mode auto

5. MBREHER I I IAMBEBEROSA,
a. BAIAM X5,
b. £ [FENEE] THARIIEERT® | 1BE [RAL
c. BEUAEMBRAVERE , RERIBIE [B1E] > [MBR].
d. MAKMER , ARIBE "MK, .
e. EESBRUMBRSE IAM BERH £,

BR A ROSA &LHEH AWS PrivateLink

ROSA B £ LUEBLEREN SRS - 2H. IERFLEAWS PrivateLink. 112 ROSA H#:
IRWSHEER  BSWBEEE, HAL KA OpensShift $ELRERE | HALHM Internet ,
BERARFENEAES TEaH L REEL,

MRECEREENEARIXTHEEHTIANLEIEER , BIFTLLAWS PrivateLinkfE ] ROSA B8
TEXE. AWS PrivateLink@—BE A%, AEZNEN , ROSAHREAWSE FikF HHROSA
REHEEEERCEREILFAEER. Red Hat i A AT T (SRE) BRI LAEAERIIFEEAWS
PrivateLinkif Bif FAE FH3EEAWS PrivateLink , IS ELUE T EMNBE N,

fEFRED &8 AWS PrivateLink 59


https://console.aws.amazon.com/iamv2/home#/home
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s AWS PrivateLink BFF#IEER , 52 B2 AWS PrivateLink ?

&

o SERIRHE

- SR 1. BUAROSA B TE SE R IR 4

- SR 2 BEuBEHAmazon VPCEE

- % 3% : fIE—{EE A AWS PrivateLink
« S 4 . F%%E AWS PrivateLink DNS 8%
- SR5: BRESTHAPREEWIREREEFEUE
- SR6 REGAEFNEE

c SBRT7 . HEEEERRESRE

- SR8 BEEIB Web TEEFE

- SR REABASBHNEEAERN

- SB10: BEEEEEERNAFHEER
- SR 11 MEBREBEMAWS STSEIR

FeRIRAF
PItAZ BT, EREEERR THBE

- ZENBEERHAAWS CLI. MFFMEF , F2R LA EMNEIMAL AWS CLI,

o REFFRERIH ROSA CLI Ml OpenShift B85 & CLI. MFEFMEN , 552 ROSACLI A9,

+ Service Quotas#4EA. HMFRENLEM R EXE Amazon EC2 Amazon VPCAmazon EBS , =
Elastic Load Balancinggg22 I M#ETROSAE K. AWSH Red Hat AJEEESRIBREEHRHER |
REREERGIMREEE,. EERRMENELRE , F2BEAWS—Z2E HhyRed Hat OpenShift
Service on AWSiz B M B 28

- EEESMNAWSKEROSA , BXEMAAWSE K, BERMERCSEZESR. Red Hat &S
SRKREERAWSZE | UIERABE, MEFMEFA , 52 S upport ROSA., BEEMAAWS
Support , FFZBAWS SupportE H,

o WMREFEAAWS Organizations REEAWS tRFZ EHROSARK , HBER IR HI R (SCP) &4
ARE R NF Red Hat T2 R $|H# 1T SCP I HM B K EE. MFFME , 5528 ROSASCP
SEEEHFARERBA N M, 0F SCP WEFMER , SRR B =GR Al (SCP).

« WMRAWS STSHROSAE LA E FIBEE N TEANBAAWS EBEF , IS EFEAN T GHEH
FIEEENZEMEREMR/RAE 2, AWS tRF

TORIRE 60


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/rosa_cli/rosa-get-started-cli
https://docs.aws.amazon.com/general/latest/gr/rosa.html#limits_rosa
https://docs.aws.amazon.com/general/latest/gr/rosa.html#limits_rosa
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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aws iam set-security-token-service-preferences --global-endpoint-token-version
v2Token

NMERABRSWFMRESR , F2H AWS — RS EAWS BEPHEE,

HER 1 . RUAROSAN R TE SR R {5

BERY ROSABE , BAA L EAWSROSATIRA FEAZROSARE. EAWSROSAZARER
FBEREBAWS 1RFEB XL EMNAWS Marketplace PR, ARIEELEELAK B A Elastic Load Balancing
(ELB) R#&:EfE A B, AWSServiceRoleForElasticlLoadBalancingfl R EMERIFY |, =
EESRMNAEREIRE URFS ERIEGHNIES,

1. BE % ROSA £ 4,

2. 1Z1E Get started (BIAFEA).

3. £ MEBEROSALEMRM) EE L | EE [ERFE X Red Hat 2 ZER MBI E AL

4.8 "RUH .1 ROSA,

5. tEERFEHNREEETSROSAKRFHIEYT ELB RS EEACE |, FHBINKREITE
BEER , LAROSASEEMFEA CLI BN B E — BRI T/ERE, ROSA

FSER 2 B #EEMAmMazon VPCEE

EEEITFHAROSAEEMAWS PrivateLink , A EEREH S HAmazon VPCEE | LIS RAFR
PBEE, ROSAZRFERSEAREIEZEENTAHAERELRE—BLANILE FBE., $RE—T
FEgE EFERTHESE. SARZHRSEREE  EE=—ETAESE,

/A Important
MBEFRFEAmMazon VPCEXR |, #EEBV S K H,

THEFEEAWS CLIARE-—THERSENE-—ATREBEFRLLANMLE FHEE. AEEER
BHURLE FRERD. AR FHERSER NAT BB R85 X ERBRER.

I EE5I6E AR CIDR E5210.0.0.0/164%. Amazon VPC Fi8 , B LUEZEFRFM CIDR B, 0
FHWER  FBEHAE VPC K,

SR 1 BUAROSANERE SRR A 61


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://console.aws.amazon.com/rosa
https://docs.aws.amazon.com/vpc/latest/userguide/configure-your-vpc.html#vpc-sizing
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1. BT IR T RREEELABNRREH,

ROSA_CLUSTER_NAME=rosa-privatelink

2. £/ 10.0.0.0/16 CIDR E#RE I VPC,

aws ec2 create-vpc --cidr-block 10.0.0.0/16 --query Vpc.VpcIld --output text

LR S EEEF VPC B9 ID. AT A#EHE@H,

vpc-0410832ee325aafea

3. FAL—ELZEBFH VPC ID , FEFAEEHIES VPC, ROSA_CLUSTER_NAME

aws ec2 create-tags --resources <VPC_ID_VALUE> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME

4. £ VPC LR A DNS ¥ BB E,

aws ec2 modify-vpc-attribute --vpc-id <VPC_ID_VALUE> --enable-dns-hostnames

5.f/F 10.0.1.0/24 CIDR [E#7E VPC FEB U NFA 7K , Y EEEEFRBR Y E RN TAES,

/A Important

B TREE  FREFRREIZEESTAROSAHTEBERNTHES, MREKRRE
BERENTAERSE , IeELEENTEM—ETAREPAWS BIFE I FHEK,
EEEERENTRAES , BFMAcreate-subnetd S H M --availability zone?|

o BAILAMfEAfErosa 1list instance-typestHHMATANROSABIFER, £E
BREEENTAEREREEHTEBERTA , SEATIGS.

aws ec2 describe-instance-type-offerings --location-type availability-zone --
filters Name=location,Values=<availability_zone> --region <region> --output
text | egrep "<instance_type>"
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/A Important

ROSAZEFERBEANRBUERENTAREELRE —BLAANLE FHERK, HRE—T
RAEEE  AFE—ATAES. HREMESROES  FE-BATAES. NRFTHE
EEFER , BEBRIERY

aws ec2 create-subnet --vpc-id <VPC_ID_VALUE> --cidr-block 10.0.1.0/24 --
availability-zone <AZ_NAME> --query Subnet.SubnetId --output text

LR TEEER FHEKE 1D, LT RHEHE .

subnet-0b6a7e8cbc8b75920

6. A L —ESBhEFH8 ID , EFROSA_CLUSTER_NAME -public#E1E R F/K.

aws ec2 create-tags --resources <PUBLIC_SUBNET_ID> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME-public

7.6 10.0.0.0/24 CIDR E#27E VPC R E VI E FHE 6 YiIEENRB LA FRENMEETHRE
15,

aws ec2 create-subnet --vpc-id <VPC_ID_VALUE> --cidr-block 10.0.0.0/24 --
availability-zone <AZ_NAME> --query Subnet.SubnetId --output text

LRSS T EEEH TR ID. LT AEMEL,

subnet-0b6a7e8cbc8b75920

8. FAL—ELSBIH FME ID, FFHAROSA_CLUSTER_NAME -private 2 8Z 5 7M.

aws ec2 create-tags --resources <PRIVATE_SUBNET_ID> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME-private

0. REHIRER N BREREE , WAEKINE VPC,

aws ec2 create-internet-gateway --query InternetGateway.InternetGatewayId --output
text
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aws ec2 attach-internet-gateway --vpc-id <VPC_ID_VALUE> --internet-gateway-id
<IG_ID_VALUE>

10fEFAROSA_CLUSTER_NAMESBUEC MR MARMEE,

aws ec2 create-tags --resources <IG_ID_VALUE> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME

MABHRERVIRAR  SHELATRIREEB , WERE RS ERERFENRE.

aws ec2 create-route-table --vpc-id <VPC_ID_VALUE> --query RouteTable.RouteTableId --
output text

aws ec2 associate-route-table --subnet-id <PUBLIC_SUBNET_ID> --route-table-id
<PUBLIC_RT_ID>

aws ec2 create-route --route-table-id <PUBLIC_RT_ID> --destination-cidr-block
0.0.0.0/0 --gateway-id <IG_ID_VALUE>

125 FAROSA_CLUSTER_NAMEZ BZERE N AR ARE , URFRBARESEERETE,

aws ec2 create-tags --resources <PUBLIC_RT_ID> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME

aws ec2 describe-route-tables --route-table-id <PUBLIC_RT_ID>

13 FHEY IP Uit EABAFEBFEL NAT BE |, UBAERILE FRKNRE,

aws ec2 allocate-address --domain vpc --query AllocationId --output text

aws ec2 create-nat-gateway --subnet-id <PUBLIC_SUBNET_ID> --allocation-id
<EIP_ADDRESS> --query NatGateway.NatGatewayId --output text

14 fEFA$ROSA_CLUSTER_NAME S BUESE NAT B EF M IP {23k,

aws ec?2 create-tags --resources <EIP_ADDRESS> --resources <NAT_GATEWAY_ID> --tags
Key=Name, Value=$ROSA_CLUSTER_NAME

15AMEFRBREBZNRER , SEENE FREBEVER  YREERHE NAT BENRE.

aws ec2 create-route-table --vpc-id <VPC_ID_VALUE> --query RouteTable.RouteTableId --
output text
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aws ec?2 associate-route-table --subnet-id <PRIVATE_SUBNET_ID> --route-table-id
<PRIVATE_RT_ID>

aws ec2 create-route --route-table-id <PRIVATE_RT_ID> --destination-cidr-block
0.0.0.0/0 --gateway-id <NAT_GATEWAY_ID>

16 /£ FA$ROSA_CLUSTER_NAME-private28ZFAE AR FEM IP {7it,

aws ec2 create-tags --resources <PRIVATE_RT_ID> <EIP_ADDRESS> --tags Key=Name,Value=
$ROSA_CLUSTER_NAME-private

% 3% : gl — (AR AWS PrivateLink

& LAE FHAWS PrivateLink#] ROSACLI BRURE£EFE—THESE (E—wHES) HZ @7 A ESE
(BREZHED). EEA—FERT , E#Z0 CIDR EEXARFS VPC B9 CIDR B,

Ty REFEFERAErosa create clusterfREVE—THAEROSAESE, EEBVEMBSHH
BE  Bnulti-azEESHEELESRSBNSMELE FHEBNIASE FHEE D,

(® Note

MREEA ARG, AIBEHEEITRE , FROSARFIHEEREFENMBIL,
MESHAET , 528 Red Hat OpenShift 34 F EIAWSES X % g4

1. BEEBHT IR TRLE-THE,

rosa create cluster --private-link --cluster-name=<CLUSTER_NAME> --machine-
cidr=10.0.0.0/16 --subnet-ids=<PRIVATE_SUBNET_ID>

(® Note

EEE V FAWS PrivateLink A and AWS Security Token Service (AWS STS) EHIFREN#
& , #BM--sts --mode manualjfil--sts --mode autoZrosa create cluster}s

TR,

2. kKBEBXNRREUBRERESAVAE,
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/prepare_your_environment/rosa-sts-aws-prereqs#osd-aws-privatelink-firewall-prerequisites_rosa-sts-aws-prereqs
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rosa create operator-roles --interactive -c <CLUSTER_NAME>

3. AIERERIEFERANETHHERERN OpenlD Connect ( OIDC ) #H#HERF,

rosa create oidc-provider --interactive -c <CLUSTER_NAME>

4. BMELNERE.

rosa describe cluster -c <CLUSTER_NAME>

Example

(® Note

EEStateMURZIRETE 40 PEF B RreadyifiE, MRMHEXE R readysE 40
DEEAET , FSRRE Y MROSARSMEBE,

Z ERIRAWS Support= Red Hat Support AESR1#8) , 2B X EROSA,
5. FEBEEF OpenShift REENCHREMBEREIERE,

rosa logs install -c <CLUSTER_NAME> --watch

SR 4 - ERTE AWS PrivateLink DNS E3i%

EATEPRAWS PrivateLinki 2 2 AFEE EFH NI B FEE EH A Route 53%F £ Route 53FABFEEEEFHA
HIEC 8% REEE HIBRIGHY VPC AR,

FERfINZ DNS-01 REFE—ELHAESE , LEAFBTERNLRAEENRES. BELCHKSEHE
FEERMNE BRETKAERMER. BTNETELBRRNTEXESE , BES 60 RFEE—R, HAE
LCEABFERAZH B RAESEREEFTHEEEAR,

WEAWSHERERINFMEN  F2RALALEEL. IFFBRLRAREEINFREN , F2
BEANBREER,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/AboutHZWorkingWith.html
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X E#Route 53 Resolver Al 2

EERFFRCH (Hliapi.<cluster_domain>#*.apps.<cluster_domain>7E VPC S EZBEEMT) ,
F& 5% ERoute 53 Resolver#i A i B,

1. BARX Route 53 £ &,

£ [BMER] THEEERT | BEE [@ARHN]

BE TREmR .

EELA , FREZFAWS EEREETAWS BEHEAREEN VPC,

£ [ERERE T, EZEEZ [ERA], RREE ([T

i BREBARSN BEL , EREAGRME [—RERE] BR. EHnME [ZEMEE) T, #2E -
BRzeBFE , ZEELFTRA BV ERE 53 FREEENEA UDP M TCP RE.

HP i) BEP  BERUSEREANTHBRANER 7K K REEET-F,
8. (IBEFMY) = "RE. B
9. J&# Submit (%),

o g K~ w DN

N

SREHER DNS Hix

BB A Route 53 ResolverZfim Bl ATiREZ & , FEFRE DNS B | LAMEEMEER V15 E [ IRES T LUE
12 DNS &3,

1. BN RIRRREAN DNS EFBEFEEREMER IP it , flaidrow-
pl-01.htno.pl.openshiftapps.com,

2. MREEA DNS £t — @ VPC BFHE 5 —{@ VPC , FEREEEERAURNIE TR,

3. MREEREEWMEE DNS AMR=E , FFSEFEMN DNS ARBR[H , U E ERRNBEFER
TEEEM DNS Hix,

SRS RESTHARHELREREFIE

ROSASFE—ERER OAuth FRIEE5. BT % ROSAEE , B4 A OAuth [REAER &2
RBHE, R, EULSEFEAEFEZEEREN G 2EBARME | UREMPFEENEE. BT LR
FEREEEFHAEluster-adminmdedicated-adminfEfR.,

B L ABWEE. XN ERTHE GitHub 2% GitHub , A% GitLab , LDAP , OpenlD Connect #
HTPassWD B {3121,

FR5 RESDBFEHAELREESFHE 67
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/A Important

HTPasswd S0 1R EESSER , UMERVE-—FBRERKEEEMEAE, HTPasswd T X
WMAEN—RERS PEBAIRMHEE, ROSA

Tﬁlﬁifﬁﬂ GltHub% TR RMERERES ., MERRNARESE<XENG T ERRHEEHE
MR F2REREN S EBIRHEEAWS STS,

1. BB A B 8B EMIRS.  GitHub

2. MIRERE GitHub B TRAREN B 2R BIME ROSAEE |, FEY —EES. WEFAENR ,
nﬁ £ Eﬂ GitHub K'{LFEFE’JJ'F,%%o

3. £ ROSACLI WEBERN , EBHT TG RFEEEN T 2 RBIREE.

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. Ba@HPWARRET , REY GitHub BEIRENEBEEFE.

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
? Identity provider name: github-1
? Restrict to members of: organizations
? GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. MR+ H URL , 3<GITHUB_ORG_NAME>EA GitHub #E4% /) & BEUL
6. 7£ GitHub fE L , #1Z [RFMEARER] LAE GitHub B M ETH OAuth FEARER.,

7. £ GitHub OAuth EEHF N ERAEAFIERrosa create idpEFHXRE
7R, <GITHUB_CLIENT_ID>3EY{X GitHub OAuth FE<GITHUB_CLIENT_SECRET>HERF WL
&Fo
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https://github.com/
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Client ID: <GITHUB_CLIENT_ID>
Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):
Mapping method: claim
: Configuring IDP for cluster '<CLUSTER_NAME>'
: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H H 0 ) ) -

® Note

BB REEEAETREEEANMENFET SERERPRE, MREK
E T cluster-adminfEA#E , BIF B #1Taoc get pods -n openshift-
authentication --watch©REMR OAuth MM A EWARLENIE,

8. MR H 7 BB M E B EHRE,

rosa list idps --cluster=<CLUSTER_NAME>

TRo: RECAEEM &%
FALSEREREECRENRES HRARMLE | URREAETRENER,
THRFESEREFETCRERMBMGEN GitHub BMEHRE,

1. B S 0 B SBEMIRS. GitHub

2. BFEEREFTHE GitHub BB ERE, MFEFMES , F2E GitHub XA RYBEE A & I
AER BB

SRT7 REEESHERREEHE

KEAEFEEREN S IBAREE 2R , B UREZNERA&ZEcluster-admingdedicated-
adminfERE £,

HE6: RECHAEFRM #E 69


https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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ERAEER

7 Ecluster-admintE R

1. EFAUTHSEFcluster-adminfEfR, #§<IDP_USER_NAME>FEUR A E<CLUSTER_NAME>H

ERENBREERE,

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRREAERB W Acluster-adminsEEMN K E .

rosa list users --cluster=<CLUSTER_NAME>

2 Ededicated-adminfE[R

1. FRU TS EFdedicated-adminfEfR, <CLUSTER_NAME>UASEHIEREMBEEZR
ER<IDP_USER_NAME>{XFl,

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFERAERE Y ABcluster-adminsE N K E,

rosa list users --cluster=<CLUSTER_NAME>

FER 8 FEHREIB Web TEAFH

EREIBEEEEFAEISERAENEEEAREN T »BARMECR , BRUUEEER
Hat Hybrid Cloud £ & & AEH,

1. FATHGSIEEEENTIZEA URL, LUK E5E E#EVR <CLUSTER_NAME>,

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. EinBlE H PRy El S URL I & 6%,
- MBHREEINFAcluster-admin® |, FEHIEMEMNEEIZ A,

Red

« MRBERERESDEFRHUERESE  FHE (ER.. BEA| HEARDEESIRBREESR

B, YR REAERHNEMARERR,

HER 8 BEEIB Web TIRAF
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SR KFARAESRKIBRAREN

BT LAGE Red Hat EEXERFEANEMBARBEHAEEAEN , YBEBEHLRE.

—

. BlEZE Red Hat EEXERTES , REEELERBEARINES,
EEEEEL , EE RBEEAL

i TEEE, BN, BE TEE>ER>BYER,

WMABRNER , WREMHE TEREE) B THE. .,

BIE (B UBNER,

IHRERBABRA , RREE + T, FREEMNERRMEINER,
EHRBEASBSHFEED , BEMERE.

= "HEAEB&, BEEY , JavaScriptitiBEHIRIE TS >

#1E Node.js , AREBZERVEAREX , BN "EYRRIFLENEAREN, HE,

© © N o g &~ w0 b

@ Note
BRI EEIRE "ERFIAEN®EES . T HERE T Node.js 1EIE,

104 "Gity EBEH , EE "EHAHEH. .
1M&E "B8) WMuF , HEE—RE,
12BF B .

(® Note
HMHNEAEXNTEL D ERSEREE,

138FBEE , FFERERRARERNEH URL,

BERTESHRB—EHER  HPISHUTIABTHAR.
Welcome to your Node.js application on OpenShift

142 %) MBREARRXLFTEER,
a. £ "EEE, BAD  EEF "BRE>EXR, .,
b. FMERNEIMEINEER , RREBEF [MEREZER]
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HER 10 B EEESRRNA PR

B LAfEcluster-adminf ROSA CLI i A &M dedicated-adminERR,
EEREERAENFIR K SXARREN S ORBIREEDBRXERE.
BEAEAEN cluster-adminZ R

1. EATHGmSHEEcluster-adminf# PR, <CLUSTER_NAME>UU B EREMEELZR
ER<IDP_USER_NAME>{%F1,

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. BRFEAE AR Acluster-adminsEEKE.

rosa list users --cluster=<CLUSTER_NAME>

B E A &N dedicated-adminfE R

1. FA TS SHsEidedicated-adminf&PR, <CLUSTER_NAME>LASSHIERENEERTRE
ER<IDP_USER_NAME>{XF,

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. A E KRS Bdedicated-adminsEBHEK &,

rosa list users --cluster=<CLUSTER_NAME>

HEBEREY 88
BULRREN S TBIRESEEFBIREDBBRMEERE , UHBAMNEFEG
B AREHNESE. THEFEHE GitHub BB X ENEEFEUE.

1. BEEB L BRIENIES, GitHub
2. M GitHub BT BBREAE, NEHMET , B2H GitHub TAFHERBRRE,

SR 10 HHEESRRNAFHBEER
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HBR 11 MERFBEMAWS STSEIR

EALAEF ROSA CLI MBRfiE# £ F§ AWS Security Token Service (AWS STS) #, &t Al LAEH
ROSA CLI R HIAMAEF OIDC RiftE, ROSAEEMREEIMNIAMEKREROSA |, &AL
FEATIAMIES,

/A Important
IAMAEEIR S P HtHROSAB SEROSATREEFEAREVN AGMEREA,

1. MIBRBELEHE B, <CLUSTER_NAME>EHALNEBRH ID HE£,

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important

BB REFTEMER  FREBRIAMBE, FRIM OIDC RHtE, BEFEIRF IAM &7
REMREZEEXRINER, BEES IAM BEX4HFE OpenShift BRIEERUNEIR. &
EEfEM OIDC RFEEITRRE.

2. YT AT , MRREBEBREEARBELN OIDC RHE,

rosa delete oidc-provider -c <CLUSTER_ID> --mode auto

3. MBEEBENRESIAMBE,

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

4. FRATHSRERIIKRSE IAM A€, AEMRZIRS IAM AEHNEBFRE<PREFIX>K, MREEE
MIRF IAM BEKEE T BETaI B , FFIEETERManagedOpenShift A&z,

rosa delete account-roles --prefix <PREFIX> --mode auto

5. MIBREZE I HIAMEREEROSA,
a. BAIAM X288,
b. 7 [FEUEE] THARIThEERT | #IE [RAI.
c. IEEVZEMBRAYRRE , AREIEEZ [BE] > [MIBR],
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d. MARKER , RREE "R .
e. ER WS RUMBRAZE IAM BUEREE.
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- BlREEM — AWS BEERBPHIT AWS BHHERRE AWS B, AWS ERERMAINLZS
EANER®. £ AWS &R EF , F=ZFEKESEHARALRBRMANZ LY. EERFEA
KR EDENES R ROSA , F2R SR EEEAWS BRI T8,

- ERFHReM — ENEFERNEEANER. AWS RE SULRAHHEMREEE  SFER
R, BRRANERNEREZENER,

A H A HEB BB NAEERARERAREEEE ROSA, EERAMMEE ROSA UFEREM
MERMBEE., ZEBBHNMERE AWS R B RERFRE ROSA ERNEMT X,

B 8%

- EX{RE ROSA

- W5 REBIEFIEE ROSA

- B ROSA

- ERF#EZ2 ROSA

xR ROSA

ROSAX#EEAWS HASEFEENETHHER 7T P ERRE ROSA. AWS EEREBEITHME
AWS Eif. Red Hat EEREZEERERBNERRKE TS, EFXAEEHSHHERER LFE
ZRABHNEHE, hRFSELFEANZTSHEBNEERETE, AWS R EEEERBILENG
HEF  FSEEMBAEEREEEE. NEBMNERRENEEBEN , 28 AWS R£IEK L
MAWS HEEFEEM GDPR FEKRNXE,

ERERREEY , RAEBEAMEH AWS Identity and Access Management (IAM) R AWS RS 53
RUWRERBIERAE, it—R , BEACAEHIASEESRTFTEREEHEAMXENT T, KMICLERE
EATHARREBEESR :

- BERFHEERSEEZRRRE (MFA),
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- ERERE API MEAEFBFC & AWS CloudTrail,

« £ AWS MFFRT RUAREFHFREREBLL2H AWS R,

- FRERZEENZT LMY Amazon Macie , #ilth , ERREZNRBREEFETHHBER

Amazon S3,

- MRHEZBHSHNER API FEEFEERL AWS B FIPS 140-2 B XM NZ1ELR | 5EH FIPS
imE. MEHER FIPS fl FIPS iwHMNEZSHEEN , B2RBI P EFIRIEZE (FIPS) 140-2 #15,

Rz 2R CRBHTEREFIRFRBSHRBMNBAIENR , MEEBARHNEAS |, flnEEHELL,
EAEESRFERAEES. APIROSA @ AWS SDK B AWS R R EEAR, AWS CLIZR# A
HIEAER ROSA S EMREE TSR E , LELEEZHREY., EREHNATMAAREIN URL
B, BOERRBEEXARSZFERN URL HEEBEAERER,

&

- FERAMNRREER

- BB ERAERIE

EAmRREER
ERRERIEEMHT (R ROSA ) AW (RFE AWS BRI ONREE ) HEEER,

Red Hat OpenShift Service on AWS 2t ¥E##E ROSA 34| FH. EREEN IT/EETE Amazon
EC2 #11T{E# A Amazon Elastic Block Store (Amazon EBS) 7R EN L2 FEE , LR ARE
BEMFETH Kubernetes IFBEMRIRE. ROSA MEBEMEHPHRBEESR , FEH AWS Key
Management Service (AWS KMS) RiBHRBENINZE R, ZRHEA Amazon S3 R A&
RERMR, BRERT , BREME,

/A Important
K %318 ROSA R—EHZEEMWAR , AWS M Red Hat @5 ROSA FAMERERE., &
FAREERMR AWS A CLI FERIRT ROSA £/AK Amazon EC2 #1T{ERE, LLEIMER]
REEREFERIEX.
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Amazon EBS 3% /) 17 BIRL B 1 E R I8

Red Hat OpenShift Service on AWS £ Kubernetes IHEMHRIREE (PV) 2218 , AHEEEEEM
BEEREMREENES, FEMUREURZEHTH, EREEBNSESITEEHH9HERZSE
Amazon EC2 #1T{E#&#9 Amazon Elastic Block Store (Amazon EBS) R FHE ERH X E,

HRZXEN ROSA HHEM R ENEIE Amazon EBS , €75t% EC2 #THEEMN RRES LETM
BEE  LEAHMTEBREMNNIFBECEFEERNEHIERNZTSM, NEFHENR L F2HE
(EAIEE)Y M Amazon EC2 {(Amazon EBS &) .

CSI| EEE#FZ X Amazon EBS CSI EEEFE X Y Amazon EFS &R %

ROSA FE&% A H Amazon EBS CSI SREFZ X 2R & Amazon EBS #7772, #k7EE , Amazon EBS

CS| BeE72X M Amazon EBS CSI RSN REEE L Fopenshift-cluster-csi-driversin
BEEHWEE L, Amazon EBS CSI BBEXMBEENELHEREFBEMUBREYE YHKE

RER,

ROSA tgesa A CSI EEEHFZXF Amazon EFS Amazon EFS CS| BEEfERNIgEE RGEBISFE MR
&, Amazon EFS ERENFZX TR /EE th o] B RE M < B EE Kubernetes AZ S/ EBHY H A FE TR
AHAERRREER,

CS| #EB B Amazon EBS Amazon EFS CS| RS2 FEEHBREHH I LUMRBUGEESIE, MEH
& , 520 Red Hat XMW FERAAZRFHEENTE (CS))o

/A Important

£ Amazon EFS CS| SBEE X B A8 E ROSA HEMRIBRER , ETEERIEERE
i& Amazon EFS ZEFWEMMNERAE ID. #4H ID (GID) FXEFFHEFBIME. Amazon EFS
DR ENEREMNBARNBIRAER LNEREMEHEZRRT , X2 NFS AP i
ID, Atk , Amazon EFS £ B it ZB&fsGroupikE. ROSA HZBEiBMEH SR XHH GID
fsGroup, EAA]1ZELE#EE Amazon EFS BN E M B E AT LUFENRIRE B E (R R,
EEMBSEZEN , 20 (FEHAEE) P8 ( Amazon EFS £/ Amazon EFS ZEUE) -

B AKBME

ROSA Rt EBEEE VBB Aetcd@iRERNet cdEREMBHEE |, WHFIEINR MR
B, etcd—BMER , BREEAN 20% WEAMEREART., BAEBCEEEARIBRIFTERS
B Retcdn®, MEFMER , 520 ROSA RBERTH etcd M,
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TiREE

ROSA i KMS keys RZ£#hEEEFEAENNEHTEH. EREENTEEERNUEBRENSENE
HEE, CEVESEHE  SLLUBEFEHR KMS key RERTERR AWS BHE Amazon EBS |, RIEE
LECHEFEESH, WEFHEENR , F2EEA KVS #TERNE,

REXBREHENER MR

ROSA RERNERBMGE B , LUBEBRET Amazon S3 R EEME. HEIMLARSEMEE,

Z %M OpenShift MR EFIREESREREE, CABERHEIRMT —1@ out-of-the-box FERFR , UE
BHTEHIFERYEREEEERER S LHTHMREGE., WEFMEER , 520 Red Hat X+
B 8%

ROSA Rt AHFFAARGEEMR. BALEXERAER , RMEZERERARAZREREBLNREE
BREAREENEAEERA. EEREZHNFEER , FHiX ROSA 2FHE Amazon S3 ZEE S
Y EPREF M INER (SSE-S3)e EFRFELREIEMTE , YEFTKWEENER, MEFMHENR , &

S/ (FERERE) PHER Amazon S3 ZEBNF S8 A AR IR N Z KA EEF (SSE-S3).

Amazon S3

ROSA EABHER M (TLS) BABERRBHRRGBBENER ., NEHMET | H2H Red
Hat AR E 28,

£ KMS K& R %7

ROSA | AWS KMS RZ &b EEBNBZRE RN SR, BRIFTER , SFEAHT KMS key 28 AWS &
ERMFEGEEH, EREBNY R ITESEHHREE Amazon EBS, & KMS key B Bl#& aws/ebs,
RTEER , BEFITERR gp3 REHEAINFE MR E B2 /AL KMS key %,

#EIU M ROSA BERRTERMEMTERE gp3 MFEERIRMBFEMHMKRE, £AETMEFHFFER

BUNFEMURERARERFREERREANER , I EME, MEHREH ROSA BARERFEH

MEMES , FF2HE Red Hat RN VERERE MR T, MEIUK ROSA BERERERAERN

gp3 EEFEERRMZFEUUEKE, FAEMEGRFEIZINFEUURERFEREFERRR
ERMEE , TEMNHE. WFERH ROSA AARZEMREFRRNFMEN , 52 H Red Hat R X

MY ER ERHE R TE.

ERER TR | S LUREEAER Amazon EBSIZAM S W RAE K h i MM MRE | g
EEATHESEEHE KVS key, MBERYSBHOHMET | H2H AWS KVS BIR A BISETH
BRI HBEME KMS £,
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/registry/index
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/configuring-persistent-storage#persistent-storage-aws
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/configuring-persistent-storage#persistent-storage-aws
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B LLEIBER —ERMNZEEDERRRFNISEERUEERE KMS key, BB BFEGHEN
TFEMMZeHZRR  EFEEEH AWS, MEFMENR , 520 Red Hat X KMS keyH #Y AWS
FRAMRBSFEEUERRE,

EREA KMS keysE R ENBRFBEMRER K BEBUTEE

- BEREAECSH KMS INEK KMS key , £BAUEFE AWS EiF REETF.,

- AIBNFEREZECHERZMEBEEN KMS keys, MEFMENR , 7S AWS Key Management
Service E{&,

Red Hat OpenShift Service on AWS {#H Amazon Virtual Private Cloud (Amazon VPC) £ ROSA #
SHPNERCEEYRR , WiEHEHTeM. AHSHERANERER 2ENRE, WFEHE Amazon
VPC Z£MWEFMERF , F28 ( Amazon VPC FHER) F Amazon VPCH "R ERERT
EJ [

#E VPC | EATLUS ROSA B £ AR HTTP 5 HTTPS /AT IR 25 504518 B 7 BB I AR RS
NEEESEEES | tUNEREERTSEREL | WRS ROSA $EFERNBHERE. 0
EHMET, , 5558 ROSA.

B 5Bl EEFEREE ROSA

AWS ldentity and Access Management (IAM) AT BB R EEE R £t H AWS ERFEHE, AWS
ARES |AM B2 SEHIATUMRE (B ) NRE (BER ) £/ ROSA BiF. 1AM & AWS MR
AR EERAR,

£}

- Wit

- BASORE

- EABKEEFIUE

« ROSA LA 5l % B 1 ) J5 B €3 i

- AWS ZEEH IAM BUK ROSA

- SRHHEAR ROSA 59 MFE
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/storage/configuring-persistent-storage#aws-container-persistent-volumes-encrypt_persistent-storage-aws
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
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cZhes

YREN{AE A AWS Identity and Access Management ( 1AM ) RE , EEEURAIRIE#H T/E ROSA,

RISERE-MREEH ROSA RB#ITLE , IEEESFALRUMENIENER., ELEAES
ROSA ThRERTT X T/l , Bt FEHMER. THREIGTANEERELS XN AHBEREEEHERIE
RN, MREEEFIPHIEE ROSA , 52 HHE ROSA 55 EHEFHEER.

BHEES-MREET LT ROSA BR , BrsEHA TENFHUE ROSA. RELNRBEREE
ZIFHML ROSA ZHEEMERZR BN TIE, A&, BL4AM IAM EEERXFBR , TR ERBER
ENHER, RELEEENEF , IRENERHE 1AM,

IAM EEE-MRER IAM RIKEEE , BB EREAREEFIENRANFRES ROSA. &
ERBRAEHERAN L ROSA & 2R AERKFAEH IAM , FF2ELR0SA 55 # 5 AERR
RgEHl,

(i

BREESLAWS FHAEPRBBIANAR, BUALL AWS 1RE root FAE. HREBR IAM BEH IAM
FHEEDRE (BA AWS),

BRI REIR AWS &5 2B B RRIBENFRE , UBESSoRBBI S 2F A. AWS IAM Identity
Center (IAM Identity Center) £ &, ELFIMNE—ZARE , AREM Google 5 Facebook 737
HMEBSHEINNES, ERURAEEIEAR , ZNEEELATEMEMA IAM ACKEBRES SR
Al. B AWS ARRFERE , fEBERTIAE,

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZERA O, MEZE AN
HER AWS |, 52 E AWS BAEAEER AWS 1RF R AE A

MRE AWS EBRERGTHARNER , 5 AWS REHKEREZEMNH (SDK) Moyt 5A ™ (CLI) , LAMEFEH
BORBUNBZAREBZER, MBLATFEH AWS TE | AIREHITHRBER, NEFHEENS
BITHEERNFMET , TS0 AWS —BRSBEDNEERAE 4 F2EF,

EREERAMNES P RESE AU ESERMHEIANZTEHERA. I, AWS BEEREHEAZEE
FEJ (MFA) RIEIRFNLZ M, EEHE—SSTH , F2H IAM BHFL (AWS E—EANRET
%) EREREEYNZRESHEEN IAM EREEETNERZRES B AWSEFE (MFA).

AWS IRFIRFEAE

EREIURF AWS IRF , FERE—BZABSHEB , XEDUUTEFIIREFWIEEIR AWS R
MER, k5 9EA AWS IRF root % |, AIEBBERAGHARENIREFNE FEG it MBRBEE A
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REH, BBRERTELURFEHEEEHEEXE, RELVBEEAERR , UAAHEARHNITREERH
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IAM £ & FEE

AIAM ERERENE S , B AWSIRF BE-AETEARANBERR, EUENERT , HF
BERLMBEREZAER K MF IAM EAE ZEBVEEEBNENERERBIIZINEAE, T8 ,
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IAM EREEEFHNAZTERMBRENEARSENWRFIRER,

IAM BERIEEEESHEE IAM ERE, SELUBBESIEA, BAERASBER—XEZE
FRERESRT., BEATEEEAREFHEFTNEFEEBEARS. N, U BEE—EEA
lamadmins BB , WIRBEZBHEAEBEERNWER, 1AM

ERERAGTE, FRERSRE-ASIEAEXZIRE K BAGHNENREHEMNRTEECNA
BHE. EAEHAXKANRYERE K CALERHEREE. BERATHE  F2H AM EREE
MPHAREY IAM EAE (MEAE),
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IAM BERE AWS IRF PEEREERNS M. SELR—E IAM E£AE , BEEBENARER
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A, FESRIAM EAEEETNAE=SSoRMHERVAR, MREMEA IAM Identity Center ,
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) BER.
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FERFIFE (ACL)

FHUZFIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAFIEERNFFT, ACL BHR
ERAPR , BEMTEM JSON BERMXHFER.

Amazon S3 AWS WAF. #1 Amazon VPC &% & ACL iR 6|, MFEE—SBEE ACL ,
{Amazon Simple Storage Service HE#& ASEmE) PHFEURGIEE (ACL) BiE.,

HtBeREH

AWS XEHMBRAERNRAUEE, ELRRBHETRERE RIREERTFENKRKFT T,

T
*

B

- ERAR-ERARR —EERIEE , BUUEESIRENSG 2B AERW R A TTRER AV 2
(IAM A E RAR) WEAER., EIUAEREZETITRR. IEENFISRERN SR
EMHEFATRRNRE, 7 Principal MUPEEFAESIAECNEREBXIFTEZEFIR
BREES], FIEEEBERIWIRRIEEHEEETZAT. UEEBETURRNFHEER , F2H (AM
FAERER) PHIAM BEERFR,

- BRFFIEFIKREE ( SCP ) -SCP = JSON Xi , AREEREMIEMEN (OU ) WERAER. AWS
Organizations AWS Organizations @ — AR 2 AMEPER LD AWS 1RFE BN S ERE.
EEMAEBTHEIEE | B UG IREIZFIBUER (SCP) EREIT ST EIIRS . SCP &R SR
ERFHEBNHER , IIESE AWS 1R root A&, WE Organizations 1 SCP HIFEME |
#22@ AWS Organizations £ A& B K SCP W{TiE/E,

- TFMEERBR - TERBRBRR —BEREBXR  ZAUEEBRERIN I XBIACGEBEE D E
RENTRTERERE  MASREE. MELETFMERNFTEREAENACHNS I EBERNT
FERERBERNRE, SFARTUREEREEE, MIAEERRTHNAREENRSERXR N, 0F
FEER  FF2E IAM EREERE T TERERBUR.

ZEBRER

HEZERRERERIFRE  HEREANAUISEREMR,. EMHBLIER, BETHENFAEIRZHE
HRERR AWS BERBAFBER , F2H (AM £REER) PHBEREEE,

ROSA LA B A E 1Ry R R &5l

RFEER , IAM EAE NARKRERIBRIER AWS ERNEPR, bt EMER AWS Management
Console AWS CLI, 3 AWS APl #I1TT/E., IAM RIEEEENEERITREFHEMNACERN IAM
B, TREMENEEERLBTIE API E%., AR , RREEEXVERELRAIMMETEE
LERERRAY 1AM & SBHE,
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BE VT RIMAIERIEL JSON BER X4 EHIE ML IAM 553 AERNBER |, F28 IAM £R &S
FIFFHY JSON R5|1EH LBV BUR,

£ FA# ROSA &

EE ROSA X AFTE , £/ IAM =B X AEBFHXEN AWS Marketplace 577, #ERAIZEES
EETRAREUHITE S/ ROSA ERBE |, LL AWS Marketplace & #48 AWS Marketplace 57B.
EEWIEMNENRTT , FEEEEROSA EEIWAEZ AWS EBEKM MMROSAManageSubscriptionZl
IAM X8, MEFRIGFMEFIROSAManageSubscription , H2BAWS ZEEHFEH:ROSA
ManageSubscription,

AWS BN ROSA EHEEMBINEEEEK

SFCERHIFE (HCP) i ROSA 8RR RBERNMEMFEERN AWS ZEERA, BAILE
F ROSA IAM CLI Sk E#ZAAELFAIM ME AWS 1RF.

WMEFHMEDR , 528 ROSAWAWS ZEBEK,

ROSA RERNEFEEBUR

ROSA HEFHAEERBAXLEZNHITNESZE IAM BUER, EuLAFER ROSACLI B ELER
Al , WA EMMINE AWS 1RFE. ROSA EXBEBEREEREEELFR , UBREENRENREX
=

(® Note
BT FEZE AR KL # Red Hat BB T B ROSA EiEBER, EXRMATEESME Red Hat B9
99.95% HEFEEEFERESRIBELN. SEEEHFEHN ROSA 2(H AWS SEE
WERAl  HERERAER., NEFMEN , F2E ROSAWAWS ZEBEE,

EFEERRAWMERE ROSA : tRFREEMRFESBR, WR3%RAUSH I0E R A HE Red Hat 2
MEERRRE IAM B |, SRR EM TEM (SRE) X&, BEEEUREREDRE. REEFRAS
MmERESRANERA, #F REESHEVNDHEEABIEEFEN IAM B8, OpenShift F1E
MRFREEMERIL—IX AWS IRF , MEBERER —XNEH TR,

MEFEFHMET , F2E ROSA Btk F R AIM ROSA EfEEE R A
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ARFFERERAMMAE ST

S EPIBRIMAR TR, IAM EAE UERRHINEEERES BN ABRMNZERRR, R
A EEEE LR BHESUERRFT A ER AWS CLI.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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D IQ B P BUR

AERME ROSA BHRFIERFRBHOFMEEN. ROSA ERMEEELERTEEELEHNTH
AWS ER , A Red Hat s A AT M TRAMHBENIE, B ARKEBIERETHER , 8
BLREERBILEELNERZRD SR (BlManagedOpenShift-Installer-Role-Policy)s

MRER REEHFER OpenShift XEHITHRA , WHEBQEERYE. EEVURARBE 2 , BEXBT
DR R RATNEERAREEHErosa 1list account-roles, MRFBIRANAEERAE |, 5
#{Trosa upgrade account-rolesAFRAGFM M EREA, BT EHERIRXERITHRANZ
EEEEAMERNIRFRANEE,

[AU#R]- R &R 7 A B R

WA LA [Prefix]-Installer-Role-Policy E#EE| IAM B, EXALKIBERKMEIZ AN
IAM B | FEEZ2 Y ROSA Eii#EE[Prefix]-Installer-Role, HWERAISFENREWHEIR , =
ROSA ZERBRXNEBEEEVFTEN AWS B,

ATAT R
AR ERNEREIEE R SIEEBLBE.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"ec2:AllocateAddress",
"ec2:AssociateAddress",

"ec2:AssociateDhcpOptions",
ec2:AssociateRouteTable",
"ec2:AttachInternetGateway",
"ec2:AttachNetworkInterface",
"ec2:AuthorizeSecurityGroupEgress",
ec2:AuthorizeSecurityGroupIngress",
"ec2:CopyImage",
ec2:CreateDhcpOptions",
"ec2:CreatelnternetGateway",
ec2:CreateNatGateway",
"ec2:CreateNetworkInterface",
ec2:CreateRoute",
"ec2:CreateRouteTable",
ec2:CreateSecurityGroup",
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ec2:CreateSubnet",
"ec2:CreateTags",
"ec2:CreateVolume",

"ec2:CreateVpc",
ec2:CreateVpcEndpoint",
"ec2:DeleteDhcpOptions",
ec2:DeleteInternetGateway",
"ec2:DeleteNatGateway",
ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
ec2:DeleteRouteTable",
"ec2:DeleteSecurityGroup",
ec2:DeleteSnapshot",
"ec2:DeleteSubnet"”,

ec2:DeleteTags",
"ec2:DeleteVolume",

ec2:DeleteVpc",
"ec2:DeleteVpcEndpoints",
ec2:DeregisterImage",
"ec2:DescribeAccountAttributes",
ec2:DescribeAddresses",
"ec2:DescribeAvailabilityZones",
ec2:DescribeDhcpOptions",
"ec2:DescribelImages",
ec2:DescribeInstanceAttribute",
"ec2:DescribeInstanceCreditSpecifications",
ec2:DescribeInstances",
"ec2:DescribeInstanceStatus",
ec2:DescribeInstanceTypeOfferings",
"ec2:DescribelInstanceTypes",
ec2:DescribelnternetGateways",
"ec2:DescribeKeyPairs",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRegions",
"ec2:DescribeReservedInstancesOfferings",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
ec2:DescribeSecurityGroupRules",
"ec2:DescribeSubnets",
ec2:DescribeTags",
"ec2:DescribeVolumes",
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ec2:DescribeVpcAttribute",

"ec2:DescribeVpcClassiclLink",

ec2:DescribeVpcClassicLinkDnsSupport",

"ec2:DescribeVpcEndpoints",

ec2:DescribeVpcs",

"ec2:DetachInternetGateway",

ec2:DisassociateRouteTable",

"ec2:GetConsoleOutput",
"ec2:GetEbsDefaultKmsKeyId",
"ec2:ModifyInstanceAttribute",

ec2:ModifyNetworkInterfaceAttribute",

"ec2:ModifySubnetAttribute",
"ec2:ModifyVpcAttribute",

"ec2:ReleaseAddress",

ec2:ReplaceRouteTableAssociation",

"ec2:RevokeSecurityGroupEgress",

"ec2:RunInstances",
ec2:StartInstances",
"ec2:StopInstances",

ec2:RevokeSecurityGroupIngress",

ec2:TerminateInstances",
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

AddTags",

ApplySecurityGroupsToLoadBalancer",
AttachLoadBalancerToSubnets",

ConfigureHealthCheck",
CreatelListener",
CreatelLoadBalancer",

CreatelLoadBalancerListeners",

CreateTargetGroup",
DeletelLoadBalancer",
DeleteTargetGroup",

DeregisterInstancesFromLoadBalancer"

DeregisterTargets",

DescribeAccountLimits",
DescribeInstanceHealth",

Describelisteners"”,

DescribeloadBalancerAttributes",
DescribelLoadBalancers",

DescribeTags",

DescribeTargetGroupAttributes",

DescribeTargetGroups",
DescribeTargetHealth",

ModifyLoadBalancerAttributes",

ModifyTargetGroup",
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"elasticloadbalancing:ModifyTargetGroupAttributes",
"elasticloadbalancing:RegisterInstancesWithLoadBalancer",
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:SetLoadBalancerPoliciesOfListener",
"iam:AddRoleToInstanceProfile",
"iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:GetInstanceProfile",
"iam:TagInstanceProfile",
"iam:GetRole",
"iam:GetRolePolicy",
"iam:GetUser",
"iam:ListAttachedRolePolicies",
"iam:ListInstanceProfiles",
"iam:ListInstanceProfilesForRole",
"iam:ListRolePolicies",

jam:ListRoles",

iam:ListUserPolicies",
"iam:ListUsers",
"iam:PassRole",

iam:RemoveRoleFromInstanceProfile",

iam:SimulatePrincipalPolicy",
"iam:TagRole",

"iam:UntagRole",
"route53:ChangeResourceRecordSets",
"route53:ChangeTagsForResource",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:GetAccountLimit",
"route53:GetChange",
"route53:GetHostedZone",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"route53:ListTagsForResource",
"route53:UpdateHostedZoneComment",
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:GetAccelerateConfiguration",
"s3:GetBucketAcl",
"s3:GetBucketCORS",
"s3:GetBucketLocation",
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"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicy",
"s3:GetBucketReplication",
"s3:GetBucketRequestPayment",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetObject",

"s3:GetObjectAcl",

"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetReplicationConfiguration",
"s3:ListBucket",

"s3:ListBucketVersions",
"s3:PutBucketAcl",

"s3:PutBucketTagging",
"s3:PutBucketVersioning",
"s3:PutEncryptionConfiguration",
"s3:PutObject",

"s3:PutObjectAcl",

"s3:PutObjectTagging",
"servicequotas:GetServiceQuota",
"servicequotas:ListAWSDefaultServiceQuotas",
"sts:AssumeRole",
"sts:AssumeRoleWithWebIdentity",
"sts:GetCallerIdentity",

"tag:GetResources",

"tag:UntagResources",
"ec2:CreateVpcEndpointServiceConfiguration",
ec2:DeleteVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpointServiceConfigurations",
ec2:DescribeVpcEndpointServicePermissions",
"ec2:DescribeVpcEndpointServices",
ec2:ModifyVpcEndpointServicePermissions",
"kms:DescribeKey",
"cloudwatch:GetMetricData"

15
"Effect": "Allow",
"Resource": "*"

}I

{
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"Action": [
"secretsmanager:GetSecretValue"

1,
"Effect": "Allow",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/red-hat-managed": "true"

[B1#%]- B ControlPlane & 3K #&

BAILA#E [Prefix]-ControlPlane-Role-Policy E#EET| IAM B8, BB LA BERM TS
B IAM B , FEEE T ROSA g E [Prefix]-ControlPlane-Role, RAIEASNERE
PRIZEE ROSA E#thR , LAE 24 F H Amazon EC2 MFEEH Elastic Load Balancing &R , A&
‘E ROSA #Z#IFHHE IR KMS keyso

ATATERR
AR ERNEREIEE R FFSIEEBLBE.

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"ec2:AttachVolume",

"ec2:AuthorizeSecurityGroupIngress",

"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:DeleteSecurityGroup",
ec2:DeleteVolume",
"ec2:Describe*",
ec2:DetachVolume",
"ec2:ModifyInstanceAttribute",
ec2:ModifyVolume",
"ec2:RevokeSecurityGroupIngress",
"elasticloadbalancing:AddTags",
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"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

"kms:DescribeKey"

1,
"Effect": "Allow",
"Resource": "*"

[AI#R]- TABBBXR

AttachLoadBalancerToSubnets",
ApplySecurityGroupsToLoadBalancer",
CreatelListener",
CreatelLoadBalancer",
CreatelLoadBalancerPolicy",
CreatelLoadBalancerListeners",
CreateTargetGroup",
ConfigureHealthCheck",
DeletelListener",
DeletelLoadBalancer",
DeletelLoadBalancerListeners",
DeleteTargetGroup",
DeregisterInstancesFromLoadBalancer",
DeregisterTargets",

Describe*",
DetachLoadBalancerFromSubnets",
ModifyListener",
ModifylLoadBalancerAttributes",
ModifyTargetGroup",
ModifyTargetGroupAttributes",
RegisterInstancesWithLoadBalancer",
RegisterTargets",

SetlLoadBalancerPoliciesForBackendServer",

SetLoadBalancerPoliciesOfListener",

BRI LA [Prefix]-Worker-Role-Policy E#E| IAM B, ZBELKLBERMMES A

IAM B , FEEE T ROSA BifiEE [Prefix]-Worker-Role, WWHBEKAEFTEMN

Rk, AHRES TEE B RBITH EC2 B1T{EEE.

ATATERR

ABRXHFRERNERSEE RFFIEEBLEBE,

ATAIR T ROSA &
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"Version": "2012-10-17",
"Statement": [

{

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeRegions"

1,

"Effect": "Allow",

"Resource": "*"

}

[B1#%]-Support BB BEE

A LA [Prefix]-Support-Role-Policy iE#ZE| IAM B, BB LFULBERMMEIR A
IAM £ | F 821 ROSA B #EE [Prefix]-Support-Role, WEHEAIEE X ERERZE Red
Hat AR RM IR , UEE, PEHRXE ROSA BHEEMERAN AWS &R , BIESFREHY
AREERIBE .

ATATBUR
ABERX P ERNEREG I E R FFIEEBLEBE.

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"ec2-instance-connect:SendSerialConsoleSSHPublicKey",
"ec2:CopySnapshot",
"ec2:CreateNetworkInsightsPath",
"ec2:CreateSnapshot",
"ec2:CreateSnapshots",
"ec2:CreateTags",
"ec2:DeleteNetworkInsightsAnalysis",
"ec2:DeleteNetworkInsightsPath",

ec2:DeleteTags",
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ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",
"ec2:DescribeAddressesAttribute",
"ec2:DescribeAggregateIdFormat",
ec2:DescribeAvailabilityZones",
"ec2:DescribeByoipCidrs",
ec2:DescribeCapacityReservations"”,
"ec2:DescribeCarrierGateways",
ec2:DescribeClassiclLinkInstances",
"ec2:DescribeClientVpnAuthorizationRules",
ec2:DescribeClientVpnConnections",
"ec2:DescribeClientVpnEndpoints",
ec2:DescribeClientVpnRoutes",
"ec2:DescribeClientVpnTargetNetworks",
ec2:DescribeCoipPools",
"ec2:DescribeCustomerGateways",
ec2:DescribeDhcpOptions",
"ec2:DescribeEgressOnlyInternetGateways",
ec2:DescribeIamInstanceProfileAssociations"”,
"ec2:DescribeldentityIdFormat",
ec2:DescribeIdFormat",
"ec2:DescribelImageAttribute",
ec2:DescribeImages",
"ec2:DescribeInstanceAttribute",
ec2:DescribeInstances",
"ec2:DescribeInstanceStatus",
ec2:DescribeInstanceTypeOfferings",
"ec2:DescribelInstanceTypes",
ec2:DescribelnternetGateways",
"ec2:DescribeIpv6Pools",

ec2:DescribeKeyPairs",
"ec2:DescribelLaunchTemplates",
ec2:DescribelocalGatewayRouteTables",
"ec2:DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations",
ec2:DescribelocalGatewayRouteTableVpcAssociations",
"ec2:DescribelocalGateways",
ec2:DescribelocalGatewayVirtualInterfaceGroups",
"ec2:DescribelocalGatewayVirtualInterfaces",
ec2:DescribeManagedPrefixLists",
"ec2:DescribeNatGateways",
ec2:DescribeNetworkAcls",
"ec2:DescribeNetworkInsightsAnalyses",
ec2:DescribeNetworkInsightsPaths",
"ec2:DescribeNetworkInterfaces",
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"ec2:

ec?2

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
:DescribeSecurityGroupReferences",
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
:DescribeVolumesModifications",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DescribePlacementGroups",
DescribePrefixLists",
DescribePrincipalIdFormat",
DescribePublicIpv4Pools",
DescribeRegions",
DescribeReservedInstances",
DescribeRouteTables",
DescribeScheduledInstances",

DescribeSecurityGroupRules",
DescribeSecurityGroups",
DescribeSnapshotAttribute",
DescribeSnapshots",
DescribeSpotFleetInstances",
DescribeStaleSecurityGroups",
DescribeSubnets",

DescribeTags",
DescribeTransitGatewayAttachments",
DescribeTransitGatewayConnectPeers",
DescribeTransitGatewayConnects",
DescribeTransitGatewayMulticastDomains",
DescribeTransitGatewayPeeringAttachments",
DescribeTransitGatewayRouteTables",
DescribeTransitGateways",
DescribeTransitGatewayVpcAttachments",
DescribeVolumeAttribute",
DescribeVolumes",

DescribeVolumeStatus",
DescribeVpcAttribute",
DescribeVpcClassiclLink",
DescribeVpcClassiclLinkDnsSupport",

DescribeVpcEndpointConnectionNotifications",

DescribeVpcEndpointConnections",
DescribeVpcEndpoints",
DescribeVpcEndpointServiceConfigurations",
DescribeVpcEndpointServicePermissions",
DescribeVpcEndpointServices",
DescribeVpcPeeringConnections",
DescribeVpcs",

DescribeVpnConnections",
DescribeVpnGateways",
GetAssociatedIpv6PoolCidrs",
GetConsoleOutput",
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ec2:GetManagedPrefixListEntries",

"ec2:GetSerialConsoleAccessStatus",

ec2:GetTransitGatewayAttachmentPropagations",

"ec2:GetTransitGatewayMulticastDomainAssociations",

ec2:GetTransitGatewayPrefixListReferences",

"ec2:GetTransitGatewayRouteTableAssociations",

ec2:GetTransitGatewayRouteTablePropagations",

"ec2:ModifyInstanceAttribute",

ec2:RebootInstances",
"ec2:RunInstances",

ec2:SearchLocalGatewayRoutes",

"ec2:SearchTransitGatewayMulticastGroups",

"ec2:StartInstances",

"ec2:StopInstances",
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"iam:GetRole",
"iam:ListRoles",
"kms:CreateGrant",

ec2:SearchTransitGatewayRoutes",

ec2:StartNetworkInsightsAnalysis",

ec2:TerminateInstances",

ConfigureHealthCheck",
DescribeAccountLimits",
DescribeInstanceHealth",
DescribelListenerCertificates",
Describelisteners"”,
DescribelLoadBalancerAttributes",
DescribeloadBalancerPolicies",

DescribeloadBalancerPolicyTypes",

DescribelLoadBalancers",
DescribeRules",
DescribeSSLPolicies",
DescribeTags",
DescribeTargetGroupAttributes",
DescribeTargetGroups",
DescribeTargetHealth",

"route53:GetHostedZone",
"route53:GetHostedZoneCount",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",

"s3:GetBucketTagging",
"s3:GetObjectAcl",

"s3:GetObjectTagging",
"s3:ListAl1MyBuckets",
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"sts:DecodeAuthorizationMessage",
"tiros:CreateQuery",
"tiros:GetQueryAnswer",
"tiros:GetQueryExplanation"

1,

"Effect": "Allow",

"Resource": "*"

1,
{

"Action": [
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::managed-velero*",
"arn:aws:s3:::*image-registry*"

]

}

RSB E R BUR

LESEIR# ROSA BB EE FRAINGFMER. ELALKELRRMIMERBNERFESS
&, TREEI ROSA Bt SR, BEEEHTE—EHE -—HNREFEIEAE,

FEELERTEE AR OpenShift RIEEEE ROSA EHRBET M., B lAFRAZEIERBETH
B , UE{LRBIEE (fliNManagedOpenShift-openshift-ingress-operator-cloud-
credentials).

[81 #%]-openshift-ingress-operator-cloud-& &

IBAT LA [Prefix]-openshift-ingress-operator-cloud-credentials iEiZZ IAM B,
RAIEE N ENRERIRE Ingress R1EE , UMENMEEBATE EFINEH F &5 DNS A&,

LR B4 o FF Ingress REEBEFERE Route 53 ERERE , MFRRFAEEE ., WEFBRREEN
SHHMERR |, 528 OpensShift GitHub X ##OpenShift A OR/EE,

ATATBUR
AR ERNEREIEE RFFSIEEBLBE.
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"Version": "2012-10-17",
"Statement": [

{

"Action": [
"elasticloadbalancing:DescribelLoadBalancers",
"route53:ListHostedZones",
"route53:ListTagsForResources",
"route53:ChangeResourceRecordSets",
"tag:GetResources"

1,

"Effect": "Allow",

"Resource": "*"

}

[BT#%]-openshift-cluster-csi-drivers-ebs-cloud-credentials

BT L% [Prefix]-openshift-cluster-csi-drivers-ebs-cloud-credentials E#Z|
IAM B8, t/RBIE&RE Amazon EBS CSI BB RN IRIEEFIEMNHER , LUEE ROSA EFEE L&
& MiEE Amazon EBS CSI ERENE X, MEFBER FHFMER , 552 E OpenShift GitHub X4
#) aws-ebs-csi-driver-operator,

ATATERR
RBRX P ERNEREIEE AT SIEEBLBE,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"ec2:AttachVolume",
"ec2:CreateSnapshot",
"ec2:CreateTags",
"ec2:CreateVolume",

ec2:DeleteSnapshot",
"ec2:DeleteTags",
ec2:DeleteVolume",
"ec2:DescribeAvailabilityZones",
ec2:DescribeInstances",
"ec2:DescribeSnapshots",
ec2:DescribeTags",
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"ec2:

"ec2:DescribeVolumesModifications",

"ec2:

"ec2:EnableFastSnapshotRestores",

DescribeVolumes",

DetachVolume",

"ec2:ModifyVolume"
]I
"Effect": "Allow",
"Resource": "*"

[81#%]-& Bopenshift-machine-api-aws%

BT LA [Prefix]-openshift-machine-api-aws-cloud-credentials iE#E IAM B,
HRAS S ENERREMER Config RES |, IR, FITRELENESTHEHHEEN Amazon
EC2 #i1T{E®R. WERAGEREARFFEAN Worker 8 SRR ERITR B TRHIERMZARER AWS

KMS keys, MFEREEE FHFMEF

EI‘JO
AT AR

ABERX P ERN RS I E R FFIEE LB,

"Version": "2012-

"Statement": [
{

"Action":
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2
ec2:
"ec2:
ec2:
"ec2:
ec2:

"ec2:

"elasticloadbalancing:DescribelLoadBalancers"”

10-17",

L

CreateTags",

DescribeAvailabilityZones",

DescribeDhcpOptions",
DescribelImages",
DescribeInstances"”,
DescribeInternetGateways",

:DescribelInstanceTypes",

DescribeSecurityGroups",
DescribeRegions",
DescribeSubnets",
DescribeVpcs",
RunInstances",
TerminateInstances",

782 [ OpenShift GitHub X #machine-config-operator®
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"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:

"iam:PassRole",

DescribeTargetGroups",
DescribeTargetHealth",
RegisterInstancesWithLoadBalancer",
RegisterTargets",
DeregisterTargets",

"iam:CreateServicelLinkedRole"

1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"kms:Decrypt",
"kms:Encrypt",

"kms:GenerateDataKey",

"kms:GenerateDataKeyWithoutPlainText",

"kms:DescribeKey"

1,
"Effect": "Allow",
"Resource": "*"

"Action": [

"kms :RevokeGrant",
"kms:CreateGrant",
"kms:ListGrants"

15

"Effect": "Allow",

"Resource": "*",

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

[ #%]- = Bopenshift-cloud-credential-operatori&

BT L% [Prefix]-openshift-cloud-credential-operator-cloud-credentials E#EZ|

IAM B, KBRETERTAERRESHENER , SUEE IAM £/AE FHER  SRFRER
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ID. FEMMEYAERBR M. FRENEIZAH. BE, #£AF ID Ml Amazon ERERH (ARN), W1FEH
BEE FTHMEN , 5528 OpenShift GitHub X #cloud-credential-operator 1 #,

ATATERR
ABRXHHERNERSEE RFFSIEEBLBE.

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"iam:GetUser",
"iam:GetUserPolicy",
"iam:ListAccessKeys"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

[81#%]-E Bopenshift-image-registry-installerig

AT LA [Prefix]-openshift-image-registry-installer-cloud-credentials i#E1ZZ|

IAM B, HRAISRERGEFRESFAENER , UMHEREE ROSA Classic &5 ARG Z %
HIBRENEIR , 235 Amazon S3. ERVEN , ERESTURENME ROSA BREEN AL
2%, MEAMEE FHNFMEN , 3328 OpenShift GitHub X# R G EFIRIEE,

AT AT R
ABRXHPERNERSIEE R FFIEEBLEBE.

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
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"s3:PutBucketPublicAccessBlock",
"s3:GetBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetBucketLocation",
"s3:ListBucket",

"s3:GetObject",

"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"

1,
"Effect": "Allow",
"Resource": "*"

[81 #%]-openshift-cloud-network-config-controller-cloud-cr

AT LA [Prefix]-openshift-cloud-network-config-controller-cloud-cr E#Z|

IAM B8, tFRASSSLENERREZTIHMER Config I2HISFRES , UHENEERRER , X

fit ROSA E%%%ﬁ%%%%ﬁﬁﬁ E"ﬂfﬁ S LR R EE Amazon EC2 B{TEREMFAE IP
it , % ROSA BREEN —Hr. WEEREE FHNFMEENR , 528 OpenShift GitHub 3 #loud-

network-config-controller 4 #9 Qo
AFATBUR
ARRXMHRERNEREIEE LA IERBLERHF,

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"ec2:DescribeInstances",
"ec2:DescribeInstanceStatus",
"ec2:DescribeInstanceTypes",
"ec2:UnassignPrivateIpAddresses",
"ec2:AssignPrivateIpAddresses",
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"ec2:UnassignIpv6Addresses",
"ec2:AssignIpvbAddresses",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaces"

1,
"Effect": "Allow",
"Resource": "*"

AWS ZEER IAM B2R ROSA

¥ AWS EENKBIHBUNEENB IR AWS, AWS ZEEN KB EERTZERERARS
RUER , UEETURGREERERIGERE, FEANAE,

FARCIE , AWS REENBRTRISER/EHNBECARFIREZEERER , RAELERAHRAR
AWS BEF £, ZfZBLERCARIIEBNEFEEBCR , MEE—SBDEF,

EEEES AWS EERBPERNER. MR AWS B AWS SEERFRAPERNER , AIILE
FeEMmERNRAEERER (ERE, HEANAR®), AWS EXRIREI S AWS R B API
RETHRREBRKE , KB TRERN AWS ZEEKK.

WEFMER , F2H IAM ERERPHAWS ZEEFRK,

AWS EE KB . #55 ManageSubscription

&I LA ROSAManageSubscription R BIMf i E &MY IAM B8, 7£ AWS ROSA 32 A ROSA K
Rzl , RAELKILREBIMMEEZEEAR,

HRAERTEEE ROSA FTRMMERN AWS Marketplace PR,
TR E A
HWHREBEUTHT,

« aws-marketplace:Subscribe-#&2F5] B AWS Marketplace ZE mHIFER ROSA,
- aws-marketplace:Unsubscribe-AFFE 28 EBER AWS Marketplace EmREVET R,

- aws-marketplace:ViewSubscriptions-AFFESHEERF AWS Marketplacet@RiTE. E=
PHER , IAM =BT EERR A AWS Marketplace B,
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EERGTEN JSON BEXH |, E2H ( AWS ZEERAISZE1E8) ManageSubscription 1 #Y
ROSA,

AWS EF HCPIRE At 2 ROSA NS EE R

B LAASE L AWS ZEBURM NEHEEFTE £ 5 FH (HCP) £/ ROSA ArERIRF A, Red Hat
MUE A M TR (SRE) XERE, BEEEVNESENREHTRTELER.

FETIIZEEAIRRE

« ROSA WorkerlnstancePolicy — ft#F ROSA lRIEEEHE L+ K Amazon EC2 #1T{8 ROSA B4
EHH,

« ROSSRE SupportPolicy — & F Red Hat ¥ & AJ 54 T7260 (SRE) FRHRMHER , EZHER, 26
R EEEHE AWS EF , @8 F ROSA E£HHARENBE D, ROSA

- ROSA InstallerPolicy — R FLREEXNMFENHER , UEEBEZIEEEREN AWS BR,

AWS EF HCP R#EEAEK ROSA BEEHXK

WAL LE AWS ZEBERMINEIEEFEE LS FE (HCP) /8 ROSA FRENIREE AR, TE#E
PR BE /L BF OpenShift IEEIEIB HCP EEHIHEE ROSA,

FETIZEERE

+ RosaAmazoneBSCSI DriverOperatorPolicy — ¥ Amazon EBS CS| RS EXRIEEFTEMNE
PR, AMEEHE FREFMMEE CSI EEFHEN. Amazon EBS ROSA

« ROSA IngressOperatorPolicy — REA OREESFENER , AMENEEEEN AT T EHSEN
DNS #H88, ROSA ZEREAFHEBRENFEINFIE., AR  RIFESEHE Route 53 BRNER
B, MRRFEEESE,

« ROSA ImageRegistryOperatorPolicy — REEB G E IR ESFTENERR , MMAENEE ROSA &
S RRGE M KRE (21 S3) WEIR.

« ROSA CloudNetworkConfigOperatorPolicy — & FEim#8# Config #=2HISFRIESPT TR , Ll
EMEE ROSA BERBRBEENMBER.

« ROSA KubeControllerPolicy — #&F kube 12 #l25Fr % #Y #EPR Amazon EC2 Elastic Load
Balancing , MEEEMFTE L HI T EEREHN AWS KMS &R, ROSA

« ROSA NodePoolManagementPolicy — #§ %4 E#EPR &2 Ed NodePool ###25 , AR, #ITHMIE L
LTS THEHEEEN Amazon EC2 #1T{ERE. SRRt 2R ESMEA Worker i SR RIRR E AR
&0 AWS KMS %,
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« ROSAKMS ProviderPolicy — B FRZE AWS MBRHEFTENER , UEEXE etcd ERME

B9 AWS KMS &8, IR RI 727 Amazon EC2 fE A tNZ R At ERHM KMS SRR MEZEMAE AWS

?E\e't(:dﬁﬂﬁl'o

« ROSA ControlPlaneOperatorPolicy — & F12 5 FHRESPMEER , AEEE Amazon EC2 7t

ERHFEmEEN Route 53 R, ROSA

FERAIEENRBER , F2HEAWS SEENKESEREEPH AWS ZEEXKMK
ROSAAWS 3% & 32 SR B Y SE

1R ROSA HILIREFRIEHHIELEELUIRMN AWS ZREERKENFHER. WEFRALEEEE
HEBER , FFIBROSA XfFic& HH LAY RSS HE,

-3

735 NodePoolManagement

Policy -BUR E#i

& InstallerPolicy -BUR E 3t

&SR SupportPolicy — B
2R

7 InstallerPolicy -BUR E 3t

iR

ROSA EE#RAI , LAAFF
ROSA HiB & EEE SR
DHCP EHEE , UEREHEHE
HIFAA DNS B, BERAR
f# | 5528 ROSA NodePoolM
anagementPolicy,

ROSA EE#RAl , foFF
ROSA ZEEAFAEZEES
¥ "kubernetes.io/
cluster/*" BEBHEBET
Wik, BERAER  F2H
ROSA InstallerPolicy,

ROSA EE#MIREI , LARFF
SRE A& 2Z5 ROSA
Ared-hat-managed HI#
TEREEEHEBER. ET
MELEEL , 528 ROSSRE
SupportPolicy,

ROSA EEFHEAI , LA
ROSA ZEERXEFHM AWS

B

2024%5R2H

202454 R24H

2024%4R10H

2024%4H10H
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gE

&3 InstallerPolicy -BUR E#

7EWELR SupportPolicy — B
B

#E ImageRegistryOpera
torPolicy -BUR B #i

iR

SEERH ROSA 2& SN
EZFEAK IAM B8 ROSA,
HEHEAELEERNBBIR
BESAEFEENBERMKMNE
ROSA A&, EERAEMR
#£2:69 ROSA InstallerPolicy.

B

ROSA EEMEFEAI , LA
REERRDEFEENE
£ OIDC REEMEHEER
KABFRULZRKEXETRA
B, WEH B ARRBHEER
E#) DNS ZEfAReR , UE
EEMEFEXEERSN. &
ERABE | F8H ROSA
InstallerPolicy,

ROSA EE#IREAI , LAAFF
BR 71 A DescribeSecurityGr
oups API i 2 £ FF A 1TEEL
¥, ETHRESZRER , F2
B ROSSRE SupportPolicy.

ROSA EE#HIRA , LAFF
MG RIRIEEHER 14 #
FREBHEFEHH Amazon
S3 EHEFKNEE, EERAE
f# | 5528 ROSA ImageRegi
stryOperatorPolicy.

B

2024%1H26H

2024%1H22H

202312 A 12 H
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gE

#&35 KubeControllerPolicy -
REH

#&35 ManageSubscription -
REM

7#&3% KubeControllerPolicy -
REH

#&3%5 NodePoolManagement

Policy -0 7 #7 B9 BUR

DU

ROSA EE#REI , AAFFR
B A E1E. Amazon EC2
FITER. AR, Z£FH
#. VPC M¥#5%, kube-
controller-manager & Z ;R A B
fi# , 5528 ROSA KubeContr

ollerPolicy,

ROSA E#RAIAERAFEEE
#SZ E#738 ROSA Productld,
EERABE  H8H ROSA
ManageSubscription,

ROSA EEFHIFEAl , AR

A ERERTEESRELA
Kubernetes fR#% & & F 25
kube-controller-manager #85&
EHTHBRAERANEE
ERMIEEENEEL XX
BB FER/ATRE P A,
EERARERE 552K ROSA
KubeControllerPolicy.

ROSA #7118 7 — AT AYBUR

, 0¥ NodePool #3518
R, TR IEERTERE
EIEM Amazon EC2 #11T1H
B, hRAtEEASKMRA
Worker £ B 1R B fix [& B B ER
0 AWS KMS %, BERARE
f# | 5528 ROSA NodePoolM
anagementPolicy,

B

2023 £10 A 16 H

2023 8 A1H

2023 7 A 13 B

202346 A8H
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gE

&3 InstallerPolicy -0 T
I BER

#&FEY% SupportPolicy -7 107
R

& IBHT ProviderPolicy -7
BT FTHY SR EE

#&3% KubeControllerPolicy -
T R BUR

#& ImageRegistryOpera
torPolicy -7 0 T #THY B R

DU

ROSA #8117 —{E#THY R EE |
DATREEFEREIHERH
ZEN AWS BER, EERA
R | 5528 ROSA Installer
Policy,

ROSA ##8 7 —E#BUK ,
# Red Hat SRE e EZH
2, DEIEE ROSA &£
£ AWS ER , 2IEE
¥ ROSA E5HRIRRERBE
h. ETHREZER , F28
ROSSRE SupportPolicy,

ROSA E#EHER , LA
RER AWS FIRHEEE
AWS KMS £ L% etcd
ERNE, ETHREZER,
55289 ROSAKMS ProviderP
olicys

ROSA #8117 — @RI KB |

FUEF kube 12 #1852 Amazon

EC2 Elastic Load Balancing

, 3 ROSA EEFtE 2 & H
EBH AWS KMS EiR, &
ERABME | FSH ROSA
KubeControllerPolicy,

ROSA #E BRI RFFREE
HFIREEMENEE ROSA &
SRRGZFFAEKRE (2
& S3) MNEIR. BERAR
f# | 5528 ROSA ImageReqgi
stryOperatorPolicy.

B

2023 6 A6 H

2023 6 A1H

2023 4 A 27 H

2023 4 A 27 H

2023 4 A 27 H
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gE

735 ControlPlaneOperat
orPolicy -0 7 #EY B

#&35 CloudNetworkConfig
OperatorPolicy -7t T #THY B
K

#3% IngressOperatorPolicy -

NI T TR BR

S B BSCSI — AT
¥ DriverOperatorPolicy B %

#EY WorkerlnstancePolicy -7

h0T HEYBUR

DU

ROSA Ef#E#/RAl , L7
S ERIESE Amazon
EC2 B ELHI THEEN
Route 53 iR, ROSA &
ERAEME  FF2H ROSA
ControlPlaneOperatorPolicy.

ROSA #i8BER , RFTFrEIR
#E% Config 2 FIRRIRIEE A
ROSA 5B EZMEN
EEPERER. BERAR
fi# , 32/ ROSA CloudNetw
orkConfigOperatorPolicy,

ROSA S2rigs /Al , LA
Ingress IRIEEMHENEERE
W E HF#E=5M DNS A&,
ROSA EERABRE , F2

B ROSA IngressOperatorPol
icys

ROSA #8107 — {E#T# K eE |
LA 72 8F Amazon EBS CSI BB
BREFERESTE ROSA £5#
+REFHEE Amazon EBS
CSI EEEF. EERARE
&, EBRES D FE BSCSI
DriverOperatorPolicy,

ROSA #1i8 BUR LA o 5F IR 75
ME%%QI No HE AE
f#  552:F ROSA Workerlns

tancePolicy,

B

2023 4 A 24 B

2023 4 A 20 H

2023 4 A 20 H

2023 4 A 20 H

2023 4 A 208
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8 HiR H &
#&35 ManageSubscription -7  ROSA E#EBUER , UK 2022 £ 4 A 11 H
BN T FEYBR EHEE ROSA FTHFTEN

AWS Marketplace R, #&
ERARME  F52E ROSA
ManageSubscription,

Red Hat OpenShift Service on  Red Hat OpenShift Serviceon 2022 3 A 2 H
AWS BRIREHEE AWS BRIRIEHE AWS ZEE
REHNEE,

AWS EF HCP IRF Atz ROSA WS EE R A

(® Note
B AWS ZEENFRAEAR ROSA HEFEE LG H (HCP) BB A, ROSA EifEE

ERAEFZE IAM BK, % ROSA ERRAINGFRER , 5528 ROSA EifikFFAIM
ROSA BES F R Al

B AWS ZEBURE#TIE ROSA HEFEE RS E (HCP) IAM AR EFEANFT . Red Hat #8157
FEM I (SRE) BT &E, BETE, BHTVTHREEYERETEESLHER.

FE

- AWS EE KB . 3% WorkerlnstancePolicy

- AWS EEFRB . % SupportPolicy

« AWS EEKEE . B InstallerPolicy

AWS EIKEE . &S WorkerlnstancePolicy

& A LAM INIROSAWorkerInstancePolicyEI&H IAM B, B SEEEHIFTEHFEERN ROSA 2
Bl , BAALBUBERM NI ERTHESE IAM B,

AT A EFAEE A

HRAZETH#ER , 7T# ROSA R T 5T :
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c ec2—EFAROSAEEHRTHEHBEMBHEEN —Z , ®E AWS [EiF A Amazon EC2 #,
TEEFHFAER,

EEMRTERN JSON BRI H |, 5520 (AWS ZEEBFAISEHER) WorkerlnstancePolicy 1 #Y
ROSA,

AWS EIRREE . HEHT SupportPolicy
& AT LA#% ROSASRESupportPolicy EiEE IAM Eié,

BUSFHERGFEEEN ROSA 28l , BLALKUBERMERE IAM B, KRAERTF Red
Hat #8345 A 5e 14 T72E0 (SRE) FRE VIR , LEEEBE. PHINXER ROSA BEMEN AWS &
R, 2B E ROSA BHEHIMRENREL.

SRR E R
WERBIEE TR , 93 Red Hat SRE T T 5 T 1€ :

« cloudtrail— BEEEEEE/MHEIN AWS CloudTrail E4FIEHE,
« cloudwatch— EHEE# Amazon CloudWatch BBV IEEE,

« ec2— B, HARMBEREERLAMTHEEN Amazon EC2 st |, fliNZ2FH. VPC inBhELR
MR ERE, BB, Fib, EFRMEBAELE Amazon EC2 #1TER.

« elasticloadbalancing— EHX, #ERMMEHEEEAMREMBIR Elastic Load Balancing 2%,
- iam— FMHEER KR LMRERN IAM BE,

* route53— MEEBEMEREMEIN DNS RE.

+ sts— DecodeAuthorizationMessage — FHL IAM JH B LAETTHEE

OE-III,

& ERGRTEY JSON B4 |, 528 (AWS ZEERKBEIER) SupportPolicy F Y
ROASRE.,

AWS EEXREE . &5 InstallerPolicy
& T LA IIROSAInstallerPolicyEI&H IAM BEE,

BUSTHERHIFTEHEEN ROSA 28l , BHEAELKIMBERMMEIE B IAM A [Prefix]-
ROSA-Worker-Role, MW/RAITEEEAZEFE[Prefix]-ROSA-Worker-RoleEX WM A EE
BEHTEBRERE, LRI SREVENERELZERER  UEEBEXE ROSABEZENW AWS &
Ro
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FTAIRFAEEA

BRAGETIRER , ARZREATH TSI THE :

« ec2— f£f Red Hat AWS R F Fi#iEE K EEM AMI Amazon EC2 #{THT{E®E, $RBAE Amazon
EC2 Ei 5 HHERE MY Amazon EC2 B{TEE. WMREMNMERER. ERMLEN , Wk Kubernetes 2
FIFETEESBTERBMARE, EHLEMLEN , UERETLFHMEE R FE Amazon VPC,
FREBRZES|IEHEY "kubernetes.io/cluster/*"REREF MK, EERREEMAFEANE
BYHRETEANFRREPEL , AIXEHTIEE,

- elasticloadbalancing— #E BT EHF[MEZEE I NWEEEE., REELLNEEHEBKRE
HF . FSELER , Kubernetes 2 I E T sEBEMHE Kubernetes IR EAE X REATE
KRB HFHEEF, OpenShift

« kms— FEHL AWS KMS £88. B MNEEFHE Amazon EC2 , AR EE M —HEEE R £ L
=B AWS KMSER, BEEVEEBRANZE | FHetcdilZFetcdERBLEN,

- iam— B IAM AGFBEK, BEMENETEREMBEHN Amazon EC2 HTEERER. &
Fiam:TagInstanceProfileRASERFIEE IAM BITHEEREE, EEERERNRIEFIE
EMEE OIDC RAtEM A  RURERX#ERAR.

« route53— EEEVREMHEMN Route 53 Bk,

« servicequotas— ARV EBEMENREEE.

« sts— E 1 ROSA THHEREF AWS STS RBiE. BRIXARELIRENRE,

« secretsmanager— FBEEIMEE , UL AFEFEEMN OIDC BRERAEEHEN—B 5.

EERIEFTEN JSON BEENH , 208 ( AWS SEEEHSEER) InstallerPolicy® #9 ROSA,
AWS BEF HCP 2 EEA K ROSA BEEHXK

® Note

B AWS ZEERRAEARN ROSA EFEEESIFHE (HCP) #HE £H, ROSA EfiEsE
EREFXE IAM B, W% ROSA EfERNFHEF , F28 ROSA BiRikFFERIM
ROSA EifiEHE ¥ R Al

B AWS SEBUER 28 ROSA EHEFEE RS H (HCP) IAM AaEEFEHNTT, B8 HCP 85
) ROSA LH OpenShift EEEEELHERTIEEEREHH,

ES- |
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« AWS EIE KRB #EY 11 Fi& DriverOperatorPolicy

« AWS EEREE . Y IngressOperatorPolicy

« AWS BB . Y ImageRegistryOperatorPolicy

« AWS EE KRB : Y CloudNetworkConfigOperatorPolicy

« AWS EBEXREE : Y KubeControllerPolicy

« AWS EEKEE : #55 NodePoolManagementPolicy

« AWS ZEEHNRE : & ProviderPolicy

« AWS EERHEE . #£5 ControlPlaneOperatorPolicy

AWS BRI ZE 51 B DriverOperatorPolicy

& 0] LBt SNROSAAmazonEBSCSIDriverOperatorPolicy ZIEHY IAM B8, &4 Sk BER M N E
BRIEE IAM AR, UAKFEERERH TEHHBEN ROSA HEM AETHU AWS RiE. SEHER
FEHE-NBRIEEAG,

I EBI#RF Amazon EBS CS| (EEBENIREEXNENRER |, LUETE ROSA #E FREMUEE Amazon
EBS CSI RE)ExX. NEFEEE FNFMEN , 552/ OpenShift GitHub X4 H #yaws-ebs-csi-
driver B ¥,

B g

EREEESETHHRE , 73 Amazon EBS SEBIREXNIBEE TR TH T :

o ec2— HEI. 18k, EiE., HEEFMBREREZE Amazon EC2 #{T{EEEH Amazon EBS B[R, &
I M BRHEE Amazon EBS RE[ERER |, %5 Amazon EC2 #1T{EEE. RRRERNTRER,

EERETEN JSON BRI M4 |, F2E8 (BEEEXSEIER) DriverOperatorPolicy H #Y
{RosaAmazoneBSCSI) . AWS

AWS EIEKBE : Y IngressOperatorPolicy

& LA INROSAIngressOperatorPolicyE&H IAM B8, B ESILBERK MEIRES IAM A&
&, UAFEEEERH TEESEN ROSA EEEMAETEWY AWS k¥, SEESEHTE—HEn—
WREEAE,

HRAEELENERRZE Ingress REE , UHEBENEBESENEH FEIM DNS A%, ROSA &%
REEAHHERENSE HS&T?—HSMEO R#& |, BREESEE Route 53 ERNERE , URRFAEREE., W
EEMRESNFMEN , 5528 OpenShift GitHub X4 HIOpenShift A ORIEE,
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https://github.com/openshift/aws-ebs-csi-driver-operator#aws-ebs-csi-driver-operator
https://github.com/openshift/aws-ebs-csi-driver-operator#aws-ebs-csi-driver-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAAmazonEBSCSIDriverOperatorPolicy.html
https://github.com/openshift/cluster-ingress-operator#openshift-ingress-operator
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FTAIRFAEEA

WEREAEETHRER , o Ingress IREETR T T :

« elasticloadbalancing— R & FFEH [ AMEE,
« route53— %l Route 53 FEEEIH A REEEH ROSA EHEZLHIH DNS ML #.
- tag— EAEREESZESLMWtag: GetResources &R,

EETmRTERN JSON BEREX 4 |, 52 ( AWS ZEERAIZER) IngressOperatorPolicy 1 #Y
ROSA,

AWS EEKBE : Y ImageRegistryOperatorPolicy

& ] LAB ANROSAImageRegistryOperatorPolicyERHY IAM B8, BXAESILBUERKH MEIRMES
IAM B | LAFEEREEH TEHESEN ROSA EBEMAETHW AWS R, SEEEHEE—
HHE—HREEAE,

WWBUR R TG SEIREEFTEMNEIR , MAEMEE ROSA E5ERMGEENMMKRIE (2¥E S3)
WER, ERVEN , UEREETULZENME ROSA BENAIEE, NEEMEEFHNHME
A, 5528 OpenShift GitHub X4 YR G E FIREE,

ATAIRHIRE A

RABETHER , IRRGEHIBESTR T IIEE :

* s3— #§ Amazon S3 HEEE XL ARFREARTNEEPRERNBFBLREFE.
EERTETEN JSON BEXH |, F2H (AWS ZEERABERE

F) ImageRegistryOperatorPolicy 1 #J ROSA,

AWS EIEKBE : Y CloudNetworkConfigOperatorPolicy

& B LB ANROSACloudNetworkConfigOperatorPolicyE|&HY IAM B8, B EMG L BUERHT N ZE
BEEIAM AR , LAFEERERH TEHEEN ROSA BHEAM AETHU AWS RS, SEZEER
TEHE-NEREEAG,

RS ER FEiRHEE Config BHISRIRESFENER , UMHENREE ROSA BERRBENRRE
Fo RIFESFEMELRERREE ROSA EEH Amazon EC2 HTEBMWAE IP . MEHFEIE
EFHFEMRER , 526 OpenShift GitHub X #floud-network-config-controller #J C.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAIngressOperatorPolicy.html
https://github.com/openshift/cluster-image-registry-operator#image-registry-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAImageRegistryOperatorPolicy.html
https://github.com/openshift/cloud-network-config-controller#cloud-network-config-controller-cncc
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LR
WRAIZE TR , A3 Cloud #88% Config BHIZFREETK THI I :

« ec2— EHL. BIRAMEREAEE DEL Amazon EC2 #11T{EE8. Amazon VPC FHEKEFEM KRN
HEHR ROSA #HEE,

EERGTEN JSON BRXH |, EF2E (AWS ZEBRAIBEE
&) CloudNetworkConfigOperatorPolicy ' # ROSA,

AWS EIEREE : 3 KubeControllerPolicy

& B] LAB ANROSAKubeControllerPolicyZI&EM IAM Bi, BXAEAM N BERMMEIRES IAM £
&, UAFEERERTEHEEN ROSA EBEM AT AWS ki, SEZEEHRETEZ—/Am—
WREEARE,

It R A& 2 82 kube 124125 FTERI PR Amazon EC2 Elastic Load Balancing , A B EEE G E 54
FEESEZ ROSA K AWS KMS EiR., MERREIIZEFISFNFMER , 5528 OpenShift X HyE
FlEEHE,

FTAIRFAEER
HRAEE TSR , 73 kube EHIZRTR TH I :

« ec2— B3, MIBRMFIEEEZE Amazon EC2 HTEEZ LA, HWARRNNEELZLHE. R
BAR A EHE. Amazon EC2 #ITMERE. HBHERXR. T£8#E. VPC MK,

« elasticloadbalancing— ZUVMEESHILHBERHERE, BYUNEERSRTEHI[EEER.
mEESFEEMER , UREEBEHE. SRR EHEFMMECEZEM Amazon EC2 #1171E
B URSEBMEEaHTESR,

- kms-BRFREE AWS KMS ZHHFHMEER. EBVEERMAMNER , FletcdFBetcdERR
PEM,

EERGTERN JSON BEXH |, E2H (AWS ZEEFRAISE1E/) KubeControllerPolicy # #9
ROSA.
AWS BB : Y NodePoolManagementPolicy

& T LARE ANROSANodePoolManagementPolicy E&H IAM BB, B ESILBUERKH MEIRES
IAM B  UAFEETERE PEHELEN ROSA HHM AWS REETHW, SEEEHEE—HE
HE—HNRESAE,

AWS ZEE IAM B3R 116


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSACloudNetworkConfigOperatorPolicy.html
https://hypershift-docs.netlify.app/reference/controller-architecture/
https://hypershift-docs.netlify.app/reference/controller-architecture/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKubeControllerPolicy.html
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RS ENERKE NodePool #2H125 , LAEIR, FAITMIELELL Worker BiRIZ XN EERN
Amazon EC2 #1T1E#. WRAItBIRERFFER AWS KMS 8% Worker 85 B R TR (B 1T HETR A0
ZHHER. WERBLREFIRNFMER , F2H OpenShift XA PRV EHIZRZERE,

AR
HRAGE TSR , T8 NodePool IS 5H T T/

« ec2— {1/ Red Hat AWS tRF PR E R EIEHN AMI Amazon EC2 #I{THITEE., BSHEEETH
ROSA EC2 4 #iBHi. #/ Elastic Load Balancing, Amazon VPC, BRI MBS TEETIE
Amazon EC2, Route 53 Amazon EBS

- iam— & Elastic Load Balancing iB®& AAWSServiceRoleForElasticlLoadBalancing®fR#%E
EAGER. BRAE®E Amazon EC2 #HI{TEERERE.

» kms— FEEL AWS KMS £, BV MEERHE Amazon EC2 , AR SR —NHBER SH|UMN
#F AWS KMSfEA ., BHEU5T Worker SR ARHFEEETHRMNE , ERLEMN,

HERBETEN JSON BERXH |, F2H0 (AWS ZEBRAISZEE
) NodePoolManagementPolicy ) ROSA,

AWS ZEEMREE . BEH ProviderPolicy

#& ] LAM INROSAKMSProviderPolicy ZEH IAM B, BU4EMIBEHMTIRES IAM B |
DAFEEAERSITHEHEEN ROSA EHEMAETEW AWS ki, SEEEHETE—HKE IR
EEAB,

RSP ERRRERNEN AWS MBRME , UEEXEEctcdBIMBER AWS KMS 288, It
JRR7AFF Amazon EC2 £/ AWS INZ R E R KMS SI|MEMBMFERetcdER, MEFEL
RUEENFMEER , 52 H Kubernetes 3 GitHub #rHHIAWS nZREE,

ATARFEER

HRAIBETHER , AIZMNAWS BREETH T T :

« kms— INZE, @E, MWRB AWS KMS if. EEVEERKRANZR , FAetcdiFetcdER R L
EW,

EEMIRTER JSON BERX 4 |, F20 (AWS ZSEBFMSBEEE) ProviderPolicy H Y
ROSAKMS,
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https://hypershift-docs.netlify.app/reference/controller-architecture/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSANodePoolManagementPolicy.html
https://github.com/kubernetes-sigs/aws-encryption-provider#aws-encryption-provider
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKMSProviderPolicy.html
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AWS EIEKBE : Y ControlPlaneOperatorPolicy

& B] LAMf BlIROSAControlPlaneOperatorPolicy &R IAM BB, XA FAZ N BERM MEIRES
IAM B  LIAFEEFEEH FHEEEN ROSA EHEM AT AWS R, SEEENEE—
HE—NRIEEAE,

WRASFZEEHTERESRENER , LLEE Amazon EC2 ROSA Bt ERF FTHEHEEMN
Route 53 EiR. MEBBIEE FHFMENR , 552 OpenShift X RV IEHIZS 2,

ATARFAEER
HRAIGE TR , AREGHFEHRESTH TS ITHE

« ec2— B FEE Amazon VPC i,
« route53— FHFMEHK Route 53 L EMIIHEEESE.

HERBETEN JSON BERX M4 |, F2H (AWS ZEERRISEE
&) ControlPlaneOperatorPolicy 1 # ROSA,

SREHE#E ROSA B9 M1EE
FEATHERATHGEZEH RS EFRFMNIBES BTN ROSA EREE IAM,
AWS Organizations BR#&EFIKEKIELFTE AWS Marketplace YRR

MREBEFDMAR , B8 AWS Organizations FRIFZFIR Al (SCP) & AFFFIEM AWS Marketplace
FIBIMERR ROSA , BIESRA TR AR

An error occurred while enabling ROSA, because a service control policy (SCP) is
denying required permissions. Contact your management account administrator, and
consult the documentation for troubleshooting.

MREWENLEER | RISV ABHRENRREEEUSKGE, ENEERSREEABMIKRFHAS, EX
AT TSIEE -

1. #& SCP R E A ftiFaws-marketplace:Subscribeaws-marketplace:Unsubscribe,
Maws-marketplace:ViewSubscriptions#pR, MFEFMENR , F2H ( AWS Organizations
FEHER) 1 (E# SCP) .

2. ROSA FHEBHEBRFPRA,
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https://hypershift-docs.netlify.app/reference/controller-architecture/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAControlPlaneOperatorPolicy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html#update_policy
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3. B ROSAFTRHEAZEZFECHBAFEENKERF, MFEFHMEN , F268 ( AWS Marketplace
IBERER) P "TEHESHEBAITER,

FRERACKELERN AWS Marketplace PR

MBEEH IAM TREERBRARBRIELEN AWS Marketplace 5TBIREFRE ROSA , ERAETIEEA
fHes .

An error occurred while enabling ROSA, because your user or role does not have the
required permissions.

HEMRILEE  FERELLR .

1. BIEIAM E2 AW AWS ZEBEM IIROSAManageSubscription®&H IAM B2, IEFEH
B, F2E8 (AWS ZEE[RBIBE1EmM) ManageSubscriptionf# ROSA,

2. BIELER 1 BUH ROSA 55 E ZRUA N A ERFFHIERF ROSA,

MBEELZERBREHMPERENER , IAM HEBEREERAL , AIXERERREEE USRI
B, ERZABHMINIROSAManageSubscriptionE &K IAM &4 |, WBESER 1 : BUH ROSA 5%
EMLEREPNRER. EEEESFHTHEER , ©8F ROSA] E%ﬁ':FFﬁﬁ IAM & 73 38 B B9 FEPR 52 2R
B AWS 1R,

RIZEE S HEMNMSE AWS Marketplace #ER

MBEBHRFEREEHE T HEM AWS Marketplace (TE#R , ELERABRAR K MERXLETHER
A $H5% ROSA :

An error occurred while enabling ROSA because required permissions have been blocked by
an administrator. ROSAManageSubscription includes the permissions required to enable
ROSA. Consult the documentation and try again.

MREWE LR | AIXEBREENRREEBUS RTE), EREABIT TIEE -
1. BIEROSA = A I # AWS ZEBRM INROSAManageSubscriptionE/ZH IAM &5, WFEFH
HER , F2E (AWS ZERRAISZEIER) ManageSubscription®f #J ROSA,

2. BELR 1 BUH ROSA Wk TEERMAN L EZREPRIZERF ROSA, LLiEF A& ROSA BEH#H
B IAM & 7B BIRVERREREA AWS 1RF.
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https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
https://console.aws.amazon.com/rosa
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
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By ESHFEEFREHEE . AccessDenied

MBREMAELBEHFHESS , BlAWSServiceRoleForElasticlLoadBalacingfR#%
BEEARTELSAEERAENIREH, MRELEREIIRFFEIL ROSA £ REZAR
BIAWSServiceRoleForElasticLoadBalacingf& & , MEHAE T HIEES

Error creating network Load Balancer: AccessDenied
HEMRILEE  FERELLR
1. RELEHIRE RS EAZAWSServiceRoleForElasticLoadBalancingA®,

aws iam get-role --role-name "AWSServiceRoleForElasticlLoadBalancing"

2. MREBREUAE , FRBEAEEETN "ELRKEZAE . P8 Elastic Load Balancing 1§77
BiIAG,

Z%E ROSA

AWS £ Bk E 21 5]

AWS £ IREBREBEEZE AWS B Mo HAEEHEIMN,. AWS EiF REZEEE 9 2B 1] F
EiE , B EEHBBKIEE, SWEENSEHRENRKETERE, EBTHESE , & LARETEIEE
NEAEANERE ETAEScEEHREPEN AR LS., THESNTAYE., FEEDM
BRED  MBEE-SZEAERPIONERERNEES,

ROSA AEFRHUEE-—TRAEHNEZE AWS 1 F BEFT Kubernetes 2 &I H M & # P HAYE
H, #RE-—TRAEREHNERRER  ERBTFEZAVABRSETHIT A, ERRTEA
BFEETUUAZZENTRAEREME-ASE—EFEEZRNENS,

WEAWS B MATARGHFMENR  FSEAWS 2 HERZE,

ROSA & &M

ROSA #£#|FHEZE4H =18 OpenShift {2 FEE AR, FEZG FHEHESHEBIH AP RIRB[HAT
B8, #MITEetcdBMIEHISRFATHER, MREGEFEEBIKE , PiE AP FRFBEEBHRHETEAMT
FMERR , ARRREB SR T A,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-service-linked-roles.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-service-linked-roles.html
https://aws.amazon.com/about-aws/global-infrastructure/
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ROSA &R FHEL B {E OpenShift B EIR MM E OpenShift T/EEEIFAERK . ERERE
FE TR OpenShift BEERG B THRREM , SINFEKRIEHZR, RE OpenShift 28 , URAR
BEEEENERNWTH. OpenShit TEEHHEHTEAZTEARER

Red Hat ¥ A SE 4 T#2E0 (SRE) 2 HEERFIFEMEREBE B, Red Hat SRE 8 X BE#%
ROSAES  WESFREIMHRENEHTEHSHNERERHE., WEFREN A BFS2RNEEH
B ROSA,

/A Important
K AE ROSA E—EZEEWIRT , Red Hat EEEE T ROSA FRAME AWS BRE, &
EAREEHT AWS =2 A FERFIRI ROSA AR Amazon EC2 #1T{EE AWS CLI, &)
ErREEEREFERIEX,

MRIEEHRHEERTEHLRERE B TEASSAFEENBEEREMEEERH Worker H
% EINERSEBARABMNEEAL, EBRMAEETHHESEHAREARE  TUFHREHEA LK
H) Worker 87 %, MEFHMER , 5528 Red Hat WHEFWEEBEHFAEER,

EEHEBNERREN

R ROSA BUF L RERERBENETAY  EEFELEEARELNENEARS | UEUS
BUAN RS TSRS, MEXMESR  HS0 Red Hat T ROSATHIEIH
e

EREEZEZE ROSA

EBFEE RIS , Red Hat OpenShift Service on AWS ZF| AWS £KBELZENRE, B AWS &
LRBUAR MM AWS REEBREBNFHENR , F2HEAWS Ehis FEFAEREBREMNE
EMUERERETIEN AWS IRIE | F2 AR IEPHNEREERE — AWS Well-Architected FI 545,

A LAERA AWS B840 API FEILE ROSA i AWS MRETFR. ERERSAZIETIESR !

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAR(PFS)WEBEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARH (M Java 7 IEFBRER)ASEZEELEN,

BeA  BRAACEAFEREH® ID FE IAM TRMEEBRNALAEFHNSR/REE, IE , BULLER
AWS Security Token Service (AWS STS) REL ERZ £ BEREEHE R,
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/cluster_administration/rosa-cluster-autoscaling
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/introduction_to_rosa/policies-and-service-definition#about-availability-for-rosa
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/introduction_to_rosa/policies-and-service-definition#about-availability-for-rosa
https://aws.amazon.com/security
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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H SRR

Red Hat {35 AT et Ti2AT (SRE) AR EEESHAREAEAFANFREERMAKR T2, NFEF
B8 Red Hat BiEMFMER ROSA , F2RAMNEEHE ROSA,

ERENHEER | ROSA RHEI /A Kubernetes AP| Al lRSin A EREXNKARILE
Kubernetes AP| in Bt M EERREN B HAIRIE, EHRAAREFEEA (FA OpenShift EET E |
fla0 ROSA CLI #1 OpenShift CLI), FABEZEAFFEEM APl REEm2BHMAERBEHREE VPC #,
WMRERA API RIfRBFMNEARKBRBENFAARR , AIXEERREHN VPC I AWS PrivateLink #%
VPC E# Z OpenShift % iR

Kubernetes API {alBRESZEVZ £ AWS Identity and Access Management (IAM) /&4 Kubernetes
AeRFERG (RBAC) WHERRE. WEHFE Kubernetes RBAC WFMER , F2H
Kubernetes FREA X H-HHI£/H RB AC &,

ROSA AIREEASEEEN TLS RUERBYRENERREARE , UEBRERGAFR, WFEHF
HMEF , 52K Red Hat XHFHMZEEH,

MREEERE VPC FEIT ROSA £5 | BEECEMFEAN VPC FHREMNTAESE, BBl EEEMS
AME SRR CIDR &8 |, WA%iEL CIDR B VPC FHMERF. WEFHMEN , 52 H Red
Hat 3X#4%# CIDR #EE =,

HREALR AP IREHNESE | ROSA ZEEHHAEREENZINSETRESE , KEMN VPC R
ERLBMALE FHERK, YRERLE APIRENES , REENLE TRK.

MRSFERBEAR VPC , BITLUEHENRT ROSA AR Y B EHBRH 2 & ERA HTTP =& HTTPS
Proxy Al RESRINZHEE Web FE , *MAERENE —EBLZLM, BEMA Proxy B, SEE&%O
EE T HEETIBERERE, Proxy TRIEEFEAE TEESNARAKER. NEFHMAER , F2E
Red Hat SREAN R EE £ E N K E RRER.

08 T 1 PR el

MRERBEEES AL ERMERERMRER , SRS ROSA BETREHNRE, MEF
&/ , 52 @ Red Hat XK EE,
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/configuring-routes#configuring-default-certificate
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/cidr-range-definitions
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/configuring-a-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/configuring-a-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/network-policy#doc-wrapper
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ROSA Service Quotas

Red Hat OpenShift Service on AWS(ROSA) £/H. () Amazon EC2, Amazon Virtual Private Cloud
(Amazon VPC) # Amazon Elastic Block Store Elastic Load Balancing (ELBAmazon EBS) #J IR EL 8
RIGEFEE,

PR RIKEH ROSA

YR T FAmazon EBSELEEAmazon EC2MELZE , ROSAZEELLFAEBRKEMNESEES, EEFEH
ROSA |, R upe B EL BB RIESHEE, MEFMENR , 5526 (Service QuotasfEFAEIER) &
WEERIESE .

/A Important
HNBENEE (A, C, D, H, I, M, R, T. Z) Amazon EC2 HITEERTRELUEINROSAE
£, ROSAEEEVEE 100 AHREEZH vCPUs, EEEINEZE , 558 Service Quotas
FEANWEREINEEE,

(® Note
BOlLAME R SDK M EEl%E , B SDK sTETFZIEBRBEROSAER., AWSSDK FHELEEMmE [
BEE2EIR , BROSAREEZ U Nk, BEEMELRERE , 558 Service QuotasE 2 A I
ERESE .

78 B FE A5 FEER RIEER CIECE:S Description
(FEIR)
BITHRE ec2 5 100 = BIRISEITH
(A, C., D. H, (A, C. D. H,
I, M. R, T, Z I, M, R, T, Z
) Bi1TIER ) BiiTERE.
5 {& vCPUs
WIERETZ

P A B (B 8 ROSA TR


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-1216C47A
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-1216C47A
https://console.aws.amazon.com/servicequotas
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-1216C47A
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it

Z8 B AL FEER RIEER Al Description
(HEiR)

L3233 ROSA
g5, ROSA
=E 100 &
vCPUs F &€
BIUEE,

EHRAR—MMA ebs 50 300 Al 1E Lth [ 35

3% SSD (gp3) B — % A iR

BRENRFEE SSD (gp3)

(TiB) REMENS
AEBREFER
£ (TiB),

|Him

FE300TiB
HNREEFRES
REERREMR

"
Beo

gp2 WERER  ebs 50 300 Lt E A

417 (TiB) Bt E-RAE

B&E SSD (gp2) %
REMEN R
ARBEFEES
£ (TiB).

| Fim

=ZE 300TiB
MNREFRES
REERREM

Lk
BEo

P A B (B 8 ROSA =


https://console.aws.amazon.com/servicequotas/home/services/ebs/quotas/L-7A658B76
https://console.aws.amazon.com/servicequotas/home/services/ebs/quotas/L-D18FCD1D
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728 RS FEEX RIEEXR EIECE:S Description
(HER)

io1 HREERY  ebs 50 300 A E I B i

%1% (TiB) R IOPS

2 I0PS SSD SSD (io1) &

(io1) HERR[E HREZBEM
BHHRAE
(TiB)o

| Fim

FE 300TiB
HNREEFRES
REERREMR

Lk
Beo

® Note

TEEERH AWS SRENHRERE  HERERANRAEN TENREERELETRR, WES
MEF , F28 (EAE™E)Y Service QuotasH K Service Quotas {MiiFE) o

FYFRRRECH ROSA

ROSAfEFAmazon EC2, Amazon VPC. F T 5F8E&Hl #Elastic Load Balancing. Amazon EBS#N
TR MEFENMEEENR , 52 /Service QuotasfF & 15/ H I ER G NELEE.

Amazon EC2
« EC2-VPC EH IP
Amazon VPC

- BEEZRHN VPC &

- BEESNMERITE

- BSEEEH Internet FEE
Amazon EBS

- BEESNRE

PYTRRELE ROSA T


https://console.aws.amazon.com/servicequotas/home/services/ebs/quotas/L-FD252861
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html#intro_getting-started
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/ec2-service.html#limits_ec2
https://docs.aws.amazon.com/general/latest/gr/vpc-service.html#vpc-quotas
https://docs.aws.amazon.com/general/latest/gr/vpc-service.html#vpc-quotas
https://docs.aws.amazon.com/general/latest/gr/vpc-service.html#vpc-quotas
https://docs.aws.amazon.com/general/latest/gr/ebs-service.html#limits_ebs
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. o1 RERL[EiE AR ME IOPS SSD (io1) RS

Elastic Load Balancing
» Application Load Balancers#& 1 is [E
+ Classic Load Balancers& & i [&
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https://docs.aws.amazon.com/general/latest/gr/ebs-service.html#limits_ebs
https://docs.aws.amazon.com/general/latest/gr/elb.html#limits_elastic_load_balancer
https://docs.aws.amazon.com/general/latest/gr/elb.html#limits_elastic_load_balancer
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Ed ROSA E&S 1 AWS ri&

ROSAEREAMAWS RN B EE , RENEBRBREHBEANBRT R, NEERBIER ROSA H#
BIhEEMY ARTS , L ROSA R R#ITIERRY AR

F&E
048] ROSA £ AWS Marketplace

a1l ROSA £ AWS Marketplace

AWS Marketplace 5 UREINBLE & , EUUAERAERSHK. BE, HBNEREERRGT RN
REXBAMENE=ZSEE, ERMEK. AWS Marketplace BBEMNEBREMSELLZL ,
BB RENERE,

ROSA F AWS Marketplace AIRIEFTEMETE ., ROSA &LE R 21E B AWS Marketplace Amazon #
BIRGR (AMI) ERFTEMNFTE , MEFXEEHFHE (HCP) 9 ROSA RI2EIB AWS Marketplace B 38
BVRR#S (SaaS) EmFtEMFE,

WWEEREAIM ROSA MEE AWS Marketplace 147, 1RE., ;TBHMENEE,

LB MR ROSA B2 BS MR T HIEE AWS Marketplace.

Amazon Machine Image (AMI)

ARRNEER , SRERRENEEE | £ LT AWS,

AMI TR
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