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BME T BAGHE end-of-support Hi# AWS SDK for Java (v1). RFIBRZFEBEZE AWS SDK for
Javav2, EE AN , HtEFHEE R URMNATERNER , S2EEEALE,

ANBEXIRWHEBRBZFRE , IRBFREMAERR T —BZRE , BIURRAE,

viii


https://aws.amazon.com/blogs/developer/announcing-end-of-support-for-aws-sdk-for-java-v1-x-on-december-31-2025/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/home.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/home.html
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B2 A E1E™-AWS SDK for Java 1.x

SEEAWSIRIEAWS SDK for Javaig it — 1@ Java APl, EFALLAREHNH , B UREREE Java fE
BB Amazon S3, Amazon EC2, DynamoDB SR MEM ., KIS E I8 H RN ZES
AWS SDK for Java, MFEEE SDK BITIRAFMBSNZERERE API lRAHBE , FRESERE
155 F B R A B9 R AR ER BR o

23 1THY SDK 5 2 hi

& B HHIAWS SDK for Java 2.x faws-sdk-java-viti. https://github.com/aws/ B 2EHFES AW
gE , pluniE A HTTP BIRMW A E, EEMKAMER , 5528 AWS SDK for Java2.x BE A SR,

Hftt R E IR

BRY AN, LT REAR AWS SDK for Java B ABNEER EEIR :

« AWS SDK for Java APl 8%
« Java FA# A BEER
« Java B A BE
+ GitHub:
- XHEE
- BEBREHRR
- SDK &
- SDK il
- ERES
« AWS BEXGE P B &%

* @awsforjava (Twitter)

© RAfEE

TE1THI SDK 2 2 IR 1


https://aws.amazon.com/sdk-for-java/
https://github.com/aws/aws-sdk-java#release-notes
https://github.com/aws/aws-sdk-java-v2/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
https://aws.amazon.com/blogs/developer/category/java
https://forums.aws.amazon.com/forum.jspa?forumID=70
https://github.com/awsdocs/aws-java-developer-guide
https://github.com/awsdocs/aws-java-developer-guide/issues
https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java/issues
https://github.com/aws/aws-sdk-java/tree/master/src/samples
https://gitter.im/aws/aws-sdk-java
https://docs.aws.amazon.com/code-samples/latest/catalog/
https://twitter.com/awsforjava
https://github.com/aws/aws-sdk-java#release-notes

AWS SDK for Java 1. 1x IR ABIER

Eclipse IDE &

WMREE A Eclipse IDE BHEERTS , &0 LAFEHAAFIEAWS Toolkit for EclipseAWS SDK for JavaZ®
IREM Eclipse BRIE I FHAWS SDK for JavaBER, T EMAtTEBIF EELambdalhgs, KE
MEEFEAmazon EC2#ITEE. BEIAMEREMRZLMEHE. AWS CloudFormationE A {REEZ,

MEZEHE , FSBAWS Toolkit for Eclipseff &£/

E AR Android B FEATEF

WMRAERZ Android BAEA & |, 558 Amazon Web Servicesh B AR 2B B MEXETH SDK : Amplify &
BRZ % (BARZERFEWAWSEE) SDK ) ,

1R SDK KYERT R 2 5c &%

& EZRANRITERFCEHZAWS SDK for Java , B¥EF{E SDK RAWEEMZ EN RS , 552 H SDK
RYRRAS R EA

AR H SDK A2 Java BEXE

AWS SDK for JavaAP| 2Z {3k SDK 1.x RV ERHTRA, MREFEHANZLEFTMRAN 1.x R4 , BT
BEEE R REAEEFEANWMRACER SDK 22& X,

BEXENREES LEFEH Apache B9 Maven BET E, MREMRFKELIERE Maven , FETH
W R4 Maven , RAEEAUTRBBESE E,

1. 7£ SDK EHEMNZTIRAEE L , HHIWREEEEFEAN SDK liRAGitHub,

2. iBiBzip ( KB ¥ A , BFEHEE ) Htar.gz ( Linux , macOS & Unix ) $#iZi& SDK T&HIEH
FTEH,

3. BN FEEEAEHEREAEHERER

4. EwSTL , EMIMBHEBENES , RABRBAUTAR,

mvn javadoc:javadoc

5. BETH% , 8#%ffaws-java-sdk/target/site/apidocs/ B &K BIE R HTML XHE,

Eclipse IDE & 2


https://aws.amazon.com/eclipse/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/sdk-for-android/index.html
https://docs.aws.amazon.com/sdk-for-android/index.html
https://github.com/aws/aws-sdk-java#release-notes
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
https://maven.apache.org/
https://github.com/aws/aws-sdk-java/releases
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AF9

AERHINALE, REMER AWS SDK for Java HIHEEEE .

e

- AEARERRE AWS R

* M{A¥E4S AWS SDK for Java

- FAEETE

- BREAWSIERBIRIAWS EiFEITH

A EANERRE AWS Ar s
BE

EER I RERFEEMNEAWS R#EAEZERXAWS SDK for Java , BE T SIMEHF -

o BAEBEABATREENAWSERA OFEEAWS IAM Identity Center.

+ 5 SDK REM IAM AR EAFFIEARZERNFTAWS REENERR.
BPowerUserAccessAWS S EIR R IEHHBEBM AV ER ELURE KRS HBIEEKR,

- EATIIRENFHRRE
s DTHAFXRENLABEERESR !
« EconfigRIBEENERLEAWS EH,
« credential sERTEERARBERE o WRRFFHEH,
- —EEEH Java B
- BEB8{tTE , 0 Maven REE,
- EARBNFRES,
- (FE , BEBMEM ) IDE (ERFABIIRE ) , HIW Intelli) IDEA , HE D NetBeans.

E&(ER IDE B, IEALLER AWS T EHH s IERER M FERAWS BR#. AWS Toolkit for
IntelliJFAWS Toolkit for Eclipse@ M {E ] A Java BEE MY T B8,

EARRE 3


https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://maven.apache.org/download.cgi
https://gradle.org/install/
https://www.jetbrains.com/idea/download/#section=windows
https://www.eclipse.org/ide/
https://netbeans.org/downloads/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/welcome.html
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/welcome.html
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/welcome.html
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/A Important
REBRBRTPVENMEREIERER IAM 5550, IRENEBEABILR IAM &5+
DIEERNIER S DB BIRMEE | BB NTEYS SDK for Java WEREREFE AE R, BB TS
THERERENIEE~/. aws/credentialsER,
MREN G HHBIREEEADERFTEMIEE~/ . aws/credential siER |, FRERE
EEBA , EldefaultIBERTEES SDK HIRHREREBTBAWS CLI,

AWSTZEXA B #Bua Ry = A Th&e

AWSTERAOWPEREFBHEA IAM DR ONRRVE, BUaIERRd-

XXXXXXXXXX.awsapps.com/start@your_subdomain.awsapps.com/start,

MREFABAWSTERA MY |, FFRE AWS SDK MITES2EEEF IAM 55 F 050 REEEN
R PIRFFEUESIETIRE, FUEB/SR 2, BA AWS SDK for Java 1.x A EEBEHE
WEE KRB BHEER 2 itz SDK NERRFFIRE

REHRRER

HAREBVRAEHWBERITEL L WEEFE AWS SDK #l AWS Command Line Interface (CLI) f&
FNERRE, HAREETUIETZHE , BELIETEREMEH SDK IENERTE,

HEHZconfiglER
THEHlEREAconfigERNA R,

[default]
region=us-east-1
output=json

HRBEZREN , FEARAWS BEELEHEETRBHNE, BREEconfigHEANESE
RIBW 5K | 552 BFEAmazon Web Services —fi2EZ/, @HEXNWjsonREREETREEZ —,

AEEAE P HIEERE configiE R,

AXTE SDK HY FmBFa3 %

FEBFEIRA OMBLEEFEEAWS tREF IAM €% |, BFEHAEAWSTFE SDK W R EAE B REEEELDN
BAEIRIE,

AWSTEELA OB H & A ThEE 4


https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/general/latest/gr/rande.html#region-names-codes
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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FERERESOEERELR b credential s Y 5 R

1. B HHFcredentialsiE®,
2. TEcredentialsiE=RS  BHLETIEBNENF , BEREE F THEFNEREREEAL,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REEHER, ERBEHE~/.aws/credential sSEZFERECNAMERRK L, MRKRIBEREN
BEZHIRE |, AR S S SDK for Java EFRY [FE5R] sRERE,

4. EH A AWS FEAO#ELL,

5. MMBFHEHFEFEEEETWIER , RAWSERAOMBHER IAM BEE8H.

a. SHEEFERPNTR 4, FREHYUHARERRTFEIEN IAM ACGEHE, LAGEFE
E & tlPowerUserAccessHEZAENZ T,
b. $#EITR7 K BHENFEEREERFTEEAWSEREER,

6. BERNEFMIEN A credentialsiERd YRR FNEREESTE. ENERES
LATREA :

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. fEEEcredentials®E

Java SDK E2M R Fint ARNSEERE K SFEELRRER. £F 8 5a 1EEN IAM A6
REGREGRBENEARE, RRIFERBR 12 MK

B ERBHE FEELTHRI4ZET,
T8t Java BRIRIE

AWS SDK for JavaE E J2SE BIREMH 6.0 EFMA, FBEJLUE http://www.oracle.com/
technetwork/java/javase/downloads/ T E&#H Java # &,

L8 Java FIRIRE 5


https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
http://www.oracle.com/technetwork/java/javase/downloads/
http://www.oracle.com/technetwork/java/javase/downloads/
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/A Important

Java 1.6 KR (JS2E 6.0) SR NEY SHA256 HEM SSL BB ZIE  BELBHE 2015 F 9
A 30 BAWSZ # P HTTPS EiSHEE S LE/E,
Java 1.7 REFRAECFEAEF N BEHE T HEEXE,

E2E JVM

AERREEXEAREREHAWS SDK for Javarl BB HKENEE , BEEMER 64 fLThRAH Java E#
BES (JVM), BMEREHTIREEE -Client B3 , EE JVM DR ERARSBER THIT,

TEHITREERMER 32 L ThRAH JVM B -ServeriZBIEEX AR EE 64 fL T JVM M ELRIRREE

wn{AE S AWS SDK for Java
B

ZE A AWS SDK for Java , B4 EE(E -

- WAAERAEATREMN AWS FEA OB AWS IAM Identity Center,
- —E&EH Java T2
- BENAEHEAcredential sSERPRENRERE,

MEBBWNAEREMSA Java SDK W5~ , 582 Blthe section called “E AR E"F &,

EABEIERERE SDK for Java NUKFEERR ( H#HE )

BMEREFEAMEE Maven RIZE AN IE B K55 SDK for Java IR KGER R, AERAW
fEAEBLETE,

TR FEBRE SDK (FEZFER)
HMREAEABETERMEE M SOK , BRET M THREFARAL SDK # B jar.

(® Note
WMEFEMATEHRLZEESLBARA SDK HFFEER , F2 %% SDK BVERR.

1A X8 AWS SDK for Java 6
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1. £ T # SDK://sdk-for-java. I 5B {8 {&aws-java-sdk IR 7%.
2. TE SDK & , BABRBBEII B &P,

SDK 22T 5B & :

* documentation-@& API X& ( R AJEMB#E LFES : AWS SDK for Java API 2%& ),
« 1lib-8%& SDK .jar X,
« samples-BEREBUAGEA SDK K TIEEHIR IR,

« third-party/lib-8& SDK FRfEAME=ATENE , i Apache NHEJRFL#. Aspect) F
Spring %,

EFH SDK , ##1ibMthird-party B M EBE AN BENHFHPHKEES , RAEEEMF
INCLASSPATHZEI Java A LLEITHREE,

RRBBEE LI RAN SDK (FEZEMER)

RERE SDK WEFIRANEEBENFEXNRUEAT TEHN jar. B2 , B LUEH Apache
Maven ( BEJR ) #8%2 SDK W LABIAR A, Maven # TEHAMBLENKERR , T ESBIBENLE
SDK, MEZERPMEZEF , 7/&EFH http://maven.apache.org/s

1. B3| SDK #9 GitHub B : AWS SDK for Java ( GitHub ) o
2. BIFESAEEN SDK AR H ENES., Hlun 1.6.10,

3. B—T [TH ZIP] #Z=EALL T BB EA SDK frAS,
4

REREREERERRLNE S, EFZRRL , EUAERBE XA EERRATIERE , S
ERIHEE DR EAZunzipERERF

ERIGEHIAES , BEZEMEBHE SDK RIRM B 8.
6. FAUTHSEBENRE SDK ( FEE Maven )

o

mvn clean install -Dgpg.skip=true

EEW .jar ERAEE target B#.
7. (EEY) EATIIWSEL API BE X

mvn javadoc:javadoc

REBBRE 7


https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
http://maven.apache.org/
https://github.com/aws/aws-sdk-java
https://maven.apache.org/
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X#HHRERBtarget/site/apidocs/#H,

FREETE

BEREITENERAENERE Java BB, BLESEIETH  ERMERBNMAERARERT
A E T E-Maven H Gradle BABIFIE 1T, AFXERPUNMFEAELEETEREBEERME L Java
R SDK,

£
- FAMRERBEMHERE Apache Maven
- FAHRERBEHREA Gradle

5 R E BB B E 8 Apache Maven

& LAME A Apache Maven sREREIAWS SDK for JavalVERHEVTHBERHKE,

(® Note

BYUAERE Maven TREFEARETEPWIEE L. MREARRE | FHiEEh http//
maven.apache.org/ 1T TR Z K,

B H Maven BiERZEEH
ERE—EEARN Maven 8 , ITH—ERIK (DT ) BEOIMETT :

mvn -B archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DgroupId=org.example.basicapp \
-DartifactId=myapp

# org.example.basicapp B AEAEFNTETRBEM , Y% myapp BRAEERRE ( EHRA
HEMBHER ).

RIBEFEE  EFEAREAMREALEVERELR , EHRTZERRREBR —EREHN
HE, EEFEZTANERR ; B Maven FEEEMUEIIT SN ERSIR, BRI -
DarchetypeArtifactId 5|E#8%| archetype:generate % , BEFHIERE, Hilw

FRAREIER 8


https://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/
http://maven.apache.org/archetypes/maven-archetype-quickstart/
https://maven.apache.org/archetypes/index.html
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mvn archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DarchetypeArtifactId=maven-archetype-webapp \
-DgroupId=org.example.webapp \
-DartifactId=mywebapp

@ Note
BERIRNEEHBNESFEETE Maven APTIEEHRA

R ERAEEHES Maven IRFIHE

EHXEBAWS SDK for Javadf A , £FEMHEHABEHpom. xml XHFHIKFEIE, R 1.9.0
B , BB A EEE 4R EE SDK.

EEERI#Y SDK il

EBIZAWS SDK for JavaBEXH SDK & , 55 Maven BT RIEE (BOM ) , EEREIEEN
B ERHEBMRAKN SDK , 3 B EMELER.

E#H BOM , F##§<dependencyManagement>EBo AR INEI AR pom. xmlXHH |, HRilaws-
java-sdk-bomBKIBIRIIEEEE MK SDK AR :

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.1000</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

£ EMIR Maven FRIZEZIHAWS SDK for Java BOM A | 581 SH : https://mvnrepository.com/
artifact/com.amazonaws/aws-java-sdk-bom, &t A LAERA L BEHEREE BOM EEMLER (FHHK
) , B LEEpom. xml RERM <dependencies>ERPEBSELEMR (FBEKM),

FEAREHREMNEE Apache Maven 9


https://maven.apache.org/guides/getting-started/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
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BRETUREREXREMA SDK PREEREE, HRECEE BOM FESRBEFRE |, A
A EEEESE T4 R RS

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-dynamodb</artifactId>
</dependency>
</dependencies>

BEABE | BREEAWS EXHEH B S ENMHKEZEAMLMEKEAWS R, F2HS
ERBEF TH POM ER, Sl , MREHAWS S3 RBHAKMERER , FSE LN TEEH
GitHub, ( &% /java/ffl 1K #&/s3 THI POM )

fEAFTE SDK &4

WMREEAERME SDK (FAMFBEIRIZE , BTAEMA BOM K& , MARAFEpom. xm1 il A /R A 2 BA

~

B

<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

—BRERNIERRE , fRATLER Maven fipackagem T RIBET :

mvn package

iEfEtarget B RIBREMNOjar XK,

FEAREHRENEE Apache Maven 10


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
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£ Maven X8R EH

B LAE A Apache Maven fERFEZEHRBEBREHRRIR. ALt , FETE SDK /1 GitHub , 1
iR BREE | AEBITUT Maven 5 H :

mvn clean install

fE A E B R EHEE Gradle

EEEHEKN SDK KM EEERG | [BE AR Maven ¥IEHEEAWS SDK for Javai: A FEARRF
Bbuild.gradle3X#,

(® Note

ET5IgEH S, B, 12. 5298 EF AR BEXHFHAWS SDK for Java, £ "1 &
KEFRAEMaven HRIFREE,

BE 406 LESHRAWIEBRE

BHEE 4.6 LUK |, AT LUEA Gradle BV SUE POM X #5ZhaeiBiB =A% BOM M MR RS A8
E (BOM ) .

1. MREFEANREE S0 IESRE , FHILR 2, B, FRASET X5
Msettings.gradle3 .

enableFeaturePreview('IMPROVED_POM_SUPPORT')

2. BMBRMAZKBERARANE 2build. gradleXX .

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")

// Declare individual SDK dependencies without version

}
3. IEEEH dependencies (184 1%) BERFHEANFBREHEHE. Hla, THEE TSWAEKNKE

Amazon Simple Storage Service(Amazon S3).

FEREBEAZENHEE Gradle 11


https://github.com/aws/aws-sdk-java
https://gradle.com/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
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dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")
implementation 'com.amazonaws:aws-java-sdk-s3'

Gradle €#£/F BOM W& , BBIFETERBE AR ERRA,

AR 28& Amazon S3 fHKMM X build.gradle EREHl,

group 'aws.test'
version '1l.0-SNAPSHOT'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

}

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

® Note

£ E—{EgEHI , BV Ak EAmazon S KFEBIRAWS B EERPEAN R, HE
BB ( 4kFERI% ) AWS SDK for Javatt Bt &R F ;R Maven F R1EZFHE,

BEERTEN 46 HIEARE

B 4.6 NEEREIRD A BOM i, ZEEEEAWS SDK for JavafRiyiE B fWAKGERER , £/
Spring B EEE R A4 ZEEEE A SDK ¥ Maven BOM,

1. BEREERBRGCRINEENERZEFbuild. gradle X,

FEREBEAZENHEE Gradle 12


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
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buildscript {
repositories {
mavenCentral()

}

dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"

apply plugin: "io.spring.dependency-management"

2. #7118 BOM ZI#E XM dependencyManagement [EER,

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

}

3. WELSETEAN SDK RIBMEEER 2, Fl , LTABTEE Amazon S3 BIME MR

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'

Gradle €#£/F BOM W& , BBIFENTERBEMH AR ERRA,

LT 22 E Amazon S3 KM TE build.gradle &R &6,

group 'aws.test'
version '1.0'

apply plugin: 'java'
sourceCompatibility = 1.8
repositories {

mavenCentral()

buildscript {

FEREBEAZENHEE Gradle 13
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repositories {
mavenCentral()
}
dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"
}
}

apply plugin: "io.spring.dependency-management"

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'
}
}

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'
testCompile group: 'junit', name: 'junit', version: '4.11'

}

(® Note

EL—ESHF+H , BVRHY M AcEAmazon SIEEM Ak FBRERAWSEAEIBEE R FRANERKE. HE
EHER (KFEREER ) AWS SDK for Javatr Bt &R 5 ;RidMaven R1ZFHE,

IEARIEA BOM $E7E SDK MK IEMEMET | HSBEMA SDK EMIH% Maven.

REAWSHERBRILAWS BElETHR

EEFRESITMXENREAWS SDK for Java , B S BERBAWSEFZZFE ., AWSSDK F CLI £
ARUHEEEETZTEANEASRAWSEREAER | SERF/ERAERESEUU R EABAWSIHRE
BE,

AEBERAABERAREAWST IR ETAEEAEXRBENESEFAWS SDK for Java, MR
BEERERELUE EC2 #TERPER , NEEAFER Eclipse IDE E1THE , F2R THIEE

- E EC2 #H1TEER , B IAM A6  REREZA/ABRT EC2 HITEEBFEE , ELFEH
IAM /& &% FAWSE R FEUE R Fr 7/RAmazon EC2,

FREAE R 14
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« £ Eclipse B fEAREAWSEEEAWS Toolkit for Eclipse, MEFFMEN , BFSBAWS Toolkit for
Eclipseff & ERMPHREAWS S 5 FEH,

RETRERA
BT LB B BEH AWS SDK for JavaR iR EGERE  BERENFENOT
s EERABRBEHAWSHREREERERRPREHRFIHER , LR

« ~/.aws/credentialsfE Linux. macOS = Unix

« Windows EHJ C:\Users\USERNAME\.aws\credentials

MENMERSEREAERNETR , 82BA1E’the section called “§%E SDK VR EFFEE " FRHA
N

« ERTEAWS_ACCESS_KEY_IDAWS_SECRET_ACCESS_KEY. FAWS_SESSION_TOKENIRIZE£#,

ZE Linux, macOS = Unix LR EiE8s  FEH

export AWS_ACCESS_KEY_ID=your_access_key_id
export AWS_SECRET_ACCESS_KEY=your_secret_access_key
export AWS_SESSION_TOKEN=your_session_token

&E Windows LEREELEY K BEFEA

set AWS_ACCESS_KEY_ID=your_access_key_id
set AWS_SECRET_ACCESS_KEY=your_secret_access_key
set AWS_SESSION_TOKEN=your_session_token

. WA EC2#H/TEE 6 FBIEE IAM ACARRIEMREN EC2 BT ARFEELEZAR, MEHEEKS
AV EEAAET SR |, 3528 Linux #1T{EEAmazon EC2E f &M Amazon EC2H ) IAM &6,

EREP—ELEREAWSERERR  SEAFRRSIRHEEEEEDHEAEM. AWS SDK for
Javailﬂ ﬁﬁg'ﬁ: Java JEFH%E_tEFEFHAWS %Eﬁn¥%m§ﬁﬂ:,nﬁ$ﬁﬁﬁAWSWbﬂ

EHEE IMDS B AEH

Eﬁ%)\ﬁﬂLHﬁﬁFﬂ%ﬂ AWS SDK for Java X E& 1 7 EEERTENEE IMDS 2EAEH. &
REEAE M BB |, WH D KREE IMDS K ERBAMAWSH AN #E

RETRMEBA 15


https://aws.amazon.com/eclipse/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/setup-credentials.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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1. // Refresh credentials using a background thread, automatically every minute. This
will log an error if IMDS is down during

2. // a refresh, but your service calls will continue using the cached credentials
until the credentials are refreshed

3. // again one minute later.

InstanceProfileCredentialsProvider credentials =
InstanceProfileCredentialsProvider.createAsyncRefreshingProvider(true);

. AmazonS3Client.builderx()
.withCredentials(credentials)
10. .build();

12. // This is new: When you are done with the credentials provider, you must close it

to release the background thread.
13. credentials.close();

RTEAWS B

BEZERE —ATFEREAWS Bl , ZTFERESARFRAWSHRBEAWS SDK for Java, & T ES&
1:E’J#ﬂ%x&ﬁa , nﬁlgi%iiﬁfiu’éti R (BRENER) NEE.,. NESERBENVELSEE , #2328
Amazon Web Services—#% 2% 1y [E 13 F i B

® Note
MRBLZEREZE—EESE , BEE us-east-1 AEEREZE

SR LA A B LAY 77 SR SRR E R R RER E FHRRAWS B 3

« AWS EFEAR R GG EWAWSHE BXXHPERE |, LR :
 Linux, macOS 5 Unix
« C:\Users\USERNAME)\ .aws\ TR & LB &

LB REXEE T IHEAMTT

+

[default]
region = your_aws_region

BEAWS BiF


https://docs.aws.amazon.com/general/latest/gr/rande.html
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+

Us RIS TR AWS [B 15 ( {5140 ’ FEBRRIE -1 ) BMAERN _aWS_Eﬁﬁo
« EXTE AWS_REGION IRIESE,

£ A Linux, macOS 5 Unix , £/ Linux. macOS 5 Unix

export AWS_REGION=your_aws_region

£ Windows L , £

set AWS_REGION=your_aws_region

&M _aws EBIHERFTEMNAWS EiEEHE,

SREAWS B 17
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£ AWS SDK for Java

FHRUEBEECAENZINEE-—REN , i AWS SDK for Java LLE B AR E T REE SDK ¥t
&£ B AT R BR %5

MERKEBERNRETEAMNE S (EHMN Amazon EC2 Amazon S3 Amazon SWF, &%) , 2R
FHAWS SDK for Java FE&i I,

e

« B AWS BN HEME AWS SDK for Java
- BIRKEAF IR

- REHEREAERHE AWS SDK for Java
« AWS [E1F] 1&1F

o BISRREIE

- ERSERXRR

+ FO# AWS SDK for Java FFAY

- BEFIRfHRE

- FHURHIBGR

« X DNS H#BEHN JVMTTL

« BAAIERE AWS SDK for Java

B2 AWS B 2By & £ #E AWS SDK for Java

THSEEETIHBIIEERIERE AWS EAER KR ERBERBERE AWS SDK for Java, B2
BIERGEB T REER,

S3

i % ResetExceptions

EREASER (F Amazon S3 BAAmazonS3FifH TransferManager) ¥4 L EER |, ATREEE
IR ERRREREIE, BIBTESR , AWS SDK for Java ERER AN ER | HFrR2EE@BEB 2N
BERWMARR, AREERAZAIKAEER,

MBERFAIZEBETNER , &84+ TResetExceptionF Mk RI B AER K , SDK 285 —1E.,

B2 AWS BEE MY H{EME AWS SDK for Java 18


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
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REME

BRI EAXERCNERERN SR,

R a B& A SEM 7 7EResetException 2 BB E A File KRB IR FilelnputStream , FZX#H AWS
SDK for Java Al LA IR A~ Z AR 5C FE (L BR FIHI PRl o

MR BFRAZFilelnputStreamB X BEFEGLMERR , BAUAEAWsetReadLimit FERERERR
#lRequestClientOptions, HEFR{EA 128 KB, #SEERFIMERE A KRR AN — {8 7 &g 7T 5 it
% ResetException.

PR #I5% E 4 100,001 (100,000 + 1) f

Bl , R ERVFEH AN ERA 100,000 fEfLTAE , FEAEFHE
AR, EREERELRETERFHR

7. BMEMEERHCEAR 100,000 BFEHHED,
BIAREH,

2 AR %5 A F i

ZEoHEHER Amazon Web Services , BN BELXEIRBAF mYH. HENF ERERAREE
FimBiEas,

BEAZ AWS R E—EEREED , HPIERE AP FEERENSZE. 20 , DynamoDB #)
fR# T E & AmazonDynamos "ERERAFin, . SEREEONE —EHENETFREES , &
AUERAEREBERKEONER, WAFIREEREEIEE DynamoDB & AmazonDynamoDB
ClientBuilder,

MSAFnZE &S

HENSAFREESRNMTEE  FEATPEIRS Estandard , DT SIEHIFRR,

AmazonDynamoDBClientBuilder builder = AmazonDynamoDBClientBuilder.standard();

BEBERR  BUIBBERESR AP REAFFZRAMN setter REERFF RN BE. S, &
ALRRE BRI EEMBFIRERME , MTAR.

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/RequestClientOptions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClient.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClientBuilder.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClientBuilder.html
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® Note

FBHwithXXXAERE¥builderR , MELR A SEZE L ZFAUAABELEEEZENR
. RELENBME , BAAEWN build FEREBIAFK. — BEFHHAE , B2
8K | EAFHsetRegiondsetEndpointi§ &k ¥

ERERAUAZERHERENZEEFin. ERSEAREFEK  FISRERETEN , MARRE
L2,

THHNRBERERFFEREFIREHN TR,

public class DynamoDBClientFactory {
private final AmazonDynamoDBClientBuilder builder =
AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"));

public AmazonDynamoDB createClient() {
return builder.build();
}

BESRIELNR 7T R AIMRequestHandlers® & & ClientConfiguration#l RequestMetricCollector , LAK 2
W EHEHSIE,

UTRERAMETEEBMN TR,

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.withClientConfiguration(new ClientConfiguration().withRequestTimeout(5000))
.withMetricsCollector(new MyCustomMetricsCollector())
.withRequestHandlers(new MyCustomRequestHandler(), new

MyOtherCustomRequestHandler)

.build();

B 3EED H Fin

SER ( BRY\ ) # AWS SDK for Java EEES (REX ) BEF I , ¥ A Amazon S3EERE IR H
HENESEFIRBRS.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/metrics/RequestMetricCollector.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/handlers/RequestHandler2.html
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= EFRAEREETIERL DynamoDB A Fif ExecutorService

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

BRTYRY (BESEE) AFREERIENREREZI , RS AFIRAZLRER
#]ExecutorFactory’REBE IR L H FimEAExecutorServiceEREIEE, ExecutorFactory®
—EREEN , Bt EHE Java 8 lambda RIEX 5 A5 AETRERE.

R BT ATENBILIFRL HF ik

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withExecutorFactory(() -> Executors.newFixedThreadPool(10))
.build();

{5 A DefaultClient

EFEMELSEFIRBRBHES —lB AdefaultClientBW IS ZE, A EEETEETAREEN
REAEiR , WHEMATEREHEEERFAZEN AWS EE. MBEEEZREARNHITHIREHE=
AERSESE , BI¥ defaultClient MFEILKE, FSBEEHA AWS SREMAWS [EiF #iF , JAE
SEBRNARERZNEENFMHENA,

B AR A P i

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

A F w4 B

SDK W IRBEFimREERTEN , ATESREME , SRS EMRARENER. BEAFK
HEECHNERERER. £TEFTERAFRE , BREEMAFR , LEBRERRRN,

= EAEEAA PR , P Ashutdownit, Milz#Eshutdown , FIERAFmEREBESENR , BEA
B EfEA,

B3R B i

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

£ F DefaultClient o1


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/client/builder/ExecutorFactory.html
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ddb.shutdown();
// Client is now unusable

IR AR R A B RS AWS SDK for Java
ZE o HEHER Amazon Web Services , A ERM AWS EREAER , AWS SDK for Java 2A

BEHENIURHEFER, SETRAUTAR

- EREREABRHEERE (BF).
- ERABENEABMERESMHEEES FRIEACHER).
- EREBH A CRUERER,

ERFEREAE A ERERERE

EREREBHIMEIEHNER TR RS A FimbEF , & AWS SDK for Java ER A D efault
AWSCredentialsProviderChain $8 5| B/EM AR IR EH RS K T IFIR., AREAERHESEHE
FEKRUTIEFSHREAES :

1. IREBEH-AWS _ACCESS_KEY_ID AWS_SECRET_ACCESS_KEY, FAWS_SESSION_TOKEN, 2
AWS SDK for Java f HEnvironmentVariableCredentialsProvider$s Bl R & A B L5253,

2. Java R BM-aws.accessKeyId aws.secretKey, Haws.sessionToken, ff AWS SDK for
Java Bl & SystemPropertiesCredentialsProvider A J& &£ 583 o

3. REREHR=RM Web FHEHERE.

4. RBBBEE XM - BEMNA~/.aws/credentials (VB TRERFEAME ) , IHFZ AWS
SDK #£Z, AWS CLI{#E AWS SDK for Java & ProfileCredentialsProvider A8 LE585% o

BRI A ARMEMNaws configurelE T EUREERE AWS CLI , B A/ AMEA N FRESRFERESR
REBUYDEBRER, NEIBEZRNEBREF , FSBAWS FERERERK,

5. Amazon ECS BB AER-MNRRETIRIES
ZAWS_CONTAINER_CREDENTIALS_RELATIVE_URI , BlZ# Amazon ECS £ A, ff AWS SDK
for Java A & ContainerCredentialsProvider \iJELE503% ., BRu LIS ELLER IP {4k,

6. MITEEREEBZEAER-FMN EC2 #1TERE , 1FEIB Amazon EC2 FEE R RIFIEM., £ AWS
SDK for Java FHiilnstanceProflIeCredentlaIsProwder)\L‘E%n o BAILUEEBLER IP ik,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/DefaultAWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EnvironmentVariableCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/SystemPropertiesCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/profile/ProfileCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/ContainerCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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® Note

HEERREHTEEREEZTHER T
ZFAWS_CONTAINER_CREDENTIALS_RELATIVE_URI®EH., MEFFLME
ContainerCredentialsProviderWrapper&#l , 28 EC2,

}HE_IEEE‘J'wun

BTEAER AWS HBESHEH Y EAELREELEITNVNEZ —. NEREEAERNHEEE
#, ESETHERE

s FEARBDHERFZEEREEERDIEERE , 52 Mthe section called “SR EZ MR A,

- BERTE Java RIEBM  BZ2EE S Java HEFEAUNREBHEHERE.

« FEHLEC2 HTEE LREMEAHTEEREEEAER  F2RELER IAM AT AWS
B R1FZEUE Amazon EC2,

REBNRARER

KR AWS SDK for Java BEAFERRER , BEZEL ETURITRADIRERNRERE,
B LR AWS RERRRESBRBE SDK HANRERE,

fl30 | 1 Linux, macOS = Unix £ , BA BT TIIES , SREEEES "myProfiles .

export AWS_PROFILE="myProfile"

EREL , BAUERUTRE,

set AWS_PROFILE="myProfile"

REAWS_PROFILEREZESESFEMEE A XEMN AWS SDK Ff1TE (‘2#F AWS CLI 1 AWS Tools
for Windows PowerShell) HFZEEH A, EREEE Java BARERANRER , B Llaws.profile
A system B,

EAEREAERRERER 23


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/EC2ContainerCredentialsProviderWrapper.html
http://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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® Note
RESHEEENREEM.

REBNREERNVE

SRTARIERERAE B E AWS SDK for Java A AWS EEEEEE, T8 , BM A URE
AWS_CREDENTIAL_PROFILES_FILE RESHEREAERNERNTERRE , REEENE,

BRI AE AL T BE E R B8 AWS SDK for Java SRBRERNMLE (a0, ﬁLﬁFﬁ? TITRRE L E
), BE LU EEAZEIRMREPRERELY , RABRERAEETEEIRETEREE
%,

EEBRAREABRERNVE

« #8AWS_CREDENTIAL_PROFILES FILERIEBSEHRES AWS ABEENMLE
« 7£ Linux. macOS = Unix £t , #/H :

export AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

- EREL , EH

set AWS_CREDENTIAL_PROFILES_FILE=path/to/credentials_file

CredentialsfE ==

EBEAEEMEANREFTNER , EHNREEREERFTIERKN,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

[profile2]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

EAEREAERRERER 24
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REEEBBEAFERPIEE (B0 [default]) , REXREENIRERNL , URSIREELRK
To BHRERPIUUEZEREcredentialstE , B LAFEMAERaws configure --profile
PROFILE_NAME EFRTERFRERRIIBHMEIELHRER,

B L S EEH AL |, flimetadata_service_timeout,
Mmetadata_service_num_attempts, BELERELEIR CLI ETEE — REBHEEFHE
f, BLEFEREER. NFEEARIERETHARVAFRES , 5268 ( AWS Command Line
Interface ) AWS Command Line Interface ) (& E) -

N
REMRIFREEZR , SODK 2FEAENRARREEEEEI AT,

EMIE—B  RESML—E AWS BRI FFin , MAARBHERIGLERSR , MTAR.

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

BERERMENRAEES
EUNERAFRERS  HEREREARMEE SETANBARHMES,

BH L SRERUENREAEEENHTERBRERGAFPRELSR | LAIEAWSCredentialsProvider O
A A, THEHFIRPNAERFEARERAER,

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new EnvironmentVariableCredentialsProvider())

.build();
WERMARE AWS SDK for Javalgt E MR HEEENTREE | BF2E
AWSCredentialsProvider
(® Note

A LA RIBERFRHENREMEESE , FERERZECE
fEAWSCredentialsProvider/ T HMFRERHEER FHEALHFRFIZH
# ., AWSCredentialsProviderChain
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProviderChain.html
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WQﬁﬁE? EE:E?HTTWUM

MRARREFRIBEN BT RUEIRHRER S TEARECHNERS | AT UREABEHNEE,
MREEEAENERFFERE AWS STS |, AL G EIEEE AWS FEAIRER

1. Bfl{tBasicSessionCredentials¥d , WiR{ SDK A FARERERN AWS 35 AWS Zig | R ZEA
2 AWS FET R,

2. AWSStaticCredentialsProviderfE FAAWSCredential st R &lZE — A,
3. £ AWSStaticCredentialsProvider SRERAFIREEHIEEHF ik,

AT R &,

BasicSessionCredentials awsCreds = new BasicSessionCredentials("access_key_id",
"secret_key_id", "session_token");
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

Al E

o M AWS WEI IAM FRE
o ERTE AWS ERFEA1BH 3 =1
- £ IAM AEIRE AWS BRI FZEUE Amazon EC2

AWS [Ei 1ZHE

EE T REFMERUNMSEBE RSN AWS R, EHREEURBRENENNEARAERIE
MEWERE TR EMEST , BREH.

W 31 [ 13 P Y AR S AT A

EECERAREHE AWS ki REERM , FELEFANMELFER
ZisServiceSupporteds ik,

Region.getRegion(Regions.US_WEST_2)
.isServiceSupported(AmazonDynamoDB.ENDPOINT_PREFIX);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/BasicSessionCredentials.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSStaticCredentialsProvider.html

AWS SDK for Java 1. 1x IR ABIER

228 Region BRIP4 , BEEALUEENEE , WEAREN RS BEFRAETEN. SER®
B i BB R B E RIS R E P EE. HI30 , DynamoDB % BB #%#E AmazonDynamoDB HE %,

EEET

7€ 1.4 hixBAtA AWS SDK for Java , BRI LEEEEHER , SODK EBABHALEREEN R, HEAT
BERY  F2EEEEERS.

ERRMRERE , RMEBEMEM Region 518, ERMAELFTHESNIISE, ERMEHLARE
BEENEFR , FEAULTRE,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

MREEFERANESRTHERegionsWE S |, A LUEARKRESZBN FRHRERERESE,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion("{region_api_default}")
.build();

(@ Note

EHARERZERAFREZ  ERTVEN A MEESEZEZEE, WRESHERNRBERZE
AWS B f P , SRR ZE A PR — SEEES—E,

B E R R

B A AWS FimbEMlwithEndpointConfiguration’s% , I EBEAFIREREAFERAEHAN
ﬁl"‘!lm%o

Bign , FEREM Amazon S3 FimfE A BN (ZME) BE , FEA TIIEXR.

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://s3.eu-west-1.amazonaws.com",
"eu-west-1"))
.withCredentials(CREDENTIALS_PROVIDER)
.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
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WEMRE AWS BRBHE s EESSERENE IR  F2HEEFMIKI.

RRRPEHBREERESE

/A Important

AHEETERAEFHBERFE AWS RERKER., AWS FRAZEFHBENYMAENEF i
TEEBRREPRERSE , M2FEAMEH SDK B ( UseAst1 ) .

£ Amazon EC2 = Lambda L #1178 , Bt B A FIRREAFAREFTEXGHBNESE, &
SELNEABHRANTRE S  tFRZSEAERNEIZEESE , UREEERREHBE,

LY AERAFIREEBR | SDK BBEAEHEXBTUITRENEE,

EEFHAERNEAEN/EBEHESEEEZRRIREYEES A FEERARAFREESRN
defaultClient A%,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

BHEMFEMAstandard & RAMERBDbuild,

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.build();

MREKEAIELwithRegion s ARRE RS, , SOK BHHAREARMERL  UEHARAEE
fE R R

RS EE R

UTREREHERT :

1. BB AwithRegionH R B AR F B setRegionWE A EFHHE LR EMEMAR,
2. & AWS_REGION IRIREH ., MRERTE , SEAXERBREER Fim,

(@ Note
EREB MR B Lambda BERERE.
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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3. SDK &#&E AWS HARER (BEMA~/.aws/config). MR region BHEEFHE , BREHSF
DAERA,

« AWS_CONFIG_FILE RIFEEHITANR BT ABEBENNE.
« AWS_PROFILERZEZEEH Raws.profileiiBHETT AR EE] SDK BANKRERE,

4. SDK 2 E&HER Amazon EC2 #1178 88  #t B R AR F5 24 i B BT #1 1T Amazon EC2 11T {EBEAY
[E.

5. MRAABREAEEBARRNEAIES , AFREMERY , WHRFHSNMKIR.

HRE AWS BAEAR K ERNSERCEAHAAARBER WEAERBSERH{ERETRME) R
EAMRARNES , WRERRVESRMERIOREE AWS EREE LHTROES, B XIEMH
{tRAFimEY WRENEAREARFTEN,

BIFIR R R 2

T #& AWS SDK for Java i HHEEN A RANEEERER SOK BESEENERAERIEEEE, UT
EHRPERREASBRN RGN TS, LA A EREEE LM

AT BERRBRENGISNAARR 2

HAUTRE , AWS SDK for Java ERIETR ( XKEBEH ) EEMFARRERE !

« RTERABRASEATRENRGGMABEENER , MIERGGMAREEREFHFMER (R
SEABBERITR)
- BTBEAEEARAPERESNARANEFTREMEE

—RME  ERESINMRRENMRELTEERY  EEHEEARABRAEEMMEBERTF.

\

%

NMEEREACSAENAREKEBIAMRTVFRER , FSHE -
o REEMBINARR-FE

- BEREENKE

- Java REMEE R —EIER (ERBRAEMW )
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http://docs.oracle.com/javase/tutorial/essential/exceptions/runtime.html
http://www.artima.com/intv/handcuffs2.html
http://radio-weblogs.com/0122027/stories/2003/04/01/JavasCheckedExceptionsWereAMistake.html
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AmazonServiceException ( FF%E5A )

AmazonServiceException2 ZEEARFET N &R E RHNFIAMIN AWS SDK for Java, BELHIFAERR
REREHIREE AWS R, il , MREERKIETFEERN Amazon EC2 Bl , EC2 #&iR[E — @5
RERE  YWHBRREENFMEHMEEKEEEMEAnazonServiceExceptionEHIH, EH
SR T , 28E AmazonServiceException B FEERIAZERZ A BIEIB catch ERERBENZEF
EREREREE,

B R BAmazonServiceException , BAEENERE KN RIEE , AWS RIE BEERIIE
B, EARERHABRSETINHER  NERARKIHNEE,

AmazonServiceException BZBMHENR |, Hli0 :
o {EH[E HTTP ARRELS

. {E[E AWS $5E518

- REZBRBHEFHIERRFAS

o AWS K ERIERE BT

AmazonServiceExceptionE2FEEMAKERRE
KRB ( AEPREER ) WER.

AAENER (EAIFEENFER ) B AWS R

AmazonClientException

AmazonClientException¥k /= Java HEFImABEHRLE T —EREE , BEREEES O HER

EEFESR AWS SHEHETEER AWS, A BAmazonClientException®E b —{EE &
EAmazonServiceException , ¥ HFR/REIAFimEREETRETWUNEZERE, AWS
filAmazonClientExceptiontl , EAERTEHF — @A Fin LFFI4EZERE , AWS SDK for Java &
BEMRZEBEEERTH,

JERFIEINERE

B AE R RS IR LS 77 E R AWS BRI LHVER, RS A ESHHENTHENT , ETAF
mREIRBHEE, FEESHESUED , SRHEOBREFURHNTHE K BFSFEOLE,

HRFRSHTEEERTRAEEZER , ERE— AL EEEDRERIFIFIELEE, AWS SDK for
Java B TWEL R : *HEE’J%TSQ%HIEIFHH,fo
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
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A
NS

E X EE AWS SDK for Java IRE—EEE future B BREFERM Future R,

s AZFutureisDone () T ENEERBRETRMA T ERHR, EQRERBER ST UBBHARM
&ZFutureget () FEBEMERYH R, SR ERLEEIRENBAIFERDSEXNER , MENEARE
AEREBEEEHEMIER,

THR—EESIRENH T , B —ME Lambda KB, #EW—ERIFuture AR —
finvokeResult iR, REER 2R A EHEInvokeResult¥isDone()Htrue,

import com.amazonaws.services.lambda.AWSLambdaAsyncClient;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import java.nio.ByteBuffer;

import java.util.concurrent.Future;

import java.util.concurrent.ExecutionException;

public class InvokeLambdaFunctionAsync
{
public static void main(String[] args)
{
String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req);

System.out.print("Waiting for future");

while (future_res.isDone() == false) {
System.out.print(".");
try {

Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("\nThread.sleep() was interrupted!");
System.exit(1);



https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeResult.html
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try {
InvokeResult res = future_res.get();
if (res.getStatusCode() == 200) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));

}
else {
System.out.format("Received a non-0K response from {AWS}: %d\n",
res.getStatusCode());
}

}

catch (InterruptedException | ExecutionException e) {
System.err.println(e.getMessage());
System.exit(1l);

System.exit(0);

JEE L B

BRT M Java Future ¥4 EERIERIS ERNMEZ I , SDK B A BEEEFE A AsyncHandler/ M &
HERl, AsyncHandlerBREBERZEHRNAR , BUMEFWUMN 5L : onSuccessMonError,

EFEOFENTERER  CHELEZHIBFuture RUTBEBERMRTR. HR , BHRTATN
VEFRBET—EES , Wik SDK EERNEEFAACHERRERF.

import com.amazonaws.services.lambda.AWSLambdaAsync;

import com.amazonaws.services.lambda.AWSLambdaAsyncClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;

import com.amazonaws.services.lambda.model.InvokeResult;

import com.amazonaws.handlers.AsyncHandler;

import java.nio.ByteBuffer;

import java.util.concurrent.Future;

public class InvokeLambdaFunctionCallback
{
private class AsyncLambdaHandler implements AsyncHandler<InvokeRequest,
InvokeResult>

{
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public void onSuccess(InvokeRequest req, InvokeResult res) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));
System.exit(0Q);

public void onError(Exception e) {
System.out.println(e.getMessage());
System.exit(1l);

public static void main(String[] args)

{

String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req, new
AsyncLambdaHandlexr());

System.out.print("Waiting for async callback");
while (!future_res.isDone() && !future_res.isCancelled()) {
// perform some other tasks...
try {
Thread.sleep(1000);
}
catch (InterruptedException e) {
System.err.println("Thread.sleep() was interrupted!");
System.exit(0);
}
System.out.print(".");

AWSLambdaAsyncClientBuilder.defaultClient();

IR [El i
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RIEEH

B FF11T

M AsyncHandlerBESEERSAFRAEENEHTEREEARA#IT. BE , REFTHRBERS
MWAsyncHandlerBRAREEEN. EEERN A EFHNRFEAHTIHHEHEX B IESHIERLSA
FmERANSTEERENER , METRESHELAFRHTER, NMRECEEEREABBRNRE
BETER  FENRENRESEARFEENGE LR ETHTRE,

BITHERAR

FH3ERIS A F % AWS SDK for Java RIEFARHTHRERE  ZRHTRHREEEBEARAKZEEAREN
BT LAB Y B ETExecutorService X ji§ H BB AWS SDK for Java ERF A FiR |, LUE— S &1# 4T
BEENEERR,

Bilgn | AT LR HE A Custom ThreadFactory RIZ&IEE P HITHENBE AR
M ExecutorServiceEBE , R EZITHECEAB RN EMAEREER.

SEEIZ FE

SDK # iy TransferManager$E Bl B £ AR IEE P 2, Amazon S3, TransferManagerBEES E
BENTEH , REERERNFHEEERS  TIRETRAEHNER.

i08% AWS SDK for Java R0y

Ed Apache J AWS SDK for Java REZERHFE , ER—EHRE , T ETREAZSEBFRKEHR
YR — EE AT ROR

X B R M EIE Java Logging Framework 1 Apache Logdj &%, AEERP UM Logdj.
BRI LMEARREHNREIIE K MEFFRENEARIEXE,

EEE—F TH# Logdj , 552 E Apache #81k,

(® Note
AEBEEBMN Logdj MY 1.xo Logdj2 TEEXFHMINFTHLEZERBAFCHE , BRMHT —E&EE
7% , f£A Apache REERBFLHZEN BESFARALHKEM Logdj2. MBEFHMENR , F2H
Logdj2 iR B R k5 ESR.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/TransferManager.html
http://commons.apache.org/proper/commons-logging/guide.html
http://logging.apache.org/log4j/2.x/
http://www.apache.org/
https://logging.apache.org/log4j/2.x/log4j-jcl.html
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T&H B JAR

EEA Logdj WEE SDK |, fREERFIIATG MY T & Logdj KY JAR, HBEHFEE JAR. #& JAR
RERINEHBHRELNVE,

Log4j B EF — BB B |, logdj. B, EHBEEBERNTIR. SHEEXHERIERECLENE
&, Log4j By JAR H logd). BERRTFT—EENRHERR B &+,

log4j.properties #HEESIEERR , HIMEHENR. BB HEXIERHITRENNVE , UARE
HEER, CHEEBRRLEHB[FTEERENBHEE, Logs TEZELEEBHHS. SERBHE
BRI EE. UTmEC#MEE A AR AWS SDK for Java :

- B B BES.
- B B 3E.

"

ax ;E Classpath

Log4j JAR 1 log4). BHEREBLEAMRENERRERED, MREFEANR Apache Ant , FFTE Ant X
B pathnZHPREERE. UTREETRTRE Ant XHENEE TR , AR SDK A EEN R
Amazon S3 #l,

<path id="aws.java.sdk.classpath">
<fileset dir="../../third-party" includes="**/*_ jar"/>
<fileset dir="../../1ib" includes="**/*_ jar"/>
<pathelement location="."/>

</path>

MRE R Eclipse IDE , AJABRBGEE L EEE| Project (B2) | Properties (B 1) | Java Build Path
(Java B E K ) REXE classpath,

R EHREE S

BMEBEIREE "com.amazonaws, FE#IRBREERESR "WARN, |, B catch BEFimEFHE
MEEES, fltn , tnRA Amazon S3 Fik{ERIZ|ENEARR R EEERA InputStreamdt B AT
BIRER , IS AFWEEBEEASMHERSE., ELARRERAPHKEEREF RN EBEETM
EIER , K&AS.
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http://logging.apache.org/log4j/2.x/manual/configuration.html#Loggers
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/layouts.html
http://ant.apache.org/manual/
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml

AWS SDK for Java 1. 1x R ABIER

THH logdj. BHEXHERErootLogger AEE , E@EIRE "com.amazonaws. BIREEFH
FIERESNESNEREERTEERN, HE , BULIEAREA com.amazonaws LS EAE

= =
Ho

log4j.rootLogger=WARN, Al

log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n

# Or you can explicitly enable WARN and ERROR messages for the {AWS} Java clients
log4j.logger.com.amazonaws=WARN

=R >R /[ FE i B R 8%

# a WEERERES AWS R SER—EME—# AWS 53R ID , MRBEFEENEREFE RN

ZEFERE AWS RIS FEEERH. AWS EREBITEAEIB SDK FHFISAAR R4 AR EREFT AR
FE , UBXERF AR EFEREMKBA R | 5T LUEIB Tcom.amazonaws.request ) FR#ER
iy DEBUG &8 BRRET]RE .

T3 logdj. BEEREMAERVNCENHE , 21F AWS ERBHITH.

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Turn on DEBUG logging in com.amazonaws.request to log

# a summary of requests/responses with {AWS} request IDs
log4j.logger.com.amazonaws.request=DEBUG

AT 7% B 588 H B 88451

2009-12-17 ©09:53:04,269 [main] DEBUG com.amazonaws.request - Sending

Request: POST https://rds.amazonaws.com / Parameters: (MaxRecords: 20,
Action: DescribeEngineDefaultParameters, SignatureMethod: HmacSHA256,
AWSAccessKeyId: ACCESSKEYID, Version: 2009-10-16, SignatureVersion: 2,
Engine: mysql5.1, Timestamp: 2009-12-17T17:53:04.267Z, Signature:
q963XH63Lcovl5Rr71AP1z1ye99rmWwTIDfuQaNznkD, ) 2009-12-17 ©09:53:04,464

[main] DEBUG com.amazonaws.request - Received successful response: 200, {AwWS}
Request ID: 694d1242-cee@-c85e-f31f-5dableal8bc6 2009-12-17 ©09:53:04,469
[main] DEBUG com.amazonaws.request - Sending Request: POST
https://rds.amazonaws.com / Parameters: (ResetAllParameters: true, Action:

FBR/E R ER & 36
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ResetDBParameterGroup, SignatureMethod: HmacSHA256, DBParameterGroupName:
java-integ-test-param-group-0000000000000, AWSAccessKeyId: ACCESSKEYID,
Version: 2009-10-16, SignatureVersion: 2, Timestamp:
2009-12-17T17:53:04.467Z, Signature:
9WcgfPwTobvLVcpyhbrdN7P713uHOoviYQ4yZ+TQjsQ=, )

2009-12-17 09:53:04,646 [main] DEBUG com.amazonaws.request - Received
successful response: 200, {AWS} Request ID:
694d1242-cee@-c85e-f31f-5dableal8bch

R A B AR B 8%

EREERT , F AWS SDK for Java BAFBERNBEBERNEETRERER. ETEXEEER
HHRBAL RS  RABHARER (HlWM | EELENH Amazon S3 ) REETTAEASBEERE
RERAERFNZEE, IRRENZSEFRHELESR , FRAULUEIR Apache HttpClient 4 52825 ERE R A
Bo BUA org.apache.http.wire 5C8&5H DEBUG B} , "I LARAFrE R F B FEE K FC 8%

'FEIJ log4j.properties #& % &1E Apache HttpClient 4 FRBTENERLCH , MEREERHE , A
AREHENEARIELERNRERTE,

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Log all HTTP content (headers, parameters, content, etc) for

# all requests and responses. Use caution with this since it can

# be very expensive to log such verbose data!
log4j.logger.org.apache.http.wire=DEBUG

iESB 15 R R0 8%

MRBEEETHRER  UFLEEFRE  fINBELEELESSHNER  ERBEIEFiE
EREEFANEERE , RIEERCHIS et EAMELR, #Bcom.amazonaws. latencyit$%EsRiE A
DEBUG LARKA L FE 8%85

(® Note

REERA SDK RN, FeeEALt o, TERARME SDK EEEH , F2REA
AWS SDK for Java.

FEAREAR A 8% 37
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log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
log4j.logger.com.amazonaws.latency=DEBUG

BUF & Bt AV 61,

com.amazonaws.latency - ServiceName=[{S3}], StatusCode=[200],

ServiceEndpoint=[https://list-objects-integ-test-test.s3.amazonaws.com],
RequestType=[ListObjectsV2Request], AWSRequestID=[REQUESTID],
HttpClientPoolPendingCount=0,

RetryCapacityConsumed=0, HttpClientPoolAvailableCount=0, RequestCount=1,

HttpClientPoollLeasedCount=0, ResponseProcessingTime=[52.154],
ClientExecuteTime=[487.041],

HttpClientSendRequestTime=[192.931], HttpRequestTime=[431.652],
RequestSigningTime=[0.357],

CredentialsRequestTime=[0.011, 0.001], HttpClientReceiveResponseTime=[146.272]

= FimiARE

AWS SDK for Java A G ES EERAF iR  EEEEEHTTIEELRREER !
- FEBRIEMFARET Connect AFRBRA

« BT HTTP HRRE , fINEERIFMERER

- IEE TCP EFBEFEKNMER

RIBARE

BERFIRHERE B MEATEClientConfigurationBf R B ER T FinVELE

WMREFEIB Proxy RIREBFEMRENFERER , BFEZBBYHRE Proxy RIRSERE (Proxy TH#, EiE
EBENFERAE BB/ EE). ClientConfiguration

Bk

& 7] LAE A ClientConfiguration ¥4 REXEEE HTTP SHiiE1E, SHESHIEMEE  fEEEF JHE
REREMZREIBIEFE |, 5528 AWS SDK for Java APl &#,

& Finia R 38


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
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® Note

BETEREENE —AHEHEENERE. IFENEREFECLlientConfiguration , &
2R AWS SDK for Java APl 2Z iy & 218 (5,

EARB LR

B LAERREATFNBRE HTTP EZ 2 B LBRClientConfiguration, setMaxConnectionsJ5 3£,

/A Important

REEBFHLRAANITRE , BREHFABMIMETRE, ERARBRNEEE , F2H AWS
SDK for Java AP| 2Z W EEF R E.

I B M 5 3R R 2
G T LA E 2 HTTP E AR AR B M EE R §R RRAH B AV IR IR,
« ERRRE
EARREFE HTTP EREARCISHFEVERNKGEE UEVREN), HERES 10,000 ER,

EEHTRTEMWE , 55FH ClientConfiguration. setConnectionTimeoutJ7 %o
o ENEFERREFRE (TTL)

BIBTERY , SOK 2R REFHEREEFEA HTTP B, EXBNERT , BIERECRRKE
PERHMNEREE , EEERN TTL AIHBIEARRER. a0, 525E 15 28 TTL ARKRAEES
BUERIREBENRRSS , b E 15 2 8E R FEHE S A RREFAER
EERTE HTTP E4E TTL , 55 ClientConfiguration.set B4 TTL 553,

- BHREHRHLR

ATEMEEERNTARERARYLRA 3. BAUFERARETRMEClientConfiguration,
setMaxErrorE & 15 5%.
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/constant-values.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxConnections-int-
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/constant-values.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTimeout-int-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTTL-long-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxErrorRetry-int-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxErrorRetry-int-
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S b 3 31

EERE HTTP AR mSBEMNA#ur , 56 A ClientConfiguration, setLocalAddress,

E
TCP & #im#= & [E K/ NRR

BEFREMR TCP S2BHEF A FE AT LAUEBClientConfiguration ¥ 5 AGRE TCP EEE X/MR
Toe REZBMAFKEFNEERRELE , BeMRASKAFRMHN,

FEREXN&E TCP REENPNEEIURRBIEMERRKWAERNIIEE. Fl , KSBREREER
RS TCP EEEANNRUEDHREREBE., EY TCP ERNMEERANTE , RAELERRK
FHRASEEAREBBEURKELCEFRERD,

RANEFEAD (FlW02MB ) AFRERREATTRTESRE A MEFTEERBLRMEBKIIRX
F5 , ALEREERSEERSRE M.

ERAR—ERT , BERRITRFETE, £RAWEEK , AFRERRERERKAEERHI MR
lH. KSBEXRRHWBRET TCP REEXNLR , L HRFLABRBESHK TCP BHEKXNR
# , BT SREE LR

AZERAGBERE TCP BEEXNNERRMEE TCP RE , BFETFEA :

TR ER I R

AWS FEUR SRR AT REHE AWS BEREERHENFEURS, FREHRIRHRENESHE
B, BERRERA T 5N

MRE% A BRI EREG D WER C EHITEE B,
Hrep .

« ARTH-EHE AWS IRF REERUAFIHEHEF —E AWS ERNER,

- B 2EME-HRERIEHR AWS BRI AR , Fl20E Amazon SQS BkYIREEE RS RERERR
Amazon S3 @,

- CRER-FT AWS BAEZFENER , F20 Amazon SQS B REREEEFHE R Amazon S3,

- D R—EBRH-THERS , AREEMRATIEREISEEFNENERNEZEER. FFE2REARK
HEHUR LR ERSERE. flw , BUUERABHHRSE , AAFERERB 2R ZAFIE
Ro
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setLocalAddress-java.net.InetAddress-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
http://fasterdata.es.net/host-tuning/
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THEHIRE—EHE , RFHEAATRERERTOAENH B8 LEBYHEXEERNFIERIR
HARERE AWS tRF s BR T EHEERENIRF Z5).

Statement allowPublicReadStatement = new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Statement allowRestrictedWriteStatement = new Statement(Effect.Allow)

.withPrincipals(new Principal("123456789"), new Principal("876543210"))
.withActions(S3Actions.PutObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Policy policy = new Policy()
.withStatements(allowPublicReadStatement, allowRestrictedWriteStatement);

AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();
s3.setBucketPolicy(myBucketName, policy.toJson());

Amazon SQS ¥
BURH —EE EAE2Z#E Amazon SQS 751K B Amazon SNS FEMA L,

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withConditions(ConditionFactory.newSourceArnCondition(myTopicArn)));

Map queueAttributes = new HashMap();
queueAttributes.put(QueueAttributeName.Policy.toString(), policy.toJson());

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sqs.setQueueAttributes(new SetQueueAttributesRequest(myQueueUrl, queueAttributes));

Amazon SNS R4l

HERBIREEANGEYE , TAEBSRTFEM. Amazon SNS RIFFTE X BN BEAIGE (5 20E 75
#. HTTP. HTTPS Amazon SQS) M2 (BIMEFE4 k., URL, Amazon SQS ARN) , 12t A
FreRiERETEY SNS EEM R,

Amazon S3 %l F 41
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Condition endpointCondition =
SNSConditionFactory.newEndpointCondition("*@mycompany.com");

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SNSActions.Subscribe)
.withConditions(endpointCondition));

AmazonSNS sns = AmazonSNSClientBuilder.defaultClient();
sns.setTopicAttributes(
new SetTopicAttributesRequest(myTopicArn, "Policy", policy.toJson()));

iXE DNS £ E#AR JVM TTL

Java EHE#ES (JVM) 2RELDNS BBEH., E JVM ST HEBBENTE IP (it | 24§ IP IutiRE
—BRIEEWRREE , BA time-to-live(TTL),

MR AWS ERERBEHESEERN DNS EHIEE , RLERER VM RES 5 VN TTL B, EFTHHE
REEFRN IP LU BER , ENERARXB IEBENREN DNS REWIL A ERVE (P i,

E—L Java fARE L |, JVM WTERR TTL S WLLERE , HEFHRE JVM 281, T8F 1 EFEIE DNS
B, Hit, R AWS BRM IP Uit EEARXNMERTHRELRE | AIRESFBHEFHBRE JVM
WEHRBERENW IP EFA , BRAREREELIFEAXER. EHERT , RE JVM W TTL ZAE
8 LUEHEHEFRZREREN IPEF.

WAAERE JVM B TTL

EEEHRIVM B TTL , BREMB LI cache ttl T2 MBME , WGEETHWEMER
Enetworkaddress.cache.ttl% Java 8 RESMAK$IAVA_HOME/jre/lib/security/
java.securityfE=, $JAVA_HOME/conf/security/java.security

LUTRETRTIL REGRESR 5 Wi¥java.securityBEF .

#
# This is the "master security properties file".
#

# An alternate java.security properties file may be specified

# The Java-level namelookup cache policy for successful lookups:
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https://docs.oracle.com/en/java/javase/17/core/java-networking.html
https://docs.oracle.com/en/java/javase/17/core/java-networking.html
https://docs.oracle.com/en/java/javase/17/core/java-networking.html
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#

# any negative value: caching forever

# any positive value: the number of seconds to cache an address for
# zero: do not cache

networkaddress.cache.ttl=5

ELL$IAVA_HOMERIBEH R RN JVM LT FAIEERAERBSFERLERE.

ELF B AWS SDK for Java

AWS SDK for Java AT LA B 1E4& CloudWatch , AR A48t F1E52 B Amazon & :

- SREFERREFNMERE AWS
o BEEARE JVM B%EE AWS
 BITHIRBEHMGEE | fluskRF | SESFITHN XHRRRF

WA Rk A Java SDK B & B
BEERMELT Maven #K %818 |, LA{FE SDK #1512 3% % CloudWatch,

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.12.490*</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudwatchmetrics</artifactId>
<scope>provided</scope>
</dependency>
<!-- Other SDK dependencies. -->

A8 AWS SDK for Java
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https://aws.amazon.com/cloudwatch/
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</dependencies>

THSERARSE B R E Maven R E M RETARAH SDK.

AWS SDK for Java ARREFRAEE. BEREHNAERABRITMALINGE , FEME JVM KA
[ AWS Z&FERERNRKEBME. Hl .

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/aws.properties

REEREEREERNBE , BUE SDK AT RSN ERE LERILL CloudWatch B & 74,

(® Note

WMREFE R Amazon EC2 #1T{EEE P E R IR AWS #&t Amazon EC2 #1T{EBFE , BIF
ZTEECREER, TEEELT , BRREEEE :

-Dcom.amazonaws.sdk.enableDefaultMetrics

FEHFTEEE AWS SDK for Java # R @& Z=M AWSSDK/Java 2T , & E{EZE CloudWatch
FEER[E1E (us-ea st-1), EELF[EIY , BHFEARMHcloudwatchRegionBHFRWBMRIEEEE., 4
wm , ZEji CloudWatch [EBIiZERE A us-east-1 , FHFEH :

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties, cloudwatchRegion={region_api_default}

BALIhEER  SEERBEERR AWS B , EEERERF R E R E AWS SDK for Java, HEALT
FILIEEHARE YIRS AR LEEK CloudWatch WESE— R, LEEER | SR
BHENFRXEE , AWS Management Consoledt $H ¥ 7B/ B8 (FIMNEEIEEARR. BRBRTHRRES)

REET.
THNEERAE

AREEESA=ZBAXEEH :

AWS EREE
- WMEHTTP EX/EEMIEE, EXE., HURRNERASES.

ANEERR 44
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https://console.aws.amazon.com/console/home
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AWSSDK/Java > MetricType,RequestType

MetricType =
#  ClientExecutaTime
) HttpClieniRecelveResponseTime
| HtipGllentSendReguestTime

SuccessfulRequestLatency (Miliseconds), AmazonCynamoDByv2 (Milliseconds)

\

&
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1A

1210

11411
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T 111
I-E) 1800
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T
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W43 DynamehS Putseen integ-1eet-abk-moiric- 138418631 8302 SusoessiuPaquesiLamncy

AWS R 1512
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RequestType
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- Metric Name
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AmazonDynemoDEvz

5 Minutes O

4h

arE

30

228
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Fight aes units: M,

11
20005
SE00Nds

W AYSEDE  ava EnpRequearTime PultemRequest ArazonDynamcl S
W AWSSDK Java HitpClertPeceiefesnonse Time PuitemiBiequest SmazonDynamolv?

[l ~wasnki

- B8 AWS lREFEER |, film S3 LEMTRWEIXENLTEATH.

ChenExecutaTime PudiemBequest AmazanDynameDEwd

AANEREER

45



AWS SDK for Java 1. 1x IR ABIER

1 RetryCoun Amazon 3
0 S30ownloadBylaCount Amazon 33
= S30ownload Throughgul Amazon 33
] SiUplomiByleCount Amazon 33
= S sload Throughput Amazon 53
Amazan 53 [Bytes/Sacond) Average ~ 1 Minute ~ O
13,000,080

12,000,000 M W
~ |—
11,000,000

10,000,000

2,000,000

8,000,000

|
7,000,000 H

6,000,000 1

5,000,000 "
4,000,000

3,000,000
1111 1111 1N 11111 11411 11011 1111 11711
2110 21:20 21:30 21:40 2150 22:00 2110 22030
Laft axia unita: Bytes’Sacond

W sFpadThroughoul Bl S30ewnilond Trroughpul

HREE
- BEETHRE , 9ffERlE , BEBNITHEXAHERE.
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AWSSDKJava > Memory

Memory
&  FreaMamory
& SpareMenory
TotalMemony

& UssdMamory

Jumbdetric (Bytes)

140,000,000

120000000

60,000,400

18:50

Left axia unita: Bytes

Metric Name
JumMatric
JvmMatric
JvmMatric

JuvmMatric

Average ¥ 5 Minutes ~ {_\

—_—_— _‘-—_____,,-""ﬁ““x,_u_ e U ——

T 1941 11 11 111 111 1111 111 1 1M 1111 !
18:55 1900 19.05 1810 1315 19:20 1925 a0 938 18:40 1845 18250 19:55 20:00

M sparatiemeny [[lFersemery [llLseamamany

MRGEEHRMEESRE | FHi8excludeMachineMetricsZERFERNS :

-Dcom. amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties,excludeMachineMetrics

AN E A

MEREEENZOEERANTEEE | 820 amazonaws/ EEEHRE,
MR 104 CloudWatch A &ECloudWatch 5l AWS SDK for Java R H AWS SDK for Javao
EEE S THNERE , F2EFHE AWS SDK for Java UAiEEMIERE,

&

Qi_lln
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/metrics/package-summary.html
https://aws.amazon.com/blogs/developer/tuning-the-aws-sdk-for-java-to-improve-resiliency

AWS SDK for Java 1. 1x IR ABIER

AWS SDK for Java &= 15 &i {5l

A EFR M5 FHAWS SDK for Java v HAWS RIS #E /TR SR ETRY S B RIE &4,

£ £ BYAWS STHE RS 7 151 17 fof B AP 4% 2038 L2 R 451 A EL At /R B AT R AL B GitHubo

BEM AWS XA EBRRBUEBEENHENRES , FEUMFR. ZREBRAEEE LEREE5
API HFlly EEEXBER/RZNENRES , WHEERARZNRINEARG, NFETR , F2H
FHEABHIREFETN "R EEGitHUb.

AWS SDK for Java2.x

£ 2018 &£ , AWSE4 T AWS SDK for Java 2.x. AIEM I EEHAKH Java SDK HIERBA LA K & HIFE =X
o

(@ Note
WEAWS SDK for JavafiZ AE AN EZEHMEMER  m2RHEAXHENER !

£ FHAWS SDK for Java

AREFIRMEHAWS SDK for Java#igE CloudWatch XAV &4,

D% CloudWatch & B5#Amazon Web Services(AWS ) BRMETE £ #H1TH FE AR NAWSEH
. EZALAERA CloudWatch WEFERIER , ELRETUACHNERVNEARINNENER.
CloudWatch B TRERIBEAEZNHRARZIEEL , BBHEELRNERETEE,

FEHRE CloudWatch WEFHEEH , 7528 (Amazon CloudWatch fEAEEF) -

@ Note

HHEQERESERMAENERE. GitHub FRMUTERENXIFEHH, BB ETHE
—FREERIEHEFEERIAE | DIESRENATHARRSES,

ES-
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https://github.com/awsdocs/aws-doc-sdk-examples
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/CONTRIBUTING.md
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/home.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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1x REYFREANEEE

#& CloudWatch En{8i54&

MBI EEER

{8 CloudWatch &%k

£/ CloudWatch R RE{E

EiXEH 2] CloudWatch

# CloudWatch EU{BI5&

5| s

EEE CloudWatch #iE25E |

s5AIZListMetricsRequest , ¥R EF B BB IEF in

MlistMetricshH %, BALMEMA ListMetricsRequest RBBH BT, BELSBIME | 658
BERIMNEE,

(® Note
B i Y 3 IE N 2 10 B RAWS RIS 7T BAZE {HTTPS-Docs-AWS-AWS-AWS-AMAZON-Z5 555%-
DEBREER-FHEE-CW X#F-AWS-html} [EE5i# CloudWatch EE Mt E 2£]Amazon
CloudWatchf /i & 15/,

EA

import
import
import
import
import

Code

com.amazonaws.services.cloudwatch.AmazonCloudWatch;
com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
com.amazonaws.services.cloudwatch.model.ListMetricsRequest;
com.amazonaws.services.cloudwatch.model.ListMetricsResult;
com.amazonaws.services.cloudwatch.model.Metric;

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

ListMetricsRequest request = new ListMetricsRequest()

.withMetricName(name)
.withNamespace(namespace);

£ CloudWatch BU{5$51&

49
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boolean done = false;

while(!done) {
ListMetricsResult response = cw.listMetrics(request);

for(Metric metric : response.getMetrics()) {
System.out.printf(
"Retrieved metric %s'", metric.getMetricName());

}

request.setNextToken(response.getNextToken());
if(response.getNextToken() == null) {

done = true;

}

g EListMetricsResultlBBFA A HgetMetrics ik, RRTWESIH,. ERET —#XHNER ,
afFlsetNextTokenERIRFBERE R L , REESAListMetricsResult¥IH#IgetNextTokens
*, WEBESREBENFERYHERListMetrics,

FAE

« ListMetrics# B9 Amazon CloudWatchAP| 2%,

R BT ERER

By —EEAWSER B B Mt B CAVIEEEN ) RENSAZBPAWS "EHaERBCHHEZER
RMEFTEREER (REFRBEFRL AWS M),

BRMEFTERER

EERMEBBECWIEEZER , E®¥WlputMetricDatas E X B PutMetricDataRequest
#o PutMetricDataRequest #4ZBFE MetricDatum ¥+ EEARERN BT BB , URER
ARSI ER,

(® Note

BRI ERMEA I AWS T, LU, BIEM G R ZEEAWS RE LU B % & FHAmazon Web
ServicesE Mo
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/ListMetricsResult.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricDataRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricDataRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/MetricDatum.html

AWS SDK for Java 1.

1x REYFREANEEE

A

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;

import com.amazonaws.services.cloudwatch.model.Dimension;
import com.amazonaws.services.cloudwatch.model.MetricDatum;

import com.amazonaws.services.cloudwatch.model.PutMetricDataRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricDataResult;

import com.amazonaws.services.cloudwatch.model.StandardUnit;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("UNIQUE_PAGES")
.withValue("URLS");

MetricDatum datum = new MetricDatum()
.withMetricName("PAGES_VISITED")
.withUnit(StandardUnit.None)
.withValue(data_point)
.withDimensions(dimension);

PutMetricDataRequest request = new PutMetricDataRequest()
.withNamespace("SITE/TRAFFIC")
.withMetricData(datum);

PutMetricDataResult response = cw.putMetricData(request);

FAIERA

« fffAmazon CloudWatch}g1Z# #YAmazon CloudWatch{E & 5w,
o AWSTHn % Z8 5 & i Amazon CloudWatch{@ B &,
« PutMetricData® B9 Amazon CloudWatchAPI 2#,

ESIEHE S
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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£ CloudWatch 2%}

BUETR

#E 1R #% CloudWatch 81 |

EtPutMetricAlarmRequestFEim T S #HR 4

BEA

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

services.
services.
services.
services.
services.

.services.

services.
services.

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension
.withName("InstanceId")
.withValue(instancelId);

cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.
cloudwatch.

cloudwatch

cloudwatch.
cloudwatch.

new Dimension()

PutMetricAlarmRequest request
.withAlarmName(alarmName)
.withComparisonOperator(

ComparisonOperator.GreaterThanThreshold)
.withEvaluationPeriods(1)
.withMetricName("CPUUtilization")
.withNamespace("{AWS}/EC2")
.withPeriod(60)
.withStatistic(Statistic.Average)
.withThreshold(70.0)
.withActionsEnabled(false)
.withAlarmDescription(

"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
.withDimensions(dimension);

AR BEEEE A wputMetricAlarma AN &

AmazonCloudWatch;
AmazonCloudWatchClientBuilder;
model .ComparisonOperator;
model.Dimension;
model.PutMetricAlarmRequest;

.model.PutMetricAlarmResult;

model.StandardUnit;
model.Statistic;

new PutMetricAlarmRequest()

f# A CloudWatch 4§

52


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricAlarmRequest.html
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PutMetricAlarmResult response = cw.putMetricAlarm(request);
HHE R

£ E 5 H CloudWatch /R , 55FF IS8T i CloudWatch B i describeAlarms B A&
B DescribeAlarmsRequest , &R LA © KRB &S RAVIRE,

PEA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DescribeAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DescribeAlarmsResult;
import com.amazonaws.services.cloudwatch.model.MetricAlarm;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;

DescribeAlarmsRequest request = new DescribeAlarmsRequest();
while(!done) {
DescribeAlarmsResult response = cw.describeAlarms(request);
for(MetricAlarm alarm : response.getMetricAlarms()) {
System.out.printf("Retrieved alarm %s", alarm.getAlarmName());
request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

[u-}

T

= oo
B

BB LUEBFIgetMetricAlarmsfEDescribeAlarmsResult , 8 EldescribeAlarms,

f# A CloudWatch 4§ 53


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DescribeAlarmsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DescribeAlarmsResult.html
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RRUEESIEH, EERRT —HANER , FTUsetNextTokenERIAFBERER L |, iR
E{EADescribeAlarmsResul t ¥ HgetNextTokenF sk , WHEEHMEER Y4 ED B —
ffldescribeAlarms,

(@ Note

B A LA E#ion Fi# CloudWatch EFimiYdescribeAlarmsForMetrichiz. HA%E
LA describeAlarms.

il BR B 7=

EMBR CloudWatch B# , FHAASHEEREEE P indeleteAlarms A&
EiDeleteAlarmsRequest , HB & — B ZEEMEMBRE RN B,

EA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsResult;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DeleteAlarmsRequest request = new DeleteAlarmsRequest()
.withAlarmNames(alarm_name);

DeleteAlarmsResult response = cw.deleteAlarms(request);

FAAER

« IEf£E 37 Amazon CloudWatchZ#R # #Amazon CloudWatchfE A & 1™
PutMetricAlarm ™ #§Amazon CloudWatchAPI &

DescribeAlarms# #JAmazon CloudWatchAP| 2%

DeleteAlarms# #JAmazon CloudWatchAP| &

f# A CloudWatch 4§ 54


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DeleteAlarmsRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAlarms.html
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£/ CloudWatch P EREIE

£/ CloudWatch B RE)ME , MU AEVERRHATEIE , SlNEEHFIL. KiE, EFREBRER
Amazon EC2E i,

(® Note
FEEVERK , AJER setAlarmActionsPutMetricAlarmRequest ) 7% , # B REIE

BB R,

BB B

ERAERIRIE CloudWatch B , AR EEBD FEREIE M iwenableAlarmActions &
BEnableAlarmActionsRequestB & — A ZEE L EMAEBENE REE,

EA

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsResult;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

EnableAlarmActionsRequest request = new EnableAlarmActionsRequest()
.withAlarmNames(alarm);

EnableAlarmActionsResult response = cw.enableAlarmActions(request);

FRHETREME

EEZHABERIFME CloudWatch B3 , FHEFHE B EEEIE~wMWdisableAlarmActions&
BDisableAlarmActionsRequest@ & — AR ZEEL R EFAHBENEREHE,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricAlarmRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/EnableAlarmActionsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DisableAlarmActionsRequest.html
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsResult;

Code

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DisableAlarmActionsRequest request = new DisableAlarmActionsRequest()
.withAlarmNames(alarmName);

DisableAlarmActionsResult response = cw.disableAlarmActions(request);

FAE

MEBERMFL, ¥iE, EHREEHERHITER+Amazon CloudWatchfE A& EF
PutMetricAlarm ™ #Amazon CloudWatchAP| &
EnableAlarmActions #JAmazon CloudWatchAPI 2%
DisableAlarmActionsf #JAmazon CloudWatchAPI 2%

BEIXE 4% CloudWatch

CloudWatchZE # o] &35 8 PRI RIK B4 ER |, HIRAWSE JRAmazon EC2E fl,Lambdaiy
2 Kinesis&t,Amazon ECSE#,Step FunctionsAk ZE# 88, Amazon SNSZ & ,Amazon SQSF 5=
ERE, BULUFRAEENRE , REEHEH |, UEEEEHEED —RNZEEEREHE R

RS

118 BE] CloudWatchE#f , FHESH I FEE P putEventsF A BLPutEventsRequest¥f K
@& —HZEPutEventsRequestEntry¥i R |, RIEEHESEEHNHFAEE. BULUEEEENZES
B, FlNEHHRENER, BE4ERRNERES,

(@ Note
¥ putEvents WERARWUEZTUIERE 10 ESH.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequestEntry.html
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A

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequest;

import com.amazonaws.services.cloudwatchevents.model.PutEventsRequestEntry;

import com.amazonaws.services.cloudwatchevents.model.PutEventsResult;

Code

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

final String EVENT_DETAILS =
"{ \"keyI\": \"valuel\", \"key2\": \'"value2\" }";

PutEventsRequestEntry request_entry = new PutEventsRequestEntry()
.withDetail (EVENT_DETAILS)
.withDetailType("sampleSubmitted")
.withResources(resource_azrn)
.withSource("aws-sdk-java-cloudwatch-example");

PutEventsRequest request = new PutEventsRequest()
.withEntries(request_entry);

PutEventsResult response = cwe.putEvents(request);

B A

EERZVREFNRA  FHUESEEEEFREF RN putRule 5 EEE T2 PutRuleRequestE2 1R Bl Y
EBANMESEY (HNE4ES, IAVAGEFAER , URIEERERS , #HR 7T RAUMNETER,

EA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutRuleRequest;

import com.amazonaws.services.cloudwatchevents.model.PutRuleResult;

import com.amazonaws.services.cloudwatchevents.model.RuleState;

Code

X EHZ) CloudWatch =


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutRuleRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

PutRuleRequest request = new PutRuleRequest()
.withName(rule_name)
.withRoleArn(role_arn)
.withScheduleExpression("rate(5 minutes)")
.withState(RuleState.ENABLED);

PutRuleResult response = cwe.putRule(request);

MIEER

BEELBRRAEUANER, BENHF2FE Amazon EC2 #1T{HEE. Lambda BIE(. Kinesis &

. Amazon ECS {£#5. Step Functions AREE#BSMNEHE,

EEMEEEIRE  BFRUSHEEEFREikNputTargets A AR E PutTargetsRequest @&

EFHMNRAUNEFREERANBREE,
BEA

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;

import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;

import com.amazonaws.services.cloudwatchevents.model.PutTargetsRequest;
import com.amazonaws.services.cloudwatchevents.model.PutTargetsResult;
import com.amazonaws.services.cloudwatchevents.model.Target;

Code

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

Target target = new Target()
.withArn(function_azrn)
.withId(target_id);

PutTargetsRequest request
.withTargets(target)
.withRule(rule_name);

new PutTargetsRequest()

PutTargetsResult response = cwe.putTargets(request);

X EHZ) CloudWatch

58


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutTargetsRequest.html
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- EHEAH CloudWatchiE B # BYAmazon CloudWatch Events{f fi & 5/
- EHMEHERFPHAmazon CloudWatch EventsfE A & 15w

« PutEventsF#JAmazon CloudWatch EventsAP| 2%

« PutTargets##JAmazon CloudWatch EventsAP| 2%

« PutRule# #yAmazon CloudWatch EventsAPI 2%
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® Note

HHETETEBEEMAENERNE. GitHub FRHUTEREXIFTEHS, BATURBETHE
—FIRERYSRTEERTAE , DEEEENAITHRREESL,
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BB &R F&ZDynamoDB

ERKRR DynamoDB EREFAEEENARR. BLAXEVNEREK , AR T ALLIE DynamoDB #f
BABRER.

HREBEERK  BLEAES
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/AddEventsPutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/EventTypes.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutRule.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/dynamodb/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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SREBENE —EEBNEIEER | BScalarAttribute TypeBHER, REIBETLUR ZEN (B). &
B (N), HFE (S), MEFMEN , FZBAmazon DynamoDBREI & A S5+ & %iﬁﬁ]ﬂlﬁﬂ

BE,

- HENBEEE  AREERBENREFNVEATEBENHE,

@ Note
Amazon DynamoDBEERBBREERE LEENHEWZEE , AHBERRBERARE
TENRE,

BALERERRENHEREE  RLETUEREREERBESE,
BUBERR

£ A ADynamoDB FixficreateTable A AR I #HiDynamoDBERI X, BEERBEHRBHEMEHR
RIEBER K EMEHSARBAERNRNERS|R, FHLERBEVHEMENBIZEENERNRSE
B, EEEVERNKRIFERBEEDynamoDBREI KRB,

(® Note
MBREHZBRENBBNERRERETE , AmazonServiceException i &85 — &,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;
import com.amazonaws.services.dynamodbv2.model.CreateTableRequest;
import com.amazonaws.services.dynamodbv2.model.CreateTableResult;
import com.amazonaws.services.dynamodbv2.model.KeySchemaElement;
import com.amazonaws.services.dynamodbv2.model.KeyType;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.services.dynamodbv2.model.ScalarAttributeType;

FEHEEXIRSIBRIER X
HEXGEFEHABEERSIE ("Name") REBIZER R,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ScalarAttributeType.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://aws.amazon.com/dynamodb/pricing/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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Code

CreateTableRequest request = new CreateTableRequest()
.withAttributeDefinitions(new AttributeDefinition(

"Name", ScalarAttributeType.S))
.withKeySchema(new KeySchemaElement('"Name", KeyType.HASH))
.withProvisionedThroughput(new ProvisionedThroughput(

new Long(1l@), new Long(10)))
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
CreateTableResult result = ddb.createTable(request);
System.out.println(result.getTableDescription().getTableName());
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

3
s

B (R ) WEZTEEHIGitHuUb,
ERAESETRIBEVERK

# %5 — {@Attribute Definition ¥l ¥ 1§ KeySchemaElementZ Create TableRequest,

Code

CreateTableRequest request = new CreateTableRequest()

.withAttributeDefinitions(

new AttributeDefinition("Language", ScalarAttributeType.S),

new AttributeDefinition("Greeting", ScalarAttributeType.S))
.withKeySchema(

new KeySchemaElement('"Language", KeyType.HASH),

new KeySchemaElement("Greeting", KeyType.RANGE))
.withProvisionedThroughput(

new ProvisionedThroughput(new Long(1@), new Long(10)))
.withTableName(table_name);

1
W

B (R ) WEEEHGitHub,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeDefinition.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/KeySchemaElement.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/CreateTableRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTableCompositeKey.java
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FIHERK

A LUBIBRADynamoDBAE Fink1listTables A A% H4SE EBE A &K,

(@ Note
MREBWIRFMEH A FEEELZERRK , ResourceNotFoundExceptionFi &8 E a,

A

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ListTablesRequest;
import com.amazonaws.services.dynamodbv2.model.ListTablesResult;

Code

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ListTablesRequest request;

boolean more_tables = true;
String last_name = null;

while(more_tables) {
try {
if (last_name == null) {
request = new ListTablesRequest().withLimit(10);

}
else {

request = new ListTablesRequest()
.withLimit(10)
.withExclusiveStartTableName(last_name);

ListTablesResult table_list = ddb.listTables(request);
List<String> table_names = table_list.getTableNames();

if (table_names.size() > 0) {
for (String cur_name : table_names) {
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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System.out.format("* %s\n", cur_name);

}
} else {

System.out.println("No tables found!");
System.exit(0Q);

last_name = table_list.getlLastEvaluatedTableName();
if (last_name == null) {
more_tables = false;

RIBETER , BT URZEER 100 XM — FgetLastEvaluatedTableNameR{EE
MListTablesResult¥) ¥ REVE &K #Z —EFFHNER K. BUUFERERE K EIREEREEEZ
#ERIIR,

RS (FR ) WEBEHGitHUD,
RARRR (MSHEAEN)

FDynamoDBA & FimfldescribeTable s i,

® Note
MREWIREMEFFEEEZEREK , ResourceNotFoundException A& EE a,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughputDescription;
import com.amazonaws.services.dynamodbv2.model.TableDescription;

Code

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/model/ListTablesResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/ListTables.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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try {
TableDescription table_info =
ddb.describeTable(table_name).getTable();

if (table_info != null) {

System.out.format("Table name : %s\n",
table_info.getTableName());
System.out.format("Table ARN : %s\n",
table_info.getTableArn());
System.out.format("Status : %s\n",

table_info.getTableStatus());
System.out.format("Item count : %d\n",

table_info.getItemCount().longValue());
System.out.format("Size (bytes): %d\n",
table_info.getTableSizeBytes().longValue());

ProvisionedThroughputDescription throughput_info =
table_info.getProvisionedThroughput();
System.out.println("Throughput");
System.out.format(" Read Capacity : %d\n",
throughput_info.getReadCapacityUnits().longValue());
System.out.format(" Write Capacity: %d\n",
throughput_info.getWriteCapacityUnits().longValue());

List<AttributeDefinition> attributes =
table_info.getAttributeDefinitions();
System.out.println("Attributes");
for (AttributeDefinition a : attributes) {
System.out.format(" %s (%s)\n",
a.getAttributeName(), a.getAttributeType());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

G
s

B (R ) W EEHIGitHUD.
1Bek (EH) ERk

B LAEIB I DynamoDBA FimflupdateTable & |, FERHE RN RE M HEREEEAE.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DescribeTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
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® Note
MREEBWIREMEH A FEEZEREK , ResourceNotFoundExceptionFi & E a,

PEA

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.AmazonServiceException;

Code

ProvisionedThroughput table_throughput = new ProvisionedThroughput(
read_capacity, write_capacity);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateTable(table_name, table_throughput);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

A2H (FR ) WEEEHGtHUD,
il B & 6 &

FRADynamoDBE FinkdeleteTable S E WS HEER RN B,

HI‘H

(® Note
MREWIREMEFH A EEEZER K , ResourceNotFoundExceptionFAZEE a,

EA

import com.amazonaws.AmazonServiceException;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html

AWS SDK for Java 1. 1x IR ABIER

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

Code

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.deleteTable(table_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

3

A2 (FR ) WEEEHIGtHUD.
AAIERA

« Amazon DynamoDBFB 8 A B 15/ £ A kK 2R
« f£AAmazon DynamoDBRBi & A B EMDynamoDBH Ky k%

£ R 18 H DynamoDB

7 DynamoDB # , HERBMMNES K SEBUBEEENE BHETUARHE, S8 XHE
B, MBEFHMER , F2H ") a2 AREERER P EIAmazon DynamoDBR # A BIEE.

REERRMEE (B45) HE

HELBDFREEFIEEgetItemBG AL A HEE —EGetltemRequest¥)f , BEFTEEBEMNER
KEBANEREIRE. HEERGetltemResult¥I#.

BALAEFAFTERE GetItemResult YK getItem() i ERMEEEDE B AR < R5|8 (F58) M{E
K ¥ FE (AttributeValue) #8.

BEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DeleteTable.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemResult.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeValue.html
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import com.amazonaws.services.dynamodbv2.model.AttributeValue;
import com.amazonaws.services.dynamodbv2.model.GetItemRequest;
import java.util.HashMap;

import java.util.Map;

Code

HashMap<String,AttributeValue> key_to_get =
new HashMap<String,AttributeValue>();

key_to_get.put("DATABASE_NAME", new AttributeValue(name));

GetItemRequest request = null;
if (projection_expression != null) {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name)
.withProjectionExpression(projection_expression);
} else {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
Map<String,AttributeValue> returned_item =
ddb.getItem(request).getItem();
if (returned_item != null) {
Set<String> keys = returned_item.keySet();
for (String key : keys) {
System.out.format("%s: %s\n",
key, returned_item.get(key).toString());
}
} else {
System.out.format("No item found with the key %s!\n", name);
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

FH2 [ GitHub R &4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/GetItem.java
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BVRKREABMMNZRIBEALE, SEHALASSERRIRGIEWUNE, WRERS|IEFER
HIEE EfF%E , EMUEEBFEREHN.

(® Note
MRENIRENEFSTFEEREENER K , 281 ResourceNotFoundException.

A

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;
import java.util.Arraylist;

Code

HashMap<String,AttributeValue> item_values =
new HashMap<String,AttributeValue>();

item_values.put("Name", new AttributeValue(name));

for (String[] field : extra_fields) {
item_values.put(field[@], new AttributeValue(field[1]));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.putItem(table_name, item_values);
} catch (ResourceNotFoundException e) {
System.err.format("Error: The table \"%s\" can't be found.\n", table_name);
System.err.println("Be sure that it exists and that you've typed its name
correctly!");
System.exit(1);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1l);
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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20 GitHub LHySEEE S,
ENMERKPHWIRFIEAR
BAILAE A E 8T B DynamoDB fyupdateltemA & , RMUERKRER. TRSIBENEEHNH

¥ FE,

(® Note
LUESYEN

28 ResourceNotFoundException,

EA

import
import
import
import
import
import
import
import

Code

HashMap<String,AttributeValue> item_key =

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

MIRFMESFTFEEENERR , B WNREEEN T RSIRAFAABNIER TFE ,

AmazonServiceException;

services.
services.
services.
services.

services

java.util.Arraylist;

dynamodbv?2.
dynamodbv?2.
dynamodbv?2.
dynamodbv?2.

.dynamodbv?2.
services.

dynamodbv?2.

new HashMap<String,AttributeValue>();

AmazonDynamoDB;
AmazonDynamoDBClientBuilder;
model.AttributeAction;
model.AttributeValue;
model.AttributeValueUpdate;
model .ResourceNotFoundException;

item_key.put("Name", new AttributeValue(name));

HashMap<String, AttributeValueUpdate> updated_values =
new HashMap<String,AttributeValueUpdate>();

for (String[] field :

extra_fields) {
updated_values.put(field[@], new AttributeValueUpdate(
new AttributeValue(field[1]), AttributeAction.PUT));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/PutItem.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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ddb.updateItem(table_name, item_key, updated_values);
} catch (ResourceNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1l);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1);

28 GitHub EH EE &,

£/ DynamoDBMapper Class

FrEALAWS SDK for Javai2#ftDynamoDBMapperf& Bl , 7] SEAEH#E F F 5% 48 B B &F = Amazon
DynamoDBE Rk, BHEFEH AWS for WordPressDynamoDBI\/Iapperﬁ?:'J : %E%DynamoDBﬁ*‘i
REHEEYHBTER (O THREXNBEFAMT ) o FTALkDynamoDBMapper$& Bl o] A7 EUE #
®, BITSEREL, B EFHAMER (CRUD) B4 , URETEA.

(® Note
FriAkDynamoDBMapperfE Bl R R FF R . EF M ERE R =,

EA

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBAttribute;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBHashKey;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBMapper;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBTable;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBRangeKey;
import com.amazonaws.services.dynamodbv2.model.AmazonDynamoDBException;

Code

T 5l Java BRBEHI REB MM RBRINZEZ R KB FEHADynamoDBMapperfifll. #RARMEIF
g IR HEERBRFEASEMNSotE, RARREBEACEH. EEARTLRY , F2HEL
& ¥ 5K i Amazon DynamoDBRIZ¢ A B/,

AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard().build();
MusicItems items = new MusicItems();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateItem.java
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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try{
// Add new content to the Music table
items.setArtist(artist);
items.setSongTitle(songTitle);
items.setAlbumTitle(albumTitle);
items.setAwards(Integer.parseInt(awards)); //convert to an int

// Save the item
DynamoDBMapper mapper = new DynamoDBMapper(client);
mapper.save(items);

// Load an item based on the Partition Key and Sort Key
// Both values need to be passed to the mapper.load method
String artistName = artist;

String songQueryTitle = songTitle;

// Retrieve the item

MusicItems itemRetrieved = mapper.load(MusicItems.class, artistName,
songQueryTitle);

System.out.println("Item retrieved:");

System.out.println(itemRetrieved);

// Modify the Award value
itemRetrieved.setAwards(2);
mapper.save(itemRetrieved);
System.out.println("Item updated:");
System.out.println(itemRetrieved);

System.out.print("Done");
} catch (AmazonDynamoDBException e) {
e.getStackTrace();

@DynamoDBTable(tableName="Music")
public static class MusicItems {

//Set up Data Members that correspond to columns in the Music table
private String artist;

private String songTitle;

private String albumTitle;

private int awards;

@DynamoDBHashKey(attributeName="Artist")
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public String getArtist() {
return this.artist;

public void setArtist(String artist) {
this.artist = artist;

@DynamoDBRangeKey(attributeName="SongTitle")
public String getSongTitle() {
return this.songTitle;

public void setSongTitle(String title) {
this.songTitle = title;

@DynamoDBAttribute(attributeName="AlbumTitle")
public String getAlbumTitle() {
return this.albumTitle;

public void setAlbumTitle(String title) {
this.albumTitle = title;

@DynamoDBAttribute(attributeName="Awards")
public int getAwards() {
return this.awards;

public void setAwards(int awards) {
this.awards = awards;

520 GitHub LR &4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UseDynamoMapping.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForItems.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithItems.html

AWS SDK for Java 1. 1x IR ABIER

£ AWS SDK for Java B9 Amazon EC2 il

FEREFESEXME B Amazon EC2EEAWS SDK for Java,
£

- BEFRRE BV EC2HTEE

- 5 1AM AR FAWS L EFEAmazon EC2
« BRI : Amazon EC2Spot Instances

- HERE : R Amazon EC2Spot 55 REE

« E¥ Amazon EC2 #1T{EEE

- EPERAEM IP it Amazon EC2

- EAESEA R

£/ Amazon EC2 &Y

« 1£ Amazon EC2 L2 F

#ERIE - By EC2 H{T{HEE

Z<$5 7 R #8 204a] {35 FH AWS SDK for JavalRi Bl EC2 #1T{EEE.
FRE

o SERGM

o BN % Amazon EC2 &M &4

- Bystay

« #{TAmazon EC2#1T{EEE

TORMRAF

BB, BESLAIR T AWS IEF | Y BAEREAWSEARR, WEHMER
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|
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https://aws.amazon.com/ec2/
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BB % Amazon EC2 £ &4

EC2-{EH IEHEIRIK

/A Warning

IR 2022 £ 8 A 15 BEIK EC2-Classic, BEZt EC2-Classic BB ZE VPC, WEFH
& |, 552 Amazon EC2 A EIEE = Amazon EC2 R EBETHHK EC2 BHER
3 VPC, BFZREENE EC2-KMKMIPIRIFIEIRK — 582 1%,

BAULRSEE , MAERB AR , 25 —2E EC2 BiITEENMERRE. RIZFEER , Amazon EC2

SRENBTERERATRAREN TS HEHEEIBE, 1&’3_ILXE:'ZJIJE‘F1§E’J EC2 #1T{ERIES
BEEENRZSEE, fli, MELSEEEFE Linux B11TERE | AIXLERELRLEHBELUAY SSHR
2, B LER Amazon EC2 X AREB I T2 FHE AWS SDK for Java,

BRIV T8 |, REM EC2-Classic 3 EC2-VPC £/, 1% EC2-Classic #1 EC2-VPC Kyl
&, B2 Linux #1TE% Amazon EC2 EAEREEHTHNZET A,

MEBBEER Amazon EC2 B ABIV T MHEMNFMEN , 520 Linux BiI1TEEER Amazon
EC2 HIEE P M Amazon EC2 £4£ 4 EHH,

1. B W #)#R1ECreateSecurityGroupRequest#i 1T 18R . Atk withGroupNamelEREE L& 4B
2% , WEH withDescri ption HERRERSHEEER  WTAR :

CreateSecurityGroupRequest csgr = new CreateSecurityGroupRequest();
csgr.withGroupName("JavaSecurityGroup").withDescription("My security group");

E&ZAHI Amazon EC2 A FIRH AWS BiFA , KM B EEBSLERH -1, BXEAFEH US-
ASCll ZifEAL 2 MEBZBNRA,

2. BERERIEASHEEIR F createSecurityGroupiE. Z A EIRE —
{ElCreateSecurityGroupResult¥ iR , I AR :

CreateSecurityGroupResult createSecurityGroupResult =
amazonEC2Client.createSecurityGroup(csgr);

MELERBUEREZEMBESHEERNZEMEA |, BlcreateSecurityGroupEBE 5141
;Utlﬂm
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-supported-platforms.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withGroupName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withDescription-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createSecurityGroup-com.amazonaws.services.ec2.model.CreateSecurityGroupRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupResult.html
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BIBFESR NS HBETAHTTMNEAREEALN Amazon EC2 #11TEE, BEEAFW AR
E A SWEREZEZSMEBAR A, SuLEtEER P i, EEEN IP ik, FEEABEUAR
TCP/UDP EIZBZ## A,

1. B ¥ 1{CIpPermission#{T1E 8. M withIPv4Range 7 ERBREERER AN IP Uit &E ,
36 {5 A B withlpProtocol FERERE IP BAAME. EAwithFromPortMwithToPort7EiEE EREH
AREEIREE , TR :

IpPermission ipPermission =
new IpPermission();

IpRange ipRangel = new IpRange().withCidrIp("111.111.111.111/32");
IpRange ipRange2 new IpRange().withCidrIp("150.150.150.150/32");

ipPermission.withIpv4Ranges(Arrays.asList(new IpRange[] {ipRangel, ipRange2}))
.withIpProtocol("tcp")
.withFromPort(22)
.withToPort(22);

MAFEBEIpPermission I FIEENFIBAMRME , TREAFF @A

£/ CIDR #ZFEEEE IP fuit, MREHKBEAHEIEES TCP/UDP , AlXERMERFEZEME
MiEREE, REEEE TCP 5 UDP B, FTRERBERIE,

2. 3 W1t AuthorizeSecurityGrouplngressRequest#{T1EEE . A ZwithGroupNameFEIEE
ZEMBEERE  WiEE 2RI IpPermissionY 4 ESELS FH withlpPermissionss® , I TNFF
N

AuthorizeSecurityGroupIngressRequest authorizeSecurityGroupIngressRequest =
new AuthorizeSecurityGroupIngressRequest();

authorizeSecurityGroupIngressRequest.withGroupName("JavaSecurityGroup")
.withIpPermissions(ipPermission);

3. BERYHEEZ authorizeSecurityGrouplngress 3% , MITFF7R :

amazonEC2Client.authorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

MR MauthorizeSecurityGroupIngressfEACRERW AR IP fZut#E T | Bl
FEEBEHART. FEMAuthorizeSecurityGroupIngressil i , B AWML
¥IpPermission¥I# , URETRRE IP, EEENEABENE A
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpv4Ranges-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpProtocol-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withFromPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withToPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html#withIpPermissions-com.amazonaws.services.ec2.model.IpPermission%E2%80%A6%E2%80%8B-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
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& &0 authorizeSecurityGrouplngress BauthorizeSecurityGroupal t 558 |, BA2AS R B E
ﬁmyé&ﬁmo

Bysiey
ERRE EC2 HTEBR , MU ARBES key pair , RARELEZIHTEE W ABIEEE key

pair WFAE €88, BAILUEIL £ key pair , :ﬁ@)ﬂﬁﬁbﬁf&#ﬂ?ﬂlﬁgﬂfﬂﬁﬁLﬂ’J% key pair ¥f, WE
B , B2 ", Amazon EC2£ 8% A Amazon EC2Linux B {T{EEFER &L,

1. B A1t CreateKeyPairRequestBfl, #AwithKeyName5 LR E key pair BT , TR :

CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();

createKeyPairRequest.withKeyName(keyName);

/A Important
TREBEBYLERHE N, WREEHLRERE key pair EFHEZE R/ BB key pair ,
AlgHBRER,

2. BEFERYHiGcreateKeyPairh i, & AN EE CreateKeyPairResultBHI , BATFIR :

CreateKeyPairResult createKeyPairResult =
amazonEC2Client.createKeyPair(createKeyPairRequest);

3. AABRE R getKeyPairs = REMKeyPairt#F. W llKeyPair#)HaygetkKeyMaterial 7 3% |, &
BRI PEM {RIGHE S| , TR

KeyPair keyPair = new KeyPair();
keyPair = createKeyPairResult.getKeyPair();

String privateKey = keyPair.getKeyMaterial();

# 1TAmazon EC2# 1T {H &&

SER LT SRR EI R B B — @/ Amazon B2 (AMI) HH — S EEREZT MR EC2 #ITE
B, BY EC2 #fTER®E , B UEFMMAIRE, EC2 MITEREEMITZE , BETUREME
#Ro
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html#withKeyName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createKeyPair-com.amazonaws.services.ec2.model.CreateKeyPairRequest--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html#getKeyPair--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html#getKeyMaterial--
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1. B MABIERunInstancesRequestBHl, FEFEE AMI, key pair 122l , ZRREHEREEILH
Py HEriEE FERBSENESF P,

RunInstancesRequest runInstancesRequest =
new RunInstancesRequest();

runInstancesRequest.withImageId("ami-a9d@9edl1")
.withInstanceType(InstanceType.T1lMicro)
.withMinCount(1)
.withMaxCount(1)
.withKeyName("my-key-pair")
.withSecurityGroups("my-security-group");

withimageld

« AMI # ID, ERSFIAERIDFHREMRN L AMI FHLEREBSH AMI,
Machine Image (AMI).

:ul
Illl

2] Amazon

withlnstanceType

- HTEEBEHEREEN AMI 8. WEFEER , F268H "1 JTEEEEPBAmMazon
EC2Linux B{TERERAEEM.

withMinCount

- EREHHTEENRLIEE, MREL Amazon EC2 EEZMHTER ILIEBERARES
BXE) , Amazon EC2 BiE 0 {E&1T{EEE,

withMaxCount

- EREHHTEBNSZABE, MREL Amazon EC2 BEEZMHTER T LAEBET AESE
(&) , Amazon EC2 R ERXEIBIA MinCount BEMNHITEE., LA LIRBNEEHEN
R 1T EBEEAFNITERBRAYME, MEFMAENR , BFS2RTLEAmMazon EC2HF
#Amazon EC2% R &%

withKeyName

- EC2 ERHMNERE. NREREESREMBBYUTER , ARBEIRCER. WEFAE
A, B2REVYERY,

withSecurityGroups
- —AHZEERLEE. MTFFMER , F2H "1 EYAmazon EC2E £ FHE,

2. BB TEE , AEREEZFRYWHBruninstances ik, ZA R E B RuninstancesResult¥ 4 |, 0
TP :

HazRunBistangesRessult result = amazonEC2Client.runInstances( 77


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withImageId-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withInstanceType-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMinCount-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMaxCount-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withKeyName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withSecurityGroups-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#runInstances-com.amazonaws.services.ec2.model.RunInstancesRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesResult.html
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runInstancesRequest);

HITER R , BEMLEREDN key pair KRIBZFZHTEE. MEFMENR 6 BF2E ) EREE
&1 Linux #1T1EEE, £Amazon EC2Linux BT EEFE A EIEE.,

FA IAM AEEFAWS L EFEAmazon EC2

P&k Amazon Web Services(AWS) %EfEFHBHAWS, EAILLEHIAM & & LUE S E iR FAWSK
B &K &R Amazon EC2E 4,

AEBREMENAFER IAM BEEE #1172 Java SDK EARXWHEEEFAmazon EC2, f1FE IAM
HITEBEMEEMER |, F52H IAM & Amazon EC25fJAmazon EC2Linux #{TEEFE R EIERE,

BRIDRMIE AN EC2 BAIERE X4

MREHWERAREFRZAWSE FinFARREBERE , AEFHSEARIBBREHEFHEIRBUT
JERF) :

-_—

. £ Java R#EBMHEH : aws.accessKeyId # aws.secretKey,
. ERKRIEESE D : AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY,
EREREAERNERS (LERNVERFEEAME).

. @EiBAmazon EC2E8ERHS ( 2R FAWS_CONTAINER_CREDENTIALS_RELATIVE_URIIEiE &
B LVERLEEREFHEXEENER,

 ETEREREZRAERG | EFENE EC2 BTERN IAM SERBNHMTERTEER
Ao

REREHERM Web BB THEBE.

($)] A W0 N

(o]

AR 1T AL & S04 5 B {EE A A EAmazon EC2#11T{EE , {BEEHAAmazon EC2EHl, &t d]
LAE#E5E InstanceProfileCredentialsProvider $1T{E 84 A ik 2B KBRS AT EEHAEZE A
BR K MmEAREHETEEERMEESEERS,

Hlan -

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withCredentials(new InstanceProfileCredentialsProvider(false))
.build();
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html
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EAILL T ER | SDK 2RRMIBAWSEAER | ILE A BRI EEAmMazon EC2#1T{EBE IR,
HAELHELHEEBMN, HRKAEBHE InstanceProfileCredentialsProvider ESiE IR |
ZEMENEAERFEATFRAWS,

/A Important

BEEBHRBRFRAZENREARBNEFAHBEREN , c8RIEERAS

M InstanceProfileCredentialsProviderfEAMRIEMEFHEN —IBr , REELE
JEInstanceProfileCredentialsProviderBfIEFZFMEIEF HEBERE T, MREMFE
RAHEMAFEZENSEEESREXHERE , AIESEEERENRIFBEHNERIE.

MREFFHBEHBREEZEARBRAEEFEREIRE , BAIEH# EAmazonClientException,
RS A IAM BEEAR EC2 #1TE R

LT HZE S #5488 tnfa £ Amazon S3fEA IAM A EEZEHE,

By IAM At
B IAM A6 | %8 Amazon S3 HWHEEZEE,

—

B IAM £ A,

CEEEERT  BEAG , AREBIFHNAEG,

. BAABNER , RERIEE Next Step (T—F), BRFUER , BAEZKEAmazon EC2EHI,
. EERNAGERIEHR , £ AWS REAE |, #IE Amazon EC2 ,

CEREFUER , EIEINBUREA | 212 Amazon SSHETFE , ARREL R,

CEREEEL  BERIAG,

o o B~ WN

FAE) EC2 IITEBEINIEE IAM At
& Al LARREhAmazon EC2/E A IAM A& & FAmazon EC2E3# & HAWS SDK for Java,

o EREIAmazon EC2#{T{HE , 5E&E AFIAmazon EC2Linux #17# & & f9 Amazon EC2Linux #1T
AR EREEE.

E 1223 Review Instance Launch (#2EI#1 1T B8 Rk Eh) EEAF , IZEX Edit instance details (fR¥E#H
TERFMAER), nNAM AET | BIEHEYN IAM &, KRERTRER.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
https://console.aws.amazon.com/iam/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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® Note
LEEEVSEARANZSFANESHRY , LUEEIBTER,

- EREIAmazon EC2/E A IAM A& #EHAWS SDK for Java , 558 %1TAmazon EC2#{T{EEE,

RIRENERER

ZRMBEEZEEC2 B LETHREIERRER, 8% , SIZ2—ETARREHEXMHWE & (6
WGetS30bjectApp.

TR, BRAWS SDK for JavaERINEIFHBIZEMN B &, MREE TFHAWS SDK for JavaZl &
#~/Downloads B &% , BAILFERATHGSEREH :

cp -r ~/Downloads/aws-java-sdk-{1.7.5}/1ib .
cp -r ~/Downloads/aws-java-sdk-{1.7.5}/third-party .

HE—EHF XY , BzhGetS30bject.java , WHIETHIENES :

import java.io.*;

import com.amazonaws.auth.*;

import com.amazonaws.services.s3.*;

import com.amazonaws.services.s3.model.*;
import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;

public class GetS30bject {
private static final String bucketName = "text-content";
private static final String key = "text-object.txt";

public static void main(String[] args) throws IOException

{
AmazonS3 s3Client = AmazonS3ClientBuilder.defaultClient();

try {
System.out.println("Downloading an object");
S30bject s3object = s3Client.getObject(
new GetObjectRequest(bucketName, key));
displayTextInputStream(s3object.getObjectContent());

fEH IAM BB FAWS LI EREAmazon EC2
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}
catch(AmazonServiceException ase) {
System.err.println("Exception was thrown by the service");

}

catch(AmazonClientException ace) {
System.err.println("Exception was thrown by the client");

}

private static void displayTextInputStream(InputStream input) throws IOException
{
// Read one text line at a time and display.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
while(true)
{
String line = reader.readlLine();
if(line == null) break;
System.out.println( " "+ line );
}
System.out.println();

TR — B X4 , Bz Abuild. xml |, ILHTIE T 51T

<project name="Get {S3} Object" default="run" basedir=".">
<path id="aws.java.sdk.classpath">
<fileset dir="./1ib" includes="**/*_jar"/>
<fileset dir="./third-party" includes="**/*_jar"/>
<pathelement location="1lib"/>
<pathelement location="."/>
</path>

<target name="build">
<javac debug="true"
includeantruntime="false"
srcdir="."
destdir="."
classpathref="aws.java.sdk.classpath"/>
</target>

<target name="run" depends="build">
<java classname="GetS30bject" classpathref="aws.java.sdk.classpath" fork="true"/>
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</target>
</project>

BESHTERENEN, FI8 , EFPREFAEBIR. Eit , BRIFEHAWSEE , RIS

HAmazonServiceException. lf0 :

$ ant
Buildfile: /path/to/my/GetS30bjectApp/build.xml

build:
[javac] Compiling 1 source file to /path/to/my/GetS30bjectApp

run:
[java] Downloading an object
[javal AmazonServiceException

BUILD SUCCESSFUL

EmENEFERE EC2 B

T8I BB R B Amazon EC2EBIERARLEIA () , BARAWS SDK for Javale X E, i HF5l
BT R

scp -p -i {my-key-pair}.pem GetS30bject.class ec2-user@{public_dns}:GetS30bject.class
scp -p -i {my-key-pair}.pem build.xml ec2-user@{public_dns}:build.xml

scp -r -p -i {my-key-pair}.pem lib ec2-user@{public_dns}:1lib

scp -r -p -i {my-key-pair}.pem third-party ec2-user@{public_dns}:third-party

@ Note

RIBEFERAM Linux B1THR , FAEBRBIER "ec2 AFL , "R1 = "Ubuntuy » EEE
IETERRHN/NE DNS B8 |, FBRBEC2 TR AW ERLNE DNSHE (L R)#EREEF~ (4
ec2-198-51-100-1.compute-1.amazonaws.com.

ELRemas

- GetS30bject.classERmENRERF
e build.xml2FEARBENHMITERXM ant X4
« Z1libfthird-partyH 82+ EX 4RI BAWS SDK for Java,
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AWS SDK for Java 1. 1.x IRHIBAI A E15m
o FTALL-rt) B RscpERBITERBIANAMBER A libraryMthird-party B #AWS SDK for
Javay &,

o« FREALE-ptl#tE RS cp R R X B R E B R R E R X4V ER,

(® Note

Fr LAt - pEl 3 EE A M Linux, macOS B Unix. MMREH Windows ER X #H | BITRESE
FERAUTWSEBEEN LA XHRER :

chmod -R u+rwx GetS30bject.class build.xml 1lib third-party

£ EC2 #H{TERE LHTHHIEN

EEHTER | FBEEZEAmMazon EC2E |, MEFMEN , F2H ") BEZEH Linux #HIT{EEH
#Amazon EC2Linux #{T{EEEEH &=,

WR ant EENFTERBLATAR , BEATIGTETRE !
sudo yum install ant

RE  FHant P E

ant run

ZREFEE AAmazon SSEHRIBEAGTIRE.
HERE - Amazon EC2Spot Instances
BLER

B BB Pl {FE 5 RE 503 R £ FH A9 i {8 Amazon Elastic Compute Cloud(Amazon EC2) RE IR EEHIE
KM, RETHEB 90% , ¥ B REEHN HERBIBER Spot E#. Amazon EC2RIBMHEMRNEHE
) Spot B , BHERSRNEIR Spot ERNER JFEAIAKN Spot MITEE. GEFEEEHTER
MEZETER , Spot HITERREMS —ERESELEEFTENH K,

BRERE T EEREENAmazon EC2EAARREE, MBHE, RRE. HER. B8R
MHEBRICE, Mo MR B, Spot HITEEREVUFNARENRE , TREFNIITE
LA ERNER.
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EEEM Spot HITMEEE , B LRE Spot BITEERER , UEELBENEZ—E/DEEHR—EH
TEEBNESEAE ; LACNHE, IREHENSNELBRERER , AEBETENER , £H
PITEEREHT , EREZRENHRERESENISREE CLERERE)

EENREIR

- BELAMANERASERENHE. Amazon EC2 EMKRERRMHEEFRE Spot B, ERLE
5 , BB EEAZSHRBN Spot Bk, Hit , BXEINERATRESEREHHE , BXEFR
SHIBENHE.

« MRSEEYIT Spot BTEB BEHHERTHE. BWETEIBERA Spot B , AIERIHITE
BERLE, ERTESVERRENTHEERNEAEAEFBEHMNEYE  UANAEAKELR

Eo

Spot FITERBNMITE TS ELIAEM Amazon EC2 #i1T{ERE , & HE L Amazon EC2 #1T1E
B, Spot HIITRBELTBFECME , THREL, MREKRILETENHTER A2 —/NFAE-
PRXNER , REBER (NEAREFATERIFAZNTERAMNIE), Am , MR Spot B L
REIBAERHE , W HENHTERBAAMazon EC2 , BT EWWEE MR 2 LA NEHERA,

L 2R 2 ER S R &8 anal 5 FHAWS SDK for Java#h1T T S Eh4E :

« 3% Spot @K

- Y Spot FERATEF5E
« HUH Spot 53K

- HIFBABRBITIER

FORIFAF

EEFRAAHBRE  BHEEBAWS SDK for Java , W E B mEEEARAN LR AIRGES, BFS2EH
EAWS SDK for Javatl BEFET , 52

R BAEBNEAEHR

HEMAERALREARHS  EFEEREAWSEAER, F2RAREAWSEEFEN EEEEREE W
T AT B ER R E Ao

%II
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® Note
RPEZZER IAM AFRFNEEREHRELE, MWEFMEN 220 ) FMAWSHEY
IAM fER &,

RELERECNRE , BUURKEATRERHERR.
TR2 . EREHM

—1ﬁtiﬁ%ﬁﬁ}/ﬁiﬁﬁkﬂmﬂﬁﬂ@ ARG AFFEL — AT ERBNRE. MFEERT , RBEHIRE
RETALZLE , EEKREEM TCPmOLMAMEEA IP REEKHBIER, Akt , ERXHGER
KRzwl, B Qlﬁ BEAFSENBBRRENRZRSE. ATAYENEN , RMSAE—ERA
FGettingStarted Stworky H#Z £ , XZEAFREBETERARERD IP it Z 255 (SSH)
HE. ERBEFNRZLE , FEZCSRETUTURESRRERLEN KRB RO,

EEMAIR—EAmazonEQ2EFIHmHR , HMAIE —{ECreateSecurityGroupRequest¥I#H &
M. TGettingStarteds MEZLMEEANER, RABREMFAAec2. createSecurityGroupAPI £l
8.

ERAHENRE , RPAIE—EipPermission¥ R IP it EEEERE A4t 5 E 4 74889 CIDR
R IP it ERY T/100 BRBRTEE IP it 8, RMBEEEipPermission¥I#4HEE TCP HE
MEHENO 22 (SSH), HESBEFHec2.authorizeSecurityGroupIngressERFINZ £ HY
ZB#WEMipPermission¥#,

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Create a new security group.

try {
CreateSecurityGroupRequest securityGroupRequest = new

CreateSecurityGroupRequest("GettingStartedGroup", "Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

}

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security
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// Group by default to the ip range associated with your subnet.

try {
InetAddress addr = InetAddress.getlLocalHost();

// Get IP Address

ipAddr = addr.getHostAddress()+"/10";
} catch (UnknownHostException e) {
}

// Create a range that you would like to populate.
ArraylList<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP

// from above (e.g. ssh traffic).

Arraylist<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest("GettingStartedGroup",ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has
// already been authorized.
System.out.println(ase.getMessage());

[a

AR, BRFETHEF X, IRV HFNEZEER,

&1 0] LLE FHAWS Toolkit for Eclipse. 2B EEZ £ EHAWS Cost ExplorertlFHBFHHENR |, 5
%

A\l

HER 3 IREM Sport 555K

BHEIER Spot FFR , BELAFEVEHITERBAVEE., Amazon #ERRE (AMI) , AR EBEERRY
REEH, LELARRMALEENZ2EE , TREEARENHTERE.

HEERFE . Amazon EC2Spot Instances 86


https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/tke-sg.html

AWS SDK for Java 1. 1x R ABIER

EZEHTEBEREAMHEE ; EFAmazon EC2ERIIRNIATERBER, £4AHESP , BMISE

A t1.micro , ERATANREENEFIEE, ETR , RASEEAZERAN AMI BE, RASER

AMI-a9d09ed1 , EEREMmBAHRER AT AN KA EEE Linux AMI, RIHE AMI T REEFEERE
HHEBMKE , BEBRTUNEBUA TS REERITRAL AMI :

1. BABX Amazon EC2 E£i2 A,
2. BERMBHITER R,

. E—REBEOETRTHN AMI, AMI ID FIEEE AMI ZEE8, RNE , B SUE
FiDescribeImagesAP| , ERFAZT S ERBEHAHBRENEEE,

Spot HITEBNWHERZELN ; FENGEEL ZNVHE K CRIEFHELITEEN HESR
Ao N@ , ERAE , BMABER=BE RNVEE : HERER , MBRARNERERES ; REHER
KNEEMHESRS ; BRUEEZFURNEBESERE,

- BEERAEZSHTERESTUMREETE K FSERBHNRIERXNEETH. A , EEFRKE
BHNEREHEELE, FEEEERRREUNEREERTEENRATHRLRE, BAUER AWS
Management Console I Amazon EC2 AP| 8 E#TEIEEEM Spot BE B, WFEFMENR , &
Z &R Spot B ER. R—ERENTAREAS MEMBENHTERERNERERE , £
HEEMEZERAR

« BT ELE Spot ERREER LR (MEREFNTERAER). BMEERN—X1E Spot ERT
LIBTE#IT , B —REANERFETHIF,

- HE , BALUEEREEA Spot MTEBXANEE UBFEIATERESNESLLRTR, XFTEW
ER —EFAMNBRESBECSRPBBVATER, NREBEENES , B Spot H1T{E
EgERE, (RMERB\UMEEBREHEEBHET. )

c PRABRXNBEREEENSHER —EEITHNEREEEEER. ERTHLERERNEE ,
MEZBAEREAZ D, BETHHITEREEN Spot BELERR , LEFHENEERBKA
SHEABEBLERGEROEE. EREYTUARAHENGX , BERFECEBMELEIT , B Spot B
HEKE) , 3 Spot ERERER HER

- REEGEERELTESN  CEEENNENRE  BEAEBREENTERIGE, EETHUTE
RBER Spot BLERER , CEFHESNELERNEHE  WERREZEBTENHE , XFEE
BEEITRAL,

HEEREBEENHESHER , BTLER Spot MTEET. EUKBRES , RS HEHRSRRE
FHEM (0.03USD) , IHEALEITHERNEER, S UK BT AE/TERMNER N TERNEE
FE® , AR E R Amazon EC2EEHEHE. # Spot MIITEERMITHNERKE , BEFEXNE
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M H Spot B1&, Spot FITEEMEIEH Amazon EC2 #IE , A%1B1E Spot BIITERBENER
HHEEBRZHRAE, BEJUEEMES Spot T EBX TN, UBEEHTEERESNE
SRR, BEEFER Spot BTER K BRAZEFALZAEENSHERNEHHE, BRMOKER
JRequestSpotInstanceRequest¥It, BFRYUHZELBHBNBTERMEMHE. A, &
FEERRELaunchSpecification , HAESEHTERER, AMIID REBEEFANLLEHR, EXH
K& , B A requestSpotInstances’iEAmazonEC2Client ¥k, LA T &I REM{TZES
Spot #1TER.

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1l));

// Setup the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specifications to the request.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);

ETHEX BB Spot HITEEFER. EEHMAXARESLEM Spot FR. NMFFHMENA ,
EFEHEERE - B Amazon EC2Spot 55 3R & B 8 RequestSpotinstances 8 Bl 1 HIAWS SDK for
JavaAP| &%,
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® Note

B FEEREMHTERIITH Spot MITERINER , RiItEEEBUEFIARERMK LS
RENAAETER , U EEENER,

HER 4 ¥IE &M Spot B 2RRE

EE  RMBRERERE , SREE Spot FRAA TEE, Rk, BETRE—RBSR. ERERE
SERIAREE | PG ER#EdescribeSpotinstanceRequests 3% | L)\HS(?%,.,\EE"'?EE#EEE’J Spot 5K ID,

ESR2 hAIENER ID BAREMMW requestSpotInstancesiER. LA £ 4172 =\ 15 = 83 a0
ffrequestSpotInstancesZEN A CMEF ArraylList,

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// Setup an arraylist to collect all of the request ids we want to
// watch hit the running state.
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add all of the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

EEREZNERID, nﬁﬁﬁﬁﬁdescribeSpotInstanceRequestsJ'v"}f DHEERROME, RER
REZBERTER "TH. R, FEE  RAMEROMRERR "HFHL , M2 ES, RE, BAW

RENBRBYFTEBE , FRTUEZEA "HA, . TEANKRBERERME T SENMATRLEKN
FHER,

// Create a variable that will track whether there are any
// requests still in the open state.
boolean anyOpen;

do {
// Create the describeRequest object with all of the request ids
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// to monitor (e.g. that we started).

DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();

describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false - which assumes there
// are no requests open unless we find one that is still open.
anyOpen=false;

try {
// Retrieve all of the requests we want to monitor.

DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all in

// the active state.

for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we attempted
// to request it. There is the potential for it to transition

// almost immediately to closed or cancelled so we compare
// against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;

}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out of
// the loop. This prevents the scenario where there was
// blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.

Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.

}
} while (anyOpen);
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BITHARR SRR ERENBEREETRIAR  HREAHIRR, EEMERRT , RAEHT
PEESNITT—ELSR  LUEEMAEEEPHNFERNE EREHTHRHAITER,

HER 5 JEBRIEH Spot 53K Spot FITEESE

B#% , BHAFEEEREAMVBRNFATER. BUEEARTEBERIFFEENR LEARTEE, R
BUHE ’EjtTﬁ%%JJ:ME’ﬁMﬂIEIE* M ERHEEEERTHNE, NREKRIEBHNHITER , 280
Spot FERTTREEECE , BEBOERT , GRNREEFARAHEN AN | BEIKILEHNHITHE
RETEZUFELEFETENELE, At , REFNAFRXRBCEHFIBERTHNHRENKR LMERTHNH
1T{ERE.

TR GRS NMABUE BB R

try {
// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest =

new CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);

ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

ERIEFARERNNEDS , FEEEMBEMNEREEBNVES ID. TENREBRAFEARMBER
AT RESIEEN| , WHRMT —@ArraylList , RPIEE P FE/MEdescribeInstance @&,

// Create a variable that will track whether there are any requests
// still in the open state.

boolean anyOpen;

// Initialize variables.

Arraylist<String> instancelds = new ArraylList<String>();

do {
// Create the describeRequest with all of the request ids to
// monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);
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// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all
// in the active state.
for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we
// attempted to request it. There is the potential for
// it to transition almost immediately to closed or
// cancelled so we compare against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true; break;
}
// Add the instance id to the list we will
// eventually terminate.
instancelds.add(describeResponse.getInstanceld());
}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out
// of the loop. This prevents the scenario where there
// was blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);

} catch (Exception e) {
// Do nothing because it woke up early.

}
} while (anyOpen);

EAFREArrayListEA T HREXBH BRE LA EEETHHITER.
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try {
// Terminate instances.
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

BEWRE

ABTESE—Y , BMARET EFARNERNSEE , e TRMAERNITELE : YRt EC2 &
P, BRXHRERER, BEREBRMABTHBERAITRRE  UREEEMEENRERRNEEE
B, BPRIET —EE ARequestsHITIELEE,

EMERIZT —ElGettingStartedApp® , EE—RBEXFZ% , ZMMTSHRREAR, EBREH ,
B a{tRequest s, FMIIRR Spot HITEBEER. A% , RMEETHERERESR HESH,L R
RE, B, BRMSERERNEN,

5511 55 B SRR SRS AT 4 GitHube

REZ | ERIM T TRBREREHE4IAPIEIE. AWS SDK for Java.
®RIESR

BEETHEERE | R Amazon EC2Spot 55 R B,

HEERTE ;| #FAmazon EC2Spot s8R EE

Amazon EC2EBEBRE A /A H R EHMN EEAmazon EC2EE W ETELEN , RELNHERB
EBISpot B#. Amazon EC2IRIBHENFEREHESREEK, WFE Spot MITEBNFMENR , B
B35 [E R 1T {82 B9 Amazon EC2Linux 1T A EIERE,

TORIRAF

EEFRAAHBERE  BNUBAEBAWS SDK for Java , I B EmEHERN LEATIRIEH.
EAWS SDK for Javald T fRE¥4AE o

s
¢
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RN NPt

HEMAERALREARHES  EFEREAWSEAER, F2RAREAWSEEREN EEEEE I
F AT B ER B E A

@ Note
BEGERAMAFRMELE, WEFAER , F28 ") EMAWSHETIAMEAE.

RELERBFEACHRE  TRBEARHHRRE.
REXEEA

ZEEAEABARHNAS  TERHAFELNTERNRE, MEBEAT , RBEFFIAEENRE
%E LeﬂﬂiFEﬂ TCP O EWFIAEA IP REMSHIELE, Rt , HFRXBREFR 28 , ZFIH

—ERFLENRIERENZ B, ERHED , RFIERIE—ERA GettingStarted Starty 8
ﬁﬁéﬁaﬁ , ZE2EAFRAETEAREFN IP utHR£/3R (SSH) RE. EREFNET2E , &
FEQEREMTUTURES ARELZLENRB R

EREMLIZEANazZoNECQ2EFImE R , HMEIE —ECreateSecurityGroupRequest¥YIHHNE R,
MGettingStartedy MZE£MHBHANWER, AEZMFAMec2. createSecurityGroupAPI XREIE
#H.,

ERAEZENRE , RPAIE —@ipPermissionH R IP it SIEERE A AT EH BN
CIDR R ; IP st EBY 7/10) BBRRTIEE IP it B F4#8, RIFIEEEipPermission¥4-Ed
TCP BEMImO 22 (SSH) B, BT BEWREMMec2 .authorizeSecurityGroupIngressEa
ML LENBBMipPermission¥ ¥,

(UTRBHERMES —EHEPEANRBER. )

// Create the AmazonEC2Client object so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withCredentials(credentials)
.build();

// Create a new security group.
try {
CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest("GettingStartedGroup",
"Getting Started Security Group");
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ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security Group
// by default to the ip range associated with your subnet.
try {
// Get IP Address
InetAddress addr = InetAddress.getlLocalHost();
ipAddr = addr.getHostAddress()+"/10";
}
catch (UnknownHostException e) {
// Fail here...

// Create a range that you would like to populate.
ArraylList<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP from

// above (e.g. ssh traffic).

Arraylist<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest(
"GettingStartedGroup",ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
}
catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has already
// been authorized.
System.out.println(ase.getMessage());
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}
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.
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ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest =
new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");

requestRequest.setInstanceCount(Integer.valueOf(1));

// Set the type of the bid to persistent.
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requestRequest.setType("persistent");

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set the valid start time to be two minutes from now.
Calendar cal = Calendar.getInstance();
cal.add(Calendar.MINUTE, 2);
requestRequest.setValidFrom(cal.getTime());
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// Set the valid end time to be two minutes and two hours from now.
cal.add(Calendar.HOUR, 2);
requestRequest.setValidUntil(cal.getTime());

// Set up the specifications of the launch. This includes
// the instance type (e.g. tl.micro)

// and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon

// Linux AMI id or another of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType("tl.micro");

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));
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// Set the launch group.
requestRequest.setLaunchGroup("ADVANCED-DEMO-LAUNCH-GROUP");

// Set up the specifications of the launch. This includes

// the instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the availability zone group.
requestRequest.setAvailabilityZoneGroup("ADVANCED-DEMO-AZ-GROUP");

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
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// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

&R LAR Spot HTERIEECEENTAE. TIENBEHIRENFARET AR

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);
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// Set up the availability zone to use. Note we could retrieve the

// availability zones using the ec2.describeAvailabilityZones() API. For
// this demo we will just use us-east-1la.

SpotPlacement placement = new SpotPlacement("us-east-1b");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the placement group to use with whatever name you desire.
// For this demo we will just use "ADVANCED-DEMO-PLACEMENT-GROUP".
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SpotPlacement placement = new SpotPlacement();
placement.setGroupName("ADVANCED-DEMO-PLACEMENT-GROUP");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

BEERIE | MR Amazon EC2Spot R EE 103



AWS SDK for Java 1. 1x IR ABIER

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Create the block device mapping to describe the root partition.
BlockDeviceMapping blockDeviceMapping = new BlockDeviceMapping();
blockDeviceMapping.setDeviceName("/dev/sdal");

// Set the delete on termination flag to false.
EbsBlockDevice ebs = new EbsBlockDevice();
ebs.setDeleteOnTermination(Boolean.FALSE);
blockDeviceMapping.setEbs(ebs);

// Add the block device mapping to the block list.
Arraylist<BlockDeviceMapping> blockList = new ArraylList<BlockDeviceMapping>();
blockList.add(blockDeviceMapping);

// Set the block device mapping configuration in the launch specifications.
launchSpecification.setBlockDeviceMappings(blockList);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
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ec2.requestSpotInstances(requestRequest);
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// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// A list of request IDs to tag
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());
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// The list of tags to create
ArraylList<Tag> requestTags = new ArraylList<Tag>();
requestTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_requests = new CreateTagsRequest();
createTagsRequest_requests.setResources(spotInstanceRequestlIds);
createTagsRequest_requests.setTags(requestTags);

// Tag the spot request

try {
ec2.createTags(createTagsRequest_requests);

}

catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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boolean anyOpen; // tracks whether any requests are still open

// a list of instances to tag.
Arraylist<String> instancelds = new ArraylList<String>();

do {
DescribeSpotInstanceRequestsRequest describeRequest =
new DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);
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anyOpen=false; // assume no requests are still open

try {
// Get the requests to monitor
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// are any requests open?
for (SpotInstanceRequest describeResponse : describeResponses) {
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;
}
// get the corresponding instance ID of the spot request
instancelds.add(describeResponse.getInstanceId());

}

catch (AmazonServiceException e) {
// Don't break the loop due to an exception (it may be a temporary issue)
anyOpen = true;

}
try {

Thread.sleep(60*1000); // sleep 60s.
}

catch (Exception e) {
// Do nothing if the thread woke up early.

}
} while (anyOpen);

BE , SO UREERENEM

// Create a list of tags to create
Arraylist<Tag> instanceTags = new ArraylList<Tag>();
instanceTags.add(new Tag("keynamel", "valuel"));

// Create the tag request
CreateTagsRequest createTagsRequest_instances = new CreateTagsRequest();
createTagsRequest_instances.setResources(instancelds);
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createTagsRequest_instances.setTags(instanceTags);

// Tag the instance

try {
ec2.createTags(createTagsRequest_instances);

}

catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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try {
CancelSpotInstanceRequestsRequest cancelRequest = new

CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);
ec2.cancelSpotInstanceRequests(cancelRequest);

} catch (AmazonServiceException e) {
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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try {
TerminateInstancesRequest terminateRequest = new
TerminateInstancesRequest(instancelds);
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ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.InstanceType;

import com.amazonaws.services.ec2.model.RunInstancesRequest;
import com.amazonaws.services.ec2.model.RunInstancesResult;
import com.amazonaws.services.ec2.model.Tag;

Code

RunInstancesRequest run_request = new RunInstancesRequest()
.withImageId(ami_id)
.withInstanceType(InstanceType.T1lMicro)
.withMaxCount(1)
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.withMinCount(1);
RunInstancesResult run_response = ec2.runInstances(run_request);

String reservation_id =
run_response.getReservation().getInstances().get(@).getInstanceld();

B # 1T {EIRE

i@ Amazon EC2E s , FRAEHEEEEF s startInstancesHE , AHIE

fitStartinstancesRequest , HH IS EMEBNHTER 2 ID,

PEA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StartInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StartInstancesRequest request = new StartInstancesRequest()
.withInstancelds(instance_id);

ec2.startInstances(request);

A2 TR,

=L E T E RS

EEFIEAmazon EC2EfHIH , FRAAEH T EBEEFiwstopIlnstanceshiE , AHRE

fitStopInstancesRequest , EF B EEF LW TEREZ D,

EA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

& Amazon EC2 11T {EEE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StartInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StopInstancesRequest.html
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import com.amazonaws.services.ec2.model.StopInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StopInstancesRequest request = new StopInstancesRequest()
.withInstancelds(instance_id);

ec2.stopInstances(request);

A2 TR,

EXRE HITERE

EEZEHME Amazon EC2EHIH , BAASHT BBEF KN rebootInstancesiiE , AHE
fitRebootInstancesRequest , EF T EEZEH MBI EHIN 1D,

BEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.RebootInstancesRequest;
import com.amazonaws.services.ec2.model.RebootInstancesResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

RebootInstancesRequest request = new RebootInstancesRequest()
.withInstanceIlds(instance_id);

RebootInstancesResult response = ec2.rebootInstances(request);

iR #1TERE

& EY HIRM B 1T{EEE | 5522 3 DescribelnstancesRequestt B E &2 ¥ 58 BB & F i
MdescribeInstanceshit. EHIRE DescribelnstancesResult¥I# , &7 LAGE A b ¥4 51
Amazon EC2#1T{EEE,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RebootInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/RebootInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesResult.html
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BITERKERESE,. SEREHERFY startInstances , AUMBHTER. HE5H

HEIT(EEE , M BELEMWDescribeInstancesResul tEAlgetReservations' method, and

15

y 70N

then call ‘getInstancesE&EEIREREWH.

PEA

import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonEC2 ec2
boolean done = false

services.
services.
services.
services.
services.
services.

ec2.
ec2.
ec2.

ec2

ec2.
ec2.

AmazonEC2;
AmazonEC2ClientBuilder;
model.DescribelInstancesRequest;
.model.DescribeInstancesResult;
model.Instance;
model.Reservation;

= AmazonEC2ClientBuilder.defaultClient();

.
’

DescribeInstancesRequest request
while(!done) {
DescribeInstancesResult response = ec2.describelnstances(request);

for(Reservation reservation
for(Instance instance

System.out.printf(

Ir

= new DescribeInstancesRequest();

response.getReservations()) {
eservation.getInstances()) {

"Found instance with id %s, " +

"AMI

Iltyp
"sta

%s, " +
e %s, " +
te %s " +

"and monitoring state %s",
instance.getInstanceId(),
instance.getImageId(),
instance.getInstanceType(),
instance.getState().getName(),
instance.getMonitoring().getState());

request.setNextToken(response.getNextToken());

if(response.getNextToken()

done = true;

null) {

& Amazon EC2 11T {EEE
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Reservation.html
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}

BREDH ; B SERMHNgetNextTokenFERINEIRBERE RMWsetNextToken5 ik
REBEETXFAHdescribeInstances.,

ES TR,
ERyTERE

& LLEE# Amazon EC2 #TEEMZEEM , flin CPU MAEREFA X, A ERE AR R
B, BEE—F THRHTERER  FS2EAmazon EC2H M Amazon EC2Linux #{T{EE A E S
28

ERKRERES , B AARIEMonitorinstancesRequest , WASEE R o S/TEREM ID B , REKH
BEREETEREF HNmonitorInstances %o

A

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.MonitorInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

MonitorInstancesRequest request = new MonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.monitorInstances(request);

ES TR,
FLEHTEEERE

EEIEEREH | FBAIZEUnmonitorinstancesRequest , SAMEIEEEIE 2 H{TEE 2 ID , RAERSHEERS
BHTEREFwmAunmonitorInstancesF %o

PEA

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

EIE Amazon EC2 #{T{H#E 113


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeInstances.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/MonitorInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/UnmonitorInstancesRequest.html
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import com.amazonaws.services.ec2.model.UnmonitorInstancesRequest;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

UnmonitorInstancesRequest request = new UnmonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.unmonitorInstances(request);

 Runlnstances #yAmazon EC2AP| 2%

« DescribelnstancesH #JAmazon EC2API &%
« Startinstancesf#JAmazon EC2AP| &%

+ StoplnstancesA#Amazon EC2API &%

« Rebootlnstances# #Amazon EC2AP| &

« MonitorlnstancesH #Amazon EC2API &

« Unmonitorinstances# #JAmazon EC2API &%

Eh{EAEM IP it Amazon EC2

EC2-EH# IE IR IR

/A Warning
KIS 2022 & 8 A 15 B K EC2-Classic, E&HE X EC2-Classic B ZE VPC, E:
MMEER |, 5528 Amazon EC2 A E R Amazon EC2 FRHEEEHHNHR EC2 BERER
2| VPC, ZHESREENE EC2-&H L MPMK FEEIRIK — 548 2 %4,

FoESEME IP bk

HREREMN IP iy, B — B ERERIRS , BEERENIATERIMIRNEEILE
Bt
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RunInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_MonitorInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_UnmonitorInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/vpc-migrate.html
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
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BEOBEM IP it

EEAEEMGER (#88 EC2 = VPC ) WAllocateAddressRequest¥ 5 58 F

mEBEFiKMNallocateAddressHiE,

IR B B AllocateAddressResult@ & —AssociateAddressRequestf@ 28t ID , B AERA A i EE

GIEEREE | HIERAS D E ID FMEH ID B4 AmazonEC2Client A%, associateAddress

A

import
import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonEC2 ec2

AllocateAddressRequest allocate_request

services.
services.
services.
services.
services.
services.
services.

ec2.
ec2.
ec2.
.model.AllocateAddressResult;
ec2.
ec2.
ec2.

ec2

AmazonEC2;
AmazonEC2ClientBuilder;
model.AllocateAddressRequest;

model.AssociateAddressRequest;
model.AssociateAddressResult;
model.DomainType;

AmazonEC2ClientBuilder.defaultClient();

.withDomain(DomainType.Vpc);

AllocateAddressResult allocate_response

new AllocateAddressRequest()

ec2.allocateAddress(allocate_request);

String allocation_id = allocate_response.getAllocationId();

AssociateAddressRequest associate_request

new AssociateAddressRequest()
.withInstanceId(instance_id)
.withAllocationId(allocation_id);

AssociateAddressResult associate_response

ec2.associateAddress(associate_request);

B TEEEN,
HIREM P #hk
By H o EAEHNRSHYEM 1P bt |

—DescribeAddressesResult{d ,

o

0N

AR EBREFIHBN AL, describeAddressesE&EE
AL A RIS REIRSE E58M IP (1A Address Y4B EE,

=R FATEM IP #h3k Amazon EC2

115


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AssociateAddressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/AllocateAddress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAddressesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
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A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.Address;

import com.amazonaws.services.ec2.model.DescribeAddressesResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeAddressesResult response = ec2.describeAddresses();

for(Address address : response.getAddresses()) {
System.out.printf(

"Found address with public IP %s, " +
"domain %s, " +
"allocation id %s " +
"and NIC id %s",
address.getPublicIp(),
address.getDomain(),
address.getAllocationId(),
address.getNetworkInterfaceId());

ESBEEEH,
BHGEM P it

ERERGEM IP ik |, 5558 AmazonEC2Client BireleaseAddressiiE | HERE

#aReleaseAddressRequest@ & ER KAV EM IP kA2 B ID,

BEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.ReleaseAddressRequest;
import com.amazonaws.services.ec2.model.ReleaseAddressResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

=R FATEM IP #h3k Amazon EC2
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAddresses.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/ReleaseAddressRequest.html
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ReleaseAddressRequest request = new ReleaseAddressRequest()
.withAllocationId(alloc_id);

ReleaseAddressResult response = ec2.releaseAddress(request);

EEBHENE IPViteR , CEBHREAWSIPUIER , cREBAEEEFER, FESLEFEN
DNS SR8 AR Bzt ut BAAN AR RNEE, MRBEZRENCKEEMEM 1P it | IR
e ot s —Eibit | Bl€UE|AuthFailuretEER{EE AWS IRF,

MR IEAEH EC2-Classic S FEF% VPC , B HE M IP thut & B 848 H 810 2 BBV =
TEBECHER ., EETEHMGEMY IP titBER TECHER K BEATEEREFIRNG

%. disassociateAddress

MRERFEAIETER VPC , EEXABLZEM IP k5l , BMABELMEA disassociateAddress #§
HEUEEHB, A8, Amazon EC2 IRE—{E#75 ( InvalidIPAddress. InUse).

mERTEH.
SHREH

Linux #4171E#8 Amazon EC2 EA &R AYEM IP fusk
AllocateAddressTE Amazon EC2 APl 2Z &l
DescribeAddresses?E Amazon EC2 APl & & ¥/
ReleaseAddressfE Amazon EC2 AP| & & $|

F A EEEA A EE
R & 15

EEHEARFTANES , FRUESHEEEEEFHNdescribeRegionsHik, H&E
[ElDescribeRegionsResulte FEMHEE Y4 getRegions HEMEMEBRREEEEM Region Y4F

[=T-]
o

EA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeRegionsResult;
import com.amazonaws.services.ec2.model.Region;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/ReleaseAddress.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AllocateAddress.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ReleaseAddress.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeRegionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Region.html

AWS SDK for Java 1. 1x IR ABIER

import com.amazonaws.services.ec2.model.AvailabilityZone;
import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

Code

DescribeRegionsResult regions_response = ec2.describeRegions();

for(Region region : regions_response.getRegions()) {
System.out.printf(
"Found region %s " +
"with endpoint %s",
region.getRegionName(),
region.getEndpoint());

SRR,
130 7] F [

EEMHARFSEATANTAES , FRUSHEESEEF KN describeAvailabilityZonesh
%o HE&EEDescribeAvailabilityZonesResult, FEILE getAvailabilityZones FEMEEBRRSE
fE7 A EEH AvailabilityZone Y4B EE,

N

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

Code

DescribeAvailabilityZonesResult zones_response =
ec2.describeAvailabilityZones();

for(AvailabilityZone zone : zones_response.getAvailabilityZones()) {
System.out.printf(
"Found availability zone %s " +
"with status %s " +
"in region %s",
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAvailabilityZonesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AvailabilityZone.html
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zone.getZoneName(),
zone.getState(),
zone.getRegionName());

BT EEH,
Py

EEHREHIRS  FHUESEEEEEF KN describeAccountAttributeshiE, EEFES
f&[EDescribeAccountAttributesResult¥l . ALY getAccountAttributes HEREE
AccountAttribute ¥1#FHIEE . B LAUZE —&EFFE LB AccountAttribute ¥4

BELUEIB A AccountAttribute ¥R BV getAttributeValues FERIMEBEIRENBME, LbF
EEEE AccountAttributeValue YIHFHBE, B UZ—EFE _EFELUETRBYE BE2ETY
R IREH).

PEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AccountAttributeValue;

import com.amazonaws.services.ec2.model.DescribeAccountAttributesResult;
import com.amazonaws.services.ec2.model.AccountAttribute;

import java.util.lList;

import java.util.lListIterator;

Code

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

try{
DescribeAccountAttributesResult accountResults = ec2.describeAccountAttributes();
List<AccountAttribute> accountList = accountResults.getAccountAttributes();

for (ListIterator iter = accountlList.listIterator(); iter.hasNext(); ) {

AccountAttribute attribute = (AccountAttribute) iter.next();

System.out.print("\n The name of the attribute is
"+attribute.getAttributeName());

List<AccountAttributeValue> values = attribute.getAttributeValues();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAccountAttributesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttributeValue.html
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//iterate through the attribute values

for (ListIterator iterVals = values.listIterator(); iterVals.hasNext(); ) {

AccountAttributeValue myValue = (AccountAttributeValue) iterVals.next();

System.out.print("\n The value of the attribute is
"+myValue.getAttributeValue());

}
}
System.out.print("Done");
}
catch (Exception e)
{
e.getStackTrace();
}

520 GitHub LR &4,

« [EiF 8 A F[EiEHHAmazon EC2Linux B{TERBFEAEIESE
+ DescribeRegionsH #yAmazon EC2AP| &Z
« DescribeAvailabilityZones Ry Amazon EC2AP| &%

£ Amazon EC2 £i8¥
Byeigy

EEEVEN key pair , FRWUF B FBEEFincreateKeyPair FEI#E
BiCreateKeyPairRequest , EH B EHRBN B,

PEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.CreateKeyPairRequest;
import com.amazonaws.services.ec2.model.CreateKeyPairResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateKeyPairRequest request = new CreateKeyPairRequest()

i Amazon EC2 &i8%
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAccount.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRegions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAvailabilityZones.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
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.withKeyName(key_name);

CreateKeyPairResult response = ec2.createKeyPair(request);

SUTERTEGH
PG oE - )

EEYHZNREREEHEBENR , MW Amazonec2Client f9describeKeyPairsiii. HEE
[EDescribeKeyPairsResult , & A[@IBF I EHgetKeyPairs & , EEKeyPairlnfo¥l 4

EA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeKeyPairsResult;
import com.amazonaws.services.ec2.model.KeyPairInfo;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeKeyPairsResult response = ec2.describeKeyPairs();

for(KeyPairInfo key_pair : response.getKeyPairs()) {
System.out.printf(
"Found key pair with name %s " +
"and fingerprint %s",
key_pair.getKeyName(),
key_pair.getKeyFingerprint());

BUTERTESH,

i B < S

EME key pair , BERAEHELDEREFFiENdeleteKeyPair 5k |, BHEE—
fEDeleteKeyPairRequest , HHZEEMIERHY key pair BV &,

FEA

import com.amazonaws.services.ec2.AmazonEC2;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateKeyPair.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeKeyPairsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPairInfo.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeKeyPairs.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteKeyPairRequest.html
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DeleteKeyPairRequest;
import com.amazonaws.services.ec2.model.DeleteKeyPairResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteKeyPairRequest request = new DeleteKeyPairRequest()
.withKeyName(key_name);

DeleteKeyPairResult response = ec2.deleteKeyPair(request);

BUTERTESS,
A

Amazon EC2& & ¥ 9 Amazon EC2Linux {T{EEFER &SR
CreateKeyPairfif#yAmazon EC2AP| &

DescribeKeyPairs# #YAmazon EC2AP| &

DeleteKeyPairff #§Amazon EC2API &

1£ Amazon EC2 F{ER L £ B4R
ByZeBiE

ERE—ER4til K BEACSEREBNREEEF
imCreateSecurityGroupRequestfycreateSecurityGroup A &5,

A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

1£ Amazon EC2 RER R £
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteKeyPair.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateKeyPair.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeKeyPairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteKeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
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CreateSecurityGroupRequest create_request
CreateSecurityGroupRequest()
.withGroupName(group_name)
.withDescription(group_desc)
.withVpcId(vpc_id);

CreateSecurityGroupResult create_response

ec2.createSecurityGroup(create_request);

AORETEEN,
REZEAE

L2 FHE T LAE K2R Amazon EC2 #11TERE LAVEA (B A) MEH ()

new

EERMARAFIEELSMEME , 55FH AmazonEC2ClientauthorizeSecurityGroupIngress
i, Bt e MEAN B BUREEREAuthorizeSecurityGrouplngressRequest¥I# H 18 RIG E N 1F

EUR Bl (IpPermission). MA T EEHIGREA NI IP FF Al #Ti8 ER L EHE,

A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

Code

IpRange ip_range = new IpRange()
.withCidrIp("0.0.0.0/0");

IpPermission ip_perm = new IpPermission()
.withIpProtocol("tcp")
.withToPort(80)

.withFromPort(80)
.withIpv4Ranges(ip_range);

IpPermission ip_perm2 = new IpPermission()
.withIpProtocol("tcp")
.withToPort(22)
.withFromPort(22)
.withIpv4Ranges(ip_range);

1£ Amazon EC2 FfE iR &8
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupIngressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html

AWS SDK for Java 1. 1x IR ABIER

AuthorizeSecurityGroupIngressRequest auth_request = new
AuthorizeSecurityGroupIngressRequest()
.withGroupName(group_name)
.withIpPermissions(ip_perm, ip_perm2);

AuthorizeSecurityGroupIngressResult auth_response =
ec2.authorizeSecurityGroupIngress(auth_request);

EERBHBAFFEERS MBI | AuthorizeSecurityGroupEgressRequest5#E AmazonEC2Client
MauthorizeSecurityGroupEgress iz R EELHNESR,

ASRTEEN,
i pukge 3 |

EERENZLERERNEBEMNES , A AmazonEC2Client
MdescribeSecurityGroupskit. ©iR[E—1E DescribeSecurityGroupsResult , A LAUBBFE A
HgetSecurityGroupsHERFBRLMINRNET LB , B F EIRE SecurityGroup ¥ K 51
e

FEA

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeSecurityGroupsRequest;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsResult;

Code

final String USAGE =
"To run this example, supply a group id\n" +
"Ex: DescribeSecurityGroups <group-id>\n";

if (args.length != 1) {

System.out.println(USAGE);
System.exit(1l);

String group_id = args[Q];

A2RTEEN,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSecurityGroupsResult.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/ec2/model/SecurityGroup.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeSecurityGroups.java
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iR = & EH4E

EfirL £ , 55FA AmazonEC2Client BideleteSecurityGrouphst , S EHEER
‘@DeleteSecurityGroupRequesta EfI BRI Z £/ 1D,

A

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DeleteSecurityGroupRequest;
import com.amazonaws.services.ec2.model.DeleteSecurityGroupResult;

Code

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest()
.withGroupId(group_id);

DeleteSecurityGroupResult response = ec2.deleteSecurityGroup(request);

ﬂlh

SRTEHEL
A&

+ Amazon EC2Linux #{T{B#Amazon EC2fE A BTN L £ & E

* £ Linux B{T{ER A Amazon EC2ERE BB IR Linux FITEBNBARE
+ CreateSecurityGroupfEAmazon EC2 AP| &Z &R+

+ DescribeSecurityGroupsfEAmazon EC2 AP| &Z & ¥l

+ DeleteSecurityGroupfEAmazon EC2 AP| && & #l

+ AuthorizeSecurityGrouplngressfEAmazon EC2 API & & ¥l

IAM 545 £ F§AWS SDK for Java
AEHREFEEEXNEHIAMBIRFERAAWS SDK for Java.

AWS Identity and Access Management(IAM) AI R Z £ iR HAWSREFE R, BAILUEB IAM 2
VREBAWSHEAENE , YEARTEFIRAFMNEBEFIMAWSHER., MF IAM WTEIER ,
ASBIAVEREIEE.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteSecurityGroup.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://aws.amazon.com/iam/
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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® Note

HHEQETEBEERMAENERNE. GitHub IRHUTEREXIFTEHN, BAURBETHE
—FIERERYSRTEERTAE , DEEEENATHRREESL,

ES|

. BB IAM FEIEE

EEIAM EAE

£ IAM IR BI&

BE IAM BE

RE IAM Al PR B

EIE |AM FEL £ 8

BYFHER

EAIZ IAM SRR

FCreateAccessKeyRequest#¥l {4,

AR EES M EEE P ikcreateAccessKey &S

CreateAccessKeyRequestEMERBENE-—EBHRARAF,E , 3—ERE688. WREEANRE
FEZETMSBE , AKAFEAwithUserNamesetter 5% , B CEE A createAccesskeyFit,

BEA

import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.CreateAccessKeyRequest;
identitymanagement.model.CreateAccessKeyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccessKeyRequest request

.withUserName(user);

= new CreateAccessKeyRequest()

EE IAM FELE R
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccessKeyRequest.html
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CreateAccessKeyResult response = iam.createAccessKey(request);

E2E GitHub LW TTE &,
I HEFEEREE

EEHHBEFERAENEIRSIE | BEUListAccessKeysRequest¥lF , EFEEEJNHESBNER
EBE  RBEEBZVHEEREUTEEYHEER KM 1listAccessKeysH %o

(® Note
MRERZEKAFBIRMIBListAccessKeys , EHRERFIHEAWS IRF | BT @R,

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AccessKeyMetadata;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysRequest;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;

ListAccessKeysRequest request = new ListAccessKeysRequest()
.withUserName(username);

while (!done) {

ListAccessKeysResult response = iam.listAccessKeys(request);

for (AccessKeyMetadata metadata
response.getAccessKeyMetadata()) {
System.out.format("Retrieved access key %s",
metadata.getAccessKeyId());

request.setMarker(response.getMarker());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysRequest.html
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if (!response.getIsTruncated()) {
done = true;

listAccessKeys WiERE 7 H (BEMWEREHZRZ 100 EL#K). BB EgetIsTruncatedi®
EEfListAccessKeysResult¥lf , EEEHEENRERES PO ATAKER. R 2EHK , IER
FsetMarkerfEListAccessKeysRequest A& EEE T XFHAlistAccessKeys,

A2 GitHub ERYEE B,
HREUF NS SR A £ IR 6E A B

EEENMLAEAFNERNEGE K SREFHDERYHEEETFiKmgetAccessKeylLastUseds
BRI ZREBEY ID ( LA GetAccessKeylastUsedRequest i R |, & BB EEEEG B8
ID HNER.

K& BRI LMERIRE R GetAccessKeylLastUsedResultl 4 , ARS8 EXFER,

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedRequest;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetAccessKeylLastUsedRequest request = new GetAccessKeylLastUsedRequest()
.withAccessKeyId(access_id);

GetAccessKeylLastUsedResult response = iam.getAccessKeylLastUsed(request);

System.out.println("Access key was last used at: " +
response.getAccessKeylLastUsed().getlLastUsedDate());

FH2 [ GitHub M &4,
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccessKeys.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AccessKeyLastUsed.java
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=[]

BASERAENRER

& 0] LUBiB Bl UpdateAccessKeyRequest¥i & |, IR ID. TEMNAFBNATEMEE , RE

BERYHEER U SEYHERE R mMWupdateAccessKey %o
FEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateAccessKeyRequest request = new UpdateAccessKeyRequest()
.withAccessKeyId(access_id)
.withUserName(username)

.withStatus(status);

UpdateAccessKeyResult response = iam.updateAccessKey(request);

528 GitHub LW TE &,
kR FERE 8

EXAMBRHERR  FAAFUISESHERE R KNdeleteKey 5t , BHIE
#DeleteAccessKeyRequestB &R ZH ID MAF A,

(® Note

S — Bk, T BHENBFER. EEEREASER  BEBTRE , FRAER
updateAccessKey J %o

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccessKeyRequest;

BEIE IAM EHE8
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateAccessKeyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/StatusType.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccessKeyRequest.html
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import com.amazonaws.services.identitymanagement.model.DeleteAccessKeyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccessKeyRequest request = new DeleteAccessKeyRequest()
.withAccessKeyId(access_key)

.withUserName(username);

DeleteAccessKeyResult response = iam.deleteAccessKey(request);

52E GitHub LW TTE &4,
&R

CreateAccessKey7E IAM API &

« ListAccessKeys?E IAM API ZZ/F

« GetAccessKeylLastUsedfE IAM AP| & Hfy
« UpdateAccessKey#E IAM APl 2ZE 1 H)

« DeleteAccessKey7E IAM APl &y

EIE IAM FRE
BYERE

BEZREE & B MRS #HAAmazonldentityManagementClient& createUser & 18
#CreateUserRequest¥I#F , LAY IAM R &,

A

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateUserRequest;

import com.amazonaws.services.identitymanagement.model.CreateUserResult;

Code

final AmazonIdentityManagement iam =
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccessKey.java
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateUserRequest.html
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AmazonIdentityManagementClientBuilder.defaultClient();

CreateUserRequest request = new CreateUserRequest()
.withUserName(username);

CreateUserResult response = iam.createUser(request);

FSHE (FR ) WEEEFGitHUb,
Sl e &

EEJNHERFH IAM E£RE | FEYLMNFEAEListUsersRequest Wi HEEE
AmazonldentityManagementClientfJ1istUsersh %, B LEIBM MUgetUsersiEE
MYListUsersResult¥) 4 REEEUE A EFE,

listUsers BENFERAEFTES D H, B UFUEEYHE getIsTruncated 5% , BE
EREESZAHENER. RREtrue , BIFAABRERWsetMarker () 5% , KERHR
FgetMarker () EMNREEEERET.

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListUsersRequest;

import com.amazonaws.services.identitymanagement.model.ListUsersResult;

import com.amazonaws.services.identitymanagement.model.User;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListUsersRequest request = new ListUsersRequest();

while(!done) {
ListUsersResult response = iam.listUsers(request);

for(User user : response.getUsers()) {
System.out.format("Retrieved user %s", user.getUserName());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListUsersRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListUsersResult.html
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request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

RS (FR ) WEEEFGitHUb,
ERERE

EEEHFERE , F®WAmazonldentityManagementClient¥#-#updateUser 5% , ZAES S
A RS E FHEZBIE R A UpdateUserRequest ¥4,

BEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateUserRequest;

import com.amazonaws.services.identitymanagement.model.UpdateUserResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateUserRequest request = new UpdateUserRequest()
.withUserName(cur_name)

.withNewUserName(new_name);

UpdateUserResult response = iam.updateUser(request);

REH (HR ) WEEEPFGItHUb,
il BR 65 &

EEMBRFERE , deleteUseriE A EM Rz £/ & & BAmazonldentityManagementClient
#yUpdateUserRequest ¥4 &8 3R FE I EMIBREY E K

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListUsers.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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import com.amazonaws.services.identitymanagement.model.DeleteConflictException;
import com.amazonaws.services.identitymanagement.model.DeleteUserRequest;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteUserRequest request = new DeleteUserRequest()
.withUserName(username);

try {
iam.deleteUser(request);
} catch (DeleteConflictException e) {
System.out.println("Unable to delete user. Verify user is not" +

associated with any resources");
throw e;

RSH (FR ) WERZEFGitHUD,
FHAEEA

EAIAMZ ISR IAM EHE

- EEAIAMEEEDEE IAM ERAE
« CreateUserfE IAM AP| ZZ &/

« ListUsers?E IAM AP| & & ¥}

« UpdateUserfE IAM AP| & & ¥}
- DeleteUserfE IAM APl &£ &Rl H

F/H IAM IRE B

EENEAREN URL BN A AEBREMHFLHEBBIN , MEENWAWS IRF ID, AIFE
!&"\E’JEU%AWS MR

(® Note
AWSHEIRFEX R —ERF R
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteUser.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
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BAURFEIA
EEEUIRFRA , BEREE R BB CreateAccountAliasRequest ¥ 4 FEIY

AmazonldentityManagementClientfycreateAccountAliasf %,

N

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccountAliasRequest request = new CreateAccountAliasRequest()
.withAccountAlias(alias);

CreateAccountAliasResult response = iam.createAccountAlias(request);

w2 (FR ) WEEEMIGtHuUb,
Hil R Bl &
EEZHHIRFHEIR (MRA) , B AmazonldentityManagementClient B 1istAccountAliases

FEo

(® Note

EEMListAccountAliasesResult EgetIsTruncatedflgetMarker A B EMMAWS SDK
for JavaiBE HEME , ERAWS lRFEEE —EIRFEBIE.

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAccountAliasesResult;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccountAlias.java
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListAccountAliasesResult.html
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code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAccountAliasesResult response = iam.listAccountAliases();

for (String alias : response.getAccountAliases()) {
System.out.printf("Retrieved account alias %s", alias);

HSH (RE ) WEEEHGItHD,
il B i = Bl

EEMRIRENBIZ (MRA) , F™A AmazonldentityManagementClient Y deleteAccountAlias
Fik. MBRIEF BB |, BH4A M ADeleteAccountAliasRequest¥ iR HEZ T,

PEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccountAliasRequest request = new DeleteAccountAliasRequest()
.withAccountAlias(alias);

DeleteAccountAliasResult response = iam.deleteAccountAlias(request);

3

FSH (HR) HEEEHGitHub,
A E

- HAWSFEmTMIRE ID RHE5AIAM
» CreateAccountAlias?E IAM AP| & & #|
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccountAliases.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccountAlias.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
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« ListAccountAliases?E IAM APl & Z&$} &

« DeleteAccountAliasfE IAM APl 2Z& ¢

BRIE IAM BUE
= RVRIIE

BREEMHRIBER

PEA

import
import
import
import

Code

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

safECreatePolicyRequesth NEIGE FBEF B EE R F W createPolicyF &,

services
services

services.

.identitymanagement.AmazonIdentityManagement;
.identitymanagement.AmazonIdentityManagementClientBuilder;
services.

identitymanagement.model.CreatePolicyRequest;
identitymanagement.model.CreatePolicyResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreatePolicyRequest request =

new CreatePolicyRequest()

.withPolicyName(policy_name)
.withPolicyDocument(POLICY_DOCUMENT);

CreatePolicyResult response =

iam.createPolicy(request);

IAM BUR X2 JSON F& |, HRARHREFHFEE. U TEHAIRMATFEUEES DynamoDB 12 H 4%

o S o
B Ko

public static final String POLICY_DOCUMENT =

Il{ll

+

" \"Version\": \"2012-10-17\"," +

" \"Statement\":

{" +

[Il +

\"Effect\": \"Allow\"," +

\"Action\": \"logs:CreateLogGroup\"," +
\"Resource\": \"%s\"" +

}’Il +
{Il +

\"Effect\": \"Allow\"," +

BRIE IAM BUE
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreatePolicyRequest.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
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" \"Action\": [" +

" \"dynamodb:DeleteItem\",6" +
" \"dynamodb:GetItem\"," +

" \"dynamodb:PutItem\"," +

" \"dynamodb:Scan\"," +

" \'"dynamodb:UpdateItem\"" +

n ] , n +

" \"Resource\": \"RESOURCE_ARN\"" +
n }Il +

n ]Il +

"3

#F2 [ GitHub LRy EE & H,

\

ERZREEX  FREFHLI BB NERE N ingetPolicy A& |, IRHUBERM
ARN, GetPolicyRequest¥l#,

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetPolicyRequest;

import com.amazonaws.services.identitymanagement.model.GetPolicyResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetPolicyRequest request = new GetPolicyRequest()
.withPolicyArn(policy_azrn);

GetPolicyResult response = iam.getPolicy(request);

528 GitHub LI =R,
LEpiIp=R=N2E

BALVEBRAEET SRS AEEEF KA http://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles.htmi[roleattachRolePolicy’ % ARN fEAttachRolePolicyRequest,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreatePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetPolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetPolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/AttachRolePolicyRequest.html
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1x REYFREANEEE

A

import com.
import com.
import com.
import com.

Code

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.AttachRolePolicyRequest;
identitymanagement.model.AttachedPolicy;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

AttachRolePolicyRequest attach_request =
new AttachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(POLICY_ARN);

iam.attachRolePolicy(attach_request);

#F2 [ GitHub LRy EE 5,

51| H B AN ey £ S BUR

FEEFUEBTEBESHER , JIHAG LAERBEK, listAttachedRolePolicieshit., B
A ListAttachedRolePoliciesRequest ¥t , Hh BB HEBENACGER,

CallgetAttachedPoliciesfEiREIM B ListAttachedRolePoliciesResult¥4F |, LAEVSEZ BRI B

R, HWRAES

BB ; MR ListAttachedRolePoliciesResult¥#HHgetIsTruncated’

EiREltrue |, i@MAListAttachedRolePoliciesRequest¥ B setMarker AL 5 A © KA
MlistAttachedRolePolicies , AERB T~ —H#LX IR,

PN

import com.
import com.
import com.
import com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

import java.util.Arraylist;
import java.util.List;
import java.util.stream.Collectors;

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.ListAttachedRolePoliciesRequest;
identitymanagement.model.ListAttachedRolePoliciesResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesResult.html
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Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAttachedRolePoliciesRequest request =
new ListAttachedRolePoliciesRequest()
.withRoleName(role_name);

List<AttachedPolicy> matching_policies = new ArraylList<>();
boolean done = false;

while(!done) {
ListAttachedRolePoliciesResult response =
iam.listAttachedRolePolicies(request);

matching_policies.addAll(
response.getAttachedPolicies()
.stream()
.filter(p -> p.getPolicyName().equals(role_name))
.collect(Collectors.tolList()));

if(!response.getIsTruncated()) {

done = true;

}

request.setMarker(response.getMarker());

F2 8 GitHub LW TR EH,

DEEABBUR

EERBEREACGS M  BFTUSHETEERSHEERFinfdetachRolePolicyfiE ARN
£ DetachRolePolicyRequest.

A

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DetachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.DetachRolePolicyResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DetachRolePolicyRequest.html
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Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DetachRolePolicyRequest request new DetachRolePolicyRequest()
.withRoleName(role_name)

.withPolicyArn(policy_arn);

DetachRolePolicyResult response = iam.detachRolePolicy(request);

A28 GitHub ERYEE B,
AHEEA

IAM BUEBIE P IAMER &8/,

« AWSIAM KI2Z RBIAMERE B

« CreatePolicy7£ IAM API &

- GetPolicy?E IAM AP| &

- AttachRolePolicyfE IAM AP| &£ s

- ListAttachedRolePolicies7E IAM API 2%t
« DetachRolePolicy#E IAM AP| &

\

EE 1AM 7 R22 B =E

EZRMA HTTPS R , ERIZNPUNEARERLAWS | BFEE SSLTLSHARSERHE. BULER
HAWSCertificate Manager SR {E/N iR UEXN B SN BRI EESR.

BBEMER ACM 2, EENMBLNMRB[EBE. £/H ACM , BAILERER , LEETED
FEHAWSEIR |, 13 ACM RBRERIEEN. ACM BHNBEREEMN, WFE ACM NFHEERR ,
A2 RACM EAEERM.

H 15 fa AR 2R R RE

FUERNUESET B RS REREFiRNgetServerCertificate & , SSHEE—
{EiGetServerCertificateRequestEEF B A B,

FEA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DetachRolePolicy.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetServerCertificateRequest.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetServerCertificateRequest request = new GetServerCertificateRequest()
.withServerCertificateName(cert_name);

GetServerCertificateResult response = iam.getServerCertificate(request);

88 GitHub LR TR,
5| i e A 25 O

EEINHENAREEE K BFHUEBTEERSNEEEFiwMlistServerCertificates A& ,
I ¥& B ListServerCertificatesRequest, H &/ [ElListServerCertificatesResult,

IR ListServerCertificateResult ¥#4H#Y getServerCertificateMetadatalist 5
7ELAER{E ServerCertificateMetadata ¥4 HEE , SR IARRESEBENHEEENR.

ERTAESWER ; RListServerCertificateResult¥#tigetIsTruncatedF &R
Btrued , MlYListServerCertificatesRequest¥ M setMarkerFEINFEHE R
FlistServerCertificates , ABBT—#AXAWER,

A

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListServerCertificatesRequest;
import com.amazonaws.services.identitymanagement.model.ListServerCertificatesResult;
import com.amazonaws.services.identitymanagement.model.ServerCertificateMetadata;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ServerCertificateMetadata.html
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boolean done = false;
ListServerCertificatesRequest request =
new ListServerCertificatesRequest();

while(!done) {

ListServerCertificatesResult response =
iam.listServerCertificates(request);

for(ServerCertificateMetadata metadata
response.getServerCertificateMetadatalist()) {
System.out.printf("Retrieved server certificate %s",
metadata.getServerCertificateName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

A2 GitHub ERYEE B,
R A B 25 7R 2

EBrAEBNUEEE B RS HEERE P iwupdateServerCertificate5E. BHEERE
UpdateServerCertificateRequest ¥4 , WHEFi AR 22 /BFER B A BB UR EFEANF B BIMBRE,

FEA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListServerCertificates.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateServerCertificateRequest.html
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UpdateServerCertificateRequest request =
new UpdateServerCertificateRequest()
.withServerCertificateName(cur_name)
.withNewServerCertificateName(new_name);

UpdateServerCertificateResult response =
iam.updateServerCertificate(request);

E2 [ GitHub LRYTEE B,
i B 1e] Al 25 28 =

EZEMERAREEE  BHUSETEERENEEE " wdeleteServerCertificatesit , Wik
EiDeleteServerCertificateRequestB & H EE B,

EA

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.DeleteServerCertificateResult;

Code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteServerCertificateRequest request =
new DeleteServerCertificateRequest()

.withServerCertificateName(cert_name);

DeleteServerCertificateResult response =
iam.deleteServerCertificate(request);

FH2 [ GitHub &4,
AR

- FHAARSEEEFNIAMEREEE
« GetServerCertificate?E 1AM API 2%,
« ListServerCertificates?E IAM AP| 2%,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteServerCertificateRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteServerCertificate.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
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- UpdateServerCertificatefE IAM AP| £,
 DeleteServerCertificate® 1AM APl 2%,
- ACM &S

£ AWS SDK for Java B9 Lambda &4l

AR EFIRMAEAAWS SDK for Javafii B Lambda 2BV £541

@ Note

HHEQGEREBSEERMAENERS. GitHub FRMUTERENXIFTEHH, BAIURBETHE
—FREERIEFEFEERIAE | DESRENATHARRSES,

e
- A, FIHAMERLambdai &

FA. 5 LM ERLambda &

A EFR M HLambdafRIE R F ik EHAWS SDK for Java, BE 7 IR E Y LambdaB g , F2 w04
EIIAWS LambdaZh g,

ES- ]
- PP BRE
- JH ¥

- MBR B

O

BRI LB Lambda B BB Rl ZAWSLambda Bt RIFAA HinvokeFiE. B3I InvokeRequest ¥
LsEHMER , HINKBBZBANEFEEE Lambda BB AR, HNEEBE/RAarn: aws: lambda:
us-3R#-1:55555556330391: HelloFunction, & 7] LLiEiBZE&AWS Management Console,

EELENEREELHE , FBFAInvokeRequest¥IFHwithPayloadssk , WIEE JSON XK
String , I~ SIS EBIFR o
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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A

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import com.amazonaws.services.lambda.model.ServiceException;

import java.nio.charset.StandardCharsets;

Code

T2 RE 5 RE MMM Lambda %,

String functionName = args[0];

InvokeRequest invokeRequest = new InvokeRequest()
.withFunctionName(functionName)
.withPayload("{\n" +

" \"Hello \": \"Paris\",\n" +
" \"countryCode\": \"FR\"\n" +
S

InvokeResult invokeResult = null;

try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

invokeResult = awslLambda.invoke(invokeRequest);

String ans = new String(invokeResult.getPayload().array(),
StandardCharsets.UTF_8);

//write out the return value
System.out.println(ans);

} catch (ServiceException e) {
System.out.println(e);

BRI
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System.out.println(invokeResult.getStatusCode());

F2 [ GitHub &4,
5 EE

BIYAWSLambda¥ R FAAHE1istFunctionsFiE. WA ZEEEE ListFunctionsResult ., &

LARY Bk M8 getFunctions 7532 %EE FunctionConfiguration ¥4 HBEE, B UE—EEE

B

BELIEENHEEERN. flm, T3 Java BXHBEF RENTERESSERNBER.

PEA

import
import
import
import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.
com.

amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.regions.Regions;
amazonaws.services.lambda.AWSLambda;
amazonaws.services.lambda.AWSLambdaClientBuilder;
amazonaws.services.lambda.model.FunctionConfiguration;
amazonaws.services.lambda.model.ListFunctionsResult;
amazonaws.services.lambda.model.ServiceException;

java.util.Iterator;

java.util.List;

T YR FE R E A ELambda 8E .

ListFunctionsResult functionResult = null;

try {

AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

functionResult = awsLambda.listFunctions();

List<FunctionConfiguration> list = functionResult.getFunctions();

for (Iterator iter = list.iterator(); iter.hasNext(); ) {
FunctionConfiguration config = (FunctionConfiguration)iter.next();

System.out.println("The function name is "+config.getFunctionName());

|
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/LambdaInvokeFunction.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/ListFunctionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/FunctionConfiguration.html
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1x REYFREANEEE

} catch (ServiceException e) {
System.out.println(e);

#E2 [ GitHub Ly EEEH,

MiBx B

BYAWSLambda¥i R F A HdeleteFunctionF ik, 3 —1{@ DeleteFunctionRequest ¥4
WS HEE# deleteFunction FiE. YK IEER , HINERBRNEHEERE, HEEBET
Aarn: aws: lambda: us-E#-1:55555556330391: HelloFunction, #& 7] LLiEIB&E HAWS Management

Console,

A

import
import
import
import
import
import

Code

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.regions.Regions;
com.amazonaws.services.lambda.AWSLambda;
com.amazonaws.services.lambda.AWSLambdaClientBuilder;
com.amazonaws.services.lambda.model.ServiceException;
com.amazonaws.services.lambda.model.DeleteFunctionRequest;

T %172 =X 15 &3 45 7= 5 2047] i BRLambda B 2,

String functionName = args[0];
try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standazrd()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

DeleteFunctionRequest delFunc = new DeleteFunctionRequest();
delFunc.withFunctionName(functionName);

//Delete the function
awsLambda.deleteFunction(delFunc);

System.out.println("The function is deleted");

} catch (ServiceException e) {

BRI
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/ListFunctions.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/DeleteFunctionRequest.html
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System.out.println(e);

H2 8 GitHub LW TR EH,

£/ AWS SDK for Java B9 Amazon Pinpoint Zi4l

AEIRMFERAAWS SDK for Javafii® Amazon Pinpoint 23K €4,

(® Note

HHETETHBEEMAENERNS. GitHub FRHUTEREXIFTEHH, BAIURBETHE
— R ERISHEFEERTAHE , SHEEZENATHREHESG,

&

« 7£ 7 B2 A M Bk FE Fl Amazon Pinpoint
- BV E AR IRRAmMazon Pinpoint

« FEFE I EEAmazon Pinpoint

« B 17885E B Amazon Pinpoint

« FEFT3EiEAmazon Pinpoint

£ /R 21122 1 M BR /€ FA Amazon Pinpoint

AR RAmazon PinpointlE B , BRI UEREEPATAEARFRERZR , Y EBERNWEER
SIELER, WEALMWRIERBNMEIZFEASMBRREERER,

BYEREN

£ 22 37 FE A F2 = Amazon PinpointBiB A FE A2 F B BRI 48 CreateAppRequestfii R , REBKXE R
BEREUT BB E Wi createAppsit.

EA

import com.amazonaws.services.pinpoint.AmazonPinpoint;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/DeleteFunction.java
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/pinpoint/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateAppRequest.html
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import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateAppRequest;

import com.amazonaws.services.pinpoint.model.CreateAppResult;

import com.amazonaws.services.pinpoint.model.CreateApplicationRequest;

Code

CreateApplicationRequest appRequest = new CreateApplicationRequest()
.withName(appName);

CreateAppRequest request = new CreateAppRequest();
request.withCreateApplicationRequest(appRequest);
CreateAppResult result = pinpoint.createApp(request);

#F2 [ GitHub LRy EE 5,

i ERE R 2K

ERRERRER K FRAEHTEREEF mdeleteApp AR DeleteAppRequest iR |, Y RERE

REMBFNEARFERE.

FEA

import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;

Code

DeleteAppRequest deleteRequest = new DeleteAppRequest()
.withApplicationId(appID);

pinpoint.deleteApp(deleteRequest);

EH2 [ GitHub Y& 4,
A

- FERARER FHAmazon PinpointAP| £22#
- FERAERFHAmazon PinpointAP| £22&

1£ #P A 22 %0 il B F& F Amazon Pinpoint
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/DeleteAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/DeleteApp.java
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apps.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-app.html
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1 38 A A 1Y 1% B Amazon Pinpoint

Uity 3 2 I — 38 Bl 48 /] LA FA Amazon Pinpoint, IR & AR F A T Amazon PinpointZ #
FERREFE 8BS KRETEEE M EIAmazon Pinpoint ,

LA fmAE 75 AT R im Fh o

B i B

B 3 #H 5% B Amazon Pinpointi®

PEA

import
import
import
import
import
import
import
import
import
import
import

Code

HashMap<String, List<String>> customAttributes =

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

List<String> favoriteTeams =
favoriteTeams.add("Lakers");

favoriteTeams.add("Warriors");
favoriteTeams);

customAttributes.put("team",

EndpointDemographic demographic =
.withAppVersion("1.0")

.withMake("apple")
.withModel("iPhone")

.withModelVersion("7")

.withPlatform("ios")
.withPlatformVersion("10.1.1")
.withTimezone("America/Los_Angeles");

BB 1R

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

pinpoint
pinpoint
pinpoint
pinpoint
pinpoint

)

ENAFRARENERREAR, UTE6 R&Em

7% B BUIR £ EndpointRequest¥ ¥ o

.AmazonPinpoint;

.AmazonPinpointClientBuilder;
.model.
.model.
.model.
.pinpoint.
.model.
.model.
.model.
.model.
.model.

UpdateEndpointRequest;
UpdateEndpointResult;
EndpointDemographic;
.EndpointLocation;
EndpointRequest;
EndpointResponse;
EndpointUser;
GetEndpointRequest;
GetEndpointResult;

model

new HashMap<>();

new ArraylList<>();

new EndpointDemographic()

#3711 A A B 35 B Amazon Pinpoint
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/EndpointRequest.html
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EndpointLocation location = new EndpointLocation()
.withCity("Los Angeles")
.withCountry("US")

.withLatitude(34.0)
.withLongitude(-118.2)
.withPostalCode("90068")
.withRegion("CA");

Map<String,Double> metrics = new HashMap<>();
metrics.put("health", 100.00);
metrics.put("luck", 75.00);

EndpointUser user = new EndpointUser()
.withUserId(UUID.randomUUID().toString());

DateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm'Z'"); // Quoted "Z" to
indicate UTC, no timezone offset
String nowAsISO = df.format(new Date());

EndpointRequest endpointRequest = new EndpointRequest()
.withAddress(UUID.randomUUID().toString())
.withAttributes(customAttributes)
.withChannelType("APNS")
.withDemographic(demographic)
.withEffectiveDate(nowAsISO)
.withLocation(location)
.withMetrics(metrics)

.withOptOut("NONE")
.withRequestId(UUID.randomUUID().toString())
.withUser(user);

A& , BiIUpdateEndpointRequest¥ ¥ EndpointRequest #1#F. &% , BEE
UpdateEndpointRequest ¥ R xINE| E i 55 F#Em B E FikfYupdateEndpoint J53%,

Code

UpdateEndpointRequest updateEndpointRequest = new UpdateEndpointRequest()
.withApplicationId(appId)
.withEndpointId(endpointId)
.withEndpointRequest(endpointRequest);

UpdateEndpointResult updateEndpointResponse =
client.updateEndpoint(updateEndpointRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateEndpointRequest.html
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System.out.println("Update Endpoint Response:

updateEndpointResponse.getMessageBody());
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import
import
import
import
import
import
import
import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

Pinpoint pinpoint =
AmazonPinpointClientBuilder.standard().withRegion(Regions.US_EAST_1).build();

Map<String, AttributeDimension> segmentAttributes =

services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.

pinpoint.
pinpoint.
pinpoint.
pinpoint.

.pinpoint.

pinpoint.
pinpoint.
pinpoint.
pinpoint.
pinpoint.

.pinpoint.

pinpoint.
pinpoint.

AmazonPinpoint;
AmazonPinpointClientBuilder;
model.CreateSegmentRequest;
model.CreateSegmentResult;
model.AttributeDimension;
model.AttributeType;
model.RecencyDimension;
model.SegmentBehaviors;
model.SegmentDemographics;
model.SegmentDimensions;
model.SegmentLocation;
model.SegmentResponse;
model.WriteSegmentRequest;

new HashMap<>();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateEndpoint.java
https://docs.aws.amazon.com/pinpoint/latest/developerguide/endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-endpoint.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
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segmentAttributes.put("Team", new
AttributeDimension().withAttributeType(AttributeType.INCLUSIVE).withValues("Lakers"));

SegmentBehaviors segmentBehaviors = new SegmentBehaviors();
SegmentDemographics segmentDemographics = new SegmentDemographics();
SegmentLocation segmentLocation = new SegmentLocation();

RecencyDimension recencyDimension = new RecencyDimension();
recencyDimension.withDuration("DAY_30").withRecencyType("ACTIVE");
segmentBehaviors.setRecency(recencyDimension);

SegmentDimensions dimensions = new SegmentDimensions()
.withAttributes(segmentAttributes)
.withBehavior(segmentBehaviors)
.withDemographic(segmentDemographics)
.withLocation(segmentLocation);

T REZE SegmentDimensions ¥ # By WriteSegmentRequest , iERiBR AR RIZE—
{EiCreateSegmentRequest¥I#f. R#%EEE CreateSegmentRequest R AR MBI ST B R REEF K
M createSegment’s s

Code

WriteSegmentRequest writeSegmentRequest = new WriteSegmentRequest()
.withName("MySegment").withDimensions(dimensions);

CreateSegmentRequest createSegmentRequest = new CreateSegmentRequest()
.withApplicationId(appId).withWriteSegmentRequest(writeSegmentRequest);

CreateSegmentResult createSegmentResult = client.createSegment(createSegmentRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteSegmentRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateSegmentRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateSegment.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segment.html
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1 3 17 $5 E B Amazon Pinpoint

BULERRSEBRGYREEAEAREAE CHANES, SR -ERSERSY , LBEBES
EFFEERBREREBEAFNBEMD I, LI RN IR FTNEETRED , SATH
BEANEEIEEERR,

BMATHEE

EEMFNTHEES <8 , B4 AEE "HE, M TAE L |, WHEWriteCampaignRequest¥ 4 P58 E
ELEME,

EA

import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateCampaignRequest;
import com.amazonaws.services.pinpoint.model.CreateCampaignResult;
import com.amazonaws.services.pinpoint.model.Action;

import com.amazonaws.services.pinpoint.model.CampaignResponse;
import com.amazonaws.services.pinpoint.model.Message;

import com.amazonaws.services.pinpoint.model.MessageConfiguration;
import com.amazonaws.services.pinpoint.model.Schedule;

import com.amazonaws.services.pinpoint.model.WriteCampaignRequest;

Code

Schedule schedule = new Schedule()
.withStartTime("IMMEDIATE");

Message defaultMessage = new Message()
.withAction(Action.OPEN_APP)
.withBody("My message body.")
.withTitle("My message title.");

MessageConfiguration messageConfiguration = new MessageConfiguration()
.withDefaultMessage(defaultMessage);

WriteCampaignRequest request = new WriteCampaignRequest()
.withDescription("My description.")
.withSchedule(schedule)

.withSegmentId(segmentId)
.withName("MyCampaign")
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Schedule.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Message.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
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.withMessageConfiguration(messageConfiguration);

ARRBREDPE I FHAIAmazon Pinpoint{TE#85EE) , 75 WriteCampaignRequestiE 2
#CreateCampaignRequest¥I R MRE$E BB E. % , ¥ CreateCampaignRequestREEE
AmazonPinpointClientfycreateCampaignkiZ,

Code

CreateCampaignRequest createCampaignRequest = new CreateCampaignRequest()
.withApplicationId(appId).withWriteCampaignRequest(request);

CreateCampaignResult result = client.createCampaign(createCampaignRequest);
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¥ APN B8 , ZBEEEAPNS BEFRYH. HiELEREEUpdateApnsChannelRequestIf i 3% ¥
REEREHEEBERE N wWupdateApnsChannel 5%,

BEA

import com.amazonaws.services.pinpoint.AmazonPinpoint;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/pinpoint/model/CreateCampaignRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-activities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-versions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-version.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/APNSChannelRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateApnsChannelRequest.html
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import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.APNSChannelRequest;
import com.amazonaws.services.pinpoint.model.APNSChannelResponse;
import com.amazonaws.services.pinpoint.model.GetApnsChannelRequest;
import com.amazonaws.services.pinpoint.model.GetApnsChannelResult;
import com.amazonaws.services.pinpoint.model.UpdateApnsChannelRequest;
import com.amazonaws.services.pinpoint.model.UpdateApnsChannelResult;

Code

APNSChannelRequest request = new APNSChannelRequest()
.withEnabled(enabled);

UpdateApnsChannelRequest updateRequest = new UpdateApnsChannelRequest()
.withAPNSChannelRequest(request)
.withApplicationId(appId);

UpdateApnsChannelResult result = client.updateApnsChannel(updateRequest);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/UpdateChannel.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-adm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-baidu-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-email-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-gcm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-sms-channel.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/s3/
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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BU#FRTE

AR EREF imlcreateBucket 5%, FEFTEER, FrllltkcreateBucket FEA4EI5E
EE  NREHEEESRLEFEE

(® Note

EREFAEERHEEBN EREZIRETRRMREETRE , 75
FdoesBucketExisthiZ. EEEEtrue ( MRERBEEE ) , falseBH A,

A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AmazonS3Exception;
import com.amazonaws.services.s3.model.Bucket;

import java.util.lList;
Code

if (s3.doesBucketExistV2(bucket_name)) {
System.out.format("Bucket %s already exists.\n", bucket_name);
b = getBucket(bucket_name);
} else {
try {
b = s3.createBucket(bucket_name);
} catch (AmazonS3Exception e) {
System.err.println(e.getErrorMessage());

}

return b;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CreateBucket.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
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A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.Bucket;

import java.util.list;

Code

List<Bucket> buckets = s3.listBuckets();

System.out.println("Your {S3} buckets are:");

for (Bucket b : buckets) {
System.out.println("* " + b.getName());

}

=2 H GitHub LRy TEEE I,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListBuckets.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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A

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;

Code

System.out.println(" - removing objects from bucket");

ObjectListing object_listing = s3.listObjects(bucket_name);

while (true) {

for (Iterator<?> iterator =

object_listing.getObjectSummaries().iterator();
iterator.hasNext(); ) {
S30bjectSummary summary = (S30bjectSummary) iterator.next();
s3.deleteObject(bucket_name, summary.getKey());

// more object_listing to retrieve?
if (object_listing.isTruncated()) {

object_listing = s3.listNextBatchOfObjects(object_listing);
} else {

break;

52 E GitHub LW TTE &,
MIBRIRA IR FIN R FITE a1 |, BAMBRREETE
MREFEARANERTE , CEETEMREERRPEROEROMEMRAE , AR EMBRERESE.

FRABELUREEREBETIMERES TEERNES | 8 AmazonS3 EFEM1istVersionsHESH
FARA R HIE R |, REdeleteVersionAMBRE —1@E.

PN

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
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import
import
import

import

Code

com.amazonaws.services.s3.AmazonS3;
com.amazonaws.services.s3.AmazonS3ClientBuilder;
com.amazonaws.services.s3.model.*;

java.util.Iterator;

System.out.println(" - removing versions from bucket");

VersionlListing version_listing = s3.listVersions(

new ListVersionsRequest().withBucketName(bucket_name));

while (true) {
for (Iterator<?> iterator =

version_listing.getVersionSummaries().iterator();
iterator.hasNext(); ) {

S3VersionSummary vs = (S3VersionSummary) iterator.next();
s3.deleteVersion(

bucket_name, vs.getKey(), vs.getVersionId());

if (version_listing.isTruncated()) {
version_listing = s3.listNextBatchOfVersions(
version_listing);

} else {
break;

=2 R GitHub LM TE &4,
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MdeleteBucketFH .
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import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;
regions.Regions;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.*;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import java.util.Iterator;

Code

System.out.println(" OK, bucket ready to delete!");
s3.deleteBucket(bucket_name);
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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Code

System.out.format("Uploading %s to S3 bucket %s...\n", file_path, bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.putObject(bucket_name, key_name, new File(file_path));
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);
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FHE—YH., REFRAHgetKeyFERBREHRNWEE,

A

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

Code

System.out.format("Objects in S3 bucket %s:\n", bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListObjectsV2Result result = s3.listObjectsV2(bucket_name);
List<S30bjectSummary> objects = result.getObjectSummaries();
for (S30bjectSummary os : objects) {

System.out.println("* " + os.getKey());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/PutObject.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/ObjectListing.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectSummary.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListObjects.java
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£ AmazonS3 BEFiffigetObject 7k , BETHN EFREBNERNEBBEERT,
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import
import
import
import
import
import

import

Code

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

java.io.File;

AmazonServiceException;
regions.Regions;

services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.S30bject;
services.s3.model.S30bjectInputStream;

MR, &

System.out.format("Downloading %s from S3 bucket %s...\n", key_name, bucket_name);
final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {

S30bject o = s3.getObject(bucket_name, key_name);
S30bjectInputStream s3is = o.getObjectContent();
FileOutputStream fos = new FileOutputStream(new File(key_name));
byte[] read_buf = new byte[1024];

int read_len = 0;
while ((read_len
fos.write(read_buf, @, read_len);

}

s3is.close();
fos.close();
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
} catch (FileNotFoundException e) {
System.err.println(e.getMessage());

= s3is.read(read_buf)) > 0) {

.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3Object.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html
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System.exit(1);

} catch (IOException e) {
System.err.println(e.getMessage());
System.exit(1l);

G
W

B (R ) WETEEHIGitHuUb,
EH, BBREFGBUH

FBA U EARTFIRERY4R S —ERFERIE —ERErEIE —EARETRI S —E
copyObject tENEBERARENEERERE. ERENYHY , URENHEERR.

EA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

Code

try {
s3.copyObject(from_bucket, object_key, to_bucket, object_key);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}

System.out.println("Done!");

3

FSH (HR) HEEEHGitHub,

(@ Note

& LA ¥ copyObjecti deleteObject REBREFH BB YWY , FEREBYHEREFTEE
(A AfEAERRN BN HRNER) , ARREVEMERY .

i B 4 4

£/ AmazonS3 B FimiideleteObject it , BEMBRMNFZREBINERNEBBEERE. EENE
FEEENNHSBUERE  FASEHERER.

L
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetObject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CopyObject.java
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A

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.deleteObject(bucket_name, object_key);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);

i

H2E (HR) BNEEEHIGitHub,
— IR BR 2 1 ¥ 4

FHAEEH S3 BEFinkdeleteObjectsFE , BANBBKZEHRNBBERGHER
RKMERE —FRERBPHNZEE R : sdk-for-java/v1/ 5| FA/COM /Amazonaws/BR#§/s3/#& Y/
DeleteObjectsRequest .html 3%,

PEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

DeleteObjectsRequest dor = new DeleteObjectsRequest(bucket_name)

.withKeys(object_keys);

s3.deleteObjects(dor);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);

Y 4¥1TAmazon S31E% 166


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObject.java
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}

G
W

B (F¥R ) BEEEHIGitHub.
BEEAmazon S3TF M E NIV AR

B A FEIRFIEE (ACL) A Amazon S3@AMH R , ARBHEG ErAmazon S3HWEH.

(® Note
BRI ROIMRE S IE MR FE FHAWS SDK for Javall B BB BRFEAWS BB E AR EAWSD. EH
HMEFIEHERE

i 2 EERE VR b RTIE

ERNERABNER ACL , FHRAEBEFENgetBucketAclF % , BEEERRTFITR
EB/EH, EM@AEGEEAccessControlList¥lfF. BRI KT NSEHEEE , FHA
HgetGrantsAsList% , ©AIRE —EFLERN Java SIRE FYH,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

AccessControllList acl = s3.getBucketAcl(bucket_name);

List<Grant> grants = acl.getGrantsAsList();

for (Grant grant : grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());
}

} catch (AmazonServiceException e) {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
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System.err.println(e.getErrorMessage());
System.exit(1l);

#E28 GitHub LBy =R &I,
A% B TP R Y R0 B 4 51 &

ERIFFREBN ACL AINIELER |

fBAccessControlList@ & B E N # REE MEFEER B M EE 2 M.

EA

import
import
import
import
import
import

Code

com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

final AmazonS3 s3 =

AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION)

try {

.AmazonServiceException;

regions.Regions;

services.
services.
services.
services.

// get the current ACL
AccessControllList acl = s3.getBucketAcl(bucket_name);
// set access for the grantee
EmailAddressGrantee grantee = new EmailAddressGrantee(email);
Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setBucketAcl(bucket_name, acl);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

(® Note

A EZERAREER , REFEHEmMailAddressGrantee BB B EFH AR EWITEE B
B R I7EE E T ifeY AR

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControllList;
s3.model.EmailAddressGrantee;

53 A AmazonS3 WysetBucketAclhix, BEE—

.build();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
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B2 GitHub LRy TEEE i,
EEE RV EH B H 5 &

EEMBRNER ACL , FAAEHEEENgetObjectAclhiE , EBERREITBEBNYH
FZHWEH., LIGEgetBucketAcl , Al EIRE —{BAccessControlList¥i R , BRI AFEHERRES
BEF.

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

Code

try {
AccessControllist acl = s3.getObjectAcl(bucket_name, object_key);
List<Grant> grants = acl.getGrantsAsList();
for (Grant grant : grants) {
System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());
}
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

3528 GitHub LM =R S,
REHRNBELEITIR

EAEEHRN ACL FIMRISHHERR , FFA AmazonS3 BsetObjectAclBFiE, EEE—
fElAccessControlListE & B &% E M4 R & M FEUR BIH B B 2 Y14

PN

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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import com.
import com.
import com.
import com.

Code

try {

// get the current ACL

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.AccessControllList;
s3.model.EmailAddressGrantee;

AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);
// set access for the grantee
EmailAddressGrantee grantee = new EmailAddressGrantee(email);

Permission permission
acl.grantPermission(grantee, permission);
s3.setObjectAcl(bucket_name, object_key, acl);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

(® Note

SO BEEFERAAEES , EFEHEMalAddressGrantee BBBE FHURBEMHETRE &

BEFIEERATIAY AL

F2H GitHub LB &4,

FAAE

= Permission.valueOf(access);

GET @7 &T#8 aclf#YAmazon S3API &
PUT #7778 acl#Amazon S3API 8%
GET ¥4 aclf#9Amazon S3API 2%
PUT ¥4 aclf#YAmazon S3API &%

EIRY WEEAmazon S3EAFERERGE
WO LASRE., EEEMERHEEFEEBERREE S Amazon S3REZEFHE.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUTacl.html
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B R

ZBALEB T AARBEN S3 REFHERERFHEBUR

- FHEHTEREF iR setBucketPolicydr mE R fSetBucketPolicyRequest
- BEEBEBFEAsetBucketPolicyHRAFRMABMERE XA (JSON KX ) WER

BEA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.policy.Policy;
import com.amazonaws.auth.policy.Principal;

Code

s3.setBucketPolicy(bucket_name, policy_text);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

{5 Pl SR R 38 4 R S BR 7 SR B
KREEHEEBRIEMBsetBucketPolicy , B LAEIT FHIMEX -
- KREKEZEIEE A JSON KX ARF RS

- ERABERER

BEBfFEAPolicy , BEFFTEANAFTHENERER{L, EREE JSON KB ,
#€Policy$ , FEFERAHtoIsonF %,

B

EA

import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.actions.S3Actions;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/SetBucketPolicyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/policy/Policy.html

AWS SDK for Java 1. 1x R ABIER

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

Code

new Statement(Statement.Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
.withResources(new Resource(
"{region-arn}s3:::" + bucket_name + "/*")));
return bucket_policy.toJson();

FriAtkPolicy iRt fromIson5ik , R AEAUEAFEAEAN JSON FRBBE
KEE, ZPHEHHETER  URRARXATUERAE NN REEE |, X BERKRITIR
EIllegalArgumentException ( MRS SIAEM ) o

Policy bucket_policy = null;
try {
bucket_policy = Policy.fromJson(file_text.toString());
} catch (IllegalArgumentException e) {
System.out.format("Invalid policy text in file: \"%s\"",
policy_file);
System.out.println(e.getMessage());

&I LAGE b R AT R SO R B A 5 B AR RS E TR
F2E GitHub ER T E &,

WS FREBEE

EERFAmazon S3EREN , FAASHEEBRE i getBucketPolicy sk , EHBERERH
ERERNE#BNERE,
PN

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

Code
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetBucketPolicy.java
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try {
BucketPolicy bucket_policy = s3.getBucketPolicy(bucket_name);
policy_text = bucket_policy.getPolicyText();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

MREENFRETFE , IRECERFEAXTRER  AENRCRZEFHMER
AlAmazonServiceException#iiEl,

#F2 [ GitHub LRy EE 5,

il B fof f7 R RE RUR

EMBRERFEERE , 557 A AmazonS3 EFimMdeleteBucketPolicy , AHREMAEATHREERE.
EA

import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

Code

try {
s3.deleteBucketPolicy(bucket_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

BFEFRAIEERR WA EZtHERT. NMREEENEFREEBTIEE , B NREIEHEEFR
FERYRERR , AlAmazonServiceException# &,

520 GitHub LR &4,
&R

- ZHUZ BIFE S # 8 F B9 Amazon Simple Storage ServicefE A& 5w
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetBucketPolicy.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucketPolicy.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-policy-language-overview.html
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. [FFETEE BUR E] F B9 Amazon Simple Storage Serviceff & 5w

£ TransferManager A& T Amazon S3#g&4E

& A LA FAWS SDK for Java TransferManager 38 7] 58 it 3 4 ¢ 25 ith IR 45 &8 F Amazon S33F & ¥t
KRE—E S3 UBERESE —E S3 L&, TransferManager JUABEERMNEE K TEHIRELE
MTE,

(® Note
REEK
RPEREE #FITE LA AbortincompleteMultipartUploadAmazon S3 A B HiR 8,
Lt Al R Amazon S3 FIL B ERARTEIEERBEASTHN 7 B LB, HiBERE R E R &
BF , Amazon S3 1L HE | REMBRARTHRHN LEER,
MBEFHMEA , F2H "1 EREAEFZREEFERNE mERHEREPIAmazon S3EAEE
Mo

® Note

EERERBBRESRIBMMEFHAWS SDK for Javalifit & 7 BREFAWSRIBFE AR EAWSREE
RAEE,

HEEER B #%
TransferManager AT BAi§ X4, X#HHIRF B #% EEFE{AAmazon S3ERER LRI BIEN

ES]

- LBE-EX
- LEXHHIE
- LBE&

LEE-ER

FFIEREESRuploadsE , RtAmazon SIERBER. £ (HR ) BWANELE JavaFile (IEXR)W
HRRELEHESR,

{f§ A TransferManager % 7 Amazon S3#&4E 174


https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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A

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

Code

File f = new File(file_path);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Upload xfer = xfer_mgr.upload(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

Frltbupload AR ESZED | REUploadWH A AR BEERMRERFIRE THXo

EZ2RESER TR NEFMEN , FS2waitForCompletion A EXKEE K REBRAAEEE
B shutdownNowl ik, EEFERATHE B lGHRNEEEEERENEENER, F2
RIEE R B A E N EHME T,

FH2 [ GitHub &4,
HEXHHIR

EEAE—EREP LEZEXH , A TransferManageruploadFilelist B3 |, #BETHIEE -
- [EBFAmazon S3FEFETEERE

fi£ ] TransferManager & 7 Amazon S3#&1E 175


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java

AWS SDK for Java 1.

1x REYFREANEEE

- —ERIBTEHEARYSKHSBNE ( FRAETHELSNBEST)
. —fEFile (2 WS , RRBR AR AR THRY B %
. —EEEHR  Hhas—f@Fie (BX) LEy

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

Code

ArraylList<File> files = new ArraylList<File>();
for (String path : file_paths) {
files.add(new File(path));

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

MultipleFileUpload xfer = xfer_mgr.uploadFilelList(bucket_name,
key_prefix, new File("."), files);

// loop with Transfer.isDone()

XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()

XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

ESRESERTRMEFMEN , FBwaitForCompletion ARIIERKEE K REZERARERE

B2 M shutdownNow ik, ESFFERTHRE , B R EESEER

BE S & R A E E N FF A E A

ENEENERH. F2
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https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/List.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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FrLAtkMultipleFileUpload ¥ RiREluploadFilelList AI AR EHEHEREREE ., F2EHHEEHN
E B E M ProgressListener EEVE i E NFE XM E Ao

& AT LAEAMultipleFileUploadfgetSubTransfers FiEREREEUpload R ESEEME
WM. MEFMENR  F2E T ERFERNERE,

F2 8 GitHub LW TR EIH,
LER%

B AEAEEEESEMWuploadDirectory 52 LERENXHEH & , MEFEERETR 7B &S
B, IR ftAmazon S31FREMEB M. S3 key prefix, File (ER)EHR , RREREMN it B
# , booleanf , ETRAEERHER FE& (ENIERN.

PN

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

Code

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadDirectory(bucket_name,
key_prefix, new File(dir_path), recursive);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html

AWS SDK for Java 1. 1x IR ABIER

ES2RESERTRMEFMENR , FBwaitForCompletion ARIIERKEE K AREZEARERE
B M shutdownNowh &, EEFERTHRE , BULIGHANEEERERENEENER., F2
B RS SRR EE MEFMEA,

FJ?L)\JH:MulhpleFHeUpIoad%TSﬂ EluploadFileListATAREHREHRESEE., FSRHBASHN
& a0 E ME R ProgressListener ¥ V&S E E N E M E Ao

& AT LAEAMultipleFileUploadfygetSubTransfers FiEREREFUpload R ESEEE
WX, WEFREA  BF2R T BERFERNEE,

nﬁ Z5 ﬁ GitHub J:H’Jm:%%ﬁ@uo
THERSA &

5/ TransferManager 38 T S & X4 (Amazon S3¥ %R ) X — 1@ B #% ( Amazon S3IEREBBBER
HRAAR ) Amazon S3,

ES]
- THE—E=x
- TEE&

TRE—%

FRAEREERMNdownload 5% |, Bt Amazon S3EREERRE HHESETHNER, Zig (Y
R ) BWUKFile ((ER)MH , ARKRREEZEAERKLAIENER

PN

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;
Code

File f = new File(file_path);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Download xfer = xfer_mgr.download(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();

ESRASEERTRNEHRMENR , FSwaitForCompletion A ERERE K REBAREEE
B M shutdownNowh &, EEFERTHRE , BULIGHANEEERERENEENER., F2
B EEE SRR EE MEFMEA,

28 GitHub LW EEEi ],
THE%

ETH—HEHXZEHA key prefix ( BURXHRR LB & ) B934 , FFHtAmazon S3 , FEfEA
TransferManagerdownloadDirectorys . FiEBRFAAmazon S3FREBER , HHIEETHN
HR, MBHRAZHEHRIBAUKFie (ERHR , ZERKRRTEERBRR B XHTRENVE
%, MRBEBEHFETHFE , AIGRIE,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;

Code

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
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MultipleFileDownload xfer = xfer_mgr.downloadDirectory(
bucket_name, key_prefix, new File(dir_path));

// loop with Transfer.isDone()

XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()

XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

F2RESER TR MEBFMENR , FBwaitForCompletion IR EREE , AEBAAERE
ERMshutdownNowk &, EEFERTRE , BT URANERERERENEENER. F2
BE S8 R B E E B E Ao

5528 GitHub LR ZEE .

BRYH

BERYHE S3REERRBEREE —EREFMR , FFEMA TransferManagercopy 5 %o
FEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Copy;

import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

Code
System.out.println("Copying s3 object: " + from_key);
System.out.println(" from bucket: " + from_bucket);
System.out.println(" to s3 object: " + to_key);
System.out.println(" in bucket: " + to_bucket);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
Copy xfer = xfer_mgr.copy(from_bucket, from_key, to_bucket, to_key);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
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XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
}

xfer_mgr.shutdownNow();

FE2B GitHub £y TEE I,
FHERTX

MRENERRER (RRE ) TUHEEZERTHK , ITUERAEERR
MwaitForCompletion5APHLE , BEEBERBBERE,

try {
xfer.waitForCompletion();

} catch (AmazonServiceException e) {
System.err.println("Amazon service error: " + e.getMessage());
System.exit(1l);

} catch (AmazonClientException e) {
System.err.println("Amazon client error: " + e.getMessage());
System.exit(1);

} catch (InterruptedException e) {
System.err.println("Transfer interrupted: " + e.getMessage());
System.exit(1l);

MBRWHBAEH  REEINERERE M MwaitForCompletion , FEBNIFRE L ER MK
# , & EAProgressListener,

F2H GitHub LB &4,
B EEREARENEE

TransferManager IR B fy Z{E%Eupload*, download* , McopyFEREILUTE S —HWES , E8H
RREREXHREERZHERE,

5l REH
Copy (8H) copy
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5l 1BRE%

T& download

MultipleFileDownload downloadDirectory

LE upload

MultipleFileUpload uploadFilelist , uploadDirectory

FIEELEHER 7T EERE, TransferRETEAN G EAREIERERE., TEIIREFRIUIKRE
EE &Y 2 A SR AR A,

e

- WAERNEEE

 {E M ProgressListener ¥EEQ & it &

- BRRFERNEE

WmAERNENEE
HRERESTNEGNEE K RELETHNENEE  YETRETNESKMRE,

EA

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

Code

// print the transfer's human-readable description
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System.out.println(xfer.getDescription());

// print an empty progress bar...
printProgressBar(0.0);

// update the progress bar while the xfer is ongoing.

do {

try {
Thread.sleep(100);

} catch (InterruptedException e) {
retuzrn;

}

// Note: so_far and total aren't used, they're just for
// documentation purposes.
TransferProgress progress = xfer.getProgress();
long so_far = progress.getBytesTransferred();
long total = progress.getTotalBytesToTransfer();
double pct = progress.getPercentTransferred();
eraseProgressBar();
printProgressBar(pct);
} while (xfer.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = xfer.getState();
System.out.println(": " + xfer_state);

F2M GitHub ER T E &,

£ H ProgressListener FEHUE & E

& L& ProgressListener@ B 2R £ E R E A addProgressListenersiZ.

—{EProgressListener

REE—ESE , progressChanged , EEE —1{@ProgressEvent¥ 4,

B U EAZBRREIRENETE , FERFAMAHgetBytesFHix , AR EIB R A LEIBTH
HgetBytesTransferred,

N

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

import java.io.File;

AmazonClientException;
AmazonServiceException;

event.ProgressEvent;

event.ProgresslListener;
services.s3.transfer.*;
services.s3.transfer.Transfer.TransferState;
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import java.util.Arraylist;
import java.util.Collection;

Code

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

Upload u = xfer_mgr.upload(bucket_name, key_name, f);
// print an empty progress bar...
printProgressBar(0.0);
u.addProgressListener(new ProgresslListener() {
public void progressChanged(ProgressEvent e) {
double pct = e.getBytesTransferred() * 100.0 / e.getBytes();
eraseProgressBar();
printProgressBar(pct);

1)

// block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(u);
// print the final state of the transfer.
TransferState xfer_state = u.getState();
System.out.println(": " + xfer_state);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();

F2H GitHub LW B4,

Bl EanEE

At MultipleFileUpload BRI LUREI B BEHE FE@WANVER , FERFAMAHgetSubTransfersk %,

CEEE — AR TSR REN FEHS | R EE T RN S SRR AR,

EA

import com.
import com.
import com.
import com.

amazonaws
amazonaws
amazonaws
amazonaws

.AmazonClientException;
.AmazonServiceException;
.event.ProgressEvent;
.event.ProgresslListener;
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import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

Code

Collection<? extends Upload> sub_xfers = new ArraylList<Upload>();

sub_xfers = multi_upload.getSubTransfers();

do {
System.out.println("\nSubtransfer progress:\n");
for (Upload u : sub_xfers) {
System.out.println(" " + u.getDescription());
if (u.isDone()) {
TransferState xfer_state = u.getState();
System.out.println(" " + xfer_state);
} else {
TransferProgress progress = u.getProgress();
double pct = progress.getPercentTransferred();
printProgressBar(pct);
System.out.println();

// wait a bit before the next update.
try {
Thread.sleep(200);
} catch (InterruptedException e) {
return;
}
} while (multi_upload.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = multi_upload.getState();
System.out.println("\nMultipleFileUpload " + xfer_state);

FH2 [ GitHub &4,
AR

- Y& 88 Amazon Simple Storage ServicefE & 5w
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html
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=% EAmazon S31EEFFENME Y
B LAY EAmazon S ERBIEABY, EEELEMN  AEEXEHRALERE

@® Note
EERERBBRESRIBMEFHAWS SDK for Javali it B T BREFPAWSBIBFHEEAWS S #EH
EMEGEHERE.,

REMEFHENBLER

EEREAmazon SERBVBLEE , FRAAEHEFEENsetWebsiteConfigurationFEHEE
REERENTEHESBT , LUKkBucketWebsiteConfiguration¥iRk , Hh B EFMHBNALEE.,

RERSIMHRLEN ; IEHMESBHREEAS
FEA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

Code

String bucket_name, String index_doc, String error_doc) {
BucketWebsiteConfiguration website_config = null;

if (index_doc == null) {
website_config = new BucketWebsiteConfiguration();
} else if (error_doc == null) {
website_config new BucketWebsiteConfiguration(index_doc);
} else {
website_config

new BucketWebsiteConfiguration(index_doc, error_doc);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {
s3.setBucketWebsiteConfiguration(bucket_name, website_config);
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} catch (AmazonServiceException e) {
System.out.format(
"Failed to set website configuration for bucket 'S%s'!\n",
bucket_name);
System.err.println(e.getErrorMessage());
System.exit(1l);

(® Note
RERUEETSERNEREENSEER, EFEHNXHE Web LAR | BREZTERER
FREBCR , CARLABERREMREI X4, WEFHMEER , 720 T, E8Y NiFE
Amazon S3fRAF R F AR FEBEIR,

FH2 [ GitHub &4,
ERFHENRLEE

= ZEHAmazon S3FEHENAEMEE |
FEsERRHERENHREREBNEHE,

Bt & A& 4E ABucketWebsiteConfiguration¥1#f, MRFZRE MR EMBUEE , Rinul 1EHRE,

A 2o BB getWebsiteConfigurationkit , &

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

BucketWebsiteConfiguration config =

s3.getBucketWebsiteConfiguration(bucket_name);
if (config == null) {
System.out.println("No website configuration found!");
} else {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetWebsiteConfiguration.java
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System.out.format("Index document: %s\n",
config.getIndexDocumentSuffix());
System.out.format("Error document: %s\n",
config.getErrorDocument());
}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to get website configuration!");
System.exit(1);

520 GitHub LR R4,
il BR (72 7 R BE AV A b AH 58

fIBRAmazon SIFEREWHNBUEE , FRAAEH T FEENdeleteWebsiteConfigurationkik , &
FESERPRREENFEERESE,

EA

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

Code

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
s3.deleteBucketWebsiteConfiguration(bucket_name);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to delete website configuration!");
System.exit(1l);

A2 GitHub LY TEE S,
S

« PUT #FETE 1S Amazon S3API &%
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetWebsiteConfiguration.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteWebsiteConfiguration.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
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- GET f#ZEr At Amazon S3AP| &
- DELETE #FErB it P AIAmazon S3AP| &

£ FAAmazon S3 A F i ina:

FEAAmazon SAMBEFime—EL % , BA L AF/MEAmMazon S3, AEFHHEHIER T I LIE
FE EAmazon SIMNZEE i,

MREBRZGENHERAE B2 BHEEEEPHAWSKMS FHEASRRE , BENFMENE LN
HAER, BEAFMMEMNBRENXEFENEEAWSHEEHN , F2AWSERARK B BEEHZEAmazon
S3F Fig % A Amazon Web Services— 2%,

(® Note
BRI ROIRE S IEMEFE FHAWS SDK for Javali Bl & T BRFZAWS BIRFEAZ EAWS £ EH
ENMEEEHERE,

MREFERANE 1.11.836 REEREMAWS SDK for Java , 552 Amazon SIMBZ A iHER | B
ERKEREFEBIEEMANER. UREELZER , B2HEETEN ~FI(FE GitHub L),

F8 , MREFEANERRAER 1.11.837 EHIRAWS SDK for Java , Z5BIE TEY B RGIERELLE
A Amazon S3H P iw IR,

3]
« Amazon S31# F B B P i 288 8 hn 2%
« Amazon S3fEFHAWSKMS SEE %8

Amazon S3fE M AR R P ik 28R B9 1N &

THSEHIEREFE 3 MEET ik 2 BEFHBIRIZAmazon S3RA T AP mNERE. AR , &
#% £ B EAmazon S3ER LT P IRASHINE . EREPEEH M RAmazon S3#§ B BIER.

(® Note

THEH RE M EHAmazon SIERAHAFEENAF IRZWBETING, EE 7T #NAEE
fEFH N Th BEAWSKMS FEE %8 , 52 BMAmazon S3EFAAWSKMS FEE Zi8.
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BAEFIRE , B URMENZEEXPETEEAmazon S3ME : BERN I HRIIF ORI, T
JIZEFHNBUNMRASESRE, ERREBEAERMESE 52 CryptoModeE.

FrEEND
BELRHIEALLTE,

PEA

import com.amazonaws.ClientConfiguration;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3EncryptionClientV2Builder;
import com.amazonaws.services.s3.AmazonS3EncryptionV2;

import com.amazonaws.services.s3.model.CryptoConfigurationV2;

import com.amazonaws.services.s3.model.CryptoMode;

import com.amazonaws.services.s3.model.EncryptionMaterials;

import com.amazonaws.services.s3.model.StaticEncryptionMaterialsProvider;

BRA%BRFE N 2R
MRRZE , AEEBENZEARZERCryptoModeEE,

EEAMALES | BiEEStrictAuthenticatedEncryption®#
{EwithCryptoConfigurationki%.

(® Note
EEEARFRRENE  LACLESRFTNARAERXAEERAEFHERES,

Code

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY2, "This is the 2nd content to
encrypt");
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
https://www.bouncycastle.org/latest_releases.html
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BREMERN

B AAuthenticatedEncryptionfER T , EMEZEBEFEANENZRTREZE, EHEXT
RER  BEETURFBRTZHRNTES  YERERABEHEEER, EETHBENBI AN
B , m2Amazon S3HRFEMBZEBENE,

(® Note
EEERAFRBENS , 2RIERNHN TR ER M ERHAZFNREER,

ERALES |, S EAuthenticatedEncryptiond M {BwithCryptoConfigurationki,

Code

AmazonS3EncryptionV2 s3EncryptionClientV2 =
AmazonS3EncryptionClientV2Builder.standard()

.withRegion(Regions.DEFAULT_REGION)

.withClientConfiguration(new ClientConfiguration())

.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode(CryptoMode.AuthenticatedEncryption))

.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new
EncryptionMaterials(secretKey)))

.build();

s3EncryptionClientV2.putObject(bucket_name, ENCRYPTED_KEY1l, "This is the 1st content to
encrypt");

Amazon S3{E HAWSKMS stE %

THEFEREEE 3 MZEFiE 2 BEEERE Y Amazon S3EA T AP wINZ/N A P iwin 2
gt, BE®R , &4 LETAmazon S INE ., BRPEIRNEME RAMazon S34% B B R %,

(@ Note

T %l &5 5 € 7R &5 404l 5 FH Amazon S3fEFAAWSKMS StER g, BEETHRNAFEA BN ZRE
FERAMNZRThEE , 52 Amazon S3E A A F ik 2R i8

BAEPRE , o URMEMZER PiETIZEEAmazon S3MNF | BN S HRIIRE, THE
HEeETHENMRASERE, ERRESERAFRMLERE L | 552K CryptoMode IEEE.
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FEEO

AELRHIBALTE,

BEA

import
import
import
import
import
import
import
import
import
import
import
import

AR B A

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.ClientConfiguration;

regions.Regions;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

kms
kms
kms
kms
s3.
s3.
s3.
s3.
s3.
s3.

. AWSKMS;

.AWSKMSClientBuilder;
.model.GenerateDataKeyRequest;
.model.GenerateDataKeyResult;
AmazonS3EncryptionClientV2Builder;
AmazonS3EncryptionV2;
model.CryptoConfigurationV2;
model.CryptoMode;
model.EncryptionMaterials;

model .KMSEncryptionMaterialsProvider;

WMRRE , RESRENE/SMBEXCryptoModelsER.

E@EARALES | EEEStrictAuthenticatedEncryption®#y
{EwithCryptoConfiguration’iZ,

(® Note
EEFRERIENINEZTIEE | B4 BB EHEHBouncy Castle X EFE AR FHEREH,

Code

AmazonS3EncryptionV2 s3Encryption
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new

CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3,

.build();

= AmazonS3EncryptionClientV2Builder.standard()

with a key created in the {console}");

"This is the 3rd content to encrypt
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System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

FlputObjectiZAmazon SIMEE F ik L EH R,

Code

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {consolel}");

BRI ERMEENAFRREE R, RFIFMgetObjectAsStringT ERBRREFRANFRH,

Code

System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));

BREMERN

B fEAAuthenticatedEncryptiont 8 X T , ENEBEFEANENZRIREE, EHEXT
RER  EETURIRTZHRNTES  YEREXAMEREER. NFEERRENBE AN
&R , FSMAmazon SSRFAFHMZEBENLE,

(® Note
EEEAKRENMENE , KL ABESRIMIBouncy Castle X7 FE AT 7 Y BBR 18,

EMAES |, B EAuthenticatedEncryption®f{BwithCryptoConfigurationk i,

Code

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

EREAWS KMSEFE
Atk Amazon S31N%E A P ik EIZZAWS KMSE i |, BRIEFERE T —1E.

REBUHEFHAIENEHAWS KMSEF % , #FawsKmsRegion,
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https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://www.bouncycastle.org/latest_releases.html
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Code

Region kmsRegion = Region.getRegion(Regions.AP_NORTHEAST_1);

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withAwsKmsRegion(kmsRegion))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

®E , BULERA B S HWAWS KMSE Fin#l i {L N2 & F if.

Code

AWSKMS kmsClient = AWSKMSClientBuilder.standard()
.withRegion(Regions.US_WEST_2);
.build();

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withKmsClient(kmsClient)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

£ AWS SDK for Java B9 Amazon SQS &i{l

REFRHEFEHAWS SDK for JavafiR® Amazon SQS BRI &4,

® Note
#HHEDERESERMMENERNE. GitHub FIRHFTEEXIBES, BRI ETHRE
—RIEERSERTEERIAE , UESEENBTHMESH.

-]
« {EHAmazon SQSHA LTI
o B3A, EWHIMERAmazon SQSEAE
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https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sqs/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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- BRVAR®w#Amazon SQSFAE QueueRequest

« RET BM&EEAmazon SQS

 1£ Amazon SQS FEAENF &7

£ FHAmazon SQSFA E T

ABITIIRBERS , ANE Amazon SQS A A EEAE . EMETIER  EEMEE LY
(FIFO). BEEE—F THRTINELER  ENEE , F8Amazon SQSHE A EEM.

A EERB WA HAAWS SDK for JavazZiz, 5., MIERFEE Amazon SQS 1758 URL,
BT

FREHEEE SQS B iwHcreateQueue5iE |, Rt CreateQueueRequest¥l ¥ | HIRITHIZ &L,

A

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqgs.model.CreateQueueRequest;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

CreateQueueRequest create_request = new CreateQueueRequest(QUEUE_NAME)
.addAttributesEntry("DelaySeconds", "60")
.addAttributesEntry("MessageRetentionPeriod", "86400");

try {
sqs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

}

B A EAE{t N createQueue ( RFEERKI B R ) REAIBEERKS,

sgs.createQueue("MyQueue" + new Date().getTime());
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
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F2 B GitHub ER T E &,

5| {75l

£ E%|HAmazon SQSTHI , MY AmazonSQS EFimM1istQueuesHit,

FEA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesResult;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

ListQueuesResult 1q_result = sqgs.listQueues();

System.out.println("Your SQS Queue URLs:");

for (String url : lg_result.getQueueUrls()) {
System.out.println(url);

FAlistQueuesEFZEREMBEBORE AT, &0 LUKLLT H B 5% 1R B Y 7
B : ListQueuesRequest¥#.

PEA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqgs.model.ListQueuesRequest;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

String name_prefix = "Queue";
lg_result = sqgs.listQueues(new ListQueuesRequest(name_prefix));
System.out.println("Queue URLs with prefix: " + name_prefix);

for (String url : lqg_result.getQueueUrls()) {
System.out.println(url);

FH2 [ GitHub R &4,
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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1x REYFREANEEE

B {8475 URL
HETFE SQS EF WgetQueuelrlhit,

PN

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String queue_url = sqgs.getQueueUrl(QUEUE_NAME).getQueueUrl();

528 GitHub LRI =B,

il B 17 51

RATIIHURLE S EE SQS BF WdeleteQueueFiE,
FEA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sgs.deleteQueue(queue_url);

\

F2H GitHub LY TEE S,
S

B AESBHAmazon SQSIT S IEEH RIAmazon SQSHEABIE™E
CreateQueue ¥ #9Amazon SQSAPI £ %

GetQueueUrlF #JAmazon SQSAPI £#

ListQueuesH #9Amazon SQSAP| £&&

DeleteQueues/ fJAmazon SQSAP| £&
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueues.html
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Bk, WM BRAmMazon SQSEAE

AR B A A, WAk Amazon SQSFAE ., AR —=EFEA SQS 5k EE

HiEAR

HE EEA SR IMEIAmazon SQSE%I , FERFAAEB D FEE P inftsendMessagesiE. =it
SendMessageRequest ¥+ , EHBETHH URL, ABRARX , UKIZRAWILEE (AW HEN),

FEA

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.SendMessageRequest;

Code

SendMessageRequest send_msg_request = new SendMessageRequest()
.withQueueUrl(queueUrl)
.withMessageBody("hello world")
.withDelaySeconds(5);
sqgs.sendMessage(send_msg_request);

\

B2 8 GitHub LR TR &4,
A&ﬁ? §51Inﬂ4$

FBAEE-FRPEEZEAL. EREZHEHEE , BHHEM AmazonSQS EF iR
HsendMessageBatch# % , B A SendMessageBatchRequest , EF@E1T%] URL FMFALIIR
( B{E#RSendMessageBatchRequestEntry ) Ei%, BEAUAEFERRE — @ ENWIEEE,

EA

import com.amazonaws.services.sqs.model.SendMessageBatchRequest;
import com.amazonaws.services.sqs.model.SendMessageBatchRequestEntry;

Code

SendMessageBatchRequest send_batch_request = new SendMessageBatchRequest()
.withQueueUrl(queueUrl)
.withEntries(
new SendMessageBatchRequestEntry(
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequestEntry.html
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"msg_1", "Hello from message 1"),
new SendMessageBatchRequestEntry(
"msg_2", "Hello from message 2")

.withDelaySeconds(10));
sqgs.sendMessageBatch(send_batch_request);

F2 8 GitHub LW TR EH],
EWAE

FFAL AmazonSQS &P infireceiveMessage s & , AMEE(TIIM URL, FASE L Message ¥1#F7F
BENRXEE,

BEA

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.SendMessageBatchRequest;

Code

List<Message> messages = sqs.receiveMessage(queueUrl).getMessages();

WERIRMERE S

KEFELEETCHARRE , BAAERNERZEENTS URL 4 AmazonSQS & F iR
HdeleteMessageX %o

Code

for (Message m : messages) {
sgs.deleteMessage(queuelUrl, m.getReceiptHandle());

520 GitHub LR R4,
AR

- B{EBIBHAmMazon SQSITHIRYEIER X FHIAmazon SQSHE A BIERE
« SendMessageH fAmazon SQSAP| £#
« SendMessageBatch® fYAmazon SQSAPI &
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/Message.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
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« ReceiveMessage® fIAmazon SQSAP| &
» DeleteMessage® #JAmazon SQSAP| &

AR R#W#Amazon SQSFE QueueRequest

Amazon SQSEREMATRREAESEH R[N 75 (RRMEFER S M) RHUERTEALT
ABEZH,

RWHABHREBEEAAMazon SQSERRAVZERNEE , EXETARRERNERUEE
ReceiveMessage 553K %1% £ Amazon SQSEXF I H R EE IS & HE,

(® Note
B RImAARAE1-20 B

HEM B KA R

ZEERIZAmazon SQSEKFIH | FkiEReceiveMessageWaitTimeSeconds EHIE
M CreateQueueRequestBi R Z BIFA A E M HFE SQS FcreateQueueF i,

PEA

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

Code

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Enable long polling when creating a queue

CreateQueueRequest create_request = new CreateQueueRequest()
.withQueueName(queue_name)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

try {
sqs.createQueue(create_request);
} catch (AmazonSQSException e) {

AR AE®BAmazon SQSFHE QueueRequest 200


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
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if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

}

520 GitHub LR ZZ &4,
EREFTI LA RRS

BRT RIS ARBHN  EATEIBE
iEReceiveMessageWaitTimeSecondsfESetQueueAtiributesRequestZ BIFE A £ #EE Fik SQS
HsetQueueAttributeshHi%.

PEA

import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

Code

SetQueueAttributesRequest set_attrs_request = new SetQueueAttributesRequest()
.withQueueUrl(queue_url)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

sqgs.setQueueAttributes(set_attrs_request);

2B GitHub LRy SEEEEEf,
EWBASEMARRS
BT EEBCHE BB RBH |, 5k EReceiveMessageRequesti& IR 44 =18 5% SQS &

M receiveMessageX o

(® Note

CEZERAWSE P ImNEREBER AN RREHFRE (20s) , Alt&EfreceiveMessagesdk
EESET—RHAEHFTZEE !

EA

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ReceiveMessageRequest.html
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Code

ReceiveMessageRequest receive_request = new ReceiveMessageRequest()
.withQueueUrl(queue_url)
.withWaitTimeSeconds(20);
sqs.receiveMessage(receive_request);

#F2 [ GitHub LRy EE 5,

SHAEH

\

« Amazon SQSE & FHIAmazon SQSHE A EERE
CreateQueue #9Amazon SQSAP| £ #

- ReceiveMessage® #JAmazon SQSAP| &
SetQueueAttributes B§Amazon SQSAPI &&

R E A BR&EEAmazon SQS

EWEE S Amazon SQS , E—EREERSIF , EFTHMBER , UHAKE, SUEERMER
HERERET RMEREF , R BIR IE 7 R IE MM BRED 2 51 2 )R BEWOE B

(® Note

EREREERS  IRMERKETREBFISWEMAFA L. NREFEADRFRERS
RIEHRBATUARER —HE ZREENE .

3
#

REEEFASNAS T RIEREF

WEPEER , BB ETREER , SEREEBIRYIREE
F|ChangeMessageVisibilityRequestf& B £ Mo Fi#k SQS changeMessageVisibilityh
o

A

import com.amazonaws.services.sqs.AmazonSQsS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityRequest.html
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Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Get the receipt handle for the first message in the queue.
String receipt = sgs.receiveMessage(queue_url)

.getMessages()

.get(0)

.getReceiptHandle();

sgs.changeMessageVisibility(queue_url, receipt, timeout);

F2 8 GitHub LW TR EH],
—REREZEEERHE T BB

EERKRAZHFERRBEEETRMER , 58I ChangeMessageVisibilityBatchRequestEntry¥f
R, BEHRBPIE—EE—N ID FHEN—ERERITR. RE , BIREEHAMazon SQSE ik
fchangeMessageVisibilityBatchX %,

EA

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.ChangeMessageVisibilityBatchRequestEntry;
import java.util.Arraylist;

import java.util.lList;

Code

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msgl",
sqs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout));
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityBatchRequestEntry.html
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entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msg2",
sqgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout + 200));

sgs.changeMessageVisibilityBatch(queue_url, entries);

88 GitHub LR TR,
AR

n] BMEREFF A Amazon SQSEI# A EER
SetQueueAtiributes #§Amazon SQSAPI &&
GetQueueAttributesH #JAmazon SQSAPI &
 ReceiveMessage® fIAmazon SQSAP| &

« ChangeMessageVisibility B Amazon SQSAPI 2%

« ChangeMessageVisibilityBatch# fyAmazon SQSAP| 2%

£ Amazon SQS H{F A &M=/ {T 5

Amazon SQSXEEMFRHEF|, BRFRTIEAEM RIR) (75 , TS HEERNREIAR
BUETTIESRR, B EERFRTIFRHELRHREEAS  UREREZNDEEARNERER,

RIRENF T

SEEBIINAIRSXNEERBKIEE , EEFLUTRSE :

- SEEBFSILRERBFIERSIFEEMEE (FIFO HEFEE ) ,

- SRIERRSIAAEAMERBNAWS ik F M EEERIRITI

EER , RMAIEMEMEEAmazon SQSESI , Hih —ERERTEEHKS :
FEA

import com.amazonaws.services.sqs.AmazonSQS;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html
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import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;

Code

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Create source queue
try {
sqs.createQueue(src_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

// Create dead-letter queue
try {
sgs.createQueue(dl_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

[

528 GitHub LW TE &4,
ARFITIIEEERNFRTS

EIEERERS , E4FAEARZENEDRE  REEBINBHEPRERE. ENERRREE
JSON HIEE , BHEEFEERFI ARN BURIE#HE B 3IX B FEE B 5 2 B AT LU IR R BRI /Y & KX
Ho

EARBKIIGREEHMERI R , 55FH AmazonSQS EMsetQueueAttributesFix
EdSetQueueAttributesRequestfi & , BB BHERBRedrivePolicy BB JSON EFERE K HEIR4E

A
Ho

EA

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqgs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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Code

String dl_queue_url = sqgs.getQueueUrl(dl_queue_name)
.getQueuelrl();

GetQueueAttributesResult queue_attrs = sqgs.getQueueAttributes(
new GetQueueAttributesRequest(dl_queue_url)
.withAttributeNames("QueueArn"));

String dl_queue_arn = queue_attrs.getAttributes().get("QueueArn");

// Set dead letter queue with redrive policy on source queue.

String src_queue_url = sqgs.getQueueUrl(src_queue_name)

.getQueuelrl();

SetQueueAttributesRequest request = new SetQueueAttributesRequest()
.withQueueUrl(src_queue_url)
.addAttributesEntry("RedrivePolicy",

"{\"maxReceiveCount\":\"5\", \"deadlLetterTargetArn\":\""

+ dl_queue_arn + "\"}");

sgs.setQueueAttributes(request);
28 GitHub LR &,
FHHER

« fEfHAmazon SQSEME 1T 5 FRAIAmazon SQSEHE A EEFE
« SetQueueAttributesH B Amazon SQSAP| 2%

£ AWS SDK for Java B9 Amazon SWF &i {5l

Amazon SWFR—IEITEREERYE , TEBHZASBERNER> X ITHER , EEITHERITUE
BYXYTHRIEFS R , 21558, FIERIEZELambdafE#,

EmEH R o LUEFAAmazon SWFEFHAWS SDK for Java , BiBFEH SWFEFH R , B BEH
AWS Flow Framework. FTEALAWS Flow Framework , RBECAREBFERATHE , YRBEREME , @0
AspectJ fl Spring %R, ER , A AEGEHIER , BJLUBEIBEAAWS Flow Framework, 1%
SHMMENR , 52M . AWS Flow Framework®y Java FiZ A E5m.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com/swf/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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1x REYFREANEEE

&

« SWF EFRER

- BAUEENAmazon SWFERE
+ Lambda £%

- EEBREBNIERIAEAS

o EEMRHEE

o B HAE

SWF E £

EEE—RNER , AREAAmazon SWFEBAWS SDK for Java, EXERARSE,
PI3IE , 52 @ E R E Amazon SWFEH,

MR

HA&RAmazon SWFERARERFAEELUTHKEEE , ELMKFEIEZSEAWS SDK for Java :

* aws-java-sdk-1.12.* jar
o NHFEEH -1.2.%jar

* http&E PR -4.3.% jar
 httpco-4.3.* jar

o BEEERE -2.12. jar
o BRBEZKAD -2.12. jar
- RRBEBIRE -2.12.% jar
o HERFRA 2.8.% jar

® Note

MEZTEHA

ELRM M RASREEFIERR SDK IRAMAAE , EREMHHZTETRUNREE

RIB T HRAMAE , B REREXMEANMRE,

AWS Flow Framework¥{ /A Java E A2 FEEEENMNRE , M INKERZR, 52, AWS Flow

FrameworkiE A Java B3 A E155 , B UAIEAERNVFMER,

SWF EZA#ER
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https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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FEA

BE , SUERLTEANETAIERE

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

BER A REALFTENER —BERFNME. BURRKE
fEcom.amazonaws.services.simpleworkflow.model T#EZE[E

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

R &R EHAAWS Flow Framework , Bl#&#&
fcom.amazonaws.services.simpleworkflow.flowT{EZER, fln

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
import com.amazonaws.services.simpleworkflow.flow.ActivityWorker;

(@ Note

FTLALAWS Flow Framework¥f /A Java K&t , BR T ER ER 2 AW EH M ERAWS SDK for
Java, WESFMME , 5528 . AWS Flow Frameworki@ A Java & A EiE™E.

f£EH SWF BEFimiE

B E AR HAmazon SWFEZ&iBAmazonSimpleWorkflowClientsk
# AmazonSimpleWorkflowAsyncClient¥5l. EME BN EERBIZER\*AsyncClientEAIRE &
RERETHE (ED ) FE.

AmazonSimpleWorkflowClient swf = AmazonSimpleWorkflowClientBuilder.defaultClient();

B3 B Amazon SWFEHAER

AEBEROENBEAMazon SWFARERRFTEHARZERAWS SDK for Java , BIRTA—LEER S,
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zhi i )

1.x IR FABABERE

EHERGERVSAEEBNIHERE  REBHSEIBBAWSEREEN THERBER (ENER
FHelloWorld , B R EBRN AN EF) , REFIENE Y RBIRE.

HMAEERED L ERRIEEME | (HAmazon SWFERARBRFHIFZ — R ITHENoMEK :

- WBE, RETERERTENNBERS.

- —HREEIERE  AREBTLEREFDN T TERENTHEEIEFNEXBTH.

- THERBEERITHEE (CBARKER) , THHRKEIBAEEDHHF TERBUADE.

- —HEEED , SEBFRRARITERERH —EITFEN.

- —EEBIAFE  BREBERLETER S EUERE.

- —HZEEKEE , ELEKBEERHAmMazon SWFARE IERZENEE Worker 3% HEFERPT#EE

Bfr5l. BRARIFERBEIFENERFELNERBRARKER, BRERKZIEZDTHFERATEE
%

- R TEREANTH IEREREESE.

ER®& , 8L Amazon SWFiFRE L THEEE. MAERBAWSERNARE. EEMZBEEER
#. BEREEBARED , UREHTEREHNITERL %K.

SRR

FEIRIR

AYREPEANFERRESE

« AWS SDK for Java,

« PIIAZE Maven ( 3.3.1)

- JDK 1.7 REHRA, A%HEREA JDK 1.8.0 BAEFAEN.
« —fE%FRY Java MAIREERR ( ERRE )

(® Note

MREEFE Maven TREINBERRR , BMATUEHABSERENEESBAIZEE I
FRLERENESETIEE, AWS SDK for JavaE BB ENFEAREEZERLNFAENR
B2EAM,
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E# K EREBEZMNE D , WEBETRNTBRULIERZENEM AWS SDK RE
3], Amazon SWF

MAENEN N AIBIEEDESEDAWS SDK for Java , AL EEEMEETHENAR,
AWSiF[a]

BEIEFTRAHBRE , L ERATFIMAWSERA DML | MAErREHERFRE —EIFR,

EEERRANAFIEERTE FEAMEAcredential sSEERWERIFEE ., S ENBREAE
Fi/BE h B FFE Amazon SWF #BRAWS IAM Identity Centerfy IAM & &0, B LIRS
2% , B credential sEEZFRLRRUT ;

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

SRS SR Edefaul tIREREFEEIBE,
I SWF BEX

1. £ Maven BB —BEFWER :

mvn archetype:generate -DartifactId=helloswf \
-DgroupId=aws.example.helloswf -DinteractiveMode=false

ERRIE—EEBZE%E maven HBAKEBHFIER

helloswf
### pom.xml
### src
### main
#  ### java
# ### aws
# ### example
# ### helloswf
# ### App.java
### test
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HHE#H ...

BUUZHEIMERE test B R AT EENAMARE , RABSTEELHEPERE, L0 UM
BRApp.java , RARMSAFNEERTE,

2. {REETE B MWpom. xml X {4 , 3638 7£ 58 A7 N4k ¥E 18 2R A Hlaws-java-sdk-

simpleworkflow#&<dependencies>##,

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-simpleworkflow</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

3. R Maven £/ JDK 1.7 + TRFBREMNIEH, U TABRFMNEEHNIEE F
( FE<dependencies>#ZBIZZ & ) pom.xml :

<build>
<plugins>
<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

w5 75

ZnFEESBNESEENEREFER , RASEEHEEM

* HelloTypes.java-BEEWE , FBMNITERELEE K BEMEGRE, cthSREFEH SWF
SMELER,

« ActivityWorker.java-B82FB TEE , e TEEWMATBIELETERETE.

« WorkflowWorker.java-8 8 TEREIEE (RFXEF ) , CHERREK L ZHIEE.
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« WorkflowStarter.java-8 & TERBEIRE , TEREBHN TEREHIT , EHEH SWF BRELER
RNITEREBEERBENTIEEER,

FIRRFERN RS R

BRIZAREM Java BNABEXHHEER - ERFR, BHTHENMNE , SREHX4RNEIEE
i, MERSUATIR

1. #ERsrc/main/java/aws/example/helloswf/B$&FEIER
2. EEEXHHBERINI—packageEZPHLABRHEGEZTH, HHERMEH -

package aws.example.helloswf;

3. BAmazonSimpleWorkflowClient3& Al

HMcom.amazonaws.services.simpleworkflow.model® & ZEEHF K ZEEBIFEimportE
H. A TELEE , RMEER :

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

SMMEE., THERBRIEESER

PR AR — B AT 8T X ER%BHelloTypes. java. LERKIETERBFTERIETE
RENLRAER , SIIEBNERBARAN TEREEE. BEEBNITHETERR.

1. TN A RESR W AIE X HHelloTypes. java , ANBERIRBEEESHEA,
2. EffHelloTypeshl , Y AHRHAAREEMEBNITEREREMNE !

public static final String DOMAIN = "HelloDomain";
public static final String TASKLIST "HelloTasklist";
public static final String WORKFLOW "HelloWorkflow";
public static final String WORKFLOW_VERSION = "1.0";
public static final String ACTIVITY = "HelloActivity";
public static final String ACTIVITY_VERSION = "1.0";

BEESERBRBHEM.
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3. £ String E& 2% , E 3 AmazonSimpleWorkflowClient38 BRI E1TE ., ERHEEANAmazon
SWFAERE AT EAWS SDK for Java.

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

F—EREXBSBRBREFREERdefaul t EEEBE, WREFEATRNRERE K BHRETH
FRIER LSRR , Xi% profile_name MR BERRERBBHNRE,

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder
.standard()
.withCredentials(new ProfileCredentialsProvider("profile_name"))

.withRegion(Regions.DEFAULT_REGION)
Lbuild();

4. FHEEM SWF BEAHRE. HERZHE SWF EBN TERERENBERSR. RGE
SWF B FERMERMBEPE , FRERILEA,

try {
System.out.println("** Registering the domain '" + DOMAIN + "'.");

swf.registerDomain(new RegisterDomainRequest()
.withName (DOMAIN)
.withWorkflowExecutionRetentionPeriodInDays("1"));
} catch (DomainAlreadyExistsException e) {
System.out.println("** Domain already exists!");

}

SMEEE , FREAEE (FaEE. . . /BHFEARNFFE "armn' WEM 1 £ 256 BFtiE) XA
MREBHEIE |, BIE TEREHMITER B RAMazon SWFE TERENSTERELHERNN XY, | T
EREBHITREH LR A 90 X, RegisterDomainRequestiNEFMEN , BHSE,

MREEZEBBWIEHELEEE , AlE5|#DomainAlreadyExistsException—1{ll, RAEKFTIELR
BERKEILBE , TR A 2B BIAAR T
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® Note

HREXNIBREEAS ERNERER | AWS SDK for JavaF ZHER 2
EESlmpleworkflow modeldn & =B PR EBIRM , B LAEA A SEZowith* A ER
B FEAZER,

5. MERBLGEMITEREE, FHRTITERERN THEEN,

try {
System.out.println("** Registering the activity type '" + ACTIVITY +
"-" + ACTIVITY_VERSION + "'.");
swf.registerActivityType(new RegisterActivityTypeRequest()
.withDomain(DOMAIN)
.withName(ACTIVITY)

.withVersion(ACTIVITY_VERSION)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskScheduleToStartTimeout("30")
.withDefaultTaskStartToCloseTimeout("600")
.withDefaultTaskScheduleToCloseTimeout("630")
.withDefaultTaskHeartbeatTimeout("10"));

} catch (TypeAlreadyExistsException e) {

System.out.println("** Activity type already exists!");

}

BB AEBAMRAEE , AR B ESMEEPEMEMEENES, FEth IS HEE
BSg , flmARYE SWF ZERTEMERVERITERTE , URFZTEANRE , BaLFERAEL
REFREZEEFE AT TR O FIENREERE, RegisterActivityTypeRequesttNEFFMER |, 7
%ﬁo

(® Note

FIERREIGUDABENIEE. MEAmazon SWERBRIMIFETERERTHZERS ,
nﬁ =z Fﬁﬂﬂ ;Egzo

MBEBERFIMAEBHERELIEE |, TypeAlreadyExistsException Bl & 5|8, FIEHELAFMHINT
EREEE, TERE (EBARAKER) KRIEREHTHERSE,
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try {
System.out.println("** Registering the workflow type '" + WORKFLOW +
"-" + WORKFLOW_VERSION + "'.");
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
.withName (WORKFLOW)

.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Workflow type already exists!");
}

+

EDEBRBEM , TEREEEASBANRARR , X HEEFAEENR
B¥. RegisterWorkflowTypeRequestiZEFMEN , 22 M.

+

MBLRERFTMH TEREBERCKFRE , TypeAlreadyExistsException A& 5|3, &% , 1Bf4t—
Bmaink it , BREBITHIT , RAFEEMONEMBE, THRENITEREEE .

+

registerDomain();
registerWorkflowType();
registerActivityType();

BRETURESHTRARAUSNTEMESE  NRERSEB N TERRE Worker WRERTF,
e, TERBNES <R K SRTREEBRIATHYRE — ELRESRHEEE , EREETIRR
efALt.

BedsITHE

EBRIFERETHNERNTHEN, THERERMAEE. IEEHTIEE (HEBEREEIEN/F) 2
BIERFER, BENTHEREBEAFZEZDER  ELFDALURIHT. FRALTIAMENES.

EE) Worker R ¥ B & TERBREFIELE 2 EBEHK @ Amazon SWFHRERBML T, ETWEE
BERE , cERTHENED , WEKI/AKERBER THERE,

BMASER—EEENEDHTHE K EDHEEIH.
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1. TRXARER LRI EXHFActivityWorker. java , RINBBHAIRBER TSRS A,

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

2. #ActivityWorkerBEIFIEERER , WAHIEEERNE , AFH SWF AF % , 4% A REE
Z EHEAmazon SWF :

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
3. AMEMERETENGE

private static String sayHello(String input) throws Throwable {
return "Hello, " + input + "!";

ZEDRAFBE—EFRSE  BHASGK—ERRFELERGER, HAEREBETRA TESIEH
SMRM | BRFRRGTHER T se g 5| BERNIER.

4. AM—Emaink % , RFEAEEBERRA S E. RFEBEBHMMN—LARRERHEBEHOE
BIRRBIE :

System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(
new PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(
new TaskList().withName(HelloTypes.TASKLIST)));

String task_token = task.getTaskToken();

SEBERWN SWF A FisAmazon SWF#IpollForActivityTaskF & , WiIEEEEEAFEAN
MM THEBERZFWIIE, PollForActivityTaskRequest
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—BIREHER R BEBFAAEENgetTaskToken T 2R E M —ZRRT

5. TR, E—LABREFEERNER. TWHATBNRB 2R , BATRBERFMEENImaink
EH, WiwREEBSHE,

if (task_token != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '" +
task.getInput() + "'.");
result = sayHello(task.getInput());
} catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(task_token)

.withResult(result));
} else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(task_token)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

MRERTEARnull , BEEFIF T LAFRIRIELT activity 737% ( sayHello ) , RERMHEEH
— R EEN A BIR,

WMB TR REAESERR) , Bl Worker @LL8E T4 Token FSEEE
B & B M RespondActivityTaskCompletedRequest ¥4 /0L SWF F F i
HrespondActivityTaskCompleted’s 2K [E FE SWF,

BB Amazon SWFEARESR 217


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RespondActivityTaskCompletedRequest.html

AWS SDK for Java 1. 1x IR ABIER

F—FHHE , NREKKEK , BERMEBFAFERespondActivityTaskFailedRequest¥ R
MrespondActivityTaskFailed5AREE , BERTHEMNEREERNEEEERT.

(® Note

WMRRT , WEBRKAIESERRMH. HATELTAHBRENGE , BERERMNEE "E
FEEEE, B TTHERETHEE, PRHETIES Worker B NREF.

EEIEREIES

B TERBEBENARA TERE Worker W —ERERBEF . THERTE Worker S50 R AP EZE
HIRREFS , LAk Amazon SWFETFER THEBE L | WM TEREER M REEK,

E TR\ 'b5\ '7b Worker IREIEE , EEMHEERERE (BEREHENED) X REUEENEHF
(BIanBEEEED)o

1. TR XA fRERS Y R X HWorkflowWorker . java , RINBERIRIFEESEEA,
2. m™M—EHME AR X HFF

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

import java.util.Arraylist;

import java.util.list;

import java.util.UUID;

3. EfWorkflowWorker$E Al , W% 37 A RFH SWF %2 AmazonSimpleWorkflowClient38 Bl 1Y &
=,

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

4. FAmainiZE. WHEEEHEER , dEHA SWF BFi#%MpollForDecisionTask A E#RE
T4, $RPollForDecisionTaskRequestftZ£#&E .

PollForDecisionTaskRequest task_request =
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new PollForDecisionTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST));

while (true) {
System.out.println(

"Polling for a decision task from the tasklist '" +
HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

DecisionTask task = swf.pollForDecisionTask(task_request);

String taskToken = task.getTaskToken();
if (taskToken !'= null) {
try {
executeDecisionTask(taskToken, task.getEvents());
} catch (Throwable th) {
th.printStackTrace();

—BEKIES , BMFAAEWgetTaskToken5k |, Z5ERE —EZ/FE |, o AREBER,
WRIREINSEAEnull |, BBERPEexecuteDecisionTaskFEFE—SEEE , SEKSHE
MPEERK — R EM HistoryEvent i RIIREER T,

5. &MNFexecuteDecisionTaskt , BUEH TR (aString ) MHistoryEvent%lik,

List<Decision> decisions = new ArraylList<Decision>();
String workflow_input = null;

int scheduled_activities = 0;

int open_activities = 0;

boolean activity_completed = false;

String result = null;

HMERE T —LBEBHEREBESE , fim

- ARBEREBEIBERNARYHBEE,

- &7 "WorkflowExecutionStarted" B4 Frizft 2 TEREBW AN F 5

- EHRENRR (ETH) FBNFE , UERECHES B i EEHTREERMRNED.
- —EREE, XRFEBETK.
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- —EFFERATEBER  ARREEARRMN THERER.

6. TR , BiFgetEventTypeiitexecuteDecisionTaskHEMWEHistoryEventFER | 18
—EREXNBREEE T E—RBEENYH.

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
switch(event.getEventType()) {
case "WorkflowExecutionStarted":
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case "ActivityTaskScheduled":
scheduled_activities++;
break;
case "ScheduleActivityTaskFailed":
scheduled_activities--;
break;
case "ActivityTaskStarted":
scheduled_activities--;
open_activities++;
break;
case "ActivityTaskCompleted":
open_activities--;
activity_completed = true;
result = event.getActivityTaskCompletedEventAttributes()
.getResult();
break;
case "ActivityTaskFailed":
open_activities--;
break;
case "ActivityTaskTimedOut":
open_activities--;
break;

}
System.out.println("]");

ARTEANTERE  RAIKREBHR
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 "WorkflowExecutionStarted" =4 , R R TEREMNTEHER (BEEKREZLEZITIERESD
WE—ETEE) , TREREEIERENIREBA. EEERERLT , TREMBREN BB
S, A EREEFZFEPUEEAETHETHEM,

« TActivityTaskCompleted" 4 , EHEREB TR EEE. SHERBEREETRERNEE
H,. AREMRAE—EES , RASERAXEFARBIERENE R,

MREBHWITEREEZEHMSZHER  ATUERAEM. NESEESHERNERER ,
HHistoryEventBIFR A,

3
¢
&n

+ 3R switchFBAFHNFERBRE Java7 B5| AN, NMREFEHNRBEHMAN Java ,
AR AE AR EventType A StringlREINIRE{HER AW EE , AREMSStringERIR
B : history_event.getType()

EventType et = EventType.fromValue(event.getEventType());

1. HswitchBRIAX 2 & , MEESEXG , SURIRIKEIH THEMHEERE M EFE,

if (activity_completed) {
decisions.add(
new Decision()
.withDecisionType(DecisionType.CompleteWorkflowExecution)
.withCompleteWorkflowExecutionDecisionAttributes(
new CompleteWorkflowExecutionDecisionAttributes()
.withResult(result)));
} else {
if (open_activities == @ && scheduled_activities == @) {

ScheduleActivityTaskDecisionAttributes attrs =
new ScheduleActivityTaskDecisionAttributes()
.withActivityType(new ActivityType()
.withName(HelloTypes.ACTIVITY)
.withVersion(HelloTypes.ACTIVITY_VERSION))
.withActivityId(UUID.randomUUID().toString())
.withInput(workflow_input);

decisions.add(
new Decision()
.withDecisionType(DecisionType.ScheduleActivityTask)
.withScheduleActivityTaskDecisionAttributes(attrs));
} else {
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// an instance of HelloActivity is already scheduled or running. Do nothing,
another
// task will be scheduled once the activity completes, fails or times out

}

System.out.println("Exiting the decision task with the decisions " + decisions);

- MRMEKRHFETE , BMPFLUREM L EIFE , &ScheduleActivityTask REER
#£ScheduleActivityTaskDecisionAttributes#& 8 2# T — BAmazon SWFEHRE 2 ZBINHEE
# , thB¥EAmazon SWFEEXZFENEMER,

- MEFHEERK , IRMEZEEE/MIEREESTER , ¥LCompletedWorkflowExecutioni®
E M EFE | 8 A CompleteWorkflowExecutionDecisionAttributeskE # LUIRH AR E K THER
ENFMER. EHBERT , R REESHNER,

ERA—EERAT , RREARESHIEEES LERESNDecisionBEH,
2. BEECEREEKEFRENDecisionHFBERTERRKETE, ERM—EERS
MexecuteDecisionTaskFEMKRERMUTRIE :

swf.respondDecisionTaskCompleted(
new RespondDecisionTaskCompletedRequest()
.withTaskToken(taskToken)
.withDecisions(decisions));

SWF A FimfyrespondDecisionTaskCompleted 5 &S A A Bl T/EM TIERER , KA
KDecision¥#iEE,

BFETHEREREIR
K% , RASRE - LEXBRRE TEREHRT.

1. FTBI N A imEE RS WAl S FWorkflowStarter.java , FINBBAIBRIBE RSEEA,
2. W iWorkflowStarter# :

package aws.example.helloswf;

import com.amazonaws.regions.Regions;
import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
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import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

public class WorkflowStarter {
private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
public static final String WORKFLOW_EXECUTION = "HelloWorldWorkflowExecution";

public static void main(String[] args) {
String workflow_input = "{SWF}";
if (args.length > @) {
workflow_input = args[0];

System.out.println("Starting the workflow execution '" + WORKFLOW_EXECUTION +
"' with input '" + workflow_input + "'.");

WorkflowType wf_type = new WorkflowType()
.withName(HelloTypes.WORKFLOW)
.withVersion(HelloTypes.WORKFLOW_VERSION);

Run run = swf.startWorkflowExecution(new StartWorkflowExecutionRequest()
.withDomain(HelloTypes.DOMAIN)
.withWorkflowType(wf_type)
.withWorkflowId(WORKFLOW_EXECUTION)
.withInput(workflow_input)
.withExecutionStartToCloseTimeout("90"));

System.out.println("Workflow execution started with the run id '" +
run.getRunId() + "'.");

HWorkflowStarterERIHE — A FEKmain , ZHF EFEEGEH SV LEENZEASISEATE
/JIL*EEE’JﬁAﬁ 2 o

SWF A B 3= &4 % StartWorkflowExecutionRequest ¥4 # & &
Ao startWorkflowExecutionfEE®R , RTEEERTHREN IERBERZA , RMER
fit -

- AFEUEBENITEREHNITER
THERBRAZER (ZRMANTOFNBSTHREMG)

BB Amazon SWFEARESR 223


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/StartWorkflowExecutionRequest.html

AWS SDK for Java 1. 1x R ABIER

- BEHE , RRBETERERTHRENRERE AW HREM).

startWorkflowExecutionEEH Run ¥HERMAHIT ID , WETARBR TEREHRITICH
FIAmazon SWF L4 E TEREHITH THEREHNIT.

+ XX : 11T ID 4K Amazon SWF , It B EREE RSB TERBITREAN TERATEBTE.

BE#H

EfH Maven BETRHIER |, FEFhelloswf B &I # A -

mvn package

fERhelloswf-1.0.jar#Etarget B R ERK,
172801
HESEEMER LN TRTERE  ELERIKLE I #IT,

® Note

MREFERARR Linux, macOS = Unix Rk , BITTAEE — KR IR#RE E b — (@ — @17
ERK. MREEFEHIT Windows , BEZFEBMEREANGSHHTEE K FIREZSHE
HITEEPhelloswf B 8.

R E Java BRIRE

BE Maven ERAZERE THKERR , BEETEZRY , BEERM AWS SDK EXHY Java
R KFBRR. BRI LUASCLASSPATHIRIEE EEREA AWS SDK BXEMME , ARk SDK &
Wthird-party/libB#& , HH I X EMNMHEA4RM

export CLASSPATH='target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/
lib/*!
java example.swf.hello.HelloTypes

FETETEEARARFREARA java T -cpBERERRRE,

java -cp target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/lib/* \
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example.swf.hello.HelloTypes

BEANERIURARE, MREEBEARBHIEEMNEE K FERETRALES XK
"NoClassDefFound. #8558 , RAIEERRAABRRRERNER,

HMEE. TEREMEESRER

AT Worker ITEREMBIR <A , EREFMESIUAR THERBNEBEE, ATHEENEX
REEERBBETERENESREFEE.

BEZ  MREERE CLASSPATH , BITTLABBHTUA TS RIETEEMES -

echo 'Supply the name of one of the example classes as an argument.'

BEEEBMITEREIES

WEEHDEM , BB EEBN TERRE Worker, EFSEEE T RAER , EZTMHHRE
Al ASEEZEEBNRBEEORETEM , HE , WREE Linux , macOS = Unix LiET , Al
A A AR EREBETKEETRELEBNETRE,

echo 'If there are arguments to the class, put them in quotes after the class
name. '

exit 1
MREBEFFDNREFHTELD T , FERE —1TH final B&E T,
R TEREHIT

RELAEB N TERE Worker IEE#E , B URK THERENT. EFEHMT , ETTHERE
BEEZKMRES L, REXE—EFNKREOHETE ( RIFMRERAELEFGRN THEEES
BV AERERIETT ) o

fi

(® Note

NMREBEZRAECHAAER  ELENELEEZTHFRE A ARBEEETED ,
MEEaT. Hi

b []11}
:mh
SN
i
\
/l
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echo "## Running $className..."

—BERBIITITHERE , LEZXFEHED Worker I THERBHITASARANEE, ETERESR
WRTTREF Eﬁ&ﬂvﬁumﬂ%%to

Lt g5 #Y ST B 2R
#& 7] LAfEaws-java-developer-guidef@ FEF #Y Github £ BIE L €561 T E R 1515,
MEFMENR

- MRTEREWHMEHETHIFEER |, IWEE RN Worker RESEH T /EEL, EERBUNMESE
BAEA Worker , sE2 B EEBEE B T/ERE TEER,

« BE#H 5T #Amazon SWF , s5i&E5HAmazon SWFE B #tEAmazon SWFEE A 25/,

« O LAER AWS Flow Framework for Java , fEFAFERELAUEB M Java B IREEEMMN TIER
2. AWS Flow Framework i =& A | E%%Erﬁ Java F% A M,

Lambda 7%

A —BERWESER ZFES Amazon SWFEE) , BRI LUEALambda#IR KRR TERPH TEE
fir , WS HELZHERBELL

AREEEEN %”ZZDHEIEAmazon SWF LambdafF#AWS SDK for Java, MIEHEE HWEEHAEA
LambdafEIEHIEFMAE R | F2BAWS LambdaT#EFR B Amazon SWFEHEAEHEE,

REBRE IAM A6 LLETEH Lambda B

ZBIAmazon SWFH LLEfTLambdaREiEF , BMEERE IAM A€ | LI{EAmazon SWFE{THRR
Lambda =, MEMAEATHBRENTEEFEER | 552AWS LambdaT {E,

EREMIERER , £FEL IAM AEH Amazon Resource Name (ARN)LambdafE#.
# 3 Lambda K&

YRAT LB LambdaflBEFSTAENES +H , 218 Java, BEENARIE, BEMERHLambdaBBHIE
MEF , FSAWS LambdaBiz A EEF,
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https://docs.aws.amazon.com/amazonswf/latest/developerguide/
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® Note

BERAMEESRKE ALambdal® , © [ LAUBIB{E Amazon SWFIERRE , MAE TER

BEABBEANZS UM, Amazon SWFREETHRBEFBIREARBMFMEE.

EEA—EFENLambdaB B , AREE T HARKERELEAmazon SWFEH.

« EfEMRA2 A JavaScript fmE /Y , AIEEEAAWS Management Console :

exports.handler = function(event, context) {
context.succeed("Hello, " + event.who + "!");

[
S0

- ERH Java MEMNMHERE , BW AL Lambda EEEFETE :

package example.swf.hellolambda;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.util.json.JSONException;

import com.amazonaws.util.json.JSONObject;

public class SwfHellolLambdaFunction implements RequestHandler<Object,
@Override
public Object handleRequest(Object input, Context context) {
String who = "{SWF}";
if (input != null) {
JSONObject jso = null;

try {
jso = new JSONObject(input.toString());
who = jso.getString("who");

} catch (JSONException e) {
e.printStackTrace();

}

return ("Hello, " + who + "I");

Object> {

Lambda {£#
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® Note

EEH®—F T H Java IR EEE Lambda , FSELHEEN (Java)FPFHIAWS Lambda
FEABERE. CEEEEFREAMMENEREEE Lambdalava FHER .

LambdaEBHRASHRERAHREAE—ES2H , LTXHREAF_EHR , CREGEET
LambdaBi %, EESENEHEH LR AT JSON 1 |, W BwhoFERFERANBIRRBRENE R,

M IT/ERLAEE Lambda — &2 £ A

HRITHERRFAELambdaEH e , BIAFRE IAM AR |, LR HAmazon SWFEEEFT
BESNU FLambdaR B, & AfE TEREFTMBRESFFEAwithDefaultLambdaRoles,
#setDefaultLambdaRole® 5 ERegisterWorkflow TypeRequest.,

System.out.println("** Registering the workflow type '" + WORKFLOW + "-" +

WORKFLOW_VERSION
£

try {

swf.registerWorkflowType(new RegisterWorkflowTypeRequest()

.withDomain(DOMAIN)
.withName (WORKFLOW)
.withDefaultLambdaRole(lambda_role_arn)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));

}
catch (TypeAlreadyExistsException e) {

HEfELambdafE#
R LambdaEBELRAEEE ., FEREAKER "FHEIEB L DecisionTypef i

FScheduleLambdaFunctionDecisionAttributes.

running_functions == @ && scheduled_functions == 0) {
AWSLambda lam = AwWSLambdaClientBuilder.defaultClient();
GetFunctionConfigurationResult function_config =
lam.getFunctionConfiguration(
new GetFunctionConfigurationRequest()
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-java-how-to-create-deployment-package.html
https://docs.aws.amazon.com/lambda/latest/dg/java-programming-model.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterWorkflowTypeRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/Decision.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DecisionType.html
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.withFunctionName("HelloFunction"));
String function_arn = function_config.getFunctionAzn();

SchedulelLambdaFunctionDecisionAttributes attrs =
new ScheduleLambdaFunctionDecisionAttributes()
.withId("HelloFunction (Lambda task example)")
.withName(function_arn)
.withInput(workflow_input);

decisions.add(

£ #SchedulelLambdaFuntionDecisionAttributes , BIAEAEHEZ BN ARN , EELambdail
2, LLKid , B8 AAmazon SWFiERAREBILambdafk BIfE S BHEEAH,

& th AT DUSR Mt W) 2 8 A (8T8 ) LambdaB B AS H R R EARAERFE , E =R LambdaBi 4
B LambdaFunctionTimedOutZE44,

(® Note

HABEART R M EREHRigE Lambdaf N ® , IGEEBBE, &7 LUE A BT R 2
¥R ARN BTGNS ( HP2FEAWS 1RFID ) o

ERFEEDEE Lambda HE(EMH

LambdafEBEHEERFZEH , B UETERIEAEPRERKE

KRR ELEHRIURE  EESEHELambdaE® , FRASHEEE
fHlgiLambdaFunctionScheduled, LambdaFunctionStarted , 34

K LambdaFunctionCompleted, MR LambdaBiB kK , FHETHELHEHRENERFEER , &
# U ElLambdaFunctionFaileds#&LambdaFunctionTimedOut B4 A,

boolean function_completed = false;
String result = null;

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
EventType event_type = EventType.fromValue(event.getEventType());
switch(event_type) {
case WorkflowExecutionStarted:
workflow_input =
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event.getWorkflowExecutionStartedEventAttributes()
.getInput();

break;

case LambdaFunctionScheduled:
scheduled_functions++;
break;

case SchedulelLambdaFunctionFailed:
scheduled_functions--;
break;

case LambdaFunctionStarted:
scheduled_functions--;
running_functions++;
break;

case LambdaFunctionCompleted:
running_functions--;
function_completed = true;
result = event.getLambdaFunctionCompletedEventAttributes()

.getResult();

break;

case LambdaFunctionFailed:
running_functions--;
break;

case LambdaFunctionTimedOut:
running_functions--;
break;

$ZI K B LambdaZh&E

B8R E|LambdaFunctionCompleted "EventType, you can

retrieve your @ function’s return value by first calling
‘getLambdaFunctionCompletedEventAttributesfEHistoryEvent i3k
HYLambdaFunctionCompletedEventAttributes ¥ &R , REFA HgetResultFER KR Lambdakk
2

LambdaFunctionCompleted:
running_functions--;

It R BIRY SERIR

&0 LA BB S B MRS github: “<awsdocs/aws-java-developer-guide/tree/master/doc_source/
snippets/helloswf_lambda/>%E Github =& &IEEH| Faws-java A EREEREEE.
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EEBREBMIERIEAE

FRAAMAEE R EAmazon SWFEA FRERMH T HEMBE, EBNITERETFASUR TERRE
SREARNBETERERARFNTEER,

THERFEWEETAEEET , BAmazon SWFUERREZFBHRIRERE. —BIEHRHHE
3R , Amazon SWFitskEmss W ER A E v B EK.

MBITERIEAEECESERBHABDKL  Amazon SWFHREMARER MK IEW TEASREF
®,RMEBEKEL ( BEEEBEE ).

REESERAN -—EREAREIFEFRILZASHMERBHAFZRED,
EAXREEF , Higiehelloswf , £/ Java WM EREBRBREB TIEAS,
BT RTEERNRE

import java.util.concurrent.CountDownLatch;
import java.util.concurrent.TimeUnit;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;

import com.amazonaws.services.simpleworkflow.model.ActivityTask;

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

public class ActivityWorkerWithGracefulShutdown {
private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
private static final CountDownLatch waitForTermination = new CountDownLatch(1l);
private static volatile boolean terminate = false;
private static String executeActivityTask(String input) throws Throwable {

return "Hello, " + input + "!";

public static void main(String[] args) {
Runtime.getRuntime().addShutdownHook(new Thread() {
@Override
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public void run() {

try {
terminate = true;
System.out.println("Waiting for the current poll request" +

" to return before shutting down.");

waitForTermination.await(60, TimeUnit.SECONDS);

}

catch (InterruptedException e) {
// ignore

18

try {
pollAndExecute();

}

finally {
waitForTermination.countDown();

public static void pollAndExecute() {
while (!terminate) {
System.out.println("Polling for an activity task from the tasklist
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(new
PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST)));

String taskToken = task.getTaskToken();

if (taskToken != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input

+ task.getInput() + "'.");
result = executeActivityTask(task.getInput());

}
catch (Throwable th) {

error = th;
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}

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(taskToken)
.withResult(result));
}
else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");
swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()
.withTaskToken(taskToken)
.withReason(error.getClass().getSimpleName())
.withDetails(error.getMessage()));

FUARAF  mainHBEHBEBEBE SN SEEF , pollAndExecute,

A tkmainBER B IR EE A CountDownlLatchfE Bl A B EME B BURTEE B RER EBREFREO W |, RE
BEEERE,

EER I 2R

P EEITERINEEAMazon SWFEEH LLETT,

1. B #RegisterDomainRequestfiR , ELAHRBEHEEMITEREHNITREZHN ( EMESEF R
RHEW)

2. WY = a0 BB B TERE T - i at 8 5 7 BRegisterDomainRequest¥1 4.

3. #{EDomainAlreadyExistsException I REF RN B ERKFE (HEEBFBERAT , BETHEERMER
).

THIREXFREULIRE
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public void register_swf_domain(AmazonSimpleWorkflowClient swf, String name)

{

RegisterDomainRequest request = new RegisterDomainRequest().withName(name);
request.setWorkflowExecutionRetentionPeriodInDays("10");

try
{
swf.registerDomain(request);
}
catch (DomainAlreadyExistsException e)
{
System.out.println("Domain already exists!");
}

Bl a1

&) A% Amazon SWFERIR R IR SR BB AV B AAWS B i iz s H

1. BiIListDomainsRequest¥i R , WiEE LR BREBHWEHNFMMRE-ERLFEN,

2. Call2#it: BB E T/EREEF Ik, 3R AListDomainRequest¥ . #& R Domaininfos#)
.

3. CallgetDomainInfos 3R EX & Domaininfo#¥#F .
4. CallgetNameZ£ & fEDomaininfoi KRB EH BB,

THRABRELLIRE

public void list_swf_domains(AmazonSimpleWorkflowClient swf)

{
ListDomainsRequest request = new ListDomainsRequest();
request.setRegistrationStatus("REGISTERED");
DomainInfos domains = swf.listDomains(request);
System.out.println("Current Domains:");
for (DomainInfo di : domains.getDomainInfos())
{
System.out.println(" * " + di.getName());
}
}
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FTLALAWS SDK for Javalfi #5F % SDK THEEM R R ISEHl, B LIRSS ELARARRKERES
BAWSHRR 5 ZAWS SDK for Java.

A IEER S Al

ATLAELAWS SDK for JavafRiE ROIEE A B %, MR EFEHETEAWS SDK for Java , AIREKE L EKE
THEA,

4 t A] LAFEAWS SDK for JavaGitHub R E R RYsrc/Lext B #.

FEABSITEBENET R

BREEBEEBENE  UELATURGSITRRBENETEM. SERFIESE HTML XK
README X# , HHEEBERBETRHINER,

(® Note

MRIEEEBIE GitHub LR RIS , FEEBRawiRi £ E & T~ I README.html 32445
Br, EREENXT , HTML B ZERBAREAERHER,

TORIRAF

TEE/TETAWS SDK for Javati A , BEEFREAWSREFHEAERKFEHAWS CLI, WEEE
AWSEEZENEEEERE, BUEFAEREAEHEHEREE, Hit , BBEESARELN
BiE , B UBRBEAAWSHERBESTFHNXHHINERE (THESESHHEALLNEHRE ),

HITEHI

1. BB BEROINREBHOE &, Hln , MREMMAWSSDK TEH I FHLEiEITAwsConsoleApp&ifi
o, RATREE A

cd samples/AwsConsoleApp

2. A Ant EX W HITES|, MEEBEBBRRITWMERE  RLEIAFT@A

ant
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https://github.com/aws/aws-sdk-java/tree/master/src/samples
http://ant.apache.org/
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RIS BT ENRIR LR | 60

You have access to 4 Availability Zones.
You have @ {EC2} instance(s) running.
You have 13 Amazon SimpleDB domain(s) containing a total of 62 items.

You have 23 {S3} bucket(s), containing 44 objects with a total size of 154767691 bytes.

{# F Eclipse IDE 4 R FIE (TRl

MR EEFAAWS Toolkit for Eclipse , &t LATE Eclipse F1B#EAWS SDK for Javasi il % T EG 5
IZB/AE Java HE H,

TR

ZEAWS Toolkit for Eclipse , BRFIEZFEALZNLZLEFERETE T, BuEREEREFRENR
BREXE K RBIEE AWSIEFID

HATEHI

1. BARX Eclipse.

B FAWSJava BR, £ Eclipse F , File ((BR)XEF | EBEHN , ARIKZR—TER, PRLULH
BERBEANSITH,

BB AWS E&l , AREE AWSJava EX,

B Next (T—%), BERETERZEEM,

EEREBH M, FIELLLAWS SDK for JavaRflfEHE R SDK o] Y R , tNEIATIR,
BEEPSESEEREZEETSEEE PHELR,

BMABHAWSEAE R, MRECLEEE TAWS Toolkit for Eclipse , BI& B EIEER.,

#$E Finish (5T). ZEBERIRILRINBZERBZESR.
BIZFH . javatE R, Hlan , EHAAmazon S3BKZA |, EIES3Sample. javao

10 BEHTREPITXREFEE,

N

© P° ~ 9’ o §> w
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MAESERIER  EORERRE  RREEFMERE.
12;88F AWSJava RBEN  BET —H , ARRRRES LWVESRSAETERE.
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Z2 M AWS SDK for Java

Eiw R £ =2 Amazon Web Services (AWS) REBRHN —IR. HA AWS BEFHE | iGeERER PO
BEBHNEETEZ , LRREMSABRNZEER, R28 AWS A BHARAEBNEE, HE
EAEE B ERAEREFNLLNERRBHRE,

ENZe2H — AWS REREFET AWS EFRENAMERBNERRE  YACRETUALZEFERN
R, BANLLEERRMNVEETKE AWS , Y ERMNLLMEERERAE=H BT EHUE
MEpE , ERAAWS ERFTEIN -5

Emz et — ENEEECRRNEEAN AWS % , UAREMRER S RENNBRME, HBENE
R, URERRGERNZER,

K AWS EmBBRHEBBHE X ENEE Amazon #EEE R (AWS) R , BERARNSEESN. W0F
AWS BRBZEMER , F2HRAWS BB MRAXHERNFESMHEE AWS ERE THFHEE
AWS R

e

« AWS SDK for Java 1.x FHERHRE
« AWS SDK for Java ¥ TLS X &

- SO NMEFRREEE

« RN AWS EmBBRBH S RRE

« X AWS Em R H EREED

« ZAWS EmTBRBHNERERZE
+ Amazon S3 NZA FirBE

AWS SDK for Java 1.x P ERHMRE

HESEEXEARE AWS ERSRBEPHERRE. MILERFR , AWS 8EEREHTAE
AWS Bir £ EREE, SXASEHETHERRE LEECRABTNEGIE, LABSEEmE
A AWS RN Z2ERNEETE. NEEEERBAENFRES K F2RENELEEZREE
£, WEBNERREBNHEBEN , F268 AWS Z2 %R LAAWS HEEFEEE T GDPR #5&E%K
XE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
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ERERREER , RMEREMEH AWS Identity and Access Management (IAM) R AWS tRF 52
RUBEEBFERAERS, Wk—R , BEFEAEHASESRTFENEEHAL AN, RfwE
REEATIANREESR -

- BERFHECRAZEZEZRE (MFA),

« {£/ SSL/TLS & AWS BRETEM.

- ERERE API MfEAEFBFC & AWS CloudTrail,

- £/ AWS MBHRBERIT R , L AWS RERBHHAMERRZ S MES,

« £/ Amazon Macie FEREXELLRE  FHRNRRNREBFEEFEHES Amazon S3HVEAE R,

- MRHEZBBHSHNER API FEEFEER AWS 1B FIPS 140-2 B XM NZ1ELR | 5EH FIPS
imE. MEHER FIPS fl FIPS iwHMNEZSHEEN , B2 RBI P EFIRIEZE (FIPS) 140-2 #15,

BMEEBCEHTERETFIRFRBESHRRBNEBEET , WEBBABHRALT |, flmE BRI,
ECERELERAERE, API S AWS SDK EAZE AWS Em. AWS RBHHEMBHE. AWS CLI
B AWS EmBBRBRAEMBRE PR ANEAERS TSRS ELERRED, BERREM
SAEBABRERAY URL B , B ERZ EHXMAMRB[FE RN URL FEZEBAERET.

AWS SDK for Java ¥ TLS B 1&

THEREBEAR Java SSL BE (PEYFERR SSL B AWS SDK for Java), MREFEATRM SSL
BEE , FSBSEN SSL BE , L THROMEEIFIT TLS R,

m{a ke TLS ARZR

2R Java EHRHER (JVM) REENRAXMN , SHEEN T & EWHL TLS A, HREL
JVM , U RIEEAFHT ED X HWLE SSL RS,

System.out.println(Arrays.toString(SSLContext.getDefault().getSupportedSSLParameters().getProtc

EEFEETH SSL XEMEAR TLS i | E A LAEARFKEB M javax.net.debugs

java app.jar -Djavax.net.debug=ssl

(® Note
TLS 1.3 BB AR Java iRZA 1.9.5 £ 1.10.31 WBERELHTHEE. NMEFMER , F2E T
EBER X E,
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https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-— J1 F for-java-
versions £ —

R H AT HRIK TLS MRA

SDK W RIFF A MR T BN R TLS A, MREFLEMHMITIIENRIE TLS
IRAS | FBE2EREH JVM X, L OpendDK BERBR JVM |, B LUERRKB
M, jdk.tls.client.protocols

java app.jar -Djdk.tls.client.protocols=PROTOCOLS

BERIBRENIHE , F2HE JVM BXE,

SEoNFHEEE

AWS Identity and Access Management (IAM) AT BB R EEE R L hiRF AWS ERFEHE, AWS
RS 1AM B3 B iR L A A URBIR 57 5RFE (BA) MRE (EEER) REA AWS &R, IAM 2%
AR AWS IR¥E |, BEENNE,

&

/i

- BASYRE

- FABKREEFIVE

« N4 AWS R £A IAM

- SEHHEEE AWS B2 MER

c/kes

&£ AWS Identity and Access Management (IAM) WA RXEEBMAE , EREURAEEHEITH IE
AWS,

BBEAE — WREAWS R ARBTIE , AIEEESRCRAMENREERNER. EGFERAE
% AWS ThEe R T/ERF | B e FEHMER. THEFIGFFAINERF X AHE EREESHERIE
AFTE, MREEEZFIMTEE AWS , FSEEHELE AWS 57 MFEEK AWS BRI EIEEEE
R ERERE.

BHEATRIR TLS hRA 240


https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-for-java-versions-1-9-5-to-1-10-31/
https://aws.amazon.com/blogs/developer/tls-1-3-incompatibility-with-aws-sdk-for-java-versions-1-9-5-to-1-10-31/

AWS SDK for Java 1. 1x R ABIER

[REEEE — REBEENTN AWS ER , BUEHETENFEE AWS, REZNREEHREE
ZFEURLE AWS TEEMERELN TIE, #E  SXEBFERESKLEN IAM BEEE | REFER
BEAENGT, RELEERLNENR , TR IAMNELRES, EEE-—S THENTNMAEEREER
IAM AWS |, 5528 AWS IR SR EEFERNEREER,

IAM B E : IRER IAM EEE  EBERLEENMREBRUEE AWSEEEWFHEHN. ZER
BRIETTLATE IAM FEEAR AWS ER B 2R B BUERE ] |, 5528 AWS IR BREEFERNEREE
28

EF & 2 B

BRI AWS FASORBZEANAR, BHEL IAM ERES S BERR IAM SEE#THRE (BA
AWS), AWS IRERERE

B LAEREIR AWS B2 BRI RIRIEHNFERE , UBESF 2B 5225 A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A& #
HMEBESH2ERBNNES, BUBESESIEAR  CNEEELNCRESER IAM BENEBIESE D,
BE AWS ARBEEHE K SeHEREAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS LA O#L, MEFEZEA
HEEEE AWS |, FF2B (AWS A FHIEE) AWS RE S H & A B,

MBL AWS BRBE BRI , 5 AWS REKBBRE (SDK) WA HHNE (CL) , UEAL
WEBLMESREBENER, NRETEAAVS TR, AXERTEEER, NBEARANS
RETERHROFEET, , WM AM EREEHFOEE AWS AP HR,

EREERAMNES P RESE B EERHENANZTEHERA. flIn, AWS BEEZEHERAZEE
FERE (MFA) REMEFNEZ LM, WEEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHABIEEFNE AWSHERASEEZRK (MFA),

AWS tRF RERE

ERREIF AWS IRF , fER—BEAG HR , ZEP TZEEERKXIRFHRNMEER AWS R
MER, LESTEE AWSIRFE root A% , IEBFERALARENIRENE FEA U NBRBEEA
REFW, EIEBRETEURCEHAEREREEK. RELZNREAERE , LEEARSHTREAR
FEREHNTHER. NEEEEBNTEEE  THELUERFERAEZANMES  E260 IAM EHEE
EHRNEERFERAEBRENER.
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REFEZRERABCERE (CRFERAREESFIENERE) ARG RFRMENER , S
REE A PR ASRERE AWS IR ZR7FEL

BEGoRIRRELEFEAEEHENFEHE, Web B0HEBIIRME., Identity Center B % , SER
FEIB & 5 3B R REEITER AWS IR WEMRFEAZE, AWS Directory Service BB & 777
HUEF AWS IRFE | i 2BREACE , MAGRRHERERE.

HREFXEREEE , RAEZREEA AWS IAM Identity Center, AT ELIE IAM Identity Center #
BAUGAENEE  SUNERYESENECHSBBRERH—EERAENEFE , WEEMEER
2N AWS tRF MEREXFFER, WE IAM Identity Center FIAHRIE R , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?

IAM fi£ i & M A48

IAM EAEREABNE D , E AWS IRF BE-ASSHEABRANBENT. BREETRKET

AR K MAREARLKRABEE PINEBNEFREER) N IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE K ERCHNEFNIR. UFESEA , F2H AV EAEEETNAT
ERPBENEARIIERHBBRTFMER.

IAM R —BIEE IAM ERELEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BB —ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRI,

EREREAGTE, FRAEAGHRE-ASIEAENEZLEN EACNENREARAZEECHA
BEHE. EAEHAXKANRUER K CARERHEREE. NFE-—FTH A FSH IAMERE
ERPNEY IAM EHE (MELE) HEH,

IAM B

IAM B&2E AWS IRF AFNEEREF TN D. SELUIAM E£AE , BFEISEN A SHEEB.
WAL AE | EREERT IAM S, AWS Management Console & 1] LUEBFEAY AWS CLI 5
AWS AP e EA BF] URL RigE A, NEEAAGNAFEZESHBEN , F2H IAM £AF
EREFHER IAM A,

FREREEN IAM AGETHERHIEEER :

- BMESH)FERAEEN - BEOBSIPERSTY , RELAG YAABGERNTT., EHEI E
TEIEER A/ LHEACEVRENH  UERTFTHAGEENT Y., NEEEBHSACHNERE
A, B2EIAMEAEEEFHNRE=SG7RHEEFEVAC, WREMEA IAM Identity Center ,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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AFEREAIE. AZFSIRIFERTUEIMNASR |, IAM Identity Center AFFFRJELEE IAM HRY
AEHEN. NEABEFTENEN , 52/ AWS IAM Identity Center £ A ERREH T A £,

- B IAM EREFT - 1AM ERERA BT LEE IAM A REKHHBEEHRATEEFT.

- BIRFFHE - SR LER IAM A6, RFTEIKRFANEAN (BENEZFRA) FRERFANE
R ABRRTEIRFFIENEIESN, BR , HRFELRE AWS RF , &0 BUS KBS E M
FER(MAREAARERRE ), FETHBIRFFIEACNEREARRENEE , F2H
IAM EFEEREFH AM AEREREEBRNEZE,

- BRI — B AWS R FEAEM AWS BRIETIEE. Sl , BEERERKEPETEWE | ZRK
BEE®E Amazon EC2 H#{TEEARX I W4T Amazon Simple Storage Service (Amazon
S3)H, RBAREEEATWUERNTAT. FARKACSEARKEZAGKRIAITIIEE,

- BEEFWMIERE (FAS) — EZER IAM FRESAGERHTEIER AWS , BREHEAE
B, FRELERKR , ZUSTEESRE , EMEFTRAREPRE S —EEE. FASEFEA
FEFIAER AWS R , YEEER AWS R#E O TEREZREHER, REERBRIIZEEHE
H AWS ¥ thEREB T e TRMNGERE , T28E FAS R, EERT , EXEEEFHT
EMEEBENRT. MFERE FAS BERENBERFMENR , F20 (BERENTERE) .

- REAE - REARRREEREIN IAM A6  IIRREFITEIME, IAM EEET LR IAM RE
3, ERFMEBRBREAR, MEESER , F2E AMEREREREFNEIAGCUERIRTIHA
AWS BR#.

- BRERAE — RBERACRERE. AWS RERBTUBEARENTEFN AR, BREE
BAGEBENEENTD , AWSIRF EBRBRBEFRE. IAM EES TR , BT ReRmEREE
EABRE,

« 1£ Amazon EC2 EHTHERREN — B LER IAM S EEE EC2 HiTEB LHTHEAREN
LAR 3 H AWS CLI 2 AWS API SERVEREFEAE R, ERE EC2 T ERBRARTFEINSBOR
#AxX. BEHK AWS AGERG EC2 BT AR REEHFIEEAREN  FEIEEZEHTERE
W TEERERE, HTEEREEESEXAE® , YATE EC2 HiTER LATHEXNESERE
H, MEEZEN , B2E IAM EFAEERPNF A IAM SEREFFF A4 Amazon EC2 #1T1E
B LT ERRER

EETHMRAEMRSA IAM A€ IAM £AE |, F28 IAM EREERPWEL IAM A6 (MIEFEH
&) H R

EABRREEFEUE

SEELGE AWS BRI RIS EMINE AWS & 2B A RNEFRREFPNFER. FRAR—EWH4
AWS |, EEH BB NEFEREBIN K SEREER, AWS EXZHE (A&, root EREIAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

AWS SDK for Java 1. 1.x lRM B ABIER
TERSER) REERK , FEEELRA, BHRPHFAIRERBATIIERHFER. KAZHFEAE AWS
LA JSON XHMERREFEER. W% JSON IR HEBNATNESHBEN , 528 IAMERAE
SRR JSON BURHEE,

EEE A LAER AWS JSON BIRRIEEH AT U ERMMBLEANR, thpiEmR , W{E = E MRS T AU
B BERAITHLER 4,

HEREBERT , ERAENACKRAFT. BERTEAEHEMFZERINTDFENT , IAM EEET
BEY IAM BR, A%, EEETUE IAM BERHEEAE  FAEERRETELAE.

IAM BURERZXBIENT T , BREFERMAES ZRBTRE, Hlun , BREEE—BAF
iam:GetRole BIEMVEIR. EAZKIRBIA A A T LAHE AWS Management Console AWS CLI, %
AWS APl ER8 AR EA.

ER e

S RBRERAMME S S (Fla0 IAM /A&, EREFANAR) K JSON FFATBERN A, BL
HRTES G2 EMERGE TREBLEEFRATHRERE, EETHNMELS T BEBUR , FE2H
IAM fE &SR FRVETL IAM BUR,

BoBARRAE-— SO ERNARBRIAZERR. ARBREEEARINE-EAE, #HFEIAG, X
EEH R R B IR SRS EMMEIEN AWS 1RF. SEBRSE AWS ZEBRNEFERE
RUREE, BETHNAESEBRRARBEKREERE , F2H IAM EFREERPHEZEBERNAR
BERERE,

BEREHER

BERBBERREEZIERMN JSON BEX 4., EREBENREREHIZR IAM AEEFEBERMN
Amazon S3 B BER., EXEEREBERNEREEF , REEEEUUERCAREHEEEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUHZERATHEEUREMERYE
THITHEE, ELAEEREBFEDEETE, T2RETLUGSEIRE, £HE. At BEERE
H. AWS RIS

EREBERVAZBBEPHARBEKR, EREEZENERAEBRNBEPEAR IAM B AWS ZEK
Ho

FHUZHEE (ACL)

FEUEFIEE (ACL) TEFIMERTEA (IRFKE. ERAENAG) BEFINEERNTT. ACL EM
REREBER , BEMFER JSON BERIXHER,
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Amazon S3 #l Amazon VPC % & ACL WiR#EEEHl. AWS WAFEEE—F T# ACL , F2H
Amazon Simple Storage Service Bi& A BIgmPHFEUEHEE (ACL) #i5,

HtBeREE

AWS XEHMBFAERNFEAIEE, ELERREETRERE RBRREER T ENBEAFFT,.

« FARR-FFUEER - EERDRE  THERES I EBERERT IAM B (AM £AEHABR)
MBAFFA. BUNAERREFIRR. MEENFITERERNS D EBERMEFT SRR
%. 8% Principal *EﬁuEF?EEEFH%:ﬁﬁ@ﬂ’]ﬁﬁﬂﬂl%ﬁﬂ’f’%i&ﬁu;ﬁ—JﬁﬁE[‘E% o FFEEEK
RPN AREBHEERXR N, NRFTHENEZHBENR , F260 IAM ERAEERTH IAM
ERFTUHE.

« PRISIRHIKEE (SCP ) — SCP 2 JSON Khg , AREEPEBIBMEN (OU ) WERAEIR.
AWS Organizations AWS Organizations f — AR D HEMEFER BRI AWS 1RF BN ZE
R, BERAABPHFAEIIRE , B ERBZEFIBER (SCP) EREEAHAMEIRS. SCP IR
FINERFHERNER  SESE AWS IRFRFEAEIRE, WHEHEBN SCP WEZHEEER ,
=28 AWS Organizations £ EIERM PR SCP EEHL X,

« TEMEERBER - THEBBRBRE-—BEREE , STl EEBREEANSTRAEYACIHBMESER
ENTRTERERE  FR2BEE. MEETEREBRNFITSREAENACHN I TEBERMIE
FEERBURMIR S, FFAHRAIURAEREHER, MEEEBRRTNWAREENRSERZ AN, UFE
ZEH , F2H AM EAEEERN TEREREE,

ZRBREAE

HEERRERER Ja“*‘ﬁ i, HERTERNAIEEREMR. EMHBELIER, BETHNFAEIRZHE
BUREARE AWS ER E‘FE%> , w20 (AM EREER) PRBE EEE,

w4l AWS BR#E £/ IAM

EERABBNME AWS IR AAZE IAM TEE |, F2E IAM ERAEEEPNE IAM BEFEAN
AWS fR#.

BT RN ER IAM AWS BRT5 82 IAM BEER  F2RARRERAFEENZ£E7.

SESBERE AWS B 2 MFE

ERATHERA GBS EMIEEEAM IAM AT sEEE T AWS E REE,
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- BEBHTERENEE AWS

- RERERMEHIT iam : PassRole

- BREAFRUNANAT AWS IEF BEK AWS R

RRBAYPTRENRE AWS
MBEBBIER  EALKREREHTHE  CHBRLEEN , AFERTBE

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
ERAFFHEER , BAEEMR awes: GetWidget FFAIRFR4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

HEHBERT , BEEH mateojackson FRHEHNEE , RFFEMR awes: GetWidget EMEFE my-
example-widget BiR,

MREBEEWHE , BREEN AWS EEE, FHNEEESREHEENEXERE.
REZEEEHIT iam : PassRole

MRAUNBIEEES | HABAREIZHESIT iam: PassRole BIfE , BB ENLEBEYN , AXLKACGEER
B AWS,

Bl AWS R AR ACBERXEY  TTRRUFNESACIRELAE, NE
TUAEE , BXBRERACEBEZRBHHT,

BH marymajor B IAM EREEHERTIEEE AWSHITEMER |, RETSIEHIHER. B2, B
EERBRBERBHEHACEFHTT. Mary REKAGEREEZBRBENFA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.
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BB AR AR AWS IRF BERA AWS EIR

BALEY — @A  BHMIRFHINERAERNEEBATHNAESTRENER, BUUIEEERFH
LEFYHDEXAR, HHTEERERNBERIFIUZFIEE (ACL) MR , &R LUE R ARL
RRET AEFRENE RN,

MFE-FTH K F2EUATRE

- EEBRMIES AWS XEELIIEE , FS BT AWS BRI £/ 1AM,

- BEETHRNMREBEFAEEER AWS 1RF WFEE , 5268 (AM EREER) PEEENS
— AWS 1R F 1@ IAM 1 F & IR 17 EUERR

- EETHIKERFIERMEE=S AWS IRF , 528 IAM FAEEREPNREHE=H AWS
RS BEE N FEE,

- EETHINSEBHE § o RMUEIE , F28 IAM FAEEEPNSEIERH A ENDETS
STRFNEAE BIEF D).

- EETHREAACGNERABRETEREFNCENEZR , F2H IAM FABEERTHN IAM A6
HEREBENER,

X AWS E m e BRI & R E

BEBE AWS R REBREERBERSENEER , F2EAWS RIS EESAETE RPN,
WRELRBBNSRLSR, WFE—WEHA , FSHEAWS REETEAWS,

EBALAER TESE = S S AWS Artifact, MEFMENR , FS2R TEPHHEHH AWS
Artifact,

BEFRAKNESRETEIOR AWS B REMNERMYE, NANEHRBEEUARERNEENER.
AWS R T 5 EIR A5 BhEREER

- ZEMESGHEMEREAPIIER — EXBBERTREEEE  YREBEUAZEHNEHEYE AWS
AEZNEERENSE,

« 1£ Amazon Web Services L4 HIPAA Z£MESHEM — AARERPLRNMAFERAELFE
HIPAA Ei& 1 IE AWS AEX.,

@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H HIPAA ERRESE,
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« AWS 6 ERAWS — It THEBNIERES WTREE AR BN EEFNATTE .

- AWS EFEHER — ZBERNAERBRARNEEREN, ENEERARE T EZERE (BEX
BB RFEEMBZEA (NIST), XN FEXRZEFEEZEF (PCl) MBBREFEELER (1SO) + , £+
AWS fR# BIESI A HEE T2 M RHINREER.

- EFAWS Config B AEERHP IR AFEER — b AWS Config RE ST A ENERERZTS
RHERK, EXEAFERNEE,

« AWS Security Hub— 1& AWS BR#% =Rt T R T & REB L ERE AWS. Security Hub AR £
7H, RSN AWS ERERELNEZREBREFT R EREENREER, NEZIENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — FEIBEIRIIRIBEHPH AWS IRF A SR MBEES , Fik AWS IR ERIEHWT

EEH, RREMNERNBEERE. GuardDuty AiHBIEREZIESHRMEFER , Hl PCIDSS , Wz
BESRERBIRENAREIFER.

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEEREEN
FR, UREFERMERZFEN T,

R AWS EmBBREBBE X ENEE Amazon #EEEEH (AWS) k¥ , BERARNSEESN. W0F
AWS BRBZEMER , F2HRAWS BB MHRAXHERNFEMHEE AWS ERE THFHEE
AWS R

N AWS EmB BRI EREE
AWS £ IREBESLES AWS B N7 ABRRIH,
AWS B RS EERS BARENTRES  SLERREIEE, BH%E NS THARAE,

BERTAHES , BN RARFNEREXNERE , s TRAES BB REBEMFASRES
B, TRESNTHAYE. RERINEREN  IRE-FZEER/PONERERREES,

MFEEEM A EHAVAEE AWS BF , FE2EAWS £HERER.

R AWS ERBEREEBETENSE Amazon @K RE (AWS) R , EREENSETER, NE
AWS REZE£MEF , FSHAWS REZ e MHRE X EEMFTESMEITE AWS BFE TELEN
AWS R#.
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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NAWS EmBBRBHNEREBLE

e AWS EmBRBEAZSEENRYE , REEZE AWS 2KBRLTLHENRE, BB AWS 22 R#%
LR AWS REEBREBNFEENR , FBHRAWS Eints FEFREREBTMNREME
RERGFTIEH AWS IRIR |, A2 HLTEMIERBR AWS FHNEBTHNERBERRE

WA LAEA AWS B84 API LY | FBMERFERA "TAWS BEmy R THREL . FAERSEXE
THEE :
- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARB (M Java 7 MEFIRA) KL EZEELER,

ok, BRSACAFIE® ID FE IAM RMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,

AR AWS EmBREEBE T ENIEE Amazon HBEERKE (AWS) RS , EFLERNSETER, WNE
AWS REZE£MEF , F2HAWS REZ S MHREXEEEMFTESMEITE AWS BFE TELEN
AWS R#.

Amazon S3 INZ A FixfE

AEFERBPINASEARERRE () InZ A FwA KA 1 Amazon Simple Storage Service (V1 Amazon
S3) BEEE 2 MR (V2) , YREREEREEFNWEAEX THAM%.

BRI

Amazon S3 AP IRINZEETSIER

- Java 8 FEMRA S LR ELNWEARNIIRIER, 3% AWS SDK for Java THEEER & X Java SE B
BT BEaMBAK Java BI% T & ( OpenJDK ) Amazon Corretto , 20418 OpenJDK 1 JDK #9817
R, AdoptOpen

- REWEMZE D, BAILUEEMRE jar MEREERAEFRENERSL , &K
¥t Artifacldbcprov-ext-jdk150n ( A groupld Id ) YK FEIRR INE] Maven 344
Forg.bouncycastle, pom.xml
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BEgS

e B 5 W {8l PR EREE 1T

1. ENBEERAFPHRUBEFER . EMEWERAERNLUER 1.11.837 AEHFRAWERER , AWS
SDK for Java AR EFMBEBEAER. EVREAEXPHAFE Amazon S3 s INZ R A F i
R V2 RIS FI S IR S MMM, MBIRK TR 5 2 18 AWS SDK , AR EF S
SDK,

2. BMENBZRAFRBEE V2, —BE V1 INZEAF il LU V2 KRN |, FEMERRE
AEXBHFWAF Amazon S3 imNBZEMEZRFiw , AERAEHEH V2,

EXTIRA AP s SEEETE
V2 M Pkt FEIR AWS SDK for Java 7 X6 AR E %,

BENE—ESRER VI MBAFREMAER 1.11.837 HEFMAHN. AWS SDK for JavaF iz
SRLEMERIMAOVBITRA , B LE Java API 2ERE 1.x PRE, ) Atk , FEMEBRESH
KBEH, ENMERARER  FERERIEHBE,

ERELSRE , BARIA V1 B FiniS e =E V2 &R F w8 AR 4.
ERTE B B & R E

BUURMERBRERER (H1I0 pom.xml HEE .gradle) , LAFEH. AWS SDK for Javafhk , EREIE
B EHMBEE,

EMEFNEARAEAB A TRESR  FPRBEARREASEEREBEPRE - BN NBENEE
1’E¥O

£/ Maven B9 R4
BB pom.xml R HER

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.837</version>
<type>pom</type>
<scope>import</scope>
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</dependency>
</dependencies>
</dependencyManagement>

B fE R EE
REBEMN .gradle XHHHER :

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.11.837"')
implementation 'com.amazonaws:aws-java-sdk-s3'

}

BInZEMBZRAFIRBEEE V2

—BENEREEFNARHN SDK A , LA EXERARARARIUER V2 HF K. EEEE
iy, FAEFENEABUACAFTNREAFRELR, AREACENHENRESR LN A ERAM
ZME, WRFEE - SREEHNRE R Fiw

ELRERXIEH BRRE R A A P2 AWS SDK for Java , W24t V1 F V2 1N B ik 2 R
K L8R,

V1

// minimal configuration in V1; default CryptoMode.EncryptionOnly.
EncryptionMaterialsProvider encryptionMaterialsProvider = ...
AmazonS3Encryption encryptionClient = AmazonS3EncryptionClient.encryptionBuilder()

.withEncryptionMaterials(encryptionMaterialsProvider)
.build();

V2

// minimal configuration in V2; default CryptoMode.StrictAuthenticatedEncryption.

EncryptionMaterialsProvider encryptionMaterialsProvider = ...

AmazonS3EncryptionV2 encryptionClient = AmazonS3EncryptionClientV2.encryptionBuilder()
.withEncryptionMaterialsProvider(encryptionMaterialsProvider)
.withCryptoConfiguration(new CryptoConfigurationV2()

// The following setting allows the client to read V1
encrypted objects
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
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.build();

FEHBFIFERBcryptoModeBAuthenticatedEncryption, ER—IERE , AIZE V2 MEZEAHF
B V1 MBAF R EANY . MRENAFRTEERN V1 BFRAEANENIIEE , BF
&StrictAuthenticatedEncryptioncdt ATERLERE-

BE V2 NEEFin
V2 % Fim ] LUBBF A E# S3 EncryptionClient V2 INZRAERKES () RIEE,

ZRILMER V2 MEZEAFRBARFAEREN VI MBAFiK. V2 %A FinigkiE
BESATEEN V1 INEZ A Pt S ANEANH , RELERFF V2 MEAF s EAER
“AuthenticatedEncryption " cryptoMode,

BYH V2 MERAFIRERY VI MBEAFRNAREERL. T8, AEEZR .

- BREFERAYCryptoConfigurationV2RREER FinimF=2CryptoConfiguration¥f R, A
NEBY,

- V2 tnZ A FimifEcryptoModes R EAStrictAuthenticatedEncryption, R V1 &R
FEi% , ER&EncryptionOnly,

- A FiRES 88 E# A% withEncryptionMaterials() EEFH @& A
withEncryptionMaterialsProvider ()o ER R EfEHih RS BBENNBEE, BLAERERKE
AP wRERRAE,

(@ Note

£/ AES-GCM ETHRZR , FEMREABREZNENCISZ2ENHEIIRR. ERRATR
BREREMBURZEHIES,

EF INE M RHR M E

R LREERE V1 B Fis— R ER AR MEZEMRHRAE MBS 4. ELEBETRM
MEZERFRARREBERNN SR, SRTUE V2N VI NEZEAFRERER.

ERE V2 % A Pig

V2 nZRAFima#EACryptoConfigurationV2WIHREN, ERBRTUBBFAAEREEER
B, ARBBEFERHFTECHEBERBE,
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M FEER{ECryptoConfigurationV25 :

* cryptoMode = CryptoMode.StrictAuthenticatedEncryption
* storageMode = CryptoStorageMode.ObjectMetadata

+ secureRandom= MW #4{T{EI#8 SecureRandom

* rangeGetMode = CryptoRangeGetMode .DISABLED

« unsafeUndecryptableObjectPassthrough = false

#5EE EncryptionOnly , V2 tN#Z A Fig A EcryptoMode, V2 MNEA FimagKIEF A EIBEEN

MBERMBAR , WA V2 KeyWrap HEREZBERRMNZ L8 (CEK),

THEFIREIAE V1 PIEEMRMELRE , URINATERIL CryptoConfigurationV2 ¥ LMEELE V 2

A FinEE R,

V1

CryptoConfiguration cryptoConfiguration = new CryptoConfiguration()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

V2

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

H g5l
TRl AR EAARRE V1 B V2 MBS SR E AR,
ARE RIS A P im AR V1 I A Fin B N Y4

ERREUTHGER V1 IBEAF RS AN | B

EcryptoModeAAuthenticatedEncryption, FHENIEH B REMAER LR EEBELEY

o

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption);

Htb &g 4l
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AR TE AR5 P uim LARLAS M) B9 (v ST AE S8

EEREMEMEN S3 MHFEEISEMNTHEE |, Fget AN ERER ErangeGetMode, K&
F,V2inERAFR LEERALRE. FEE , IERALEE  SiEtget ABEARESERARF
ImcryptoModefR EX BEVEEEZMBN Y, WMFEFHMENR , 5528 AWS SDK for Java APl 2
# CryptoRangeGetMode 1 #Y,

MREFHEIFEA V2 Amazon S3 TransferManager 112 A Fiw#1T % Amazon S3 ¥ 2B T & ,
Rl %RA V2 m#Z A Fis L rangeGetModei&E.

THRABH B REBANARE V2 BFimA#ITEEget,

// Allows range gets using AES/CTR, for V2 encrypted objects only
CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withRangeGetMode(CryptoRangeGetMode.ALL);

// Allows range gets using AES/CTR and AES/CBC, for V1 and V2 objects

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
.withRangeGetMode(CryptoRangeGetMode.ALL);
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BB PGP €88 AWS SDK for Java

FrE AT A BEE AR Maven #B4AWS SDK for Java#l S £ OpenPGP BEREHE, T —HiRHER
ERMBEEMENLREE,

B BIAY £ 8R

TRETBNBTHRANFEZES CEAR Java 1X) MFAZREHR (BAR Java 2.x) B OpenPGP £i#
&Ao

€48 1D AC107B386692 D 51

Type RSA

7 4096/4096

BEY 2016-06-30

EH 2024-10-08

A% ID AWSEHEEHET B < aws-dr-tools
@amazon .com

R, B — R 9209F —# =15 46 6484 1E55 i 7B38
6692 H

E# SDK for Java FIELT OpenPGP N #ER ARy , FHRIEFELGLAN TEHR, BE,

xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuSAC4p8ny9u/D2zLR8YNk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBvI04SQjy2]jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu

Sl 255



AWS SDK for Java 1.

1x REYFREANEEE

CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6YINOkx5naTPGGaKWK7G2q
TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zsFNBFd1gAUBEAC8zNATPWb3dPMThL2xAY+fS60vXdB1Sk0tYJpDWpFgvo@d+VQ+
hV6XulGAHAS6xG1WHYysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go
7xHIxgFjC046/06Vh3g9ON/PREcuG8zkZ3H2v5fmD+ejyPgk4WIsFLOOZ jRiZDOFK
VYR/j9uenEC/2NBcLuFy3q6cDfmCoDE0062kXMnaGz3knzEK/X1SkcjsxRDq7zaqQ
1Q1Kou+3dICwy4x553Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEH]jy
pUwgp@MTo25gWxkvI1SIKUOb6b1786WNySIzF2gxqlkkEmB14RAssQkeXjrSmGws
MDyHNqyJeYFus18sPaSpo+V2n@z+2B070Uq+wmf1S5A5FpegHOPZzzoNZ0o816Qxa
Zje9YSZUijGmZIdEBl1eRVt3Svhi8MY1lnasd4bW2RK1sr7plkBf8QRe6biiQRF3KD
0Sn5CbmXpAcHJ1ZHzRRAkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVg
roUVtprsmHOoEKk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs
/Hd981FdVghYYvq//gTAkJk@WxfGq030wtXRndPOA@T+qhP3TE+LtGRI+wARAQAB
wsF1BBgBCgAPBQJIXdYAFAhsMBQkHhh+AAAoJEKwQezhmktrdTyEP/@HOVWHwWQsaW
jMrGjO00MFZzXGU08SBMYYTBSs29VMB8WBGDsPkYCjeZzU16i9iqDpDaxpyqmTigciH
V8CDx/6xsMBLG2yKaKZ4m3+Yn0Qf/sQkyCvqiyMFOmS7pDYWy+mPhPuw8TDIfiqg
VhzjSpIMFWPgxVjn6KKbPN/QAST3Pf@cuP6qpHG+NAM6Q5dYkCebyvwzLmglsVni
16iSyJd1jBj3D34XrgWS9buyxBB2CjIM76WxfNViJ9zAaPI78X9v6PpDGnOkg6oL
zrusrvBjozZknKQmOSZ+41fx6xvrTPs8uPEzevzIBlkkebkw9+KagY8mrVX1ZenRg
+sY/4vxJreYWQeql67ggx+wFjKDcfhZA7m70LHODysrGVCLcmuinUBaN1HmLDcGY
XZ+kMCoXfObpuCVByQmNIgEb47EIF1x/+TEeNHKMO+22xL1latFzXfkEVZck+NghL
ZyFDhS3glbma7puU7r752uiljA6Iv8+kHDXi+/V7GNpuiEFUYh69QQ2//CS5H510
sC/Bkb9evSn/Lp8dMubtWAaXDGIMgwOvqZ55N02NK@fvF/IKHNnGkvH28rvOOPCvO
WTA/MC1v28y@PrSvcvMXnduLtkBEX7TISMPW+n+0Ta63/z4YFfEZ7sFLTEm3Q3v]
MN3mE5i3cw+JIGXPSu@nTtgqgk/oZv//SS

=Z9u3
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MR S RO 8%

AEFERHE ( AWS SDK for Java B AEiER) BEFTNEEEE,

AXHEER 2024 5 H21H

2024%5H21 H

£/ java BRI RAEBUBRIREnetworkaddress. cache. tt1Z £ B IE R,
fAIFRE JVM B TTL,

2024 £1 A12H

3
W
&
=

W EEHKIE AWS SDK for Java v1.x B EIE.
2023 £ 12 A 6 H

- REEBH OpenPGP £48,
20233 A 14 H

- BN TERUFSES AM REER. NFEESHMET  F28 AMPNRE5EEK
2022 £7 A 28 H

. F18 EC2-EHARAS A 2022 & 8 A 15 IR E R,
—F-/\F=H22H

« BB DynamoDB |+ EE Tomcat TERER K RETBEXEZIE,
—o—t&+—A=

- FEIMNEA Pl Amazon S3 BRiimRZES] , IEFERE | £AAF Amazon S3 ix N Z

AWS KMS ZE 2 #1F FAmazon S3 s N , LR EH B FAmazon S3 i £MIETHF IR
Iz,

2017 £4 A 14 H

« ¥ AWS SDK for Java "Amazon S3 €| EBERET T —LEH , SREHITE . EEEEN
YR Amazon S3 FEUER LA K #&Amazon S3 EEERE A,

—E-tFMAMA

o ¥ERE "EUAEEL AWS SDK for Java REFINMIELE M ERZNF SDK KEEIEIE AWS SDK
for Java.
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« 1£ T CloudWatch &35l H AWS SDK for Java, [EERF #Fi8CloudWatch &4l : BNSEERE
CloudWatch, E#EETIgEEERl. FH CloudWatch 7R CloudWatch, &9 {2 RE){EL
EASEHEIEZE CloudWatch

2017 £ 3 A 27 H

o ¥ E % Amazon EC2 EHIEFEHLLT AWS SDK for Java®Bsr BYAmazon EC2 &iffl : &IE
Amazon EC2 #1T1EBE., TP FEAEM IP (Uit Amazon EC2, FEREEMAIAEE., FH
Amazon EC2 €8 Bt ¥ AR RPN Z B4 Amazon EC2,

2017 £ 3 A 21 H

o £ |IAM 5P T8 — A IAM 61 LLT AWS SDK for JavagBs : B IAM FEE
W, EEIAMEAE, EAIAMIRFRIA. £A IAM BRI ER IAM [ BE

—_o—t%¥=H13H

- B={EHEEHEZE Amazon SQS EE : BA Amazon SQS AETIIHNEEW#E. EPHREAR
MR B AR EH Amazon SQSE A BERE 175 Amazon SQS,

2017 #F—A=+<H

« B¥18 Amazon S3 £f& " TransferManager /A Amazon S3 #E%, , Uk "FH, — AWS
SDK for Java&if B9 AWS SDK for JavaE K # AWS B HEHEZ.

—t%¥—AAKH
« ¥ =% Amazon S3 & : £/ Amazon S3 EEFRAIEFEEENFEE , LR MEH Amazon
SQS X : £/ Amazon SQS A E 175 FEEZ R FMBR Amazon SQS ##,
ZE-RFETZAAKR

- BHEBLATE B WWEHIEE DynamoDB : £ # # F & & DynamoDBHI{# f 1 (918 B
DynamoDB.
2016 £9 A 26 H
- [ERE EBRTHEEEBE [£H]) AWS SDK for Java , RAEMEERFER SDK 9D
2016 £8 A 25 H

- EE "EVRBAFIR, EFHEEER AWS SDK for Java , HF REBMAEAAFIREZETL
BRAECH AWS BRI FimkyE L,

[F2AWS SDK for Java iF£i6)] BEREE# A& S3 A6 , EL RIS B EHEXB
GitHub® f# 7 ERR X &
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2016%5H02 H

1x REYFREANEEE

- ¥TERE "ERDSENXFR L ESFEE "EHL — AWS SDK for Javafii , FREAMAERE
EFuture 4= MAAsyncHandler.

2016 4 A 26 H

- SSL BEBRFECEKR , RATCTHEMEEB, ¥ SHA-1 FEFFEN Support B 2015 FEH
BEBRZHBRESHENREL,

2016 £ 3 A 14 H

« 1&£ Amazon SWF ZK&ih$18 7 — @ £ : Lambda Tasks , EHEREAINAEER Lambda EHE
EAEHEFEIE Amazon SWF TERE , (EAEREHK Amazon SWFSEBHNER AR,

—F—ARE=ADAH

& Atk AWS SDK for JavaB Bty Amazon SWF &iffl , EEHEFTAR :
« Amazon SWF EXZ-REARMAEERHPEE SWF NEXERA,

- BE—EBERN Amazon SWF ERAEF-—EHHNERE , & Java B ABRM step-by-step
53 Amazon SWF,

o EEBEEHN T/ERET/FEEN-RBPWNAFER Java B 1THEBIEHEHEIEA Amazon SWF
Worker #85,

2016 £2 A 23 H
« AWS SDK for Java & A B35 E M KR E B Eaws-java-developer-guide,
+t=A=+/\H

« the section called “5%E DNS £BEHMN JVM TTL'E % THEKE, BE T#H, AWS SDK for
Java , WA TEEBREMER,

# SDK Ed Apache Maven BElEAEEH , HP I SEBRUAEERTIE SDK WMTEHEE
(BOM) W& .

—E—HFE/\AMNA

TSSLBBER, 2 THAGH. —HRNNEE R AWS TBE SHA256 £BH SSL B
1 LUEST SSLER , URMAEIERE 1.6 M2BM Java RIEUFHELRR , ELBERE
2015 £ 9 A 30 B2 & 8E AWS 7EL,

(® Note
Java 1.7+ BEREEESE A SHA256 B NRE,
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2014 £5 A 14 H

- MERMAFIMBEEBARET , UXEHNSERSE  RELSBRNARE AWS BRI
BEAIEE.

EABHINNREBE 'HtHRER ) BERPNESEES,

REWMAEE SDK E5]E LM E S CEBEMNF.
20145 A9 H

- AWS SDK for Java XH#BBEEDE(L , fE TAF, M TEOXHEESE, TEGEE
5.

g EE -
o A AWS BHER-RETUIEEBRHAERNEE SN UREFEA AWS SDK for Java.
- £/ IAM AeZE AWS BRI FEHE Amazon EC2-12EGEM{TAE EC2 #1T{EE E#ITH
FERARAZSHEEZRAERNEN.
—o—=%hAhH
o ARERE "X 2IEHE AWS SDK for Java IR ABEENEE, HARKNEIELZEHN
MBS .
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