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HEE BAR Rust B9 AWS SDK ?

Rust R—ERREXRFES , REEIR=EEENLERINESR : RE, BEEMLT,

EAM Rust 8 AWS SDK ( A EH ) 2 Rust APIs 3RE2 Amazon Web Services B R IERKE E
By, £/ SDK , &1 LAfE Amazon S3. Amazon EC2, DynamoDB &£E/ F2BREHARER.

eS|
- HAEEHFAM

- EREAFERTNHEERSE
- HER

BB =R AP

MRBRE—IRMER SDK , BELRAEE BRMER BEAM Rust B AWS SDK,

WMFERNRE , SRMWEMMRERBAFimAL #&HEER AWS BRI , 5526 & EA R Rust
# AWS SDK.,

MEEBEFER SDK WEH |, 828 £/ BAR® Rust B AWS SDK,

M Rust EXNHBHHINTREFE , F2H 2R H,

FRBREATERAINHEEESE

NERBEHETERAREERARECEZRLIENERET , F20 (AWS RBEANRTESE
EE) PHUTRE

« AWS SDKsH T E#EH R
o AWS SDKsH T B fr7 % 246 &

Hi &R
BMTAIEE2H , UTR2 SDK R AENESHRLER -
« AWS SDKsHI TEZ2Z15F : B2 E. WEEMEME AWS SDKsZ E RIWE RS,

RBEFAM 1


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/sdkref/latest/guide/

B Rust # AWS SDK HBEABER
- Rust BX iR EtEE S B

B A Rust B AWS SDK APl %

AWS BB AB T EERER

GitHub /9 AR Rust B AWS SDK FIRERE

AWS X E%fI B &

Hib &R 2


https://rust-lang.org/
https://awslabs.github.io/aws-sdk-rust/
https://aws.amazon.com/blogs/developer/
https://github.com/awslabs/aws-sdk-rust
https://docs.aws.amazon.com/code-samples/latest/catalog/
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B FEH BARM Rust B AWS SDK

THRIMAZE, REMNEA SDK KEY Rust BARER , UEAFFAHXFIW AWS EiR.

IE

- £ #17 SDK B2 BRFE AWS

« BY Hello # 2R T BAM Rust B AWS SDK
- EXgE

£ ##1T SDK 5 EsE AWS

5/ P AWS B , BAABRMENTUMGE #1750 8E AWS R, SURBRENETAN
FEE , LR A XRE AWS ERHWERNERFT AWS FHL.

EEBEONSHRES LY SDK BRE , H2M AWS SDKsHTESEEETINS 2 BBEANE
.

BRMERETREREARESHEEZS 2 RES EZNFHEAEREITERE AWS IAM Identity Center,
LT EBIERE AWS CLI AAERRE , MR EHEA AWS FIA DBk, MREBBRS L, B0
REBEXERTE AWS SDKsFITEZE IR P M |IAM Identity Center S0 BERFZEZIE T
E-

- EETEARN 28 AWS CLI, ZAREE AWS FEA OB T/ERERR .

« HAAWSconfigiE®R , E[default]REEEE AT SDK ZEZWHEE, EESHRLEERN
fIi& , 528 AWS SDK ITEZEERmPHIHAERNVE.,

« HAconfiglERERE regioni&E. EERE SDK AR AWS R AWS B NTERE. E
HRARKEEEMA EFH SDK RBEHER.

- BEBHAREMHFEREREN SSO FRHEHEHAE | EEEBERE 2HEEE AWS,
ltsso_role_namefE2iE#EEZE IAM Identity Center FAI 5K IAM A& | AFEIEARER D AWS
R EAK .

THl&EflconfigiERERFER SSO FRIEM B HRRENTERREE, REEsso_sessioniy
RERIEEZsso-sessionE, sso-session AEIESEE AWS fZELA O M8 T/EFRSERRYER

=

Ko

[default]

T 7 SDK BARE AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

EAM Rust B9 SDK FEEEMEH (4120 SSOF SS00IDC) HIBEEMERESR , ENF£H IAM
Identity Center & 20 B &%

RXE) AWS f7ERA R A8 T 4FRE B

EHTENNWERRER 2 AWS RIS , B£EE SDK NEA S AWS A D431 T/ERE | 8t
F 1AM Identity Center B 0BT REFEAER, HERENITERERREME , ENERRKEB
Hi B SDK B3 5 29EFEER, BEXA AWS FEA O , 5F5E #7545 AWS CLi,

$ aws sso login

MBBRBRFEIESIWEREERRERE , IFFEEMEH --profileBIENI 7, WREH SSO EHIE
HEHEEFACHBNWRER , BISAH aws sso login --profile named-profile,

EREEMHARACREEREEATNIEME , F#1T 5 AWS CLI 5%,
$ aws sts get-caller-identity

MREH TERBREMERAPRE  HtSTHEEEHRE X AconfiglERHERERN IAM Identity
Center lRE R £,

@ Note

MEZREEERAFEH AWS FEA OB TERBRIEHIT aws sso login, AIFFEERMHEE
AEHR,

BAEFAESRTEAF AWS CLI FEENER., HR AWS CLI ZERHEAR Python B
SDK 2t , RtFFAFAE A eE @& botocore BB 1L,

BB AWS ZELA O #8vh TERER 4
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EZHTRREN

AEEREERAERY  RERAEANMEBARS. B8, HRAR, REEBNEEE., ©fLERE
BES DT FIEN AWS RIFEFNEAER. BREABNENAEFERE - EXRTESHBARE -8B
RANET

IR A RRRE AWS, B FERAS o REE  BENABEEREEBRIAGRREMR AWS
IRENBEEFENR , MTZACGRHERFEAEN, HREPAEFNER , RMEZEEH AWS 1AM
Identity Center (IAM Identity Center) REBHELIREFNIREFMFTNEFER. NEFEZERER,
EBRUTAR

- METHRERREEBMNEN , F2HE IAM FREEETN IAM Z25EEX,
- BEEVEH AWS BAER | F2E (AMEAEEE) PHERZSB AR,

« ZET#E SDK for Rust TN HMBHFIRME , 528 AWS SDKsHI T ESEZREHRNIEE(LEF
R—HE,

B Hello #1233 %E B AR Rust /¥ AWS SDK
EGRY

EEFEH BAM Rust B AWS SDK , B4R % Rust M Cargoo

- &% Rust TEHE : https : //https://www.rust-lang.org/tools/install

- BEBH TS REZEcargo-component TE : cargo install cargo-component

BENIE
THEFAITERULRER IDE & , UiBIRER B TR M ELE .

- rust-analyzer ZEF1E#H , 2@ Visual Studio Code H#Y Rust,
« Amazon Q Developer , 582 B &M IDE F %% Amazon Q Developer ZE{#EH R IMHFER o

BMUEME—{E SDK BAERN
WA2FFER Y 8 — 185 DynamoDB BHI&M Rust EAMREAEARR.
1. ERBERIRARET  SEIEKCERVERARINME,

BEZG0BRBEAN 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
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2. HMITTHHEREIIhello worldB % , WHEHIEA B Rust HE :

$ cargo new hello_world --bin

3. BEZE hello_worldB& , WEA TGS ENMEAMTEEEAES

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full

BB MEIIERME DynamoDB fAREThEM X BHY SDK W iFFE , BIEAREEIERED 110 BE
A tokiotRIEFE,

@ Note

BRIEEBERA & tokio/full Tokio BAMIZNEE , BRIFTSRHAFERIHTRE, BAR
Rust B SDK EEFER LS HITHE,

4. fEmain.rs srcBHHPEFH USTETIHEXE,

use aws_config::meta::region::RegionProviderChain;
use aws_config::BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");
let names = resp.table_names();

for name in names {

BB E — 18 SDK ERRER 6


https://crates.io/crates/tokio

BERAR Rust B AWS SDK AR

println!(" {3}", name);
}

println!();
println!("Found {3} tables", names.len());

ok(())

}

(@ Note
WEf RERERERNE—B, 52/ Llthe section called “0 B’ T B EE 2 BN
8],

5 HITER :
$ cargo run

BEZEEINENRBBNEE,

EAXEE=
BRI

EEFH BAR Rust B AWS SDK , 4B R Rust M Cargoo

« &% Rust TE# : https : //https://www.rust-lang.org/tools/install

- BBRHITHDREZEcargo-component TE : cargo install cargo-component

BENTIE
THEATEALLZEEERN IDE & |, UHBER BT MR EL .

* rust-analyzer ZE{#E#H , 5528 Visual Studio Code F#J Rust,
« Amazon Q Developer , FFZ2BEER IDE FZ % Amazon Q Developer ZE{fREHH R /M 2,

B 7


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
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Rust EA&#l =

LLF 2 Rust BRRRGTRE SN —LEAES , AR TH, MEFEEANSEZERA Rust ZRGE

il
=]

DW

- Cargo.toml RZ% Rust EREEER , HPIEHRENERN —LhEER, Rust RIFER
BEE.rsEIER, 5528 Hello, Cargo !,

« Cargo.toml BRI AMEARER B , f2BFEARTHREEEIEE. GERERELA
AWS configlERHPHERERE AWSHERATLEBEE L,

- BEXEMKUEFEEERNBERNER S EZRMEM cargo add, F2/E cargo-add,

* Rust WERKEEBUT. let BRFEEHLY , WAIRERER (=) BH, MRERE <REE
FHlet , AiRFRSHEEE, F2REBATEEN,

fn main() {
let w = "world";
println!("Hello {}!", w)
}

- FEEEXEAHBEEE BT, Rust EEAREE x: T, F2HEEREE,

. struct X {} BESFWED X, SEEAEEITRBED bX, B8 05 EXeEs5EE
ERTEAMET inpl, EEEBRSD | sel FRIEFUAEN REHTER, BoBne
 imp LA R

. MERER () UEEEREERESIEETUNAS  UEABIEESRITUES, BB
WEL,

« #E Rust 7 , BEERNERBpanic! EERT. EBNBERpanic | SFLITH B, FIIEDNX
AL, EBB. BiHER  RRER. F2REEA BEERNEERpanicl,

* Rust AP X EGHMBEARES —BREBREFIEATIEE ; Rust BRH A EBH traitsBIH R, 4
HBURESHEEAS S LELR RE. T8 , SENEEREEEZE , HERERGIBEHREAT
|_.|o r-lﬁ ﬁ&ré}{ﬁ E% Fﬁ'lﬂ_—k’o

- ZENREXESEENBENRNERR K MALENEASEERER, Rust ZBHE, 45
BHNE2REXEZEN, F2REUEERBENE NG R AER,

- Rust L REFEHE, S2LER EGEERECEFHMPEERNNMIENERESE, .
nﬁ/ﬁ%%;ﬁ*ﬁo

- A CowZclone-on-write VB ERIEE , BN ELERECERBEERERRRREA, 72

Enum std: :borrow: :Cows

\ﬁ

By

Rust E482 8


https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch03-02-data-types.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/std/keyword.impl.html
https://doc.rust-lang.org/book/ch05-03-method-syntax.html
https://doc.rust-lang.org/book/ch19-06-macros.html?highlight=macro#macros
https://doc.rust-lang.org/book/ch09-01-unrecoverable-errors-with-panic.html
https://doc.rust-lang.org/book/ch10-02-traits.html
https://doc.rust-lang.org/book/ch17-01-what-is-oo.html?#inheritance-as-a-type-system-and-as-code-sharing
https://doc.rust-lang.org/book/ch15-00-smart-pointers.html
https://doc.rust-lang.org/std/borrow/enum.Cow.html
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- BAArcREFSEHBERER , ItECERENHTER, F2H Struct
std::sync: :Arce.

- EAM Rust By SDK & EERAZERENREBEMEE,

AR Rust B8 AWS SDK ik E A=

- HAM Rust ¥ SDK EXESKEBEENEELES 7 AN TEINERNER, AWS R#IELRFFREATE
https : //https://docs.rs/ ER#8,

« AWS R x5 ERE MR B Hlaws-sdk-[servicename] , Hl#0 aws-sdk-s3H aws-sdk-
dynamodb.,
« SDK for Rust SHEEM E B OEHE A aws-config, EBEHEAZHERY , RATCIRMRIRER
EYAE RERY ThAE,
- BV LESZE AWS BRI B BB AWS Config. HRIER—E R , At EREEEH LB
A aws-sdk-configo

FH WERMBERE AWS RIE

- BEEZARARAEZEFEANSHEIER AWS R |, BIFRREHEEER,
- MEFRRENERSERBEBHT  EEXRNBEHPERAS T cargo add [crateName] , Hign

cargo add aws-sdk-s3,
« E]T Cargo.toml TH—1THIBEHRM [dependencies],
- RIZFFERR , EESENRN FIREHEELENESR,
« EEMNRBEERD , £/ useFRXHREEFFHNERTALEE, F2H8 Rust BXEREFTES AL
FHRFERABES.
- FIREEREBEERAETS  EEFRSEERFEAKRRERERARKR. AN, ZBXBuseFR
NP EFEA aws-config HIRFEMA : use aws_confige
- HERR—EEMNEIE, BRTUNEEERNRPRE , WU ERESHIERBERPIHIBIEE,
MBFHMEF , F2RERER,
- 2 SDK B ALHNEER K STEHEYNE  MAREFELHT  RAXZEEREHESENEER
B, EETHOMBRKEGH , 528 A EAR Rust B AWS SDK 2 iFFE #%.
- RZERESENEEERLECLEERBEREAA—X, ELEFRBES 2 , BF2EEFE
AIERNER

HEHAR Rust B9 AWS SDK &8 E A4 = 9


https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://docs.rs/
https://doc.rust-lang.org/book/ch07-04-bringing-paths-into-scope-with-the-use-keyword.html#using-external-packages

B Rust B AWS SDK MRS
Tokio # 1T &
« Tokio 2EAM Rust B SDK BRRFTESWIIERLTHITRE , e€HITasyncEH. #ZE
tokio.rs 1 docs.rs/tokio.
« BEAM Rust By SDK EEFREFHITRE. RPEBEZETIRREFEZLWESR -
$ cargo add tokio --features=full
- tokio::main B EESALNERERUIRTEIELENY., FEFRHLESE K FEHEHHE

EmainBFEZBIMNIT , TR :

#[tokio: :main]
async fn main() -> Result<(), Error> {

Tokio #{TEF R


http://tokio.rs/
http://docs.rs/tokio
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R E AR Rust B9 AWS SDK

TERINERE BRAM Rust B AWS SDK, E&FERH A% AWS i | BN ERYEXBNMAE ETE
DERTE AWS IR, BHHAERTE AWS EiF EFEAMW .

AWS SDKsHI T ESEIEFEHAEHZ AWS SDKs FE RNRE. e MEMmERES,

T

- EVRBAF IR
TR

- BEAERRMHE

- AWS B iEE

. {.ﬂé“éﬁ

o AP i Uity 2

. HTTP

- REE

- EARERMETEE

- BEERAFRNE—RFEERE

- Bl

.« WK

2 AR5 A F i

HED BHER AWS R , fEESHTERLCZBRENAER., SrURERKEAFIRNE RR
E , FlaRE, HTTP AFEBMERERE,

BEREAFHBEE AWS B M ZEAEREMHRE . SDK ERELEMBREXE ERERRE
B, YEAERNEABRSEERFR, SULLERARGAAEEABRPEEELE , INREPED
BMAELE,

@ Note
REAFIREBKAIERDZE  BEFTERLA. RTREE—H K FIEClientEBHEE
fE Clone,
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https://docs.aws.amazon.com/sdkref/latest/guide/

BERAR Rust B AWS SDK AR

DRAREAE-RINVE (KR )  HeiTeE A USKEABRENE.

1. BEXBHEREAFinA S LRENEMARKE , BELENTMHMIRE,
2. RIEEY

- MERERBESHNFHFMEE , 528 AWS SDKsHITESEERTNIREEE,
3. M config Ml credentials X

- MERTELERNFMEN , 52K SDK configfl TESEZREEHAMHEA A credentials
g*o AWS SDKs

4. £ SDK RIS RENERENSHREER,

- BEEM , flESE , REERE. EL4AEENR. RERESIHAconfigERPABEEE
. R SDK EEBMTLEMNMERE , API BRIESEATRHE KRN

RZBIREBEEEREMN configMl credentials HERFREELH AWS SDKsHMTEHA , UEBR—H
TR. FEEERBREM4TRRREHIHEEERFBNNMERE K F2HFREEHNITESEERT
BREBE, AWS SDKs

E@

EERVEARERFELBHWAF R , M aws-config HRIRFEPHRAES L

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

LUEE A 1 A Fiw1E Amazon Elastic Compute Cloud E#11TiRHE A AWS Lambda , 0] E#Z
RREFPFEARBAPKERNIAHMAR., SEXENEXNRHEATRESH K BLEERMEE
BAREAMBEZME , AWS Bif MEEEFEXB,

BRLBAEERSERE. ARERELAREITREBRNTNER, THHEMISRREHAERE , B
BER AWS B :

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;



https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
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let s3 = aws_sdk_s3::Client::new(&config);

(® Note

WIFFEHEEREHRSHAFKREERUKEG, EAFRARRHBRE , BAENRMERES
FREAERMHEERE , flEEFIEM|A IAM Identity Center #H5E,

ScHi gl BehaviorVersion: :latest ()BT EXBIEHERARTEREN SDK IR,
BehaviorVersion::latest( ) BARAZEIERN. MEFMENR , B8 1T7ARA,

SRR ENRECHREREKER

BERBFRARERERKAFPHER LRE, T8 , BELANARERREPRAKRBI VAR , RE
BREig EiRE, BERENR BAMN Rust B9 AWS SDK BN E BER, BELHER A
— AR aws_config: :defaults , REMEMA fromF LB RERALEEEHAN REHEES.
A& , B BZRERET M —EEE , XFW build. HE , SRMERENEEBEIAF

Ui o

// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())

.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

RREERBHFIREE THNEMS ZN—BHERER API X, film B

aws_sdk_s3::config: :Builder,
P BARE A P um 4 RE

FERNTEEREENRKEAF IR , MARRIRESAHLRE , B ERAFKConfigZER LIEEET
9, MTFAR:

SRR ENRECARZERESX 13


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/struct.Builder.html

BERAR Rust B AWS SDK AR

let conf = aws_sdk_s3::Config::builder()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

EIRER B RIEERERKaws_sdk_s3::Config: :builder() , F*EHAFEMAERERE, FERER
SERE BIHARERH Aaws_config: :defaults,

BUBBEARETRERKALPHEAR FERE, F—BEHIFERFER Amazon S3 AFin LH
endpoint_resolverBE , EILEHl,

1T RRRA

EARM Rust W AWS SDK IR AEFAHUKEZES RETEENERAN SR KB RN

Th. ATHBHEBRASEREARN Rust iy SDK ISTEHINGTA , AFREEEEIS
BehaviorVersion. BehaviorVersion {§ETEXM SDK ix7A, EAI & SDK FEERFEEE , 88
REBKURESHEE  UXEMIE  MASHEEAEXNITAEREARNARTE,

/A Warning
MREBEHERPEIETE WIBERTRE SDK S i FimBehaviorVersion , BEES

panice

Flan | BERFHRAR SDK B281T , WEBHMWAERERBK., MEENWERARENME
FBehaviorVersionfF& B SDK Y |, RISfEHALSIMNERE  MIEHAFERMARE,

FREBETEARN Rust WEHTAMAR , s —{@BehaviorVersionhR A& & LUE A Rust B SDK
deprecated BMF:C , XMIEHRE, EEEREHFEFERLES  ERATREREEREE
1To BehaviorVersion::latest() h&E#H , LUIEHFRANTERITA,

@ Note
ERZEERT , BFEZBehaviorVersion: :latest ()& BREFFEA |, HE
Cargo.toml behavior-version-latestiERFFEA MeHEEZE. EREETERTH &7
BEEEMRA,

THRRA 14



AR Rust B AWS SDK HBEABER
£ PEXEITAMA Cargo. toml

A LATE Cargo. toml ERPIEEEMNTHEEERE , LUEE SDK MERIEHEI 1T AR ARaws -sdk-
iam , 40 aws-sdk-s38 . BHEI, EX & SDK flatesthkZdCargo.toml :

[dependencies]
aws-config = { version
{ version

["behavior-version-latest"] }
["behavior-version-latest"] }

"1", features
"1", features

aws-sdk-s3
ERXBPERETR/RE
FHRABOUUEETEEETARE , 5ERERE SDK A FREIMIERE

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;

L E G SR T FERIRERRTE SDK WiHRE | (B2 BehaviorVersioniREA v2023_11_09().

BAERRESE

BHEAWS A [ #HFER BAR Rust B AWS SDK , B EH4ESEA BITHERFEREEERR
AWS, HEHTERE A ZRRZBEAIVREZANE  LUERBAERNERE,

MR AHRE T EAWS IAM Identity Center BB —& AFEERE , Bl SDK &8 IAM Identity Center
BEMEA , UEBRARREFEROERRE AWS R,

MREHNEEIEREEEAER , B SDK A TR AWS B#H Fil , BREAENISFNE
R TIFREERBERL

£ EITE D BE AWS ALUEENERABECARE, REEHIUAEAZABRRHAEEEHE
A, ERANEREEFZSSRES E.

MEERG S AWS RBAFIN 58T , HSM AWS SDKsNTESE AN S0 BRBANFN.
BEAERRHEEE

NMREHEEZBAFREAABEESAEREMHSE , AR Rust Y SDK EEARABREHRERER
BRE-RITURABZEAENNNE, — B SDKEEF—BNUEKRIZAER , BEREFL. WF
BEAFPRNFMAES  FSREILREHRF ik,

& PREEIT AR Cargo. toml 15


https://docs.aws.amazon.com/sdkref/latest/guide/access-temp-idc.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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THEFHTEERABREEBRAEHRME, SOK FAZAERRMEEREUNESETEREPR
ENSDBE  WEMAZKSDRERETHY AWS BRI,

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);

BEAEMHEBUERF
BABHREKREBEECEATIEAERNIEFESEAES
1. FRERTREH

SDK 2 EH % AWS_ACCESS_KEY_ID# AWS_SECRET_ACCESS_KEYXL
K AWS_SESSION_TOKENRIESHERABRAESR.

2. % AWS config # credentials EX

SDK 2 ER M A AWS config M credentials XM [default] FRERBAEAE

Bl EAILAEA AWS_PROFILERIZEY , RELFE SDK BANERRERE , MT2FEH
[default], config #l credentials BERAKE AWS SDKs MITEHA, MFELERMNF
&R , 526 SDK configM TESEEEFMNHEA # credentials X, AWS SDKs

WREFERA IAM Identity Center #4T 5 2Bk , B =18 SDK for Rust ®EA#T CLI AWS 5% FiER
EWE—BEAFFaws sso login. SDK £ IAM Identity Center X it &8 M F AT B BB
RE  BRBAREASETURCEAEREAEZR AWS ki, NFLBFNFEEN  F2EH
BREGANMITESZREMmTPN T H# & SDK BEMEN AWS k¥, AWS SDKs

- WERTELREENES| , FSEB AWS SDK MTEZEIEREHH SDKsIAM Identity Center &
DERFE

- WFLRME SOK AEBENFEET , 526 SDKAWS M TESEEREHH SDKsIAM
Identity Center B A& BRI E,

3. AWS STS Web &%

BNEEFIWNTHEARSNSIAFIRE Web FEERARERE AWS , AWS Security Token Service

(AWS STS) EEE —HERZEEAER , #EBLEH I RME (dP) ETE I RIFNHE S D

ERAEER.

- ERGERERPEELEER  SRFAREHARTESEREA AWS STS
AssumeRoleWithWebIdentity APl FEREREF B AE R, MBF LA ENFMAENR ,
AWS Security Token Service APl & H#) AssumeRoleWithWebldentity.
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html#idccredres
https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html#idccredres
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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- MERTEURMHENIES| , 52 AWS SDKsHITEZE MmN FER Web 5% = OpenlD
Connect B &

- MFBLHERER SDK HEBUEFMER , 526 SDKAWS SDKs I TESEEEHINREEAES
BEAERHER,

4. Amazon ECS # Amazon EKS A28 F

& #9 Amazon Elastic Container Service £ #1 Kubernetes RIEHRF AT UL EF A EAHREEERY IAM &
B, £ IAM BEFRFNHT , EHE Pod HEKIR BT HITHARNRTIET. LLAGTEEN
SDK for Rust ERIER (E&FSEL ) EAHM AWS R,

HEERESHSEST AWS_CONTAINER_CREDENTIALS _RELATIVE_URIS
AWS_CONTAINER_CREDENTIALS_FULL_URIRIZBEEHINEAER K ELEE T H Amazon ECS
F Amazon EKS BEIERE.

« W1FEA Amazon ECS R ELABHEFMER , 52 E (Amazon Elastic Container Service Fa %
AB¥™E) B/ Amazon ECS £ IAM &€,

« MNZE Amazon EKS 52 EE , 5528 (Amazon EKS FEREERE) FHEEE Amazon EKS Pod
Identity Agent.,

- MFLIRMEE SDK HEBUENFMER , 526 SDK AWS SDKs MITESZEEEHN AR ERE
RrHEE

5. Amazon EC2 #117{E 88  #& & B IR %5

By IAM At HEESANHTER. STEER EAMERAR Rust i SDK BAEXSERAREH
TEREPEEENACRENZEAER,

« SDK for Rust &% #& IMDSv2,

- MEREHACHNERATPBERNFMET , 28 (Amazon EC2 A EEE) HHERAR
Amazon EC2 MlEA#FTERPEERHN IAM A, Amazon EC2

- MFLIRME SDK HREBMMNFMERR , 52K SDKAWS SDKs I TEZEERm+H IMDS &
ABRHRHEE,

6. MR B A MEEBEMBAER | RIFSpanicsB AR,

WFEAWS BEAERREHEEERENFMEN , F2H8 AWS SDKsHNTESEREENRESEF
MREECEABRREHRE,
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https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html

EHAR Rust #9 AWS SDK HEABEE
BAEEAERRMEE

B LIEE SDK BAEANRKEZRAERHEME K MARKBEEAERREHEEREUENT 5 BE
Fit. BEMER FA—MRiERERKFaws_config: :defaults , BALUIEEBRITEAERIEME  WTF
FT7R -

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;

LA LUBIBEE ProvideCredential siEMREEBCHEABTRIEMHE,

5 5 tRE

BREAZREASRIBEAENNEMS 2ER | flI0 SSO T/, RIFFER , HRHRE4SFEHEE
REEE , EE—XBREFEAZAER, REEAER , REEZ —BARERBIBHREREREE
BEAER, ®EE BIMNAF®mSdkConfighg# A IdentityCache,

AWS [B15 1#F

B LER RS ERIEEEPIRE AWS BRI 69 AWS B, EERNBEENRENNERAERE
BEENMEREFREMNUEREERRER. NFNMAEARBRSNFEEN , F26 AWS SDKs
MIESEEBHAWS BEHFH .

/A Important
REZHERBUREE B, AWS EE MBEMEM SDK & , B4 BRHERWIERED,

AWS [EiF Rt &R

RITREBARBAFKVARER K SEATIERESF. BRFAZEARINE—BERRAF R
R, MERMRBEAFIRNFMAENR  F2RRREREMF K.

1. EURR R AR EN AR E,
2. % AWS_REGION JRIFEE,

- MREFEA AWS Lambda fRT , BEREHBRELIRFEH AWS Lambda .
3. 2REHA AWS configiERFH region Bit,

R AERERE 18


https://docs.rs/aws-credential-types/latest/aws_credential_types/provider/trait.ProvideCredentials.html
https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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« AWS_CONFIG_FILEREZEESHMAREFHLAconfigRWNE, BEEE T THREABIE
ZWE , F2E SDK configfl TESEEEHNE A credential sSEEME, AWS
SDKs

« AWS_PROFILE IRFEEHWAHKEZEMEZRER K MIFFERE, EEE—T THRUMRETEH

BRIERE , 28 SDK configMl TEZZEmP N HE A credentialsiE®E., AWS SDKs
4. B EMHZESFER Amazon EC2 #1718 R+ 2 & Rl AR 75 2R 1 B B g1 1T+ Amazon EC2 #
TEEMNESE,
« EAR Rust B AWS SDK EX# IMDSV2,

EEESESE

MPZERREAUERRNB AR E, ASBAERETUREARREHIEBNHM AWS
configE®RA., HAconfigERALIMEEBINRES K BARERE K ATEANREIAHARHT
ERYAE R,

RESENH A configiERF[ERZELR , ¥ AWS SDKsHITEHA  UXBETEZESH -
AEo

F2H AWS SDKsMTESEER , THNMAEBRELF EREENERRER | URBEE sdk :RE
REFER. ALREBNEEAIER

LHRRE RN,

BRNERME , URNAREESR,

HHAconfigHlcredential stEE - SRPFREENIE
« HHconfigMlicredentialsiERMNE - RPEL
- RIBEHZE - RAREREEZH,

- RESE -FEE SDK BRENSEEN.

A P v i B4

E BR M Rust B AWS SDK LY Bf AWS fk# , HE—EXREHEEBFRNVE. LEFER
i 8 AT o

R ARV R A FIREFEE SDK R Fif# 4T, iWwmR ST AREEERE REE B ETREER
RFERARAEERRE, mESGFRRMNT

« BRI FELRITRATRBH A EBFREFR,
« 7HX SDK Ais REBE R 45 E BRI I RE.
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
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/A Warning
IR RN RERE SDK £, MREBEFERRE , AT gRERNN. ARREEBARE
EREFHARZSHERE,

BRI MM T ALEHRE , LERARAMBERBFER , EETULARE REBFT R AWS R,

B AERIREBEEHA AWS configlRPHRERRELF InH. WELGENER , F2H
AWS SDKsMTEZEZEmAN BB ERR. MFERE LA configERRENRRSHNTREE

AWS BR#% , 552 B AR 45 T U 6 B9 R B A o

R, BETUERRBRRELET , MTHIRHAHR.
EHEEES
ST LG R R B A 5 B PR 9 TR SR R AT RS PR 5 0 0 S B ARAT -

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ “static)

BRLGREEMEBME. T8 , SBEERRE—E. $R—MKAE , endpoint_url &Z¥ BT,
AR ENmF URL

WA LA SR EEendpoint_url , BUSHRBEH "Ef, FHEE, T8, HETRRKE , AT
2SN EER A FiwResolveEndpoint BTl . BEiZEEResolveEndpoint AILAREN
ATREMS R E , OB AL iR B,

ARE U R TR T

BR#% A FifkResolveEndpoint BEEIRE SDK ARE IS ERE RN HRKEN IHE. REAF RS
¥ EFRTW resolve_endpointFit , WFEAMBMENBEENdpointFutureW{E , MAE
ﬁ_iiﬁﬁo

T 5 &EHIRE A Amazon S3 AP IRIRM B IR METEREE  LEFSERRNTEIRE , FlnHE
BAAEE :

EHEEES 20


https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/ss-endpoints-table.html
https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html
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FMBABER

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params,

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint: :builder().url(format!
("{stage}.myservice.com")).build()))
}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;
let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

(@ Note

Endpoint};

n TR FResolveEndpoint ZEHZH RS ERBFIEN , Rt ReEE R FinibcE
LT, Z—FHHE , wmE URL AILAERAEAHERE (ERETEBCHAERE ) REEERS

HEITERE.
ResolveEndpoint 28
ltresolve_endpoint FEEZRBEBFENSH , HP T SnHBT R ERANEM,
BEEREHISTIERBM

=L Type R
region F AFm AWS E1F

EHFEE

21
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7 Type iR

endpoint FER WESENFHERRE endpointUrl
use_fips Boolean AFEmBERERRABRA FIPS imE
use_dual_stack Boolean EREAFPRNERETRAEHBIRE

AWS BR# ATLAEE@MTEPM RN LB, fl20 , Amazon S3 InH S H IR TR S BN EE

Amazon S3-specifichBEERE. i , force_path_style B SYEEE AR EREEEL,

MELRBEBCHIREEE  ITEEZRECHRESEHTER. LRHREGHASERREHREB
#, X EMHEEREN Bffresolve_endpoint.

LteE £ A endpoint_urlEE2{#F A endpoint_resolver

AT, UTREHRRE , —ERMMA endpoint_url , 5—ER2 M endpoint_resolver ,
NELEERFHHEBITITANAF R,

3

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::builder().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver
aws_sdk_s3::config: :Builder: :from(&config)

EHEEES 22


https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
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.endpoint_resolver(CustomResolver: :default())
.build();

RE WA FwmEendpoint_urliEEEEE ( ER ) RHEENES URL , It URL AT LUE R A B 4#
ey —EBa o

RE WAFm&endpoint_resolver§E Amazon S3 A FimfE A& URL,
#i 51
BilmMEERARNEE. PTUESRAIAMTENERELE K MARFUERRE. MESHERES

« DynamoDB local - Amazon DynamoDB BR#§#Y A # A 2K
» LocalStack - TE AN BR P HTHN ERRBEES,

THIgEFIRABIEEBHMUAEAENBNHBZBRENMERRE SR,
BEEEEXBEREA DynamoDB 754

METEE TR |, BA Mendpoint_url EEAERXIBPRE , UBREXKE , IE@A# DynamoDB
fARES. EENERNED

let config = aws_config::defaults(aws_config: :BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

STEMEHI T GitHub EEUS.
£/ config #£= A LocalStack

BELAEH A AWS configiERPERERBIEEN RS . THHARREEEendpoint_url AIEERE
12 localhost LE#EZE 4566, HIFE LocalStack {HAEMGFMET , 52 LocalStack X 4#3uh EHY
%18 iw 2 URL 172EY LocalStacke

g5 23


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb/src/bin/list-tables-local.rs
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
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[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

HERAREGSHEINAAconfigRINEE  YHELEEMlocalstackiREEBSEERTHEA
REHRAFR, £ALAFZE  ZFNEXBTEZCSEMRENSE K MASERS

// set the environment variable “AWS_PROFILE=localstack’™ when running

// the application to source “endpoint_url’ and point the SDK at the

// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

SEE W E AT GitHub £EUS,

HTTP

EARM Rust B9 AWS SDK 2 T %I HTTP tHE35E :
&
» Hyper 1.x

Hyper 1.x

® Note

EAR Rust B9 AWS SDK 2fEhyperZ1TBE 1.0 RAZAIBEN, REHAXEHBATER
AR v0.14 lRAH . hyper

hyper & Rust WBKEWH HTTP 2N E , 78 BE A EAM Rust B AWS SDK , BLE i API
RIS, WERGERFENSE XM , 5528 Hyper - Rust, RIRFERR , EAM Rust 19 SDK FH
v0.14 fRZA hyper# CryptoMode:RingiR &,

HTTP 24


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/localstack
https://docs.rs/hyper/latest/hyper/
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> hyper 1.0 WA FIRMIA aws-smithy-experimental R F.

EBENRREME
8L EIRIE | CryptoProvider¥ 7 aws-smithy-experimental #&4R%E  BUH AT E M THAE,

T%ICryptoProviderf&E=\ Al EF :

« CryptoMode:AwsLc - A AEBNZBHFERMEFaws-1c-rs, ERH AWS BERHEZEEXKS
AWS R EE FifERNEARERERENE , L Google BoringSSL BEF OpenSSL ERHERTE
RER,

- EE MiEcrypto-aws-1c,
« CryptoMode:AwsLcFips - Sl AEBH FIPS A ZBmERMHEEaws-1c-rs,
- EE IhaEcrypto-aws-lc-fips,

® Note
ENRBERANRE IS SRE. NBHMER , FSMaws-1c-rsREENRER
B,

« CryptoMode:Ring - A REBRN BB HRFRMEring, ER "#£H Rust LKL, RIE, NED
r&_{J o

« EE Ihikcrypto-ringo

(® Note
IER Rust BB EHETER hyper v0.14 AFIKRPEANMBEREE.

A0 Rk A ek AR FE B9 Th BB

THEHIREBIATA crypto-aws-1cHHEEFT B EER Y aws-smithy-experimental iR
FCargo.toml :

[dependencies]
aws-smithy-experimental = { version = "0.1.3", features = ["crypto-aws-1c"] }

HE K BUUEERERRPHBTRRIFZTITIIGE
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https://crates.io/crates/aws-smithy-experimental
https://github.com/aws/aws-lc-rs
https://github.com/aws/aws-lc-rs
https://github.com/aws/aws-lc-rs
https://github.com/briansmith/ring
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$ cargo add aws-smithy-experimental -F crypto-aws-1lc

WEFMES , F2H SEFMPRIZNEE.

E3 hyper 1.0 AFim Y& H SDK £H

EERY hyper 1.0 AFH , BEERMN PCargo.toml ¥ aws-smithy-experimental 4R
. HyperClientBuilder EE&iZZ CryptoProvider, E—ENREREERE , U RN
aws-smithy-experimental RiRFEH H A+ — @B R T0EE

THRIXEEH CryptoMode: : AwsLcfA hyper 1.0 HTTP A FimkI N2 EE |, LUFEE Amazon
Simple Storage Service (Amazon S3) IREAFinfEA. &R , MERM Cargo. toml B FEE
BE AWS FREHFRIRFE aws-sdk-s3,

use aws-smithy-experimental::hyper_1_0::{ CryptoMode, HyperClientBuilder };
use aws_smithy_runtime_api::client::behavior_version: :BehaviorVersion;

let http_client = HyperClientBuilder::new()
.crypto_mode(CryptoMode: :AwsLc) // Choose a crypto provider.
.build_https();

let config = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client) // Set the http_client on the shared config struct.
.load()

.await;

let s3 = aws_sdk_s3::Client::new(&config);

HTTP A Fin ] SAE X ARG RIS ERBNVEREER LRE.

mWE=s

ST SME MBS RIS API SBRAE BT, WBESHARMS , 25 SDK FULHEBEHE
R, BABEABREREMES, Mik—%  SRALSKEENNER. EREREE. B8
g,

THEHER—EEHENRER  FAAERER N , EEKENNRRMEEREEHER

use std::borrow: :Cow;
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https://doc.rust-lang.org/cargo/reference/features.html
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use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
I
use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())

MEFAEFANTAN B SR N  F2RBERSE
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/interceptors/trait.Intercept.html
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BER M
HERBREASHRERSEREDACHEMRAS. RECSERASERNTAFRNANAR

P4\

B, ERREABERE , EMAXE/RTE.

R#% A Fim LR RFR R E S
EEREMAFmEMEES , FEM Builder BABHEES.

let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;

// All service operations invoked using 's3' will have the header added.
let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

ERERFHNRES

BREFME—RENRBE  FEA customize EMHEE, BUUEALA 2B EESERERRN
BB A FRERE, MFAETRENFAEST  F2REEEAFRNE—REER,

// Only the list_buckets operation will have the header added.

s3.1list_buckets()
.customize()
.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))

.send()
.await?;

f5£ F AT BRIt Th g
TEALR THRMER O REE RENRE, BEORNEREREN.

&
- B AR Rust B9 AWS SDK BN iEC 8%
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FMBABER

A EAR Rust By AWS SDK 2 i #%

1.

EAR Rust B AWS SDK £ A IE Mt 3R B E TR &%

HERBHNGTRRP , MEERETEE B S AMMKNYE

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

EEH RIRFEFIEZE Cargo. toml XM [dependencies] B,
PRILETRE, BEE minKXWEHTR , RAEBFFWUEMEAR Rust B9 SDK B#E :

use aws_config: :BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;

#[tokio: :main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.

let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let _resp = s3.list_buckets()
.send()
.await?;

ok(())
}

FRARUST_LOGIREZE MR H, EERMARKEANET , BEGSETY , #FRUST_LOGIR
BEERTEALERENEBR. THEHMISHBICERES debugBik :

Linux/macOS

$ RUST_LOG=debug

29


http://tracing.rs/
https://crates.io/crates/tracing-subscriber
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Windows

MREFERAR VSCode , R EBE SRS PowerShell, REBEREEFEANRRE

2,
C:\> set RUST_LOG=debug

PowerShell
PS C:\> $ENV:RUST_LOG="debug"
4. #ITREN
$ cargo run

BRZEETRETRFRAEEP R b,

MEFMEN , FSB% tracing-subscriber XHEFIZEBRBEEHNEH,

fRE B 358
%R E -SR0S MM A FREE  ARYNHAAREAINRREEG L,

MREEANREAR AR EEN (EREERA "X, ), BEAFREFEINEAN TR

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)
2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity

2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity
{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:
211}



https://docs.rs/tracing-subscriber/0.3.18/tracing_subscriber/fmt/index.html#filtering-events-with-environment-variables
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2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BEEBEMITETIIER .

- AFEANREER.

- HEHWAFER. iER INFO, DEBUGE] EEFTRACE,

- EXAFEENERGES LS (" ") 2. EWHEIERR A FEB NIRRT,
- Rust BERR , HPEISELAFEANERR.

- RBALFE,

EREANSEEGHEAER ANSI RHBREBHES, BRIBSHHE  FREELREF.

(® Note

EEMEEEPsdk_invocation_idEE =K = SDK ELEWME— ID AP , AJi#HBIEML B
AR, T EEPKRBINEER ID &R AWS R,

AR ERCERER

MBLFERA S ERIBENEN KR , HIMW tracing_subscriber , BAILMKEA RS BFNES
.

LU ARSEEARBMERNLEER. TiEKtraceBEEENTHREERFRES

$ RUST_LOG=trace cargo run

B LARRAS EREBER E R CEk, ETRYEHIF , LEKRE WHFaws_smithy_runtime i
Atracefd+.

$ RUST_LOG=aws_smithy_runtime=trace

B AZEBBEETRANBFEBR , FEi_REAER,REM. T EHEiaws_configiEHER
EHtracef@F5iceEk , Wifaws_smithy_runtimetEHERE HdebugfFicék,

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run



https://docs.rs/tracing/latest/tracing/span/index.html

BERAR Rust B AWS SDK AR

TRRAETLAREREBFASN —LEA -

FB iR
aws_smithy_runtime 55K ) B FE AR B% 5 8%
aws_config BAEREA
aws_sigvé4 EREBFSBMEKXFES

RHEFETARBEPEEMEREN — BRI LR EAREMAEE , ARERFALTSHRAEEN
MFRREE R, AR, EULEEHRERREH , ARBRAITENER,

BERAFRNE—IRFERE

BYBRBAFme® , HEGERATE  YEAEMERERE. HABNEEBSRER  BRILUK
BRREBERER,

BRRERERHBETAREIL customize 5% , CustomizableOperationBEERALUBRRE
ARENERER, RigAFiRERBERISETE,

T 5 &5 5178 R 2 S P AR /EHN Amazon S3 AIF , EhE—_FAEBEUERXETEMN AWS B
1=, FFB Amazon S3 YT HAEMEER us-east-1[E1 , (BEFAEE S API FEIYLUERERAY BEER
Sus-west-2,

use aws_config::{BehaviorVersion, Region};

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;
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// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.1list_buckets()

// Creates a CustomizableOperation
.customize()
.config_override(modified)

.send()
.await?;

® Note
FRIEHIE AR Amazon S3 , EFTERENBLSHMER, REREE LAEeEHMS

s2CustomizeableOperation,

WMEMEA customize BE—RIEFIGFBBWEH |, B20 25 ERIENFEEES.

s

BRI Rust B AWS SDK TR ERTANMT BFTWARRER, U AWS R BESERERS
RYBIAARSL. REFEFY , FEFHAVER | SIWRARN IR EER TSR,

EXHTATUERALA AWS configiERTPNRIES Y REETLERE, WERHLENER ,
28 AWS SDKsHITESEEmPNEHTL. CHLEEEARREFNFRENR , AR NARE
q:l_ﬂﬁlo

‘IBI ?ﬂh

RE , BTN ERRBPREELEE WU T EHHR.
R ERMERE

BERERFIHEHSTERABEB RetryConfig EBRMEMNstandardER KA, BIBEFER K E
HERMW (FRER  MERRER). WA, SEXEZBLLEE—/NRER , LBREXRES. It
EBOEARKZEFERARS , BEESREERRERER AT TETEHE,

REFLEAWEHBREW SDKs RATER, TERMERNEN T

o IR
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html

AR Rust # AWS SDK EIN Y
- IR umAES
« HTTP 5XX [EIFEEE i1 iR 585 3R

THEFRER/TES :
- BE/IREER
« BREHRPISNAMRR

FANSARERAERAY, EEMEBEARETstandard EH R,
R AREFHXH

BRI LR S UUBM RetryConfighs , LBFTERBHINERAE L
PRaws_config: :defaults :

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

HE B AR 5

NMRFEER  AREARHENSS  BETREERE. F—XEENZERD , B2REFNEERE
PR, TEELREREATEAK,

RHADSEREMEESCEANIEE, HBABRNBEAEEFTREXESRAKRNTE., NFEER
B@MBBRRA R , F2E AWS REHERPHEZEENE .

BT LR S RIBM RetryConfigh , LBFTERRABHMIERLR Eaws_config: :defaults, T
JIEXBEREEREAKE —REHEFEERS 100 ZER , BEANEAEHA CHNEELRA S
¥

BRREHXE 34


https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;

BEEEFRERN

fEAstandardBEXNEHRBHNER IR , adaptiveBRERFTHRE—EER HZ , TSREBENGS
RFER | LSRR EBREERIK,

(® Note

BERERRERERER. BETEREMALLRE, F28 AWS SDKsNITESEEEH
MNERTR.

%

BEHESHTESEEESNFAEINGE. M8 THAFIRERRFEE , HIEERE
ﬁmmﬁob&ﬁmﬂmiuéﬁﬁﬁﬁﬁéﬁﬁm,ﬁﬁ%ﬂTg%ﬁgmﬁ%

HVER | MARIE

\NO

]

ERSAFERETE 2 REFRGNREESX | X ATEHERIENME B REERR, REENE , &
%Eﬁiﬁﬂﬁﬁ'Tabééi_ﬂEF§umsa ﬁZEWTEQ%D#éE§EﬁO

BRI EBRMASSEN | EEXNBEPENadaptiveEFA K MRetryConfig :

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;

0 B

BRA M Rust 89 AWS SDK R HEARNEEFRBENEFERBRNHRE. ELRPRENERARE
A EMERE R ESHANIEENMRER | EERNERF,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html#standardvsadaptive
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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AP & B

EFERMAETRESFREAFTERRNKEANTEANE  FHCMEMRERE , EEHE
RARATUPRERY , WRNKETR. AREATUBBERRBMBIER. REMBEZMEBEFR
RO B R RV 0%

BAR Rust B SDK RREFARGRE , ARBIMFRNER, RERAXEHFREAERFEREDNEME
ARNEERERMARGREFRHE, TERTIREREE !

S FER% R

EARR A 31 ® BMEZHESEILESNERD LR,

RERBS i 48 A Rust B9 SDK Uk B FERT I S5 R
ER , 3EREER.

BREETRE i1 SEE—HTTP EENBE LR  cRTUER
AP| FERY

EEUR B i1 R B FE RSB |, SEEENE EE — BT
Ry B R L BR,

Ty #EHEREEBIDREERN Amazon S3 B FisfERE :

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(

TimeoutConfig: :buildex()
.operation_timeout(Duration::from_secs(5))
.operation_attempt_timeout(Duration::from_millis(1500))
.build()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

ERRERER RENEERER , SUUHEHMAERESMEENBRBRERERE, bl
A$E R HTTP BRRERERIEFBR LIREX K.

AP| R 36
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BRT HEFTERENBEA PR LREELERKE 2N , BOTUHHE —FR ZFEHETELE.

/A Important

BENERRBFTEAN Rust IR EHECRERFERANBERER, Hlm , #E
FEByteStreamfy X EEVAER T ZIRER R H,

FRHERRE

BRI Rust By SDK 2% —BREEHNFEFEREENBELRX. FFNBERRLEBHTHSER , F
SELHEBRERRPNER. EAPNKLEARXERBLBRE K BXETSETEE.

E%umﬁaﬁ%lﬁﬁ HTFﬂﬁJ_—I%ﬂE’JHﬁ Fﬂ H-J' ’F%E’J $l)lbﬁ%;‘1‘]‘1§@£ﬂ

KRR , BAR Rust B SDK ERKMA LEMTHNEFRRERE , YSKRED 1 LTE/PE
¥, BEEF 20 PN ERERE,

THIEEHIFEREETH StalledStreamProtectionConfig , AJE A LEREL R A ZENERE
BFEAH10F :

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(
StalledStreamProtectionConfig: :enabled()
.upload_enabled(false)
.grace_period(Duration::from_secs(10))
.build()

.load()
.await;

/A Warning

EENERRESEMERER, ERLARTEAR SEERENMEE , IEHHMREE
Hil’ ] jﬁ%]&lt:bﬁo

FREFBRFAE
THIEHIREUATEEF A EFH B FRARE

ERNERRE 37
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let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(StalledStreamProtectionConfig: :disabled())
.load()
.await;

ERNERRE 38
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£ #EAR Rust B9 AWS SDK

THER BRAM Rust B AWS SDK RfEA AWS IRIENE RMEBES *,
e
- RHEK

—_— ] =
[=T-] N

RUBER

EEM RHER AWS R , BS4EXELRBEAF iR, R AWS R SERBER , c8E8
CHERFEMBECH Client RKEEFH,

DEHYRELFENEE APl BEClient R —EBHZE, BEFZENERER "RBEESS)  H
PEBREN KM EESHIEX API W TREE A, FURBEHEZER , FFWU send( ) AE
SFutured i IhsR 1Y SdkError. % SdkError MFFMER , B2REREE,

THEHIREFE R Amazon S3 £ F R BFITEBNERREUSs-west-2 AWS [E1F :

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
let result = s3.create_bucket()

// Set some of the inputs for the operation.
.bucket("my-bucket")

RHEFER 39


https://doc.rust-lang.org/nightly/core/future/trait.Future.html
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.create_bucket_configuration(
CreateBucketConfiguration::builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)
Lbuild()

)

// send() returns a Future that does nothing until awaited.
.send()
.await;

BERBHEBERARN APl M ANHEMER |, flw -

« types REEFHEBIINE , TIRUEEHNEBILEA.
- primitives B EEFMENER K ARKR BB =¥ Blob E&H,

MEBEEFHMENFRRFBEABNES , FSERBEFRRFERN API 2E X4, fla , Amazon Simple Storage
Service Ky aws-sdk-s3 FIRFEEBEEE, HPMER

« aws_sdk_s3::types

 aws_sdk_s3::primitives

ES'L :tﬁi%
UTRER NREE® BEAM Rust B AWS SDK,
NEEEEFE A SDK AP %

Bi% SDK AFmMNEBAR , BUMNAFKAIRESERSEAFREZECH HTTP ERERE. &
DRBE, RMERLAAFRIELHASIkConfig , LBRREEREILNENAT. FIE SDK
AFinHEagEClone RE—RFBEHBEN.

R TE AP| R

BRABREARE-ERFEENERE , 1’§UZIU1$%?<5@HT$HJE;H?%EH—: , BEREAR API FE IR B Y
5 APl P ER ., RFRKAELERNZEFRZERK. EXERENERAEXERETRM
BERFURET N PRERY , MELBETH ’ET‘& FERERCBERNEERTERIERFETHEEE
;Eéo

NMERERERHNFAES  F2ERE.
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https://awslabs.github.io/aws-sdk-rust/
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/#modules
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/types/index.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/primitives/index.html

BAR Rust 89 AWS SDK REASEE
WITEE

AR Rust #) AWS SDK TIRE117124) , BEAEAHSEFACHRE,

R

BEEFEMENNEREZES , AENECERARER  ECAKNARTEANRS. EXE"
B, BB EEUATAR

- 1% EHNEXASPTITHAHEDATI TR —L "TTHEEM, .

- EFER  RFHITSEERR,

- WITIER : TEBRKRIATSEEER.

« W4T ERNERIRFTK S BERHIRED.

- ZTRE : ERERHTSEEHNED.

- BEGG  EXNTASRBEERBNSEREEEBEMENEEAMEE,

- FHBHAERNEFRERLTR. ERMEANISEATHELERRFINERK , ZERR "FAF. -

* Deadlock : #EZBETEENRE, EEBERRAAMETHEENSRUNER , EMEEHBT
EBHEER  EFBEAINERTAAL. SAHSSYEXABEHIHATLRELLE,

FHESH

BN —(AEfREFER. FREZHHD K BABERALTHMIREFLENG. BREOVEH
SEEMFAMEBEMNbuild_client_and_list_objects_to_download()J5% |, W1E FiETE
Emain().

T 5|5 5I4E7% 2 T & Amazon Simple Storage Service fEZETEBHHNMARER :

1. BRSIHFAEER, SERBEEBESD,
2. RBERBE , KFTHEEESR

const EXAMPLE_BUCKET: &str = "<an-example-bucket>";

// This initialization function won't be reproduced in

// examples following this one, in order to save space.

async fn build_client_and_list_objects_to_download() {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
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let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {

let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("reading body

succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

(@ Note

HELESd  BMNIAESREHER K MARREFRTFTEIAEAEERGERRE SR
B4, Hitt , RMATEREEZLEMRE &

HRRAERNRE  RATUAERLKER , MESHR, RASERRNEHPHATIESE , B8
%, BRBEELERE.

[GES ] 42



BERAR Rust B AWS SDK AR

HEEM T2t

Rust FHBEERE —EHEE, EHFEELEER K HWESRREABANMEE, BEETUREM
—RZEFTENESERE-—JESE, Rust REFREERRRETMASEBHHEEE.

EZEERFEVEFIEENERE , SEHENNRENRGT. ERFEES , SEATHHBTUET
FRNBATALERMERNER , EAECMAESKRFHT. T8 K EXTEES , EBTUAREMIER
BE#HT. At , RALERESEOREISEARBTETZETESE (REDERERER )

Rust EERXERMFZTERGERMEKNLEE, NFEELETEENFMEN , 528 The Rust
Programming Language Book H#Y & E A n] B B4 F 7 BB,

EZFHE |

TR "TRSYH WEE. @M, eMARRBEZFFFTENIE  BMNETEXT SRS
R,

BEREABERIYH

* Arc : A BfifE R eference-C 5|5k, EERE P E3EKArc, TURHAHA K MEFRIEARERE
BFERPREZE, EEEBRT , ENHERESEN "HAH, . ANBEArcTRETE , BrEE
BRI,

- B MRZEVTESSFRUIERXPNEER  ARBEE BT
« Condvar : Cond ition Var iable , A ZBEEEFTEH B ERFHEIITHE,

« Mutex : —#& Mut ual Ex clusion ##| , AR — X &RZE —EHTHREHNFIR—LER, —#Km
S, BTEBWtex S HERBEERABFHIER. await B,

Tokio B ¥4 :

# R AWS SDKs E1EEasyncHTHER , ERMERBEREB R TEAtokioBALZ W

e Mutex : BUAEERENEN Mutex , BRAKS, HEEXE FTEMutex , EEEE JUREBEER
BHREME. await®,

- Sempahore : AREBHZETEHERERZFRNEE,
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https://doc.rust-lang.org/std/sync/index.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/reference/interior-mutability.html
https://doc.rust-lang.org/std/sync/struct.Barrier.html
https://doc.rust-lang.org/std/sync/struct.Condvar.html
https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/index.html
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ERTMAvEES , LRAMER (EPITHEILIT)

ETHEkhEH B |, BPIER futures_util: :future::join_all REBEHITFT
Hget_objectiER.

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");

}
1);
futures_util::future::join_all(get_object_futures).await;
}
EESaRYITHREESE , Bt AL ERE , —FHIRTeE A -

1. BMERKELMERRBA, MREERTE , BEREMBget_objectBFER@A |, BIZIEF
Cout-of-memory, Bt BEEER.

2. BMREBEMMEFHMAARNR, MREMEH XTHIESZ , Amazon S3 EFIFE K.

HREEEMEBRE K RMASARVNBEM-—REENFRBE, RASHEM tokioE MR REUITILIRE

const CONCURRENCY_LIMIT: usize = 50;

ERRMOED , UREARE (EIITHEIIT) 44


https://docs.rs/futures-util/latest/futures_util/future/fn.join_all.html
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#[tokio::main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);

1)

futures_util::future::join_all(get_object_futures).await;

RMERFRBUBE asyncEHR , AMEEBENCERAE[E, Mit—R , FEXFRzH , R

MAEEMFER,

(® Note
MRERRERE , A -—REIMERERBALSHEAEECRET , EREFRFEER/LE , T
REEEANR, EREFEEM  FRFERBARMLBZasyncERZ .
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Rt e E—REXBZEROBEE , HERREIERHPAIFERE CONCURRENCY_LIMIT,

(® Note
N ERESHSEEZRCONCURRENCY_LIMITME., BEBNEXECHERE  BERE &
BEREARS , MASHTHEIER, HATUBRBREERN KSR REELLREEER
WITRRE , ERAEEHYE K RItBHAEENEER,

ERHFNEAILRESRE ( ZHPITHEILIT)

EREMEES P , RFEKATTHER. ERELFAIHITEMEERR , BRMATNEBERZH
THRESREENR, BEFEA MTERtokio , RMFERCMHEELA@ERER.

(@ Note
LS B R REER ZHITHE tokioBITRA, HHTREMM rt-multi-threadZhgE® 7,
ER, BERESROMESE LHTEN.

// Set this based on the amount of cores your target machine has.
const THREADS: usize 8;

#[tokio: :main(flavor = "multi_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

let get_object_task_handles = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();

// Note this difference! We're using “tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task::spawn(async move {

let permit = semaphore
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.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
1)
1);

futures_util::future::join_all(get_object_task_handles).await;

IS REBTEREM., BT /0 (WA/MEE) EFSERHE, HITHVESHUATLEHRERDH
TEXBEEPRHTEENER, BERZEEMREINTRRE 6 BESEBHPNES , UKERENAR
BITEDRER. NEtokioBMITREERE , B2 EEME tokio: :taske

RIEZHITHEERREN

ARAEMIEF R RATHER. Bt , YTEXNWERTRREREN. EERAM Rust B SDK H
BMEBEERAtracingfcSFR M. W BFARIHNT , eHFATUE AFEEREEH 2B, NMFE
Bl , F2BEUA EARM Rust B9 AWS SDK X iFac#%.

HBAHEABWERIER tokio-console , iERIEEY Rust EXWZETMESE TR, ZEiBw A
FITEMER , RAEFHITtokio-console EARER , BAUEINERN EERTHESNENRFEIT, It
BRTEERANER , HINERSETNELAAERMIEENERE RS HAEROERE,

SRR BRI

TH#E BRAM Rust By AWS SDK BEGERNAXNNMEGEYURER SDK ZESmERARXEZEHER.
THZERAL T RENR SDK BN ARIEFER , IR NALE E REELHR,

BE REHSEEHERBEEES WResul tFAESdkError<E, R = HttpResponse>,
SdkErrorR EELEAAEEENTIER K BRAER,
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AR 75 85 R

BERNEESEA R SdkError: :ServiceError, WEERBKRKH WSSO E AWS RIE. Fla
MRBEF K Amazon S3 BB AR EEN MY , Amazon S3 EEREEREREFE,

BB 3 RFSdkError: :ServiceError , RTEMEBERERIEEE , AWS R BEEXERE, E
AR A AR RS EHPERS SR ARKHEOREE,

HNCEFMEAETSHEERERP, THEH RSN S EEEER ServiceError S8R WERE
FEIMSERRRS :

// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error: :ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");

}

// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}

err => return Err(err.into())

};

HERATHEER
BERBERBEEANTERESR , EBEARBSENFEREFR

« <service>::error::ProvideErrorMetadata 4 A EEEFEEEAI Al AN EE RIREEEREE |
IR R E R M EERA R,
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o ¥ Amazon S3 , 4FEA aws_sdk_s3::error::ProvideErrorMetadatas

A SRR ERETEERANER

« <service>::operation::Requestld %SEEHBEM G E , UHEERBEENME — AWS FK
ID,
« ¥ Amazon S3 , 4E A aws_sdk_s3::operation::RequestId,

- <service>::operation::RequestIdExt 3 EE# ¥ extended_request_id() A% , AR
SREIANZEMTER 1D,
- E85 RBXE
« ¥ Amazon S3 , b4 E A aws_sdk_s3::operation::RequestIdExt,

F/ 5| EFEAHEEER DisplayErrorContext
HAREHTHNERBEERANENGER , fl

1. AAEEREEER | ATMEERER KK,

2. BEREOER , AREABRREHREERER.

3. BAEBRRMAEEDER K RATHES R  AXRBELDER,
4. BHEEOER , RAEAEHBERRIEERNRE,

BIFTERR , WHEERNERRERE "2RAML . EROBEHRBERETHEDEHNFMER. EA
7 Rust By SDK #2ft& & N EERHKEIZERDisplayErrorContext,

- <service>::error::DisplayErrorContext fE#EHE 7 & H TR EBRABHINEE
« ¥/ Amazon S3 , It#E#EA aws_sdk_s3::error::DisplayErrorContext,

BEREBERILY|NAEEEREE | DisplayErrorContextSRMEFHMHUAL , WTFIR :

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/trait.ProvideErrorMetadata.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestId.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestIdExt.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/struct.DisplayErrorContext.html
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source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {
code: Some("UnauthorizedException"),
message: Some("Session token not found
or invalid"),
extras: Some({"aws_request_id":
"1b6d7476-f5ec-4a16-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©7:41:21 GMT") 1},

"content-type": HeaderValue { _private:

HO("application/json") },
"content-length": HeaderValue
{ _private: H@("114") 1},
"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
"access-control-expose-headers":
HeaderValue { _private: H@("x-amzn-RequestId") },
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4a16-9890-7684ccee7d01") 1},
"server": HeaderValue { _private:
HO("AWS SS0") 3,
"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al6-9890-7684ccee7d01") }
}
},
body: SdkBody {
inner: Once(
Some(
b"{

/A PIENAYE¥4MEEER DisplayErrorContext
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\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)
),

retryable: true

.

extensions: Extensions {
extensions_0@2x: Extensions,
extensions_1x: Extensions

}
)I

connection: Unknown

3 Lambda ¥

WMEMSH B3 AWS Lambda BEIRYFFAEX M BRA R Rust B AWS SDK |, 5828 < AWS Lambda B
BABEE)) PWFEA Rust Z2& Lambda BE, XU E5|EXRFEH -

« ®¥OINBERY Rust Lambda #IfTHIF Fiw B & , aws-lambda-rust-runtime,
- fM Cargo Lambda #§ Rust BRE — NV EZPEE Lambda WEEGTIITE,

Bk 7 AWS Lambda BIZ A B1EM PR 51 EX & 25 , GitHub £BY AWS SDK 2 i EE flfE 7 E th
R Lambda FHE R & A,

2 E

ERBAXNMBEIEE-—OEPEODR 5525 AWS RESEQEBEHNER. Rz , REgEO—X2
MERNER , UERT—ERE. KEXBAD B,



https://docs.aws.amazon.com/lambda/latest/dg/lambda-rust.html
https://github.com/awslabs/aws-lambda-rust-runtime
https://www.cargo-lambda.info/guide/what-is-cargo-lambda.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/lambda
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BAM Rust B AWS SDK 2818 #EERinto_paginator EMIEMEZE , TRARBBBES ERE
R, BRERZTREEEENERS. A ERERESFRHETANiInto_paginator()B% , AJZE
PaginationStream<Item> 7 B R,

« £ Amazon S3 A , HAA—{EZHIZ
aws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder::

T %5565 Amazon Simple Storage Service, T8 , HAEE —Z @9 H APIs WEMR , &
Lot = #AEE,

THRENGEFIERZEENEF , FH try_collect () FESAEDERERIKES Vec :

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

BRR  BFEHSTERESRHEE  MAR—RNEAMARRLIRIEIGERES. TIHHISREE
¥ Amazon S3 REFFREFHYH  EFTBEEAL,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
// customize the page size (max results per/response)
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3]

.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
}

BV FEEEEURLs

BRI EL AWS AP RERLHBF R  UEHMBREABRITUCERABR  MEFHRECHE

AEH,

fian | BR5% Jane A EATZEL Amazon Simple Storage Service (Amazon S3) ¥4 , i B jth48 E & a5 £
Alejandro A FEL. Jane AILAEAFASXHEERGetObjecti@R , LAEE Alejandro 3 A , Eitfih
AUTENYE K MAFEFR Jane WEAERDZEEECSNEMNEAER., FBEEE URL FRANE
AERRE Jane W , AR ESE URL AWS WERAE.

EEH—F 7 H Amazon S3 FFEEEEURLs , 2 M (Amazon Simple Storage Service FH &S
M) FHEAFELEEEURLS,

REAEBREERER

B Rust 89 AWS SDK Rt RERBEB S presigned )M EE , THRIMBELESZNG

THIEHIEE I Amazon S3 AL EGetObjectER. BREEIMUE 5 P EARAE M.

use std::time::Duration;
use aws_config: :BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()

.await;

let s3 = aws_sdk_s3::Client::new(&config);

BVAEFEEURLs

53


https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html

BERAR Rust B AWS SDK AR

let presigned = s3.get_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(60 * 5))
.build()
.expect("less than one week")

)

.await?;

presigned() 7 A& E Result<PresignedRequest, SdkError<g, R>>,

EEM PresignedRequest @& HTTP @R THEE WA E , BFH %, URI MEREHE, iE
ELHEZEET RE  NRENRE , BRIGEN. T8, FLRLAFTENFRITUERA URI &
TNo

B S EPOSTHPUTES R

HZUEEEENREREZTE URL , MAMKEL HTTP GETEREZ®, T , RERESHKARI,
EREERT , HBELLHTTP POSTE HTTP PUTEE SRV Z R EEAZETE — i ik, TE AR BB L RERE
SR BGETHERMRE , EFAHELAXBNERELEH,

LA 278 % %% Amazon S3 PutObjectf@m R HEE: A WE Hlhttp: : request: :Request , &
AR LAERSEEN HTTP AP IREX,

ZEMMA into_http_1x_request()FHE , @4 http-1xTheEH B ECargo. toml EERF Maws-
sdk-s3{RIRFE :

aws-sdk-s3 = { version = "1", features = ["http-1x"] }
RFEER :

let presigned = s3.put_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(60 * 5))
.build()
.expect("less than one week")

)

.await?;

let body = "Hello AWS SDK for Rust";
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let http_req = presigned.into_http_1x_request(body);
—re
BAREE

(® Note
ERERERARM. KZSBERETEENERERM.

BHEFERARGIFER SDK for Rust AR ZAMEHBRB R, HR , BB LR SDK £A aws-
Si9V4 {'%*}iﬁo

UTRTEBEATENES , MEFMEN , F2H FIRFEXH

# aws-sigv4l http HRIRFEFIE ZEMCargo. tomliEXR .

[dependencies]

aws-sigv4 = "1"

http = "1"
RIFER :

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from ‘SdkConfig".
let identity = Credentials::new(
"AKIDEXAMPLE",
"wJalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::buildex()
.identity(&identity)
.region("us-east-1")
.name("service")
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.time(SystemTime: :now())
.settings(settings)
.build()?

.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

BT RlE
BT LUE BAR Rust 1 AWS SDK ERPEEETHRN S EERSE , ERMRBEHITIA
T8 {ER 4

« automock /A mockall {RARFE P HY REE S M 1TEAAIE,

« {EF AWS Smithy #{THI# StaticReplayClientREB I AJ LA A RERIZZE HTTP B Fimi{hi&
HTTP A Fis AWS fRi5. tAFmgSEBREEN HTTP BE , MA2EBHERKE REEH , XA
FERAFERESENERUMREZ A,

ERAREER B ELERE
A EMautomockmockallft #ARME RFHAN | BBELNRMENAS BRARLE.

WEHERARB A WEETHEdetermine_prefix_file_size(). WA ESFEAYREAY
Amazon S3 B EFTlist_objects()BEEXFZE, FEiBEE list_objects() , AILE
fldetermine_prefix_file_size()% , MEE BB Amazon S3,

1. EERBSNDHRRFP , 18 mockall FRIRFEMAMEKY

$ cargo add mockall

BrAE 56
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EE RIRFEFIEE Cargo. toml #&EM [dependencies] EER.
2. ‘@&mockallRBHiIRFER automockiEfl,

ElAF 2 2 R EERE AWS BR% 2 HENEMEMBRERXE , Fit=RH6/H A Amazon S3.

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};
3. BETXR, HilgEXiE , LUREEARER Amazon S3 S8 B 4418 H M E 4 =46 A B{E.

- BRZEBHEKFE Amazon S3HNEEBRA.
- EENEREENockall,

ELEHH BN EBEREA 53, BiftestBUHRERFMHR -

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. S3Impl #%#R Amazon S3 BEREAFRNEEF , HERESKEREEE AWS,

- BARREE  TEERALEXT  BAFRESEETEREMIERE AWS, dead_code HIRR

£/ S3ImplEE |, BHEEH linter TS EE,

o FHR#[cfg_attr(test, automock)]ZXREXFABIEME , FEERE automock Bit, EEE

H mockallEAEHa B S3ImplAs WEEEMockS3Impl,

o FELEHIF |, list_objects()FERBEEEBNMIN, automock EBEAKREN
expect_list_objects() FHito

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

}

#[cfg_attr(test, automock)]

EREERERBELRE
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impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

5. EEA WEEPELAGE KRS test,
o FEHER#[cfg(test) ] RRUMRE test BHES , mockallIEZEERFEEHAtrue,

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
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1))
.build())

1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await

.unwrap();

// Verify we got the correct total size back
assert_eq! (7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

1))
.set_next_continuation_token(Some("next".to_string()))
.build())
1);
mock .expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())
18
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// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

- SEAESFESHER let mut mock = MockS3Impl::default();REI mockH{TE
BMockS3Impl,

- CEFERAEEN expect_list_objects() H3E ( H BEEMautomock) , FREERNBF
HibfuEFEAZLlist_objects() HEBNTERER,

- BYFEHiz# K vefAELTERRFN RAGFEE determine_prefix_file_size(),
FHEAREECNEURIEIERE,

6. determine_prefix_file_size() HEFEH Amazon S3 BEKARMEFZTEHERMN A/ ;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {
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break;
}

}
Ok(total_size_bytes)

FASTAHM MM Rust ENBHIZE SDK , LAERHE HTTP 55KMockS3ImpliFERFZ & S3ImplH .
EEeERARREEmockall B BEREERIE K o

BAI LATE GitHub LR S L& HIH =B EA B,
FHAFREERER HTTP RE

aws-smithy-runtime fFIRFEBEE A WARLAERERIStaticReplayClient, BAUER
M AWS BR#§ Y1 EFIEEL HTTP A FimERl , MIETERRM HTTP A F iR,

#1%R1t B¥StaticReplayClient , BRRM HTTP BRME EH N BEMAReplayEvent ¥4, Al
HABITR , FEBKSEHTTP HER , MAF RSB EReplayEventBHFEFHN T —@ HTTP EEM
A HTTP AFRMEE, SRAECASHERHNT , BEFBRER,

EAREER

EEFATRER , ETFEFHIERR, Rz , FHEIEKEANENNERRAERER T
BT , SR SDK & AWS IR AFmE HFERK , REZXREERS StaticReplayClient
ﬁ%o

(® Note
BEESETREFRANFERRE , 85 AWS CLI HIFF MR RES MENH SERRT
=]

>=<o0

« B ReplayEvent¥IHHBE , EEFEHM HTTP R , UREXEBRENEFE,

« StaticReplayClient A L—EZRFRIMN HTTP XEBEERE

- BAWS AFEmBIARYH , 4§ fEEStaticReplayClientAConfig¥#HH http_client,
- FRL—ESRPEINEBRENT AWS R AR R4

- FRAREAFER WRENHYE , BTEEZRFENBRAEStaticReplayClient, IR SDK Eix API 3&
RE B AWS , HEFEABTEFNT —ERE.
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® Note
B EIA N FEREReplayEvent M EFHEIEFHET , —2E2ERBEEFTH T —EE
FE.

- ERFIEFTENGER®E , 5®MW StaticReplayClient.assert_requests_match()E® , &
23 SDK Eix M EERFSReplayEvent B EFHIFER,

Y]

ZEMEREL—EEMPHEdetermine_prefix_file_size()EHEKAE , EEABREEREMIE
B

1. EEXREHMDDERRD , ¥ aws-smithy-runtime HARFE MBI

$ cargo add aws-smithy-runtime --features test-util

ESH FIRFEFIEE Cargo. toml E=RM [dependencies]EE.
2. EREERF , 32LFEMaws_smithy_runtimeFE,

use aws_smithy_runtime::client::http::test_util::{ReplayEvent, StaticReplayClient};
use aws_smithy_types: :body: :SdkBody;

3. AE—BFHREEReplayEvent#EE  RRAFDHBEETHESE HTTP X5, BESHHIE
HTTP @BR¥H4F HTTP EEYH , Kk AWS R BESREENEH. EEEHSEEE N
StaticReplayClient: :new() :

let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
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);
let page_2 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

EREEFMIE Preplay_client, ERRHTTP A , 2 R EAFiRHEREFEE Rust Y
SDK R{EF,

4. EEE Amazon S3 AiFiw , mMUUAFwmERIA from_conf( ) HE , FREEBYMHELRF

Ll

U .

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

BEYGRERAEEBEM http_client( ) FEBE , MBEABREME
F credentials_provider() FZEEE. BEAEREFHEA NEREE
M make_s3_test_credentials() , ZHBEELBHNEAEREE :

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’
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)

[

EBEEAERTRERN , RACMER L FEEIEE AWS,

5. WUMEEZAREKN HEBRHTHE, EHEF+ K ZHBENEBH
determine_prefix_file_size(). HE—HSH AR HEFIE RN Amazon S3 A F w4,
Rt , FEEMEH BYWAFIK , StaticReplayClient AMEHZAFKEERER , MARE
BERE

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

SERE B #determine_prefix_file_size() , @A EERERELNETS AL
B, A% , B StaticReplayClient Hitassert_requests_match()EE. LEES
RFHEHEN HTTP B , YRR MBS BLEEAFRKATIEMReplayEvent Y[ %I H 35
EMFER,

&R LAFE GitHub Lig#RiE L& filn) e BE K.

FEHEEN

SHESAFPHRBR , AXRBAER , BEREFFMENNRE  REFREERTEEAFMENRES
Ik, EREMARKE —BURKEE BT , Hl0 Amazon Simple Storage Service , iR IERSEIL
BRRTE , 620 Amazon Elastic Compute Cloud. #RE @G ERBAERNMRETESRKER
B, SEENEERSLEABEERFENE , ¥B A BAM Rust B9 AWS SDK , T ¥ AWS
BENKREBEBEERANT #,

AWS IRi§ BEFERMUIIE | 8% <service>: :waitersi&if,

« <service>::client::Waiters BBEMAFIRNEFIERNAE. HEEHY Client HEE
B, FIESZHRRNFEEER WEXEGBEH wait_until_<Condition>

o ¥ Amazon S3 , HAFEA aws_sdk_s3::client::Waiters,
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T3 HIEM Amazon S3, Fi8 , HREMEER —HNZERBE AWS R 1, ELHSHMEMEE
fYo

THIEABHEIBEREASHFEARY  MTIREAGHES  USHRIRRETFREFL,

use std::time: :Duration;

use aws_config::BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")
.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

@ Note
BEZEHEHEEE —{8 Result<FinalPoll<...>, WaiterError<...>> , A
AREEIMEFRFIELENRROERREEG, MNEFMER , 5528 Rust AP| XH4HHY
FinalPoll F WaiterError,
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AR Rust By SDK & 1\ 15 & 441

AEERNENHEHIRA MR Rust £FH AWS SDK AWS,

EXBERENRES  ELEHIRBMAERBEAHNITERRE,

Actions RAEBEANEXNBRHER , LEAEABTHHT. HADFESEHFENAFUER KRB , B
LA NEEABRERFEFTRARPHEF,

RO R EERRIAFURBE RS ERBHEE L AWS RBFEESRTREFEEHHEXHEM,
BERBESHMEFER , RENARARBIENEAELHE.

PR %5

+ {8 SDK for Rust #J AP| Gateway #ifl

+ {8 SDK for Rust #J APl Gateway Management API &i4l
» {#F SDK for Rust B Application Auto Scaling &i4l

« f£F SDK for Rust #J Aurora &l

+ {#H SDK for Rust B Auto Scaling &i45l

« fF SDK for Rust # Amazon Bedrock ¥#1T i &i 45l
 {#H SDK for Rust By Amazon Cognito Identity Provider &i4
{8 SDK for Rust #9 Amazon Cognito Sync il

« f£f SDK for Rust #J Firehose &ifl

« 5 SDK for Rust # Amazon DocumentDB £if

 {£F SDK for Rust #J DynamoDB &i4l

+ £/ SDK for Rust #J Amazon EBS #i4

« ffF SDK for Rust # Amazon EC2 &ifl

« 5 SDK for Rust # Amazon ECR &l

- £ SDK for Rust # Amazon ECS #ifl

- f£H SDK for Rust # Amazon EKS #ifji

« AWS Glue £ SDK for Rust &Y #il

- {4 SDK for Rust #J IAM il

» AWS loT £ SDK for Rust B £E 4l
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- {# /) SDK for Rust B Kinesis 4l

+ AWS KMS £ SDK for Rust #J&i 5l

« f£/ SDK for Rust Y Lambda #i4i

- {5/ SDK for Rust #J MediaLive &ifi

+ {£F SDK for Rust #J MediaPackage &i4l

« 5 SDK for Rust #§ Amazon MSK #ifl
 {£F SDK for Rust #9 Amazon Polly £l

- {5/ SDK for Rust # QLDB #if

« f£/ SDK for Rust #J Amazon RDS #i4i

+ f£/ SDK for Rust #J Amazon RDS Data Service il
+ £/ SDK for Rust B9 Amazon Rekognition &
+ f£/ SDK for Rust #J Route 53 il

« {#/ SDK for Rust B§ Amazon S3 &4l

+ {£F SDK for Rust #J SageMaker Al £i45l

« £/ SDK for Rust # Secrets Manager €4l

+ £/ SDK for Rust #J Amazon SES API v2 il
« f£/3 SDK for Rust # Amazon SNS %l

+ £/ SDK for Rust #J Amazon SQS #i4i

« AWS STS f#f SDK for Rust B £i 4l

{8 SDK for Rust #J Systems Manager #i4l

« f£/ SDK for Rust #J Amazon Transcribe &ifl|

{#f SDK for Rust B9 API Gateway &4

THRN B G REBMAERA AWS SDK for Rust ¥ & API Gateway R TEVMEMBEE REHI.

Actions RAEEANEXNBRER , LEAEABTHHT. HADFESEHFENFFUER KRB , B
LA UEEABRERFERERARPHNEF,

SR 151 2 16) 48 R /R AR W ALY AR B R Y S BB B ER Eo At AWS BRISAR S R RS EE R TTEHI,

AWS #H B ERMBRHZ BB MEZENEN AWS, EERHERDE K FEAERREEDR
caiok: T
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FMBABER

BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

£S5
* BiF
- =

- AWS #E E R

BF

GetRestApis

THREXIBEEF REMAEA GetRestApis,

SDK for Rust

(@ Note
GitHub LR E 2 &1 6|, SHTEEH , I 7 EIMIE AWS 235 2617 7 E PR ERM
17,
FR B # Amazon AP| Gateway REST APIs,
async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;
for api in resp.items() {
println!("ID: {}", api.id().unwrap_or_default());
println!("Name: {3}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {3}", api.version().unwrap_or_default());
println!(
"Created: {3",
api.created_date().unwrap().to_chrono_utc()?
);
println!();
}
ok(())
}
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- WNE API FHHERR , 5528 AWS SDK for Rust APl 22& ) GetRestApis.

=H

BUEMARFEARENREEMEA

THRABEF REMAIEYBARFEAEN  BERAEUEREEMRF
SDK for Rust

BRI R S EEETERAREN , LUEFEA Amazon Rekognition {838 E H HFHIEE |
77 LAt B R #EEL

[k
S
i
v
)

METENRRBNOARERBITHER ,

:IJI‘H.

28 GitHub I TEEEEH,
MERAFRZIEFINRIR , FFSH AWS 48 FHNE,

b %8 51 o 152 R Y AR #5

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

* Amazon SNS

AWS 118 5 &k
BEEMNREAREEARES

THRXFEEF REMAEEA API Gateway ¥ B Lambda F DynamoDB 2 & MR Z [ REZEARE
%

SDK for Rust

REIN{ATE A Rust SDK ZEMAIZ B API Gateway ¥ Lambda #1 DynamoDB #B 5% &Y £ {2 iR 25
ERAZER,
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MBTENRABNNARERATHIET , FLH GitHub LR TR,

b %8 51 o 152 R Y AR #5

+ API Gateway
* DynamoDB
+ Lambda

{8 SDK for Rust B APl Gateway Management AP| &34l

THEX S F RE A A AWS SDK for Rust #&E APl Gateway Management API R ¥ 1T B4 H
BEEREM,

Actions RAEBEANBEABRE , LEERABFHT, BABFSEHFEWMFUHERRFHE , B
AL EEMEBRRTETARTTNEF.

BEEMBTETEREEABNER , BUUEREFRINAEARTPRENATEXRNER.
ES- ]
- B

B

PostToConnection

THRABEEF REMMFER PostToConnection,

SDK for Rust

(® Note

GitHub FRME L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFERREMN
1T o

async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
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con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob::new(data))
.send()
.await?;

0k(())
let endpoint_url = format!(

"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,

region = region,
stage = stage

);

let shared_config = aws_config::from_env().region(region_provider).load().await;
let api_management_config = config::Builder: :from(&shared_config)
.endpoint_url(endpoint_url)
.build();
let client = Client::from_conf(api_management_config);

. tNZE AP| S4B EA |, 5528 AWS SDK for Rust APl &ty PostToConnection.

A SDK for Rust BJ Application Auto Scaling &34l

Ty THEF R & a{a £ A AWS SDK for Rust ¥ Bt Application Auto Scaling 2REITEIEFEERE
EEIUR

Actions RAEBEANEABREEK , LEERBPHT, BABFSEHFEWMFUHMERRFEHE , B
AL EEMBRRTETARTTNEF.

BESHNBIESTBRABNBAER , SUUEEPRIDAEANRHREMATENBAE R
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BEF

DescribeScalingPolicies

THEXHE G RE A EA DescribeScalingPolicies,

SDK for Rust

(@ Note
GitHub FIRHEZ 56, SHTEEA , I THMME AWS EX B FEFPREM
H1To

async fn show_policies(client: &Client) -> Result<(), Error> {

let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace::Ec2)
.send()
.await?;

println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

- WE API SHE A , 5528 AWS SDK for Rust APl 2 f1#9 DescribeScalingPolicies.

£ A SDK for Rust B Aurora &34l

T 52X 15 &045) 7= &5 an{a 5 ;) AWS SDK for Rust # &2 Aurora RE(TEMEMEBEE REH,
EAXABL SRR USES] | 15 L E5I53R 0B i 1E RIE AT EARRE,

Actions RAEBERANWEXNBRER  LEAEABTTHUT, HABFESEHFENAFLER RBEE , B
LA UEEABRRFEFERARPHEF,
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FMBABER

BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

B9 46 £

Hello

Aurora

T 52X EE | REE MBI E A Aurora,

SDK

for Rust

(® Note
GitHub EIRHE L&A, SHTREH , I THMME AWS EX B FEPREM
H1To

use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

}

impl std::error::Error for Error {3}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;
println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()
I

for cluster in describe_db_clusters_output.db_clusters() {

Aurora
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let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {name}",);
println!("\t Engine: {enginel}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);
}

ok(())

« W API SFHHEF |, 5528 (GEAR Rust WAWS SDK API 2% ) F1y DescribeDBClusters,

£
- EXfS
+ BfF

EAXE=

THREREEE
T2 iRsi 6 B Rk

- B HF] Aurora ERERES BB YRES]E.
- BUERZSHRENERERS.

- BV ESRENENEREHTER,

- HBERERNEREENRE , WEEER.

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX B FEHREM
H1To
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—EREXE , EHE8E Aurora ROINREIHEEIIEE,

use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types::{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,

Parameter},

};

use sdk_examples_test_utils::waiter::Waiter;

use tracing::{info, trace, warn};

const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup";
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =
"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

i

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),
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impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
I
write!(f, "{display}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),
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// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(
T,
"{}: {3 (allowed: {3})",

self.name, self.current_value, self.allowed_values

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_rds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {
pub fn new(client: crate::rds::Rds) -> Self {
AuroraScenario {
rds: client,
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engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,

password: None,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
I

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
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},
)
.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {

let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
)

.await;

describe_orderable_db_instance_options_items
.map( |options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

D)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
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)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;

pub fn set_login(&mut self, username: Option<String>, password:
Option<SecretString>) {
self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
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let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));

let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,
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));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
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"Failed to modify cluster parameter group",
&error,

));

0k(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",
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&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
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let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
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.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status

== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{namel}").as_str())
.await;
match snapshot {
Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

iy

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];
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// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {

let describe_db_instances = self.rds.describe_db_instances().await;

if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;

}

match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
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Some(status) => {

info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
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"Failed to check cluster state during deletion",
&err,

));

break;

}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.

let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
)
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",
&error,

)
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}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;

# RDS AFmaEfi\EABBREEREXEETRHE,

use

use

use

use
use

crate::rds::MockRdsImpl;
super::*;
std::io::{Error, ErrorKind};

assert_matches::assert_matches;

aws_sdk_rds:: {

error: :SdkError,

operation::{
create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterQOutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints::DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
1,
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

}I
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describe_db_instances: :{DescribeDBInstancesError,
DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
},
.
types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,
OrderableDbInstanceOption,
},
I
use aws_smithy_runtime_api::http::{Response, StatusCode};
use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio::test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert_eq!(set_engine, 0k(()));

assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());
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}

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),

eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_set_engine_param_group_exists() {

let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)

.return_once(|_, _, _| {
Err(SdkError::service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :builder().build(),

)

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

});

let mut scenario = AuroraScenario::new(mock_rds);

scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

let set_engine =
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assert!(set_engine.is_erxr());

#[tokio::test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())

1)

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "flb".into()]),
("f2".into(), vec!["f2a".into()])

1))
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);

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!/(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio: :test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_xrds
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.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {

Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(

instance_classes,

Ok(vec!["t1".into(), "t2".into(), "t3".into()])
I

#[tokio::test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
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.return_once(|_, _| {
Err(SdkError::service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio: :test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().build())
.build())

1);
let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert!(cluster.is_ok());

B 96



BERAR Rust B AWS SDK AR

#[tokio: :test]
async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Did not find the cluster");
}

#[tokio: :test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :buildexr()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
18

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(
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DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Failed to get cluster");

}

#[tokio: :test]
async fn test_scenario_connection_string() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :builder()
.endpoint("test_endpoint")
.port(3306)
.master_username('"test_username")
.build(),
)
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysql -h test_endpoint -P 3306 -u test_username -p".into())

);
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#[tokio::test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildexr()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter::buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio: :test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
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.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

true

1)
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.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
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assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
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.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio::time: :advance(Duration::from_secs(1l)).await;
tokio::time: :resume();
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let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(
DbInstance: :builderx()
.db_cluster_identifier(cluster)
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.db_instance_identifier(name)
.db_instance_class(class)
.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()
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.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())

.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),
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.build())
)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);
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tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]| {
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Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
D)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
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.return_once(|_|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erx());
let errs = clean_up.unwrap_erxr();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
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.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput::builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());

#[tokio::test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Err(SdkError: :service_error(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create snapshot error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Failed to create snapshot");

}

#[tokio: :test]
async fn test_scenario_snapshot_invalid() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Missing Snapshot");
}
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use
use

};

use
use
use
use

std::fmt: :Display;

anyhow: :anyhow;

aurora_code_examples::{

aurora_scenario: :{AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

aws_sdk_rds::Client;
inquire::{validator::StringValidator, CustomUserError};
secrecy: :SecretString;

tracing: :warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {

fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formattedl}");
self.0.push(formatted);
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}

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;

}
ok(())
}
}
fn select(

prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire: :Select: :new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));

}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
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let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

JES
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)

// Prepare the cluster, creating a custom parameter group overriding some group
parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->
Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",

3);
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,
increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);
return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;

let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
-prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError::with(format!("Error from inquirer: {error}")),
I
return Erx(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str| {

if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)

} else {
Ok(inquire::validator::Validation: :Invalid(

"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
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Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError::with(format!("Error from inquirer: {error}")),
I

return Erx(());
i
scenario.set_login(Some(username), password);

ok(())

// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

scenario.start_cluster_and_instance().await?;
let connection_string = scenario.connection_string().await?;
println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String: :from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;
println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

ok(())
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}

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {

tracing_subscriber::fmt::init();

let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let rds = RdsClient::new(client);

let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.

let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance

and cluster to delete before moving on.

let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {

println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {3}
impl StringValidator for U8Validator {

fn validate(&self, input: &str) -> Result<inquire::validator::Validation,

CustomUserError> {

if input.parse::<u8>().is_err() {
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Ok(inquire::validator::Validation: :Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {

Ok(parameters) => {
println!("Current parameters");
for parameter in parameters {

println!("\t{parameter}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{errorl}")),
I
default

iy
Err(error) => {
warnings.push(
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format!("Invalid updated {name} (using {default}

instead)").as_str(),

ScenarioError::with(format!("{error}")),
);
default

Amazon RDS BRIHy 2RI , HaFr B BEREETRE,

use aws_sdk_rds::{

error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},
delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,
},
delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOutput},
describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,
},
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
1,
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
1,

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
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}I

iy
types::{OrderableDbInstanceOption, Parameter},

Client as RdsClient,
i

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall: :automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>

{
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self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>
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{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await
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}

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await
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pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {
self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
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name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

2B A E G HEMKIER Cargo.toml,

[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }
aws-smithy-runtime-api = { version = "1.0.1" }

aws-sdk-rds = { version = "1.3.0" }

inquire = "0.6.2"

mockall = "@Q.11.4"

phf = { version = "0.11.2", features = ["std", "macros"] }
sdk-examples-test-utils = { path = "../../test-utils" }

secrecy = "0.8.0"

tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
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// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
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return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));
}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I
let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,
));
}
self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
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if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");

continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",
&err,

));

let endpoints_available = endpoints
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.unwrap()

.db_cluster_endpoints()

.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
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assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
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.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio::time: :advance(Duration::from_secs(1l)).await;
tokio::time: :resume();
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let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
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scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(
DbInstance: :builderx()
.db_cluster_identifier(cluster)

EhE 137



BERAR Rust B AWS SDK AR

.db_instance_identifier(name)
.db_instance_class(class)
.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()
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.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

- WNEE API FEHERA |, 55328 GERM Rust WAWS SDK API 2% ) H#) CreateDBCluster,

CreateDBClusterParametexrGroup
THRAFEEF REMAEEA CreateDBClusterParameterGroupo

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')

pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {

e
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self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
== {
info!("Created Cluster Parameter Group");
}
}
0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
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) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert_eq!(set_engine, 0k(()));

assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),

eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert!(set_engine.is_err());

#[tokio: :test]

async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {

Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

- WFE API FHER , BF2E (BEAR Rust WAWS SDK APl %) iy
CreateDBClusterParameterGroup.
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CreateDBClusterSnapshot
THRAIFEFRE AR CreateDBClusterSnapshot,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(

DB_CLUSTER_IDENTIFIER,

DB_CLUSTER_PARAMETER_GROUP_NAME,

DB_ENGINE,

self.engine_version.as_deref().expect("engine version"),

self.username.as_deref().expect("username"),

self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
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)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
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.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds

e
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FMBABER

.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {

e
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
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.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
18
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;
}
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()

e
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.return_once(|_, _, _, _, —_, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1}

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
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assert_eq!(engine, "aurora-mysql");
true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builderx()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
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.build())
1);
mock_rds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

- W1 API FEEA , 5528 GERAM Rust BWAWS SDK API £&) iy
CreateDBClusterSnapshot,

CreateDBInstance

THREXEEF ~EM{AIEH CreateDBInstance,
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.rds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
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return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);
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// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError: :with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
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.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
18
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;
}
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()

e
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.return_once(|_, _, _, _, —_, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1}

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
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assert_eq!(engine, "aurora-mysql");
true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builderx()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
D)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
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.build())
1);
mock_rds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

« WNE API FHHAEA |, F2E GEAM Rust WAWS SDK API 2% ) 1y CreateDBInstance,

DeleteDBCluster

THREASEF REMMFER DeleteDBCluster,
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.rds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
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.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
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let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

-map(|g| {
g.db_cluster_parameter_group_name
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.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

e
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let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),

);

tokio: :time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time:

Instances

tokio: :time:

Instances

tokio: :time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;

#[tokio: :test]

async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_xrds

.expect_describe_db_instances()

.with()

.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput: :builder()

.db_instances(

e
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DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)

.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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))
1)

mock_xrds

.expect_

"describe db clusters error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

delete_db_cluster_parameter_group()

.with(eq("MockParamGroup"))

.return_

once(|_|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_
scenario.db_
scenario.db_

cluster_identifier = Some(String::from("MockCluster"));
instance_identifier = Some(String::from("MockInstance"));
cluster_parameter_group = Some(

DbClusterParameterGroup: :builder()

.db_

cluster_parameter_group_name("MockParamGroup")

.build(),

);

tokio::time:

:pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

let errs

= clean_up.unwrap_erxr();

assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio::time:

Instances

tokio::time:

Instances

tokio::time:

:advance(Duration: :from_secs(1l)).await; // Wait for first Describe

:advance(Duration: :from_secs(1l)).await; // Wait for second Describe

:advance(Duration: :from_secs(1)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;

e
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {

let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(

e
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"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustexr(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
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.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

e
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

#[tokio: :test]
async fn test_scenario_clean_up() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
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.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
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.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1}

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
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.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
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let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,

));

break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
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Some(status) => {
info! ("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
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self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
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.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();
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let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds

srempty()),
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_]| {
Err(SdkError: :service_error(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));

scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());

srempty()),
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let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}
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// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters

// Parse the ParameterName, Description, and AllowedValues values and display
them.
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pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_]| {
Err(SdkError: :service_erroxr(

e
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DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

- N API FHIER , 528 GEAR Rust WAWS SDK API 2&) iy
DescribeDBClusterParameters,

DescribeDBClusters

THREANSEH REIAEH DescribeDBClusters,

SDK for Rust

® Note
GitHub ERMHUEZ &S, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).
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// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
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.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.rds
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.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

e
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}

Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(

&self,

id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
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true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)
let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;
#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio: :time: :advance(Duration::from_secs(1l)).await;

EhE 202



BEAR Rust B AWS

SDK

FMBABER

toki

let _

. M AP

o::time::resume();
= assertions.await;

| S¥HEER |, 528 GEAR Rust WAWS SDK APl 2#) ffy DescribeDBClusters,

DescribeDBEngineVersions

THRXTEE I RE /I A DescribeDBEngineVersions,

SDK for Rust

(® Note
GitHub LiIRtE 2 & 6|, SHTEEH , I 7 HNMIE AWS EX B FEFEHR
#17,
// Get available engine families for Aurora MySql.

rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.
pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,

Scenari

self.rd

oError> {
let describe_db_engine_versions =
s.describe_db_engine_versions(DB_ENGINE).await;

trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.

e
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let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)

.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
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)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),

)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve

DB Engine Versions"

);

- N API FHIER , 5528 GEAR Rust WAWS SDK API 2&) iy
DescribeDBEngineVersions,

DescribeDBInstances

TR EEFI RE MM {FEH DescribeDBInstances.,

SDK for Rust
® Note
GitHub LR E 2 &1 6|, SHTEEH , I 7 HEIMIE AWS 72215 £ 6l 7 7 E h R EAM
17,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

e
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
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&self,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
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DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

e
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#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
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.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
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assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

« M API SFHAEF , 528 (EAR Rust BWAWS SDK APl %) dfy DescribeDBInstances,

DescribeOrderableDBInstanceOptions
THRX B REMMAFEA DescribeOrderableDBInstanceOptions,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZXIHE PR FEFREM
1T,

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),
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)

.await;

describe_orderable_db_instance_options_items
.map(|options| {
options

1)

.iter()

.filter(|o| o.storage_type() == Some("aurora"))

.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

pub async fn describe_orderable_db_instance_options(

&self,

engine: &str,

engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>

.describe_orderable_db_instance_options()
.engine(engine)

.engine_version(engine_version)
.into_paginator()

.try_collect()

{
self.inner
.items()
.send()
.await
}

#[tokio: :test]

async fn test_scenario_get_instance_classes() {

let mut mock_rds

mock_xrds

= MockRdsImpl::default();

.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())

e
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1)

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

- WFE API FHER , F2E (EAM Rust WAWS SDK APl 8&) Hiiy
DescribeOrderableDBInstanceOptions.

ModifyDBClusterParametexGroup

THREA B F RE MR ModifyDBClusterParameterGroupo

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EX IR HI R FEHREM
1T,
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new

allowable value. rds.ModifyDbClusterParameterGroup.
pub async fn update_auto_increment(
&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.rds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

::Immediate)

::Immediate)
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{
self.inner
.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await
}
#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();
mock_rds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![
Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),
Parameter::buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),
]
I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));
let scenario = AuroraScenario::new(mock_rds);
scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");
}
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#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {
Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

- WE AP FHHEF , 528 GERAR Rust WAWS SDK APl %) HRy
ModifyDBClusterParameterGroup.

£ SDK for Rust #J Auto Scaling €34l

T o BE G RE I FE A AWS SDK for Rust with Auto Scaling RETEIMEMEEE B E=HI,
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Hello Auto Scaling
THRXBEF REB A Auto Scaling.

SDK for Rust

(® Note
GitHub ERRMEZ &6, SKTEEAG , X 7HRNAE AWS BEXBEFIRFEPREM
BT,

async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_or("Unknown")
)i
println!(
"Arn: {3",
group.auto_scaling_group_arn().unwrap_or("unknown"),
)i

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

0k(())

« WNE API SHHAEF , 3528 SDK AWS for Rust APl 2 fi#y DescribeAutoScalingGroups,
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[package]

name = "autoscaling-code-examples"

version = "0.1.0"

authors = ["Doug Schwartz <dougscheamazon.com>", "David Souther
<dpsouth@amazon.com>"]
edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/

manifest.html

[dependencies]
aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }
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aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }

clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
anyhow = "1.0.75"

tracing = "0.1.37"

tokio-stream = "0@.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0Q {
writeln!(f, "{: >4}- {warning}", "")7?;
}
0k(())
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}

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
join(", ™);
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

i
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",

)

.await;
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// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.
show_scenario_description(
&scenario,

"show that two instances are launched after setting desired capacity"

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_oxr_default();

// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the

group.
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let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);

let wait_after_terminate = scenario.wait_for_stable(1).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError::with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",
)

.await;
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pub

use

use
use
use

use
use

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):

// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

mod scenario;

std::{

error::Error,

fmt::{Debug, Display},

time: :{Duration, SystemTime},

anyhow: :anyhow;

aws_config: :SdkConfig;

aws_sdk_autoscaling::{

error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},

aws_sdk_ec2: :types: :RequestLaunchTemplateData;
tracing: :trace;
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const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";

const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_or(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
auto_scaling_group_name: String,
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impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

))?;

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))7?;

ok(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {status}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {e}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instancel}")?;

}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
writeln!(f, "\t Activities:")?;
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match &self.activities {
Ok(activities) => {
for activity in activities {
writeln!(
f,
"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",
activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),
// activity.status_message().unwrap_or_default()
activity.end_time(),

VE?
}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),

};

BRI 230



BERAR Rust B AWS SDK AR

write!(f, "{display}")

#[derive(Debug)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While “Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),
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impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
let ec2 = aws_sdk_ec2::Client::new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client: :new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', ImagelId='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :buildexr()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
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None => {
// Try to delete the launch template
let _ = ec2
.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
};

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step 0. Give it min/max of 1 instance.
//  You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1l)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.send()
.await
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errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,

));

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here
to prevent a move is ok.
auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azrn,

i

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

D)

.send()

.await;

match enable_metrics_collection {
0k(_) => Ok(scenario),
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Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
"Failed to enable metrics collections for group",
&err,

)1)

pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self

.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.
let delete_launch_template = self

.ec?2

.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()

.await;

let early_exit = match (delete_group, delete_launch_template) {

(0k(_), Ok(_)) => 0k(()),
(0k(_), Err(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale

Group", &el),

ScenarioError: :new("Multiple error cleaning the scenario Launch

Template", &e2),

};

1),
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if early_exit.is_err() {
early_exit
} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()

.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()

.await;

match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(

"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")

)));

return Err(errors);

}
None => return 0k(()),

},

Err(err) => {
errors.push(ScenarioError::new("Failed to describe

autoscaling group during cleanup 3 times, last error", &err));
}
}

if errors.len() > 3 {
return Err(errors);

}
Err(vec![ScenarioError: :with(

"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)
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}

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format! (
{3 {37,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
D)

.map_err(|e]| {
ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
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.into_paginator()

Litems()

.send()

.collect::<Result<Vec<_>, _>>()

.await

.map_err(|e| {

anyhow! (

"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();
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if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e| {
ScenarioError: :new("Failed to get autoscaling activities for
group", &e)
1)?;
let activities = describe_activities.activities();
trace!(
"Waiting for no scaling found {3} activities",
activities.len()

);

scaling = activities.iter().any(|a| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);

let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
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waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);

0k(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

.items()

.send()

.try_collect()

.await

.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()
)
.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
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.min_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {

// 7. SetDesiredCapacity: set desired capacity to 2.

// Wait for a second instance to launch.

let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;

if let Err(err) = update_group {
return Err(ScenarioError: :new(
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format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,
));
}
0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all
instances):
// UpdateAutoScalingGroup with MinSize=0
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0Q)
.desired_capacity(0)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

let stable = self.wait_for_stable(@).await;
if let Err(err) = stable {
return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));

ok(())
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}

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
I
let termination = self
.ec?2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_oxr(0)

« MNEE API SHMAEF , 5528 AWS SDK for Rust API reference 1 T %Il 38,

» CreateAutoScalingGroup

» DeleteAutoScalingGroup
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» DescribeAutoScalingGroups

» DescribeAutoScalinglnstances

» DescribeScalingActivities

* DisableMetricsCollection

* EnableMetricsCollection

+ SetDesiredCapacity

» TerminatelnstancelnAutoScalingGroup

» UpdateAutoScalingGroup

E1E
CreateAutoScalingGroup
THRXFEHFREBMAFER CreateAutoScalingGroup.

SDK for Rust

(® Note

GitHub L1RRMtE &6, SKTEEH , W 7HEWAE AWS EXHEHIFEFERREMN
#}To

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {
client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");

0k(())
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- WFE API FHER , 5280 (BAM Rust WAWS SDK APl &) H#y
CreateAutoScalingGroup,

DeleteAutoScalingGroup

T YR THE G RE A EA DeleteAutoScalingGroup.

SDK for Rust

® Note
GitHub FRUEZ &SI, SRR , ¥ THEIMAE AWS EXIREHI R FERREM
1T,

async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>
{
client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

ok(())

- WFE API FHER , F20 (BAM Rust WAWS SDK APl &) d#y
DeleteAutoScalingGroup.

DescribeAutoScalingGroups

T YR THEFRE 1A DescribeAutoScalingGroups,
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");

let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

0k(())

- 0% API F##IE R , 5528 SDK AWS for Rust API 2Z /i #) DescribeAutoScalingGroups,

DescribeAutoScalingInstances

THRXTHE G RE A A DescribeAutoScalingInstances.,
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pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

Litems()

.send()

.try_collect()

.await

.map(|items| {

items
.into_iter()
filter(i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

- W% API FFHIERA , 5528 AWS SDK for Rust API 2& 1) DescribeAutoScalingInstances.
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DescribeScalingActivities

THRAIFEFRE A A DescribeScalingActivities,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e| {
ScenarioError: :new("Failed to describe auto scaling groups for

scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
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// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect: :<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

- N API B F , 5528 AWS SDK for Rust APl 22 H# DescribeScalingActivities.

DisableMetricsCollection
THRRIEEF REMN{AEH DisableMetricsCollections,

SDK for Rust

(® Note
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

o N API SHHREF , 5528 SDK AWS for Rust APl 2 iy DisableMetricsCollection.

EnableMetricsCollection

THRXEEF REBMNA{EH EnableMetricsCollection.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIREH| R FEHREM
1T,

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))

.send()

.await;

« INZE AP| B |, 5528 AWS SDK for Rust APl 2Z iy EnableMetricsCollection.

e
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SetDesiredCapacity

THREX T FIREBa{AEA SetDesiredCapacity.

SDK for Rust
® Note
GitHub IR E 2 &6, SHTEEH , X 7 HEINMAIE AWS 722 15 6l 7 7 E h R ERM
#1To

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,
));
}
0k(())

- 1% API F##IE A , 5528 AWS SDK for Rust APl 2Z HH) SetDesiredCapacity.

TerminateInstanceInAutoScalingGroup

THRXBEF REBUMMFER TerminateInstanceInAutoScalingGroupo
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
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.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()

.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

- NEFE API FEHE , 552 SDK AWS for Rust APl 2ZHH
TerminatelnstancelnAutoScalingGroup.

UpdateAutoScalingGroup

Ty REMMAFEA UpdateAutoScalingGroup.
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())

- WE API FHHEF , 528 GERAR Rust WAWS SDK APl %) HRy
UpdateAutoScalingGroup.

£ SDK for Rust 89 Amazon Bedrock 1T HA £33
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FEEEH,

BESHNBIE TR FHREXNRNES , EUUEEPRIDNMERNTPRENAITERBER.

&
 Anthropic Claude

Amazon Bedrock #1175 254


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/auto-scaling#code-examples
https://docs.rs/aws-sdk-autoscaling/latest/aws_sdk_autoscaling/client/struct.Client.html#method.update_auto_scaling_group

BERAR Rust B AWS SDK AR

Anthropic Claude
Converse

T 52X IS S5 R E {5 A Bedrock B Converse API , #XFAEEIEZE Anthropic Claudes

SDK for Rust
@ Note
GitHub FIREEZ &, SHTEEHH , I 7 HRIMAE AWS BN BEHIFEFEFREM
1T,

{5 F Bedrock B9 Converse API , # X F A 2 EiEZE Anthropic Claude.

#[tokio::main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client

.converse()

.model_id(MODEL_ID)

.messages(

Message: :builder()

.role(ConversationRole: :User)
.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
.build()
.map_err(|_| "failed to build message")?,

)
.send()
.await;

match response {
Ok(output) => {
let text = get_converse_output_text(output)?;
println!("{}", text);
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ok(())

}
Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service
error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()

.map_err(|_| "output not a message")?
.content()

first()

.ok_or("no content in message")?
.as_text()

.map_err(|_| "content is not text")?

.to_string();
Ok(text)

EABRAN, FRLOABRXNER,

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
operation::converse: :{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
Client,

b7

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";
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#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.0)

}
impl std::error::Error for BedrockConverseError {}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}
impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

« M API B , F2BE AR AWS Rust B SDK API 2Z g1y Converse,

ConverseStream

T ARSI RE A A Bedrock ) Converse API # X S &% ZE Anthropic Claude , BN
BRI E R,

SDK for Rust

(@ Note
GitHub EIRHEZ &6, SHTREA , I THMME AWS EX B IR FEPREM
H1To

{5 F Bedrock #9 ConverseStream API , # X F A EEIEE Anthropic Claude 3t 8837 B 7 F£F o
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#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),

),
}?;

loop {
let token = stream.recv().await;
match token {
Ok(Some(text)) => {
let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())
}
Ok(None) => break,
Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamErroxr(
"Unknown error receiving stream".into(),
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))),

}?

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)

EABRARN, FRLOABRXANER,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
ConverseStreamOutput as ConverseStreamOutputType, Message,
b
Client,
;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one

line.";
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#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.0Q)

}
impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamOutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {
match value {
ConverseStreamOutputError::ValidationException(ve) =>
BedrockConverseStreamError/(
ve.message().unwrap_or("Unknown ValidationException").into(),
),
ConverseStreamOutputError::ThrottlingException(te) =>
BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),
),
value => BedrockConverseStreamError(
value
.message()
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.unwrap_or("Unknown StreamOutput exception")
.into(),
Iy

o WNE API SH4REF , 5528 AWS SDK for Rust APl 2Z iy ConverseStreams

=44l : TEFEH Converse API £

THREABHEIRBMMERAREN, EXK A ERNERTES APIs cEEIHBENEE , SN
B A EASERCENES, SEABABRE APl EES Al BRWES , UEREBEAERAR
HENFRREHo

SDK for Rust

(@ Note
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TENETERGINBE, ESHFAFEHE. Amazon Bedrock Converse APl 1 XK I Bz B %

Ao

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

}

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
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.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()

.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),

))

.build()

.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
.build()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

ok(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {
debug! ("Sending conversation to bedrock");
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self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok(output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioErroxr(
"Converse Output is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

}?;
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=> (),
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Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock::Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock::ToolResult(tool_response.l));

}
_=>0),
};
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
"\x1b[@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[Om",
tool.input()
);

let content = fetch_weather_data(tool).await?;
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println!(
"\x1b[@;90mTool responded with {:?}\x1lb[om",
content.content()

I

Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)
}
footer();

TEFERANKRIE, HIESHBERITERSE , WEIEEE , LIEH Open-Meteo API HEELKRE

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
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.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

iF
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await
.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
{e:?}")))?
.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))7;
debug!("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?}")))7?;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
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.content(ToolResultContentBlock: :Text(result))
.build()?)

JIENARARERN LNARER,

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\x1lb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format! (
"Content block is not text ({block:?})"
)))

FEARRN, SR AEXNEH,
use std::{collections::HashMap, io::stdin};

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse::{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
I
Client,
I
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";
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const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap::<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(

"description".into(),
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Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
D),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
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ToolUseScenarioError(value.to_string().clone())
}
}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

- WNE AP| FHHHE |, 2B E RN AWS Rust B9 SDK APl 2ZH#) Converse,

{# F SDK for Rust B9 Amazon Cognito Identity Provider &35l

THEXHEF REBa@ A AWS SDK for Rust #E Amazon Cognito Identity Provider ZR# 1T 81 £
MEEE BRG],

Actions RAHEEBANEXNRRER  LEAEATHHT, HABFESEHFENAFLERRBEHS , B
LU EEABERTEFTRARPHEF,

BESHNBIESTERAENBAER , SEUUEEPRIDAEARPREMATENBAE R
ES |
- B

B

ListUserxPools
THREASEH REWMER ListUserPools,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B IR FEPREM
H1To
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FMBABER

async fn show_pools(client: &Client) -> Result<(), Error> {

let response = client.list_user_pools().max_results(10).send().await?;

let pools = response.user_pools();
println!("User pools:");
for pool in pools {

println!(" 1ID: {}", pool.id().unwrap_or_default());
println!(" Name: {3}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());

println!(
" Last modified: {3",
pool.last_modified_date().unwrap().to_chrono_utc()?

);
println!(
" Creation date: {:?3}",
pool.creation_date().unwrap().to_chrono_utc()
);

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())

« M API SFHHHEE , 5528 (AWS SDK for Rust APl 2%) dfy ListUserPools,

{# F SDK for Rust B9 Amazon Cognito Sync &34l

THRXHE G REE MR AWS SDK for Rust #& Amazon Cognito Sync RETEMEFEBEER

$1§IJ o

Actions RAHEEBANEXNBREER  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B

LA LEEEBIERTERTRARPHEF,

BESHNBIES TR FREXNRNES , EUUEEPRIDNMERNTPRENPITERBER.

£
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BEF

ListIdentityPoolUsage

THRX GG REUAER ListIdentityPoolUsage,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHHI R FEHREM
1T,

async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {

println!(
" Identity pool ID: {",
pool.identity_pool_id().unwrap_or_default()
e
println!(
" Data storage: {1",
pool.data_storage().unwrap_or_default()
e
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
e
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
e

println!();
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}

println!("Next token: {}", response.next_token().unwrap_or_default());

ok(())

- WIE AP| FHE

%II

, 28 (AWS SDK for Rust APl £%) /) ListldentityPoolUsage.

£/ SDK for Rust By Firehose &34

T %172 =X 55 &5 45 7= &5 404 5 - AWS SDK for Rust with Firehose R#{TEIER BT REH,

Actions RAEBERANWEXNBRER  LEAEABTTHT. HABFESEHFENAFLHER RBRS , B
BAUEEABRRFEFERARPHNEF,

BEHFFLEZBREREABNER , EUNAEEFRINAERARPRENATEIRBNET.
ES |
- B

BF

PutRecordBatch
THREXFEFI REB MM EH PutRecordBatch,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIFEHI R FEHREM
1T,

async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
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) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

- HIEE AP| &

illll

. 5528 AWS SDK for Rust APl 2§ PutRecordBatch,

£ SDK for Rust 89 Amazon DocumentDB &34l

THIREX S R EE a{a A AWS SDK for Rust ¥ B Amazon DocumentDB REITEIMEFEEE R
=51,

BES/NBIS TR FARENRES , EUUEEPRIDMERNRPRENAITERBE R,
£
- A ARES S

E ) Rz S

£/ Amazon DocumentDB &2 %4 Lambda B

THREXFEHIREBUMEN Lambda BB , ZEBIZWHA R DocumentDB £ 38 5 7 132 UK FC 8% P 8 2%
WS4, HBERE DocumentDB A Wi T L&A R

SDK for Rust
(® Note

GitHub L RRMEZEH, SHTEEH) , I 7 #F A 1E HE [ R ER S R FE R RENH
1To

£ Rust ¥ Lambda 8 Amazon DocumentDB 4,

Amazon DocumentDB 274


https://docs.rs/aws-sdk-firehose/latest/aws_sdk_firehose/client/struct.Client.html#method.put_record_batch
https://github.com/aws-samples/serverless-snippets/tree/main/integration-docdb-to-lambda

BERAR Rust B AWS SDK AR

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);
tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())
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#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

£ SDK for Rust # DynamoDB &4

T oI ASE 5 R & an{a#E A AWS SDK for Rust ¥#E DynamoDB R#{TEMERMBEE REHI,

Actions R AEBERAWEXNBRER , LEEABTTHT. HADFESEHFENAFLHER RBEE , B
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SR 151 2 10 48 R 7R A0 P ALY AR B R Y B B B ER Ho At AWS BRISHR & R AF EE B EA TSI,
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BEF

CreateTable

THREXBEFREBUMER CreateTable,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHHI R FEHREM
1T,

pub async fn create_table(
client: &Client,
table: &str,
key: &str,
) -> Result<CreateTableOutput, Error> {
let a_name: String = key.into();
let table_name: String = table.into();

let ad = AttributeDefinition::builder()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()
.map_err(Error::BuildError)?;

let ks = KeySchemaElement::builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let pt = ProvisionedThroughput::buildex()
.read_capacity_units(10)
.write_capacity_units(5)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
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.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.provisioned_throughput(pt)
.send()

.await;

match create_table_response {
Ok(out) => {

println!("Added table {} with key {}", table, key);
Ok(out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln! ("{}", e);
Err(Error: :unhandled(e))

- WE APl NEHHEEA |, 528 GERAM Rust WAWS SDK API 2% ) iy CreateTable,

Deleteltem
THRREEH RELAFEH Deleteltem,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
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.delete_item()

.table_name(table)

.key(key, AttributeValue::S(value.into()))
.send()

.await

Ok(out) => {
println!("Deleted item from table");
Ok(out)

}

Err(e) => Err(Error::unhandled(e)),

« WE API WEHAET , 5528 (GEAR Rust BWAWS SDK APl 2#) d R Deleteltems,

DeleteTable

THREXNGEF &M A DeleteTable,

SDK for Rust

(® Note

GitHub L RMHEZ &P, SHTBEH , ¥ 7HENMAE AWS EXHEFIFEFERREMN
#}1To

pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {

let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok(out)

}

Err(e) => Err(Error::Unhandled(e.into())),

EhE 279


https://docs.rs/aws-sdk-dynamodb/latest/aws_sdk_dynamodb/client/struct.Client.html#method.delete_item
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb#code-examples

BERAR Rust B AWS SDK AR

- W API EFHER , F2E (EAR Rust WAWS SDK API 2%) HH DeleteTable,

ListTables

THREXBHF REMMER ListTables,

SDK for Rust

® Note
GitHub LRIt EZ&i65l, SKTEEH| , X 7HNMAE AWS BXHEHFIFEFEHFREM
1T

pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;

println!("Tables:");
for name in &table_names {

println!(" {3}", name);

println!("Found {} tables", table_names.len());
Ok(table_names)

HEENRREFE.

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug!("Checking for table: {table}");
let table_list = client.list_tables().send().await;

match table_list {
Ok(list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),
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}

- W APl WEHHAEF |, 5528 (EAR Rust WAWS SDK API 2%£) Ff ListTables,

PutItem

THREXTEE ) REE{AER PutItem,

SDK for Rust
® Note
GitHub LR E 2 &6, SHTEEH , I 7 EIMAIE AWS 722 15 6l 7 7 E h R EHM
17,

pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {

let user_av = AttributeValue::S(item.username);

let type_av = AttributeValue::S(item.p_type);

let age_av = AttributeValue::S(item.age);

let first_av = AttributeValue::S(item.first);

let last_av = AttributeValue::S(item.last);

let request = client
.put_item()
.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

println!("Executing request [{request:?}] to add item...");
let resp = request.send().await?;
let attributes = resp.attributes().unwrap();

let username = attributes.get("username").cloned();
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let first_name = attributes.get("first_name").cloned();
let last_name = attributes.get("last_name").cloned();
let age = attributes.get("age").cloned();

let p_type = attributes.get("p_type").cloned();

println!(
"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",
username, first_name, last_name, age, p_type

);

Ok(ItemOut {
p_type,
age,
username,
first_name,
last_name,

1)

- WE API WEHEET |, 5828 (ERAM Rust WAWS SDK API 2#) F# Putltem,

Query
THRABEEFREMMAEA Query,

SDK for Rust

(® Note
GitHub LR EZ &, SKTEEH , I 7 HIMAE AWS EXIFE PR FEFFREM
1T,

SREEEFORENER.

pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ule,
) -> Result<Vec<Movie>, MovieError> {
let results = client

e
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-query()

.table_name(table_name)

.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
.send()

.await?;

if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![])

- WFE API VFAER , F2B GEAM Rust WAWS SDK API 2E) H1#Query,

Scan

THRXEE | REEMAFER Scano

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZXIHE PR FEFREM
1T,

pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(10);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginatoxr()
.items()
.send()
.collect()
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.await;
println!("Items in table (up to {page_size}):");
for item in items? {

println!("  {:?}", item);
}

0k(())

- W API HEEMEA |, 55328 CERAM Rust WAWS SDK API 2% ) FifJScan.

ESY]|
EREREEITER
THEXNBEF REB A B = ime URL , LUEFRZE DynamoDB #1 AWS SDK K Z<#BH & 20 &

MEFMEF , 552/ DynamoDB Local,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EX IR HI R FEHREM
1T,

/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
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.await;
let dynamodb_local_config =
aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);
}

}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),

BuEMAREEARAREEES
THREXN B reEmmBRy BAREEAEN K EEAEUEBREEMRF,
SDK for Rust

BETRNTHZERSEEEEERRER , UMEMFEH Amazon Rekognition ERIE F AVES , WAEH
7L B R FREL

WETENFRBMMARERATHETR , F2H GitHub ERYTEEH,
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» API Gateway
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» Lambda
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£/ PartiQL ZHERR

T2 R8s 6 Bn s

- EB#IT SELECT BRIAXESEE .,
- FEB#T INSERT BRAXFEEAE,

- EIB#IT UPDATE BRARXEFHER,
- EiB#1T DELETE FRIAXMBRIEE,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREA , I THMME AWS EXBEFIRHFEHREM
H1To

async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition::builder()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement::builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

let pt = ProvisionedThroughput::buildex()
.read_capacity_units(10)
.write_capacity_units(5)
.build()
.expect("creating ProvisionedThroughput");
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match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.provisioned_throughput(pt)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn add_item(client: &Client, item: Item) -> Result<(),
SdkError<ExecuteStatementError>> {
match client
.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
uageu: ?’

"first_name": ?,
"last_name": ?

1 "#,
item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue: :S(item.last_name),

1))
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
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.execute_statement()

.statement(format!(
r#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key

))
.set_parameters(Some(vec![AttributeValue::S(item.value)]))
.send()
.await
{
Ok(resp) => {
if lresp.items().is_empty() {
println!("Found a matching entry in the table:");
println!("{:?}", resp.items.unwrap_or_default().pop());
true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}
}

async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {

client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()

.await?;
println!("Deleted item.");
0k(())

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;
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ok(())

- WZE API WEEAEF , 5828 (GEARM Rust BWAWS SDK APl 2% ) | H) ExecuteStatement,
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SDK for Rust

®

Note

GitHub L RRMEZEHH, SHTREH , I 7 FEAAEEFREELEH R FERRENH

1To

£ Rust # & Lambda R A DynamoDB E4,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},
};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features

[Ilfmtll] }
//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);
tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

false, features
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}

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())
}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

£ DynamoDB & &S Lambda BRI H#IRXIE B KK

THREXBEHIREBUMAAHE DynamoDB HRFWEHH Lambda B EFEH S HADE. HERBE
EEERHREHXER XK , #57F Lambda HERERHELF L.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T HEIAEEFARFDHI REEETRENS
'?To

£ Rust # i Lambda #& DynamoDB #t/X18 B % M.

use aws_lambda_events::{

G| 291


https://github.com/aws-samples/serverless-snippets/tree/main/integration-ddb-to-lambda-with-batch-item-handling

BERAR Rust B AWS SDK AR

event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
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1)

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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1k &5 45 P 52 A Y AR 75
+ API Gateway

* DynamoDB
+ Lambda

£ F SDK for Rust B9 Amazon EBS i {5l

THREXIBEH REIMAER AWS SDK for Rust 3 H Amazon EBS K& {TEEFE/EE R 241,

Actions RAHEEBANEXNBRER  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LA UEEABERTERTRARPHNEF,

SERFASLETERBBIBHEL , AAUEELFRIDTERRPRENUTEABNHET.
e
- BfF

BEF

CompleteSnapshot
THEXHEF REEa@FEA CompleteSnapshot,

SDK for Rust

(® Note
GitHub FIRMHEZ & |, SKTEEH , I 7 HWAE AWS ZX B2 FEFFREM
1T,

async fn finish(client: &Client, id: &str) -> Result<(), Error> {
client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
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.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

ok(())

- WE API SAEA |, 5528 AWS SDK for Rust APl &£ /19 CompleteSnapshot.

PutSnapshotBlock
THRENFEF REB @A PutSnapshotBlocks

SDK for Rust

® Note
GitHub ERHUEZ &S, SRR , ¥ THEIAE AWS EXIREHI R FEHREM
1T,

async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
.snapshot_id(id)
.block_index(idx as i32)
.block_data(ByteStream::from(block))
.checksum(checksum)
.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)
.send()
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.await?;

ok(())

- W13 AP| S¥HAEF |, 5528 AWS SDK for Rust APl 2Z 1 PutSnapshotBlocks

StartSnapshot
Ty R GG REAER StartSnapshot,

SDK for Rust

@ Note
GitHub LR E L&A, SHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())

- W1 AP| SEMEF |, 5528 AWS SDK for Rust APl 2 iy StartSnapshot.

£ F§ SDK for Rust Y Amazon EC2 i

T 572X 5 &1 5 R & an{a 5/ AWS SDK for Rust ¥ Bt Amazon EC2 R#TEEMEB®EE REH,
BRI 2R SES | 5L HI5R B naE R AMITERRE,

Amazon EC2
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Actions R AHEEBAMNEXNBRER  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LU UEEABERTERTRARPHNEIF,

BEEFHLETERBEXBNERS  KUUAEEPRINAEARTPRENHTEINBNIER.
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(@ Note
GitHub EIRHEZ 56, SHTEEA , I THRMME AWS EX B R FEPREM
H1To

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(
"Found Security Group {} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")
I
}
}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
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let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");

- WE API SHE A |, 5528 SDK AWS for Rust APl 22 s #y DescribeSecurityGroups.

£
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1T,
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//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute

Cloud
//' (Amazon EC2) to do the following:
/7!

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2 instances
to

//! control incoming and outgoing traffic.

//' * Find an Amazon Machine Image (AMI) and a compatible instance type.

//! * Create an instance that is created from the instance type and AMI you select,
and

//! is configured to use the security group and key pair created in this example.

//! * Stop and restart the instance.

//! * Create an Elastic IP address and associate it as a consistent IP address for
your instance.

//! * Connect to your instance with SSH, using both its public IP address and your
Elastic IP

//! address.

//' * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;

use crate::{
ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

use aws_sdk_ssm: :types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group::SecurityGroupManager,

util::ScenarioImage,

13

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
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elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {
ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())

/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(
"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager
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.key_pair()

.key_name()

.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new('"No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

0k(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current public
IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,

BRI 301



BERAR Rust B AWS SDK AR

"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)?;

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}
println!("{}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and
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/// lets you select one.
/// 4. Creates an instance with the previously created key pair and security
group,
/// and the selected AMI and instance type.
/// 5. Waits for the instance to be running and then displays its information.
pub async fn create_instance(&mut self) -> Result<(), EC2Error> {
let ami = self.find_image().await?;

let instance_types = self

.ec?2

.list_instance_types(&ami.Q)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of
the image.",

ami.o
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.Q)))?
I
let instance_type = self.util.select_instance_type(instance_types)?;
println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.o
.image_id()

.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map([sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
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.await
{
println!("{err}");
if Iself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

ok(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()

.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is
associated

// with the instance, the IP address stays consistent when the instance stops
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// and starts.
pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {
println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
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let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
};
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager

.key_pair()
.key_name()
.unwrap_or("(unknown key pair)")
I
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
I
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
I

if self.util.should_clean_resources() {

if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{erx}")

}

if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln!("{err}")

}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln! ("{err}");
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if let Err(err) = self.key_pair_manager.delete(&self.ec2,
&self.util).await {
eprintln! ("{err}");

}
} else {
println!("0Ok, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

);

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2Impl B M ARG BBERE , HEREE3%E EC2 SDK HY,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
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operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
I
types::{

DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,

KeyPairInfo,
SecurityGroup, Tag,
},
Client as EC2Client,
};
use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {

tracing::info!("Creating key pair {name}");

let output = self.client.create_key_pair().key_name(name).send().await?;

let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();

let material = output
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.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
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.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => Ok(Some(groups.remove(Q))),
=> Err(EC2Error::new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
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.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {
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Err(EC2Error::new("No images for selected AMIs"))
} else {
Ok (images)

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
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instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;
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match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response
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.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

17;

Ok(instance.clone())

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");
ok(())
pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");
self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

0k(())
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pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())
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async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error::from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
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.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0Q))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

"3 {37,

value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),
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)

impl std::error::Error for EC2Error {}

impl std::fmt::Display for EC2Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

SSM ERMAREN B BERS , RS LK SSM SDK FY,

use aws_sdk_ssm::{types: :Parameter, Client};
use aws_smithy_async::future::pagination_stream::TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap::new(
self.inner
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.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

ZRGEABE "EEE ) BKANGRREREFIERE RS 2 M MMERNEIR,

use aws_sdk_ec2: :operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

};
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
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return addr;

3
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

0k(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}
self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

ok(())

use std::fmt::Display;
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use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())
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}

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

0k(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
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ok(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {

writeln!(f, "\tID: {3}", instance.instance_id().unwrap_or("(Unknown)"))?;

writeln!(
T,
"\tImage ID: {}",
instance.image_id().unwrap_or("(Unknown)")

)?;
writeln!(
f,
"\tInstance type: {}",
instance
.instance_type()
.map(|it]| format!("{it}"))
.unwrap_or("(Unknown)".to_string())
)?;
writeln!(
f,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
VE?
writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
f,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")
VE?
let instance_state = instance
.state
.as_ref()
-map([is]| {
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is.name()
.map(|isn| format!("{isnl}"))
.unwrap_or("(Unknown)".to_string())
)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_statel}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types: :KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()
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pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
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ok(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();
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self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

ok(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

i

ok(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

i

ok(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
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self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {

writeln!(
T,
"Security group: {}",
sg.group_name().unwrap_or (" (unknown group)")

)?;

writeln!(f, "\tID: {3}", sg.group_id().unwrap_or("(unknown group

id)"))?;
writeln!(f, "\tVPC: {3}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
}
}
0k(())
}
None => writeln!(f, "No security group loaded."),
}
}
}
RN EEHE A,

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario::{run, Ec2InstanceScenario},
util::UtilImpl,
},
ssm: :SSM,
};
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FMBABER

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let
let
let
let
let

sdk_config = aws_config::load_from_env().await;

ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
ssm = SSM: :new(aws_sdk_ssm: :Client: :new(&sdk_config));
util = UtilImpl {3};

scenario = Ec2InstanceScenario::new(ec2, ssm, util);

run(scenario).await;

o WE API A& , 5528 AWS SDK for Rust API reference /) T %Il =R,

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances
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AllocateAddress

THREABEF REMMER AllocateAddress,
SDK for Rust

® Note
GitHub iRt EZ&i6l, SKTEEH , I 7HNMEE AWS BXHEHFIFEFEHREM

#iTo

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

o tNEE AP| S4B |, 5528 AWS SDK for Rust APl 2Z iy AllocateAddress.

AssociateAddress
TR IFEF REB MM EH AssociateAddress,
SDK for Rust

(@ Note

GitHub L RRHEZEHH, SHTREH) , I 7ENAE AWS EXHEHFFEPREM
#}1To

pub async fn associate_ip_address(
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&self,

allocation_id: &str,

instance_id: &str,

) -> Result<AssociateAddressOutput, EC2Error> {

let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

« M API SFHAEE , 5528 AWS SDK for Rust APl 2Z 1§y AssociateAddress,

AuthorizeSecurityGroupIngress
THRXBEG REMMAFER AuthorizeSecurityGroupIngress,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZXIHE PR FEFREM
1T,

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
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.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

- N API SHHIEF , 5528 SDK AWS for Rust APl 22 # AuthorizeSecurityGrouplngress,

CreateKeyPair
THRNXIBEHF REBUMFAIFER CreateKeyPair,

SDK for Rust

(® Note

GitHub LR EZEHH, SHTEEH , I 7 HEAMAE AWS EX L6 FEFEPREM
#}1To

Rust EESMI EC2 A F %M create_key_pair , WHEELEHNE R,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {

tracing::info!("Creating key pair {namel}");

let output = self.client.create_key_pair().key_name(name).send().await?;

let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
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.build();
let material = output

.key_material

.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

[0l create_key impl ¥ Z £ #%F PEM FAE @A R EL

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e]| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

Y)IF 7

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

« NE API BB , 3528 AWS SDK for Rust APl 2 # CreateKeyPair.
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CreateSecurityGroup

THRXTEE G REBU{AEA CreateSecurityGroup,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {namel}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
1)7?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

e
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}

- NE API SHAEA , 7528 SDK AWS for Rust APl 2Z F#Y CreateSecurityGroup,

CreateTags
THRXFEEH RE MR CreateTags.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEH| R FEHREM
1T,

LEfEEEYHTEERERSEBER,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
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))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

- W API F¥HIEF , 5528 AWS SDK for Rust APl 2E Hify CreateTags,

DeleteKeyPair

THIRN B REBUMFAIEA DeleteKeyPair,
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SDK for Rust

(@ Note
GitHub FIRHEZ 56, SHTEEA , I THRMME AWS EX B FEPREM
H1To

‘B delete_key i BRREBIHFAT PEM 218,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
}
}
}
0k(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

- 1% API F¥E R , 5528 AWS SDK for Rust APl 2Z/H# DeleteKeyPair,

DeleteSecurityGroup

THEXFEFIREAEA DeleteSecurityGroup,
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SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , A 7HENAE AWS EX 6 FEPREM

1T o

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

- NEE API SHAEA , 3528 SDK AWS for Rust APl 2 F#) DeleteSecurityGroupe

DeleteSnapshot
TR S FREM{AFEA DeleteSnapshot.

SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , I 7HENAE AWS EX 6| HEFEPREM

#1To

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())

e
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}

« W13 API BB , 5528 (GEAR Rust B AWS SDK API 2#) HHJ DeleteSnapshots.

DescribeImages
THREXHEEFREB A ER DescribeImages,

SDK for Rust

(® Note
GitHub LR FE &6, SHTBEHF , I 7 HWMAE AWS ZXIHE ST EFREM
1T,

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {
Err(EC2Error::new("No images for selected AMIs"))
} else {
Ok(images)
}

£/ list_images BB E SSM , RIFEMNRREITREI, WMF SSM WFHMAEA |
a2 [ https : //nttps://docs.aws.amazon.com/systems-manager/latest/userguide/
example_ssm_GetParameters_section.html.

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
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let params: Vec<Parameter> = self

.ssm

.list_path("/aws/service/ami-amazon-linux-latest")

.await

.map_err(|e| e.add_message("Could not find parameters for available
images"))?

.into_iter()

.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

- 0% AP| F##IE A , 5528 AWS SDK for Rust APl 2Z /i #) Describelmages,

DescribeInstanceStatus

THRABSEF REMMFER DescribeInstanceStatus,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS 2 IHE IR FEFFREM
1T,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
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let
let
let

let

region_provider = RegionProviderChain::default_provider().or_else(reg);
config = aws_config::from_env().region(region_provider).load().await;
new_client = Client::new(&config);

resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for

status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

I
for event in status.events() {
println! (" Event ID: {31",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {}", event.code().unwrap().as_ref());

ok(())

println!();

- WE API FHHER , 528 (BAM Rust B9 AWS SDK API 2Z) Hfy
DescribelnstanceStatus.

DescribeInstanceTypes

THREXHE G REUAEA DescribeInstanceTypes,

SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , I 7HEAMAE AWS EXFHIHEFEPREM

1T o

e
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/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
.filter_map(|iti| iti.instance_type)
.collect())

- WNZE API FHMERR , 5528 SDK AWS for Rust APl 22 1y DescribelnstanceTypes,

DescribeInstances

THREXFEHI REB MM EH DescribeInstances,
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SDK for Rust

(® Note
GitHub LR FE & 6|, SHTBEH , I 7 HWMAE AWS EXHE SR TFEFREM
1T,

#EEL EC2 BT RIEE VR E A

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

First()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

1;

Ok(instance.clone())

By EC2 9T R , I FHEFEEN.

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,
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image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

« WZE API SHAE , 528 (EAR Rust B AWS SDK APl £#) i Describelnstances,

\

DescribeKeyPairs

THRX B FRENAEA DescribeKeyPairs,

SDK for Rust

® Note
GitHub ERMHUEZ &SI, SRR , ¥ THIMAE AWS EX IR HI R FEHREM
1T,

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

- INZE API SHIEF , 5528 AWS SDK for Rust APl 22 H ) DescribeKeyPairs,

DescribeRegions

Ty RN TEE G RE A EA DescribeRegions,
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}

ok(())

- WZE API SHAEA |, 520 GEAR Rust B9 AWS SDK API £#) d#y DescribeRegions.

DescribeSecurityGroups
THEX B REUAER DescribeSecurityGroups,

SDK for Rust

® Note
GitHub ERMHUEZ &SI, SRR , ¥ THIMAE AWS BN IR HI R FEHREM
1T,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
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.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {3} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_oxr("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

- WNFE API &

E“I_ull

=2 B SDK AWS for Rust APl 2Z ®# DescribeSecurityGroups.

DescribeSnapshots
THEXHEF REBm A DescribeSnapshots,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

BURRERAVIRRE,

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {

e
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let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
ok(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {

// "self" represents your account ID.

// You can list the snapshots for any account by replacing

// "self" with that account ID.

let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();

let length = snapshots.len();

for snapshot in snapshots {

println!(
"1D: {3,
snapshot.snapshot_id().unwrap_or_default()

);

println!(
"Description: {}",
snapshot.description().unwrap_or_default()

);

println!("State: {3}", snapshot.state().unwrap().as_ref());

println!();

println!();
println!("Found {} snapshot(s)", length);
println!();

0k(())

e
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- W% API F¥AEF |, 5528 (BB Rust B AWS SDK API £ ) HH DescribeSnapshots.

DisassociateAddress
THRENIEEFIREBMNM{FEH DisassociateAddress.,

SDK for Rust

® Note
GitHub ERRMEZ & fl, SKTEEH , X THRUME AWS BXIHEFIRFEPREM
#iTo

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

ok(())

« N API SHHREF |, 5528 SDK AWS for Rust APl 2Z Ay DisassociateAddress.

RebootInstances
THREASEH RE UM EH RebootInstances,
SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENMAE AWS EXFEHIFEFERREMN
#}1To

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
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if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

£/ Waiters AP| , ZEEHTERBREREFLMMEREBNEZEE, FH Waiters APl EETE rust 1&

Zrh{E A "use aws_sdk_ec2 : : client : : Waiters's

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),
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_ => EC2Error::from(err),
17?;
ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
DS
0k(())

- WNEE API FEHEA |, 5528 (ERAM Rust B AWS SDK APl 2#) H R Rebootlnstances,

ReleaseAddress

THREANSE G REUMEH ReleaseAddress,

SDK for Rust
® Note
GitHub LR E 2 &1 6|, SHTEEH , X 7 EIMAIE AWS 72 = 5 61 7 7 E R E A
17,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {

e
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self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

« MNZE API SHHREE , 5528 AWS SDK for Rust APl 2Z iy ReleaseAddress.

RunInstances

THREASEH REUWMFEH RunInstances,

SDK for Rust

(® Note
GitHub LR E &6, SHTEBEHF , b 7 HWMAE AWS 2 iHEFIFHFEFREM
1T,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,

)
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.set_security_group_ids(Some(
security_groups

.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),

))

.min_count(1)

.max_count(1)

.send()

.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildex()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

- HIZE AP| & |, 5528 AWS SDK for Rust APl 2§ Runinstances.

e
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StartInstances

THEX G e M{AEA StartInstances,

SDK for Rust

(® Note
GitHub LR E 2 &, SHTEEH , I 7 HRMMAE AWS EX PR FEFREM
BT,

RE1TEER ID RRE) EC2 #1TMERE.

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

0k(())

£/ Waiters APl , FEFHTERERRERENRERFRE, FEA Waiters APl FEE rust &

Zrh{E A "use aws_sdk_ec2 : : client : : Waiters's

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
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.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()

)),

_ => EC2Error::from(err),

1)7?;
0k(())

- WNZE API FEHEE F2E GEAR Rust B AWS SDK API &) dify Startinstances.

illll

StopInstances
THEXBEF REBUMAER StopInstances,

SDK for Rust

(® Note
GitHub FIRMHEZ & |, SKTEEH , I 7 HWAE AWS ZX B2 PR FEFFREM
1T,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

0k(())

e
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5 Waiters API| S TREBEMNSEILAREE, A Waiters APl EETE rust R FEH "use

aws_sdk_ec2 : : client : : Waiters',

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())

- WZE API FHER , 528 (GEAM Rust 9 AWS SDK APl 22 ) ®#) Stoplnstances.

TerminateInstances

THREX GG REMAFER TerminateInstances,

SDK for Rust

(@ Note
GitHub FIRHEZ &6, SHTEEA , I THRMMAE AWS EX B FEPREM
H1To

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client
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.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

5 Waiters APl , EEHTERERKIEARE, £ Waiters APl FEE rust BRFPFEH "use

aws_sdk_ec2 : : client : : Waiters',

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)7?;
0k(())

o tNZE AP| S4B |, 5528 SDK AWS for Rust APl 2Z iy Terminatelnstances,

£ SDK for Rust Y Amazon ECR & 45l

THRN B GRS EA AWS SDK for Rust #E Amazon ECR R TEMEMBEEE R EHI,

Actions RAEEBANBEABREE , LEERBPFHT, BABFSEHFEWMFULHERRFEHE , B
AL EEMBERRTETARTTNEF.

BEEMBTETEREEABNER , BUUEREFRINAEARTPRENATEARNER.
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FMBABER

B

DescribeRepositories

THRX TG F R&E (A A DescribeRepositories,

SDK for Rust

(@ Note
GitHub EIRHEZ 56, SHTEEA , I THMME AWS EX B FEPREM

BT,

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>
{
let rsp = client.describe_repositories().send().await?;
let repos = rsp.repositories();
println!("Found {} repositories:", repos.len());
for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {3}", repo.repository_name().unwrap());
}
0k(())
}
« INZE API SHHEF , 5528 AWS SDK for Rust APl 22 1y DescribeRepositories,
ListImages
THRABEF RENAEER ListImages,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

. HIEE AP| &

illll

F528 AWS SDK for Rust APl 2Z fif Listimages.

£ SDK for Rust 89 Amazon ECS i

Ty R BSEF REIMER AWS SDK for Rust ¥ H Amazon ECS R#TEMEMEEE BREH,
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Actions R AHEEBAMNEXNBRER  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LU UEEABERTERTRARPHNEIF,

SEHASLETRREBIBHES , ATUERLPRIDTERR PRENATRABNOET.
£
- BfF

BEF

CreateCluster

THREASEG REWMFER CreateCluster,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIAE AWS EXIHEHI R FEHREM
1T,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

o MNZE API SHMREF , 5528 SDK AWS for Rust APl 2§y CreateCluster,

DeleteCluster

THREASEG REWMFEMA DeleteCluster,
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SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

0k(())

o tNEE AP| B |, 5528 SDK AWS for Rust APl 2Zd#y DeleteCluster,

DescribeClusters

THREXFEHI REB AN EH DescribeClusters,

SDK for Rust

@ Note
GitHub LR E L& H|, SHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;

let cluster_arns = resp.cluster_arns();
println!("Found {3} clusters:", cluster_arns.len());
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let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());
println!(" Name: {3}", cluster.cluster_name().unwrap());

}

ok(())

o WNZE API S#HREF , 5528 AWS SDK for Rust APl 2 iy DescribeClusters,

£ SDK for Rust B9 Amazon EKS & {5l

THREX S5 R &5 an1aE A AWS SDK for Rust &8 Amazon EKS R TEI{EMEB/EE R4,

Actions R AEBERAWEXNBRER , LEEABTTHT. HADFESEHFENAFLHER RBRE , B
AL EEMBERRTETARTTNEF.

BESHNBIESTERAENBAER , SUUEEPRIDAEARHREMAITERBAIE R
ES- ]
- BfF

BF

CreateCluster

THEXEE G RE MR CreateCluster,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

ok(())

- tNEE AP| S#HEEA |, 5528 AWS SDK for Rust APl &ty CreateCluster,

DeleteCluster

THREANSE G REIAER DeleteCluster,
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SDK for Rust

® Note
GitHub FRRMEZ & fl, SKTEEEH , X THRUME AWS BXIKEFIRFEPREM
#iTo

async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

. tNEE AP| B |, 5528 AWS SDK for Rust APl 2y DeleteCluster,

AWS Glue £/ SDK for Rust B9 & 5l

TR HE 6 REBMAEEERA AWS SDK for Rust #E R#ITEMEMBHEE REH| AWS Glue,
EXRGeRENREG | SLHIRAMAERBANITERRE,

Actions EAEBERANEABREE , LEERABPHT, BHABFSEHFEWMFUHMERRFHE , B
AL EEMEBRRTETARTTNEF.

BESEHNBIS TR FRAENBAER , SEUUEEPRIDAEANRPREMATERBAE R,
B L
&% AWS Glue

T 32 = RS €8 ) R #8 A Al BR 4R £ A AWS Glueo
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SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHHHI R FEHREM
1T,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« MNE API SFHHAEF , 5528 (AWS SDK for Rust APl 2#£) d#y ListJobs.

TH
- BEAES
- BfF

EXB=
TREAES
TR WHHIBT ML

- BIUPEKIEEAE Amazon S3 EEEFEHNICRREN , UREE CSVEXPEERNERE,
- JH PEHEMERKRWIEEER AWS Glue Data Catalog.

- BN S3 ETETEN CSV ERNER. BIRER , MU JSON BXHEEIAESE — (&
S3 fEfFATER.

« JIHERAITHEBER. BRECERNERIUNRBRER.
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MBRMET, , ABWHSRE . AWS Glue Studio AF,

SDK for Rust
(@ Note
GitHub LR EZ &, SHTEBEHHF , I 7B OAIE AWS ZXHE I FEFEPFREM
17,

B N {T A B REAH Amazon Simple Storage Service (Amazon S3) fFErEHERESR |
WELHERHEMSEK CSVERNERNPEERNERE,

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),
}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;
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match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

Flt AEREMERKRWIEREF AWS Glue Data Catalog.

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(]|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

BYIHITRHIR Amazon S3 #EFEFREFHE CSV ERNER. EBBKRNEHN S WUETE
#, BUR#E JSON XAV # i & A 5 — {8 Amazon S3 RETFETRE.

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
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.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

i BRIZB R RV R EIR.

glue.delete_job()
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FMBABER

. MNZE AP| S4B ER , 5528 AWS SDK for Rust API reference Y 5 £ 58,

.job_name(self.job())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

CreateCrawler

CreatedJob

DeleteCrawler

DeleteDatabase
Deletedob
DeleteTable

GetCrawler
GetDatabase
GetDatabases
GetJob
GetJobRun

B
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* GetJobRuns
GetTables
ListJobs

StartCrawler

StartJobRun

BF

CreateCrawler

THREANSEH REUMER CreateCrawler,

SDK for Rust
(@ Note
GitHub LR E 2 & 6|, SHTEEH , I 7 EIMIE AWS 7225 261 7 7 E P E A
17,

let create_crawler = glue
.create_crawler()
.name(self.crawlexr())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");
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0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),

}?;

« M API SFHHAEF , 5528 (AWS SDK for Rust API %) &fy CreateCrawler,

Createlob
THREASEH REUMER Createlob,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENMAE AWS EXFEHFEFEPREM
#}1To

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command (
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;
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« WE API SHAEF , 5528 (AWS SDK for Rust APl 2#£) &#J CreateJob,

DeleteCrawler

THEXEE G ~E M H DeleteCrawler,

SDK for Rust

(@ Note
GitHub FRRMEE 2 &, SHTEEH , X 7 HRMMAE AWS EX PR FEFREM
BT,

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« 1N AP| SHHIE A |, 5528 (AWS SDK for Rust APl %) thf§ DeleteCrawler,

DeleteDatabase

THREASEH REUMFEH DeleteDatabase,

SDK for Rust
® Note
GitHub LR E 2 &6, SHTEEH , X 7 EINMAIE AWS 72 = 15 £ 6l 7 7 E h R E R
#1To

glue.delete_database()
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.name(self.database())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

- 1NEE API SFHEFA |, 5528 (AWS SDK for Rust APl 2#) fif§ DeleteDatabase,

Deletelob
THREXNEE G REM{AE A Deletelob,

SDK for Rust

® Note
GitHub ERUEZ &SI, SKTREH , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

o M API SHHAEF , 5528 (AWS SDK for Rust APl &) dif§ DeleteJob,

DeleteTable
THREXEEF REUMFERH DeleteTable,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B IR FEPREM
H1To
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for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

- WIE AP NEFAER , 5208 (EAM Rust BWAWS SDK APl 2% ) i DeleteTable,

GetCrawler

THREASEG REUWMFER GetCrawler,

SDK for Rust

(® Note
GitHub FIRHEZ &6, SHTEEA , I THRMME AWS EX B FEHREM
H1To

let tmp_crawler = glue
.get_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

. HWIE AP| &

E\‘I_ull

F28 GEAR Rust WAWS SDK APl &) dy GetCrawlers

GetDatabase

THRXIBEHIREG MM EH GetDatabase,
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SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

- IFE API FHHE

illll

F2 B (AWS SDK for Rust APl 2#) iy GetDatabase,

GetJobRun

TR FEHREUMMEER GetIobRun,

SDK for Rust

@ Note
GitHub LRt E 2 &ifl, SKTEEHH , X T HNMAE AWS BB FIFEFEHREMN
1T
let get_job_run = || async {

Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
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.run_id(job_run_id.to_string())

.send()

.await

.map_err(GlueMvpError::from_glue_sdk)?

.job_run()

.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?

.to_owned(),

};

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!/(
state,
JobRunState::Starting | JobRunState::Stopping | JobRunState::Running

) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;
job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();
}

- HIEE AP| &

illll

#F2 8 (AWS SDK for Rust APl 2#) gy GetJobRun,

GetTables
THRXEEF REE MR GetTables,

SDK for Rust

(® Note
GitHub FIRMHEZ & |, SKTEEH , I 7 HWAE AWS 2 IHE PR FEFFREM
1T,

let tables = glue
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.get_tables()
.database_name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

« MNE API SHAEF , 5528 (AWS SDK for Rust APl 2#£) dfy GetTables,

ListJobs

THRX GG REUMMER ListIobs,

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXHEFIFEFEPREMN
1T o

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

. tNEE AP| S4B |, 5528 (AWS SDK for Rust APl 2#) thfy ListJobs,

StartCrawler

THREASEG REUMER StartCrawler,
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SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

o WNE API SHHREE , 5528 (AWS SDK for Rust APl &) ffy StartCrawler,

StartJobRun

THRXBEFIREGMMEH StartIJobRun.

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , W 7HENME AWS EXFEFIFEFEPREMN
1T o

let job_run_output = glue
.start_job_run()
.job_name(self.job())

e

378


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.start_crawler
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples

BERAR Rust B AWS SDK AR

.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

« tNZE AP| B |, 5528 (AWS SDK for Rust APl 2#) fhfy StartJobRun,

£/ SDK for Rust B9 IAM 451

T 52X 152045 = &8 an{a 5 A AWS SDK for Rust 32 &g IAM RE(TEMEMEBIEE REH,
EAXAB S RENTEES | 15 L E5I5R B M 1E RIEAMITEREE,

Actions RAHEEBANERNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA LEHEABERTERTRARPHNEF,

BESHNBIS TR FHREXNRNES , EUUEEPRIDNMERNRPRENAITERBER.
B 46 £
Hello IAM

T 572 =X 55 S8 5 7R 8 2 Al BR %A £ A 1AM,
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SDK for Rust
(® Note
GitHub IR EZ &6, SHTREHH , I 7R AAE AWS BB FE 17 EFREN
17,

B src/bin/hello.rs,.

use aws_sdk_iam: :error: :SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]

#[ command(about)]

struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);
let args = HelloScenarioArgs::parse();

iam_service::1list_policies(client, args.path_prefix).await?;

ok(())

H B src/iam-service-lib.rs.

pub async fn list_policies(
client: iamClient,
path_prefix: String,
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) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

.map(|p| {
let name = p
.policy_name
.unwrap_or_else(]|| "Missing Policy Name".to_string());
println!("{}", name);
name
D)
.collect();

Ok(policy_names)

o WNZE API SHHREE , 5528 AWS SDK for Rust APl 2Zthi ListPolicies.

XH
- XS
- BfF

EXHE
TREAES

THRXFEF REMARIERELRIEAR,
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/A Warning

AERLLRER K EHESASRBICAEEERE , F2EA IAM EREETE D RE. H
it BEEABSIENS 2RRMEE , Hlan AWS IAM Identity Center,

BURBHANERE,

BY—EARFHUINAE , US| HIEFH Amazon S3 7T,
MEBR , BEERAERIXAC,

FAERER , BEAGYIIHE Amazon S3 HEE K REBFEER.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS BN IR HI R FEHREM
1T,

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;

use tokio::time::{sleep, Duration};

use uuid::Uuid;

#[tokio::main]
async fn main() -> Result<(), iamError> {
let (client, uuid, 1list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,
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FMBABER

)

.await

{

i

println!("{:?}", e);

ok(())

async fn initialize_variables() -> (iamClient, String, String, String) {

let

region_provider = RegionProviderChain::first_try(Region: :new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await;

let
let

let

}Il

.to_

let

}Il

.to_

client = iamClient::new(&shared_config);
uuid = Uuid::new_v4().to_string();

list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

string();
inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"sts:AssumeRole\",
\"Resource\": \"{}\"}]

string();

client,

uuid,
list_all_buckets_policy_document,
inline_policy_document,

async fn run_iam_operations(

client: iamClient,

uuid: String,

B
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list_all_buckets_policy_document: String,

inline_policy_document: String,
) -> Result<(), iamError> {

let user = jiam_service::create_user(&client, &format!("{3}{}", "iam_demo_user_",
uuid)).await?;

println!("Created the user with the name: {}", user.user_name());

let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{J}\"},
\"Action\": \'"sts:AssumeRole\"
1]
}Il
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{3}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,

)

.await?;

println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{3}{}", "iam_demo_policy_ ", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
);

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
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attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);

}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())
.role_session_name(format!("iam_demo_assumerole_session_{uuid}"))
.send()
.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;
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let assumed_credentials
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()

.access_key_id(),

assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()

iamCredentials::from_keys(

.secret_access_key(),

Some(
assumed_role
.as_ref()
.unwrap()

.credentials

.as_ref()
.unwrap()

.session_token

.clone(),
Iy
);

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)

.load()
.await;

println!("succeed config: {:?3}", succeed_config);

let succeed_client: s3Client = s3Client::new(&succeed_config);

sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {

ok(_) => {

println!("This should now run successfully.")

}
Err(e) => {

println!("This should not run. {:?}", e);

panic!()
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//Clean up.
iam_service: :detach_role_policy(
&client,
assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),
)
.await?;
iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {3}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;
println!("Deleted user {}", user.user_name());

0k(())

o W5 AP| S#HAEFT , 5528 AWS SDK for Rust API reference #5388,
» AttachRolePolicy

* CreateAccessKey

+ CreatePolicy

* CreateRole
* CreateUser

* DeleteAccessKey

» DeletePolicy

* DeleteRole
* DeleteUser

* DeleteUserPolicy

» DetachRolePolicy

» PutUserPolicy
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AttachRolePolicy

THREXEEFIREBaAEA AttachRolePolicy,

SDK for Rust

® Note
GitHub ERRMEZ & fl, SKTEEH , X THRWMAE AWS BXiIKEFIRFEPREM
#iTo

pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()
.await

- 1% API F##IE R , 5528 AWS SDK for Rust API reference 9 AttachRolePolicy.

AttachUserPolicy
THRXHEF REMAFEA AttachUserPolicy,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B IR FEPREM
H1To
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pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

- 0% AP| F##IE A , 552 AWS SDK for Rust API reference H#J AttachUserPolicy,

CreateAccessKey
THEXEEFIREBAER CreateAccessKey,

SDK for Rust

@ Note
GitHub LR EZ &6, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =
loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);

e
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Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

i

Ok(response.unwrap().access_key.unwrap())

- 1% API F##IE R , 5528 AWS SDK for Rust API reference 9 CreateAccessKeyo

CreatePolicy

THEX B REUAER CreatePolicy,

SDK for Rust

@ Note
GitHub LRt E &6, BHTEES , I THRMAE AWS EX B IR FEPREM
H1To

pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {
let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())
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- INFE API FEIEFA , 5526 AWS SDK for Rust API reference F1#Y CreatePolicy.

CreateRole

THRXIEEF REBMNMFER CreateRole,

SDK for Rust

® Note

GitHub L RMEZEH M, SHTEEH , I 7HENAE AWS EXFEHFEFEPREM
1T o

pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

i

Ok(response.role.unwrap())

« N API SHHREEN , 5528 AWS SDK for Rust API reference A /Y CreateRoleo

e
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CreateServicelLinkedRole

THREXIBEEF REBANMFER CreateServicelLinkedRole,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)

« W API S$H4AEEA , 5528 AWS SDK for Rust API reference H#Y CreateServiceLinkedRole,

CreateUser

THRXEEH REEM{AIFER CreateUser,
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R ASES
SDK for Rust
(® Note
GitHub LR EZ &4, SHTEBEHH |, I 7 HENAE AWS EXBE I FEFEPREN
17,
pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;
Ok(response.user.unwrap())
}
- WNZE AP| EHEF |, 5528 AWS SDK for Rust API reference H /Y CreateUser,
DeleteAccessKey
THREX G FIRE A EA DeleteAccessKey,
SDK for Rust
(® Note
GitHub LR EZ &, SHTEBEHH |, I 7 HENAE AWS EX B FEFEPREN
17,

pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
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HBEABER
.access_key_id(key.access_key_id())
.send()
.await
{
Ok(_) => {
break;
}
Err(e) => {
println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;
}
}
}
ok(())
}
- 1% API BB R , 528 AWS SDK for Rust API reference 1 #9 DeleteAccessKeyo
DeletePolicy
THEXHE G REUAEA DeletePolicy,
SDK for Rust
(@ Note
GitHub LiIREEZ &6, SHRTEEH , I T HWME AWS EXIHEHHIRFEPREM
1T,

pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()
.policy_arn(policy.arn.unwrap())
.send()
.await?;

0k(())
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- INEFE API FEHIEF , 5526 AWS SDK for Rust API reference F1#J DeletePolicy.

DeleteRole

THREXIEEH REBNM{EH DeleteRole,

SDK for Rust

® Note
GitHub FRUEZ &SI, SRR , ¥ THEIMAE AWS EXIREHI R FERREM
1T,

pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_err()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

o WNEE API SH4AE , 5528 AWS SDK for Rust API reference H1#Y DeleteRole,

DeleteServicelLinkedRole

THRXIEEF REBMNA{FEH DeleteServicelLinkedRole,
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SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)
.send()
.await?;

ok(())

o WNE API SHHREE , 5528 AWS SDK for Rust API reference H /Y DeleteServiceLinkedRole,

DeleteUser

THRXSEH REWMFEH DeleteUser,

SDK for Rust

(® Note
GitHub LR EZ &6, SKTEEG , X 7HRIMAE AWS EX B R FEPREM
BT,

pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();
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let mut tries: i32 = 0;
let max_tries: i32 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()

.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

};

response

« M API SFHHBEF , 5528 AWS SDK for Rust API reference H#J DeleteUser,

DeleteUserPolicy

THRXHEH I REMAIFEA DeleteUserPolicy,

SDK for Rust

(® Note
GitHub FIRMHEZ & |, SKTEEH , I 7 HWAE AWS 2 IHE PR FEFFREM
1T,

pub async fn delete_user_policy(
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client: &iamClient,

user: &User,

policy_name: &str,

) -> Result<(), SdkError<DeleteUserPolicyError>> {

client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;

0k(())

. WNFE API &

%II

2B AWS SDK for Rust API reference 1 # DeleteUserPolicyo

DetachRolePolicy

Ty & REMAIFEA DetachRolePolicy,

SDK for Rust

(® Note

GitHub L RMHEZ &P, SHTBEH , ¥ 7HENMAE AWS EXHEFIFEFERREMN
#}1To

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_azrn)
.send()
.await?;
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ok(())

- W1ZE AP| F¥IE A |, 5528 AWS SDK for Rust API reference 1Y DetachRolePolicy.

DetachUserPolicy

THREXEEFIREBa{AE A DetachUserPolicy,

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEHI R FEHREM
1T,

pub async fn detach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

- 1% API F##IE R , 5528 AWS SDK for Rust API reference 1 #9 DetachUserPolicy.

GetAccountPasswordPolicy

THRXFEF REMMAFER GetAccountPasswordPolicy,
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BIE A Bi5m
SDK for Rust
(® Note
GitHub LR EZ &, SHTREHH , I 7R AAE AWS BB FE 17 EFREMN
17,

pub async fn get_account_password_policy(
client: &iamClient,

) -> Result<GetAccountPasswordPolicyOutput, SdkError<GetAccountPasswordPolicyError>>
{

let response = client.get_account_password_policy().send().await?;

Ok(response)

- W% API FHHIER , 5528 AWS SDK for Rust API reference H#Y
GetAccountPasswordPolicy.

GetRole

THREXEE | REBM{AIFER GetRole,

SDK for Rust

(@ Note
GitHub FIRHEZ 5 A, SHTREH , I THRMME AWS EX B FEPREM
H1To

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {

let response = client.get_role().role_name(role_name).send().await?;
Ok(response)
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}

« M API SFHHAEF , 5528 AWS SDK for Rust API reference Y GetRoleo

ListAttachedRolePolicies

THREAISEH RELMER ListAttachedRolePolicies,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>

{

let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

}

« M API SFHAEE , 5528 AWS SDK for Rust API reference H /Y ListAttachedRolePolicies.
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ListGroups

THREXNBEFREBMFER ListGroups,

SDK for Rust
® Note
GitHub IR E 2 &6, SHTEEH , X 7 HEINMAIE AWS 722 15 6l 7 7 E h R ERM
#1To

pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- WZE API A& 2B AWS SDK for Rust API reference H#J ListGroups,

%II

ListPolicies

THEXGEE G REMAFER ListPolicies,
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SDK for Rust
(@ Note
GitHub LR EZ &, SHTEBEHHF , I 7B OAIE AWS ZXHE I FEFEPFREM
17,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

« WNEE API SHMREF , 5528 AWS SDK for Rust API reference H#Y ListPolicies.
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ListRolePolicies

THREXIFEF REE MM EH ListRolePolicies,

SDK for Rust
® Note
GitHub IR E 2 &6, SHTEEH , X 7 HEINMAIE AWS 722 15 6l 7 7 E h R ERM
#1To

pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- WZE API A& 2B AWS SDK for Rust API reference H /Y ListRolePolicies.

%II

ListRoles

THRXNEEFREBMAFEA ListRoles,
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

« WNZE API SHHHEEN , 5528 AWS SDK for Rust API reference H#Y ListRoles,

ListSAMLProviders

THREABEF RENMFER ListSAMLProviders,

SDK for Rust
(® Note
GitHub LR EZ &, SHTEEH , 3 7HRMNMAE AWS BEXBEHIRBFEFREM
1T,

pub async fn list_saml_providers(
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client: &Client,
) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

o WNE API S#4HEE , 5528 AWS SDK for Rust API reference B /Y ListSAMLProviderso

ListUsers

THRENIBEF REMMFEH ListUsers,

SDK for Rust
® Note
GitHub LR E 2 &1 6|, SHTEEH , X 7 EIMAIE AWS 72 = 15 £ 6l 7 7 E R E A
17,

pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

o N API SHHREE , 5528 AWS SDK for Rust API reference /Y ListUsers.
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AWS loT £/ SDK for Rust BJ &5l

THIEX S REE {A A AWS SDK for Rust &8 REITEIMEFE/EE REH AWS loT,

Actions RAEBERANWEXNBRER  LAEATTHT. HABFESEHFENAFLER RBES , B
LA UEEABRRFEFERARPHNEF,

BESHNBISTERABNBAER , SUUEEPRIDAEARHREMATERBAE R
ES |
- B

B

DescribeEndpoint

THRXTEE I RE a4 A DescribeEndpoint,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENMAE AWS EXHEHFFEPREM
#}1To

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client
.describe_endpoint()
.endpoint_type(endpoint_type)
.send()
.await?;

println!("Endpoint address: {}", resp.endpoint_address.unwrap());
println!();

0k(())
}
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FMBABER

WZE API SHHE R | 5528 AWS SDK for Rust API 22 iy DescribeEndpoint.

ListThings

FHRXEHARENAERA ListThings.

SDK for Rust

@ Note
GitHub LR E L&A, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

async fn show_things(client: &Client) -> Result<(), Error> {
let resp = client.list_things().send().await?;

println!("Things:");

for thing in resp.things.unwrap() {

println!(
" Name: {3}",
thing.thing_name.as_deref().unwrap_or_default()
e
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
e
println!(
" ARN: {3},
thing.thing_arn.as_deref().unwrap_or_default()
e
println!();

}
println!();

0k(())

e
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- HIEE AP| &

illll

, 552 B8 AWS SDK for Rust APl && H#J ListThings.

£ SDK for Rust Y Kinesis #i3l

THRNEEFI RSB ERA AWS SDK for Rust #E Kinesis R#ITEIEMBEE REHI,

Actions RAEBEANEXNBRER  LEAEATHHT, HABHFESEHFENAFLHER RBES , B
BAUEEABRERFTEFTRARPHEF,

BEEHIHTETERREXNRNES  SUUEEPRINAZEABTHERENBTEXRBNIET.
FE
. Bt

BF

CreateStream

THREASEH REUMFEH CreateStream,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THIMAE AWS EXIHEH| R FEHREM
1T,

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;
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println!("Created stream");

0k(())

« M API SHMAEF , 5528 AWS SDK for Rust APl 2#Z f 1y CreateStreams,

DeleteStream

THREASEH REUMFEH DeleteStream,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;

println!("Deleted stream.");

0k(())

« M API SFHEE |, 5528 AWS SDK for Rust APl 2Z 1§y DeleteStreams,

DescribeStream

THIZEXS& 5~ & a4 A DescribeStreams

EhE 410
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AR Rust 8§ AWS SDK R ASES
SDK for Rust
® Note
GitHub IR EZ &1 6|, SHTEEH , X 7 HEIMAIE AWS 722 15 6l 7 7 E PR EAM
17,
async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;
let desc = resp.stream_description.unwrap();
println!("Stream description:");
println!(" Name: {}:", desc.stream_name());
println!(" Status: {:?}", desc.stream_status());
println!(" Open shards: {:?}", desc.shards.len());
println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
ok(())
}
- INE API SHHAE T , 3528 AWS SDK for Rust APl 2Z iy DescribeStreams,
ListStreams
THREASEH REIWMER ListStreams,
SDK for Rust
® Note
GitHub LR E 2 &6, SHTEEH , I 7 EIMIE AWS 2315267 7 E PR EHM

#1To

async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

e
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println!("Stream names:");

let streams = resp.stream_names;

for stream in &streams {
println!(" {3}", stream);

}

println!("Found {3} stream(s)", streams.len());

ok(())

. tNEE AP| S4B EA |, 5528 AWS SDK for Rust APl 2Eth#y ListStreams.,

PutRecorxd
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SDK for Rust
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1T,

async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");
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ok(())

. HIZE AP| &R |, 5528 AWS SDK for Rust APl 2 iy PutRecord,
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f£ A Rust ##H Lambda R E A Kinesis =4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());
}

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
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// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

}
1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

£/ Kinesis @34k & Lambda BRI HLIRIEE K&

TR FEHREMAARE Kinesis HBRFEWEHH Lambda BB AL E, KEBEED
FEFEEHNHE XY , R Lambda HEREFAELAR.

SDK for Rust
(@ Note
GitHub LR EZ &, SWTREH| , 3 7 AENAEE ARSI FEFEERRENS
1T
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
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event.payload.records.len()

);

Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

AWS KMS f#F SDK for Rust BY £

THRNSE B RSB ERA AWS SDK for Rust #E REITEERMBEEE REH AWS KMS,
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BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

BEF

CreateKey

THRXFEEF REMAEA CreateKey,

SDK for Rust
® Note
GitHub IR EZ &1 6|, SHTEEH , X 7 HEIMAIE AWS 72 = 15 6l 7 7 E h R ERM
#1To

async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

ok(())

- W AP| F¥HEFA , 5528 AWS SDK for Rust API 8E fify CreateKey.

Decrypt

THREX B FIRE M ER Decrypt,
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async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input] {
baseb4: :decode(input).expect("Input file does not contain valid base 64
characters.")
1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())
.send()
.await?;

let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();
println!("Decoded string:");

println!("{}", s);

ok(())

- W% API FHE , 552H AWS SDK for Rust API & g%,
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Encrypt

THEXGEF REUNMAER Encrypt,
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async fn encrypt_string(

verbose: bool,
client: &Client,
text: &str,

key: &str,
out_file: &str,

) -> Result<(), Error> {

let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?3}", out_file);
println!("{}", s);

0k(())
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GenerateDataKey
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

- W API SHAE A , 5528 AWS SDK for Rust APl &£ H# GenerateDataKey,
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

- W% API FMEF , 52 B AWS SDK for Rust APl & HH
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SDK for Rust
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

ok(())

. tNEE AP| B |, 5528 SDK AWS for Rust APl 2t GenerateRandoms,
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async fn show_keys(client: &Client) -> Result<(), Error> {
let resp = client.list_keys().send().await?;

let keys resp.keys.unwrap_or_default();
let len = keys.len();
for key in keys {

println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}

println!();
println!("Found {} keys", len);

0k(())
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async fn reencrypt_string(
verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,
) -> Result<(), Error> {
// Get blob from input file
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s
let o

base64: :encode(bytes);
&output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

0k(())
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L Z B A E G HEKIER Cargo.toml,

[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }

lambda_runtime = "0.8.0"

serde = "1.0.164"

—EAARERES , BRI Lambda B, HERILEHFH src/ations.rs.
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use anyhow: :anyhow;
use aws_sdk_iam: :operation::{create_role::CreateRoleError,

delete_role::DeleteRoleQOutput};

use aws_sdk_lambda: :{

i

use

};

use
use
use
use

operation::{

delete_function: :DeleteFunctionOutput, get_function::GetFunctionOutput,

invoke: :InvokeOutput, list_functions::ListFunctionsOutput,

update_function_code: :UpdateFunctionCodeOutput,

update_function_configuration: :UpdateFunctionConfigurationOutput,

iy

primitives::ByteStream,

types::{Environment, FunctionCode, LastUpdateStatus, State},

aws_sdk_s3::{

error: :ErrorMetadata,
operation::{delete_bucket::DeleteBucketOutput,
delete_object::DeleteObjectOutput},
types::CreateBucketConfiguration,

aws_smithy_types: :Blob;
serde::{ser::SerializeMap, Serialize};

std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};

tracing::{debug, info, warn};

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]
pub enum Operation

#[serde(rename
Plus,
#[serde(rename
Minus,
#[serde(rename
Times,
#[serde(rename
DividedBy,

"plUS")]

"minus")]

"times")]

"divided-by")]

impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {

match s {

"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),

B

427



BERAR Rust B AWS SDK AR

"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),
Operation::DividedBy => write!(f, "divided-by"),

/**
* InvokeArgs will be serialized as JSON and sent to the AWS Lambda handler.
*/
#[derive(Debug)]
pub enum InvokeArgs {
Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {

InvokeArgs::Increment(i) => serializer.serialize_i32(*i),

InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;
map.end()
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}

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
}#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,
role_name: String,
bucket: String,
own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);

pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
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lambda_name: LambdaName,

role_name: RoleName,

bucket: Bucket,

own_bucket: OwnBucket,

) -> Self {

Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.0,
bucket: bucket.O,
own_bucket: own_bucket.0,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)
-> Self {

let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|]| {
std::env::var("LAMBDA_NAME") .unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
1),
true,
),
};

let s3_client = aws_sdk_s3::Client::new(&sdk_config);
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if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.®.clone())
.create_bucket_configuration(
CreateBucketConfiguration: :builder()

.location_constraint(aws_sdk_s3::types: :BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();

}

Self: :new(
aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,
lambda_name,
role_name,
bucket,

OwnBucket (own_bucket),

)

}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary
* The easiest way to create such a zip is to use ‘cargo
format Zip'.
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

called "bootstrap’.
lambda build --output-

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

B
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/**

info!("Uploading function code to s3://{}/{3}", self.bucket, key);

let _ = self
.s3_client
.put_object()
.bucket(self.bucket.clone())
.key(key.clone())
.body(body)
.send()
.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

* Create a function, uploading from a zip file.

*/

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {

let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();

let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal?2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
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self.lambda_client
.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok(key)
}
/**

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.
*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self
.iam_client
.get_role()
.role_name(self.role_name.clone())
.send()
.await;
if let Ok(get_role) = get_role {
if let Some(role) = get_role.role {
return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;

match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :buildexr()
.message("CreateRole returned empty success")
.build(),
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Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
return Ok(false);

}
match config.last_update_status() {

Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
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match last_update_status {
LastUpdateStatus::Successful => {
// continue

}
LastUpdateStatus::Failed |

LastUpdateStatus::InProgress => {

{config:?}"

return Ok(false);

}
unknown => {
warn! (
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
);
return Err(anyhow!(
"Unknown LastUpdateStatus, fn config is
));
}
}
}
None => {
warn!("Missing last update status");
return Ok(false);
}

};

if expected_code_sha256.is_none() {
return Ok(true);

}

if let Some(code_sha256) = config.code_sha256() {
return Ok(code_sha256 ==

expected_code_sha256.unwrap_or_default());

}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
}
Ok(false)
}
/** Get the Lambda function with this Manager's name. */

pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");

B

435



BERAR Rust B AWS SDK AR

self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from)

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);
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let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
I
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,

) > (
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Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some(
self.s3_client
.delete_object()
.bucket(self.bucket.clone())
.key(location)
.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
info!(?location, "Skipping delete object");
None

};

(delete_function, delete_role, delete_object)

pub async fn cleanup(
&self,
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location: Option<String>,

) > (
(
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some(
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())
.send()
.await
.map_err(anyhow: :Exrror::from),

)
} else {
None
}
} else {
info!("No bucket to clean up");
None
};
(delete_function, delete_bucket)
}
}
/**

* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
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use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs::Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

AR RIRPITRRIN ENER , FRBGTSIEEREFHELTH. LEREEHTH src/

bin/scenario.rs,

/-k

## Service actions

Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario

A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.
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This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG" variable.

The steps of the scenario are:

1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.
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¥ --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.lLastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.
*/

use aws_sdk_lambda::{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;

use std::{collections::HashMap, path::PathBuf};

use tracing::{debug, info, warn};

use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

i

#[derive(Debug, Parser)]

pub struct Opt {
/// The AWS Region.
#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
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pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: i32,

// The left operand.
#[structopt(long, default_value
pub num_a: i32,

||19||)]

// The right operand.
#[structopt(long, default_value = "23")]
pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

fn code_path(lambda: &str) -> PathBuf {
PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_innex());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
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opt: &Opt,
manager: &lLambdaManager,
code_location: String,

) -> Result<(), anyhow::Error> {

let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :buildexr()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;

log_invoke_output(
&invoke,
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"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(true)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager::load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {

Ok(init) => {
info!(?init, "Created function, initially with increment.zip");
let run_block = main_block(&opt, &manager, init.clone()).await;
info!(?run_block, "Finished running example, cleaning up");
Some(init)

}

Err(err) => {
warn!(?err, "Error happened when initializing function");

None
}
};
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info!("Skipping cleanup")
} else {
let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");
}

« N API SHMAEF , 5528 AWS SDK for Rust API reference #5358,

» CreateFunction

B
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* DeleteFunction

* GetFunction

* |nvoke

» ListFunctions

* UpdateFunctionCode

» UpdateFunctionConfiguration

BEF

CreateFunction

THREX S ~EM{AEA CreateFunction,

SDK for Rust

(® Note
GitHub LR E 2 &6, SHTEEH , I 7 EIMIE AWS 23 56 7 7 E PR EM
17,
/**
* Create a function, uploading from a zip file.
*/
pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,

anyhow:

:Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self

.lambda_client

.create_function()
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.function_name(self.lambda_name.clone())

.code(code)

.role(role.arn())

.runtime(aws_sdk_lambda: :types::Runtime: :Providedal?2)
.handler("_unused")

.send()

.await

.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok(key)
}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;
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Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« M API SFHHEE |, 5528 (AWS SDK for Rust API %) & #J CreateFunction,

DeleteFunction

AR EEFI REB MM FEA DeleteFunction,

SDK for Rust

@ Note
GitHub LRt E &6, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) -> (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);
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info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None

i

(delete_function, delete_role, delete_object)

- HIZE AP| E#HEF , 528 (AWS SDK for Rust APl 2#) fif§ DeleteFunction.

GetFunction
THREXGEE G R~EM{AFER GetFunction,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B FEHREM
H1To
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/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Exrror::from)

« M API B |, 5528 (AWS SDK for Rust APl 2%) d#y GetFunction,

Invoke
THEXEE G REMAFEA Invokes

SDK for Rust

@ Note
GitHub LR EZ &6, BHTEES , I THRMMAE AWS EX B IR FEPREM
H1To

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Error: :from)

B 450


https://docs.rs/aws-sdk-lambda/latest/aws_sdk_lambda/client/struct.Client.html#method.get_function
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/lambda#code-examples

BERAR Rust B AWS SDK AR

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

« WNE AP| HHHE |, 552 (AWS SDK for Rust APl 2#) &#) Invoke,

ListFunctions

THEXEE G RE MR ListFunctions,

SDK for Rust
(® Note
GitHub L1IRMEZ &, SHRTEEH , 3 7HRMNMAE AWS BEXBEHIRBFEFREM
#1To

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error: :from)
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W API & , 5528 (AWS SDK for Rust APl &%) difj ListFunctions,

UpdateFunctionCode

THREXFE I RE A UpdateFunctionCode,

SDK for Rust

(® Note

GitHub L RRHEZEH, SHTREH , I 7HEUNAE AWS EXHEHFFEPREM
#}1To

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
Ok(update)
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.

e
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* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip'.
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

- WNZE API FEE , 528 (AWS SDK for Rust APl 2% ) ®#) UpdateFunctionCode,

UpdateFunctionConfiguration

THREXBEF REMMAFER UpdateFunctionConfiguration,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENMAE AWS EXHEHFFEPREM
#}1To
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/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(updated)

- W API FHHER , 5528 (AWS SDK for Rust APl &) ity
UpdateFunctionConfiguration.

ESH]
B W ARBEARXRERAN

THIEABEIRENMETEARFEAER  REAEUEREEMRL.

SDK for Rust

BERNMERBRSEEEERARER , LUEMFH Amazon Rekognition 8B 5 HHER , WigH
77 LAt B R FREL,

MB RN RABNNARERATHIET , F26 GitHub LR TR,

MBRARRILEFIW R , FSE AWS HH EFHWNE,
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1k &5 45 P 52 A Y AR 75
+ API Gateway

* DynamoDB

« Lambda

* Amazon Rekognition
» Amazon S3

+ Amazon SNS

8 {o] fR 2R £6 51
EHRZE Lambda BB HY Amazon RDS B E

THRABEF RENAEEERE RDS EBEMN Lambda BB, IHBERHGENEREFRIL
%@%%O

SDK for Rust

® Note
GitHub LRIt Z&i65l, SKTEEHH| , I 7R ML EARSESBFIRBFEHRRENH
’?j_-o

£/ Rust B ZE Lambda BE{+HY Amazon RDS ERIE,

use aws_config::BehaviorVersion;
use aws_credential_types::provider::ProvideCredentials;
use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,
};
use lambda_runtime: :{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};
use sqglx::postgres::PgConnectOptions;
use std::env;
use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");
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async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username

);

let signable_request =
SignableRequest: :new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

(A AR AR
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let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".1len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions::new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqglx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqglx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;
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println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))

£/ Kinesis @& &4 FA Lambda K&

THRENBE G RE M E/E Lambda BB , ZEHBIZWHIZRIR B Kinesis BRI FTEENE
. HWERERHEE Kinesis & #, ¢ Base64 i , WAL HA R,

SDK for Rust

® Note
GitHub FRUEZ &S], SRR , I T HEIAEEARFEH REEETRENS
1To

£/ Rust ¥## Lambda M Kinesis B4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());
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let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

£ A DynamoDB &2 &4 A Lambda B &

TR GG REBUAEIE Lambda BKE , ZEEIZWHIZWRE DynamoDB =i #Y 50 8P g% 1Y
=4, HEEHEE DynamoDB AR I L TR EAR.
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SDK for Rust

®

Note

GitHub L RRMEZEHH, SHTREH , I 7 FEAAEEFREELEH R FERRENH

1To

£ Rust # & Lambda R A DynamoDB E4,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},
};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features

[Ilfmtll] }
//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);
tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

false, features
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}

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())
}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

f£ A Amazon DocumentDB #5234 A Lambda B

THREXFESIREBUME N Lambda BB , ZEBIZRWA Y DocumentDB £ 3 5 7 152 UK FC 8% P 8 2%
B4, BBEREE DocumentDB A& I 5C TRk A

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T HEIAEEFARFDHI REEETRENS
'?To

£/ Rust ¥ Lambda 8 Amazon DocumentDB 4,
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);
tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())

G| 462



BERAR Rust B AWS SDK AR

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

£/ Amazon MSK &3 &4 Lambda BNE

THREXBESIREBUMEN Lambda BB , ZEBIZWTE Amazon MSK B EEINFCEFATEENE
. BB MSK A I TieHERAA

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T HEIAEEFRFEDHI REEETRENS
'?To

£/ Rust # & Lambda £/ Amazon MSK £,

use aws_lambda_events: :event: :kafka: :KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

/17
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/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples

/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {

for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;

let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

Ok(().into())

#[tokio: :main]

async fn main() -> Result<(), Error> {
// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();

info!("Setup CW subscriber!");

run(service_fn(function_handler)).await
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£/ Amazon S3 @R {FMHFAA Lambda BE

THERX
o LEE
HHRE

IREE I REMMAELE Lambda BB , HEBWERREYH LEE S3 REITEMERNSE
BERSHS AN S3 REFREBNYA4 S| | LMW Amazon S3 API LAREEUARE &4
J|E,

SDK for Rust

®

Note

GitHub L RMEZEHH, SHTEEHH , X 7 RENAEERFRFEHREFEFRENH
?TO

£/ Rust ¥ & Lambda XM S3 B4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use
use
use

/17

aws_lambda_events::event::s3::S3Event;
aws_sdk_s3::{Client};
lambda_runtime: :{run, service_fn, Error, LambdaEvent};

Main function

#[tokio::main]
async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)

})).await;

res

(A AR AR

465


https://github.com/aws-samples/serverless-snippets/tree/main/integration-s3-to-lambda

BERAR Rust B AWS SDK AR

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info! ("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

ok(())

5/ Amazon SNS &4 Lambda BNE

THRXFEH R UMM EF Lambda BB , LAEIRHE SNS TEEBFASABENSEH. HEERE
Hr2EHEAE , YRS -AFARNAE.
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SDK for Rust

@ Note
GitHub FIRHEZ 6, SHKTREH , 3 7 B UM E A RR IR FEHRENY
1T,

/A Rust ¥ # Lambda XE A SNS 4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

£/ Amazon SQS B R4 FAA Lambda BE

THREXBESIREBUMEN Lambda BB , SRR HE SQS THRKA S FIBRNEN. NSRS
H2BEWAE , YKHEES - ARARHNRE,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T HEIAEEFRF DO REEETRENS
'?To

£/ Rust ¥ Lambda R{EH SQS E4.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

£ Kinesis B34 4% Lambda BB H#E )X 1B B KB

TR FEHREBUMMA AR Kinesis HBRFEWEMH Lambda HBEFERBo AR EE, KEBEED
ERHEHRAE XY , R Lambda HREFAELAR.

SDK for Rust

(® Note
GitHub FIRMEZ &SI, SRR , I 7 B AIE R R R P EPRENH
7o

£ A Rust ¥ Lambda R#x & Kinesis #tX1E B kB,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis::KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
I

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
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tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

I
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

18

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());
if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);
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0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

£ F DynamoDB &% & # 3R % Lambda EREHIHLIRIE B KB

THRX B FRE M AT DynamoDB EREWEHH Lambda HEEEI X EE, LHEES
EEEPHREHRIEB X , R Lambda HEREHELAL.

SDK for Rust

(® Note
GitHub FIRMEZ &SI, SRR , I 7 B AIE R R R P EPRENH
7o

£/ Rust % Lambda #& DynamoDB #tRIE B KB,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;
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// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

0k(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

};
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
18
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);
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tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

5/ Amazon SQS B FH T Lambda ERRERYHEXIE B k&

THRAFEF REBMMAAYE SQS THEKREAH Lambda NBEFERS SR E, HEBEEDE
REERINIEE KK , $67R Lambda HEREFHELF L.

SDK for Rust
® Note
GitHub LR EZ &1 6|, SHTEEHEH , X TR NMAEEGRSEFIFEEDRENS
1T

£ Rust & Lambda #&5 SQS #t)x 18 B kB

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqsEvent},
sqs::{BatchItemFailure, SqsMessage},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn process_record(_: &SqgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

}

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),
}

Ok(SgsBatchResponse {
batch_item_failures,
D)
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS 118 5 &k
BEEMNREAREERARS

THRAIFEFREMAEEA API Gateway B Lambda # DynamoDB ZE AR ERRB[EAE
=

SDK for Rust

RENMER Rust EREHZBNREH API Gateway # & Lambda 1 DynamoDB #8 5% K E a3
fREsEARER.

METENFEARBMUMARERBMITHIE T , 20 GitHub LR TEE A,
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1k &5 45 P 52 A Y AR 75
+ API Gateway

* DynamoDB
* Lambda

£ SDK for Rust By MediaLive £33l

T oI HE AR MAIEA AWS SDK for Rust #H MediaLive RETEIEMBEERE REH,

Actions RAHEEBANERNBRE  LEAEATHHT, BHABFESEHFENAFLERRBEHS , B
LA NEEABERTERTRARPHNEF,

BESHNBIESTERAEABAER , EUUEEPRIDAEANRHREMATERBAE R
ES- ]
- BfF

E){E
ListInputs
THEXBEFREBUMAER ListInputs,

SDK for Rust

® Note
GitHub LRIt EZ&i65l, SKTEEH , I 7HNMEE AWS BXHEHFIFEFEHREM
#iTo

£ BE P 5 &R MediaLive B A Z#H ARNs,

async fn show_inputs(client: &Client) -> Result<(), Error> {
let input_list = client.list_inputs().send().await?;

for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
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let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_azrn);
println!();

}

0k(())

- WNE API B , 5528 AWS SDK for Rust APl 2& 5 # Listinputs,

£/ SDK for Rust B MediaPackage &4

TR IEEF RE M A AWS SDK for Rust #& Bl MediaPackage R#TEMEMEEE B R4,

Actions RAHEEBANEXNBRE  LAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA LEEABERTERTRARPHEF,

BESHNBILE TR FREXNRNERS , EUUEEPRIDNMERNRPREMNAITERBETR.

XHE
- BiF

B}HE
ListChannels
THREXGEEF REMAFER ListChannels,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEUNAE AWS EXHEHFFEPREM
#}1To

5l 8818 ARNsFIHEIR
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async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c¢ in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();
println!(" Description : {}", description);

println!(" ARN : {}", arn);
println!();

0k(())

- W API FEHE

E\‘I_ull

2B AWS SDK for Rust APl 2Z /] ListChannels,

ListOriginEndpoints
THRXHEHFREBUMFAIFEA ListOriginEndpoints,

SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THEIMAE AWS EXIHHHI R FEHREM
1T,

B R AY um B IR A URLs.

async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
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let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);

println!(" URL : {}", endpoint_url);
println!();

}

0k(())

- 1% AP| F¥IE R , 5528 AWS SDK for Rust API 2Z /H# ListOriginEndpoints.

£ SDK for Rust B9 Amazon MSK i

T O TS5 R & 2 A AWS SDK for Rust ¥ & Amazon MSK R {TEIEFBEEE R R A,
BESFMILSZEREENBNES , KUANEETRINAEARPRENHTEABVETR.
FHE

o B ARER S

4% 7] AR 8% 284

£/ Amazon MSK &3 &4 Lambda &

TR B RBUMEN Lambda BB , B BIZWTE Amazon MSK B EEINFCEHFATEENE
. BRI MSK A I FC TieERA R

SDK for Rust

® Note
GitHub ERUEZ &S], SRR , I T HEIAEEFRF DO REEETRENS
'/fi-o

£/ Rust ## Lambda £/ Amazon MSK £,

use aws_lambda_events::event::kafka: :KafkaEvent;
use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
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use baseb4::prelude::*;
use serde_json::{Value};
use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples
/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {
for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;
let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

0k(().into())

#[tokio: :main]
async fn main() -> Result<(), Error> {

// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");
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run(service_fn(function_handler)).await

5 SDK for Rust 8 Amazon Polly £l

THREAXIFEFRE M A AWS SDK for Rust # & Amazon Polly R TEMEMEEE B RHI,

Actions R AEBERANWEXNBRER , LEEATTHT. HADFESEHFENAFLHER RBHE , B
AL EEMBERRTETARTTNEF.

SR 15 2 16) 48 R /R A0 R WP ALY AR 5 R Y S B B B ER Eo Atk AWS BRISHR S RS EE R TTEHI,
BESHNBIETBRAEABAER , EUUEEPRIDAEARHREMMTERBAE R
T

- BfF

- =B

BF

DescribeVoices
THEXSE 5|~ & {A]FEFH DescribeVoices,

SDK for Rust

® Note
GitHub ERUEZ &S], SRR , ¥ THIMAE AWS EXIHEHI R FEHREM
1T,

async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");
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let voices = resp.voices();
for voice in voices {
println!(" Name: {}", voice.name().unwrap_or("No name!"));
println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();
}

println!("Found {} voices", voices.len());

0k(())

. WNFE API &

%II

52 AWS SDK for Rust APl 2 i) DescribeVoices,

ListLexicons

TR R REBUMMER ListLexicons,

SDK for Rust
(® Note
GitHub LR EZ &6, SHKTEEH , I 7HNAE AWS BN GEHIREFEPREM
17,

async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();
for lexicon in lexicons {

println!(" Name: {3}", lexicon.name().unwrap_or_default());
println!(
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Language: {:?}\n",
lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {} lexicons.", lexicons.len());
println!();

ok(())

. tNEE AP| B |, 5528 AWS SDK for Rust APl 2Z iy ListLexicons,

PutLexicon
THRXSEF REWMFER Putlexicon,

SDK for Rust

® Note
GitHub ERHUEZ &S], SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"7?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.0rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"

xsi:schemalLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">

EhE 482


https://docs.rs/aws-sdk-polly/latest/aws_sdk_polly/client/struct.Client.html#method.list_lexicons
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/polly#code-examples

BERAR Rust B AWS SDK AR

<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>
</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

ok(())

« N API SHMAEF , 5528 AWS SDK for Rust APl 2Z i PutLexicon,

SynthesizeSpeech
THREXFEEFIREBaAER SynthesizeSpeech,

SDK for Rust

® Note
GitHub ERHUEZ &S], SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoicelId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
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let mut blob = resp
.audio_stream
.collect()
.await
.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");
file.write_all_buf(&mut blob)

.await
.expect("failed to write to file");

0k(())

- W1ZE API S¥IE A , 5528 AWS SDK for Rust APl 22Z H K SynthesizeSpeech,

=Bl
B FHRATFERBBE LT
TR WA ML

« f£ Amazon Polly ## X F (UTF-8) AR RAREZTAEES,
BEFAER EEZE Amazon S3 F1FETEE,
« {#£/H Amazon Transcribe IS AERE R B F,

- RN F,

SDK for Rust

£/ Amazon Polly ##E3XF (UTF-8) MIARBRENESAERD , B¥FHAERLEE Amazon S3
78T 88 |, £/ Amazon Transcribe SZFARRERAN T , RARERXF,

MBEEEY RABNNARERATOET , B GitHub L EZEHI,
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« Amazon Polly

* Amazon S3

 Amazon Transcribe

£/ SDK for Rust By QLDB &5l

THREREEH RE A A AWS SDK for Rust 3 #t QLDB RE#TEIEFE/ERE B =41,

Actions EAEBEANBEABREE , LEERBPHT, HABFSEHFEWMFUHERRFHE , B
AL EEMBRERTETARTTNEF,

BESHNBIE TR FREXNRNES , EUUEEPRIDNMERNTPRENAITERBER.

THE
- BiF

BF

CreatelLedger
THREX G FREBAER CreateLedger,
SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENMAE AWS EXFEHFFEPREM
#}1To

async fn make_ledger(client: &Client, ledger: &str) -> Result<(), Error> {
let result = client
.create_ledger()
.name(ledger)
.permissions_mode(PermissionsMode: :AllowAll)
.send()
.await?;
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println!("ARN: {}", result.arn().unwrap());

ok(())

- W1ZE AP| S¥HEF |, 5528 AWS SDK for Rust API 2Z H# Createledger.

ListLedgers

THREXGHF I REBMMER ListLedgers,

SDK for Rust
® Note
GitHub LR EZ &6, SHTEEH , X 7 EIMAIE AWS 2= 5 #6717 E R ERM
17,

async fn show_ledgers(client: &QLDBClient) -> Result<(), Error> {
let mut pages = client.list_ledgers().into_paginator().page_size(2).send();

while let Some(page) = pages.next().await {
println!("* {:?}", page); //Prints an entire page of ledgers.
for ledger in page.unwrap().ledgers() {

println!("* {:?}", ledger); //Prints the LedgerSummary of a single
ledger.

}
}

0k(())

- W% API F#HEF , 528 AWS SDK for Rust APl $& H# ListLedgers,

£ SDK for Rust B Amazon RDS il

TH RS H RE M EHR AWS SDK for Rust ¥ # Amazon RDS R TEIMEMEBEE REHI,
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BES/NBIES TR FAENRES , EUUEEPRIDAERNRPREMPITERBER.

FE

- ERPREFEIHI

4% {r) AR 25 EE 451

B ZE Lambda BB HHI Amazon RDS BRI E

THRABEF REBMAEEERE RDS EBERN Lambda BB, FHBSRHGENEREFRIL
BEER.

SDK for Rust

@ Note
GitHub LR EZ &, SRTEREF| , I 7 5 W4 1E £ (7 AR 25 50 ) R 17 EE h AR E M
1T,

£/ Rust iE#REZE Lambda BEFH Amazon RDS ERE,

use aws_config: :BehaviorVersion;
use aws_credential_types::provider::ProvideCredentials;
use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,
I
use lambda_runtime::{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};
use sqglx::postgres::PgConnectOptions;
use std::env;
use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {
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let

let

let
let

let

config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

credentials = config

.credentials_provider()

.expect("no credentials provider found")
.provide_credentials()

.await

.expect("unable to load credentials");
identity = credentials.into();

region = config.region().unwrap().to_string();

mut signing_settings = SigningSettings::default();

signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =
aws_sigv4: :http_request::SignaturelLocation::QueryParams;

let

let

);

let

signing_params = vé4::SigningParams: :builder()
.identity(&identity)

.region(&region)

.name("rds-db")

.time(SystemTime: :now())
.settings(signing_settings)

.build()?;

url = format!/(

"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,

port = port,

db_user = db_username

signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),

SignableBody: :Bytes(&[]))

let

let
for

.expect("signable request");

(signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

mut url = url::Url::parse(&url).unwrap();
(name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

(A AR AR

488



BERAR Rust B AWS SDK AR

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse: :<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
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"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))

£ 8 SDK for Rust 89 Amazon RDS Data Service £

THIEX S F & a{a A AWS SDK for Rust ¥ & Amazon RDS Data Service R {TEIMEFE/E
EEERH,

Actions RAHEEBANEXNRREE  LEAEATHHT, HABFESEHFENAFLERRBEHS , B
LA UEEABIERTEFTRARPHNEMF,

SEHASLETRRERIBNES , ATUERLPRIDTERR PRENATRABNOET.
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ExecuteStatement
THREXEEF ~E M H ExecuteStatement,

SDK for Rust

(® Note
GitHub FRRMEE 2 &, SHTEEH , I 7 HRWMAE AWS EX PR FEFREM
BT,

async fn query_cluster(
client: &Client,
cluster_arn: &str,
query: &str,
secret_arn: &str,

) -> Result<(), Error> {
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let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)

.secret_arn(secret_arn);

let result = st.send().await?;

println!("{:?}", result);
println!();

ok(())

- WNZE API WEEAEF , 5828 (GEAM Rust BWAWS SDK APl 2% ) ®H) ExecuteStatement,
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async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

);
let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");
for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();
println!(" ID : {}", zone_id);
println!(" Name : {}", zone_name);
println!();

}

ok(())

- WNZE API FEHEE F2E GEAR Rust WAWS SDK APl 2#) iy ListHostedZones,
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/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.

///

/// # Arguments

///

/// * “client’® - an S3 client configured appropriately for the environment.

/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.
/// * “filename® - a reference to a path that will be read and uploaded to S3.
/// * “key' - the string key that the object will be uploaded as inside the bucket.
async fn list_bucket_and_upload_object(

client: &aws_sdk_s3::Client,

bucket: &str,

filepath: &Path,

key: &str,
) -> Result<(), S3ExampleError> {

// List the buckets in this account

let mut objects = client
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.list_objects_v2()
.bucket(bucket)
.into_paginator()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
EENAN AN AN S AN
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{scl}"))
.unwrap_or_default()

);
}
}
// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives::ByteStream::from_path(filepath)
.await

.map_err(|err| {

S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"

))

1)?;

let resp = client

.put_object()

.bucket(bucket)

.key(key)

.body(body)

.send()

.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);
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// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));

ok(())

S3ExampleError 22 AR .

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {
fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)
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impl std::error::Error for S3ExampleError {3}

impl std::fmt::Display for S3ExampleError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)
}

« W API B |, 528 GEAM Rust WAWS SDK API 2% ) i ListBuckets,
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RE|IPEITH = EH SXAFIERR.

#1[allow(clippy::result_large_err)]

//! Purpose

//! Shows how to use the AWS SDK for Rust to get started using

//!' Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//' and delete all resources at the end of the demo.

//!

//!' This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3

//! user guide.

//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid::Uuid;

#[tokio: :main]
async fn main() -> Result<(), S3ExampleError> {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = Client::new(&shared_config);
let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());
let file_name = "s3/testfile.txt".to_string();
let key = "test file key name".to_string();
let target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await

{

eprintln!("{:?}", e);
};
0k(())

async fn run_s3_operations(
region: Region,
client: Client,
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bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples::download_object(&client, &bucket_name,
&key).await;
s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples::clear_bucket(&client, &bucket_name).await?;
0k(())
D)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");

}
s3_code_examples: :delete_bucket(&client, &bucket_name).await?;
0k(())
}
ROIERANE REE,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :builder()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
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.create_bucket_configuration(cfg)
.bucket(bucket_name)

.send()

.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

1)

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
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client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(||
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
I
0k(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
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.max_keys(10) // In this example, go 10 at a time.
.into_paginatoxr()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?}")

0k(())

/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.
pub async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<Vec<String>, S3ExampleError> {
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.
let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();

if objects_to_delete.is_empty() {
return Ok(vec![]);
let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;

B

503



BERAR Rust B AWS SDK AR

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleError: :new(
"There were still objects left in the bucket.",
)),

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

- WF API FHER , 528 (EAR Rust WAWS SDK API &) iy T3 E&E,
+ CopyObiject

CreateBucket

DeleteBucket

DeleteObjects

GetObject
 ListObjectsV2
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 PutObject

BEF

CompleteMultipartUpload

THREAFEF REMAEER CompleteMultipartUpload,

SDK for Rust
® Note
GitHub LR E 2 &6, SHTEEH , X 7 HEIMAIE AWS 722 15 6 7 7 E R E A
17,

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildex()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;
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let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")

);

e
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ok(())

- WNFE API FEAEF , 528 (EARM Rust WAWS SDK API &) H# CopyObject,

CreateBucket

THRXIFEFI REBMMFEH CreateBucket,

SDK for Rust

@ Note
GitHub LRt EZ &6, BHTEEE , I THRMMAE AWS EX B IR FEPREM
H1To

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config: :Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.

create.map(Some).or_else(|err| {
if err
.as_service_error()
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.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

1)

« WNE AP|I HHHEA |, B2 (CEAR Rust WAWS SDK API 2#) 1 #) CreateBucket,

CreateMultipartUpload
THRAFEF REMAEA CreateMultipartUpload,

SDK for Rust

(® Note
GitHub FIRHEZ &, SHTEEA , I THRMME AWS EX B FEPREM
H1To

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();
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for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
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.complete_multipart_upload()
.bucket(&bucket_name)

.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)

.send()

.await?;

- WE API FHMEF , 528 (EAR Rust WAWS SDK APl 2&) HRy
CreateMultipartUpload,

DeleteBucket

THRENBEF & @A DeleteBucket,

SDK for Rust

(® Note
GitHub EIRHEZ & A, SHTREH , I THRMME AWS EX B FEHREM
H1To

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}
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}

« M API B , 528 (EAR Rust WAWS SDK APl 2#) d iy DeleteBucket,

DeleteObject

Ty R THE G RE A EA DeleteObject,

SDK for Rust

(® Note
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#}1To

/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;

// There are no modeled errors to handle when deleting an object.

ok(())

- W% API FiE
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DeleteObjects
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/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err| {

S3ExampleError: :new(format!("Failed to build key for delete_object:

{err:?1}"))
1)7?;
delete_object_ids.push(obj_id);
}
client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildex()
.set_objects(Some(delete_object_ids))
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))

1z,

e
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)
.send()
.await?;

0k(())

- N API FHIER , 5528 GEAR Rust WAWS SDK API 2Z&) A DeleteObjects.
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;
while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client
.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;
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if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{3}", bucket.name().unwrap_or_default());
}

}

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

ok(())

« WE API HAEF , F2E (EAM Rust WAWS SDK API 2#) F# GetBucketLocation,

GetObject

Ty R B G REBAER GetObject,

SDK for Rust

@ Note
GitHub LRt EZ &6, BHTEES , I THRMAE AWS EX B IR FEPREM
H1To

async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {}", opt.object);
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trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
1)7?;

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
.send()
.await?;

let mut byte_count = @_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err]| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?1}"))
Pz Ao
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
DS
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)

\
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
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in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);
}
0k(())

\
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async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {

println!("{}", version.key().unwrap_or_default());

println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

}

0k(())
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pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),

S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));
}
}

Err(err) => {
eprintln!("{err:?3}")
}
}

ok(())

- 1% API F#IEF , 528 GEAM Rust WAWS SDK APl 2 ) H ) ListObjectsV2,
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

- W% API FHHEF , FSH (EAM Rust HAWS SDK API %) H#) PutObject.
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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« WFE API FFEAEA

=5

.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)

.send()

.await?;

"Missing upload_id after CreateMultipartUpload",

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()

.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client

.complete_multipart_upload()
.bucket(&bucket_name)

.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)

.send()

.await?;

s
\%

BN FERAEFFAREEXF

TR R85 Bn ek

20 (EAM Rust WAWS SDK APl 2% ) ffyUploadPart,

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
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BUFRLHEE URL
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BT,

BYY GET S3 )MV EEHEBF R,

/// Generate a URL for a presigned GET request.
async fn get_object(

client: &Client,

bucket: &str,

object: &str,

expires_in: ub64,
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) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig: :expires_in(expires_in)?)
.await?;
println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_until}");
0k(())
}
B ¥ PUT S3 YA L EEF K,
async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time::Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =
PresigningConfig: :expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to convert expiration to PresigningConfig: {err:?}"
))
IS
let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;
Ok(presigned_request.uri().into())
}
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1T,

use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

};

use s3_code_examples::error::S3ExampleError;

use tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't

/// changed.

///

/// # Steps

/// - Create a bucket.

/// - Put an object in the bucket.

/// - Get the bucket headers.

/// - Get the bucket headers again but only if modified.

/// - Delete the bucket.

#[tokio: :main]

async fn main() -> Result<(), S3ExampleError> {
tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);
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// Generate a unique bucket name using the previously generated UUID.

// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client

.create_bucket()

.bucket(bucket_name.clone())

.send()

.await?;

// Create a new object in the bucket whose name is 'KEY' and whose
// contents are “BODY".
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()

.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,

// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error! ("{err:?}");
String::new()

i

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the

// values of the headers "last-modified® and “etag . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
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head_object.e_tag.unwrap(),
)
Err(err) => (Err(err), String::new()),

};

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?3}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject' request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the "HeadObject  request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//
// The _expected_ result of the second call to ‘HeadObject  is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP ‘last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an
// "SdkError::ServiceError".

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
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Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stzr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// 'SdkError::ServiceError'.
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),
},
I

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())
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.key(KEY)
.send()
.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

ok(())

- W% API FEHE , FSH (ERARM Rust WAWS SDK API 8E) H#) GetObject.
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Cargo.toml AR BRI &5,

[package]
name = "testing-examples"
version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]
edition = "2021"

[dependencies]

async-trait = "@.1.51"

aws-config = { version "1.0.1", features = ["behavior-version-latest"] }
aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

http = "0.2.9"

mockall = "Q.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"
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use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await
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}

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
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// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())
18

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
.set_next_continuation_token(Some("next".to_string()))
.build())
18
mock.expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
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1))
.build())

1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

£/ StaticReplayClient FYE & BIZE &4,

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3: s3::Client,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3
.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;
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// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {

use super::*;

use aws_config::BehaviorVersion;

use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
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let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()

.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

I

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
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.body(SdkBody: :from(include_str!("./testing/

response_multi_2.xml")))

.unwrap(),
I
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);
// Run the code we want to test with it
let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

FESLTEHAREER
THRX &G REE ) L ER THAREZRZE Amazon S3 5 Amazon S3 TEHARERE,

WEFHRES , FSRAEAD R EEUEEYH.

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS ZXIHE B FEFFREM
BT,

use std::fs::File;
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use std::io::prelude::*;
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::error::DisplayErrorContext;

use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object: :GetObjectOutput,

};

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid::Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
const MAX_CHUNKS: u64 = 10000;

#[tokio: :main]
pub async fn main() {
if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {
let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region: :new("us-west-2"));
let region = region_provider.region().await.unwrap();

s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to

// upload the file.

let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
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.bucket(&bucket_name)
.key(&key)

.send()

.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",

))?;

//Create a file of random characters for the upload.

let mut file = File::create(&key).expect("Could not create sample file.");

// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {

let rand_string: String =

thread_xrng()

.sample_iter(&Alphanumeric)

.take(256)
.map(char::from)
.collect();

let return_string: String

= "\n".to_string();

file.write_all(rand_string.as_ref())
.expect("Error writing to file.");

file.write_all(return_string.as_ref())
.expect("Error writing to file.");

let path Path: :new(&key);

let file_size = tokio::fs::metadata(path)

.await

.expect("it exists I swear")

.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
let mut size_of_last_chunk = file_size % CHUNK_SIZE;

if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError
}
if chunk_count > MAX_CHUNKS {
return Err(S3ExampleError
"Too many chunks! Try

::new("Bad file size."));

s :new(
increasing your chunk size."
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));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();
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let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
println!("The data was not the same size!");

s3_code_examples::clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");

ok(())

#E ) R 2R S

£/ Amazon S3 B E{FRMHFA Lambda BE

TSR B A T MARE Lambda EB , UEHERSYE LBE S3 REFBABRNELE, I
RS REFSREN S3 HEFBEBANMELR | LU Amazon S3 AP SUBEIRR &N
RS,
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£/ Rust ¥ & Lambda XA S3 B4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

#2 {a] AR =5 & 451 543


https://github.com/aws-samples/serverless-snippets/tree/main/integration-s3-to-lambda

BERAR Rust B AWS SDK AR

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

}

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")
}

0k(())
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ListNotebookInstances

THRENIBEF REBMMAEH ListNotebookInstances.

SDK for Rust

® Note

GitHub L RMEZEHH, SHTEEH , A 7HENMAE AWS EXFHIHFEFEPREM

#}1To

async fn show_instances(client: &Client) -> Result<(), Error> {
let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {3}", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());
println!(" 1Instance Type : {}", n_instance_type.as_ref());
println!();

ok(())

« WZE API A& 52 R0 SDK AWS for Rust API 2Z f 1 ListNotebooklnstances,
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SDK for Rust

® Note
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1T o

async fn show_jobs(client: &Client) -> Result<(), Error> {
let job_details = client.list_training_jobs().send().await?;

println!("Jobs:");

for j in job_details.training_job_summaries() {
let name = j.training_job_name().unwrap_or("Unknown");
let creation_time = j.creation_time().expect("creation
time").to_chrono_utc()?;
let training_end_time = j
.training_end_time()
.expect("Training end time")
.to_chrono_utc()?;

let status = j.training_job_status().expect("training status");
let duration = training_end_time - creation_time;

println!(" Name: {}", name);
println!(
" Creation date/time: {}",
creation_time.format("%Y-%m-%d@%H:%M:%S")

)8
println!(" Duration (seconds): {}", duration.num_seconds());
println!(" Status: {:?}", status);

println!();

0k(())
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T oI ASE 5 RE an{a#E A AWS SDK for Rust with Secrets Manager R {TEMEFMBIET REHI,

Actions RAEBEANWEXNBRER  LAEATTHUT. HABFESEHFENAFLHER RBEHS , B
BAUEEABRRFEFERARPHEF,

BEEMBTETEREEABNER , BUUEREFRINAEARTPRENATEIRNER.
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GetSecretValue

THREANSEH REUMFEH GetSecretValue,

SDK for Rust

(® Note

GitHub L RMEZEH, SHTBEH , ¥ 7HENMAE AWS EXFEHIFEFERREMN
#}1To

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

0k(())
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£ 8 SDK for Rust 89 Amazon SES API v2 #i {5l

THREASE G RE A EHR AWS SDK for Rust 8 Amazon SES API v2 R TEIMEMEEERR
B,

Actions R AEBERAWEXNBRER  LEEABTTHT. HADFESEHFENAFLHER RBRE , B
AL EEMBERRTETARTTNEF.
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CreateContact

THREASEG REUWMFER CreateContact,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HEAAE AWS EX 6 FFEPREM
#}1To

async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
.await?;

Amazon SES API v2 548


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ses#code-examples

BERAR Rust B AWS SDK AR

println!("Created contact");

0k(())
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CreateContactList

THRABSEF REMMFER CreateContactlist,

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH) , I 7HENAE AWS EXHEHFFEPREM
#}1To

async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client
.create_contact_list()
.contact_list_name(contact_list)
.send()
.await?;

println!("Created contact list.");

0k(())
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match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)27
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
.
}

- W1ZE AP| F¥EF , 5528 SDK AWS for Rust APl 2Zf1# CreateEmailldentity,

CreateEmailTemplate
THRXBEF REMAIER CreateEmailTemplate,

SDK for Rust
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}

- N API FHHIEF , 5528 SDK AWS for Rust APl 2Z& /i # CreateEmailTemplates

DeleteContactlList

THREXFEHI REB MM EH DeleteContactlList,
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SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENME AWS EXFEFIFEFEPREMN
1T o

match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow!("Error deleting contact list: {e}")),
}

o WNE API S#4AEE , 5528 SDK AWS for Rust APl 2 Ay DeleteContactList,

DeleteEmailIdentity

T YR IBE | REBMAIFEA DeleteEmailldentity,

SDK for Rust

(® Note

GitHub L RMHE L& B, SHTBEH , W 7HENME AWS EXFEFIFEFEPREMN
1T o

match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await

{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

}

- W12 API F¥IE A |, 5528 SDK AWS for Rust APl 22 K DeleteEmailldentity,

DeleteEmailTemplate

THRXIFEH RE M H DeleteEmailTemplate,

SDK for Rust

® Note
GitHub LR EZ &, SHTEEHH , I 7 HRMMAE AWS EXBEHIFREFEFREM
1T
match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

- WNEE API SHIEF , 3528 SDK AWS for Rust APl 22 /H# DeleteEmailTemplates
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GetEmailIdentity

THREXFEEFIREBAER GetEmailldentity,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

RERTCREZE FEFibit,

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");

} else {
println!("The address is not verified");

}

ok(())

- W1 API F¥AEF |, 5528 GEAM Rust WAWS SDK APl £ ) H#) GetTopicAttributes.

illll

ListContactLists

THREXIFEF REBMMEH ListContactLists,
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SDK for Rust
® Note
GitHub IR EZ &1 6|, SHTEEH , X 7 HEIMAIE AWS 722 15 6l 7 7 E PR EAM
17,

async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");

for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

- WZE AP FEMAEA , 528 (GEAM Rust WAWS SDK APl £#£) H# ListContactLists.

ListContacts
THREXEEF REEMAFEA ListContacts,

SDK for Rust

(® Note
GitHub EIRHE L&A, SHTREH , I THRMME AWS EX B FEPREM
H1To

async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;
println!("Contacts:");
for contact in resp.contacts() {
println!(" {3}", contact.email_address().unwrap_or_default());

}

ok(())

« M API SHAEF , 528 (EAR Rust BWAWS SDK APl %) dfy ListContacts,

SendEmail
THRABEEF REMAEER SendEmail,

SDK for Rust

(® Note
GitHub FIRMHEZ &, SKTEEH , I 7 HWAE AWS EXIFE PR FEFFREM
1T,

B BHEAFIRPNIAKEEIEER

async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;
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let contacts = resp.contacts();
let cs: Vec<String> = contacts
Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();
let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();
let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();
let email_content = EmailContent::builder().simple(msg).build();
client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;
println!("Email sent to list");
0k(())
FERSREEASRBBABTENFENE.
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let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else {
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}"
email, e)),

}

e
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FMBABER

. WIZE AP EHHEF , 528 (EARM Rust WAWS SDK APl &) iy SendEmaile

=5

BT HEY)

T 5 R 1S 206 R E U EL4T Amazon SES API v2 & F#ZEH41,

SDK for Rust

(@ Note
GitHub t R EZ &6, SHKTEEH , X THRMME AWS B IHEFIRFEPREM
1T
match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
.
}
match self
.client

.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()

.await
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{
0Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError: :AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
)?,
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
},
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow! (
"Error retrieving contact list {3}: {}",
CONTACT_LIST_NAME,
e

)

i

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

ES]| 560



BERAR Rust B AWS SDK AR

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."

)?;
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}
e

=> return Err(anyhow!("Error creating email identity: {}", e)),

}I

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
match self
.client

.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
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.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

o W5 AP| S#4AEFT , 5528 AWS SDK for Rust API reference #5388,

* CreateContact

CreateContactList

CreateEmailldentity

* CreateEmailTemplate

DeleteContactList
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» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts

» SendEmail.simple

» SendEmail.template

£ SDK for Rust B9 Amazon SNS i

THIREX S R EE {a A AWS SDK for Rust # B Amazon SNS R {TEEMEEE REH,

Actions RAEBEANBEABREE , LEERABFHT, BABFSEHFEWMFUHMERRFHRE , B
AL EEMEBRRTETARTTHNEF.

R R 18R R A L AR P Y S E R B SR B A AWS IR ERER G EEBNREXTEH,
BESHNBIES TR FAEXNRES , EUUEEPRIDMERNRPRENAITERBAE R,
ES |

- BfF

- RpA

- AR ES S

B){E
CreateTopic
THRXFEFREMAIEA CreateTopico
SDK for Rust
(® Note

GitHub L RMHE L& B, SHTBEH , ¥ 7HENMAE AWS EXFEFIFEFERREMN
#}1To

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
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let resp = client.create_topic().name(topic_name).send().await?;
println!(

"Created topic with ARN: {3}",
resp.topic_arn().unwrap_or_default()

);

0k(())

- HIEE AP| &

illll

2 BIEAR Rust APl FHAWS SDK & $#) CreateTopico

ListTopics

THRXEEF REBMAFER ListTopics.

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7HENAE AWS EXHEHFEFEPREM
#}1To

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());

}

ok(())

- W% API FiE

illll

#E2H (ERARM Rust WAWS SDK APl %) sy ListTopics.
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Publish

T AR REFREE AR Publish,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EXIHEH| R FEHREAN
1T,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

ok(())
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. W% AP| SHBET , HS8 GEAR Rust WAWS SDK AP| BE) R4,

Subscribe
THERNIEEF REB M EH Subscribe,

SDK for Rust

(® Note
GitHub LR FE &6, SHTBEHF , I 7 HWMAE AWS ZXHE SR TFEFREM
1T,

STRAEEERYE T Eb A il

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);
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ok(())

. W% AP BHRET | ESEEMR Rust APl BIAWS SDK B chigiTHl.

=5

BvEARREAREAREERA

THRAFEF REMARY EARFEAER K REAZEUEREEM .
SDK for Rust

BrUNAERRAEEERERARER , MEMEA Amazon Rekognition HRIE R PHER |, WAEH
T LA B R HRE

METENFEARBMUMARERBMITHIE T , 28 GitHub LR TEE A,
MERAFRZIEFINRIR |, FFS8H AWS 48 FHNE,

e g5 = fE A Y AR FE

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
» Amazon S3

* Amazon SNS

#E ) R 2R S

£/ Amazon SNS &2 &4 A Lambda B

THRXBESIRBUMEN Lambda BB , SR SNS TEEZWASFIERNENF. REERSE
H2BEWAE , YKHEEs - ARAEHNRE,
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SDK for Rust

@ Note
GitHub FIRHEZ 6, SHKTREH , 3 7 B UM E A RR IR FEHRENY
1T,

/A Rust ¥ # Lambda XE A SNS 4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

£ SDK for Rust B Amazon SQS i 4l

TH RIS H REIAEHR AWS SDK for Rust ## Amazon SQS R TEMEMEEE REHI,

Actions RAEBEANBEABRE , LEERBFHT, HABFSEHFEWMFUHER RBRE , B
AL EEMEBRRTETARTTHNEF.

BESHNBIESTERAENBAER , SUUEEPRIDAEANRHREMATENBAE R
ES-

- B

- A AR ES S

BF

ListQueues

THRX &G REMAER ListQueues,

SDK for Rust

® Note
GitHub ERHUEZ &SI, SRR , ¥ THIAE AWS EXIHEHI R FEHREM
1T,

FAER [EiE A %) HEYSE — 18 Amazon SQS 1751,
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async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()
.expect("No queues in this account and Region. Create a queue to proceed.")
.to_string())

« M API SFHHEE , 5528 AWS SDK for Rust APl 2Z by ListQueues,

ReceiveMessage

T YR FE A REBMAIEA ReceiveMessage,

SDK for Rust

(® Note
GitHub FIRHEZ &6, SHTEEA , I THRMME AWS EX B FEHREM
H1To

async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#7?}", message);

ok(())

- WZE API SHE A , 5528 AWS SDK for Rust APl &£ F1# ReceiveMessage.
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SendMessage
THEXBEFREBUAER SendMessage,

SDK for Rust

(® Note
GitHub LR E &6, SHTBEHF , I 7 HWMAE AWS ZXHE IR TFEFREM
BT,

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->

Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id

// and message_group_id or configure the queue for
ContentBasedDeduplication.

.send()

.await?;

println!("Send message to the queue: {:#?}", rsp);

0k(())

- W1ZE AP| F¥HIE A , 5528 SDK AWS for Rust APl 2Z /H i SendMessage.

E ) Rz S5

£/ Amazon SQS R FAFFA Lambda EHE

THREN B REBUMEN Lambda BEL , SURIEHE SQS TIIZKA S FIERNEN. SRS
Hr2EBHEAE , YRS -AFARNAR.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/sqs#code-examples
https://docs.rs/aws-sdk-sqs/latest/aws_sdk_sqs/client/struct.Client.html#method.send_message
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BIE A Bi5m
SDK for Rust
(@ Note
GitHub LR EZ &, SHTBEH |, I 7 HENAEE A RS EHIREEEDRENH
1To

£/ Rust £t Lambda EH SQS 4,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()

.init();

run(service_fn(function_handler)).await

#2 {a] AR =5 & 451 573


https://github.com/aws-samples/serverless-snippets/tree/main/integration-sqs-to-lambda
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£/ Amazon SQS & & R4+ #RkE Lambda BBV HLIXIRE KM

THRABEF REBMA AR SQS THENEMHHY Lambda MBEESN O #HIROE, HWEHESEDE
REIREFRIREB KB, B8R Lambda HEREFELAL.

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , I T B IAEE AR DO REEETRENS
'?To

5 Rust ¥ Lambda %5 SQS #t)XIE B k¥,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SqgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1
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https://github.com/aws-samples/serverless-snippets/tree/main/lambda-function-sqs-report-batch-item-failures
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#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS STS £ SDK for Rust Y i3l

THRNEEFI RSB EA AWS SDK for Rust #BE REITEERMBEEE REH AWS STS,

Actions RAHEEBANEXNBRE  LEAEATHHT, BHABDFESEHFENAFLERRBEHS , B
LA UEHEABERTERTRARPHEMF,

BSEHE/NBIES TR FHREXNRES , EUUEEPRIDMERNRPREMNAITERBER.

£
- BifF

B}E
AssumeRole
THREAGEHF REWMFER AssumeRole,

SDK for Rust

® Note
GitHub ERUEZ &SI, SRR , ¥ THEIMAE AWS EX IR HI R FEHREM
1T,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider: :builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/sts/#code-examples
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.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {3}", e.user_id().unwrap_or_default());
println!("Account: {}", e.account().unwrap_or_default());
println!("Azn 2 {3", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« M API SFHAEF , 528 (EAR Rust BWAWS SDK APl %) dfy AssumeRole,

{# F SDK for Rust By Systems Manager #i 4

THREXEEIHRE M A AWS SDK for Rust ¥4 Systems Manager R TEENEBEE RER
il

Actions RAEEANWEXNBREE  LEAEATTHT. HABFESEHFENAFLER RBEHS , B
LA UEEABRERFEFTRARPHNEF,

BESEHNBIES TR FAENRERS , EUUEEPRIDAERNRPREMPITENBAE R,
ES |
- BfE

B

DescribeParameters

THREASEH REUMFEH DescribeParameters,
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https://docs.rs/aws-sdk-sts/latest/aws_sdk_sts/client/struct.Client.html#method.assume_role
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SDK for Rust

® Note
GitHub ERUEZ &S, SRR , ¥ THIMAE AWS EXIREHI R FEHREM
1T,

async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

}

ok(())

- WIE AP SHHEF , 528 (EAM Rust WAWS SDK APl ££) f#§ DescribeParameters,

GetParameter
THREXBEF RE MR GetParameter,

SDK for Rust

(® Note
GitHub EIRHEZ &6, SHTREH , I THRMME AWS EXBEFIFHFEHREM
H1To

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap::new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginatoxr()
.send(),
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ssm#code-examples
https://docs.rs/aws-sdk-ssm/latest/aws_sdk_ssm/client/struct.Client.html#method.describe_parameters
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ssm#code-examples
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)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

- WE AP| FHAEF , F2E GEAM Rust WAWS SDK AP| £#£) F#y GetParameter,

PutParameter
THREAGEG REWMFEA PutParameter,

SDK for Rust

® Note
GitHub ERHUEZ &S, SRR , ¥ THEIAE AWS EXIREHI R FEHREM
1T,

async fn make_parameter(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)
.name(name)
.value(value)
.description(description)
.send()
.await?;
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println!("Success! Parameter now has version: {}", resp.version());

ok(())

- WNZE API SHAERN |, 528 (GEHAM Rust WAWS SDK APl 22) H 1 PutParameter,

£ SDK for Rust B9 Amazon Transcribe £33l

T AR BEFRE MR AWS SDK for Rust #£E. Amazon Transcribe RETEMEMEEE R E
i,

SR 15 2 6] 48 R /R A0 AR WP ALY AR 35 R Y S B B B B Eo At AWS BRISAR S R E RS EE R HEHI,

BES/HNBIE TR FAENRAERS , EUUEEPRIDAEANRPREMPITERBAER.

=Bl
B FBRATERBEE LT

T2 iR s B R0k

- £/ Amazon Polly ##i X = (UTF-8) AR REREZTAEEH,
. BTHAERELEZE Amazon S3 EFETE.
« {# A Amazon Transcribe S ERE R B FE,

- BRMF,

SDK for Rust

£ Amazon Polly ##XF (UTF-8) IARBRAREZTAERY , SZAR R LEZE Amazon S3
fE1ZETH | fFF Amazon Transcribe BZEFAERERANTFE  REBERNFE,

WETENFRBMMARERATHETR , F2H GitHub ERTEEH,
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https://docs.rs/aws-sdk-ssm/latest/aws_sdk_ssm/client/struct.Client.html#method.put_parameter
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/rustv1/cross_service#code-examples
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Itk AWS EmSUBRBEHNZ 2%

Eim& £ 2 Amazon Web Services (AWS) RERHN —IR. BA AWS BEFMNE |, iGaefeER P LM
HREBHNEBETER  UREESSABRNLZLEER, Z2URE AWS Ml 2N REEF. HEE
FEE B ERAEREAIN L NERRBHNL L,

EmNEEM - AWS EERFHUTE AWS BElRFRUNAMARBOERRE  WRHETUR2E
AR, BANLLEER WESELIERF AWS, MEE=FRRASEEHAENBRIRMANE
LEMME , MRAWS ERFEN -5

RN ReH - EWEEBURNEER AWS NIRRT , UREMEZE 2 FENNHRE. ABNTE
R, BARBRERNZER,

It AWS E RS REEEBHEZEMNIEE Amazon Web Services (AWS) fR%E , EREHESEER,
% AWS R L2 EA , FBEAWS BELZEXHER , ARAWS ERFEIE AWS &R TEHEER
i BR 75 o

£

- It AWS EmBRBHHERRE

« It AWS EmBRBH S RERE

« It AWS EmSBBRBHERRELSE

« E PEHBITHRIE TLS A BHAR Rust B AWS SDK

it AWS Em SR F R ERRE

AWS HESEEEEBEARLE AWS ERSBRBEPHERRE. MILERFLR , AWS BEREHTA
B N2HERRE AWS Bir, SEBEHBELERDRE LREARTHNEHE, LRSS ER
AWS fR#% NEZEERMERER, NFERRLENFEET K F2REMELEEREESE, NF
AEBNENREBNEBRER , F2H AWS Z2MER%EE LAY AWS HEWEEEE N GDPR &%
BXE,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHAEHASESRETH
HEKPAENRT. RftEBRERATIANREER -

- BERFHEERSEEZRRRE (MFA),

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

- £ RE API MEAEEEIZEH AWS CloudTrailo Z0EMEA CloudTrail BHHEEEN AWS SEEINE
A, FSBAWS CloudTrail  fEA&EIERE) PHEA CloudTrail E#E,

- £ AWS MBMRAR , URETPHMERERZEESH AWS R,
- ERAERNZERZLRE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 BB E R,

o MRMEE AWS BB IRMEIM APl FEH BEE FIPS 140-3 BB R IGmEZEHR , 55EA FIPS
wE, WMEHE FIPS M FIPS BN EZHEAEN , FSRB A EFRIEZE (FIPS) 140-3,

B ERCRHETEREFNEFEH U EREIBBEN , AMEEEIEHENNXEE
e, flmE B ETFEELEAL AWS EmTRE , IFEAEEA. APIAWS CLIZE AWS
SDKs#y E At AWS i k. ZEEEIEARAXNERU P ANTAERS T ARG ERZER
o MRZBRERMAIFEAREEN URL , RMAEZIEBFVERBLEZARBFZ RN URL P EBREE

o

It AWS E RSN & 7B

EETH RE AWS R ZREERFENSEER , F2BAWS iE SR EISEARRBELRR
HBNEHRFTE, WFE—MREA , F2E AWS Compliance Programs,

ERILAER THESE =& I|RE AWS Artifact, MIFRFMER , FSBRE F THIHRE AWS Artifact,

BEMER BSREE AWS B BURRERNBRE, SBRANERER , UREREENE
Bo AWS RETHERUMBBIER

- REEHEAE - BEEMRAREFERERTHNRTEEEZE  URUSELLHESRIIENTS R,
« HIPAA £ RIS E - Sl HIPAA &1 R%. L3EFTE AWS BRI #RFE HIPAA B,

- AWS EHER - bk TEFMAERNESTEEARESHNEENVE.

- AWS EFEHIER - BBERANAETHRAREAERE, FEEHNERPRE WREEK , AWS

R A IERM A R L AL BN Z 2B ( SRBEREEMBEMHAZERA (NIST), XFFEEXZS
EEZESS (PCl) MEREEER (1S0)).

« AWS Config Big¢ A BisRP M AR RIFHEE R - AWS Config IR A EREEFEATE
¥%, EEENFZERNEE,

« AWS Security Hub - i& AWS fj# ATZEELERRAPHZLAMRE AWS, Security Hub fEA L £ 12
#l , TFMEEN AWS BRI BELNEHER/EETELLEREENGEER, NEXENRE
FMIR&EEE | 5520 "Security Hub #4122,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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R, LR BNZE FE PCIDSS EZETREMNERER,

« AWS Audit Manager — & AWS AR# Al B 5ER &% AWS AR , UL EEEREBI AR , X
REESERANEEZENFR,

It AWS E R REEFBE X EMNIEE Amazon Web Services (AWS) [RIEEBRBHES(EERE, ME
AWS R Z£EFH , F2EAWS RELZEXHER , URAWS 6RETEIE AWS 2R T/ESEERDY
BB

It AWS EmSRBHERR LS

btk AWS ERBREER SERKE , HitZE £RKBERLM AWS RE, 01F AWS KL RBEUR
W AWS REERRENMEEEN  BF2EAWS Elngts, EEFAERRERENREELRS
IBHY AWS IRE | 552:@ Security Pillar AWS Well-Architected Framework F#9 B/ 5k B (R 58

IERILAER AWS B4R API FEIY | BB FEUL AWS EmBRE. EAERSAZETIE

=

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARBE(M Java 7 MEFIRAF) KL EZEELER,

ok, BRSACAFIE® ID FE IAM RMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,

It AWS E RS REEEBHE X EMNIEE Amazon Web Services (AWS) fR#E , BRELESEER,
%= AWS R L2ER , FEBAWS RELZE XM EE , MRAWS £HRFEIE AWS &8 THEEHER
1 IR o

£ S EITHRIEK TLS iRA BARK Rust B9 AWS SDK

BAR Rust B AWS SDK £/ TLS RiEE AWS EERFEAFNEZ LM, BRFABREARRSEH
BMATHRIK TLS FRA 1.2, RIBFAR , KBHABREHCSNSAFREAEANBRBETANES TLS IR
AR, fBlan , BREFABEMHAIBEAIARS TLS 1.3,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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W TLS A AEEARRRAMAT , FERRME SOK FAK TCP ELBFBHAR. HTREE
—8 | F5IHA RIMTRHAT TLS 1.3,

® Note
B AWS IR ARZE TLS 1.3, RULEHEBITIHRATRELE SDK B, RMAEREL
HEEEIF A, Kt ESEREAFLERE,

pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.0Q.itexr().map(]|
tal {
rustls: :OwnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
1)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS

let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)
.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();
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// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client = HyperClientBuilder::new().build(rustls_connector);

let shared_conf aws_config: :defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

ok(())
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M S E M FERANE FRERER BAM Rust B AWS SDK, EZIEEFEAH Smithy JTTH.
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B Rust B9 SDK £ ETHER AIBREFAEEI Cate :

* aws-smithy-http-server

* aws-smithy-http-server-python
‘A& SDK A ETEFEEME A under-the-hood 2 X BE Y AR -
* aws-smithy-checksum-callbacks
* aws-smithy-eventstream
* aws-smithy-http
* aws-smithy-protocol-test
* aws-smithy-query

* aws-smithy-json

aws-smithy-xml
FREE ARG H R FIRTS

* aws-smithy-client

* aws-smithy-http-auth

* aws-smithy-http-tower
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