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AWS SDK f1T E&EiEmH

ATZ SDK T EHA-LEMTE , EREEBHARAKEREBLRAERE.
NEEEETIIMEER

- fARE— mfAEAHAconfigfcredential sSIERBIRFHBIREE AWS SDK MITE,

c BOBBREFR— BYRXBRNTEERE AWS BHBER N, AWS R

- BREZE - TARBRENEENFTEEEEENSEER,

- AWSERZITRE (CRT) BXE— %TFHE SDK HAAK AWS XAEAHTHRE (CRT) BXE
B,

« AWS SDK M T E#EHRKE AWS KR EN (SDK) M TENVHERBRNMmAZES  2ETH
FYPEHAE (1oT) SDK , AR HERM M1t

NAWS SDK MITEZEZEMEERAERANZE SDK I TENEEER., BRTHERHNIMTER
A, BRERGEEERN SODK R TENBREREM, ATRE SDKMNIE  HPaaFEmPHNEE
MEE S

MRBEEMER : AIEEESENEBRESTRE
- {Ff7 SDKHIE AWS SDK M T E#EBUER

« AWS Cloud Development Kit (AWS CDK) fd =~ #H#E

BABER 5o BFREFH
« AWS Serverless Application Model FiZ& A & =
1) AWS SDK M T E#EHER

« AWS Toolkit for Eclipse £ &I
« AWS Toolkit for JetBrains E A& 5=
« AWS Toolkit for Visual Studio EfA &I

« AWS Toolkit for Visual Studio Code /8 &5
2]

e
fm
o

o

« AWS Command Line Interface A& EE
« AWS SDK for C++ B A BI5E

57 R



https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/AWSToolkitEclipse/latest/GettingStartedGuide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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MREBEEFER : AIEREESENEBEG S -
« AWS SDK for Go BAZ A 235/ BRESZE

« AWS SDK for Java & A B

« AWS SDK for JavaScript Bz A E35F
EE Parax
- BAR Kotlin # AWS SDK AWS SDK T 2B

AWSEB A #1TPEER (CRT) BERNE

* AWS SDK for .NET BiZ¥ A B 455 AWS SDK # T B jR A EH B &
« AWS SDK for PHP BZ¢ A B35/

- AWS BARRE BB EH

« AWS SDK for Ruby BiZ A B35m™
- BAR Rust B AWS SDK

- BAR Swift B AWS SDK

« AWS Tools for Windows PowerShell 5 &
1]

pEE &R

METHBEHEERAENN T EHSE AWS ,
BIAWS HIFEH D

3
¢

Z2HEEENTE AWS, MEXEMNHEIER ,

3
r

Amazon Q Developer A Al ST ENNEEFEE , AHBETH, BB, EXRFNIREAWS E
AEX. BTINREEZERE AWS , X&E Amazon Q WERBEEBERE AWS ARETIER , UEE
BExE, ARMEEZENER. NEFHENR , F2RMER Amazon Q HEAE ? 7 Amazon Q
BABRFEET,

TEEAEA

AWS BEXFIRE (IDE) TEHA R T# IDE FH AWS REHNABEXNNEL L, WEEBESHE
IDE Ig%ﬁﬂ’]n¥%ﬂi§ﬁﬂ nﬁxﬁtﬁqqﬂlj rIg%ﬁﬁFﬁ%*H@J )

AWS IDE Toolkit TRER W E N FEFEH FimE& R ER , LLUBA future AWS Toolkit IR ASEVREK, WEE
HEREEEY AWS TEHNEAER,

BHERATHEA AWS IDE TEEAWERERNER , F28 Github FREFTHERAES .JSON X

#, aws-toolkit-common
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
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WFESE AWS IDE TEBAFRE ERNERNFAER , F2Z T 5 TR Github FHESR AWS
HY B RS AF

« AWS Toolkit for Visual Studio
« AWS Toolkit for Visual Studio Code
« AWS Toolkit for JetBrains

AWS Toolkit P AT 7 ERAY R LL AWS BRI AIRES SR H MR Fim&E &R, mFESE @B AWS BR¥E
WE2ERBERNFRES  F2RERER 2B ERBHIAWS FRAXHEE,
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https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
https://github.com/aws/aws-toolkit-jetbrains/blob/main/plugins/core/jetbrains-community/resources/telemetryOverride.json
https://docs.aws.amazon.com/
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HERE

5 AWS SDK fE A AWS g A BT E (fla1 AWS Command Line Interface (AWS CLI) , #&A5L
B2 AWS RS API BB, B2 , EERIREZE , BXEAFEABTHERBEMENEEEE SDK =
TE,

LERARFETHIEE -

- MBI AP NERENREEN, REERARMEYH AWS [AIR[HER, EHALEFT AWS #
RENE S, YA EBEAEAEBNERERA, AR, ©UURELKAFFHTHRE,

o BAREH AWS CLI 2 SDK tMAREBER, FIEERWNE (ZEWE AWS RIS mE) , SAK% 4
fRERE RO RN EtERFAER,

B SDK HTEHZESERR , BUUAEAELERFRELENIINREEA. KERFHR
SDK T ERM—/Y , BLESRZTEWN SDK I , LB IAIERZ G EZNFAER.

BR , RZH AWS SDK MITEHZFRAMETERRVEMRE (KBAFLUIN) -

« HA AWS EFREERE — HAconfigMcredentialsiEREE LA AWS SDK I E
EEBINRENREALN. FAGLERKRREFENIENEAEZXIUEANRE. #
FconfigfcredentialsiERHP MR EHEISEREEMEEA . EAZSEERENH , BTNUE
BETANRERENETRANERTER, E4FEA AWS TEUAGSRFER SDK WA AWS
API B , BRIV EERARZBENRER , UAREAMLHEAERE, HP—EERESEERR
EdefaultiE , YEEGARAREEECANRERFEEERA. A2ZEERA T EAUREE
ELERFHNERE.

- RESH — RERTEOTUREEFERBRNRESH T, #RE—XIARF-ALERNRES
B, ERERAYPTNERBER , CRATUERMEREEL,

AERNHEMEE

« H HconfigHlcredentialstE =

« H Acredentialstg Econfighlig ML E
- RIBEBERE

- JVM REEEMXE




AWS BRERBEHNTA BEES

A configflcredentialsiE=

H A credentials® AWS configMIERTE —HRERE. FHEEZEH (). AWS SDK MHEMT
xFﬁﬁﬁﬁE’J HEAHREERE AWS Command Line Interface (AS2{BEEL ¥ &R RAWS CLI), REBEEH ME

RER , UMEEEAXREEREE SDK/ TENRELEFH, SEEXXHR "HE W, RASLEEY
%EFﬁﬁzliiiﬁf—iﬁqﬂﬂ’JEﬂ@Fﬁ&F, #RE = SDKo

HHAcredentialsiERconfigMERBREEZTE ASCI F 5t (UTF-8 #RilE) WX FER. MFIRE
EEERBR IN SXHHER.

iR
#Aconfigfcredential s FHRE RN EREMMEMIB. LTNERRNESES BERER |
SBUTRNREMALE , UEEFRNERREHEAR,

MRAEEFRENES [default]HidE  REES TS SDK AT EERFERANE. SHATLE
VAR EBHESRERRERE. SERECHAUBBRENERARXNRAIFZTEERATRNREM
=8

(® Note

[default]/\z BRGENEES Y, WBREREZFTUGHE |, default HANBRERAE R
IEERERE , ©2 SDK FAMNTERNER, T2 EMERERREHERNTERE, IRE
E[default]}’*x_ﬁﬂlﬂ RERLEAR  BEXREEZHEREFRE , IEFEAEERRERTS
RIEZKE,

REEBNRER

[default B AN ZEELZMEAIUFERE —ERERP, MTENREK , FEATIERERERN
SDK T EZMANRERRE, AN ERENBTENRES , NEFEM AWS CLI.

BBERETHE S —EREE L IhAE
AWS_PROFILE-IRIBEEE

LIR Eﬁ‘i&nxmé% B ZERERES TTER, B, T SDK IZ2XNiEM AWS CLI IS EHESFERAXRTE

BBGSITHRERESEM LinuxmacOS R4l :

HHAconfigfcredentialsiE®R


https://wikipedia.org/wiki/INI_file

AWS BRERBEHNTA BEES

export AWS_PROFILE="my_default_profile_name";
BBWTITREREZEN Windows R~ :

setx AWS_PROFILE "my_default_profile_name"

aws.profile-JVM Z& Bt

¥R JVM £ Kotlin 89 SDK AKREAR Java 2.x By SDK , A LAGRE R i
Baws.profilet, SDK 2 REAFIHE K SFEAERREETNRE , RIFEXNBPNERE
BEINEE, BAN Java 1.x R EATXELREBX.

e & S AP R AE

ZconfigXHBIBMRLERS, BEREESHREES  BEFEIRELHERERIIAL.
Zconfig X REM U TR XM AH -

- BBPHFIEEEYRA setting-name=value W—HIE .

« BELVESINRBEERAFH (#) , KN EFER,
GilETE ki

BEHEERREEREREREEAN —1T. AHEERTUAFESR ([]) BENER, EFE%ERN, 5
BEEFEBRIANERNBITEE. EUNEAFTE, BF, EF5% (-) MER () , ETREAR
%o

EERER : default
ZIEEZAREH - [default]
[default] RME—FEEprofile BEERFHIERER

THlgEfERER [default]FREconfigEMERER, ©RregionBEMRE. HEIHMEL®E
EEZH , BELERNFIERES 2 MAETEN —B2.

[default]

BB E R 6
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#Full line comment, this text is ignored.
region = us-east-2

EBERFET : profile
HEEZREH - [profile dev]

profileEBRERTRERNEREE , B ERARTRNERRS, EEFFHEBTENRE
B, B2ERL—8 "®REE. -

UTEFIRBRT EBprofiled JEE%%?*H%%Eﬁﬁ%?ﬁ%ﬁﬁﬁconflgﬁﬁfooo FEa3 % —EEE
HEZRZH , BRELITHAEREA 2L ERMETEN —

[profile foo]
..settings...

RERERBCHERFRERE , SIMTHAFNSIFREMN FRE, FHMHE—NZMEER , &
TR E B AR AR BA R

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

EEFER : sso-session
ZEEZHAREH : [sso-session my-sso]

sso-sessionHERTE MR —MHARE , BARRERERE LN AWS 59 FH AWS IAM
Identity Center, MEFREE—BEARIBNFME , FSEIAM Identity Center 5278, BlENXHEIR
BEYHEES —{@sso-sessionify , Hf sso-sessionZ8 , B sso-sessionH oMW EBEHERE

{8 , flilsso-session = <name-of-sso-session-section>.

THIEHERE—BRER , F£A "my-ssos WEBEIE 111122223333, REH
FSampleRoles IAM A& EH AWS B AERl., "my-ssos sso-session BB EEBD
Fprofilesso-sessionZi@RZ 5| H,

[profile dev]

BB E R 7
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sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

EER¥ER : services

EEERFEH : [services dev]

® Note

KservicesHiXERBIFERIMBF] , BEEART SN SDKMTE, BEEEFHY
RERBEANER SDK , F2ERUE AWS FREANETEIERBIEE R,

servicesERERTEME —HREER AWS R WEETREHNERE, GiEXH B BREY HiE
B —{EservicesEpn , EdservicesRE , BMservicesIBrHIBBRE , Hlillservices =

<name-of-services-section>,

Zservices¥OHITHE—L DK FE<SERVICE> = &, HHA<SERVICE>RE AWS IR 8, &
AWS IR BFER APl R Wserviceld 5 ZRATEIRBEHAMEERAUBIIEFENE. NFEE
f£ services BEBRPHEAMNFERKEEINITSHBNFE , F2E RBESERMNEAE. RSB
SHMAMEEERLERE , SEREBMN Y EMEEMEZEE,

THEplEFEAservicesERRFZEmE , LLARER Amazon DynamoDB BR# 2 HEI E R,
f£"local-dynamodb"servicesBEFHKERBEAservices& B2 Bprofile @K, AWS R
515 288 Adynamodb, AR Amazon DynamoDB # F B Ek ¢ 1TB%dynamodb = . FAREE
MHENS I EZRTERT , YEARXERE.

[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

E B ITHEERN AT | FONEES RS,

BB E R 8
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moad a8 SRR TR T

#ZcredentialsMHMRBIBEREXHNHARER , BRTEEconfigX4E85 T LAE R
HHprofile, AERCZEEFAREXHERBAT, THEFIBERESRANREcredentialsiEE
BRfEZRToo,

[foo]
...credential settings...

HAETIEERES "ZiH. MBRRE A #FEcredentialsiEE

A : aws_access_key_idaws_secret_access_key, faws_session_token, #AREBELIRTE
A LMEELAconfigERED , EEZLKELRZEREELMEIcredential siEERH, wtk—
R, BRAUREEASRAERRHEEBIMNER.,

Ty &EHERES [default]i&Ecredential sEENEAXER, ©8%
TEaws_access_key_idaws_secret_access_key, #aws_session_token£i#ikE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

BREREEZEPEADEBMNREcredential sEIER default ™, EEN MR EHSEEEREH
FRMERBREconfigEBBNEMRERES. UEMEBEBRRTHELAMEERZRERNER , A
BREEERINEBREESELIERF.

H AcredentialsiERconfigfMERMLE

HAcredentialstE®E AWS configfER_RR7TF AWS SDK M T EAREFANMNFTER. EX
MRAAHIRES , WH SODK EXRREEZIRREPHITH AWS CLI s S EEFER. flw , £EE2
VER L , E Amazon BHERE EiRETERE D ETHEE,

E SDKHTEHTHR , cEREELERIBAEMATANBRERE, MRERLHKREFE, SDKHT
EE2REEVELER,

HKER  BRURBANERRD | awsEKEBRNUNEhomeHEAEER RSP,

ARERAERX 9



AWS BRERBEHNTA

BEES

ERRM ARVENERERE

Linux  macOS ~/.aws/config
~/.aws/credentials

Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

X HSREITE
~EEU TR T AR E B ST -

- PRI
- RERVA/RFABENTRBFR. EER L, ~/FE~\EHENTBEE &.

REEHS&E , SRET B

- (FFE¥A) HOME IRIEEE

- (REF &) USERPROFILE RELH

- (REFA) EEHOMEDRIVEFMHOMEPATHIR E & 8 ($HOMEDRIVE$HOMEPATH)
(B SDK RTETE ) SDK R TESHANERTHENTMEREE

MRAENGE , IRERCHRBEREETERAENEE & (FIW , ~username/) , MEBITAERNE

RAEBBHEE& (Bl , /home/username/.aws/config)s.
§%E§ EEHQEEEO%En21L

BRI ERA TR —ERER SDK I TEHAELERNUE.
ERREESH
BRLBRETIRREH , #ELERNNERNBRBRARELEREE

« configXHIRIEEE : AWS_CONFIG_FILE
« credentials#IRiEEE - AWS_SHARED_CREDENTIALS_FILE

X B SRE@iTE
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Linux/macOS
A LUE Linux 3 macOS E#T FHIE KIS S RIEE BRI E

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

B LUEIBE Windows E#IIT TS setx ERREEERVE

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

NEEARESEEERENFHRES , F2RAREZES.

HRAE JVM E31TH Kotlin AR SDK AKREAR Java 2.x By SDK , A ARE T 5 JVM REEB
M BELEERNVENBABITHTERBEEEABRE

« configX# JVM R#BM : aws.configFile
« credentialsM#HIRIEEE : aws.sharedCredentialsFile

MEBRUNMEE JVM RFEBHEMNIET , 552 Bthe section called “TIAERE JVM ZFKEBL", BEAR
Java 1 x WHBREH TSI EELERKBM,

AR E LI

RESERHEZ - EHERECHERENERE  BEESARGEESTHITREEEHIRERATER
H. IFEAXZH SDK XENRELHFE K F2REREHEE,

BB TIEF

- MREHEAHREBBIEERE , cEBERRALAAWSconfigMiER+PEFEEcredentialsEHEA
M EM{E.

RBESY 11


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS BRERBEHNTA BEES

« MREFEAEAWS CLITITENZBREERE , ceRRNEARBERTHERESHIRERE T
EA{E.

AR ER IR
THBHIRA MR TRRERERERABY.

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RERREBELEFEANEE , BEF Shell TERRERIEI X BBRAHMREE, £
LATE Shell WRABITETIRPREZH , REMBERRN THERERZIEEN.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

Fset RERERELUSLEFMANE , EXEFHN "ESRTIF . BRERGER , ESRE
ERTENEAL, AsetxRERERREY , @B8FRF " RTIF ., BMREENEERNTE
TREBRBUNME "HERTIFL. BREETEANE, TeXEEHTHTERCHTHEM

IIIIJ TJ She"o

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
PS C:\> $Env:AWS_REGION="us-west-2"

MR B PowerShell B RHPRERESH (WM HESIFITR) , IR SFEEE I TERRISERD
WE., EEZRIEBEERELEME PowerShell M [ IR RFE ] TERERTIFEENR , FEMH 2

AR ERE S 12


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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HEPHREERAERNRFET. HE , BULUSEEFNEEHE PowerShell AERF |, BFFE
future B9 PowerShell 2FEREZEE, NEERRAFERESHIETIERRTPRERESHWFA
B, 52 B PowerShell 314,

EMRF[RESHEE

MREEAERARBEBETRE  LEFEMRERREBNEER, RENERME BT UHHE
BERRPITHNEABEATENRBEREENFIRESY , BURFEERRE,

Hlan | EEFAAWS Lambda , A EZERERESE ., WEFMENR , F2BAWS LambdafiZ A&
R EHAAWS LambdaIRiE 2,

EEREH[ERF  BBEUTUERERETWREEERB TWserverless. yml X4 HERE SDK
RIEBE, MFEserverless.ymlERNWIEBEEN , FSRERRBEBXXHF PN —ARIIEEREE,

EWEGEAPERFRRERRRELY , B - LEARHREN , fINEESNATHEEIRRE
S et ¥ Lambda FESkRY ARGl BB LERBEECANBRNE HXIE , SIBENARERE
BB UK EEREMRE,

JVM RiBME

JVM REBMRE TS —8BRE , AT JVM L3178 SDK (HlanH) 8 EHR&EE AWS SDK for
Java MFE&E. BEAM Kotlin B AWS SDK#NFE SDK X ER JVM RBHEFE , F2REESE,

BEIRAE TIRF

- MREEAH VM REBUEERE , cEBSEREEHPRINEMAE , HEHA AWS
config Mcredential SRR EREEH AN EAE.

- MREFHAHRREEBHIEERTE , CEBEERHEHA AWS config Mcredential sERPHIRERE
AN EAE.

WMMAERE JVM REB 4

BA LS EAARE JVM R B4,
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ERASHUAGTE , £javam Bl LERE JVM R EYE. -DERELARBREEXNBHNE , 51
oG TEHHREREAFRET AWS B £HERE.
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

NREBRBERESE M REEY  BSRIEE-DBH,
ERARREH

MREFEFMETFIRUA JVM RETERARERR , BATLEAIAVA_TOOL_OPTIONSHRIFEE BUIRER
EaTHEE, WHEE Java BATHE EH1T AWS Lambda RAHEBRAR JVM HHTREIBEE
RTIEEE M.

THEFEHEFAEREAFiRET AWS BE £ERE , RIFCHARBREABTHNE,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RERZEBELEFEANEE , BEE Shell TERBRERIEILEZBBRAHMRE, &7
LATE Shell WRABIEETTRPREZE , REMBERRN THEREZEEN.

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

Fset REERELUSLEFMANE , EXEFN "ESRTIF . BRERGER , UESRE
ERTENERL, AsetxRBRERREY  ERERN 'SR RF . BWREENEERNITE
TREBRBUNME "HERTIFEL. BREETEANE, TeRELHTHSERCHTHEM

7% Shell,

BT

BT BEBFERANTEAA FHEISystem. setProperty FEEETHERBHRE JVM RKEB
8

System.setProperty("aws.region", "us-east-1");

/A Important

#E#a{t SDK BRI Fimz 8l , FAREREM JVM REEHE  SRIRERAFmEEEAE
B,
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FERBAWSE , BXERURXNBHNRIFS RN, AWS RBEEATURBRENETRANFEIE , UTE
KA XEREAWSE RN ERXRFTAWSERL,

A TRENBNRERER (TEFAWS)

« IAM Identity Center B8 — AT T2 M REME , RPIBRZBEAWS OrganizationsiZEL IAM & 5
DEBRMEANEERAWS tRE, £ LfEHE M FHEAWS IAM Identity Center, £/ Microsoft
ERH B8, £/H SAML 2.0 2B AEHE (dP) , AR EN IdP BEESE. AWS IREEERE
BHERBERXE IAM F5HN |, 5528 AWS IAM Identity CenterAmazon Web Services — g2
=,

 IAM Roles Anywhere— A LAEA IAM B BREEINS IAM FNERRZL2EAER , LEBENS
HITHRREE. RENERAEXEIHEEHAWS, ZEEEEMAHAFFER IAM AR , ZHNTEESHH
A X.509 B,

- BEAE— B LERER IAM S ERFIREATREELFERNAWSER,

- AWS FE & #— TRER A BN A L8 MAWS E R L £ E B #y H A2 1,

HEAWSHRIRE R #IT 2 BB BRERIT

- #¥ Amazon EC2 #{T{EREEA IAM AE&— FA IAM A% Amazon EC2 #{T{ER L X2t #1T
R ERARER,
o BALUEBR T ARXNUEREFTAREAWSER IAM 5 FOETEE !
« FAAWS CloudShell A &2 & & 1E1TAWS CLIT 5o
. FIRAWS Cloud9BIsAWS 5 E SAWS BRI B A R B 8IB 1 (IDE) B 5t
- BEEANBHZEKEAZRGETRE , FEEBMEM Amazon CodeCatalyst,

BB Web BE 5 BRIREELTRE-THREIAF K Web FEA

NREEBVFRZEFDENTHEAEXSUAFRAERN Web BRERXAWS |, FRELENEMAE
A, EEER Web 57 RBEEERFFAWSZ2HEEAEHR,

BT Web BESy , ZRTFERVEHIIBZRARE , IEELBCHERES Y. MR , ERAEF
AETLERAMNZNNAS G HRMERE (I1dP ) &Z8& , HlinfEAREH , Facebook , AT E b
OpenlD Connect ( OIDC ) A IdP B#, M aAKE S o REBER , ARIIMEEAR AWS 1
FRHZLRR  YEEHEZUFEALZN AWSIRE TERZHFTH IAM AR,



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
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https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html

AWS BIBIREA TR BEim
& BB NMEE SDK HTEEITERE , 2R EREES M OpenlD Connect BitEE,

HRITEBERARER , FZE £ Amazon Cognito, Amazon Cognito & &2 #EBINREA , BETK
REBrBERIE, MEFHFMES , F2H AM EAEERHNTEEAREXEA Amazon Cognito.

ERENEENFHEENA
IAM EREIEEEE THERZ2RHAWSERFINER

- IAM B 5 (ERE, EAEHENS®) — BREAWS.
- IAMHFHNZ2REEY — BBRAZSEEEFABRAWSEAERXKEERNZSER.

B Amazon Web Services —fix2Z B LT ERE N -

- BREIWESENAWSTHE — FREEANEARFTFENSRRRANEEREY,

AWS EB#E=R ID

BRI AAWS B3R IDHEFTAWS IRFZ AR ERHEA S B ERENTARE. HAAWS IRFERE
BIYZAWSERNASR  ITASEERREEZEMAR , BENAWS EEBR IDRREZEA. &7
LAE A8 9 B SR AWS E R R IDELEHR Amazon Hl Amazon 6% A8 T & CodeWhisperer iR
CodeCatalyst,

- FRAAAWS BAFEEER — THRUOMNAIEMNER , AWS B4R DI 7L KSR ID REMAWS
EER IDRE,

{4 CodeWhisperer FHE1TEFE AWS T EH-1F FCodeWhisperer EiEF PRI E RS ID — AR
{i] CodeWhisperer fEFHAWS ZE# X ID.

« CodeCatalystl2-AWS B ID 5528 Amazon A CodeCatalyst E#5/ — 7 1
CodeCatalyst fEFHAWS E# X ID.

IAM Identity Center &%

AWS IAM Identity Center RFEIFAWS FHERE EHITRBIFRM AWS BRHERS . 6w, &
SHEURECHABERIRE, MREEE AWS R LB , #1400 Amazon Elastic Compute Cloud
(Amazon EC2) AWS Cloud9 , ¥ , BMIERLRARKBRENESEAER,

EXHYERED , L2EY IAM 5P 0FEE | XEAR AWS FEA OB AWS CLI
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/codewhisperer-auth.html#codewhisperer-auth-builder-id
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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- AWS EERA ORI ZREFEEA IAM 5P ONBERMLE. ButigxXAd-
XXXXXXXXXX.awsapps.com/startsyour_subdomain.awsapps.com/start. A AWS 7
WA OB, B eR AWS IRF Y AZEAERENAE, LEFSEA AWS FEA O
REN{S SDK/ TERERFAIENERE.

« T AWS CLI AZRERELRH SDK HITE | LS EREXIBATZHA API FEIUER IAM 59 05 E.
EBE—XMEFSENENELE AWS configiR , AR ELHTENGE  SODKRTESEARX
EXR,

R IAM & 7 RO ER AT 7
SR EMFIELZEREBEENERSE

MEBEEEARA IAM B2l | E2BEHAWS IAM Identity Center EIEEH M EE IAM &% &
o

BETIHEP—FEHEZREFIEN AWS 533
IR EIEIB IAM Identity Center 37 7 Bl

1. RBERAEEREPHTERR IAM Identity Center B k278 EF & FEERR |, LUFTIEAWS IAM
Identity Center {& fi & Y ¥ 8 EEFF Al

2. AdministratorAccessERETEANRERMR, RIECHNETAMEMNEITH
i]PowerUserAccessiEPRE K RARMEBBEEAALEERNERE,

BXERATERN IAM 090 BSFEFETHENREEREFIER , B8 —

« REEBYAdmin teamBil , MRE M Dev teamBifl , RERER RPEYR L ELE,
- BULERARENERE K BXEBERENEEFHDev teamBil,
s AEEVAdninistratorAccesstEPRRE , MBI PowerUserAccesstERE , REERR

PECLLERR SR
TERE , BEZEBATRE

« —{BDev team’MH,
« BEMKIMPowerUserAccess#EfRDev teamfE,
- WHERECHIEEDev teamFiil,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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3. BHEAORY , REBAXABEALUEEAININistratorHAE EPowerUserAccess, AWS IRFE
EfFEHA I E /SDK PowerUserAccess ERERULLIEIE,

RERAWS BEEFXEENBE S MRAR ( H120 Microsoft Entra =% Okta ) 54/

AWS FEiB G D REENAOMBLEA, MREMH Cloud EEEER F& PowerUserAccess (A
E)#ER , BEEIEAWS IRF EREIRNERIURENERE, CSEFTESRS , FREAX
FAEFBRUABRXZFT A FEURS NIEIE,

HEBEF, TREELETERR , AINTRANFIERE, FETHEEEABEFFTE ,
18/ IT BB S RIEE,

AR AR

REKALE AWS BEFEEN AWS 5B FHE

AWS iEiB AWS ZEA O E A, MREM Cloud BEEE B FI& PowerUserAccess (A AS)
R SE2FIEAWS IRF ERERNERURECNERE, SSEFUERBEE  SRFERAXH
ARFRRUBRXFFT A FEURS WREE,

RERLULE AWS BEZEENBS BERS NIRAHAREIE
AR AEIEEY |IT BB S RIBE.

SER 2 FE SDK M ELER IAM & 5

1. EENREMEL  RESH AWS CLL

a. =2 (AWS Command Line Interface fEF#EFE) AWS CLIFH (ZHEHEH) WEHIR

Ao

b. (EEFEM) BEERFR AWSCLI RAEEEE , FHBGSRTIFTAHTaws --versionds
AL
T o

2. BAAWS EFERAOME, ENEETegRML URL , SIEEATUEBUA TSR 1 BUHER
RNEFBHHTESRST. MRERE , B https://console.aws.amazon.com/singlesignon/ BY &
R EHBEHAWS S5 F A8,

a. TE AWS ERAOMH RF]) ReIEBF , BENEEENERIRS, LEFSEREERSE
HEGE, BE [FHRSR) LNETSYNRRNEEERENEARITER, FRELES
K PowerUserAccesstERE A SR EHNEZTEYNEMERERERZKERERETH
%,

b. EHEEREFYHFAED | EEMacOS M Linux =% Windows , EEEURAREHNIEEZRK,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
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c. EEIAMEBDHRLBAERSGZ , LB T —ELBFIENSSO Start URLFSSO
RegionfE,

3. EAWSCLI &SR RFERLH , #HfTaws configure sso@m$. HEERE K WALEL—ES

RN ENIERRE, MESEI AWS CLI et oHFHHE , 2B Haws configure ssofg
ERTELENRER,

R CLIRREESR , RMNERCERRERARR A7, EENEHRBIAREERR (B
B) REEREBRBRESHNER , F2RH O #HiLE,

4. (BEEFEM) E AWSCLI wSRARFH , #iToiaws sts get-caller-identityHREFEER
PREEERE R, CEESEREREN IAM &5 P OERE,

5. WMREFEANE AWS SDK , FERBIREHA SDK BV ERAER.

a. HREL SDK, SSOOIDCHA AL EMEH (FIINSSOM) FIBELWEAER | TrEFEH
IAM B2 FROERE . MNEFMENR  BF2RENEE SDK,

b. MBHLERNSHREFIE AWS , FHRELEHNEA AWS credential siERE S EHE(AE
EAWS FHIE . ,.,\,léiﬁﬁ'ﬁﬁlﬁﬁﬁﬁ%\ﬁlﬁﬂ@l , SDK RTLEREHEHEHELXIEFT
A IAM 5P 0BEAER,

HB SDK ITENAERALEEEHNESFEERBURANE  BSHEM AV 5550595
=,

RBERENITERERRE K SHENRKLBE , SOK RTESBIRFER. EEEFTERER
EHMEETWMAOMEL T/ERE , 55FEH AWS CLI K#i{Taws sso logindif.

BRBER IAM &5 O0FBA O TERRSERBMERE TERRISERE. SEERET
DTEABHRE  AREFEFEH. AWS CLIINFEFMEN , 5268 (AWS IAM Identlty Center
ERERE) PAILTERE .
« IAM B BRI O THERERISERE — SREEAEF AWS LA O#FYE TER K

*EIZEFIXL = nﬁﬁ%ﬁHTFﬁ nXI_ = nﬁ*‘r%ﬁ

0% SDK T EMFFE IAM B2 OBREREHHMET , FSMAEEAM 5250 BREH
Eh,
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https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
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IAM & 9 FR /OBy ¥ B 1R =X

UTMZAEYETHREERNBREMEEAWS IAM Identity Center, #H¥ &85 BaF B , AWSSDK
APl IRAXX A EEAE IAM 2R OTENEE. MEEMESBREEE,

TRERNERBBERI 2 ERIBER.

IAM & 2588 Bl 0% 78 FRREH API B8 IR
a5 Bl H s SSO AR TAWSE—& A, BEH

W& , 1B sso APl @& =R
SREBEEHRKRER , URMEE
WA, MEFMENR , F
ZBAWS IAM Identity Center
FREETH IAM B FRLE
Han s

IAM &5 HOEEE RARBREE-—BEANEEAR,

AWSTFELA O#8h URL IAM & 2 PR F
EEM URL , fi
Whttps://xxx.awsapps.
com/start . EAILEA
IAM &5 HOLBARIZEAL
A O,

IAM &5 O FRACORLE BRESH REAHFBESEGHRBAE.

ERETEREE SDK = R EF A ZRAWS AR 7% 15
FIREAUEY IAM TAERSER, 7£
FERFIRF , BUESER
EEEREBERS TAG IR
Bl o

HEPREEREE AWS B A& SDK BEfAR KZHAWS AR
BIF L EER (B —RAA
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IAM & 55 35 B BBEN API £ iR
BB 4RHE sigv4 AWS fr% A ) . 73k

EXF®T , BUe@EIE
RBA TAGRERE. .

IAM & 7 RO BREREGE SSO RBEREMKE WAMTERISRRRE | BlaniRHtThae
By R RIS R,

ARy SDK SRRBMAR T R AWS BRFE

IAM B2 H0 AP| SR EBEREABRRIRA sigvd BAER ., KZHAWS R 2 sigv4 APl , &
— L HISER , BAmazon CodeWhispererflAmazon CodeCatalyst. LA FEREFFZIB X B A £ EATRE
NN BAWS AR 04 1Y 2R AT IZ FFAWS IAM Identity Center.

B AWS FELA O #vh THEREER

- EBFERAEHREEATERBRRRBER,

- £/ AWS Command Line Interface (AWS CLI) FfJaws sso loginiE®. MREEREEAF
M TIEREER , ESREFHN IAM &5 O THERE.

- BB IERER , £EKREIRE IAM 525 F 0N ERZEEBNFERER. AWS CLIE
REFMEETEMREHSEERH SSO &7 JSON X |, MEEA# SDK £,

- MRZERKBEEAPHIERE , AWSCLIm TS EERERARENITFRE , YERE ITHERKRE
HFIRH, &EBRBNMAERE IAM B9 F 0 TERBHRE | 52 BAWS IAM Identity Centerff
EEBTNEREFAEAWSERA ORI THERBNISERE,

- TEMBRRELREBERE 90 X , R BEEEANER,

SDK fAIE{SAWS RR %ML B &

A IAM B2 0B ANERBTE , IAM S2F0REARBNEARIHNEAER,
- BUYRAFER , BB EFgERTRBETR.
EEMEH IAM B9 FO0E—FE AR sigvd APl B AER , SDK 26 IAM § 9P O EFEERERE

IAM TEFEER. It IAM THEEERBAERE TR , EBBRER IAM A RIEHE SDK FIAWSTEE
.
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https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain

AWS BB EAAIT SEEE
- BRETITEMBRFERBRE LR IAM &5 50 TEERFERBRE.

- HEEBRBNMARERRE THEEERISERE , F2BEAWS IAM Identity CenterfE i & {5 rR PRI
E TERERISERE.

- FEE , EAZH AWS SDK API X+ | ERREAWSFE R LB AFEMN sigv4 FBFE,

EREEAERSRMEY IAM &2 F 0 APl EE E SDK, getRoleCredentialsSDK K A Fim ¥4 &
FBER IAM A ERFEIUAWS BRI , BHIINER Amazon S3 B HERE h I FRETE, B ERY4 L
BECHELERERTRE , EZIERETERBRIIHAL,

TR EREIHIMERN

EARSSO ERREHEEE K SERAENEEENEBDEMBER IAM 55 OGNS/ FEHE
o

- MR SDK EREACKIBTHEEIBH , B SOK SEARF S EELABIHNFBTE, IAM 5
SHOEHREMBEEEMEEN IAM 55 R O0FIA ORW TERRSERE. MRENEEE
B RBH , IAM &5 OS5 —EFEERETEE,

- WERERTTRARENBRERAAFPRNERE THERE  SURTHAFRAFREE,

18 , R 1AM F 5 R OFRA QB TERREBH |, AITSRENNFIER. Eit , BXEHR
EREFERE, AERGAFENRIERFRE TERERERE , e B (MAFEKEE
X)o

FEMEILFAFRNEXNBHEE IAM F2P0TEBRIMRIAYRE. ERRATEREUE
REEFERE . EEHABMNHBTEZE , ENRBREEZLENNE P indt R BB EMBRE,

ER—T , E SDK EEFHERERER , SOK EEAREZETETMERNRERH , UEHSLR
H, ERFAEREARFAFHEREABNRBNREAF R , HEALEE, MRKTETERE
%, Bl SDK € 1Y IAM &5 F 0 AP UESFIHEAER ., EFM AP, eEESBTE, MEFER
A CIBH  SDK EFAEFRREERERR IAM B2 0 REMESHNEFEIER ., MREN IAM &
S HOFEA OB TERE S RIBE |, RISRELER,

|IAM Roles Anywhere

EAILER 1AM BERERE IAM AR ZEZEAER , BRREABATHMAMKRSE. FENER
BAFTHEEHAWS, EEEE S ER IAM B | BN THEASHELEAER X509 BFE. EHER
EEESEIRUEBENLESR , UEK IAM AEBEREALNEAERRMLE,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html

AWS HBERBEHMTE BEERH
SR 1 BRRE IAM AR

IAM BERERE -—ENSEMNNTZITEREIEFNREEAERN G EAWS, SEHESHE
BEREEMVEY , UEESEE AM SEeNEREAER,. LAeTREEXNBEA AM SelEE
TEORER , THEEHEEEMNT,

MERECEHES. IAMACKH IAM ACBERERENTSE , 528 IAM SAWS Identity and Access
Management&FEREEAEEMTHEEE L EEHEMARER.

® Note

IAM BEBEFAERETNRERENR IAM AEMit A RETFNBEHS, CEAE
AWSconfigX R EE X4 &R,

SBR2 FHEESHIAMAE

HERIAM AERENSHEKZEEAER  FEA IAM AeBERUNEAERHBS IR, BRET
EEE IAM BEEEMETNEERER

METHRIHHERXTENETR , F2H (AM BAEHEEFERAERERE) #1 "REMAWS Identity
and Access Management8 IS REZEEAER, .

HEEIB AWS SDK /A IAM AeBERHNERREZEEAERAWS CLI, &8

EHAAWSconfigiERHhi#iTcredential_processiRE. SDK FIAWS CLIZ#
Fcredential_processABENEEREFEFRME, UTEREREN —RE
¥credential_process,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BT Efcredential-processin v &L Ecredential_processiREMBTHERE JSON B &
ERERE. FEE  ETEBOSETR  EREBRBIEER. XTTEEUTSH

« private-key— HEERZ2ILZSBHER,

- certificate— BEMEE,

« role-arn— ERSERTEFZAEHN ARN,

« profile-arn— SREREN ARN , T A EARIEHYEE,
 trust-anchor-arn— FAREEZETHEMN ARN,
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
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TCHEREESRZIEHEENILZE®, FIE =18 ARN EHF JLARESR, AWS Management
Console FHIEHIFE TR —EHAconfigR , IR RS[NERH T AT RRE

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

MEEASENEMBE TENFMAENR , 528 L GitHubt IAM BAERBESE AEREF

B SDK BEREASNERBRREHENFEGEE  F2RALEREFRERHAEDH,

BEEAe

BEAGTREA—HREHZEIBRTFRETEELIFNAWSE R, EXEREAERHERE
81D, AETHEB/NELLFHHER. BT HBEBAWS Security Token Service ( AWS STS ) API 58
RNEZER , 2B AWS Security Token ServiceAPI & iy 1E,

EZER SDK I EREARTAR , X AXEBIUSRNERINEEAR, IAM AEREHAR
Amazon ERETE (ARN) KE—BBIH, ACES —EEREVEIER. CALACGHZEIERA
BERAWS RIEHEE B o EAIRMHESR OIDC 5 SAML B2, AWS IRFEEHE—-S TH IAM A& | &
20 AM FAEERPNER IAM B,

A IAM % NRESINZACNET, BUE SDKRIEREATAACEENER. EH
BE—% , ELEE IAM A5 B S 193 OpenlD Connect B#E&,

R 1AM A
BERAGE  AWS STSEHE —ETRNL SRR, ELRBRELMREY  ARALNERE

TN TERBRREE. BRACHEMRGIIFEEAWS IRF KB Amazon EC2 HI Z{EAWS 1R
F , AWS CodeCommit##if# A =& P #h 8 % — @& 5 AWS CodeBuildo

SR REIAM AR

A2 SDKTEREARTAC , ELALBUTIINERENBEAC, AM AEEERAAG
ARN ETHE—@BEIN . AEERAGEREYEERRK  BERELNIRFARBIRFFRN, FEiE
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

AWS BRERBEHNTA BEES

FSEB2:RESDKHIE

FRE SDK s TE L ftcredential_sourcemHE8R & source_profile,
Fcredential_source ¢ Amazon ECS &25. Amazon EC2 H{TEERNREESHEMEEAER,

Fsource_profileR{EHMEREEIBH D EH. source_profilett XEAGHELE , ERRE
BHEE K HPBRENACSARBIEMAR,

ESEREEPIEEHESN  SDK R TESEHAEHTHEN AWS STS AssumeRoleAPI
W, ZEEBRFXACKENMERARERE , MELXHAWSconfiglERFPIEE THHEREE, NEE
LWEWFMERNR K B2RAERACEERM %Eﬁiﬁﬁ"o

e role_arn-R*REBELTR 1 HFEYH IAM BE

« Esource_profiles credential_source
© (BH)
- ((ZHA) external_id
- (EH)
)

« (#H) role_session_name

duration_seconds

mfa_serial

THEFFEREAconfigERPMERRACRIBENHERE -

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
credential_source = Ec2InstanceMetadata

NEMEBRRACRIFRH{ERENFREN , F2RIERERACRERHAEPN.

E244% B 12 5% OpenlID Connect B#E3

BUSEGINENTHERAEXNRUAFHKAEREN Web ERERNKAWS , 2EHEBEB LA S 5B
RHE (dP) RBHHES G 9 FEHEAWS STSHE —HAREZEEAER., A REENESS
& Login with Amazon, Facebook, Google SREAEL & 7 12t EHAH OpenID Connect (OIDC), fE
RltE  BHEAETEEECHE SAWSH IAM H5

E2{84% 5195 OpenlD Connect B3 25


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html

AWS BRERBEHNTA BEE

[

R EFEH KR Amazon Elastic Kubernetes Service , RltthEE A R A B ERSFIEETRREH IAM
A, Kubernetes I2Mt#§ OIDC B BB Z AR REEARNESEHFEINER[NIGE, NFL
Amazon EKS #HRERVEFMIE A , 552 E Amazon EKS FEAEREEHNREIIRSERAN IAM A€, &
B, MREBHEREAHTE , RAEZRERA Amazon EKS Pod &5 , AEURIEEE | SUEUR
ItIEIE,

SR RESDHEBREEEN IAM AE

EERTEEANI IdP WBS , BEA IAM B0 EHEERBEAWSHIANES IdP R HERE, EFERAWS
IREERHNER IdP 2 BN E1F. 4% SDK FREAMEA Web B0 ERETRB R , BLNBEERES

DREBIRME (1dP) MAREFREN IAM &, BBHEITRE , F28 AM EREEEPNEYEE

59 A5 OpenlD Connect B8 (£1248).

SER2 . RESDKHIE
4 SDK RIEREBEAGAREN Web BOEREITHAWS STSHE .

ELERERETREELEBR  SDK A TESBEBHALEITHEN AWS STS

AssumeRoleWithWebIdentityAPI FEY, FEFEH Web &% ERBHEEMFEA RRRE , SELA

AWSconfiglERFIEE FTHIERE, MFTELRENFMER K F2EBRALTERHUEREER
B,

e role_arn-*BESTR 1 HFELH IAM BE
« web_identity_token_file-ZREER IdP
- (#HA) duration_seconds

- (#H) role_session_name

LTREHREE Web BN ACHNHEZE config N HEERRA :

[profile web-identity]
role_arn=arn:aws:iam::123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token

(® Note
HRATBHERRER , FEEME A Amazon Cognito, Amazon Cognito & &2 BINKEA |
BIEERAELBEE I, i , Amazon Cognito B HEBTEGREME o HER—#&
BE7E SDK T ERULERES., EEFH Amazon Cognito API |, SEEHEHSEE Amazon

E2{84% 5195 OpenlD Connect B3
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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Cognito R Fis , AALHWHBREAITETESRENE, MEFEH AWS SDK HiEEEE
A , 5528 Amazon Cognito BIZ A B PFEISE I,

NEMERRACRBRAERENFAES  F2RLAEEERALTEREEEDN.

AWS EFEH£i8

FREHRERE
HMIEZENE SDK T EREBFEHIAM Identity Center BR FHIE R T 4P RIS B IS RIRE,

A , EEERRE SOK RTENHRRE  HSREAENERETR,
A RIRRE

/A Warning

AERLLER K THESEABRICEAEEERE , B2EH IAM EREETS T RE. H
i, BEEABSIIEMS 2RRMEE , Hlan AWS IAM Identity Centero

EEFE AWS IRF

EAZEMBEEK , RIMEZHELE AWS Organizations & IAM B2 UEEFAE ANEE AWS 1R
F. MEFHMENR , F20 (AM E£AEER) 91 IAM PN LM SEEX,

BAUES DB P OEIFERE. FH Microsoft tEFTR B 8. A SAML 2.0 9 H Al HtE
(IdP) , RBEBIASEE 1dP BEZE., AWS IREFERAEF—ELZE K BUUAFAERHE-ZAE
B, BEOALRFEITSZEERRE (MFA) , YEAEREREAERETFR AWS 1RF . EHE IAM £
BAETRE , AMEAZERTHEANRBEAER , TRESEMN AWS ERN L ER,

EHYWDPBREEY IAM R E

MRETEE AWS |, AU HIE IAM ERE , RREATCRATHRERELRRTRENAR
AWS ., 2BRTUEASEEENRER  BRMAZBEBEEIEREZIMERE.

HRUTERARS , £PFARER IAM ERAETRREESE AWS !

- BAMRERA AWS SDK T E |, WA FEIRE AWS BRI hETRE,

AWS FER & 27


https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS BB EAAIT SEEE
- BITHEMNESE. TENEATIBEAIZARFNERLER , MAZEN -2,

MREEELERARPILINER IAM EAE , FRERERE IAM B5HO0BBESE T REE, AWS
WRF WMEFMES , FSETH AWS,

R2H IAM EAEEDNZR

B E it IAM EAEFRER. FER IAM EAEEETRIEFNSRPHIES . WRERA
HERNMHERAT IAM ERAEFNER  FRILENEFNER,

IAM EHECHSREREEAMEMOEA AWS credentialsiERh, FOERINEHFHEF IAM
FHEFHLB., F2EEMRAEAREELRRITITE AM FREENERNERER. HABIE

( BlanFIRIE R git-secrets ) AIEBAEBEPEBBREERRRKE Git FRE. WEFHEF , F2HE
IAM EAEERETHN IAM 9 (EHE. FAEFENAR).

EERE IAM EREUBKER  FSMN EARIRBELTH.
ERERERETER

KPR ELEHE SDK HI EREHIAM Identity Center BB R B LR TERRISEREEESFR, &
B, BRI UERTFER AWS FRAODMALNERRESR, ZELRRBH K FEEERHER. Bl
EREEREARIRERR  IAERRBHEARESEBWE,

E A TEAWSZ LA D8 v A IR HA B R R ERD AR 5

1. E*/\Fﬁib\%tﬁﬁo
2. HFRBERY, BLTIHEENEXT , EXEM ETHEPNEREREAL.

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REER, BRBEAE~/.aws/credential sSEZFERENAMBARRMK L, HERITE SDK
RITEEREEREERBRAERFEAN [FEY] SEE.

4. ZE A AWS FEA O#uk,

5. BEBUTFHEAEREMEBEEET , RENADHEEER IAM AEBEAWSAERL,

a. BREFERERTITNSBR 4, FREHUENHEREREFFZEEN IAM £E6E8HE. LEERE
B 58 {PowerUserAccessS R A SN ETE,

EHEE 28


https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials

AWS SBBIREHT T S SEEE
b. HMEFIETTINLER 7, BTN "FHEREETEEENESAWSEHBAER, #E A
BERAR,
6. BERNEEWI XA McredentialsiERh, MRLBFANVRKXERE , AIFEEELE
HdefaultREREHE. BHERENTAIR.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21Q0oIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. f#1F credentials &%,

SDK ZEVURBAFRE K SFRELKRHFERLANSEER. £ 5a FIEEN IAM BBERE
EREHERHBENERHR. KRREEREAS 12 D,

REBRBM%  FEESR4IE T,
ERARBAREETER

/A Warning

ARRLLEKR A CTHREAREIEAEEERE , FOEA IAMEREETE?RE,
i | BEEABSIIEENS 5I2MEE | fltn AWS IAM Identity Center,

MREER IAM FEREHTENT , AIFERIREFRHN SDK X TESFEHHE AWS credentialsAE
ZhPEM IAM EFREZRAER TR, B IAM TEFNLZLHEER , YRREBRE IAM 55
RO EAREEAER,

BENEEESNES

P =l
=

T

- BAERBIRFHBRBIEFIAWS BiR. ELEAERAZRARE HIR RS FEUANRHHEIE LR
ﬁ

- BOERABRFXAPHENZHEZRABEEE. MRETPERMT  AESEREEEAE
BERE , Sl ER LEERINEREER,

« BNEERESTEESRENESR.

o
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp

AWS BRERBEHNTA BEES

- AR BEFELHA AWS credential sSiERFHEMARE G UM FRET.

ZEEERBENHEMES

MENARZEEE AWSAWSFREN —GTH , B2 AWS —lSZ RTHW2ZI  BEETYE
H

- EAE AR Amazon Elastic Container Service (Amazon ECS) {E#E#IEH IAM &,
- fEFATE Amazon EC2 #11T{E#R L HTHEARERN IAM BE,

SoRAGH - B AWS IRFP
ZEFEA IAM FEAEFZER AWS R , BFEE AWS tREF AWS EAEE,
1. BMIES,

EEBY AWSIRF |, B2REGBER : B2F X AWS FAHG ? & (ZAWS Account
Management Z#55)

2. BUEBEMFERE,

BREMAREREIRSE (ERIUNIAIRS) RENEEEESERE, ke , BRI IAM E£R/E
ERNEVEEEAETNGRR  BEYEEEAERSE,

BUEEMCAERFLGCHZAFEEN R K FHLBHENRERAEIRSE , ARCEAEEIRS
EXMEA,

FHTEEE LITEARER AWS SIFTERARANRE AWS, REFER , £FEEUE
CTHRNERE, EREIBRFAR., NFFEEF , F28 (AM £REER) PHNEARKE

II"*
II"* n

SR B IAMERE
B IAM EREERPWNEL IAM FHE (F2E) BFREML IAM FAE, B IAMERE

RF -

- RIFEZBGIRE [R4EF A& FEUER] AWS Management Console, & Al EIE MG EEIREL
RIBEPHITHRENES AWS BRI HEMWER , flanE AWS CloudTrail ZETAFHSERLE
&l Amazon Simple Storage fjR% , EEHIEEXBRREEE,

RIFRE 30


https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console

AWS BB EAAIT SEEE
- BN RRERR-ERER] , S#E [EEHINRA] R EEMAERERGLERE,

- Z8 T AP, SDK ZhE2 & fEH Amazon S3 IRIEMAE G|, ZEEZEEAENEHNTEREE
Amazon S3 , FFENEEZEZIWFEAEM AmazonS3FullAccess BUR,

- BURHBZEFARRERRARIERNBELIER,

SR 2 EENERZER

1. EIAM EEANEEERP , BRFERE , RAREINEENEILFHEN User name,
2. EEAEEEL , BT BEEA, EE , CEHE8T  ENERIENEHR,

3. HEEUFHES|IR 1 H , EE [THME (CLI) = [FHEXT], EMESZRAHSELR
SDK — 2 EAMNMEREEN T/, AWSCLI

4. HERUEDESRIR 2+  GARARRLENT -5,

5. BERMNEHEWMIRIF , BERMTHR csv BR , URFEFIE IAM EAEFRESRNLETIER
EIJ CSsv 1;'*0 & Z‘fﬁﬂ iu&tﬁ%ﬂo

/A Warning
ERABENZLERREBRELBENZ S,

6. iZH Done (5EM)-

S 3: Bt Ecredentials ¥

1. BIUFARMEAN AWS credentials B8R, EEER2FMR Linux # macOS RFE LAY
~/ aws/credentials 1 Windows £ # SUSERPROFILES\.aws\credentials, HEFHEE
, B2 RRRERNNE,

2. BUTNFHBEHLAMN credentials X, B&H| ID BEMHHRSIBERRAREN TEH
B .csviERHPHE.

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. MEESR.

EmRE oY


https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html

AWS BRERBEHNTA BEES

HHAcredentialsERRHERENEERALAR. EEHALREARESZE  FSAWS FHE
BREREEELHE., ERELHACEAN—EAX , ERMERER[RERE IAM 5P ORHE AL
BEAER, BRERARBREECE  BicBtEAcredential siE R MIERIELFRE,

£r¥f Amazon EC2 #I1TEBEEH IAM A&

AEFEEIRELE A Amazon S3 FZHUER AWS Identity and Access Management & | LAEEIE
E| Amazon EC2 #TERHNERAEXREA.

A Amazon B EEEHHTEE  FET IAM AR  RABKEZAGHEFEHEE T EH Amazon
EC2 #i1TEE., WMEFMENA , 32 Amazon EC2 FHEEEPHE AR Amazon EC2 # IAM £
&3 Amazon EC2 fEA & &R HViE A Amazon EC2 B9 IAM A€,

By IAM At
37 52 Amazon S3 M EVER 1AM B,

1. & A AWS Management Console YRR G 2 R FEVEEE XS |, BiEA https://
console.aws.amazon.com/iam/.

EEBEEKET , BENAR  RARENEVYABG,

st EEREENER] , £ (EENERERE] TE&#E AWS R%

EEARBIT , EHE Amazon EC2 , REEMT—F,

HRFMEEFA , FRERBEP RN Amazon S3 EEFIHZEIG IR , RBEWMT —F,

WARBHNER K ARENEVUAG, FLELEE , HAME Amazon EC2 H{TEBKERE
EEERE,

o g kA w N

RRE) Amazon EC2 #{TERRILIEELHN IAM AE
O] LAEF Amazon EC2 X AREIEE IAM A8 Amazon EC2 #1T{EEE,
BB Amazon EC2 £ & IERIm Amazon EC2 EA &SRB R EIBITERE.

E 1223 Review Instance Launch (12 #1 1T B 88 Bk Eh) EEEF , EEX Edit instance details ({REHIT
ERFHEER), £ IAM A | BESETEIHN IAM A, KBERERER.

(® Note
LHEEBRUSEARANRSFENSINY , LEEIHTER.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html

AWS BRERBEHNTA BEES

EIBIE{E IAM 1 Amazon EC2 5%7E , B LA ERARER EBEE Amazon EC2 #1TEE , Y EBY
Amazon S3 FRFEH BEVFEVERR .

Connect £ EC2 #1T{H &

Connect £ EC2 #1TEER , LIERKEFIEARXNEAIZITHER , REJTEAEN, EFERS
FRRREHITER Z key pair REI D HIER ; B2 PEM EX

&R LA R Amazon EC2 A EEE T Amazon EC2 (£ &M P RVEREF AT ILIRE, ERE
AALLERN F A ER R BEMURERIIHNITER.

WMREFEANE AWS Toolkit , BEHBAIUUMEA Toolkit BEEEHITERE, WEFHMET , F2EEM

R TEENSEEREER,

£ EC2 MiTER LATHI/IEARER
1. HSEARNERE S MURERTINT AR,

WMEARMMAGERERI AN TERNFEES , F2H Amazon EC2 A EIERIM Amazon
EC2 {EFH %?H ﬁo

2. BMBEAREN, YERHITEREFRER LNVERMR.
3. (BEEM) MRERAEACEA AM AGRHENEAER.

a. & A AWS Management Console ¥ Bl Amazon EC2 £# & , #8ikA https:/
console.aws.amazon.com/ec2/,

b. ZBEHHTMER K ARBEBEE. MTERRE. M/EUL IAM 58 IAM B,
c. BRITERAERN 6 LHFZEEDERZER.

Connect & EC2 #11T{E8 33


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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RESE

SDK #2#. AWS [RFMMIRERNET API ARMEN —LEETF  aR50RE  EXTAS.
At , SDK EFEFNRBRENARFERNEBE , MEARSEARBNRE , AREBRAREREK
;R ET

BRLETHSHPRITHEARRENFEES

- AWS SDK M TEBRENBRERHE— BZE SDK REMNE RBRERHE,
« AWS SDK #M T EFE%{thae— B ZE SDK BELNE RIbEE,

BB H P i

RTURRESXHE AWS IRE , SDK EABEREFHEE R, AWS REGIW , WRENEAERX
FEZE Amazon EC2 , BHWERAEXNEE I —18 Amazon EC2 AE w1 , MEREZBREETR
B, R%& , BULEARKEES KO ERZEHER AWS ki, EAZE SDK F , REEFIRHERET
Y, AEXERAREZHBERNSERKAEZ—BHFNEFR , XEATRNEE DR — R

HEEKR.

RENEKIEF

SHRESHREKRZE SDK XEMNINEE, RBEMENHEMIEE  YEZSFTEELEEZ AWS REE
&, FiE SDK#E—RINVE (RRKF ) , efREUEREBRENE. ATE2REERELIE
F:

1. ERBEREZF R LRENTARRRESSBEEAELMEMRE.

- REXTFUURBESEEELETRE , YATURBREEHHEFUNSEEELETEE, HR
AWS CLI 8 AWS Tools for PowerShell , EX S #RABERESTHRANSEEEZS N
Ho HWH SDK , BARERITUKASEEHL AWS BRI AFRRRENHRFTREN S B
N, REEREFWUER AP BFRRENS BN,

f£PR Java /Kotlin : EMEXREN JVM REBMH. MRERE , AEeFRAZRERRERFiK.

RE RREH, MRECRE , ASEAXERZERF K,

SDK 8 EH Acredential sERMWRE, MREBHRE , AFREERHE,

RENHAconfigEx, MRHBEFE , SDKEFEAT,

« AWS_PROFILEREEHH aws.profile JVM REBM AT ARIEE SDK HAKNKRER,

o & 0D

BIR¥K A F i 34
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6. HEMEM SDK RIRBEABA FREMN IR

(@ Note
RESDK MIEMRESUREMNIEFRE, I, — L SDK M I EXFHEMEFNRRSHY
K5 %E. Hlan , AWS SDK for NET X E#HEA SDK FHEMNEHMKR, NE SDK KT EM—
RUENFMAEN A F2REMER2 SDK T ENBERE.

IEFREPLES EBEIRFABREMS E, Flin, WREEHZconfigERPREHIBE |
AIRBEHE SDKRTEEAREHMUER T ERINAEAZREE, EXKE , IRE
fcredentialsXHHPHE—ERE , AEERAXRKEMTREconfigXFFHRIINRE, NRE
EARENERBREREEY , e8BBcredentialsMconfigERPNHRE. &E , EERKE
(AWS CLI S8 B{T2 8 W API 28 ) IR BHNRERBEZX D THEHMEE.

ConfigiEREHEFE

ABVELR A AWS configRABEETRFFIHBEHRE. ©fIREKMEN , YREEMBA AWS ik
. SODK MTE WA EH —HNREMRRLH. FEEFEHMEL SDK HITEXENREMRE
2y F2HERXSE SDKHITEERM,

REER FHER
api_versions — AR AEREER E
aws_acces AWS FEEi8
s_key_id

aws_secre AWS FHEi8

t_access_key

aws_sessi AWS FEIE8
on_token

ca_bundle — R AEREER
credentia EFRiEgE
1_process

ConfiglERFEFE 35


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html

AWS BRERBEHNTA il

BRERRE FFAERA
credentia BERAGBREREE
1_source

defaults_mode EERBRETER
disable_ r a5 R B
equest_co

mpression

duration_ BERAGBRERMEE
seconds

ec2_metad IMDS FRRR IRt E
ata_servi

ce_endpoint

ec2_metad IMDS FRFRIR{HE
ata_servi

ce_endpoi

nt_mode

ec2_metad IMDS BRIt E
ata_vl_di

sabled

endpoint_ I IR E
discovery

_enabled

endpoint_url BR 3% 45 7 in B
external_id BERACRERMEE
ignore_co PR 7 455 XE Ui Bh
nfigured_

endpoint_urls

ConfiglERFEFE 36



AWS BRERBEHNTA il

BRERHE SHHEA
max_attempts BEHEITA

metadata_ Amazon EC2 &l st 8%
service_n

um_attempts

metadata_ Amazon EC2 Bt &%
service_t

imeout

mfa_serial BEACREIRMEE
output — X AEREERE
parameter — R ARRERRE
_validation

region AWS [EiT]
request_m i R AR
in_compre

ssion_siz

e_bytes

retry_mode BHTA
role_arn BERAERERMEE
role_sess BEACRERMEE
ion_name

s3_disabl Amazon S3 % [E i FEUE
e_multire

gion_acce

ss_points

s3_use_ar Amazon S3 17HU %,
n_region

ConfiglERFEFE 37
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REER FHER
sdk_ua_app_id FR 55 kBl 1%
source_profile BB CREBRMEE
sso_account_id IAM &5 R0 BRREREE
sso_region IAM B 5ROV EERMEE
sso_regis IAM B2 O BREIRMEE

tration_scopes

sso_role_name IAM B 5 R O0VEERMEE
sso_start_url IAM B2 0 EBRIREE
sts_regio AWS STS [Eig{tix 2

nal_endpoints

use_duals EHEN FIPS w2
tack_endpoint

use_fips_ EHEF FIPS wE
endpoint
web_ident BEACRERMEE

ity_token_file

CredentialstE = EFE

A LATEH A AWS credential sERFPEE TR I HNRE. SPRSERMN , IFEME A AWS
7%, SDK MITEthmJRET B — MR ENIRESY, ZEEEEEHMER SDK R EXEMWRENIR
BEY K FSEEBEE SDK XTI EERR,
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BEES

REBH

aws_acces
s_key_id

aws_secre
t_access_key

aws_sessi

on_token

on | 3ir 4= =E= oo
IRIBEEEE

SHEA
AWS FZELE 8

AWS FE &R

AWS FEHE iR

TRIH T AZH SDK IENRREE, SMRERKMEN , XHERMBA AWS BR#. SDK M TEW
TREXEM-NRENREEE, FEEFEMHMEL SDK RTEXENRENRESE 2R

7E SDK S T Ef5FE.

REBH

AWS_ACCES
S_KEY_ID

AWS_CA_BUNDLE
AWS_CONFIG_FILE

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN

AWS_CONTA
INER_AUTH
ORIZATION
_TOKEN_FILE

AWS_CONTA
INER_CRED

FEA
AWS ZEIE8

— R AEREERTE

HHAconfigflcredentials EENNUE

B R vo e e e H
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B R vo e e e a
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BEES

REBHE
ENTIALS_F
ULL_URI

AWS_CONTA
INER_CRED
ENTIALS_R
ELATIVE_URI

AWS_DEFAU
LTS_MODE

AWS_DISAB
LE_REQUES
T_COMPRESSION

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

Al E

B R ron he it

IMDS FERE R &

IMDS FERE R E

IMDS SRR IR E

IMDS FERE R E

Ui b PR R
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REBHE AEEA

AWS_ENDPO PR 7% 435 X v B4
INT_URL

AWS_ENDPO BR 7545 & uim 24
INT_URL_<
SERVICE>

AWS_TIAM_R BEACTFREME
OLE_ARN

AWS_IAM_R BERACREREE
OLE_SESSI
ON_NAME

AWS_IGNOR PR 8 45 E Uit 2
E_CONFIGU

RED_ENDPO

INT_URLS

AWS_MAX_A BHEITA
TTEMPTS

AWS_METAD Amazon EC2 Bl T8
ATA_SERVI

CE_NUM_AT

TEMPTS

AWS_METAD Amazon EC2 &l jt 8iiF
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE HAconfigflcredentials EBE

AWS_REGION AWS [EiF




AWS BRERBEHNTA

BEES

RERH

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RETRY_MODE

AWS_S3_DI
SABLE_MUL
TIREGION_
ACCESS_POINTS

AWS_S3_US
E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE
T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
IALS_FILE

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D
UALSTACK_
ENDPOINT

AR
nﬁtk ﬁ'ﬁ

ERATA

Amazon S3 Z[EEFEE

Amazon S3 ZEU %

FR5E B

AWS FHE iR

AWS FZEIE8

HHAconfigfcredentials EENNUE

AWS STS EiEi{bim 2

RN FIPS iwE,
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BREBR &R
AWS_USE_F SEHER FIPS HE

IPS_ENDPOINT

AWS_WEB_T BExABREIREE
DENTITY_T
OKEN_FILE

JVM REBHEEE

A LA#H ¥ AWS SDK for Java #l (A JVM BB & EAR Kotlin B AWS SDK ) A T35 JVM REE
%, fthe section called “W{AERE JVM R BH EEBUMERE JVM REBHNIER , 528,

RERM AAEA

aws.accessKeyId AWS FEN £ 8

aws.configFile HAconfigflcredentials BRHNMNE
aws.defau EERHETER
1tsMode

aws.disab IMDS FRFEIREHE
leEc2Meta

dataVl

aws.disab 5k B A
leRequest

Compression

aws.ec2Me IMDS 2Rt E&
tadataSer

viceEndpoint

aws.ec2Me IMDS 2B Rt E
tadataSer
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edEndpointUrls

aws.maxAttempts
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zeBytes

aws.retryMode
aws.roleArn

aws.roleS
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Al E

i 2t PR 3R

AR 75 45 TE Ui

AR 75 45 TE Ui b

AR 75 45 1E Ui 26

ERITR

HHAconfigflcredentials EXR
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BRACREREREE
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aws.s3Use
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aws.secre
tAccessKey
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onToken

aws.share
dCredenti
alsFile

aws.useDu
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dpoint

aws.useFi
psEndpoint

aws.userA
gentAppIld
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entityTok
enFile

Amazon S3 Z B f7HU %

Amazon S3 ZEN %

AWS FIE R

AWS FE i

HAconfigfcredentials BEMNMVE

R FIPS 2

EHEN FIPS imE
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AWS HEHEEHNTE )
AWS SDK fl1 T EEZEX£{ BRIEMHH

AEZBRRRMECEENMS —BMERE , X EEHS SDK F RN S RNENR, BZE SDK i
B, EE-—BMTRSLEENNEWE. MAREDBTUERBTHIER. NFHEEF , F2ERENSE
E SDK AP,

/A Important
WA SDK M EFMBEREE  EERREAEANFMEREE.

&

- BREREAMERE

- AWS FEN 218

- BERACRERMESE

- ARTERMHE

« IAM 5P OBERME
- IMDS ERREHE

- BEFRERHE

BREREMAERE

FiE SDK #ME—RIMLE (KR ) , EfMEREELME (IR ) , KEXRIARE. AWS R
REBRNBER , RANEFLES, IRKESBATERERHEEER

BESE SDK FANTEEESTHEE , EeMBE /U TR :

BREME iR
AWS ZERE i AWS IAM fEFi Y ZEE 8 (5 2AWS_ACCES

S_KEY_ID FIAWS_SECRET_ACCESS_KEY ),

248 5192 OpenlD Connect B85- FERAHABNARSHIRME (1dP ) &k , flIUEAEEE

BEACRBIREE , RE , AT T HMEE OpenlD Connect ( OIDC ) F
BHY 1dP &$%, FH AWS Security Token Service (AWS
STS) FH) Web &R , BE% IAM AT,
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AWS BRERBEHNTA BEES

BERERME DU

IAM B9 0 BEREEE e EEUE IR AWS IAM Identity Center,

BRACRIRMEE EBRE IAM e RFRAMER, FEERLERS
&0 RS E).

AeereefftE Amazon Elastic Container Service (Amazon ECS) #

Amazon Elastic Kubernetes Service ( Amazon EKS ) &

B, AR RAESHENEFARILERAENNRE.

EFREREE HEIRERMEE, ®ABREREFREENZEAER ,
SREBEFER IAM A,

IMDS FRFE =t & DEEEMEEER (Amazon EC2) #TEEREREEA
EHl, 5 IAM AESE EC2 HTERELBE, A
ENENREFTARERTERPIHTHERNR. BER
B Amazon EC2 H & # IR EE,

HREPNEESER  BZEAEUUEEREE. EXABHEENREEXKZEGELIER, BER
BHEREEHME A configflcredentialsiER. MEEZHMEN , F2E REWELIER,

AWS EH £

/A Warning

ABRRLZLEKR A THREABEIEAEEERK , FOEA IAMERAEETE?RE,
i |, BEEABMASIIEENS 5I2MEE | fltn AWS IAM Identity Center,

AWS IAM fE A& FEE® T AESLRH AWS EAER, AWS SDK B EIfFEHEL AWS FRFER
FHE API B3R AWS |, UELZN THEAFH UL LHEFEUEN AWS ERNER, BEBKE
B , aws_session_token A ERRBRERN K YEEBHEFTBEN. TEREARBRRE.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS BRERBEHNTA BEES

® Note
MR AWS BEEMBRELERTAER , AWS JRESERFBNERY , MELNTHE
BEHETZRE,

H#H AWS credentialsiERRRBESIFREIANEBNE K RACZE2TEEABRAREB &2
S, MBBEXAconfigE R SDK IFEFRE S F.

EEHE—FSTH AWS EAERNERAEFZEEE  F20 IAM FREERFHAWS Z2EAERHNE
B IAM ERENERSE,

£ T 5118 B RRE L hEE

ﬂll

aws_access_key_id-HE= AWS configX#E%E, aws_access_key_id-HE AWS
credential sXXHERE ( #BES L ), AWS_ACCESS_KEY_ID-JRIEEE, aws.accessKeyId-JVM &
B - R TUE/ R

EERERR —Ho0 AWS ElEE , URIBFERE,
aws_secret_access_key-H= AWS configX 4% iE, aws_secret_access_key-
H#Z= AWS credentialsXHERE ( #BH L ), AWS_SECRET_ACCESS_KEY-IRIZEEE
aws.secretAccessKey-JVM RFEBYE : R TUE/BH4FHK

EEELARE B ARRIBEAEN AWS WEZR.

aws_session_token-#{Z= AWS config X #fi%i&, aws_session_token-%= AWS
credentials XHERE ( #EHE ), AWS_SESSION_TOKEN-(REEE aws.sessionToken-JVM
RKBE - ZBRTUE/BHFM

BE AWS {EAFRE 7 FRERRE E A B R TR RN, BEWRBILE , M%ﬁilﬂgiﬁ?}%’ﬁﬁ
@Fﬁ%lﬁlzgﬂ—rm?éﬂ’] Ho, RAEELFHEECRRNZEBIER  TEETERRFEN. £

B, RMERE—2ER Ef“"ﬂ ZEBAEH , MIRMEAER. UFLRLHES , F2HE IAMF
MNZEMHEER.

MEBMANBELENET  F2REAEHEEETR.
fEconfig@icredential sERHPREEL X EEMEH

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS BRERBEHNTA BEES

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

BBHSTRERESZEMN Linux/macOS R4l :

ﬁi'::"

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJOgQs8IZZaIv2BXIa2R401gk

BBEGOITHRERESZEM Windows R4l :

?4";'-'

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

B AWS BREEANMERMK

T%| SDK XERFEHRFHRNINEERERE, EEINEMBFINER. FfE—ZEEM IVM RKEB
AWS SDK for Java & B R Kotlin B9 AWS SDK &,

SDK ¥ mESEZESR
B

AWS CLI v2 =
SDK for C++ B TXEHMconfigEx

BARESD V2 WHREH =
(1x)
BHRAR Go1.x WHRREH = HEEFH tFconfigiERERE , B ERBMFREEIHAINAE
(V1) , BB TERER.

BAWK Java2.x WHZEHF £

BAWK Java1x WHZEHF £

B R JavaScript 3.x HBI% =
£
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK

B R JavaScript 2.x B SDK =2

SDK By R4k =

BAR NET3x WHRBE B IXERRBH

BAR PHP 3x RREH &

SDK for Python (Boto3) =

BRARALE S 3.x B SDK =

B A AR A SDK

fim

iE A/ T & PowerShell r ITZEREEH,

BRRAGREBRHESE

BRAGYRERA - QRS Z2EBERFIETEREEEFIN AWS BR. ELERREAENBAERE
iR 1D, AEEFNERNL2ZHERK.

EEN SDKRIERTEARIAEE  SX4ELXBUSEIEZERENEEAR, IAMAGRAHAR®
Amazon ERETE (ARN) KE—RBIH, ACES —EEREVEIER. CALACGHZEIERT
BER AWS RIEMBE & o B BIIRMEE S OIDC = SAML BiEE, AWS IRFE

BAlIAM A% MREZIZAGHER , BUUE SDKRITEXREAFHACRENER, BE
EEM , FBERATIIRE,

MERBEAELRENES , F2RELERETAECHN.
BRERACRREREERE

A T 51E B RRE L INRE -

credential_source-#= AWS config M #EXE

¥ Amazon EC2 #{TE S Amazon BEMRRRBARB[PEM LIS ERBEHFHTEATUEM
BHRIEEABEEARKrole_arnBHEEABHNEAESR,
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS BRI EHNTE sz
JEER(E - &

BME -

- IRIE — I5E SDK T ERIRIEBEAWS_ACCESS_KEY_IDAHEENHIREE
FAWS_SECRET_ACCESS_KEY,

« EC2 InstanceMetadata — & SDK s TEEAK INE| EC2 #ITEEEREEN IAM £ BREE
REAES,

« EcsContainer— $§7E SDK X TEFEAMINE ECS B IAM A €& REUERIRDE.

BEEER —ERIREPERFIEE credential_source #M source_profile,

FEconfigERAREMBEUIEHBEAEREXRKE Amazon EC2 K EHI

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds-= AWS configX# ik
EEABITERBNRAFERB CIBAEN).
REEREREEERTACK  TSEANEE.
AR : 3600 B (— /B

BRE : LENEELR 900 ¥ (15 £i8) AAABKREN THEEKRIFERE LRRE (HRZARH
43200 B8 12 /M), MFFMEF , F2H IAM EREEREPHREASH TERRSERE L
PREXTE o

FEconfigXHHERELERN =G

duration_seconds = 43200

external_id-#= AWS config X #i&iE
EE—AE—H#NF K E=FARTHEFIRFETAE,

REERCEEREEARTIAR  BAGNETRAZENER K TEEANKREExternalld, &
eHEE R EEEEA BB EESAssumeRoleEEMExternalId2#,

JEERE : #,

BHE : F2E IAM FAEEETHRE=FRTE AWS R1FEUE R I@ £ /A5 1D,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

AWS BRERBEHNTA BEES

FEconfigXHHEREERN RH

external_id = unique_value_assigned_by_3rd_party

mfa_serial-£Z AWS configX & E
EEEREERIACKRLACANSEERRRE (MFA) REN BRI BRFHR.
BRZACHETIRASEEE MFA RBCRENACE | BEILEE,
TRRRME : &,

BWE: WETUREEEE (HIINGAHT12345678) MFHR , th AT L2 EH MFA £EM Amazon
EREM (ARN), WE MFA EFMAER , 520 IAM FAEERPHNRES MFA REHN API 7
18

FEconfigXHHEREERN RH

mfa_serial = arn:aws:iam::123456789012:mfa/my-user-name

role_arn-#= AWS configX &% E, AWS_IAM_ROLE_ARN-IREEE aws.roleArn-JVM REB
M ERRTIEE/RHE A

EEERRMTEALRERFRNZEN IAM S8 Amazon BEIRE B (ARN),
TARRME : &

BENE  ZENSER IAM A6 ARN , 8T : arn:aws:iam: :account-id:role/role-
name

o BELAEE T HHEHP—ERE :
« source_profile— #Al %S —ERERE K ARSEKERETHREETETACHTER.
« credential_source— FAHEREEEFENEAE R HNEREE Amazon EC2 #ITEE
HREENEAER , 3 Amazon ECS BE#TEE.
« web_identity_token_file— AEERBRBHBREREFIHETENRENASERALRE
BB EIE{T OpenlD Connect ( OIDC ) #AH B R ERS,
role_session_name-%£ = AWS config X ¥ &% &, AWS_IAM_ROLE_SESSION_NAME-RIZE S,
aws.roleSessionName-JVM RFBMHE : R TUE/BHFHK

EEEERIACTAMENEE, EBEHREEN THFRERMEEBNEBN AWS CloudTrail
LSk EERKKRER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWS BRERBEHNTA BEES

FRRE  BEMSH. IREREHILE  ASEREERTACKEDELE THEREER.

BEME : B AWS CLI = AWS API R &REFIESE (S AssumeRolefEZE 2
fAssumeRoleWithWebIdentityfEZ£) B , IE##ERoleSessionName2 8, ZEEHARE
ALEANBREACHEAE Amazon ERETE (ARN) W —54% , WHERALRERWAZ/EXMN
CloudTrail BFEBEW —%% .

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

FEconfigXHHEREERN RHE
role_session_name = my-role-session-name

source_profile-#= AWS configX#EE

EES—ERERE  HRRZRARBERBREE Frole_arnREMEEABHNERE
. EERBOMELA AWS configfiEcredentialsRPERALE , FSHRHE
Fconfigfcredential siE%R,

MBBIEENRERERBRRACKERE , ISKFREAESEACRKRELHEMAE. E SDKIER
BEERENREER K 2FELLERE, SEEEZKEN AWS CLI 5 AWS AP| A& T/ERERFR &
ARZ—/R, BEXEN, MEFMAENR 6 B28 AM FREERTHNAGHENES,

TRRRME : &,

BEME : HconfigMcredential sERPERNREREBEAN X FFH, BEXEEBEIR
Erole_arnHiEEMNE,

18RI R — AR E P FFIEE credential_source M source_profile,

B E X R ERE L ER RH

[profile A]
source_profile = B
role_arn = arn:aws:iam::123456789012:r0le/RoleA

[profile B]

aws_access_key_ id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQ0oIb3IpZ21luX2IQoIb3IpZVERYLONGS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS BRERBEHNTA

BEES

ELREFIH | AEREFEH B BHAEFNER, BERIEE SDK T EEMFAREAER , SDK
RIESEHBEHEEBREENRE  UFERATCMAKEN IAM ACERBEEAER, SDK 5
TESHEESSHMEA sts: AssumeRole EERTEHILIRIE, R, ENREKFERELRERENR

R AWS B, EENAGKEAMI IAMFFRIBER , LAFFHATHERNERT AWS BRE , Hlm

WEIR APl F3E,

web_identity_token_file-#= AWS configX &% &, AWS_WEB_IDENTITY_TOKEN_FILE-IR
E#E aws.webIdentityTokenFile-JVM RZEM : R TUEE/RHEM

EBESERBEXE OAuth 2.0 I£4E= OpenlD B 7 i BliR# & 2 FEUERAEZR Connect &,

WEREAEBFERBE S TBERME (Hl20 Google, Facebook 1 Amazon &) R
BASMHRFE. SOKZAHABAETESHEANERNAR , Y ERREEUEZERE
HAssumeRoleWithwWebIdentity#EAWebIdentityTokens| B{EE,

FARRE : &,

BERE HEXEARRKCNERERE., XXM XETE S HIRMERMIGEN OAuth 2.0 BHETHE
= OpenlID Connect T, HERTEREA/BHRRENITIER 8%,

B AWS REBEEANERMK

T3] SDK X EARE /AP HRH Ih8E
AWS SDK for Java 3% EAR Kotlin 5 AWS SDK %E,

SDK

AWS CLI v2

SDK for C++

BHAREE V2 WEREH

(1)

BRAR Go1.x WHRRENH
(V1)

*
&

=
=

3z

fim

fim

RE. EBEEMEMDBIANMER. MME—ZEEM JVM RiTE

credential_source AX#, duration_seconds %

B, mfa_serial *%#,

EPEFEALAconfigRERTE , KX ERRRRERH AL
2B TIERE.

BRERABREE
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/

AWS BRERBEHNTA BEES

SDK ¥ EREREZEA
&

BAWK Java2x WEHAREH B mfa_serial FXE. AWS_ROLE_ARN MAE2fE
4 FAWS_IAM_ROLE_ARN ., AWS_ROLE_SESSION_NAME T
AEFEHAWS _TIAM_ROLE_SESSION_NAME

BARK Java 1.x WEZEH F mfa_serial T, T8 IVM ZHEBM,

B JavaScript 3.x HB% R
=

B JavaScript 2.x 9B #B credential_source FXE,
E

SDK HIRH4E K = AWS_ROLE_ARN A =EHAWS_IAM_R
OLE_ARN . AWS_ROLE_SESSION_NAME MWMAEfE
FAAWS _TIAM_ROLE_SESSION_NAME

BAR NET3x WHRE =
BARPHP3X MHREH =&
SDK for Python (Boto3) =
BRARALEA 3.x By SDK =
1B AR R 8 SDK =
1B # I E PowerShell =

Rerrom eftE

AERNERUESHNEFARLERAENNER. LRFRMAE Amazon Elastic Container
Service (Amazon ECS) #1 Amazon Elastic Kubernetes Service ( Amazon EKS ) #FkEE B, %
EHSEFER GET ERRIEEN HTTP mH B AR,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS BRERBEHNTA BEE

[

MREER Amazon ECS , ERZAFEATE IAM ACRAEEFAER B, RE

MR, BRESTHKE , Amazon ECS R ERREHNTEARMBEAER
HJAWS_CONTAINER_CREDENTIALS_RELATIVE_URIRIZESE, EE& ¥ ILINAEERE Amazon
ECS , 528 Amazon BHABRKEFERASEEFNEE IAM AE,

WMRIEFEH Amazon EKS |, BE&EE A Amazon EKS Pod B0 RUEZ A E R, RIKSE.
AR, BIURE. TEEERAENTERYE. ZNBEHN IAM A€ EEE Kubernetes IRIGIRF
MEEEE  NEEEARINEAEN, EEH#—F 7HER Amazon EKS MBS 28 RINER |
5528 Amazon EKS B E A EIERE TR Amazon EKS {3 5 25, ZEZTHKE , Amazon

EKS €% ER % E4AWS_CONTAINER_CREDENTIALS_FULL_URIM I ERAREEEAEE
HIAWS_CONTAINER_AUTHORIZATION_TOKEN_FILERZESE, MELEEF , 552 Amazon
EKS £ &R HERE Amazon EKS #8572 K ER N Amazon EKS 18 5 2 85 o &L 3%
HABYE £ Amazon EKS #5£ FEARERM IAM 357, AWS

EAT5IE B RELIIEE :

AWS_CONTAINER_CREDENTIALS_FULL_URI-FREZEE
EERHUBIFERKGMEMSAN SDK T HTTP URL HE . SSEHRMEH,
FERRE &,

BRHE : BRHE URIL,

EE  WERTERMEREEAWS_CONTAINER _CREDENTIALS RELATIVE_URI , REERRER
FE&FEA., AWS_CONTAINER CREDENTIALS RELATIVE URI

BBGSTREREZEN Linux/macOS Rl :
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
7
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI-IRIZEE

IBERHDESREMEMFARN SDK B HTTP URL %2, ZESHMINZIATEEE Amazon ECS
F#2169.254.170.2%,

TAERME : &
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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BRE : BRWEH URI,

BRBGTRERESZEMN Linux/macOS R4l :
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN-IRIZEEE

DN FiEERERER., MERTELEH , SOK SEARREBHNEE HTTP EX LRERER
o

TARRME : &
BRME : F&H,

_}'L""| =]

EE  WERTERMEREEAWS_CONTAINER_AUTHORIZATION_TOKEN_FILE , REERRER
FeEH, AWS_CONTAINER_AUTHORIZATION_TOKEN_ FILE

BRGSITHRERESEMN Linux/macOS R4l :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE-IRIE£=
EESEMXFEME Token ZRERMBEHERRKRK,
TEERE : &,
BENE : F&H,

BBHSTREREEZEMN Linux/macOS Rl :

3
Xz

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

B AWS REEAFNEEMK

T%| SDK X EREEHRFRNINEERERE. EEINEMBHINER. FE—ZEEM IVM REGEE
AWS SDK for Java & B R Kotlin B AWS SDK &,
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AWS BRERBEHNTA il

SDK T RS EZENA
B

AWS CLI v2 =

SDK for C++ =

EHAREE V2 RREY =
(1x)

BHAR Go 1.x WEEEH =
(V1)

BAR Java 2 x WEREH =

BRAM Java 1.x WEHEEH 2 AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE X
4 8 Amazon EKS #8529 3% 5.

B R JavaScript 3.x B =
£

B R JavaScript 2.x B SDK £

SDK Ky RHE K =

BWAM NET3.x WERE =

BEARPHP3Xx WHABER R

SDK for Python (Boto3) =

BRARAEA 3.x #5 SDK =

BARNEERR SDK =

AR I E PowerShell =

IAM & 5 RO BEREE

LEER B SIS A AWS IAM Identity Center 2RERSERNTEHE —F A (SSO) FEUE., AWS R
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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® Note
£ AWS SDK API X #5 | IAM B9 0B AEREHRERA SSO B AERRHE,

A IAM B2 50% , SAMELRARETAERTEESRTE AWS configh, RERANERSE
IAM B3RO0 FERAOEE, EFRERNES IAM 2R 0ETRBR  AOBESEREZER
EZRBZ IAM AN EHBAER, &EBR SOK MARREMSTERR , WKEAR AWS R
ER | BFSEEE IAM 5P 0 0BRF.

ERERRE IAM B2 0EMER configR :

« SSO HERIRMEMRRE (BF) — TR TIERERIFERE,
- ERTIEFRZRENBERE — E£ABERN/ N THERER.

HEEMEREF , CHFTELE TEERRIPEERZE A,
BERE BRI TR RIGERRE | BMUAER SSO R RRMEERE,
LTREEREZE IAM 55 R 0N HMHERER

« AWS IAM Identity Center £ &85
« AWS IAM Identity Center A O#835 AP| 2%

ERAF

BYELRMA IAM 5 H 0. MEMA IAM 55085 RBHFMER , F2EBAWS IAM Identity
Center FRAEREEPHIAPMERE.

HE , FRBAEEDPHIAM Identity Center BRFERAEITIRF, ELETRHTENEE , A
IAM & 2 RO BISERELEFF B H A configE RERE.

SSO ERtiRH&EERE

(® Note
EEMFEH AWS CLI B ItiERE B2 EERA T MWaws confiqure ssoffBRELNHRERE
AWS CLI,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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B SSO B IRMARER , AWSSDKEITESEBEMEE TR , BEEIERHN THEMRKE
HEAL, NEIEKRFERBNSRSERBNEFHEEN , F2BAWS IAM Identity Center £
R RIERE AWS ZELA O IAM Identity Center & AR T/ER RIS B

#ZconfigXHHsso-sessionffn AR HEEEERESER SSO FHBTE , AR A LAARER
AWS Bif. NFEFBAENLconfigERTERNEZSHMBENR , F2REE XK.

E& sso-session BERWASHEE EREMBE ., sso_region M sso_start_url 4ETE sso-
session EBERARE., —fXMS , sso_account_idHBsso_role_name#tZBfEprofile B+ %
, BAME SDK A LAEsR AWS 525

(@ Note

A8 SDK MTEMAEALREEANRFBRORATE , BFSHBT IAM 55 P05 5
LG

THEHEH SDK RER/ER IAM HZHROLBAER, CEXFABTHERIH

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

WO A EZ AR ERPEEFEAsso-sessionfAiE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

sso_account_idifsso_role_namef 2 SSO THEEENFESGSHELEN, NMERZWERAREN
R AWS R FRAXEASHRT , AITEEER AWS RE. REFI7RJFE—EHTTP BoRETH
BRR K FRABAREFHTNEZELFR, EEEBRT , sso_account_id # sso_role_name I
INEEH. FSREBER , AWS ¥ LUBEECREAXI AR THERE,

SMEEEREHsso-session. EERRHEIEOAuth 20 RN EFEEAEIIRF WS, EH
BEFEAUBR—ExZELE , YERTHREARFNFRASHERRRETHNEE, SL&EE
ERACEHM OIDC AFmMNAFHMENEFRFRETREMERRNT T, IEXENF
MEE#EE , 528 (AWS IAM Identity Center fEAER) ®H "FIM&HEE, . THEHIFRE
Asso_registration_scopesiZ I HRFEMA G FEE,

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

Ba s Token HREVE~/.aws/sso/cache B & TR , ERREBREBTHERRERE,
BERTAEMBEENERE

ERERTATEMBRENERE , FTXEABFNENRE, RMAEBESSO EARHAEEEHRA.
HEEABANTTERRERS  SXAERERPIEETIIERE :

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

A LA sso_start_url MERERIEEsso_regioniR ERMNEHEA OB, BT LA
Hsso_account_idfsso_role_name:%ENRIEEHEIR.

THlgEfERECconfigERPRIMELEE.,

[profile my-sso-profile]

IAM B % LR E 61


https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
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sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

E& S Token @1RENE~/.aws/sso/cache B TR  BEEBREUsso_start_url.
IAM B 7 O0EBRIEHE
EA T %8 B R ELLINEE -

E

}a

sso_start_url-*= AWS config X #RE

FEEABN IAM B9 R O0ERAOMLN URL, INE IAM B2 50 FIA OBMBEFMER |
B EHAAWS IAM Identity Center HEIEEFHIEH AWS FZEA O,

3

EESKRIE , BHRRIAM BoHhoEEEe, RIBEERIR , ¥FHRAWS EEA O URL,

sso_region-#£Z AWS config X #EXE

BEEW AWS EE IAM H 5 O0A OB EH ; R 2EERA IAM &5 02 HERRY B,
IEEARTERR AWS EEHER , MERURTEN,

METREFE AWS BE, RERTE , 5528 Amazon Web Services —f§2£. £2ESKIHE , FH

BIAM S0 O0EEES, RRERIR , RAREK [EH].

sso_account_id-#= AWS config X #HE% &

i#iB AWS Organizations IRE#T B LA RABBHEIE ID. AWS IRF

EESFUHIRFABE , B IAM B9 0ERALERAWS IREEHE., St UEAWS
IAM Identity Center A O #8135 API 2EZERPEEFFEA ListAccountsAPI F AN AT ARSBE., 6l
m , BT BAFAA AWS CLI F3E5IRIRF

sso_role_name-#Z= AWS config X #HE&E

HES IAM AENERERZR  TERXRFHEEENGTT, ARV EAEERE AWS IRF BEWN
Hsso_account_id, FRAECEE , MARAE Amazon EREH (ARN),

BREEHI IAM BERM BT BER , YEREAEHEERNFEER AWS tRFE.

EEEEBRETHAERENEE AWSIRF |, FridE IAM 5P 0EESYHAMAWS IRFEHE,
BEREPIHAERERSES AWSIRF B, BH T LZEAWS IAM Identity Center A O #8134
API 8EZHREEFFHA ListAccountRolesAPI 7532 Al FAMEPRR KB E, il , BAJ LA 5 AWS CLI
sElist-account-roles.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html

AWS BRERBEHNTA BEES

sso_registration_scopes-*= AWS config X% iE

ERENEREEFTENEZROBBEE., sso-sessionEIEFZEY IAM Identity Center &
FRRERENERN. sso:account:accessSAEBERFHRIKEE , FEEXR IAM B2 H0R
BEESHEEEN, NEXENFREETS , 528 (AWS IAM Identity Center £ 18
M) W TEREE) . KRETEHARERTAIENZRENERE, CABERERTHSEER
Msso:account:accessBEREE,

B AWS BREEHNEEMKE

T%| SDK XEREEHR RN INEERERE, EEINEAMBoFINER. FE—ZEEM IVM RKGE
AWS SDK for Java t5& AR Kotlin B AWS SDK 7E.,

SDK % fBEREZEA
B
AWS CLI v2 =
SDK for C++ =
BARED V2 NERES =
(1x)
HAR Go1x WHREH = HEFRAHAconfigRRERE , BN ERMRREER AR

(V1)  ESEIERE.

BARWK Java2x WEHEEH = credentials ERPLIEHAEE,

BAR Java 1.xWBEREH B
B JavaScript 3.x HB% =
E

BAR JavaScript 2.x HFE &
E

SDK By RHFH =
BRAR NET3x WHRE =
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https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK % REREZER
B

BERARPHP3IXHHBREH =

SDK for Python (Boto3) =

ERARILEAR 3.x B9 SDK =

B AR AR SDK B EREXTAENEENMERE,
ﬁJ\

ERK T E PowerShell =

IMDS R IRMEH

PITEEPEER RS IMDS) REHTEENEEER K BEARKRENERIITHFNATHEE. W
FEETRAERNFRES , 5528 Amazon EC2 ERAEEEPHNATEETEENNEREER

5, Amazon EC2 EAEREETHNHATEEFEERANEREER ., Amazon EC2 R A HIITEBRE
RBARIRE IR TERBRESEERA. ZZEI%%HﬂﬁgllﬁjJﬂTﬂ@ ’Eﬂl«ﬁ%@k-ﬁﬂ%ﬂ‘%ﬂ@ﬁi&
RYFERE. SDK AILAMEAZImH SRR AR AR BERHEEEN -8, KRR, SEANTER
HAEERRIESE 2 il IMDSV2) , iER A TEFRER Token E’JEK%E’J IMDS R, MRBERTITER
BYR#E ( HTTP SEER{UHS 403 , 404 , 405 ) kB , BIEA IMDSv1 fER &R,

EA T HH B RE LR
AWS_EC2_METADATA_DISABLED-BiE# 8
RBERMEA Amazon EC2 #TER T EER R IMDS) EEAEHR,
faERE : false,

BENE :
« true— BEEHA IMDS EVE R,
- false— £/ IMDS EN{538%&.

ec2_metadata_vl_disabled-£= AWS configX #4&%iE, AWS_EC2_METADATA_V1_DISABLED-
IRIEEE aws.disableEc2MetadataVl-JVM R&EB M : 2R TOEE/RHE

MR IMDSV2 k¥ , REEFAFTERPEERRBERA 1 IMDSV1) EAEE,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html
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® Note
TR EMHTZE IMDSV1 , Rt AR TR TE, MEFMAEF , F2RARBE AWS FH
BREMHNMEEM.

JEERE : false,

BNE :
- true— BEEA IMDSV1 A EE,
- false— 5/ IMDSv1 A& E,

ec2_metadata_service_endpoint-*= AWS config3 &%
AWS_EC2_METADATA_SERVICE_ENDPOINT-IREEE aws. ec2MetadataServiceEndpoint-

JVM RGBT« ERITE/RH4S A
IMDS #Y i B o

R{E : MMRec2_metadata_service_endpoint_modeZERAIPv4 , BIFEERIHE
?'—’_"http //169.254.169.254, MR ec2_metadata_service_endpoint_modeZERIPv6 ,

BIFEERim B Ahttp://[fd00:ec2: :254],

BEME : M URL,
ec2_metadata_service_endpoint_mode-#= AWS configX
5% E, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE-RRIEEE,
aws.ec2MetadataServiceEndpointMode-JVM R BM : 2R TUE/RHS A

IMDS Wiz ZiiE .
FEER{E : IPV4,

B%{E : IPv4, IPv6,

(® Note
IMDS REBRMEER. BEREMEENE T8 , IMDS RRRMUERSELRRIIPHEHMBEEREE
ZERETRE, Rt , IREFEEXNEALRHENRR  ELARERTBEREMERDN
o etitE  REATEANRER. HE  FERABPEEEM IMDS RERME , MA2
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MERFRUEERABDRRPERHECECLHERRE. SUUERYREAFRFERZEE

IMDS SAEMN LM

RFAER , R AWS SDK REBREARHNEAER , SDK ASERFEA Amazon EC2 H1TEEE FEERR
7% (IMDS) R#EEL AWS BEHNEAER, BLIAEAWS_EC2_METADATA_DISABLEDIRIEESEREA

REALITAtrue, MATEERLXENFERRTE , WERREEE Amazon EC2 #T{ER P EERR
BN ZEEEE LigEReM,

@ Note
AWS ERBRFRFEREN SDK AFimKETEMEA IMDS MEGRE , HmiSLRERM,

{2 A Amazon EC2 IMDS % A & RH £ A
RENREEHNARAEBRAEATNIEERRE , URRREREBEE,
Linux & macOS

£/ Linux 2t macOS BY&E FAILAEA T HIE SRR ELRREH

$ export AWS_EC2_METADATA_DISABLED=true

MREFLEWBREEZME shell TERBRNRREFRB 2BFERTE , EU LRGSHIEEEN
shell 5% %& .bash_profile , #l#l.zsh_profile. = .profile,

Windows
5 Windows WEFRAIUAEA TG SRR EMIREES -
$ set AWS_EC2_METADATA_DISABLED=true
MBBRFHLEEZE shell EFPRIFURE  WARKREFTBRBUUERAUTGS

$ setx AWS_EC2_METADATA_DISABLED=true
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BEES

® Note

Zsetxt P T EZEERANER shell 55 , B EEEHMIMIMREFHITH shell AEENR

= 8

B AWS BREBEEANERMK

T3] SDK X EARE /AP HRH Ih8E
AWS SDK for Java 3% EAR Kotlin 5 AWS SDK %E,

SDK

AWS CLI v2
SDK for C++

BHRARED V2 WEBRENH
(1)

BAR Go1x WHBREH
(V1)

EAR Java 2.x WEIREH

BAR Java 1.x HEBEH

B R JavaScript 3.x #YBE 3
£

B R JavaScript 2.x #Y5E 3

E

SDK Hy R4k

=]

=
=]

=

=
=

i

fim

fim

RE. EBEEMEMDBIANMER. MME—ZEEM JVM RiGE

* fREENEZEMA
=

BEERAXAconfigRFRE , BLARBMIEREREHATHEE
, B2 EIERER.

JVM R#FEBM : FHcom.amazonaws.sdk.disableEc
2MetadataVl mMARaws.disableEc2MetadataVl ;
aws .ec2MetadataServiceEndpoint Haws.ec2Me
tadataServiceEndpointMode AFXiE,

A IMDSv1 &%,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK % REREZER
B
BAR NET3XxHHRE b=
BEBAR PHP3Xx WEREHK R
SDK for Python (Boto3) 2
BERARALER 3.x B SDK =
& AR @A SDK £ TR IMDSv1 &,

iE A/ T B PowerShell B L ERRBPFEA. [Amazon.Util.EC2In
stanceMetadata]: :EC2MetadataVlDisabled =

$true

fim

EFRREREHRE
SDK 2t 7 —EME B =% A6l BRRHE NS L,

IAM BERBERERE-—ENSEUANMTZIFEHEIEFNRERZEAERNSGE AWS, &
Ecredential_processst¥ L ARETEE , 552 BIAM Roles Anywhere,

/A Warning
THRARNBEEREFEISERREN T L. EAREEENGE, FTAEETS. MR AR
i, ERELREFHMRRRME. MREALER K SEAEABANEHNEXERRENZS
MREBHZRERcoNfigEREETRETE, BRENBIRFLETIREMAREEAR
AStdErr , A% SDK AWS CLI AJ ARG SR skt E A , EM AL S ERRGRERE
HERE

£ T 5118 B RRE L IhRE -
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS BRERBEHNTA BEES

credential_process-#= AWS configX#ERE

BEXE SDK HTERAREHATHNBG T , AELENEMEEANRFTLE. ZREEE SDK KH
ANEF/GTHER, B SDK FAZERK , t8FFERER JSON BIEE A, stdoutHFTR
HELALRERAEDER. HEFES SDK T EATAREFEHNTE,

® Note

REEFARERAERN Mo BERAENE, BR K REEAXARIIFHEMEEARESE 2R
TeEREEERERMAE, At , MIREFEEACRALREENER , BLARBBHBER
Htt B RN RBERMBE , IMERATRNRER, HE , EUUEEXBHEEEHEEFRRE
RHtE  MARKENEREEEREDRATBERHAEEQTUNER. BUUERR%
P i B B 43248 E B8 3 SRR o

EBEREFERNAKRE

ZRENER—EBAZHE , EF S8 SDK BRI ERRGCETHERRE ;

- BERNERZBRAEATIZTMEK : A-Z, a-z. 09, EFHE (), KE (). T (). ERE ().
AR (\) Fz=

- MREEHEREBESER , TBENRENERIBREUESISR (") FE.

- MESYEWISHETSN , AIRTRBUES|IHE (") EF, ERGEEBIE , MIELHE,

- BOEFEROETAREESE, W0, FOTESHOMERHSUSERPROFILES,

c BOBTERRIBEES~, "N EEETERTRERERERE, IREEEERERE , XRK2E
HEPATHRIEZBIEENERRASHKER,

AR R BIFER T 4E Linux/macOS L HEconfigHRERER _#iE,

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces”

T5|€EHIFRE Windows LR H AconfigERPRERERERF.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"”
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AWS BIBISE AT A sEEw
BREEANENEG D

SDK EMBEREEFREN S RNHITH S , ARNEERLE B RENER, FEENTS (ERI2ED
BER -#VER) B EEERSTDOUTE THIFEER JSON B H,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(@ Note

BEANREE , Version REIBLERER 1, ENREEEREEENZEESE.

Expiration®# =2 RFC3339 BAMEEB . MRExpirationRRAFFERITEMN®WE+ , SDK
EHERAEBFRETEFNRENRGRR, 7 RESREAATRIPEN K MBSERBIHZER
#MiTcredential_processti R REBENBRIBELERAEER,

(® Note
SDK T"EHBRRACREBERIINTEZEFER. WRFERN , BLEAENSEFPEEF
Bo

AHRF THEEEFSEEE , URTHEIUBRR R LR,
B AWS BB EFHERM

T%| SDK XEREEHR RN INEERERE, EEINEMBoFINER. FME—ZEEM IVM RKE
AWS SDK for Java t£5& AR Kotlin B AWS SDK 7.,

SDK Y REREZEA
B
AWS CLI v2 =
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https://docs.aws.amazon.com/cli/latest/userguide/

AWS BRERBEHNTA il

SDK ¥ EREREZEA
B
SDK for C++ =
BARED V2 WEAREHS =
(1.x)
BARWK Go 1.x WHEEHK = BEFEAHAconfigRRFRE , BN BRBMRREREE AN
V1) BB TIEREL

BAR Java 2.x WEHEREHF =

BAR Java 1.x WEREHF =2

B JavaScript 3.x HB% R
E

B R JavaScript 2.x B SDK =2

SDK By R4k =

BEAR NET 3x WHABRE =

BAR PHP 3x RREH &

SDK for Python (Boto3) =

BHARAEAR 3.x B SDK =

B REER SDK =

A/ T E PowerShell 2

AWS SDK M1 T BZ#{IhgE

HSEERE(S - BWERE , LEEHS SOK PLARNSRESE, B5 M@ SDK Mi\EH 8
BB TREEENNANE. FERESTUERBTEE , HSHLNHE SDK API LUBHE
ML
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS BRERBEHNTA BEES

/A Important
I 3EFRA SDK X EFrAZHEE , EERIEEFHFIEREHE.

&

- EREERLBITS

« Amazon EC2 #i{TEEHEER
+ Amazon S3 7FH

« Amazon S3 % [EiE 7 EUE
« AWS [EiF

« AWS STS Eifbin %

- EHEA FIPS iK%

- ImBIRE

s —RAHAERRE

- EFBEFIH

- BETA

- EREBME

- R EIRS

- SERARTER

B & ek ) BB

— @ AWS IRF AILIAZERFEAREFMER | URITESE AWS RS, EAREN ID IEZEFHA
HRERREFARENER AWS 1RF. AWS SDK fIfREFEEARBRBERE , RTEEFBAPER
To fli , WETIEERESTHHH , LEEEF , AWS Health Dashboard LARE — 38 51 15 L& fE
FA#2 =X B AN AH BB

£ T 5118 B RE L0 EE -

sdk_ua_app_id-*= AWS configX 5% E, AWS_SDK_UA_APP_ID-IRIEEE,
aws.userAgentAppId-JVM RFBEH : ERTUE/RHFM

IERERBIERGEARANE —F& , BB ERRAEXFHHLERAEN AWS IkRF ETH
n AWS,
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AWS BRERBEHNTA BEES

JEER{E : None

BYE: FARER S0 FH, AFHEAFTE, BFNUATHEET

— ° * A BN
7'-1-!$/0\\&\ \+\\-\o\,\\ > > S v ~o

FconfigE RARELEREH :

[default]
sdk_ua_app_id=ABCDEF

BBRGSITHRERESEM Linux/macOS R4l :

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

BRGSTREREZEN Windows R

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRBTEHFIERN shell BB HREENAE , FEEMREHZE,

B AWS HEEHNHERMY

T%| SDK X EREEHRHFHRNINEERERE., EEINEMBoFINER. FE—ZEEM IVM RKGE
AWS SDK for Java M5& B R Kotlin B AWS SDK 7E.,

SDK X%
2
AWS CLI v2 &

SDK for C++ r TXEHMconfiglEz=,

BRAREE V2 WRAREH
(1x)

HAR Go1.x NEREHY
V1)

fm

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK ¥ EREREZEA
&

ERAR Java 2 x WEBREF & FAIXEHAconfighRF[E ; TXERREH.

BAWK Java1x WHAREE &

B JavaScript 3.x HB% =
£

EAR JavaScript 2.x By SDK &

SDK K B4k =

BEHAR NET3Xx WHRE = TXEREZH,

BRARPHP3IX MWHAREH =

SDK for Python (Boto3) =

BRARILES 3.x B SDK =

BAN R SDK =

A/ I E PowerShell

7|

Amazon EC2 #{T{EEBHEER

Amazon EC2 EBAHTERPEE R (IMDS) HETER LRHRYE. BEE—D 7 HRLILERE ,
2B Amazon EC2 EAEREETHNHTERTEERNEMREER , X Amazon EC2 A& IEEH
MEFTEETEERNERAEER. ERECHRE IAM AEH Amazon EC2 #{TER LB AEHR
B, BRE1T{ERE P E R IR IS VB AR T /R

£ T 5118 B RRE L IhRE -

metadata_service_num_attempts-#= AWS config X #iRiE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS-BBIE S8 B

BEREEEERRATERTEERRBEENERE K KEZNEEANBEFRH.

Xa
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html

AWS BRERBEHNTA BEES

BRE : KREFR 1 WEF

metadata_service_timeout-3= AWS config X #5%E, AWS_METADATA_SERVICE_TIMEOUT-
RIEEE

EEERRATERTRENBRFHENERE , RSP .
R

BRE : KREFR 1 WEF

HEERPREE

II‘*

E{Econfighy&ifl -

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

BBGCTHREREZEN Linux/macOS R4l :

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

BBHSITREREZEMN Windows RHAI :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

B AWS REEANERNK

T%| SDK X ERFEHR RN INBERERE. EZINEMBoFINER. FME—ZEEM IVM RKGE
AWS SDK for Java M5& AR Kotlin B AWS SDK 7E.,

SDK T B EZENA
B
AWS CLI v2 =
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https://docs.aws.amazon.com/cli/latest/userguide/

AWS BRERBEHNTA il

SDK

SDK for C++

7|

BHRAREE V2 WHRAREH
(1)

BHAR Go 1.x WEZREH
(V1)

BAWK Java2x WHAREE &

7|

7|

BARK Java 1.x WEHZEHSH B EXE AWS_METADATA_SERVICE_TIMEOUT

B JavaScript 3.x BWBIE &

E

B JavaScript 2.x K% &
E

SDK Ry BH45 4k =)
BAR NET3x WHRE )
EARPHP3X WEREH =R
SDK for Python (Boto3) =

v

BRARAEA 3.x #5 SDK

BN EERE SDK

7|

AR I E PowerShell

7|

Amazon S3 77HEU 2,

Amazon S3 BRI§12 (17 ERBE B Amazon S3 HEFBREBNERSR. FRELEM KRR
RE, UEAZFDRY  MFREREAEEE. BB AWS SDK , £AUEREFEBMLHERT
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS BRERBEHNTA BEES

HY 2 Amazon ERAHE (ARN) 1T API #24E , MAXLAREEEERE. ©MARSERE , HlmsE
FATFEUES ARN #BiGetObject REEMEEMH , SEAFEUE ARN EEYI 4 #TiBPutObject E &

=
oo o

EEH—5 7 H Amazon S3 FHLEF ARN , 528 Amazon S3 EHERE Y FEHFELE,

£ T 5118 B RRE L IhRE -

s3_use_arn_region-#£= AWS configX &% &, AWS_S3_USE_ARN_REGION-IRIZEZE,
aws.s3UseArnRegion-JVM RFEBM : ER/ME/RAEN, EEEZEEABHEREE , FEES
FHHE SDKo

ﬂ!

WERE 4] SDK R EFEAFEE ARN AWS EiF REBERW[EiRE. SDK E8FE ARN
AWS EiF EEHERAFHRE AWS EiE EE AWS 22 ERHRTE , U ILES D [EFILH
BRELHM, MRERTHRY , AIRBEENSREERLE  RAEREREEZERE,

JEER{E : false
BENE :

« true— SDK £ BRIFEEMAEEFiniE AWS EiF BFEH ARN, AWS EBEHIZA R : 40
RAFW®RE AWS [EfE A FIPS AWS [E1F , BIXZE8 ARN Hff. AWS EEA IS S REE

ARo
-+ false— SDK EEE iR AWS BEE KEAFFREEN.
B AWS RBEEFNEEM

T%| SDK XEREEHR RN INEERERE, EEINEMBoFINER. FE—ZEEM IVM RGE
AWS SDK for Java t5& B R Kotlin B AWS SDK 7E.,

SDK Y R ELEE
B

AWS CLI v2 =

SDK for C++ =

BRAREE V2 NRBREH =
(1x)
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs

AWS BRERBEHNTA BEES

SDK

BEAR Go 1.x WEREH E BHECEAHAconfigRRRE , BLARBMRRERSH AR
M) , BB IERE.

BAR Java2x WEHZREE B

BAR Java 1.x HEAREHF R FXE JIVM REBE,

B JavaScript 3.x HE% R
E

BRAR JavaScript 2.x B SDK 2

SDK Hy R4k =

BAR NET3x WHRBRE 2 TERSEEEXIER ; HZconfigEREBERREEH,

BARPHP 3x WHEEHF =

SDK for Python (Boto3) =

BERARLE A 3.x B9 SDK =

BRAREERE SDK a
& # T & PowerShell = TEEEEELIER ; A= configEREELNREZE,

Amazon S3 % [E 15 17BN B,

Amazon S3 ZEFHFIEEMHR T —ExKindk  BABRXTARBEREZE AWS [EH Amazon S3
RIFArRNER, SEUAEAZEAFEN  CAE-EBEAMEANEEEBREEZEFGEARERN |
RBEMEME T ATELEAER.

EEH-STHZEGEIE , 528 Amazon S3 FAEERETH Amazon S3 F I Z 21 7EUE,

EEHE-S THZESFIEY Amazon EREHE (ARN) , 5528 Amazon S3 FREREETHNFERAZE
HEEREBHER,

EEE—STHRUOMELZEHFIE , F2E Amazon S3 ERAEEMTNEEZ EEFEE.
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

AWS BRERBEHNTA BEES

SigV4a BEERARZZLHEMERNBEEEE, SDK BBAMMEELIIET EAWSIE F # 17
ER (CRT) BX &,

£ T 5118 B RRE LN EE -

s3_disable_multiregion_access_points-#£Z= AWS configX

5% E, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS-RIEEE,
aws.s3DisableMultiRegionAccessPoints-JVM REBM : ER/ME/RHEHK, EEEEEREN
BHEREE , FEEAHENIEE SDK,

WEREA#E4] SDK REEARRERAEEHESR, MEEHTRY , AIRKBREENSRZEEL , RER
RIESENE,

JEERE : false

BEME

s true— FIEFABEFFER,
- false— FRAZEHFNEMABEEHER,
B AWS AR EHNES M

T%| SDK XEREFEHR RN INEERERE., EEINEMBFINER. FfE—ZEEM IVM RKEB
AWS SDK for Java & BAR Kotlin B AWS SDK E,

SDK Y RERESER
B

AWS CLI v2 =

SDK for C++ =

BARED V2 NERES =

(1-x)

BAWK Go1.x WHEEHK B

V1)

BAWK Java2x WHBEHF £
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK

BAR Java1x NBERESE &

B JavaScript 3.x HB% =
£

BEAR JavaScript 2.x By SDK &

SDK By R4k =

BEAR NET 3x WHABE =

BARPHP3IX WHAREH =

SDK for Python (Boto3) =

BRARILES 3.x B SDK =

B AR ERE SDK =

A # I B PowerShell =

AWS [E 15
AWS BT 2EABEEMRNEEM S AWS R,

£ AWS B , A LAFE AWS RS BERVAREHERETHART. EAPRBLENERNER
EXAEROLENERAEFNENNLENT. BERREHRERD,. BEMNRERD , BB EEE,
£/ Region , ARV REER , MRFBAIRAATZEHFTEZE,

RZEAWS R FRMBEREHEREMEEE, CE—ERETPEINERFTFEAMETEMES
o, BRIESBATEME A AWS BR#E. 5130 , Amazon S3 #l Amazon EC2 X EBEIHEE., FLRHS (Hln
IAM) 2B EFHER.

AWS — 2 ZTEEBBEUTRAENEN :

- FEEMERERIN CEBNER YRR RHERMNBE  F2RAWS REwH.
- FERGSEARSNRHNENMAEXEEINBREE AWS R , F2ERBIHHNEEE,

AWS [EiF 80


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS BRERBEHNTA BEES

B R A F i

AT UwEERE AWS IRFE , SDK FRESEEFImE/ER. AWS REAFIW , mREHNERAES
FE7FEH Amazon EC2 , ZWEARERNEE I —@ Amazon EC2 AFmYIH , MEEREZBRBEITR
o

MEREAAFIHRPEIETE [EE), AFREREREAE BT reqgioniR EFTREMN [E], ERZ ,
AR MERBNE FRERAEREZFIRINEHET, UEBEAXREEFINELIEFESNRXEE
RiEAFimEMLERE. BERESREEILZEFFRHEEEN , HENEN SDK ( BFEER
M4FE SDK fER Dk SDK BB ) »

FERATYEBRELIEE :

region-% = AWS config X% &, AWS_REGION-IRIEZE aws.region-JVM RFEBMH : ERM
o/ RHF K

EEZEAR AWS FFRMFEARE AWS B . ESARKRERSEESUHEERN SDK REHE
Ko

RE : B, EXARREEILE.

B¥E -
- BARFIZRENEMEFNARE , I TAWS —&2:E, FHAWS REmE TS, flin , HES
#imBius-east-15REA AWS EiF ZERIP (S Em4LIR),

+ aws-globaligERE i 2E AWS Security Token Service (AWS STS) #1 Amazon B Ef# 17 R
¥ (Amazon S3) EEFH KB 2/ , EXEME R £ IKin M REH £ IKImH

FconfigiE RARELEREH :

[default]
region = us-west-2

setx AWS_REGION us-west-2
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https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS BRERBEHNTA BEES

RZH SDK A —E "EE, #R , TARKEARFABHREME R, NFFEEF K F2H
EM AWS SDK FE A B,

B AWS BREBEEANERMK

T3] SDK X EARFBEAHHARNIDEEMRE. EBIEME D FISMER . MME—EEM IVM RiKE
AWS SDK for Java 3% B AR Kotlin 5 AWS SDK %E,

SDK ¥ EEREZEA
B
AWS CLI v2 = AWS CLIv2 FEHR B EI{EZAWS_REGION BIfE A AV EM

{EAWS_DEFAULT_REGION ( MEZEHERE ).

AWS CLI V1 2 AWSCLIv1 EFAWS_DEFAULT_REGION AHEMNGENIER
BEE,

SDK for C++ =

BRARED V2 NEREYS 2

(1.x)

BRAR Go1.x WHAREH = BEFRAHAconfigRRERTE , BN ERMRREER AR

(V1) , BB TR,

BAWK Java2x WHZBEHF £

BAR Java1x WHRZREE £

B JavaScript 3.x B =
E

BR R JavaScript 2.x B SDK £

SDK By R4S 4k =

BEAR NET 3.x WHREBE =

BARPHP 3x WHEEH =
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https://docs.aws.amazon.com/cli/latest/userguide/
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https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK % RESESEA
B
SDK for Python (Boto3) 2= Itk SDK EFAWS_DEFAULT_REGION AltEHNHRNIRES
8
ERARAESR 3.x By SDK =
1E A AR ERA SDK =
E A T E PowerShell =

AWS STS [BiF 1t im

FESRIER T , AWS Security Token Service (AWS STS) A[{EB 2 E RIS , HFfE AWS STS ExR
HEEXEVAWE—REhttps://sts.amazonaws.com, £HERUEZTEBREL (S EEIL
) B, AWS BERMFEAEE AWS STS inMmIELHiRR, WFE AWS STS inMHNFMER |, H2
B AWS Security Token Service APl & 1 §Jis 2,

FEATHEBERELINEE
sts_regional_endpoints-3= AWS config X #E&iE, AWS_STS_REGIONAL_ENDPOINTS-IRIE

WEREIEE SDK = T B an4a] | i e F 2k B2 AWS Security Token Service (AWS STS) @K AWS
AR i Bk o

FEE%{E : legacy

(® Note

£ 2022 F£ 7 A2 B BITHMMAER SDK X ERA#HAEER Aregional, K SDK EE/MR
AU EBRUBREL FEMAregionaliTR. AT HED future Bt BEMNEE K BRMAEZRRE
Srgeregional TEEARXPHEBREM.

BRE:(B=&EE regional)
« legacy— #¥ T %] AWS EEFEA L AWS STS i % : ap-northeast-1, ap-
south-1, . ap-southeast-1, ap-southeast-2, aws-global, ca-central-1., eu-
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
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central-1, eu-north-1, . eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-
east-1, us-east-2. . us-west-1. Mus-west-2, sts.amazonaws.compiB Hit[E1E

ERBEAESEENESRE.

- regional— SDK AT E—ZFFEE B AIREN @i, £H AWS STS unSh, Hlan , fn
RAFPREERAMEAus-west-2 , BIGYEFH K E AWS STS 1THFFEMMsts. us-
west-2.amazonaws.com , MA 22 sts.amazonaws . comim B, EEERALRENE
B, BBEREEELHHE , B LUEEERA aws-global,

ERERPREELBEconfighV Al -

[default]

sts_regional_endpoints = regional

BBBSTRERESEMN Linux/macOS R4l :

setx AWS_STS_REGIONAL_ENDPOINTS regional

B2 AWS BREEFNMEEMKE

T%| SDK XEREFEHRFHRNINEERERE. EEINEMBHINER. FE—ZEEM IVM RFKEB
AWS SDK for Java & BAR Kotlin B AWS SDK &,

SDK %X RESEZERA
B
AWS CLI v2 B  FEER{EA regional,
VAN
v
SDK for C++ W FAEEREBEEHMconfigERERE, SDK BregionalikiE—

7 BHT.

BRAREE V2 NRBREH =
(1x)
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SDK % fREREZEF
B
BAR Go 1.x NBEAREH 2 FEFEAHAconfigERFRTE , ELARBMRREERATIEE
V1) ; B2 B TEFEER.
BAR Java 2 x WEIREH =2
BAR Java I.x NEBREH =R
B JavaScript 3.x FVEIE R
E
EAR JavaScript 2.x BB 2
E
SDK Hy R4k B
AR NET 3.x WEIRE =
BAR PHP3IX WEREH =&
SDK for Python (Boto3) 2
BRARILEA 3.x By SDK =
1B R aEY SDK =
B I E PowerShell =

EHE R FIPS ik 2
EATFIEEREHL I -

use_dualstack_endpoint-= AWS config X #5%iE, AWS_USE_DUALSTACK_ENDPOINT-IRIE
#E8 aws.useDualstackEndpoint-JVM RFEBME : R TUE/RH4SM

FRAREIR] SDK REREEXERZEHBIRY, EEE—P THIE IPv4 [ IPv6 RENEHE
imEh , 528 (Amazon Simple Storage Service fEFR &) FHFEH Amazon S3 it Binm %,
S BIRBERANT D BENFELRE,
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
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JEER{E : false

B¥E -

- true— SDKZTESEHFAHEHBIRERHBARER, WRREN/REXBIRIETEE
AWS B , BRE KB

- false— SDK X TEFEFAEHBIRMELARER,

use_fips_endpoint-#= AWS config XX E, AWS_USE_FIPS_ENDPOINT-IRIEEE,
aws.useFipsEndpoint-JVM R EM : 2R TUE/RHSH

R SDK RTEREEREREEE FIPS HEMN K. BIEAREIZE (FIPS) 2—#
EEBAHERREMENZELER, BN#E. SEBHEUARBLEEZHEHBBHNFFRBERKER
HY N ER A ST FIPS 2ER, ERAR¥E AWS inBAE , FIPS in B EARFE FIPS 140-2 9 TLS #XR8
BNE, MEBANERE , BENREFEE FIPS inE AWS &1 , Al AWS FIYATsEE kB,
PR 745 E i B M A M - -endpoint-url AWS Command Line Interface B & Ith 5% B #Y8 18,

EERATHIEE FIPS WmBMEAM T E AWS B , 5528 FIPS ¥ (KK 2 8),. WEERH
Amazon BMEZE EinRFin RN FMHEN , 552 E Amazon EC2 API 2EHRHNEHE (IPv4 #
IPv6) i 2,

JEER{E : false

BENE :
« true— SDK T E S EREIXE FIPS tHEH %2,
« false— SDK i TEFEREREELZE FIPS HEWIRE,

B AWS REEANERNK

T3] SDK X EARFBEAHHARNIDEEMRE. EBIEMEB D FISMER . ME—EEM IVM RiKE
AWS SDK for Java 3% EAR Kotlin 5 AWS SDK %E,

SDK Y RN EZEA
=

AWS CLI v2 =

SDK for C++ =

AR FIPS 52 86


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK ¥ BEREZEHA
B
BERRESD V2 WRRES =
(1-x)
BEAR Go 1.x NEREH 2 BEEMFAHAconfigERRTE , B BRBRREES AR
V1) S22 B TERER,

BAR Java 2.x WEEREHF =

BARK Java 1.x WEHREH &

B JavaScript 3.x HB% R
£

B JavaScript 2.x B SDK =

SDK By R4k =

BEAR NET 3x WHABE =

BAR PHP 3x AR EH &

SDK for Python (Boto3) =

ERARILE AR 3.x B SDK =

B A AR SDK =
EAK I E PowerShell 2
kA

SDK EAin B IRERFEREHE AREREEERN URL) , ARFKARISRE AWS EE2F URL
M, B , FRRBUUBEBHRAFNRS, RERBIEEERE. Mkt , BaUESHTRE
HEEBRHERANESHERNET AR, HRNUTARER  EXHSERARMFIREAMESE. H
mn , B Amazon Timestream , SDK €12 HEE A i B DescribeEndpointsiER , RAEFEHA

i Lo BT RS TEIR1E | flWCreateDatabasesCreateTable,
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https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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£ T 5118 B iRRE L IhRE -

endpoint_discovery_enabled-H#ZE AWS config X #HiRE,

AWS_ENABLE_ENDPOINT_DISCOVERY-IR¥E#2Z aws.endpointDiscoveryEnabled-JVM Ri%E

M ERME/REN, EEEREEXNBHRERE , FEERHENIISE SDK,
B =R BB DynamoDB K ik Bk R,

ERBRPERRIIER , M Amazon DynamoDB FRIRIZRM, ERETER
Atruem , falseiIRBEREFTEHRBREME. HESBRFBREK Htrue , ™ Amazon
DynamoDB FER % &, false

BENE :
« true— SDK EEHERFRIGH A ZANRBIRR K,
« false— SDK TEEBER KRR A1E M REHRRIRE,

B2 AWS BREBEEFNERMKE

T%| SDK X EREEHR RN INEERERE, EEINEMBoFINER. FE—ZEEM IVM RKE
AWS SDK for Java t£z&% AR Kotlin B AWS SDK 7E.,

SDK Y R EZEA
B
AWS CLI v2 =
SDK for C++ =
BRARESR V2 WEREY =
(1x)
BARK Go 1.x WHEEH = AEFRAHAconfigERRE , BXBRMEREER A
(V1) : B2 TIEREER,

BRAA Java2x WEEEH £ EBRARK Java2.x B SDK FAWS_ENDPOINT_DISCO
VERY_ENABLED RIRIESHEZHE,

BAR Java1.x NBEREH FH X8 IVM RFKEBH.

I BRR
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK * HEREZEA
B

B JavaScript 3.x HB% =

E

B R JavaScript 2.x B SDK =2

SDK Ky BH45 4k =

EAR NET 3x WHBE =

BAR PHP3X WAREH &

SDK for Python (Boto3) =

EARIER 3.x # SDK =

1B F R R et AY SDK H EXE TRERL .
i)

#EAH T & PowerShell =

SDK X E— L HRREREE SDK TR —MRERE.
EAT5IIEBRELIIEE
api_versions-*ZE AWS config X # & E

B AWS RIESHESZE AP IRA , LXERPHEEMY, BIFFESR , SDK M AWS CLI %
SERASEHINTA API EAR, EERBEN AP IRABAREBHNESR  SEENEAEREDEE

Zapi_versionsikiE.
TEEX{E : &, ( SDK AT &M API BRA, )

BRE  EREMRE  BEEE BN EMHEHET , SETHESE —E AWS RBEMEZEHD
API IRZ, FES B0 AWS ARFSHVERBASCAF |, SABRARRLE API MRA T A
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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BEim
g Gl R/ERTHIRME AWS RIEFRERER APl fiRconfigas,

ELE API RAEBEAREESS
BERENRRETHTNGS, EMNEMEREH SIS ERZRE APl BRFTRA,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-%= AWS config X #E%E, AWS_CA_BUNDLE-IRIZEE

BRI SSL/TLS EMRBFEMAN B BRIEBRBEE (.penBlIERABERHNER) KK,
TEELE . &

BARE EEERERERERER. IRFERERERE

AR EHEPATHIRESEIEEMN
BERRASHKER,

HconfigE RARELEREH :

[default]

ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

BB TT

Xa

BIRIEEZEM Linux/macOS R4 :

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05.pem

BBW LT

YERIEESEN Windows R4l :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output-*£= AWS configXHE&iE

EEMAELL AWS CLI & HAth AWS SDK M T B R,

FEEX{E : json

BWE :
-BmHAKEXA JSON F&,
- BHENERXA YAML F&,

 yaml-stream-

mEEARERARAEKLA YAML FE, BRUMEREERBEERER,
—REE
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/

AWS HIBBIREHNTE BEEE
« text -BHMRKARZITU Tab PRV FHE, EHNEREERE N FRERS (W
grep. sed % awk) IEEEH.
« table- MEHMNBRARFEAFT +- EARFRERNERE. CBEUL "THFEAEFEAR, KX
REREA , EERALEMERAERZEE , EEREEX S ERTER.

parameter_validation-}= AWS configX#i&iE

IEE SDK RTEEBGSHBEEZEE AWS BB HE 2R ERBRIB T SIS E,
FEEX{E : true

BEXNE :

« true - FEER{H. SDK I ESHTH IS EBNWAFHRE., EEN SDK T ERIESH
BEEEN , WHE LR, SDKRITETUEMSEREEE AWS RS CEEERINE

« false— SDK T EEBBOHSEHEIEE AWS R EE 2 , T2RIFDLISEH, AWS
REHSHESHRBVAEER , WIEBEUWER,

B2 AWS BREBEEFNEEMKE

T3] SDK X EARFBEAHARNINEEMRE. EBIEME D FISMER . ME—ZEEM IVM RiKB
AWS SDK for Java 3% EAR Kotlin 5 AWS SDK %E,

SDK % BERNEZER
B

AWS CLI v2 &8 api_versions X,
VAN
i

SDK for C++ =

BARER V2 WEREMS ¥ api_versions I Hparameter_validation AFX#E.
(1.x) yal

BAR Go 1.x HWFEBEH ¥8 api_versions I Hparameter_validation AFX#E.

V1) % EEEAfAconfighERE  LAAMBRBEHRAIE
. B TR,

BAWK Java2x WHRREYE &
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK * HEREZEA
B
BAR Java 1.x HEAREH &
B JavaScript 3.x HB% =
E
BEAM JavaScript 2.x HFE =
E
SDK Y B4 4k =)
BAR NET 3x WHRE )
BAR PHP3X WERENH =&
SDK for Python (Boto3) =
BRAMKIIEA 3.x Y SDK =
1 F sl AR RY SDK S
BRI E PowerShell )

EEEF

SDK A TEREREMmERREEHTEEHEERRIEE 2 Mk IMDSV2) A Fik, MERH
IMDSV2 BYE¥#HE R , 5528 Amazon EC2 £ & BRIV A ImDSv2 =IEE Amazon EC2 EA &
BRI EA IMDSV2, IMDS AF A& B SDK B BEHIEMHN AP S EMHHITEE,

£ T 5118 B RE L0 EE -
retries-HFFiRE EWRAE

FEARMEBRVEMERAEHRE

BHE : KR 0 BEF,
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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port-EF IR EHRHKE
i Eh AV B IR
FEFR{E : 80

BWE : BF,
token_ttl-BEF IR EHRKE

R TTL,
ERE2ME : 21,600 ¥ (6 /N, RARDEAVER )

BYE  8F,
endpoint-EF iRl EX RKE

IMDS Hyim#.

FERR{E : MRendpoint_modeFERIPv4 , AIFERRIRB Ahttp://169.254.169.254, W

FRendpoint_modeZFRIPv6 , AIFERRImB Ahttp://[fd00:ec2: :254],
BEME : BMH URL,

RZH SDK B ETHIEE, MEFME

%II

, ESHESEN SDK BRBE.
endpoint_mode-ZFFinElEHRHKE
IMDS Hyix BEE R,
BER{E : IPv4
BMME : IPv4, IPV6
http_open_timeout-ZEF KB EHRHNE (BB IEREAMTE )
FHERFRNY R
HRE: 18,

BRE : KA 0KHEE,
http_read_timeout-BEFHHEHRKE ( BBAUEEEMTE )

Bl —AER BRI,

EEE PR
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ﬁ%ﬁ :1*9\0

BWE : KA 0HEE,
http_debug_output-EFIGEEXHRKE (BB UEEENTE )

AR IB S HR.
TRRRE : &,

BRE . —EEMM VO T, MR,
backoff-EFHREHRKE (EBTHEEFHTE )

ERREFRENKRHBIIEETHU ENERSEAYVE. ESBRERNERGRHA XK,
ﬁ%ﬁﬁ . {IE SDK m£,

BXME : 4K SDK MR, ATURRE , th Al RY BFTRHBAIRFY,

B2 AWS BREEFNMEEMKE

T3] SDK X EAREEAHHARNIDEEMRE. EBIEMED FISMER . ME—ZEEM IVM RiKE
AWS SDK for Java 3% EAR Kotlin 5 AWS SDK %E,

SDK X RERESER
B
AWS CLI v2 =
SDK for C++ A EEABER. F2BIMDS SRERMHTE,
BRARES V2 NEREH =
(1-x)
BEHAR Go 1.x WEREH =
V1)
BAWK Java2x WHZEHF £
BAWK Java1x WHZREHF £
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https://aws.github.io/aws-sdk-go-v2/docs
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SDK * HEREZEA
B
B JavaScript 3.x HB% =
E
B JavaScript 2.x HIBI% R
-3
SDK Ky BH45 4k =
EAR NET 3x WHBE =
BAR PHP3X WAREH &
SDK for Python (Boto3) =
EARIER 3.x # SDK =
1B F R R et AY SDK =
#EAH T & PowerShell =

ERTACEAHE SOK MM ERMRBRHFRMEBM AMHPMENRE, AWS BH
£ T 518 B s E L 2h e

max_attempts-H = AWS config X #EXE, AWS_MAX_ATTEMPTS-IRIEZE aws.maxAttempts-
JVM RGEMH : ERTUEE/RHEM

BEEHFERETHEFR B LR,

FEERE  MRRIEELE , AEFEREIRRretry_modefEME :

- WRretry_modeR legacy — FEABFERZER SDK WERFEE (max_attemptsEEBER TR
BERYSE SDK 18F 5 SDK WAHTEE ) .
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS BRERBEHNTA BEES

BME : KR 0WEF,
retry_mode-HZE AWS config 45X &, AWS_RETRY_MODE-IRIE#EE aws.retryMode-JVM %
B . ERTE/RHEM

EE SDK HRABASTEEAERAN SN,

FERRME : legacy = TERRMERKEE,

BME

- legacy— BERZEH SDK ( FEELMISE SDK IEF = SDK HATEE )

 standard— ¥ AWS SDK WERESHRRE., EXNTSEHAN —HFREHER Y XEEHR
£, BRIEARERE , FRIFEAKERNWEREAEFR X Bmax_attempts H=R,

- adaptive— BRMMEHEN K HPISFREEXNYEE , ETSEDHAFRER. ARLER
EERMN , Al future ATREEHBIT A,

#iEstandardfadaptiveEHE RN
BMEREFEAstandardEHAEN , RIECRECNFEALF RN EESadaptive,

(@ Note
ttadaptiveBABERERBRIHHBE TRERFBZRNWBERLARAFiK. MRTERM ,
MREHEMEEFRERAERNAFR , Al —BERPVERTESEES T EABEERNFER.

b B R

AR EARS . £8. ERRERFABH

1. YWIHEE B
2. AFmASFNE-—&R , & , LRHENE
BB EE RN REERRS BIEERF

Yo
EEE , SABhLE SDK EHRETHIREA. XEMRE , BABhLE SDK BRI E.
B WERER B B IE B, ERABERAFREFEARERAS AUV ERYE

PR B BAK , LAHRENGEE 18 A0RY AT BE1E

ERTA



AWS BRERBEHNTA BEES

e BB
KETREEE —KBERER  AEEI, R RIEBE A ERER,

MEBRBFEFHadaptivelBR , FNERAEIA X EERBERETERINESEERFRITNAF K, &
B, EEERBALT LREREREE—RAEBMNAE, AWS BRI AWS R TTLABREANHKE |, &1
FARBRFIFER. FEFHFILL Amazon DynamoDB BR#A#4l, DynamoDB €A AWS [EiF i LIEEF
A RAERREIFFER. EERELNRBEESH BN — BRI L HARETRE, WREBHEXE
FEAMEENAFRERENMEER K , BHAEP—EERRNERSZRRS , AIFEEEAEN 2R
BRFIEERRNERE, BWABEZBELFTAEE R egion-and-table HE —E&E Fik. WREBESE
Fadaptive X FFBZIIFFAHIMNIEE , FSEFFERARBENIEE AWS XH4HERM.

EREXEEFEE
LN RstandardfadaptiveEHEXNN S HRBNRE -

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

UTRERBRIEPERANAGNESHE
GetSendToken:

THEFEEETZadaptiveEREXN T A, THREFRBERERTASHURBFERRBHHTHRA
ARE, SDKEFIRAEERAREXRUFRIEL , EFTHEATA,
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AWS EBIR B AT bl
EFmEXRRFIZ—EEEL , RUAFUEMERZEHFR , ZFEESHRE, B2 , £EUIER
CIfEz % , AFiRE X 2 e rate-of-request RS, MRIKFIRNWEE , THEEE L SHEELE
buo

EABBERERRSE , SOK AILUREEEERWER | UEEFHEHN AWS BRBEEE.
SendHTTPRequest:

RZ8 AWS SDK EAERAERMN HTTP & , MESTUERE HTTP B RBEEEFEAREEE.
—iRME , ARERERMERERK , SERERAER. ARTREERMERR  FRTFEERE
Mo

RequestBookkeeping:

MBRFERK , BIEEHRERESE., Eét¥adaptiveEFRER | state EEmaxsendrateZRIFWE
Y [E] FESE B HE 1T E HT

Retryable:
ERERBTIEERERETUEHDE

« HTTP ARAEHS ,
- IR EEREERRE,
- EEHEI , E&A SDK BN A MEEER , HhRKFIRBRBEN HTTP £,

M ERER (HTTP ARAEHS 400, 408, 500, 502, 503 H 504) MEGHREEER (HTTP ARRERS
400, 403, 429, 502, 503 # 509) £ TAES EiR, SDK ERTARERETINERABREMBIR
_@EEF:_EI‘JO

MAX_ATTEMPTS:
HconfiglEREEDIRREEHIEE.,
HasRetryQuota

SR ERBEREARAFERPRATERRHERNB R, EREBEERR —BHE , A EFAT
BERIINES. ELEBMKERN SDK , BEMBERAFK , FREZRBERNBEB IR, EFREEE
FERMmMAME  TANERARETHEEMER , SEXNFETHT. ERETEARER  EXERS
iE‘-&O

ExponentialBackoff
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HRTERENER  SEABENEBBARAHEESTLE. SDK FAEERBNBE —E5iE85Hm
e FTHIEEER NS EERCEERERNFEE URWAEM)L

seconds_to_sleep_i = min(b*r”i, MAX_BACKOFF)

B ERREREEF , THEEM

b

random number within the range of: @ <= b <=1
r =2

MAX_BACKOFF = 20 secondsEARAZE SDK, F2EEMNIETE SDK ISR ERBLUETHRE

i o

B AWS BREBEEANERMK

T % SDK T EARFEF RN INEEMERE. TEIEAMEBD HINER. MME—ZEEM IVM RKEE
AWS SDK for Java tz& AR Kotlin B AWS SDK 7E.,

SDK ¥ HEREZENA
B

AWS CLI v2 =

SDK for C++ =

BHREARER V2 NEREH =
(1)

HAR Go1.x NEREY
V1)

BARK Java2x WHRBREHF £

7|

EAR Java 1.x WHAZEH R JVM REBY : £Acom.amazonaws.sdk.maxAttemp
ts MARaws.maxAttempts ; FHcom.amazo
naws.sdk.retryMode M4 =Raws.retryMode .

B R JavaScript 3.x HBI% =
£
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK % REREZER
B

EAR JavaScript 2.x % B XBREAERXRH. SHEBNEHRH , AREXARHANAET

E FEEE,

SDK Ky &BHE K =

EAMN NET 3x WEARE b=

BEAR PHP3IXx WHABREH R

SDK for Python (Boto3) =

BERARALEAR 3.x By SDK =

1B A AR 8 SDK =

E A M I E PowerShell =

HRER

AWS EM X FHREUBHERAENERNFRBEFRE , SOKATETUAHBEEHAH. AWS R
EREHEEIERB o , TBREAF R LNESR @RI EEERERBATRNERBEINIE
B, URBDEBEH P RBEREMEBRBNER, SR , SOK RTESRMRH M SDK
BXENRBRE L, B2, ERTRNERSIRER gzip X , B4 future ATREERE.

MREHNERARENFER Amazon , BERBHEE4551E A CloudWatch, CloudWatch 2 —EE1R
ATEHEMRE , LR  EENSHNEIREERNRERE, XEREHREEXEF 2 —
CloudWatch2Z PutMetricDataAP| & 3%.

£ T 5118 B sRELLIhRE -

disable_request_compression-}£= AWS configXHERE,
AWS_DISABLE_REQUEST_COMPRESSION-IRE#E aws.disableRequestCompression-JVM R
mBMY - ERTE/RHE M

FARAEEARA SDK N TER B EHEBEIAER oI BHRAH,

JEER{E : false
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html

AWS BEBBEHNTE BEiE
BXE
« true— EARAFEREHE,
« false— F|AeEFEABRBHE.

request_min_compression_size_bytes-*= AWS configX
5% &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES-IRIEE£E,
aws.requestMinCompressionSizeBytes-JVM RFKBM : 2R TE/RHEM

RE SDK RTEEBBEHBREIBNZNIKRND (UZHREN ) . BER  MMERBRT LS
BEER, Qit, TEBENTREEEEN. WEESEAR , BEARIERZEMNFBRAN.

BWE : M0 ZE 10485760 Tl MW EHE (ZEEA).

B AWS REEANERNK

T%| SDK X EREEHR RN INEERERE. EEINEMBoFINER. FE—ZEEM IVM RKE
AWS SDK for Java t£5% AR Kotlin B AWS SDK 7E.,

SDK ¥ BEREZES
B

AWS CLI v2 =

SDK for C++ =

ERAREE V2 WRAREN =
(1)

BERAM Go 1.x WBEREH
(V1)

BARK Java2.x WHEEH =&

7|

BAWK Java1x WHAREE &

B R JavaScript 3.x HBI% =
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK % fREREZEF
B
B JavaScript 2.x BBIE &
E
SDK Y B4 4k =
BAR NET3x WHRE =
BAR PHP3X AREH &
SDK for Python (Boto3) =
BRARKMIEA 3.x Y SDK =
1 AR AR Y SDK =
#EAH T & PowerShell =

AR 75 43 E Ui

BHEBERBREVREESZEACEZNRIMREE API EX , TRZBERBEFE, EERE
RUEZESI KR, VPC mEME=ZFAM AWS RBRENEN, TRENERTHARIANEER
B, BAIRMEA AWS BRIE1EE iR URL.

£ T 518 B RE L haE

endpoint_url-#= AWS config3#i&iE, AWS_ENDPOINT_URL-IRZFEEE, aws.endpointUrl-
JVM RiEEE M - 2R ITUEE/RHE A

EEEERERTEENFAREEHMEER  MREEEEARMERBERN R, EMER
ENRBHFERMSER IR,

BB EHRA AWS configiE RN K BservicesEBRAFEALLE Ti RISTERBERE BT iR
. WEE/pservicesHIPFERFEANMERBEFNRSRBFE , FSE RS E iR A

JEE%{E : none
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS BB EAAIT SEEE
BRE : SFRRMHNEENEME URL, URL THLEZEM IS EE RS EARTERNEBET
o

AWS_ENDPOINT_URL_<SERVICE>-IRIE#E, aws.endpointUrl<ServiceName>-JVM RFEBH :
{22 PR TCRE /L4 K

AWS_ENDPOINT_URL_<SERVICE>(EAI<SERVICE>2 AWS fR#& A1) S A EREFRERDET
WmE, MEMEREFERESHNEE , F28 RESEiRIENELR.

RS E RSB EPAWS _ENDPOINT _URLERE BYfF {0 £ 15 2
FEE%{E : none

BXE: SERENEREMNMEMA URL, URL AILLEEM B8 —SZARKCERNERT
#,
ignore_configured_endpoint_urls-#= AWS configX
5% E, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS-RIEEE,
aws.ignoreConfiguredEndpointUrls-JVM R&EE M 2R TE/RH4S K

LR E AR B RS AR B R in BB RERRE

IR, BERUERTERM , BEEARNBRREAF KA PRENT ARG, fim, 2
$E--endpoint-url@HITSEEE AWS CLI s S A5 URL EERE FiniE NG HmKRE
Mo

JEER{E : false

BENE :
« true— SDK T EFER A AconfigERIIRESHFIRT M EFTHRRE | LRERE
URL,

- false— SDK R ILEEFEALAconfigERFIRBEEHTINEIATHEAEREN R,
ERRBSEHRE IR
BEMMBERBHERBHEHIHE URL , R EAWS_ENDPOINT_URLEIHIRIEEH,
export AWS_ENDPOINT_URL=http://localhost:4567

BRRABERE AWS R EBFTRE URL WER , FFEAAWS_ENDPOINT_URL_<SERVICE>IR
BEE, Amazon DynamoDB B —fHserviceldfIDynamoDB, ¥RILERFE , inE URL IRIEBEEH A
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10

AWS BRERBEHNTA BEES

AWS_ENDPOINT_URL_DYNAMODB, Ittim2if9{E & IEF S FAAWS_ENDPOINT_URL & ¥tk IRFEEREM £
15 9% B

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

¥EAH S —{@HIF , AWS Elastic Beanstalk HserviceId—ffl Elastic Beanstalk. & AWS BR¥§
E&HEEEA API EEH | serviceIdBIBA TEIREMMEEZERAEXREMEFTE. BERELBREN

e, YWHEMNIRIE S BBAWS_ENDPOINT_URL_ELASTIC_BEANSTALK., MEFMAERKEERESHE
H’J%E , B2 RESE MBI,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FRHXHAconfighE RLEimE
EHZconfigXHF , Aendpoint_url AT R #bE AR T EATEE,

« endpoint_urlE#E—@ERAEE , profileEZinHHAALFinH.

« endpoint_url#iEfservicesERRMNRERBFNBESEBT , EXRHERATEUZBREZEN
ER, MEAEHA config BEHERE services ERWFMAENR , F2E BB KR,

THIEFIERAEservicesHERZE AR Amazon S3 RIS E iR 2 URL , UK ARFTE EMRIEH
EHEX31 18

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

E-REEAVURESERBENmE. EHFIRETRUMMA Amazon S3 M AWS Elastic Beanstalk

B — B ERE R ERBEIEEIRE URL, AWS Elastic Beanstalk B —{BserviceIdfJElastic
Beanstalk, & AWS fR¥k BRFEN API R Wserviceld FAR A TEIRBIRMMEZRLN
MEZRNE, At , REEZBRFTZEE L | elastic_beanstalkit Bk RIEHIERE BB IELR
telastic_beanstalk = . MIEE services ERPEANFMIERERINBLIBNEE |, F2
BY RS 45 E i A (Y A B B o

[services testing-s3-and-eb]
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS BRERBEHNTA

BEES

s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

RBEEI D AT S EEEXHFHER, Hlan , M@k G T A2 E H it it E R EAEE

E’\Jserv1cesm% :

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

EAACREEERERPRE R

MRIEHEREE EGIEIR source_profile ZEREAR IAM REZABIEE J«Aﬁ@k%ﬁﬂ’\]?@

# , Bl SDK RgFAEERERENRKHERE, EratAREEEFNAGHE , EAT
H# A config X :

[profile A]

credential_source = Ec2InstanceMetadata

endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB

services = profileB

[services profileB]

ec2 =

endpoint_url = https://profile-b-ec2-endpoint.aws
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AWS BBHEREHNITE BEEE
MBEFERRERE B WHERNEH W Amazon EC2 , Blis B &4 A https://profile-b-ec2-
endpoint.aws., MREHWEXNBREMAEMBREZLEER , mERTSTEEREMNEITEE., W
HABTAREEAPEEZNEH RS, EEZHIRRYREE B EN , BEEEEE B REEF
EX7E endpoint_url, 1% source_profile SREMFFMEN K F2RERACHEFRMHEE,

RERETIRF

LREMERE AT A RRER |, ESERERSELEHN —BE. BREIGEN API HA AWS BRE , £
FBUTR B 2RiE 2 —{E{E -

1. ERBHBRBEFin L SRENVIEMAERES S HE LR EMEMRE.

« R AWS CLI , ER¥E--endpoint-url ST 2 BrTRRHME. ¥R SDK , BIFEHE R AT LR A
BEBEHIE AWS BRF A FmsSE EYHRATRENS BTN,

RIS ERBESEPTIRMHEAE , HIZAWS_ENDPOINT_URL_DYNAMODB,

AWS_ENDPOINT_URL £ifiimBIRREBHATRHNE,
endpoint_urlREEMRRHAconfigERservices BERANRIGR BB B T AT HMES
M AconfiglEEHE#EEendpoint_urlEprofile R EFTRENE,

REEFEAMEE AWS R WIEAITERIRHE URL,

2 T

B2 AWS BREEFNEEMKE

T%| SDK X ERFEHR RN INBERERE, EZINEMBoFINER. FME—ZEBEEM IVM RKE
AWS SDK for Java t7& AR Kotlin B AWS SDK 7E.,

SDK ¥ BEREZEHA
B

AWS CLI v2 =

SDK for C++ &

ERAREE V2 NRZEREH =
(1)

BHAR Go 1.x WEZREH
(V1)

7|
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS BRERBEHNTA BEES

SDK % REREZER
B
BAR Java2x WEABEH B
BAR Java 1.xWBEREH B
AR JavaScript 3.x HBIEE £
E
EARM JavaScript 2.x BEEE &
=
SDK H BHFHk =
EAMN NET 3x WEIRE =
BAK PHP 3.x WEAREH =R
SDK for Python (Boto3) =
BARAER 3.x B SDK =
EAREELRY SDK i
EAK T E PowerShell =

AR 5 45 T v B Y 5 B B

MEEBNAUREMAEEATRPBINBNES  FERBBEE R,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS REERBEANTE

BEES

serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

#
F
A

BHmOoEBIZITITMW

dal
1

dal(

ar
al

ar
cl

ar
bt

AWS_ENDPOINT_URL_<SERVICE> IRIE£H

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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AWS REERBEANTE

BEES

serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

> 1

BHmOoEBIZITITMN

aj

al

yI
n

aj
YA

aj

al

d:

al

al

aj
ar

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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AWS REERBEANTE

BEES

serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

> 1

BHmOoEBIZITITMN

aj
ol
Ci

(0]

t

aj

Ol

aj

al

aj

aj

AWS_ENDPOINT_URL_<SERVICE> IRIESH

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
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AWS REERBEANTE

BEES

serviceld

Artifact
Athena

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

BackupStorage

Batch

> 1

BHmOoEBIZITITMN

ar

al
g¢

al
il

al
il

b:

b:
te

b:
T

b:

AWS_ENDPOINT_URL_<SERVICE> IRIESH

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH
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AWS REERBEANTE

BEES

serviceld

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket
Budgets

Cost Explorer

> 1
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defaults_mode-3= AWS config X #&%i&, AWS_DEFAULTS_MODE-RIZEE,
aws .defaultsMode-JVM RFEBH : 2R TUEE/RHE M

FALLRE 6 SAUNERZHEARXEBRE—BNER , ARALNERAEXRERENMHTER
B, IR AWS SDK FREFHABRENE , BIXEKEEL. MR AWS SDK FRERGHMETE
& , Bdefaults_modeTERENR , Bllt T At B EARSREICHESERERETEANTE
HfE, REARRSIFETIIEE  HTTP BARE. EFRTH. REhERIRRERTE , AR TENEM
SDK #HEafHRE, FALINGENEFAURSGHEHERFARFESITENMERERE, NRTE
Mlegacy , EMEZEEdefaults_modeEFHL SDK BHEAERNMTRE , RARMNTER
AREgREEREERNZRRMKE,
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AE  SDK T EEMAFAR Astandard,
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« legacy— Rtk SDK MEBEB U 2R 2 FEMNTEERFREdefaults_mode,

- standard— RHEAZEER TEZEHTHENEZRERE.

« in-region— UEEEXAEREE K W ITSEHE AWS R RABTUNERAEXESITE
W ERIE{L AWS EiF,

« cross-region— URERAXFSER  SEHBETREERHFUNERE AWS R XESITE
M R1EL,

- mobile— BUEZFEEN L H SHEHHBBHEARFESEFNEL,
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[default]
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THS A RBEINEH ET&Edefaults_mode :

- retryMode— 1E7E SDK BEREHN A X. FSBEHTA.

+ stsRegionalEndpoints— #E7E SDK #n{a ¥l e A XRE AWS Security Token Service (AWS
STS) BIAK AWS IR¥E kB, FFSRBAWS STS [EE1bim 2.
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« awslabs/aws-1c : HEBAWSEBKAWSREEF#HEN —RAEZRBREENE , BREAT
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M. AWS EHiA AWS SDK MITEREMEH , ELEN TS ESHMWIEFA AWS API, $Ih
BE. HEINEE, HERRSE. TEMBEENIHEFNZE., ENEAURAEEMMKYE. BSHIT
PEERFEXRMNETE, AWS SDK BITIRASRMEZEEHEES (S0 Maven NuGet, PyPl), i B
AELBARRBREXNBERA. GitHub

BMERERAEREME up-to-date A SDK WA , SR EH#ThEE, RN EMMNERMBMKYE, TEER
REBEATZXEN SDK IRAE , WHEAEBITRE,

RS 122

AWS SDK ZITRRAERA X.Y.Z WX , Hh X KREE/MRA, 80 SDK WEERAK I SDK #
ATEAMEANEY  UXEZEEPPIFEZNER, EOHRED (flwE , 5, §2E) 17T
AREERESNE  SEIATERS, EAEXVEATH , TeEERARITH SDK IR, BBLIRIET
RUMNFAHREFRAEREZRAER AWS,

SDK EEMAL ariB
B SDK F T REAMW £ BN 5 ERBER , BEmT.

- ARAETEE (BR0)- TR , SDKAEXE  TEELAERESRFERH , YAERAREHER
MERRME, future WIRATTBESSIAEREE, —BEEEREK AWS BRI ABENER , © &
SREERARBRAE, BRIFEHBEAER , FANRER M IRAC ERITFES GA |, LiEBLE
AWS X%,

« —RRATAM (GA) (PEER 1)- FELLBEER , TR X SDK, AWS SR E IR SDK ixA , HhaiE¥
RN T, RERKEHN API B, URERNZEMHBE, HHAITE , AWS SiREEEHINEE
AR EENERRAE, AWS #&XF—18 SDK Y GA RAEZED 24 B A,

. HENE (FEZREE ) - AWS 87 SDK EAMHEERGELD 6 BA LM, ELLHIR , SDK AS#E
EESTEXE, BY K #HEEASET —REXTERAERE GANWRBESR.,
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o #RIEFE (PFEER 4)- B SDK #&R1E Support B |, ST BREIEFHFRBITIRAR, LaIZM0REASEE
EB L HE4AEEERM  MEXBNERIFMABURE GitHub, 7 GitHub ERREEHF. FH
E0 BITREM A 2iEE end-of-support B SDK, BFIRZFEAEABREHTHEERA,

AT R SDK X ERAFLEwmBHNEBRA.
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RZE AWS SDK MEBERKBRR , SINESTETR , BIEERRIE=ZSENELL, ELMBKRMHE
BRAZESHBEIHAEXREAHNEEMEED. SEHERRERHSAHERZFTBE M end-of-
support BFE &

5

AR, THRETHREBREHRARN  REORI.

THIMEERAN D EERSE = MMM

« BEZRHK (OS): HlF2FE Amazon Linux AMI, Amazon Linux 2, #2 % 2008, 28 2012, #8& 2016,
FE.

. ESETE . flFaiE Java7, Java 8, Java 11, B0 , BEXE  FPI& PCLZ

- B=HEMEZSR : R~FIBFE OpenSSL, . NET #E2 4.5 , Java EE &,

HANBERRECHIBEE RERRMENER , S8R SDK KHEED 6 @A, T, ERA
AReg RS EMKEMBRTE.

(® Note
AWS REETEINER SDK AT T F L FER KB R ER

\l Ii
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yi:: Dol
HRBLAGUTHIRELNEE
- RERZHENRFEEETHAEA , ERRMFTERILESEE SDK REANXZE, EFHA4S

BLR B BE &% end-of-support, 1EEITHFEEFERK , WRHARIES

« AWS SDK X (flan API 2E X4, ERAEERM. SDK Em{THEMEAM GitHub Readme) EE
o, EHTHEDRER  YRHEARZIFERAEANES

« BMT —% AWS BEXE |, EFHELR T B end-of-support , B TIEENRFREIX,
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AWS SDK fl1 T ERAZTEH R R

TRERAA AWS RBREBEMN (SDK) TEMANFE , ARCMHEMBEGERHNVERIAR
RFEI&k. WFE AWS SDK MITEFERANEMBHREERBRENFERES , FSEERBBEE.

SDK FERAK B AP Ex —fix AT A B & fmst
AWS CLI 1.X — X AT A1 9/2/2013
AWS CLI 2.X —RX AT A1 2/10/2020
SDK for C++ 1.X — % A A 2015 9 A 2
H
BERAREE V2 V2 — % A A 1/19/2021
# SDK
SDK for Go 1.X HwENS 11/19/2015 HERBHFES
ﬁ/ 4=
WA Java BB 1.x i N 3/25/2010 FHERBHFES
BEH SN
BAR Java W  2.x — AT A 11/20/2018
BEH
EARK SDK 1.X #1E Support 5/6/2013
JavaScript
ERARK SDK 2.X HEL 6/19/2014 HERBHFES
JavaScript I/
1 ARE SDK 3.x — R AT At 12/15/2020
JavaScript
SDK W BHF K 1.x — R AT A1 11/27/2023
SDK for .NET 1.x # 1k Support 11/2009
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