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https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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i Bl 18 A% I SRR B £ M H AT IR P

Z 4B AWS Organizations & , JEBERPZERSFHVICHWNE, WRZEEAABER
Security Lake , BB EHAE Organizations BEIRF RIEEZRIREY Security Lake EEE, A
% BABFEAZERAKREEENREIREA Security Lake, FIEKERE , W AHEBA Security
Lake, MFEFFMEN , FSRAEEZEIRS AWS Organizations.

HE , BE LR B Organizations FE IR F A Security Lake , MAEEBHBES,

BAF Amazon Z& BN ZE

BRAZEME , FERBTIIEE

- Security Lake Rt EIFHEENE , ERTETUBR L ERALEREE AWS [EiF [E i3/ 5t &K
&, EEAEMEXZENESPA Security Lake , A LURIBEM X BH i [Eim B, &t aT LU
BEEARED , KZERSNENERZE R,

- RPEBEEMEIENPEEZS M AWS EiF, NREEEM , Security Lake A AR EER R K
RESTSETBMHENER  IEEEREIBFEANES RN, MRREMEZENESEFK
B Security Lake , RIZREREEZEEESFERANEMREREERNEED,

- EREE A EEXEA Security Lake B , E&AAWSServiceRoleForSecuritylakeZEiR
FEIURKEZAC, LAGSREARETUHEM AWS R ALBRELZEHEERBNER, W
TR EEACUMEENFAER A BS2REAAMEREETRHNEARBESAR, MREBRHA
Security Lake tEBZE RN Z £ HEEE | Security Lake EEMABINESERERSE P B RS ELS
A,

« REMAXE Amazon S3 YIHHHE, BYERHREFITRE , HREFRH S3 WHHE, EREFRT
B ERANFHESTERECEEENZTERNNEE.

EEEe LRRBRER

AR BB RIE R A A B MR E L 2 HiEIB AWS Management Console. fE&E ) —EF 49 AWS
Management Console , Security Lake EIR A RREFHICWAFIRR , YBRIETERHFTEN A X
= AWS Identity and Access Management (IAM) &,
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SR RERR

Security Lake ERREERIFUREN AWS tRFE M AWS B, FEBELET , BBIZFELLMIK
ENER, ZRECASLERRMEREIEN AWS R KR, EENGARFMEAITRENE
A, BE2REEITREREER,

BB ECENFFIE

—

FRZEMEES | LR https://console.aws.amazon.com/securitylake/o

EREEA LSRR AWS EE 8  ZH [EF], ST0E LRERAEESMNEMEENZ
ey Y=

3. EERBEM.
4. $¥ [ERGHENBEHRR] , BEETHHP—ERE

N

a. WHETERR AWS R — ERBEZEESBARIER | CloudTral 72258 S3 EREMHETH
., ERAAMEAE S3 EREHTHESABEHEMFEARA, CloudTrail &ERRIKIE ,
EEH "TAERISTE AWS R #IE,

b. REAFE AWS RiF — EALEE | B SUBE— 3 2 B EHEAY s M EHHR.

(® Note
EIRE —REWRF FRUA Security Lake B , IR RIS ENSEHRFEHER 15 X%
BERAMN -0, WECARTERNFEENR  FE2ERERENEGERA,

5. #HRWRA , FEREERPHEEGHENSHIRNER KRR,

/A Important

MRERZEEEEEFHPMANK AWS GEERFENLESGHER , FBBi4& Security Lake
RMEEE, WEFREN A BFSREMACER,

6. HR "ENEH.,  FEERERMAXENESIREERSEARGCHENSHRER, NREE
#F TREERH,  FENERBLEGERER,

7. HREREEEFEN , BRIFIAMACRERABEBIAMAR |, LURF Security Lake R RIRKEE
R EFEEERNNER. TEABAZSHENFEESY , BEEA—EAE,

8. igj% Next (-F_ﬁ)o
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
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TR 2 ERFEFRENTEEE (BEH)

BREELFER S MFRERR Amazon S3 EERIUKFERE, Sl ERBRESR , K
EHREZERRNER. SLEREWESR, WFFMER , F2RL2 BTN ERBEHEE,

BERERMEFNRARTE

1. MREEXKZEERMEINENSHERFTESE , Fitl NENRFES. EE "HERGH
EiE, . FERE "EE., MKEREEN "TEE. . KUUARE-RSERBESE.
2. HMERWEFER , 5E#E Amazon S3 @R, AREFERA S3R%E, NIREFEEHR

EXFRAcRERES —AREFEER , FRURZHE CUXAEN) , AR EIE (FigEiR), RS
HifERE |, WA SEBH , Amazon S3 ASEMIBR, WFE Amazon S3 FEEERIMRENEFMENR |
EZ2RREEE,

3. MELEF—ESBPENEEESE K HRAREEN, BEILHAVMACEFEAREIAMAE | U
&F Security Lake B EEHE S ERNER,

4. B Next (T—%)

S 3 : MEMEMERH
WBI Security Lake #§4 F IR RN IR, REBRUREHRERE, Rk, BICHERM.
WBIFIR SRR 5B

1. FBAH Security Lake B , FRBERHENEHRE, Bif, SRAESNREEEER.
2. &I Create (B3),

BUYBRMc® , 88T Security Lake A LE D (HE] EH. HEEREM "EH, N "RERE
B, HENRE., STFNBEENHEEES.

TRIRE, ThEEREETRBEE 14 REEL 2 HRIER Amazon S3 FEEFENBEERE, NESERE
HEMEFMER , BB E Security Lake £2 AW "RE, EH,

FR4 mENEHEECNER

BAUEBERMR , B LAERA Amazon Athena SR LAY BRIE R 1R FEFHE B AWS Lake Formation
BERMERETNER, EERERATEAHE | Security Lake & B BIEE K EE 15 PR 152 B2 48 A R B
Security Lake WA®, ABRZEDUNEEFERDNEER, SEERERINESER , F2H Lake
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Formation BAGBFMIAMERSZ, MFBZESELECTEREMNIE R , 2 BAWS Lake Formation FAZ A&
EERWERAERE RS EREE R B HFER,

HBR5: BMFIRAE

BYERN®R GRS ETEE MERENER, FTEE T EEFH Amazon S3 @ FArE TR
HRERAERARERER,. NERWIIRENFMAENR , F28Amazon 2 FFTRHEEE,

DiREF BB
RHBENE T OALURESF N EAMNBEBRER LS, Amazon ZLMAAPIBELUERSRT AR

HERZLMHIRE,. ERNER. 3#& , BUUER AWS 55 T & PowerShell (AWS Command
Line Interfaces{AWS T &) , HFAWS SDKsE &L £ #f,

TEB1: BIIAMAR®

mRELERERFT A RNEE Security Lake , BI4ZEE I — L AWS Identity and Access Management
(IAM) B |, FREEREERIH.

/A Important
MRIEFEA Security Lake EZEARMANBZERSHE , IFFEEIELIAMAE,

IAMIN REBEHT T —RZEEE , IV BEEPEIAG (BREEFZUEESESENIAMA CIER

FHHER)

- BNBEIIRE — BETRRERASERHEIAE Security Lake BV A EBUUSL AWS IR B Z2RIR.

- BEVEFERTFIENTRE — EAFUNITERE TAEZERENERMFE S3 ¥

- BYEFEHTFIENGIRE — EEFFAMETREE AT LA Amazon Athena E R ¢ Security
Lake E%ﬁﬁ*ﬁ'o

- REEHAED - RREESES0ZME AWS BIEHEHR,

BYRHEREINA®E , 58 AmazonSecurityLakeAdministrator AWS 3 &I R Al it i1 = 48 F 3K
RBUA Security Lake A, WERAISREEEER , AFFEME A Security Lake X FEFIELZ S M
HORENE,
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https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-welcome.html
https://aws.amazon.com/developertools/
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
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Fff 502 AmazonSecurityLakeMetaStoreManager AWS BEEBHIBER , LA ERHR K Security Lake
EHER, LWRAHM Security Lake REZFERRFIZBHN RIACHEENSHER EHOEER, BRNR
A (ETL) THENHEH,

B 2 : BUA Amazon &

EEUREXRFTAXRAREMNE , FEAZTL M CreateDataLaketE¥#API, MMREFEHRNZ
AWS CLI , @F#{Tcreate-data-laketn . EEMNFERSP , FAconfigurations¥regiontlfu
RIEEEREHEP LA Security Lake Hith [T, WEERBABHEE , 5528 AWS — RSB E.

g1 1

THgEfm S g Aus-east-1Mus-east-2EFHFNZ L EHH,. EEMEREE S , LB R HEGE
F Amazon S3 ZESBINE. YIHE1E 365 RERBH , MHEE 60 REZEHRZE ONEZONE_IA S3 f#
FHERl, WEHSEY Linux, macOS & Unix #31t , WFEARFME () TEEFZ T RAE BN,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}]13}3}1"' \

--meta-store-manager-xrole-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

g4l 2

THEF T ERMAus-east-2BIHHNEZ LM A, tbERMER AWS Key Management
Service AWS KMS) HEIYMNEFEEM|NE, YHEE 500 RERBH , HEE 30 RRE#RE
GLACIER S3 fREFHAl, EHISEE Linux, macOS =k Unix &1t , IFEARFER () TEEFT
RekE M,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"}, "region" :"us-

east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}13}}1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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® Note

MREERA Security Lake , R EEF[EIH S RIFWVHRERRE , FFFEAUpdateDatalakeff
¥  HBEWMRMFEAupdate-data-lakedi o AWS CLIFEFE A CreateDatalakei® .

HER 3 FRERIR

Security Lake R ZFERFEUAREH AWS 1RFE M AWS B, FEBELIER , BAZFER MK
ENER., SBRECHELETRRMEFEXEN AWS ki RiR. EENSERMEEIIRENE
A, F2RLEITRRBEER.

EEUERARGTARNEEZ—SZEESRIR , FBHEMA Security Lake #9CreateAwsLogSourceEZAPI,
SHYEERE , EESHBHWEHME —sourceName{H, EEMHMFEAHMSE K SREFLEERFABZE
¥R (accounts) MAFEMRZA (sourceVersion),

(® Note

MBHEKREBERPEESZHBE | Security Lake ERIBEHBRNSE | KENEREREHA
R SHIEERBRNATERE, Hlan , MREREBHZEIR Security Lake RIKEE S , MAEHE
BraccountsZ# , Security Lake EENEREAZEBTHOMEIRSE, REHM , MREHE
BRsourceVersionZ# , Security Lake 4 ZNERERZEERRNFTERA,

MRENBREET HABRARZRSMENES , AIEREER, SERRLER  F#EregionsE
FEIEEEC A Security Lake FIARE R, HE , BAINERMEMARZEH , ARBREREN

ERE—IREWRF A Security Lake B , FTEEZENAEHENSEHREHESE 15 REESAHNW
—H0. MECARTERVHMEN , FSRBEAEFNEGRA,

SR 4 RERMEFRENRRED (BEN)

BRI ELFER S MFRERR Amazon S3 FEBIUK FERE, SN ERBESR , KL
EHREZERINER, ELERUESR, MEFMEN A F2RELLHPNEMBHEE,

EEERARSRRURARTARNERA R , FEALL M CreateDataLakeF¥API, INRE
E A Security Lake , W EHBEE&HB & , BFEAUpdateDataLaketE% , MIFCreateDatalakefE
E
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
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HRE—ER  FEAXENSBREECRENERRE

- FEEEREREE , FEAregionMUREELERERREEREAEZN "B,
ffreplicationConfiguration¥l#fregionsf@%|/h , IEEFEFEE "EE, B "#HE, KT,
MEERHABNFE | 52 AWS — RS E.

- FEEEERNREERE , BFEATY1lifecycleConfiguration2¥ :

- #t¥itransitions , BEEEFE Amazon S3 EFEERIFFEH S3 WHHEXE
(storageClass), days

- #lexpiration , BEBM MR , EREMARFERE Amazon S3 RERMFNERE. It
BHRERE , WHSIBH , Amazon S3 SRR,

Security Lake 25 ENRBHREEAELEconfigurationsrregionUFIEEN "E
iﬁJ o

Flan |, FHHSEUERESNap-northeast-2FEREBIERH, Hus-east-1tEAFBZKbap-
northeast-2EERIEHIR, LEFESAMEETERANYHEEL 10 XWEIHHR,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration™:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":10}}}1' \

--meta-store-manager-xole-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

BEECEIERH, A Security Lake BListDatalakesiREAPIZRIERR A Z £ AN EESEE
HHHWERARRE.

MBEEITERHRFHE B EN R |, B LA A ListDatal akeExceptionstEE£RBRHINEE |, WiE
HIfF Ff & B BECreateDatalakeExceptionSubscriptionfEZ B I AR . MEFMEN , FSEARH
fRE BLAAREE,

FR5: mENEHEECNER

BAUERGHE , B LUEA Amazon Athena BRI IRFS R 4R M &= E ¥ AWS Lake Formation E
MEREFHER, BELRUERRSFTH A Security Lake B , T2 EBREEHERBEER, PHNE
BHEBERS AWS Lake Formation AZEASSELECTHRIZESE AR EHBEEE R EMREHIAM
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
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At, AEEPLVNBEEEEROMEIER., EEERKIIMNESZESR |, 552 Lake Formation &
IAMFER2:Z, MEFBESELECTEREMNIE R , 52 BAWS Lake Formation BIZ A BISEHTMEHE
BERAEREER B FHER,

HER6: BMFIRE

BUERHR B LGREETREUMERENER, FTEE TUEEFE Amazon S3 @ FTETHY
HrREHERARERER . NERBIIRENFHRENR , F2BAmazon ZEHP R RHEEE,
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https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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B Z @RS AWS Organizations

A LAEA Amazon ZEHREZBELL AFNES AWS 1RF. AT BB EBLNECSEIRFH
B | RIFIAZIBZREA Security Lake B& AWS Organizations.

£ "#H Organizationsy #F , BAREVABHUIRFBREEIRF ., B E# Security Lake B2
Organizations & , EEIRF X ARBBIEEZ KM Security Lake RIEEEBIRF

EMNEZEHEEETURALZEHE , YARERFHRERZEMMARE. ZEMBRKEES T
FERUA Security Lake BYFRBEBAWSERHENSEH (BRtME I EANE AWS B HH{E E 5k
). EMHRREEB WA LARTE Security Lake , A BBIWEFMEMIRF N EENBHER.

Z W Security Lake EXEE U FIEABRASRFHNEHNS4ER . Hib , LA Security
Lake BRERKEEBREIRFFIMENER., MEUURTITEEFEABEBKEIIRFHENEIEN
FEBR,

EERBERPTHNZERS A Security Lake , #EBIEEIRF XA LIEEHBAIZEIR Security Lake B
BiIRF, REZMNRAREEES T UMANZEEBHN L L8,

/A Important

£/ Security Lake B RegisterDatal akeDelegatedAdministratorAP| 7t ¥ & £ F BRI
B, TEMEENERRKEES,

MREFEREZBN AP REMBRNEEES |, AIaEEERINE I Organizations #9 IR ER
Ak, EEMRTEINGE , BEARESH APL

MFEBEERE "4 Organizations, KVEFR , 5828 (AWS Organizations £AER) FH (BIME
BEHEB .

ZRZEHEEENEEZEEN

EEETIERZRARKEEEE Security Lake FRTAARANREE -

i

ERNEESEMARETEHZERN.

ELBUETRNEESR , cERALEA Security Lake ZBEEFHNEREES.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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BMEBRSTERBFIRFREAREHBRNRAREESR,

RO FIRF REMARERNHEFRAE RS HABRLEENIRE. AWS 1RF WiIRF RN FEE
BEERRIBERE , SINEKENZEERETERAMAE. EREKTEHFIRFRER
Security Lake ZRMIRMEEES , UELTUERLNABTIRHNER TR\R S MBI CERE
MEH,

o, BMPEBRESEON—AERAETLERFNR "EHiF) kP, EIHENREEZHN , 1R
E A& FERE Security Lake WWEMNER , B LUASEFE A Security Lake 5]BIE . BEIAR
METEMNEZRE , HEESEAmazon ZEHHHEIREEE,

MREFEHAZ AWS Control Tower fR#E |, BITgER G AFFEIRE ., MERLHIFIRFWFEME
A, B2RLEM OU —AWS ZEHSERBEFNEHEHEIRE,

— BB R —EAEREES.

BEERS R EE —BZE IR Security Lake BEE &,
ABEERFTRERERNEES,

BIZ AWS &M REFEEINFEEREFRA  SVEABEERFEEIRNAZTRNARKEES,
ZRHNEESHARERPEBE—E5,

MIBREEE  ERNRFEEEEIRSKEEZFER Security Lake, EBAARERBTEHEBHER
BEEE , 9% Security Lake BT BREBHBIRSEERER,

EEERER BB IAM # T

EEZIKE Security Lake BEEER , BL BB RA Security Lake HVHER , A T 51 R BIFRRN
F 5l B9 45 E AWS Organizations API #E%£,

& A LATE AWS Identity and Access Management (IAM) BURIEE BF I8 T HIBRIAR |, LUREAEL#E
BRo

{
"Sid": "Grant permissions to designate a delegated Security Lake administrator",
"Effect": "Allow",
"Action": [

"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",

EEZREESFFH IAM FF 7 17
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"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": "*"

BEEERNZEHEESWHBKRERS
MIBAHERE , AENABISERRY Securty Lake BEBIRS ., RARMERIES TLUEEL
HENERERERS. AATERFTERLERNDREERIES.

® Note

- HBEERFEMFALZ S MRegisterDatalakeDelegatedAdministratorfEERIEE
EMNEZSHREETEEIRS, TX&EEIB Organizations IEEZ A Security Lake BEE

=8
- MREEREEFHBNEREEES  YEAXBREINZREEESE, AR , BULUIBEHFN
EREEE,
Console

1. BRZLHERES , BB https://console.aws.amazon.com/securitylake/o

FREBNEERFREZEEA,
2. « WRMEKEA Security Lake , 5EEE [BIREA] , ARE [MAZ 2B EH LIEEZE KM
Security Lake BB &,
- MREEBRAZEMWA , 5B [RE]) EH LIEEZ KA Security Lake EE B,
3. E[SEBZMEEMRES]ET , ZBNEKREEM AWS Z2HRBERIAKEESNIR
F (EBEHE), 2% , WALEEEBZEIR Security Lake BIEEZIRFH 12 VB AWS IRF

IDo
4. BEER. MRAEARBA Security Lake , IHEZRNRREEEEREE S EEPRIZIRFERK
A&£i#.
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https://console.aws.amazon.com/securitylake/
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API

FEUREARFTARNEEERNRREES , LA Security Lake API
MIRegisterDataLakeDelegatedAdministratorfE €, BLREEBEEIRFFIER, NREEAD
= AWS CLI , BB E IR F # {Tregister-data-lake-delegated-administratoris 5. FERHIFER
B, EAaccountIdZBREEEREEREBEZREESIRFM 12 VBIRS ID. AWS 1RF

Flgn | T5 AWS CLI i S EREEZRNEES, HEHIE &% Linux, macOS = Unix #&X1t , I
FRARBE () TEEFZ RIS BN,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

EMNEEE A LLURIZ B BWEFRBBIREN AWS BHENE4ER., BBHURE , ERFHE

EHRESE | FIRFE e BB/ Security Lake AWS Organizations. 5 AZERNEES |, &1
LAfEF Security Lake API B9CreateDatal akeOrganizationConfigurationi2E3REF L AHRE | =& |

MRIEERAE AWS CLI , BIT]LA#1Tcreate-data-lake-organization-configurationdy 4 & BR A kb 48
BB, HEEMNERG | St LB EFRIRENISEHERE,

filgn , LA AWS CLI s S EEMMAEBIRS B BRA R £ H Amazon Route 53 f#fr28 &3 H
5. AWS Security Hub 218 B 1 Amazon Virtual Private Cloud (Amazon VPC) #f2 B &
S. WEHISEE Linux, macOS = Unix &1t , XFEARFER () TEEF TREETEM.

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"},{"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"

HBEEBIRFIEEEMNAKEEECR , RREEEVUBAMBREHRBA Security Lake, ETIE
R FIEXE Security Lake , AMEBABHPERIRSH AWS EHENSHER., WEFHAEN , F2
B WEE R AWS R,

#& 0] LA F Ik GetDatal akeOrganizationConfigurationfE 3 BN 88 BR4E 4 B 515 X Rk S AREMFFAE
#lo

BRERNZEHEES

REHEBEERE T UBREBEBIZER Security Lake RMEEE, MRLEELFHBNEREE
E A FEREINZEREES K AREBEFNEREES,
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/A Important
BERZEIRM Security Lake EE S SMIRENERS |, Y EREBHIRFHN T2,

BB MEA Security Lake ERAREBEXIBREMNAREES., ELTEREUEXRFT AR
7o
EEUBARGFTAABRERNRKEES , A Security Lake API

Wy DeregisterDataLakeDelegatedAdministratorfE 3., SAEREMAMERIRS FPUMESE, MRBEEE
FB AWS CLI , 4B E IR F #11Tderegister-data-lake-delegated-administratorén o

flgn , 75 AWS CLI i S EBBRZEIRK Security Lake RIKEEE,

$ aws securitylake deregister-data-lake-delegated-administrator

EEREBEMNAKEESETE , E2ENMKERFH B BHERERTE , FBEA Security Lake API
W DeleteDataLakeOrganizationConfigurationfE2 , ¥ , MREFEAH AWS CLIRdelete-data-lake-
organization-configuration@i 5. REZRNEES AT AR EHEMMELERTE,

Blan , T3 AWS CLI ss mEF e M A BB R ERS B BUWE Security Hub BHIER ., ZIRKY
RMEEENUIER 2R | FIRERFTEHR Security Hub B3R 1E B REEERH, &S Y
Linux. macOS =& Unix &1t , ERARFHR (\) TEEF TRSEE TR,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"SH_FINDINGS"}]13}]1"'

ZEMEEF

BEBREZEMAZ%E , AWS Organizations EIERF 7 A1 LUEIR Security Lake BAAZEEHE

B, ZEMEHNFEAZE Security Lake B2 IAM R ERZAE , YRKEBEHEBREIRS BT ITE,

EEMBELEN , BF2M (F AWS Organizations FIAWS Organizations &5m) AWS RIS+ &Y
(EHMAS

BREBEERFNFERE , B UERERARLME BN ZFEEFEUE AWS Organizations. WHEE
BEEEEERENET , 528 (AWS Organizations EAERE) DR WAIEAESE A ZEEEFER.

WMREFRN AWS tRF RIREESCEEF. REHIER , EREFRAZEENFEG
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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BE B

Amazon ZEHATAKRER AWS EiF EHPRARKENZE AFNES. SREEEE , EHER
EFHETREH Amazon S3 FFETRE R, LA ATRNESEETRRNERHARE (Flm , TR
REMREFE), BHUUUER—SZERLEE , UEHREZEEHHER.

WE M [EIRRE

ZEMAUEZ ERERE AWS B, EZEHRERHRE  BRESEESREINRESRNERAE
HYp, EREREANEFIRAR , ARERTISRIEEEHN B 5IREE,

Console
EEMEMEMEE
1. BRBZREMEEE , LR https://console.aws.amazon.com/securitylake/o
2. ZEEBERKT , EE(EH]. FeET "EBE., B , RHEESEA "RL£HH. 2EBENE
Mo

3. EN "Ef. , RREE 'RE., UAEEXEINFEET.

API

EERSEESFREFEWENRE , BFEAZTS MM RN GetDataLakeSourcestE¥#API,
RIZFERM R AWS CLI , 55#11Tget-data-lake-sources@ifo ¥R accountsZ 8 , B E—ER
ZME AWS 1RF IDstEBRBE, MREBHMERMKII , Security Lake 2 B 71 [E15 S LR S HY 1R
B8 , B¥E Security Lake WEE K AWS HFRIUR BEFFEHME, MREXREEaccounts2
g, AlDEea s B aEE S ERE Security Lake ZFIEIRFE K ENEMRE,

Hlzn , F5 AWS CLI sn - & #EE B & BiE 8 EWRF RV RC SR R RE ., &5 283
Linux. macOS =& Unix &1t , ERARFR (\) TEET TRSEE TR,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

T% AWS CLI s =% HisEEIFEPFIEIRE M E A RRHN KU EMRRE, LHEFISErE
Linux, macOS = Unix &1t , WFEARFHER (\) TEEF TRKIE TE M,

BERERE >


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'

EEYEZRREAREESRAREMR , FBEMtListDataLakestE¥., MREFERL
2 AWS CLI , @E#1Tlist-data-lakesii & ¥RregionsS 8 , BiEEEFHW EFHIE — 4
W, us-east-1XERIP (HSEEILE) ElF. MEEFHRBHFE | 5288 AWS —fiF8ZE.

ttListDatalLakestFEEERAEBRPIEEZSEARBNERREERE. IREREER
15 , Security Lake EEE & RHAESE A Security Lake Ky [E1E VAR REMAE REERE

Bign , LA™ AWS CLI s =R Teu-central-1EiH, FERHNMREBMARRE, LIS
¥ Linux, macOS 3 Unix &3 1t , WEARFMER () TEEF TRIETREM.

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

EFEERE

BEERENTE , AREBTIEREH —NSEERHNERE AWS B,

Console

1. BIRZEMERE , LR https://console.aws.amazon.com/securitylake/o

2. EEEEHKT , EE ([EH].

3. EW "EE, , AREE "HwE. .

4. AE "BEDAFERFHRIE. AR , SHEFREE<Region> L EREIES B E I B 5L 6]
I,

5. HR [ENREZEER], FEE FEEHR], AERENNRETER.

6. HR "EX., 6 EFEMHEEIHEE "EE. WEE, EEE—EEE K SUNERLEIRE
BEEEN AWS BER , SRERFEES AWS 1IRF FRERBERE, NWFE-—STH , F2E
Z:2 Amazon Z£HER.

7. BER "EE, BRARE "B,  FESEERTEE "REEE, (£ "®/EL F). R

ZIBE Modify (182R), £ NEMEAREE, BEF |, #EEF "HERFEE, . ENEMNE
1 , @ Security Lake REBEZEEHESERNNER, THRE 6 BEE [RTF UREE
¥,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lakes.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://console.aws.amazon.com/securitylake/
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API

EEUREXFRFTARENERAN TEiE, RE , FE A Security Lake HyUpdateDatal akefE 2
APl, MNREFEHHE AWS CLI , 5E#H1Tupdate-data-lakefi . #t¥ireqgionB¥ |, EELELE
{3E2 "EE. 1 TEE, 1, us-east-1HIMNEERT (S ERLH) EiF, MEEGHL

BHEE | 58 AWS — k8%,

FHREMCSEALESENSERERENE , flNNEE8# (encryptionConfiguration)
REERE (lifecycleConfiguration).

fflzn , %) AWS CLI s @ E Hus-east-1EHNER B HRFENRFFZEREBRNE, HEH S
#H¥F Linux, macOS = Unix #&1t , ¥ FEARFE () TEEZTRIEE

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"

RERBES

REEHESHRE S EEMEINER. BEREELIHYHEEREREZREBER,

/A Important
MREENTHIIRE , ATHREBIREEREEREZTEIB M , Security Lake EREE
BRI BRI REN S EBEFIRNRERE, BEHRERE S3 7EEERBREEANER
HITERE , WEEA LR,

EFEERAET 8 , BAAKE AWS Identity and Access Management (IAM) R E Y METEH A&
& .

- IAMVERIERNAR
« IAMEEf} AWS Glue 2 EERNEE

e
it
i
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
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® Note

B 18{E A Security Lake E3 A8 | Security Lake EEIMELIAMAR  RREFERABEN
A, Tl , EXAEERATSHAPISEEIELAE AWS CLI

IAMERIEHNAE
HIAMA R F Amazon S3 BZEREIHEERIR B EME4NER,

EEREELHER , FEM U EFAMENIAMA®SecurityLake , REA T HIEFIR A INE
ZAG, EREREHPEURAEER K SFEACH Amazon EREE (ARN), EEMEERA
|, sourceRegionsEEHREtEE , M EdestinationRegionsREMAEE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

}
}I
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{

"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

B TIEEBERMINEENEE , S5 Amazon S3 BEXASG :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

MREFEARE AWS Key Management Service (AWS KMS) & FEEE 82K % Security Lake &

B, BRTERERRAPHERI  ELARETIER.

IAMERERNAE
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"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
I
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

NEERESACHNFMERNR , 528 Amazon EREFRBEER EBBEHPNRET T,

IAMERERNAE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html
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IAMEE} AWS Glue ZEIENAE

LEIAM# © 262 Security Lake AAIRABEEMEHER 2 S3 MM AWS Glue BIEE#HER AWS
Lambda BNE{EEM 0 IRV HERR. MRFREYMAE  FTREEMRBEECELYHEREH.

EERMEELER  BEIBANAR AmazonSecuritylakeMetaStoreManager (R AEEE L
#RZE Security Lake BREBIU L AR), NFEERUHACHFRENR (SEEHIRA) , FSETHE1 . B
IAM& &,

£ Lake Formation & F , HEXERRBRTIIZER
&AmazonSecuritylLakeMetaStoreManager F UL ERHHEE S BRI IR -

1. #TB8 Lake Formation ##l& B Ehttps://console.aws.amazon.com/lakeformation/
2. URKEBEERAESTTE A,

3. WMRHEE "EUDEA Lake Formation, 1RE , FRELESR 1 PENSUENMNERE L REE
¥ TEBERL .

4. MBEEIEERE "BOOMEA Lake Formation RE |, SBHTUT HEBREE Lake Formation B
=8

1. ESEERN BR] T , ZF (RREEAGNIF, £XREHEHN [ERREES] BR
B EE REEER]

2. E [BEEERHEEE) YUFEARYT  HRAMERENAG , HRELENT
#)AmazonSecurityLakeMetaStoreManagerlAM& & | REZIRIZ [HE1F].

NEEHRESEERIEESRRNFMEN , 5 52BAWS Lake Formation B A EEREFHNELER
HEEE,

FiE R =

BELREFNEFRAR , RAREETIITEMERBESE,

® Note
—EES UK ENEMGSEAREES, T8 , RIESTEREMKRGTEINER "B
jﬁsz o
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
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Console

1. BRZEMEERE , LR https://console.aws.amazon.com/securitylake/o

2. EYVEERN [RE]ET , B2F [REEH],

3. BEE g  RBEE "HEIRTESE. .

4. EERE "EF, E "EMEES. IREEFESARBES K FERLIER,
5

MREREE—RFERAEE  HRBREFHN , FEYHAMAGSERREBIAMASE , X
& F Security Lake B ZEEEEEERNVER,

6. TH&E A6 FEERT.

TR TR MRNEREEE, MEFAENR  BF2EFKBEM Amazon Z£5H,
API

EFEUREARF AT EREEHES , FFEATEM M EMNUpdateDataL akefEEAPI, MR EFE
FAKIZ AWS CLI , ¥ 1Tupdate-data-lakefn & ELRMNFERT , EAregionBUREELESE
RHEHARBAEEN "EE, . FreplicationConfigurationZ®&regionsfEd|d | IEES
EFE TEE, W "wE, K. IFESRBNEE , 520 AWS — &S E.

Bl , FHmSEREap-northeast-2ARMA[EH, Kus-east-1b[EAEAZKibap-
northeast-2EERI &R, LEFtLEAMEZTERBNWHEI 365 RWEIFHIR, L2
&%} Linux, macOS =% Unix #&31L , AFEARRR () TEEF TRAE TEM.

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylLakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":365}}}1"

B ESME RS HRTERERES. EEHTICreateDataLakeiRE , FEEAEE (MR
£/ AWS CLI , BIfEFcreate-data-lakefs©)., MEHL LBHEREERARHNFMAEN K F2
BB E A Amazon 2,

EHABREEEFES

BESRIFNEFEIEZ , ARKBTISBEFHFHBER Security Lake F VR [E 1,
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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Console

MRZEMMERES , (LMAhttps://console.aws.amazon.com/securitylake/o
EUREERN [RE] KT , B#E [REEH].

i#1Z Modify (f&2K).

EESFRTESNERES  FERTERENERIIFIEEEMNERESE,
EEBRRTES , FERFTESNERSIDERE "B

TR®E , FEERE

2 e

API

HEURARGAARERBESE , FEAZ MR UpdateDataLaketERAPI, MREEAR
= AWS CLI , @#{Tupdate-data-lakefn o HEMNERF , FAXENSEREERBRTE !

- FENEERES , FEAregion@UREEENEz "HE, B "HE, KK
ffreplicationConfiguration¥I##regionsfE%ld | IEEERHEERNESEREE [EF)]
W [EF] RiF. NERHABNEE , 528 AWS —|R2E.

- FEBRERES , FEMAregionBUIEEERKR "HE, B THE, KiF.
MreplicationConfigurationZ® , FEWEEEME,

Flan , Ryl S EFus-east-1MREus-east-2AERIEE, EMEEFHH S S ER TR
#ap-northeast-3EAEE, EHID &Y Linux, macOS & Unix X1t , EEARFBER ()
TEEFIRUETEN,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_ MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/sexrvice-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"'

ENEBhRRAENFEE 29


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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Amazon Security Lake ake ake ake ake ake ake ake #2

REERE—RKEENCHEENEH , FoENRERLSEEEELEE (OCSHEBERPHNIZES
H¥ 5, Amazon Security Lake AJ AR ZERRINE B FMNEH | BRESIKIEAWS RENE=58
HE Y ®

Security Lake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake
ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake
ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake 8, Security Lake ake
ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake
ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake
ake ake ake ake ake ake ake ake ake akeAWS IRFAWS [E18 Security Lake ake ake ake ake ake
ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake ake
ake ake ake #, SEREREHRE S3 AFHEHPERESMEBINEIES , ™ Security Lake 4K B =@
KRR ER BB EE BB —HAWS Lake FormationF&kEH,

ES |
- WEEHE AWS RIS
- RBFIREREER

WEER AWS RS

Amazon T2 AR LA T A AWS BRFE 20 B S5 MEHINE B SHMEH

« AWS CloudTrail EEFME R E4 (S3. Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) &# H &
« Amazon Route 53 Resolver &3 H &%

« AWS Security Hub 238

« Amazon Virtual Private Cloud (Amazon VPC) 2 B &

« AWS WAF 2 B

Z2H B EBRELRBEIR AR R L £ 2B HRBLEE (OCSF)M Apache EARMARIE
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® Tip
& 7 Security Lake P #7318 — = Z B X B BRE M A HRIR , BR T CloudTraill EEEH42
AN, BAREEEELEREPEBIRERLE. NRECHEELEREFPRERLHE , AITETEZERD
#ERE , BRI E %8 A& Security Lake FHIGEE#RIR. Security Lake EBB I BEEENE
HEBR , BEERELRKRIER,

TR - B HER

EEERENPIIE AWS R ARE , BXARBLENER, BEMNELARFTEREZAC
#) AWS Identity and Access Management (IAM) BLZR E G # 1T TSI SERIHERR -

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelLinkedRole
* s3:GetObject

* s3:PutObject

BEERABEGMNs3:PutObject RN THIRHEMEREE, S3:getObject

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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ELBETRERPWERLRBZNEN | AWS RIS WA HEXZIEREN AWS Glue BRI ENRE.

MREFER AWS KMS £8ETERNANARSIFIHMNE , ZEFEENHRKkns : DescribeKey,
CloudTrail 452 8%

AWS CloudTrail BZHRFIZH AWS API I ES eek , DIEFEA. AWS SDK AWS
Management Console, %5 TEMFE AWS RIEHEITH API FEIL, CloudTrail th 7] 84238 Bl iR L&
£ F & FR FFEW AWS API BUERS BRI BRFE CloudTrail, FEMUAYZIR IP fzak , BAK FEAL 2% 4 B B
B, MEFMENR , 5528 AWS CloudTrail &,

ZEM LA EE S3 M Lambda B9 CloudTrail B2 E4# CloudTrail ER =4 MHEIBERY B 55,
CloudTrail B EH#. S3 EREHM Lambda ERBEHRZLHMPN=EBILRE. Hit , ELKHE
—{E T8 BRI R RsourceName iy , EARETRNE. EEEH (LBAEHFTEEH)
A HEENERIATHEBEZREMRADHIT AWS RS, CloudTrail EREH (tBAERFHEIEX)
SETEEN AWS IRE. EXEXEERSRENTH.

& E1£ Security Lake UL CloudTrail BB EH , BM4EEZLE—EWREFTIME A CloudTrail EE
EH® CloudTrailZ EiFEMBEN . YEMABRMGEHINEE, MRECEHMBREPRERLSE , BIF
FESTOHRTE , IS CPIEHIEA Security Lake FHIEEEE IR, Security Lake EiBE I HEEM
EHER , BERELREREIER,

ZEFHEM TS ZERERDGN A FERRFEE— Amazon BERER (Amazon S3) EEFTE R
AWS IRFE— B EFTEE T, MRESKFEIR CloudTrail TR AEEZEFEK AWS Control
Tower , REFFEHREBE — TN ENE,

- PTENMSEBREYMNEERERMEN CloudTrail , F2E (AWS CloudTrail fEFIER) ®H (Al
mEMEBM) .

- MEERIMNETEBMAIEEERA AWS Control Tower , FHZBJAWS Control Tower £ &5 AWS
CloudTrail #9528 AWS Control Tower EjfE,

B 181 CloudTrail S48 AR | Security Lake &3 BIFIA N EEIEHY CloudTrail B4 HE. ©
2iZ CloudTrail BEMY BEEMNEHER , EERTEA CloudTrail EEMEREH
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
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ZEHMTEEREH CloudTrall EEH , XS HELB AR CloudTrail I RE. EEEEEE
CloudTrail E4NFWMMNRE , BSEAEMEH CloudTrail RIEEIEA DN AP, MMFEFMAEF , F2
BAWS CloudTrail fERER TR ER CloudTraill EH RSN EH,

TH/EERM T Security Lake 21a[#% CloudTrail E4-1Z%1{L A OCSF W EZSBH GitHub fEFEE

GitHub A CloudTrail AE4# OCSF EFE

. SORARA 1 (% 2 IR)
. FORIRA 2 (1.1.0 KR)

Amazon EKS E:t B

E84& Amazon EKS & BB ARRE , K2 KR KEBEBEEM Kubernetes R (EKS) #
£ #HTH Kubernetes ER EHITHEEBIANRAE A, EKS FER%EC 8% 0 17 Bh & {58 Amazon Elastic
Kubernetes Service # EKS & BTN 58,

Security Lake FEB B B EEMNERZ BFHFER , EEM Amazon EKS 2 HIFHAC#IIEEFE A EKS &
BEREH. LEFNRIITEEENNRE , bt TS EBTAEHENESE Amazon EKS #HF @
SCERAARE, MEFMENR , 526 Amazon EKS FHEIEE R Amazon EKS #2%|F E D 8.

Amazon EKS #&#& HFEEE OCSF v1.1.0 2 E, NELS MU EKS R BEEHZEE
% OCSF WMHEAE A , 52 Amazon EKS ##&% HFFEHH GitHub OCSF REEHRHNEHESE
(v1.1.0)o

Route 53 Resolver &3 HS

Route 53 f##re5 & 5 A 2B HE Amazon Virtual Private Cloud (Amazon VPC) RERFTHEITHY DNS
B, EAHMBLERBEEARINESRSR , UYRRTLMHHEE,

E&1E Security Lake H#18 Route 53 T2 &0 B A RIRKF , Security Lake & BIB1RER
B BEEENEHERREZR Route 53 NEMITEREHLHE.

LT EEEEW Route 53 ic#EiE , I A S ELBRENHBTEAEHIENRTE. EEETEHBINE
ANEHHE , BN AFH Route 53 FRIEER A, WMEFMER , 5528 Amazon Route 53 g A
EEETYNEERETISSERRGERE,

THFBERER MMM Route 53 L& RHE(L A OCSF MH LR GitHub fFEER.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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GitHub #E AR H 53 528%8 OCSF f#17E

. SORARA 1 (% 2 IR)
. BORIRA 2 (1.1.0 KR)

Security Hub #3

Security Hub 23R IH B Wi BN IEE P N T2 4RE | AWS XRERBLT 2 MERRENREMCER
BEENIRIR, Security Hub ERZTERFWERREE , BFEEEMAWS BEE=FEmBSHE
& , WHRE Security Hub #2H1H, Z2MFBEUES " AWS RS KN (ASFF)1 HEREEK
XEE?&IEIE B

B 1873 Security Hub 23518 B #7138 & Security Lake FHIIREF , Security Lake &3 BIFREBE I
BEENSH4RRERER Security Hub WELHWBIRER ., REMBETAEE R ASFF B A5 K
B LS EBEBERE (OCSF) (OCSF) .

ZLHTEEEREMN Security Hub BIRIFE , ARG HEEM Security Hub FE. HEEEE Security
Hub %IRIEE , B A Security Hub R EEA. API =X AWS CLI. MMFFFMER , FSBAWS
Security Hub £ #8§% AWS Security HubF By 2R IEH .

THEERSZ MM BNAEE L Security Hub %3518 B 12 %{t & OCSF HEFESBBH GitHub f#
FEERE,

GitHub Security Hub 3R IE B # OCSF RE&EE

. SORARA 1 (% 2 IR)
. BORIRA 2 (1.1.0 KR)

VPC REHBHE

Amazon VPC #J VPC RE BFITEESHEUREAMK A EEDL IP RENMEEBEE-A,

ﬂ}

B8 VPC RIZRCHHIB AT £ MP I RIRE: |, Security Lake &3 BIF R N ERH VPC B &,
TEERBEIIAEENRERFER , EE®R Amazon VPC BLA VPC K& B,

SHTEEELN VPC A HR , 7S EEM Amazon VPC {HE, EEEERTEHR , B
AfEA Amazon VPC lRIEE#E A, WHEFMEF , F2E Amazon VPC FHEAEREEFHNEARE
B

B

THFBEREZSM MBI VPC RIECHFEE(L A OCSF WYL R GitHub FHEER.
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
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GitHub B AR VPC #RiZ5C 8% OCSF RFE

. SORARA 1 (% 2 IR)
. BORIRA 2 (1.1.0 KR)

AWS WAF B3%

E1&71E Security Lake F #7118 AWS WAF A58 RIREF , Security Lake B BIBRER HE. AWS
WAF 2 —%& Web EABRXBPIAME , TARERFEAZEEZZEEAERN Web EXR | UREFHHAR
WEE, HNEASTEREN AWS BIR AWS WAF ZI Web R, BEERNFMAEN
URERERFEZRNNFHER,

Security Lake & AWS WAF ZiBE I HE®H AWS WAF SR ERRERERARHEE, LEFNRE
BENRAEEFINNRE , BB ETRBERWERE AWS WAF {H5E, MFEMFAIER AWS WAF
REEFEARAXERNFMAES , F2HE AWS WAF REASEEPHAWS WAF EEFK.

/A Important

WMREEHFEH Amazon CloudFront 2 2 AERBEE AWS WAF |, BIXEREEERER (#
HREEALER) , FHETE Security Lake FHEEN £ 1HEC 8%

AWS WAF 288 (E7E OCSFv11.0 A2 E, MEFBEZSMH AN AWS WAF $EH1Z%E
{tB OCSF WEHHEF , 2B GitHub OCSF FEHR AWS WAF FCiiEH HESZE (v1.1.0),

8 AWS BR#E BRIR

18 AWS BRI ARIRE , Security Lake E B BIBBRPNELTLMEHENSH, SLRPEEF
BN 7E Security Lake FHTIERAE B AWS R WRIFE. WEFIEBITIRENIET , FSBHKER]
RRBEER

Console
& EHIE AWS EBHERIE (8 H)

1. BARZEWEEE |, #iukA hitps://console.aws.amazon.com/securitylake/o
2. REEBERPEE "REFEL .
3. EEE AWS R ERFREERNRIR , AEBERE,
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/
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4. E "HRFRE) BERD , BARE , ARENZANRERENNERRFRS. REFER , &
SIS RARE R RIR,

/A Important

MRERBHEEERT T RAARR AWS SR RFEN L EH R | FEHE Security
Lake RIKEE R, MFFMER , F2RENACER,

BE&: REARBRNNERRRRAS , BFEXAEFHITRERE. WENAREFTRENF
HESR , F2E Amazon Z&HPHFTREEEE,

HE  BULERERNRENRE | LEAARE LRI PA L8 RRRA

5. & "EfHL BES , EREERERRERNER. Security Lake &1t REPHABIRSE
W R B RRNER.

6. #EFE RBA .
API

B EME AWS RC&E IR (API)

EEUERAFEFT AT AWS RE AR , BEALL M APl B CreateAwsLogSourcefE

¥, MREFEAPE AWS Command Line Interface (AWS CLI) , FEETAIZE aws- log JRin

o sourceName Ml regions RHESH, I¥E , BALUERFEEERSI A EaccountsT4F
EgiEsourceVersion,

/A Important
EEREGRTHRHSBHE |, Security Lake BERFREANSHERRMEES, flm , MR
AR Maccounts2 , Ik SESEAZEBPHEERS,

THEHEH VPC RIZCHE M B REERFNEFSPHRF, LEFSEHH Linux, macOS =
Unix &3t , SERRFR (\) TEEF TRSEE TR,
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
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® Note
NREZLEREAZTHARBMAZSHENES , BIgREIERAS. EUTUEZEHH
BMAZEMHE , RfEMAregionsBBYEETE S EH PR Security Lake B [EIF R #FREE

=0
E/I—_io

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

EH A GER

MRERELENABHETRER (31 AWS Lambda EREF Amazon Simple Queue

Service (Amazon SQS) {75l — BEERFRENERRFRHHENER , BLEE
#iAmazonSecuritylakeMetaStoreManagerV2B & Y EY —AFNERREERBRENE
#o

BESRENGE  ARNBERIEFENACER  YRBIUFER , LEBEEEEHPHR AWS &2
HFERRNER, ER—XUHE , RAERNEREBEHERE future WER KRR,

Console

BREMAGER (X28)

1. FARRZEHERE , #itA https://console.aws.amazon.com/securitylake/o

FERERNRZEHEBEESNRIREA,
2. HEEEBEBEIKD , R Settings (FRE) Ti&EIZE General (—#%)-
3. BEE [EHMHCER
4. & "BRBFEL BRP , BT TIHEP—EEE

- BYNFEAFTNREAE — SO UFEARTS I RELR
AmazonSecurityLakeMetaStoreManagerV2 B,

- FRABEENREAR — LR [REACER] BETRRERAENREAE,
5. B#EEH,
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API
EEFEHMACER (AP)

BEEURBRXRGTHNEHER , BFEHALEM APl BUpdateDatalLaketE¥%, ZEFEHEHER
AWS CLI , 5&#1{Tupdate-data-lakedi o

EEFHIENAGRER | S4B AmazonSecurityLakeMetastoreManager/R Bl I E & &,

filEx & AmazonSecurityLakeMetaStoreManager &

/A Important

A EEREH A%AnazonSecuritylakeMetaStoreManagerV2 , AR ERIA T E
FiEE , REBBREAnazonSecuritylLakeMetaStoreManagerAf, BEELEF 4
BN, RREBRAE,

MRLATEBRAR |, AlXA LT MBERANazonSecuritylakeMetaStoreManager & AWS
Lake Formation,

RIRBLULT Z BRI Lake Formation %I & FfMiBRAmazonSecuritylLakeMetaStoreManager A&,

1. B#Z| AWS Management Console , 33T B Lake Formation ## & https:/
console.aws.amazon.com/lakeformation/.

2. 71 TLake Formation) XAt , REBERTEE 'REEEAGNIE. .
3. AmazonSecuritylakeMetaStoreManagerf#t&{EEH Bk,

iR AWS BR#% 1ERIR

BELNFIRSZE , ARKBTITRBRIEREZERN AWS IR Security Lake KR, A SABER—
HZERFARIR, BERIRIFEF , Security Lake BFLLREERFNIRSE PHXRFREER | 516
EHEEEFEARENHER. B2 , STEEMATLUER Security Lake ERBRZ AT REKRKENE
B, BRRAEFERAEEERRBREEZEN AWS RE KR, EENEEEBREITRRNENR , B
SR RRREER.

Console

1. BIRZSHMERA , #iLA https://console.aws.amazon.com/securitylake/o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/lakeformation/
https://console.aws.amazon.com/lakeformation/
https://console.aws.amazon.com/securitylake/

ERAEER

Amazon Security Lake
2. WEEEKFIEE "HF
3. EHURR , RRZEE "FH. .
4. EBHEEFLREERRREERN —HZEEE. Security Lake #&&FILREFMERE PR AR IR
FllgERB KRR ER

API

EEUBRAFFTAXBER AWS R MAKRE , FEAZEM API BDeleteAwsLogSourcefE

¥, MREFEAPE AWS Command Line Interface ( AWS CLI ) , FBE{THIBR aw s-log JRds
o sourceName Ml regions BRHESH, I¥E , BALUEBEREERSI A EaccountsT4F
EgiEsourceVersion,

/A Important
EEREGRTHRHSBHE |, Security Lake BERFREANSHERRMEES, flm , MR
AR Maccounts2 , MG SESEAZEBPHEERS.

TSI E RIS EIR S M EEH A RIFEN VPC RIEC#,

$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"

T3 HEBER Route 53 A E kA M =+ A RIR.

$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-

east-2"]',sourceVersion="2.0"

LREHIE ¥ Linux, macOS & Unix TN , EARMR () TEEFTRESTREM.

HMERFESHRE

BEENTFIAE , RREZRSEEE B o ES P ERA RSN ENIRE AR R,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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Console
EEMSHAEEPRHENENMRRE

1. BARZEMEEE , #iLA https://console.aws.amazon.com/securitylake/o
2. HEINREEMRTF , BEZF [RF.
3. BFEEBE "FFE, MINWEFEL  BUEECEZINRS A WLLERLE,

API

EERSEESFREFEWENRE , BEALTEM API GetDataLakeSourcesfE#., tRE
FRAMNZ AWS CLI , BHTIBERIERETR S, HRaccountsSE , BUUIEE—EHZE
AWS tRF ID EBFE, MBEHWERKI , Security Lake EEE HHEFHHELIRFHNIRE , &
& Security Lake WWEEBH AWS RIFEURBRERFENMRE, NMREREEZaccounts8E , AlE
FEeas B R EEH 2ERE Security Lake 2 FI AR F B EE SR U EARAE,

f5lan , % AWS CLI sn v EHEE sIEFHIEEIRF &KW EARRE, LLEHIEeHE
Linux, macOS = Unix &1t , WFEARFHER () TEEF TRKE TE M,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

BRI R EEH

Amazon ZE M URE=ZF BT RREKREHFNEH, HRESEEBTRE , T2 HHNSRETIE
3

« % Amazon S3 fEFET R PR IR IR AL — B BT B 5
« 7£ AWS Identity and Access Management (IAM) R A FF HITRFASE
REAERINAEG, LACHERARZHE AN AWS ZEE KRBT

EAmazonSecuritylakePermissionsBoundary,
« B3I AWS Lake Formation FRA& BB RIRE AR LMY 4

« FRE AWS Glue JBITERA R EIRFEER, RITERNE AWS Glue Data Catalog SARIEE A,
TESHBRAFTNRBBRLRIEXNER.

HERBFIREFEERZSHR , eLAAFETIER !
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
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1. BE — BITRRYUAEREAEERE A Security Lake , fiAERERRNETEAT SN —#E S3 4
o HRESSEERERNRER , BEZREHSER —HNEAERR LS RIELBELEE (OCSF)
SHEREREBIIRIF, Security Lake BEY —BIAMAE , RFBFIRIFER A S3 REFITEF
MiEEME,

® Note
5/ TOCSFEsE  TEREBBEAIIREREEMAOCSF Schema 1.1,

2. /R — RAFTRFEWENZE S3 MHEHMEZEN1LAS Apache BRER,
3. W — HEMNOCSFEHERIEEMZE Parquet LY ABY FERC 8,

HREN B 7] AR R B EHUE

ATRSENEEMNEHNNE  BABRBEES BT REFIEZE Security Lake FHBELU T &EM
&

VI RRRAE, AWS EE AWS ikRF. B HETDE.
- T EBEBEERERLS

bucket-name/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

gl pEIERaws-security-data-lake-us-west-2-lake-uid/ext/custom-source-
name/region=us-west-2/accountld=123456789012/eventDay=20230428/,

« MREHIRBRAFEZEBITRE , ADEEERRESHRALS

bucket-name/ext/custom-source-name/custom-source-version/region=us-
west-2/accountId=123456789012/eventDay=20230428/

BERBRAME | D EEBaws-security-data-lake-us-west-2-1lake-uid/
ext/custom-source-name/custom-source-version/region=us-west-2/
accountId=123456789012/eventDay=20230428/,

THEER\LPEEFFERANSE,
« bucket-name— Z£MEMRBEFTRIRERH Amazon S3 REFTEMNER,
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https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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« source-location— S3 REEFEFEF B RKEMNFIES, Security Lake EAI5ERFRENFTE
SIYHFERELERT , BRI ERAYHRIEEREMS 2 —1.

 source-version— H&J RIRHRIFRA .

« region— AWS Eif B ERBEANNLE,

« accountId— AWS tRF MR 2 & 4 #Y F2 ik AT BB A 35 51l 155

- eventDay— BEHR4EMAH , XA/ EFTFSE (YYYYMMDD),
YDE8 K/ FEE

BEELZLHNERERL 5 2EF 1 EEBHEEILEE S NEE, NRERK/NEIB 256MB ,
EFAHESEIERER 5 7, MHNXKNERREHEAVERE(LLZL B, TERFBITR
RER TS EEN Security Lake 3EE,

2 Rt Ax

ZEMEZHRA 1.x M 2. x WEARbiR, EREEAXDERSIA 1 MB REBfE). ERFIEFEKX
NTBHEIB 256 MB (Bff), H¥REERRBRPHETELE |, zstandard REIE,

B
H &8 Parquet X HRP | SBHBREBETHF , WD EABIRII KA,

#Ti8 B 5] 2RIRAY SRR

18 BRI RIREF , Security Lake I —BEIAMAR , LAFREKERNEAERHPHNIERNME,
AN ZBEBEENAnazonSecuritylLake-Provider-{name of the custom source}-
{region} , H AWS B Freqgion2EEFHIEHFTREWHER, Security Lake EHEFRIMINZE L 5F
EREREN AR, MRECEAFTFEEN AWS KMS £#8MZE R4 | Security Lake th & &R Al
Eﬁikms Decrypt#kms:GenerateDataKey BRI MEZXA G, LACHERARIHE AN AWS

EERBEFIEXEAmazonSecurityl akePermissionsBoundary,

« BIAIAMBEBLL A Security Lake BBV BN B AFEHE (BAAPIK AWS CLIKE —FEF)

BRFEETH

EHEEFT R 28 , B EEFNIT T BENER,

1B BRI RIRRY SOIRIR 4 42



Amazon Security Lake EREEmR

HERBTENER , FEAIAMBRREHMZEIAME 2 HIAMRR, A% KELRKBINEART

518 BE] RIR L AR M THEMEBEEITHEE,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

+ iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions

e s3:ListBucket

s3:PutObject

EBLEEMEEARBITRRKEBFMEHN, KEFMNEHEEBEREN AWS Glue BRI EMEKE |
REAZEFZMIE Amazon S3 H#,

MREER AWS KMS £ETERBINRRSFRNE , LEF
Ekms:CreateGrantkms:DescribeKey, FKYREFRkms:GenerateDatakKey,

/A Important

WMREITEER Security Lake TR A FTEEHFTRIR , B BB T — B RILMEERNTHE
HEI KR, Security Lake EEARRMHELHWAMRER , YRKREBAFMELXEAMN AR E
RAREAG,

WMREITEEF Security Lake API 2% AWS CLI #Ti8 BET R , SEREEHNT T —ESBUE

IAME & | LLA 3% Security Lake EENVB#1TE AFH,

1B BRI RIRRY SOIRIR 4

43



Amazon Security Lake EREEmR

BIUIAMA B LLAFTFE Security Lake EEMER S AFEHE (MLAPIK AWS CLIE—%
)

WMREER Security Lake API 2t AWS CLI #T#8 BFTRIR , BT LIAMA® L AWS Glue RERE
BEIRFEERLZBAER DL EENER, SLLZERABERURE "ERE& PRINEHK
BT AEN,

BIUKIAMARR K BFEEAGBHN Amazon ERER (ARN) T eExTE BHET KR,

BAEM INZ arn:aws:iam: :aws:policy/service-role/AWSGlueServiceRole AWS EEH

KB

FERAMENER  LELRAEACPEUI AR TIIRESRER , LA2FF AWS Glue fiRB R 1€ H
AIRREINERESR , HE "E AWS Glue BIE &, FEU/EFHRK.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]
}
]
}

YA T EERBEAREF AWS 1RF AT , EATLRBIER ID AEAE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"

}I

1B BRI RIRRY SOIRIR 4 44
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"Action": "sts:AssumeRole"

MREEFHE BT RRNEH P S3 REFEFEEATFEEME AWS KMS key , BISEXFN T3
BRI R B B MKMS £ BUR

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"

1,
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

]
}
iy

"Resource": [
"{{ARN of customer managed key}}"

]

e =HEP Y

BV EFW AWS Glue RITERIAMIAMA R 2% |, BB T LSBT Security Lake FHIBEHETR
Ro

Console

1. BRZSMERERE , LR https://console.aws.amazon.com/securitylake/o

2. EAEEALANERAWS B 3 , BENEEEVYBIRRN "EE, .

3. EEEBEERTEE [BFIIRE], AREE [BIBFIREL

4. &£ "BFIREFAER) ERP , MABIRENSEE—2E, A%, ERERBTRES
Hix E Security Lake Z ERFERHHOCSFEHEHI,

5. HRAWS tRF EEBEAERNER , FASEENS4EAERNN BFTRIRHN ID FMIHE
ID. AWS tRFE
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6. HRBEBEEFR, FEYXEAFTNRESE  IEARANRBAE , R T Security Lake
FEILFERR AWS Glue,

7. ¥ Create (B3I),

API

EEURARFT A EITRR , FFEHZ £ MM HA CreateCustomLogSourcefE¥£API, i
RAEERE AWS BE HPE 7 BT RRNEE, MREFLHAHR AWS Command Line Interface
(AWS CLI) , #&#{Tcreate-custom-log-sourcedi o

HENFERTD , FAXENZHREE BF] RFNERERE

« sourceName— EERENER. ERBRLEAREEHE—E,

« eventClasses— BE—RZEOCSFEHER , UAERRIRAEIXZE Security Lake HERIFE
B, % Security Lake FEARFEZEHNOCSFEHERIEE , FSRMMERZ & BIERE
#BZEH#E (OCSF),

« sourceVersion— EEMIEE —BE , BEHVRERFIAFERETHNBITREER,

« crawlerConfiguration— IEEZ B AWS Glue [ETERERMEIL ZIAMAEH Amazon
BIREH (ARN), FEEVIAMASHNFELR , F2RME BT RN L ERYE

« providerIdentity— IEERFASA RS LEEFENEHBEAERHN AWS & 753 51 F S5
IDo

THEHESEETRREMEAIEEEFPIEENLHFRERERS PHREHERIR, WEH S EHE
Linux, macOS = Unix 81t , WFEARFER () TEEF TRKETE M,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

RIFEFTRFEREHFR AWS Glue

ELZLHMPHEEITIRFEZE , TEHEEY AWS Glue RITERN, RITEERXSERELNAS]
iR, REERERE , RREERBHIEA AWS Glue BRI B 8,

REFBFTREEREHN AWS Glue 46
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EMEZREFHHTIERER K BLANBITREEBBRRSERTRE , ¥ Athena MEMEHR
WhitEEHINEE, EEMS LK NREFTRENAAEHETRLETIE—BF , SEZHTRITER
=

- BREER SIS EFNTEEW,
- EREEERERstruct EENERITHE —ERNZEH WA

MEHTRITERXNIETR , F2BRAWS Glue B ABREPHEE AWS Glue €z (Crawler)o

ZEHMEEMRAEFHRCIRFPREMRRF, MREMEREFTRER , BREE future B EFMEE
BB BRT R KM BR BB RV TR1T HRE K

il k% B 5T 2RIR
MR BFT RIBEUAELEERERFREEELS M,
Console

1. BRBZEMEES |, (WM https://console.aws.amazon.com/securitylake/o

2. FAEEALANERAWS B 28 , EREERPBRETRRN "EHE. .
3. EEEERYP , EE[HIIRF.

4, ERLZEBRHEITRIR,

5. 2#EF THUHEMAFIRIERL , RARZFE "MER, UH#EFEEE,

API

EEURAFFTAXMBRBETRE , FEAZE MM EMNDeleteCustomLogSourcefE#API, TR
BERAK R AWS Command Line Interface (AWS CLI) , #&#11Tdelete-custom-log-source@ o, f#
& AWS [BiF ZMiBR B 5T RIRNESE,

HIBHNFERS , EAsourceNameZ BRIEEEMEBRN BT REEHE, REEEBITRENER
R&MEMsourceVersionZ B MIBREE R+ SHER BFT KRN EERIRA.

T HIEEHIE =< M58 M BR B ET S &R IR,
L EHIE & Linux, macOS = Unix XML , WHEARFHER () TEEF TRRIE AEM,

$ aws securitylake delete-custom-log-source \
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--source-name EXAMPLE_CUSTOM_SOURCE
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Amazon ZE&HF T REEE

Amazon Z&MFTRESRZEHIA BFNEHN. ATEIRFLETREERFRREME , &
ALURBESEREAFRERHENNFIE, UFRFNFMES , 5528 Amazon Security Lake

ake ake ake ake ake ake ake #.

ZeHEMERENERERFR

- BREFER — EYIHE A Security Lake BEXDHE , FTEESWEIZIRAET Amazon S3 ¥4 EH., 7T
B8 & T LLEBRT BY i Bh =l #RE8 Amazon Simple Queue Service (Amazon SQS) , E1#1FH S3 ¥4I
BT HNERN, ETRERES3E CreateSubscriberAPl BaccessTypesZ B HiE Al 5.

- BE#FH — FTEEMEA Amazon Athena FR% , i S3 REFEFEEPAYE R AWS Lake Formation
REHRFER, WETEHBEELAKEFORMATIONE CreateSubscriberAPl #accessTypesB 8 H
E 1P

ARERRFREGERYTFRA AWS B EBRARFER . EERTREFRRAZEARENE
B, BUNEERITRERVARGESN "BE,  YREM "EE, ERMEN. IEREEENE
REZSNFHER  F2REE B8,

/A Important
ZEMHA ST RERENREZE LRA 10, EWHRR AWS RN BT RRHAE
N
ES -]

- BEELEMFT FHNERFR
- EBREMITFNEREFR

BEZEMFTFHERFH

HEERBEA S3 1 | ATLFHE Amazon Security Lake F 3R E BRI ET R & S W R 3SR ET W4
REA, KTERR , FTHESEBEREN HTTPS wHBXNEEFVHNHEENR, E , B iR
# Amazon Simple Queue Service (Amazon SQS) , [E15] B & U2 H B4 E A,
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Amazon Security Lake EREEmR
B EREREFREZFT PR REYE
BB TER T B SE R IR | T BETE Security Lake PRI EEERFEENGTESE,

FE
- BREHH
EN{SETB R EB ID
« B3 IAM &L EventBridge APl B B9ty (API 1 AWS CLIME — 5 E8)

BREEETH

=& ERT AT, FEA IAM REKME IAM 558 IAM B, AR, KELRBHNEAETI
(ER) BMEBFEEITHR , ELAEKTENBTAERRFBHTRE.

BT TSR RR -

 iam:CreateRole

* iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

* lakeformation:RevokePermissions
+ ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare

BRTY ERBE I, BEFEHT TIBFRNER

* events:CreateApiDestination
» events:CreateConnection
 events:DescribeRule

* events:ListApiDestinations
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* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification
* s3:PutBucketNotification
* sqgs:CreateQueue

* sgs:DeleteQueue

* sgs:GetQueueAttributes

* sqs:GetQueuelrl

* sqgs:SetQueueAttributes

HSFTEENIE ID

EEBRYIIEE  BRTITEEN AWSIRE ID 24 , B2EEMESHAE ID, H3BID RETEHHERM
BRI —R RIS, TSNS ID FMBEEHEIMEITEE IAM A€, E&EIB API 1 Security
Lake R AFRIUFTEER , WTUAERANIE B AWS CLI,

IMABIA 1D WEEET , HEH AM EREEETHNAESE AWS FEIEETE= HHE
FSAE D,

/A Important

MREITEER Security Lake TR AFMEITEE , IUKB T —ESRIEEHTELES
ERIFEERNFTRIE . Security Lake TR ARMUEHAMFIRE  LEYAMBLEN IAM A
&, IRKEFERARENAE,

MREITEFEAL LM API =X AWS CLI #1187 #E |, FBEET —FEIL 1AM AGLWA
EventBridge API B #93ts,

B IAM &L A EventBridge API B B9t (APl 1 AWS CLIE — 5 E8)

MREZFEIB AP EAZ 2 AWS CLI, &7 AWS Identity and Access Management (IAM) H 22
MA® , LIS Amazon EventBridge RFAI LA AR APl B 893 |, SASY4F @ HEE EIEREM HTTPS i
2,
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Btk IAM AZE  BREEAGKN Amazon ERATE (ARN) FEEENFTREE. WRFTEEHAR
B Amazon Simple Queue Service (Amazon SQS) W& ¥ | REERTEHER , IFTEEL IAM &
€. AWS Lake FormationfNF Lt BRERFE S E (FIER) WEHHER  BFSREELZS NI FY
EHFR.

7% T FIBER B b ENRAY 1AM B

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}

U T EEBERMMEEH IAM & | L EventBridge A EEZAE :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

By ERERFEECE] PR TRRN 52



Amazon Security Lake EREEmR

Security Lake 2 BE)ZE IAM B | AKFTEERERHEIRER (SEw Amazon
SQS Ty ELH , MRERERANBEMNE L), LAGZIZANT AWS EEKRER

#AmazonSecuritylakePermissionsBoundary.

BYERENFIENTREE

EEFETIEN-—BEFREE  BYUEFNENERNETF AWS B,

Console

1.

2
3
4.
5

© © N ©

10.

R ZEMEES , i 5 https://console.aws.amazon.com/securitylake/o
SERAEEALANERAWS B & , ENEEEVITRENHE,
ESEERYD , BE FTREL

£ "fTEL E@mL , BB TENITFL

METFFHMER , FAATFERBNBEMERA,

"WE, EEBEALEMENNER , AWS B BEEER
HRESENSHRER , FREFREFTFERANRER.
HREBFIAZE , FiEE S RETRENEREF.

BRI EERRE , FRAUFTEEN AWS RS ID MIERERI .

(RIZM) R BEHFMENR , WREFE Security Lake E I TR E AW HBE A Amazon
SQS 75l , FEEE SQS 175, MREFLERLMEIR EventBridge HTTPS im B EIXE A |
EIEEGT IR S,

MREERINGTRE RS , FEFHIT TIEE

a. HWAFTERH. BRRHEEANVES TFEhttp://example.com, & A LUREM IR
£ HTTPS €82 8M HTTPS £i81E,

b. HRBRBEEFE , BELHHN IAM ACHFERAREN IAM A€ , Ll EventBridge$® T 0y
APl BEEMNER , WY BNEEZEERNmE.
MEBRIH IAM BEHHEBER , FSEET IAM A& LA EventBridge APl B #
i,

(BEM) EEBD , WAKRS 50 BEERGITEENER,

BUERERFRENTREE 53


https://console.aws.amazon.com/securitylake/
subscriber-data-access.html#subscriber-external-id
subscriber-data-access.html#iam-role-subscriber
subscriber-data-access.html#iam-role-subscriber

Amazon Security Lake EREEmR

ERERAUUERTIEREIE AWS ERERANER, SEEBMISLENEBREN—E
AENERE, EBUHBEUTENARNEBL, 2ENEEER,. NEE—SPTH  FS
B1E5C Amazon £ HE IR,

1. BEE,

API

FEUERARTARELIEEERNFEENEIEE , B A Security Lake API
Y CreateSubscriberfE%, MREEHHE AWS Command Line Interface (AWS CLI) , FF#I1TE
MFTEERS.

HENERT , FRAELSBRIEEFTFHNTIERER :

« ¥ sources , BELHLETFEIHNESERIR.
« ¥ subscriberIdentity , #EEFTRAEKARFERRERHN AWS tRF ID MAE 1D,
« WM subscriber-name , BEITEFNERBE,

« ¥ accessTypes , FBEE S3.

g5 1
THEHEEHE AWS RENIEETRES D , B A7EE &1 AWS BEHERMFTERE,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, souxrceVersion: 2.0}}] \
--subscriber-name subscriber name \

--access-types S3

g2
THEHSHEEFTRENEETRES S , U AIFIE R AWS BEAHPERNFTEE

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{customLogSource: {sourceName: custom-source-name, sourceVersion: 2.0}}]
\

--subscribexr-name subscriber name

--access-types S3
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LR HIEHE Linux, macOS = Unix ETHEIL , LERRFHER () TEEF TRIES TR

(BIEM) BUTF 2% , 55# A CreateSubscriberi@ 41, EERIEEASHER T AL B LUEET
BEIMRRE , BAFTE. MREFEHBR AWS Command Line Interface (AWS CLI) , 5
ETAETREBRAGS.

- EEBETARBEANGE (HTTPS im3) X 7 Amazon SQS 1751 |, F&i8
EsqsNotificationConfigurationZ#1{E,

- MRERHFFER HTTPS imBETEA , FBIEEhttpsNotificationConfiguration8¥
B

« fftargetRoleArnf@fu¥ , EEEE I ARIA EventBridge APl B R IAM B &EY ARN,

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

EEMBsubscriberID , EEAZ 2 APl BListSubscribersfE¥, MREEHHNZ AWS
Command Line Interface (AWS CLI) , F5ETHIRITEAED T

$ aws securitylake list-subscribers

EERRBFEITRENBAGE (Amazon SQS {755 HTTPS iwE) , F & MAUpdateSubscriberi@
AE¥E S  NMREFEANR  FRTENMTREBMNGS. AWS CLIZE A LAERA Security Lake
FEREBERMLSE  E "FIFL EELERNGTIF , ARRE THEE.

LYY e SRR,

"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": '"ca-central-1",

"resources": [
"arn:aws:s3:::example-bucket"

]I
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"detail": {
"bucket": {
"name": "example-bucket"
I
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
},
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

}

EHERIRE

BRLUBEITFEANKR , LERTF, SETUERSIGFETEENER. RBER—EAFR , &7
LERLETRIGIHEREN AWS BR , 2iFFIEE. 0FE-STH , F2HEL Amazon 22
K.

BEAETD-EFINGE  RARKBTISRARBITEESRH KT,

Console

1. BARNZEMEREE , #iuLA https://console.aws.amazon.com/securitylake/o
2. EEEERF , BE [FIRE.

3. EHGEIF.

4. BE "RE, K ARPTTIE-EEE:

- FEFHIIFORR , FFE TERENEHARE ERTFEANNREE.
- FERRIREFIRENERRL , FHRBEE "Hid. ERTPEERR,
5. TR 6 FEERE.

API

EEURRFRFT AR EFTEENERFEIRIR , 5B A Security Lake AP #UpdateSubscriberfE
¥, MBELSFEAPE AWS Command Line Interface (AWS CLI) , BHTEFTEEGS. EEHN
ERF , FlsourcesBHREELETREFINNESERE.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriber.html
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$ aws securitylake update-subscriber --subscriber-id subscriber ID

MFEFEFE AWS IRF j?ﬂﬁ*ﬁ%ﬁﬂﬁﬁﬂ’ﬁ]’ﬁﬂ%im s fE A ListSubscriberstE#., WMREFEANZ
AWS Command Line Interface (AWS CLI) , THRETEER T

$ aws securitylake list-subscribers

LZERBBEITFNBAREE , FFEAGetSubscriberfE#, #1T ge t-user ™. A% , Security
Lake BEEEFIEENBBMERH, HAPBBBMEMER. WREFEHAHIE AWS Command Line
Interface (AWS CLI) , BHTREITBHES S,

EEEHTEENBESE , 5B56MH "UpdateSubscriber@ 1, ¥, MBEFEHMNE AWS
Command Line Interface (AWS CLI) , BETEFFIBEEBH BT, Hlin , B AATREEEH
B HTTPS %% , 5#¢ HTTPS im 413 2] Amazon SQS 175,

BRERRE

MREFAZEITEEFE A Security Lake FWE R , TMKB T IS BRBRITEE,
Console
1. BIRNZSHMERA , #iLA https://console.aws.amazon.com/securitylake/o
2. HEBHKT , BEFREL
3. ERNZEBRWEIEE.
4. BEMBR , AREFREE, ERSMBRITREE AT EMHEBENBENRE,

API
RIBEHRG , ST THES —EBE :
- EEMBRFTBEEMFTEHEBEBABEHNRE , BEALTEM APl BDeleteSubscriberfE3, R &

FAK R AWS Command Line Interface (AWS CLI) , BHITMRETRESR T

- BEREFEE , BFLE future EIARFT B E M DeleteSubscriberi@ 1 , 75 A Security Lake
AP HyiBAIYEEE, WMREMEAHZ AWS Command Line Interface (AWS CLI) , FHESTMIBRET
FRAGS,
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Amazon Security Lake EREEmR
BEEZEHMITFNERFR

BEEEHEFEEENITRE T LLE Security Lake WWENE R, ELFTBEE (A Amazon Athena
ZRBEEES S3 FFEEP M AWS Lake Formation EXlk, HMAL LN T EEHSIELE
Athena , Bt o LA A E M ARFE , 20 Amazon Redshift Spectrum F12 A SQL , B2. AWS Glue Data
Catalog

(® Note

RERPNMAKEAFTIEREH OEEIEE, NFHEEECNERRRTERINES
ASRSZR 4 RENEHEECHNER,

2 B EHFEEZET PR ERIRE
BB T BIEREG | T REEE Security Lake PR SEEHFEENITHE,

FiE

- EBRFEEH

- B3 IAM AEUEHZLHMER (API F AWS CLIK—FE)
« &F Lake Formation B SRR

R
KRN EREHFIRENTEE 2R , FREEENIT T I BFEFERER.

= ERT AT, FEA IAM REKME IAM 558 IAM B, AR |, SELRAFHEAETSI
BYXERAFMTHEERTEMLR  FTREVEAEFHEIENTF,

 iam:CreateRole

« iam:DeleteRolePolicy

+ iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions
« lakeformation:ListPermissions

« lakeformation:RegisterResource
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» lakeformation:RevokePermissions
 ram:GetResourceShareAssociations
 ram:GetResourceShares

« ram:UpdateResourceShare

/A Important
REERE

s MBEITEMERA Security Lake R AHBEFEHTFTIENIIEE , BB ET —ES
R HEEHITE T Lake Formation EEEER, TEMEVUMELEN IAM A€ , K%K
LERARENAL,

- MREFTEIFEA Security Lake API = CLI $Ti8 EFEHFIENEIEE , FEEHTT—
BB, LLEL IAM BallEfRRTSHER,

B IAM AeEMZEHER (APl M AWS CLIME —FER)

£/ Security Lake API 2 AWS CLI #EHTFIEREFTRER K SXERIYEANA
BAmazonSecuritylakeMetaStoreManager, R MHEEA LA BREFMM AWS Glue Hiik 2 &l
MEF AWS Glue Eflk, LA ERERELEN IAM AEKEIETIHAR,

2 F Lake Formation B2 SR
BEEER Lake Formation EEEFIANE AR EFREZSHERE S MFEEIEEN IAM A€,
A LURB LA T S B8 Lake Formation EEEEREFENAE

1. BARK Lake Formation i & , #8ik A https://console.aws.amazon.com/lakeformation/s
2. URBEEERAEFSEA,

3. MRHEE DA Lake Formation, {RE A, FRELESLR 1 FEYSIENMANERE K RE#
E rE‘ﬁtﬁﬁFﬁJ )

4. WMREBREEFD "BOOMFER Lake Formation, {RE |, BHTUT S EBRRELE Lake Formation &
=8

1. ETREERK [(ER]) T , B [(RREEAGN I, £ [BERNPEER) BRY , BF [#EET
IEE]O
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getting-started.html#prerequisite-iam-roles
https://console.aws.amazon.com/lakeformation/

Amazon Security Lake EREEmR

2. £ [EEERPEER) HFEART , R IAM ERAENAE , FEEFN Security Lake 12
EREANEERSEAE  RREE RF

MEEEEETERNEEESRBNFMEN , 52 BEAWS Lake Formation BiZ A B E T &R
HEEE,

IAM A X BRE R EREFTREFINSELECTENERNENME R RNWER., BRNATSTIRIENTE
T~ , im2BAWS Lake Formation B A BIEEPNFERERERAF ER FER B &ER,

BYEREHFIENTEE

BESRENGZE , MEVEBEEEEHFRENITEE AWS B, FTEEREEAELERNE
. AWS Bif EERVIIRE , BXEHEIRERN AWS 1kRF ID fMHE ID, 450 ID RFTRER
HIGEE—ERBIE. WEEREAL ID WEHAEN , B2 IAM EAEERTPHIMAERE AWS R
ERERTE=ABFEANE D,

@ Note
Z2MA X Lake Formation BIRFEUIBREZRA 1, BB Lake Formation Bk F & ¥}

HAEHESE 2 IRBE 3 k. WFEEIB AWS Lake Formation A AWS CLI EHEIRE
H&ZIK_“ﬁE’J*ﬁ%? 52 BBAWS Lake Formation 3 A E15E A ZERAF R,

Console

1. BARZEHEEE |, #iukA https://console.aws.amazon.com/securitylake/o

BRAZMNRREEIIRSE,

SERAEEALANER AWS BE & , ERNEERVYIREN "#E,
ESEHKRD , EE FTREL.

£ "FTFL BEEL , &E "TENETFL .

MEFTFFHMER , FWATFEBTEEMERHA,

o & 0D

"hE, ERBEALBRERNER , AWS Bif BEEER.
6. HREFEMNEHNRE , BREEREHZEREHE Security Lake ZEHIRIRo
7. HRERFES L , B EE Lake Formation UE N T AN EHFEUE,
8. ERITREERR 6 FRMUFTEEN AWS 1RF ID FIA RIS,
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https://console.aws.amazon.com/securitylake/
subscriber-data-access.html#subscriber-external-id
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9. (BEM) EEEBYP , WAKSD 50 EERERGITRENER.

EBEREBUUERNIERGIIE AWS ERERNER, %1%&%5@%%250#%% &
ENEZEBE, EBUHBEURRNAFRER, 2BNEEER, NEE—FST7H B2
B1EEC Amazon £ HE IR,

10. BEEE

API

EEUBRARGTARNELEEEHFIHHEMNEIRE , £ Security Lake API
Y CreateSubscriberfE%., IMREEMAK R AWS Command Line Interface (AWS CLI) , SB#TE
IEFTEET S,

HENERD  ERAELESBRIEEITFHNTIIEREE :

- ¥M accessTypes , B EE LAKEFORMATION,
« YR sources , IBELFEE Security Lake EEOEHERF I ENEEFTR.
« ¥ subscriberIdentity , #EEFTFAREHRFEERK AWS B EHEF/A5B5H 5115,

THEH e EEENIRESY , EEH AWS ESHFEV ESEHEFEEENTEE, LEsE
&% Linux, macOS = Unix X1t , XFEARFHE () TEEFZF TREETEM,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, souxrceVersion: 2.0}}] \
--subscriber-name subscriber name \

--access-types LAKEFORMATION

REBRSERNRAA FTHESH)

L&A Lake Formation BIRF R A ZRZIGAFE#MIHB. BEBEE Security Lake 2 &. API
RAEITEEEHFIENTTEE R AWS CLI, Security Lake &7 AWS Resource Access Manager
(AWS RAM) VBRI A | BEFTEIE L FAMEEI Lake Formation RIZHWHEEEA.

ECHEREHTIENTREETHSEEENRIER |, Security Lake BBV FTNWERLA., NFFH
HER , B2H REEEEHFIUENITREE,

STREERRBLLT S E A Lake Formation PRI EIE -
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Amazon Security Lake EREEmR
1. BZERAR — TRBEV AESEEELEYSRE T RERME
4#resourceShareArnFflresourceShareNameWWERL A, BIETIHED—BEIAE :
- WIRFEEF AWS CLI , 2R EZRENERHLAEE AWS RAM,

- W API, 55 GetResourceSharelnvitationsAPl, Efi#resourceShareArnif
HresourceShareNameZ| IEFEMWERL A, A AcceptResourceSharelnvitationAP| #2328

==
ABo

BERAABERE 12 /N EEIEH  FHEXREE 12 /MBRBREBEWEZBE, MRERFEBRY 6 £2
BEFINTENREEPENDINGIREE , BEZBEISELENHAER, EHIB 12 MR | MBR
Lake Formation i F X EF AR B &E UEBBHINE REZ B,

2. BYHABERRNERERS — THREXLEE (WRFERAERA) L AWS Lake Formation AWS Glue
(AR API/AWS CLI) AR EFEFEH A Lake Formation RN ERER, ERELSSITE
EWIRSRIEOAERR, BETIHIEA-—BEEFWME L :

« BWREEIAFR AWS CLI, 32 EAWS Lake Formation B ABIERPHET LA ER HERE
B IRER

« ¥R API, 5EFIF R AWS Glue CreateTableAPl, FIEZHFTBERFER CreateDatabaseAP| £l
Bk —-NE8RERTFREREER,

3. B HAERRK — Amazon Athena ERBE I AEESZEER K , M Security Lake EHNFHERb
SEHHREMEEN., EHSLTEENARHAT AWS IRF , MEHELNER IS HTEEKRIE
M. BRI BN Z MRS PEGIE RN BIFEER,

NEEBRETERFERENGMET S BAWS Lake Formation B2 A B35+ HY Lake Formation
R EIREERHEA,

mEESERATIENTRE
ZLMX EHEAEHENENITHELITRE. CUNRETSWE®E. RA. HNSDREE, T8

(AWS IRF D) , AR FRESERNREIOR. BRERENSR , LS BERE I LAENE
ERREROTBEE AWS i,

(@ Note

ZEMA X Lake Formation BIRFEUIREZIRAK 1, B4 A Lake Formation Bk 5 &%}
HAEHZEE 2 RRE 3 R WNFEIFEIB AWS Lake Formation £ A=K AWS CLI EFERE
MASZRENTSER , 552 BRAWS Lake Formation 2 A E15FE P E ERAE R,
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Amazon Security Lake

ERAEER

Console

BRBEERENFEET A FEEBRSHZBERHANIER,

ERmEIFEHE

1.

FRRZEMEES |, #3815 https://console.aws.amazon.com/securitylake/o

BAZRRNREEERSIRE,

2. FRAEEALANERAWS B 2 , ERAERETREFHERNBE,

3. EEEERT , EE [FIRE.

4, 1% "FTF.L EEHL , FRAERKEZLEZRFENTTIF, MMEAFPNRBBIBLESXEAR
LAKEFORMAT ION,

5. BERE,

6. EWAKTEY "ETF.L B8 RRBRE "7 .

BEMmE:] FRA

1. BRBZSMEES |, #itA https://console.aws.amazon.com/securitylake/o
BRAZMNRREEIIRS,

2. ERAEEALANERAWS B 2 , ENEEREITREENE.

3. EEEERYP , EE [FIRE.

4. 7% "FTF.L EEL , FRAERKEELERENIF, MEAFPNBBIBEL ELEAR
LAKEFORMAT ION,

5. EERE,

6. BWAFTFMHFRA 6 REBBE "#F. .

EEwWEINEDID

1.

2.
3.

FHRZ TS | #BitB https://console.aws.amazon.com/securitylake/o

BAZRBNRBKERSRS
ERAEEA LANRENAWS B 8F , ENEEREREFEENNBE,
EEEERTD  BZE FTRE
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4.

# TRIF. FEEL , FHESRRELERENFIF. MEAFNHBHBELEZLER
LAKEFORMAT ION.,

BERE,
AT PRI ID , REREE "fREEF. -
REFHAE ID EEBBREFNN AWS RAM ERLH , Y ATRERIHMNERILA,

SREEMSARRBRINS R 1 BEZSHNERLAREBIRFERRLA GIBESH). BR
HIREST FEEMEE M Amazon ERE M ( ARN ) B2 Lake Formation & & FEIMERE.
HAERKRNEREZSRERE , AHTRETTEE LN ERER.

HEMmME\ETSHEE (AWS IRF ID)

1.

LN

o o

N

BRZEMEES |, #3815 https://console.aws.amazon.com/securitylake/o

BARRNRKREERSIKRS,
ERAEEA LANRENAWS B 8 , BNEEREREFEENNLE,
EEEERTD B FTRE

] TRIF. FEL , FHESRRELERENFIF. fMEAFNHBHBELEZLEAR
LAKEFORMAT ION.,

BERE,
WAFTFHH AWS IRF ID , REBRE "R7F. -

RS ID SEHBBRRAHN AWSRAM BRHLA , Atcri TS EEELFRACE
ENEA4RER, Z2HE2—EFNERRE,

STEMEFERAFESEENETRER  EIFNEREA  YBRIXARKNERER, 8
AEFMNTEEERLAER. NEER, F2ETYNSB 1 M2 ZEBRFEREKREA (57
FESR). MREREAFFMEETH ARN B Lake Formation #2#| & P MERE

BERECHEENSH IR

1.

2.
3.

BRZEMEES |, #8815 https://console.aws.amazon.com/securitylake/o

BARRNRKREERSIRS,
ERAEEA LANRENAWS B 8 , BNEEREREFEENNLE,
REEERTD  BZE FTRE
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4. 1£ "FTF., BEEL , FHESRREELERENITF, FMEAFNBIBHRALEZNLER
LAKEFORMAT ION,

5. EEfRE,

6. HBUHERBEANRR , EZEEEEHRGHWRIER, NMREEUVHZERR , AIFTETEHE —SHREE
B, MBEZBNHFGRR , ITEEIFTFNERLARBE., B2 , T2 BB MMMRK
REFHEEZM Lake Formation &R, STREBSV ARV EZTEH o HAERRNERER , 7
BEEHRRER, MEER , B2EATNTR2XEBRFEREKREA GTRELSR).

7. EEREF

API

EEUBAFGFT AN GEEEEHTFTIHEMNEIEE , A Security Lake API
My UpdateSubscriberfE2, REEMAK R AWS Command Line Interface (AWS CLI) , B#ITE
FEIEETT. EENERY  FRAXENSERIEEITFHN TIREHE :

« ¥R subscriberName , EEFWITFER,
« YA subscriberDescription , ¥EEHER,

« EHsubscriberIdentity , #EEFTFHAREHRFEERNEE (AWS RS ID) I ZPE A
B, BAERKREFEERINBMATENGE. MREEEREFHP—EEHER , FEABRW
=
- EEHNEID — WEEEBKREN AWS RAM ERAH | W ASTRERIHNERLR,

FIREXERRBRINSR 1 HZFANERLAREBRFERERRLA FTEESHR), LAEHR
RNEREZRSRERE  ALFTRETEEEYFNERER,

- EEHEFSEE — WBESBRETN AWSRAM EREA , At ArifE2EEELFER
RHEENEHRE, T2HAE—EFNERLE, STPFXEFRANESHENERHER | &
SHHNERLA , YBVRARENERERL, EUEFNEIREREAER. NEER, 7
SETHTR 1 M2 BEBIRFERRAA GTEETR).

HEEMAEID ME2EE  FEEFNLSR 1 VM2 REBRFERRLAA GTHESR).

- Hilsources , BREARERIEEEFHHHRIEF, MREBRRF , AITFEEE—SHEIEM
B, MREHIERE , IFTRERIFTNERLAER, B2 , KEHMRBINMHRFEEFHLE
f Lake Formation ¥, ;JEES AR VEBEZEH 2 HAERRNERERE , TeEEARRER.
MEER , FSETHNTR 2 HLEBIRFEREZHRA GTHESB).
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Amazon Security Lake EREEmR
— R =

ZEMEH

B L EHR LS HMEEESR AWS Lake Formation ERE R RPN ER ., BHAUERESHMER

B. APIHEIE=FFTEE AWS CLl, F=AHFTRE B AILIEEIEENRIRE Lake Formation
&8,

Lake Formation E¥HEE S N ESHAE R EMRIEMWSELECTH EEEHERNMN IAM 55, 57
BHEHWKBARELTSHNPEY , THEEHER, NENANERYVEEEHFZIENTRENTARET , &
SREERENITFNERZE

&
« AWS FEARAS 1 (OCSF 1.0.0-rc.2) MR &M ¥HEH
- AWS FERARZA 2 R £ M HAE# (OCSF 1.1.0)

AWS FJRRRZA 1 (OCSF 1.0.0-rc.2) W& £ AEH

TETIR M Security Lake EHE RIS , W E—EREIERFRNEHE S, AWS EELEHE
ERZBENEIE AWS BiF, ELEFIEH us-east-1 (EBREZB (S BIndLEE)), Lt , EHlEH
SFERALIMIT 2588 , XSRS ERD 25 £k, BUUERLSE , b URIBECHRFE
TR, WEEZEHH , F2H Amazon Z28 OCSF &7 GitHub B #.

ROER R KA

EIRE# Security Lake BRI , X HTESERFIER Lake Formation ER XN BB,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

SRETORE R RN — R{ESETHIER

« cloud_trail_mgmt_1_0— AWS CloudTrail EEE4

T2 HEIRAS 1 66
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« lambda_execution_1_0— Lambda B CloudTrail E¥IE 4

« s3_data_1_0— S3 B CloudTrail ERIZ=#

-« route53_1_0— Amazon B4R 53 SETEREH B

« sh_findings_1_0— AWS Security Hub 23}

« vpc_flow_1_0— Amazon Virtual Private Cloud ( Amazon VPC ) #i%& B &

i : us-east-1 B ERIKRsh_findings_1_0" I FTHE Security Hub #RIEH

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

ENEEE

E8E/ Security Lake BRI , ELACSERTEHNENNERERFH BT, NFBEREREH
HNEBERERERBEE , 528 Amazon T2k,

g5l : FIHRRBRIR IP B AWS CloudTrail SE &)

HA#HHAAAYE 20230301 (20 23 # 3 # 1 #) ######44 IP 192.0.2.1 ### CloudTrail #
ARAR#RB#ARHE us-east-1 # Cloud_trail_mgmt_0# DB_Region

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25
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2 & B

BoEER , 1§7L15E$U§1I§§ﬂﬁ?ﬁﬂﬁﬁﬂ§, EMEREELRIEEER, RENEHE
JﬂeventDayreglon\ MaccountidB#ETHE|, eventDays EFEAEIYYYYMMDD,

iERfEHeventDayn EH REIER :

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

H —fi&{BeventDayZ3ETFER :
BE1FRENSEHR

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'SY%m%d%H') as
varchar)

i1 ERARENSH

> cast(date_format(current_timestamp - INTERVAL '1l' month, '%Y%m%d%H')
as varchar)

BE 30 RKABENEH

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

B 12 MERABRENSEH

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

DEARENES

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)
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7-14 RBIBENEH

BETWEEN cast(date_format(current_timestamp - INTERVAL '1l4' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

EREARBRBENSH

>= '20230301"'

il : RIEH 2023 F 3 H1192.0.2.1 HH 2B KR IP B9FFE CloudTrail SEE)EE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

il . REPIBE 30 KRR IP192.0.2.1 WA CloudTrail SEE)EE cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

CloudTrail &l &£l

AWS CloudTrail Bt A EAETE M API FRER AWS R, FTEETLAEHE CloudTrail £A
BETNHEANENR

LA 2 CloudTrail 8458 — LREIE -
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BE7 RARERBHER AWS IR

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied’)
ORDER BY time desc
LIMIT 25

MBE7 XEEIP192.0.2.1 BIFFE CloudTrail SEBEFE

SELECT
api.request.uid,
time,
api.service.name,
api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1.'
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ORDER BY time desc
LIMIT 25

BE 7 RAFE IAM SEEIRY B E

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

B 7 RfEAZEFAIDACKCEVSQ6C2EXAMPLE Ry $17 {E 88

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BE 7 RKHMHEY CloudTrail iBé&EE

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
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ORDER BY time DESC
LIMIT 25

Route 53 #4285 & I FC sk B R S5 £ 78

Amazon 4% 53 TR E 5 B IR EAER Amazon VPC I ERIETH DNS &, ;TREETLES
Route 53 f#trEs &M B , U THUTEREMNEER

LAF 2 Route 53 @ATesEH BN — L RHIEH -

BX 7 XAK DNS EFEE CloudTrail

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

Bx 7 XRNHEZs3.amazonaws . comfy DNS Z&3f

it
0

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
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ORDER BY time DESC
LIMIT 25

BE 7 RARMIRE DNS EFEFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

BX7 XAENTA192.0.2.18 DNS EFFE

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub 2IR1E B W& HIEH

Security Hub B R P2 iRENSHERIE |, AWS X iHBERIBELSMEXEZENKEMERS
BRI, Security Hub EELAZEMRERR , YRBHIBMERBZKRZRREE,
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AR 2 Security Hub 23R — &£ RAIEH :

BE7 RABEMRRHEMEDIUMAK FEE AR

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BET7 RRNEENHRIFER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

BE7 RAFBFEAMER

SELECT
time,
finding.title,
finding,
severity
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN

cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

EIRA Amazon S3 RFETEBREIRIBEE (EEFERH)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

F RO RM (CVSS) T EAR 1 (BIFERG) WRRER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

FEERBEMARRER (CVE) WEIHIEE CVE-0000-0000 (% iFRERF)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B2 7 X% Security Hub B R IRBEBEHNEMTH

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
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ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 RRBEREEEPHEREETH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 RRNBEANZZIREBENEHS

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 RRNELENRREAHF

SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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LIMIT 25

Amazon VPC 2 B &V &£ 6l

Amazon Virtual Private Cloud (Amazon VPC) Mt BEE L ERMAZRMERAEN IP RENFHEE
VPC,

LA 2 Amazon VPC SR BEEH — L EFHEHI

7 XRAWS B WEERE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
LIMIT 25

BE7REKEREIP192.0.2.1 MK FRBEFAE22MFEEFE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1"'
AND src_endpoint.port = 22
LIMIT 25

BE 7 RATEE B IP At HETE

SELECT
COUNT(DISTINCT dst_endpoint.ip)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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LIMIT 25

BEELXAHE 198.51.100.0/24 2B RE

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND split_part(src_endpoint.ip,'."', 1)='198'AND split_part(src_endpoint.ip,'."',
2)='51"

LIMIT 25

B 7 RAWAE HTTPS &

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE 7 Raa3h B ERN B IHEEF

SELECT
traffic.packets,
dst_endpoint.ip

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443

GROUP BY

traffic.packets,
dst_endpoint.ip

ORDER BY traffic.packets DESC

LIMIT 25

IP192.0.2.1 88iB%X 7 X2192.0.2. 2B RE

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

BE7 RANABAMRE

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'

LIMIT 25

BE 7 RANARHRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BE7 RAFBEENRE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, 'S%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWS FFRMRA 2 By L £ 4#HERM (OCSF 1.1.0)

Ba U BEHLSHARBEEER AWS Lake Formation EFER RPN ER., BHalELLEE
AB. APIHEITE=FFTEE AWS CLl, F=AHTRE LA LIEEIEENRIRER Lake Formation
&Hl,

Lake Formation EXHHEE S M ASHEERENRBHSELECTH A REEHERMN IAM B9, &
REMSARERESHTEY , TREAER,. NFNAELEAEHNFIENTRENFAENR , &
ZREERS T FHNEMFR.

TEiR M Security Lake EHERMIES| , I E—EREIERFRNEHDES, AWS EEEHE
ERFHENEIE AWS BT, ELFFIEH us-east-1 (EEREP (#SEBEILER)). bbH , EHIEH

REHMEHE 2 R 80
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SEMALIMIT 2588 , ZX28KZWER 25 £itttk, B EKLES Y , 1 URBECHREITE
TR, NEEZEH , 528 Amazon £4£ 3 OCSF &3 GitHub H %,

ROER R KA

B8 E# Security Lake BRI , BXHTESERFIER Lake Formation ER&ZRHN B 1B,

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

LSRR ER R —MEZTFETIIEE :

« cloud_trail_mgmt_2_0— AWS CloudTrail EE =4

« lambda_execution_2_0— Lambda B CloudTrail E¥IE4

« s3_data_2_0— S3 #¥ CloudTrail ER =4

- route53_2_0— Amazon B4R 53 SETEREH B

« sh_findings_2_0— AWS Security Hub 23}

« vpc_flow_2_0— Amazon Virtual Private Cloud ( Amazon VPC ) %2 B &

+ eks_audit_2_0— Amazon Elastic Kubernetes Service (Amazon EKS) &# B &
- waf_2_0— AWS WAF V2 B&&

g5l : us-east-1 B ERIKRsh_findings_2_0" M FTHE Security Hub #RIEH

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BRERES

E &/ Security Lake BRI , BLACSERTEHNERNNERERF BT, NFBEREREH
HNTRENEREEFE | 526 Amazon T2 ik,

141 : FERBKIR IP B9 Amazon Virtual Private Cloud &)

FOSR R T AR 81


https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake EREEmR

ARARARBAH 20230301 (2023 # 3 # 1 #) ####### IP 192.0.2.1 ### Amazon #H##A####
#RHAR#AR us-west-2 # vpc_flow_2 _0#DB_Region

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

78 B

FEBRSEER , BUNURANSEESHARBENERNE , EMASWELRERS. HLZLH 1.0 L, &
LH20 NPT EIRFRABETR. T2HREEHREBtine_dtregion, MHElaccountid,
MZ4H 1.0 BR Ti#EiB eventDayregion , MaccountidSB#ETHE,

Efitime_dti BB S3 EE RS E , I HAJLURIAE Athena FEMERKFEAIMNL —HRETE
7o

LTREM time_dtZEIEF 2023 £ 3 A 1 Bz REHACKENEHIE

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

K —i&Etime_dtEIETHIER :
BE1ERENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
RIT 1 BARENSHF

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' MONTH
B 30 RARENEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3Q' DAY
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BE 12 MERABRENSEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
RIL 5 FERNBENSEH

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7-14 Rl EMEH

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

ERERMRBRBENSEH

WHERE time_dt >= TIMESTAMP '2023-03-01'

B - R/EFP 2023 F3 A 1192.0.2.1 HHZERIR IP B9F7HE CloudTrail JEEFE
cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

il . REPIBZE 30 KRR IP192.0.2.1 A CloudTrail SEE)EE cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

EHRZEHEE

THAERZEM 2.0 RETHNRMIIE, TERINERE—EERESHTE  EFIEESHFH
ML RRNEREE. EFTHRAEAHEAEREMANERETELESBRNEZE R,

EHRENER 83
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BREEHABRETNEERSR , BULUSBIRERFHIABNIBIERFSE , ERUID, IP, BEMEAM
I0C FRERZEHNREA

ER—EEfEN , A THEAERESIEH VPC REM Route53 EXIEK (27 IP & '172.01.02.03)
Z ERY R 8%

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip"')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail ERl&EH

AWS CloudTrail &Mt RIEAZEZEBHM APl EAER AWS R, FSTEETEHAE CloudTrail £
B TSI ERA

LA 2 CloudTrail BiRH — L RHIE -

BE7 RARERBHER AWS IR

SELECT
time_dt,
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Security Lake

ERAEER

FROM

api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP -

AND

ORDE

api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied')

R BY time desc

LIMIT 25

."amazon_security_lake_table_us_east_1_cloud_trail_mgn
INTERVAL '7' DAY AND CURRENT_TIMESTAMP

BE7 XERIP192.0.2.1 BFFE CloudTrail SEEEE

SELECT

FROM

api.request.uid,
time_dt,
api.service.name,
api.operation,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP -
AND src_endpoint.ip = '192.0.2.1."

ORDER BY time desc
LIMIT 25

BE 7 XRAFE IAM SEBAYEE

SELECT *

FROM

"amazon_security_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_cloud_trail_mgn
INTERVAL '7' DAY AND CURRENT_TIMESTAMP

."amazon_security_lake_table_us_east_1_cloud_trail_mgn

CloudTrail E¥l &
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

BX 7 RAERAZZEAIDACKCEVSQ6C2EXAMPLERY 1T {E #&

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

B 7 RKBH CloudTrail 528&55E

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

& Route 53 FITIE N E 0 &K

Amazon 4% 53 fRTESE 3 B IR EER Amazon VPC I ERIETH DNS &, ;TREETLLES
Route 53 f#tTEs &M A , U THUTEREMNEER

LA 2 Route 53 ffFes B HREN —LEHlEH
Bx 7 XAH DNS &35 E CloudTrail

SELECT
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time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BX 7 RNtEEs3.amazonaws . comfy DNS &35 E

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

B 7 RAKMRK DNS BHHE

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
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LIMIT 25

BE7 XAENTA192.0.2.18 DNS EFFE

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub ZIRIEE W EH

Security Hub AR P22 MARENLERR , AWS LB ERIBR &4 E X FENREMERR
BIRR, Security Hub BEAREMBRERER , ARG HBMERBEWERRER,

AR 2 Security Hub B3R — L RAIEH -

BET7 RABEMARRHEMEDIUMA K FEHRIER

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 RREENRRIFER
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SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE 7 RAFMBFREALER

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

&JRA Amazon S3 FEFETRRMRIRIER (BAEFRERS)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

w RO RM (CVSS) T EAR 1 (BIFERG) WRRIER

SELECT
DISTINCT finding_info.uid
time_dt,
metadata,
finding_info,

Security Hub 2 IEIE R M EH 89
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vulnerabilities,
resource
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

TEERBHEMARRERN (CVE) WERIER CVE-0000-0000 (FEEFEPRH)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 KH Security Hub A% BIEE MERTE

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 RRBREAEEPHERRETH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25
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BE7 RANBEANZZIRENEH

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 XAACEENRRIER

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC RfEE BN ERH

Amazon Virtual Private Cloud (Amazon VPC) Rt EBE L ERMUAZHMEE A AW IP REMNFHE
VPC,

LAR 2 Amazon VPC RIE B — L& EH) -

RIL 7 X AWS B NEERE

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25
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BE7XREFKRIP192.0.2.1 M FRBEAE2200FF

il

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

BE 7 RATEEBE M IP VIEHETR

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BELXAHE 198.51.100.0/24 2B RE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'."', 1)="'198'AND split_part(src_endpoint.ip,'."', 2)="'51"'

LIMIT 25

BE 7 RAWAAE HTTPS K&

SELECT

dst_endpoint.ip as dst,

src_endpoint.ip as src,

traffic.packets
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY

dst_endpoint.ip,

traffic.packets,

src_endpoint.ip
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ORDER BY traffic.packets DESC
LIMIT 25

BE 7 Raa3NBEERN B IHEDF

SELECT
traffic.packets,
dst_endpoint.ip
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

IP192.0.2.1 88iB%X 7 X2192.0.2. 2 FIERE

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(
src_endpoint.ip '192.0.2.1"
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25
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BE7 RANABEAWERE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

BE7 RANAB@WERE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Outbound'

LIMIT 25

BE 7 RAFBEENRE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied'

LIMIT 25

#3#) Amazon EKS E# B

Amazon EKS H F5iE#t#2 & EE B il A N M2 B B 58 E#1E Amazon EKS 2% P HE R HEE| &k S
F#Y CloudWatch B, EL AR AIRLERUITEELRREEN T2, FTEETUEM EKS fio#&
LARREE TSI BE R E .

LAR 2 Amazon EKS &% H iR — L &= 61
BE 7 XRAEFE URL FWER

SELECT
time_dt,
actor.user.name,
http_request.url.path,
activity_name
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND activity_name = 'get'

and http_request.url.path = '/apis/coordination.k8s.io/v1l/'

LIMIT 25

EBX7 XA, XH 70.0.97.167) WEHFER

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

FiRX 7 REEJR "kube-Control EHEES | HHEEMERMEE

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAF v2 2 BN EH

AWS WAF 2 —% Web ERRERAME  THARERFERAEELZERARERNN Web EXR | LUK EZH
HIEARNER.
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ERAEER

BUF = AWS WAF v2

B —ERHIERS

HBE 7 RARERBFERR IP FIEXR

SELECT
time_dt,
activity_name,
src_endpoint.i
http_request.u
http_request.u
http_request.h
http_request.h

FROM

"amazon_security_

P,
rl.path,

rl.hostname,
ttp_method,
ttp_headers

lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.i
AND activity_name
LIMIT 25

p = '100.123.123.123"
= 'Post'

BE7 RAFEHXBERNER

SELECT
time_dt,
activity_name,
src_endpoint.i
http_request.u
http_request.u
http_request.h
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

"amazon_security_

P,

rl.path,
rl.hostname,
ttp_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

EiBE 7 KRR, AR B H REGEX FEHE BV EER

SELECT

AWS WAF v2 SR g &R
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ERAEER

time_dt,
activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type,
firewall_rule.condition,
firewall_rule.match_location,
firewall_rule.match_details,
firewall_rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND firewall rule.condition = 'REGEX'

LIMIT 25

EERIEBE 7 XRAiEE AWS WAF AR AWS

SELECT
time_dt,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
firewall_rule.uid,
firewall_rule.type

FROM

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND http_request.url.path = '/.aws/credentials'

AND action = 'Denied’
LIMIT 25

HMEBE 7 RAMEISR/H[E 2 HE AWS

SELECT count(*) as Total,

src_endpoint.location.country AS Country,

activity_name,
action,

."amazon_security_lake_table_us_east_1_waf_2_0"

."amazon_security_lake_table_us_east_1_waf_2_0"

AWS WAF v2 SR g &R

97



Amazon Security Lake EREEmR

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'
AND http_request.url.path = '/.aws/credentials'
GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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ZEMPHEmEREE

&I LLBRT Security Lake , &R AWS B NEEERRTER . LB EEAHEEERTE
HYEREEER,

REEE

EETHENUFERAMEN S RFFER , BAULREERNREBHRE, ARZLHSEHNER
ER Y4 1EMAE Amazon Simple Storage Service (Amazon S3) ffZErig s | HILRBREHER
Amazon S3 £ aniBHAfARE, FBREELRTE , B LUIEEMRFH Amazon S3 fFEFER , UKk S3 ¥
HEERIEMFFEINR B EZEXREFEANPHEBEE, MF Amazon S3 4 ariEHIAREN
FHEF , F2E Amazon BERERBEAEEEPNEREREFLEMES,

B [(RE£MHHB] B, BANE [BE] BREERFERE. fl, EALREESAERM 30 Xi& ,
AWS B IFER S3 B%E — IA REFEEBINASE S3 WHE®, XA Amazon S3 #7754 S3
*%EO

/A Important

REMAXE Amazon S3 ¥I#HHE, BV ERHREFRTRE , HREFR S3 WHHEE, BMA
ERAERFERAN S3 WHHESTEFREN AFEREEZERM.

ERAREMEHARRERERE

B LR ZE Security Lake B , BB TIETRRE RS EERENREBHRE. WREBRBRERER
TE , Security Lake & Amazon S3 £ BN TERERE , WA S3 BERZEFE R ERAM
BFHEHR.

Console

1. BBEREMEEE , it A https://console.aws.amazon.com/securitylake/o

2. BEREISR2 ERLRTIFERENERE  FRE (ENEFER] TH &R, RRE
BIEEA S3 WHEBEIR Amazon S3 #FER. (RIIHNARBEEEAA S3 5%, ) @K
EEZREEEENNRENE URKEN), FEEZRBREYHERI S —ARFE
B, EERE [HER] AR ARERFENNRBBBENRE,



https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://console.aws.amazon.com/securitylake/
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3. HERTE SIYWHIHNERE  FEENMEER. AR, HREFHEEH , BF8H, HRRE
B, FERVYHE , FRAEAREER , W ALEE Amazon S3 HEHRMHNERE, Lt
B REE , MHEIBH , Amazon S3 EIBRY#.

4. ZTRE , FEET %,

FHEERERZLEZHN ERSRPEA Security Lake AT HE R,

API
FEELRZENRUBRARAFARERERE , FEALT LM API HCreateDataLakefE3, 40
RIZMFERAMR AWS CLI, E#i{Tcreate-data-lake@ . fElifecycleConfigurationZ & HF i
EERENRERE , TR :

- #t¥itransitions , BEEEIFE Amazon S3 EFEERIFFEK S3 WHHEXE
(storageClass), days

- #lexpiration , BEBM YR , ERAEMARFERE Amazon S3 RERMFHERE.
LR RIS RE , M EBH , Amazon S3 & HERYI 4+,

4, SR EERZREEconfigurations¥#region@UBIEEN TEHFH.

Fln , TGS ERA "us-east-1EE, K T2LH. . EHEEH |, YHS7E 365 XERiB
B, MHE1E 60 KEEIRZE ONEZONE_IA S3 EFE A, LEHIE ¥ Linux, macOS = Unix
Bt XEARFE () TIEEF T RUAETEM,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

FHREHE
A Security Lake 2% , BB T TREHT —HZEEHNWREEE.
Console

1. BIRZSHMERA , #iLA https://console.aws.amazon.com/securitylake/o
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://console.aws.amazon.com/securitylake/
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2. EYRERTF , BE[EH]
3. Bl "EHE, , AREE "HRmE. .

4. T [ENREFZEER] BRY , BAGBRENRE,. YRERFER  FEFLER SSYHE
BEH Amazon S3 fFEEl. (RIIHWFERRFERA S3 BE, ) HHREH  FWALE
ERFEEERTRENFNRE, EUNEESZEEE,

EEEE SIYHMIEIHRRE  HREREENIIH, AR, HHEREH , EEIYHR , &
BEMGEER , @ ASBEXE Amazon S3 R EMYANEXRE, EEBHERE  Y4e
iBEA , Amazon S3 SMIKRYI4,

5. A& 6 FEERT.

API

EEURRFRETARERRERTE , BEAZESMME API BUpdateDatalakefE
¥, MREBEEMSEM AWS CLI, FEH{Tiupdate-data-lake . EERHNERS , F
FlifecycleConfigurationZBIRIEEHHRE :

- FESFEMNT  FFEMAtransitionsBBIEEEHEHFE Amazon S3 EFEBIREFER S3 ¥
BB EHEFEER (days) , ARBE( (storageClass)s

- FELFERRERENE  FEEUNMHZR  EMexpiration2BEEERERAEARFELE
M S3 MHHNBRE. LRFBERS , WHEIRBH , Amazon S3 EIBR¥I#,

FZeM, SR EERAEREconfigurations¥fregionBHIEEMN "EiF,

f5lgn | T35 AWS CLI s S EEH "us-east-1[E ) WERIPRENBEERRE, EHES
F, YHE1E 500 XEZBH , MHFSTE 30 REERZE ONEZONE_IA S3 fEFEA, L& 62 e%
Linux, macOS = Unix =1t , ¥ FEARFHE () TIEEF TRRIE T EM,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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B Z = R BARBERE (OCSF)

T EE= OCSF ?

FIAEIE T2 2R EHESR (OCSF ) RBMER£TRELSERH AWS MR ESHEBHNIBFERIRT
fE. OCSF REERZEMEHNREGBELR, EBMARHENMEESEBENEE  YESR
SMRHEEELENDNAENBRRERRF. OCSF NARRKBENXBITER GitHub.

ZLHEEBHHREAMITENCHEENSHEIRS OCSF &1 AWS IR iR, BHifis OCSF 2
%, R WBERERESR AWS IRF /) Amazon Simple Storage Service (Amazon S3) #ZErE8 (5
B FTE—EF TR AWS BlE) H. #EFTREREALZEHNEHEEMEH L EEF OCSF £8
R M Apache BRMIREN, FTEBE TSRS MEHIR A —A% Parquet 528k , ;VEM OCSF #1#
HREHER , LERHENMREREIEIENET.

S8R

REEERSHARRNRHEMNELE OCSF hERN B ESHEBIMERF. DNSEE), SSH EE
MERFEZ OCSF HEHERIMN A, BB ERERFHEFNEHER,

R A

OCSF FHAEEMNURBHEHE I ELEEEISHRENVLE, ELXEAETENMHEERMLE
AWS BR# , %A Security Lake FHI IR,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

HRIR PREERER THEERE REE R E HREH TC IR AR A
z28 m. R & m. heed B
B
CloudTrail CloudTrai AWS Data API 1.0.0-xc.
Lambda & 1 Activity 2
=4
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https://schema.ocsf.io/
https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=
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ERAEER

HR

CloudTrail &

HEH

CloudTrail S3
EREH

Route 53

ZEHHE

The OCSF source identification for AWS

FRENEMR
=1

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

in the following table.

HR

CloudTrail
Lambda &%
=

CloudTrail &

BEHF

REERER
=L

CloudTrai
1

CloudTrai
1

FRERE
m. HERHA
i

AWS

AWS

AWS

AWS

AWS

REENE
m. HEER
i

AWS

AWS

FRERE
m. ShEEH 8

Managemen
t

Data

Resolver
Query Logs

SE)
Security Hub
ProductNa
me {8

Flowlogs

log sources

REENE
m. JRER

Data

Managemen
t

HrlEH8 TTBIR R A
API 1.0.0-xc.
Activity, Au 2

ation |

Account

Change

API 1.0.0-xc.
Activity 2

DNS 1.0.0-zxc.
Activity 2
Security 1.0.0-zxc.
Finding 2
Network 1.0.0-xc.
Activity 2

(Version 2) are listed

Hrla8 TR AR A
API 1.1.0
Activity

API 1.1.0

Activity. Au

R
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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ERAEER

HR

CloudTrail S3
EREH

Route 53

ZEPHE

VPC & H

=Y

EKS #&#&id
8%

AWS WAF 2
H&

FREENER PEERE

7 m. HEEA
i

CloudTrai AWS

1

Route 53 AWS

e AWS Z fFE5AWS %

2HS R 2HS R

3 (ASFF) B 3 (ASFF) B

ProductNa CompanyNa

me me

Amazon VPC AWS

Amazon EKS AWS

AWS WAF AWS

FRERE
m. ShEEH 8

Data

Resolver
Query Logs

¥4 ASFF

MfeatureNa

me {8
ProductFi
elds

Flowlogs

Elastic
Kubernete
s Service

Bhl&w

ation ={
Account
Change

API
Activity

DNS
Activity

Vulnerabi
lity
Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

TR

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

1.1.0

R
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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Amazon Z£ B HE M AWS IR ME=SEREK. BESUUSERMEARREEZE Security
Lake , SRUAFTEEE &5 % £ Security Lake FHVER, THIEERAWLEE R AWS R¥E Mg HEEE
mEE Security Lake B4,

=8B
« AWS fR#% BEiZ £ M EERK
- EZSHNE=ZFER

AWS fR7& BERZ 2 HERK
Amazon ZEMEREE M AWS IR7E. R A UEARRES., STHREEZRSIMEERE,
RRESEETIEM :

- BEREEERSM
- BRIERHBIERZ S RBEBEE (OCSF)BH#HR
« BURENEM T EAUARE N

STEERSEATYEM , JRHTTPSIHEE Amazon BE(THIBRFE (AmazonSQS) {75 Security
Lake BEURRE R , REZEHRIRER AWS Lake Formation

TEiIASERBAEAMRLE AWS BRFS Security Lake B4 , UREERENEEAR.

EE 4 AWS AppFabric

BEEEA  RR

AWS AppFabriciE 2 —EERENIERYE , TEEEEEMRNRBERE (SaaS) EARE , Fit IT #
REEK AU EAREEBERN P RFFEREENREERAR,

R AppFabric 3%

BT LA AppFabric % BB RMEXSIZ 24 |, HE2#E Amazon Kinesis Data Firehose 4 B
Mt , REERTE Kinesis ERIPIAE |, ASOCSFEBEHEIRM Apache BAMIRE AN EREELELZ S
o

AWS fRi& & 106


https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
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PERY

BB T AEOCSFIZEEAL AppFabric 1% 50 #k# H E Kinesis Data Firehose 8B , F 8EAS e A 8% 1H
EELEHM., RE , B LERE Kinesis Data Firehose , #58 H &% 2SN R 2 Amazon S3 f#7ET
B, MEFMEF , 5528 Amazon Kinesis & A B MK B AY31#121F Amazon S3,

#1819 8 AppFabric 38 B3 A B 24 H

EEETHAIR LD ERY 2% AppFabric FE#ZECE&IEBHIEAE Security Lake , X4 AR RFRAEMIE
BR#% , I 7E Security Lake HF#T1i8 AppFabric £BFIRIR. MEME BT RENIET , B2ELEFTR
BREER,

ZEiEERE £ AppFabric FC8%

= EF1E1ZUR AppFabric e #k , BRI LUEA Security Lake =&, Security LakeAPI , 3 AWS
CLI #&E AppFabric fEA BT RIRETMER. WMERA , F2H MEREFTRE,

B3 Amazon Detective B4
BEFA . FTRE

Amazon Detective BHBIEDH, AEALRERANLZLFAEGRI T ETHNRARRE, Detective &
BEREN AWS BRINEAFEE R, Detective EESMHEAMEEE, RTIMNERRELEREL

WA | WEEEREETEREN L ELTE, Detective BEAARENEREE, BENAE , T

BRI BB E L BENAENEE,

BRAE R L MH Detective B |, BAI LAY Detective ZEHLR L MBEENRIKTCHEER ., NEFHMEE
B2 EE Amazon ZE2HES,

=

B2 Amazon R OpenSearch &K
BEER . FTERE

Amazon Ser OpenSearch vice R —BZERKE , TRLEKRIBE. BRIEMERE OpenSearch AWS E
. £ OpenSearch RFEHEEUAS E R A RHY OpenSearch Service Service #5 |, R LAE Rt JE
BRAB  ETREHRNRZEMRAE, SR ELZSMEY | HERBLNEKERER
MR

OpenSearch JR# &R R

# OpenSearch BRI EE Security Lake &% , A LAEXE Security Lake , EiB# ] OpenSearch AR
B REHEEUE T R RRMN Z £ M E REA ZE OpenSearch [RIERIE. MEMMERE OpenSearch AR
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
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BERUEBELZSERMNEMER , 5208 H Amazon BR OpenSearch ##EELSE Amazon Security
Lake EREERELME

OpenSearch FRIEFEENBE 2R & & B B ASEH OpenSearch IRISREME 2%, EEFAELELINE
RS ERREBL  FEBEEERRIBETM—EESZENERNR

B Amazon £ X QuickSight

BAEHR - STRE

Amazon QuickSight R EmBREFREEE (Bl) R , EUUFERAECOEESEN ASRME easy-to-
understand JAZR , EimifIFEME. Amazon & QuickSight ERZIERPHNER , WHEESRBFZ
FRIRFRHNER., Amazon QuickSight BAREEREEEHARBRIEPRENFZEN. A
DA E A MEEUR TR RE RS FEERR.

Amazon QuickSight &%

ZE Amazon FRB{LIEZH Amazon Security Lake E#t QuickSight , I FTEM AWS ¥4 |, A%
EXRERRRE, ERE, 2. RRRMNEAEFEIBEE Amazon QuickSight HHEEN T4, WFE
s R |, 2B E Amazon 4 QuickSights

B Amazon &K SageMaker
BEgH  JTHE

Amazon SageMaker 2 £ Z ERHETEE (ML) BlR¥E. EB Security Lake , ERIBIEBRFNABAET
DIREEBEHERE, JIFMEBETERE  WKHIBINEERBENTEEREP. SRMEFIT ML T
FRIEMY Ul 885% |, 3 SageMaker ML TEAE XS XFHARIREFFEA (IDEs).

SageMaker JE &

A LAE A SageMaker Studio EAE R £ MM LB T RAMMN ., SageMaker Studio EARKEEE
) Web BEXFRIRE (IDE) , TIAERNERREMRER, BE, JFRNIBHE2ZEENTIE,
BTERBRAR , RO ARIEIE — 48 Python E5EA , BEM Security Lake B AWS Security
Hub 2ZRIEH , WAl BUEFELLTE Security Lake R EBtEMR AWS BRBFTER KRR, NEFHEE
A, EZEEEH Amazon EXE Amazon ZEME R EES 2 B R A BN SageMaker,

Bl Amazon EE&ERK

Amazon EER—HEHEZERK , JEBHKE—MAER |, FELEMN Al FEILTF Amazon REH S MEE
ERER (FMs) #&FEH, APIIEB Amazon Bedrock VE[ ARETEEE , BRI LURERFEBER. FHE

Amazon QuickSight & 108


https://aws.amazon.com/blogs/big-data/generate-security-insights-from-amazon-security-lake-data-using-amazon-opensearch-ingestion/
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{

"Effect": "Deny",

"Principal": {
"AWS" . "EM

},

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {

"Service": "securitylake.amazonaws.com"

I

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"StringEquals": {

"aws:SourceAccount": "{DA-AccountID}",

"s3:x-amz-acl": "bucket-owner-full-control"
I
"ArnLike": {

"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
}

BRE-STHIUERAERNICR , F20 (ERER) PHUSS BRI SERNFRANNERSE

IAM
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TN BERBME
XEBEEE: =2

EESWLER AWS JSONKEERIEEH AT AT EAR, bR , WEEEBE T ERG T A
AT EERAITHEEE.

JSONZKHEEAction U =R T AT AR SR ARSI E R P F NV BB, REEEIERR BB AWS
APIRIEEBMHENEE. B—LHIAER , flNRETERAPRENERBRNRE, A -LAEX
FERRPNZEBE, ELBINBIEBABKEE,

BREERBERE TUTHBBBENFTT.

WMEZLHBENEE  FSRBRBFESE K Amazon Security Lake EZE M ENE.

Security Lake PR RBIEEREBEZRIERA TSR B

securitylake

flmn , FERREAEFIISETFHEBEANER , BEERGRERA BRI K SN
Asecuritylake:GetSubscriber&ifE, BERBIRN4AEDE Action = NotAction JT
F. Security Lake BEEZ B —EBIE , FRERE A SUE A R BATH T4E,

ERHEE-RAXPIEESEEE , FRERDP

al
an|

o

"Action": [
"securitylake:actionl",
"securitylake:action2"

HERBUG D HEB SRR RANEH
T2 R EIR
XBERRER : &

3
\%

2/, Amazon Z£ M5 9 R BRI

ERE A LUER AWS JSONKEERIETEH A AR BEAR, WHEHR , BEEBETERGE T TR
YA BEERUITHEEE.
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ResourceJSONRAI TR ESIEEEEMAEEN —BZEYH. MAERXNHABITE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BuUSHEXEREE
FREANWEME (BAERBHREFT) RIEEM.

HRAXEERERFTAINEE (PIF HiRE) , FEABRAFER () RRTEEXBERARABEER.

"Resource": "*"

Security Lake EE& NI EREE : HEMFTBEEME AWS 1RF BU#BERE AWS B, ERIUER
EERKPHNELEREEARNS,

MFLZEHERERENSELFEENARNELEE , F2HERBRESZPH Amazon Security
Lake EBMEFRER, RETRETUABEEREEEENLDE  F2RREEESEHH
Amazon Security Lake /I EIE,

EBREUS SR RERN R , S8 Amazon B2 5§ 9 B BEEH)
L&A R R AR 23R
XERBBEBE R LM =

EEEWLER AWS JSONKEERIEEH AT AT EAR, B2 , WEEEE T ERG T
T EERANITHELE/E.

Condition Jt# (5 Condition E#) AJREIEEEPRR N LMY, Condition TERERER
B, BUUENFERAKGTEE THREEER BINERS/DR) , REBEBERHHEGNERPHE,

HERERBXPIEEZME Condition stk , HREE — Condition TEFIEESERSIE , AWS
SEAELE AND BRAFFTME M. WREAE—RUHRSIREESEE  FEMABBORESE R AWS &
ikt LEANEREHRE , TEREFRKXNETFT,

FHTNENERGBERRGUESY, fim  REEAMERESBETERE | £F TSR
AMEREFRERNER, NERMEN B2 (AVEAEE) hHAMBERE | BHR0E
e

AWS X E2EFRGSRNBBBEFRG TR, BEEEMA AWS 2ERHREIR , F2H (ERE
) PHAWS £ERGFAIAMBREIE,

MEZLHFRGESBNEE  B2ERERESEDPH Amazon Security Lake R €8, BET
B ARG SWEMLEENERELMFER  BF2ERERESE DRI Amazon Security Lake FEZHY
BiE, WEERRGZRSIBNRERIES , FSBAmazon LM 5 25 B BUERE A,

3
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Z4 P FEUEHIEE (ACLs)
Z#ACLs : &

TFEUEHIEE (ACLs) 2HLEESRE (RFKE, FRERAE) EAFNERNVER. ACLsELL
RUERSEBRNERE  HACMTERAISONBERIX BN,

REMFZEACLs , ERTIGE LM INACLE Z 2 E IR,
UEBMAERNFEURS (ABAC) BZ 2541
%1% ABAC (REEFHVERE): =

UBHSERNFIRS (ABAC) R—REEHEXRE , TREBEEERER, £+ AWS , BLEBMUR
AEE. ZULKEBWINEIAVER (EREHAR) MFTFSZ AWS ER, SRBERBNERENE—F
ABAC, Rt , BT LARRFTABACKE: , MEAEFSRENEREMMEE TN ER LAV EBRMBRTHR
SRFHER.

ABACHEREXRNRRHRAEY , Y EFHRFUNEELEEENER,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEERNFGLED , RUHEREA.

MRBHEXESEEREEN 2B =ERG SR  DBEZBBEMS , EA Yes, IRBBEIBERLE
REEN 2R =@ k4R , RIEA Partial.

WEBBNFMEERABAC , F2REMTERABAC? & (IAMEREEM) F. BERGEISRESR
KB 2RRIEABAC , FF2R (EAER) Ti (EAUBHAERNFEUES] (ABAC) IAM )

] SUSAZ B N E] Security Lake R — §TRBIE , LAR{E AWS tRF BIRNERBHERE, AWS EiF
FBH A UERERKEA Condition TR P RHUEBREFAREHEHELHERERNFHN. NEFEEER
ZENERNER , FSBER Amazon T2 HER. WEUSSERAAERNBERES , KA
RBEZERNERZFHERNER , F28. Amazon T2 8K 55 BB S

REREHAEARREAER
XEmEEE 2

ELEARRBREHEE , ££ AWS RE TRFER. MFEHMER , SEWLEL AWS R L=
ABRREER AWS kT |, F28 (AMERER) IAMARBERB .

MREFEART FHAEZBINBBUNANEMITEEA , AIIRIEE AWS Management Console £ F i
R, fla , B AWS EHARIMNE—&A (SSO) EEENE , ZEFEEHETHEERE, &
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BUERESDEATES  ARURACK  tEABEVRNEE. IFAEVRACHNFEE
#, F2EH (AMERERER) P (HRIAS (FE]) .

AT LAEA AWS CLI S F B ERIFSIE AWS APl, R%E , BaMERASLEEEAETRREFE
AWS, AWS BEZZHEELRIBEEAELER K MIEFARPEFEHESE, MEFHMHESH K FSHEIAM,

REMZEFRERZAER,
ZEMNEFFEER T/ERE
FIEEEFETERE (FAS) : 2

EERFEAFEAAMERARERRTEER AWS , CERRATSHEE, FHELREE , BAkE
PAITHEEEME , EMETRRBIRE S —EEFE. FASSEAETSREFUNER AWS BRES |, EE
BER AWS R @ TFRBHEHER, FASREERBKRIIFTEEA M AWS RIS EREEFEET
EEVFERES , TEBHFBR, FHERT , EXAEGHTEMBEBENT T, BERLFASHEREMN
REEFMES  FORERGHEEE.

R MEBEEEHMABKEIER R T e THM BN AWS RIS, MTEELBENFE ,
BIRR XS Z H H Amazon Security Lake &2 # Bk,

3
¢

ZEMHNRB A
xER%AR &

REAERRBERERREATHENAMEE, IAMEESRLUREPENL, BRANMERRESE
IAM, MFEFHMEF , F2E (AMERER) AWS BB HWEL A B EREIRIG

ZEHTEBRERIEARBEAR, ER , EAFEAKTLME EventBridge AWS Lambda , Amazon #
Amazon S3 EMEREEREREACR. BEERKREBHITEE , Security Lake EFARKEZ AL,

/A Warning

SBFERELHCHNERTTAESELEFER Security Lake BEREX LHNRIE, RAE Security
Lake RHtIESIR , TREREAE,

ZEHANBRBEE AR
XERBERAR R
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BHEFAGRE-—EERE. AWS BRERBIUBERKREVNTHENAE, RBERACERTRE
BHH , AWS IRF BEBREBEHAE. IAMEESAUEER (BEEFERKERELAE) NER,

ZE M AERAZ BAWSServiceRoleForAmazonSecuritylLakeIAMBRIEEE BB, Security Lake
R EEACRERREFRETLMERARBHNER. LR EEACREREGEE LTSRN
IAMAE, EEHZEHELERN , C2EIXLHRKREFUEMAFRE AWS R WFAEER, %
SHASEFETRAZS AN AWS EBE 5 FER RS EEA R,

MEBBEIRERE Security Lake FRIEZE A CNFMERN , 2 EAmazon &M REEE A
(=

Amazon Z£ i 5 5 B R €5

K% , FAENACRKEEINSRIEN Security Lake ERMER, bt EEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) S#11T T4 AWS APl, EEIRH
FERAEYHFEERATHENER , IAMEERETLUEITIAMEKR, R%E , REEEESTLSIAMER]
VEEAG  FREVIUARTELAR,

EERBNMERELEFFERXHRELUAME DR AERNISONER  F2EEHAERES
HIIAMZEE ST IAM R RS o

WNEE Security Lake EXMEMENERBENFHET , S RSEEREENER , F2RRERES
Z /M Amazon Security Lake BV EIE, BRFMFEHE L8, ARNs

ES- ]

- BRBEER

- ERZEHEHE

- E16 - RFFERERAMPIE S HIFFA

- E1f] : RAFHEBEEIRFEERBBRERNEES
- 56l A ERERBERBREIESE

HRREER

LEDEBNAERNFERISREEZEARSAUELNIIRSPEML, FEEHMBR Security Lake BiR, iE
LEIETRES RGN AWSIRFELAERA, EXEVRGEES P HBRE , SERTHENRESRS
1H

- FEER AWS XERRABOREERER — " ERAREEAENTHERENER  FEAT
REFSERERARFIERVAWS SEEFRA, SMEEN AWS IRF. EREEBERRZENE
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ERRFIN AWS EFERBGR , E—SRECERER. NFEFHEET L FS2EAWS (AMEFTE
M) PHE TERBENAWS SEERKIZ EEN KK,

- EAREERER — ELEARAUREERE  IWMAREHITTEMENER, ABRLEN ,
BUNERERERG TUUEREERRNNEE , ELBARKERTT. NFAREAERE
[RIAMBYEHEEF , FS R (ERER) IAMBHIAM CREESEER) .

« SERIAMBEBE ARV R — SIRHIFEL — BT AT SR PRI R4 |, SURSI B BER E RN FE.
filgn | EATURBBURGRYE , SUSESEFEREIAFTEERSSL, 2t 7] LA R4 2R 5% B2 ¥ iR 7% B
{ER I EVEE (IiEiB4EE AWS BRF%) £ AWS CloudFormation, MEFHMEN , BH2E (AMEH
B/ HMIAMISONFE M TE | &4

« f£/ IAM Access Analyzer B SR RIAME] | IR Z £ M REMERI PR — IAM Access Analyzer
SRBHMOMBEWERL , UERIEBAMERZES (JSON) MIAMREMZE, IAMAccess
Analyzer 12 fiti#i8 100 HRRIREN AIRNBENER , BHERETLHIEEENRA, 0%
HMER , F2RIAMEIAMAEETN TR R RAIRE.

- FESHEBRHE (MFA) — NREHNRFIZEFAMAESR root FHE AWS 1RF | FBRBUAIESE
AMFARZ 2, ZEREFUAPHEEMFAREZE , FERAPHEMFAGRYE. MFEFHMAEH A F2
B (AMERIER) 1 < BEMFAZRENAPIEFE >,

MBAMRREEANFEETIAM , HBH (AMBERIEE) AMERH (e REEE,
ERAZSHESE

HEFH Amazon Z2HFRE | KL AHRERD A, ELERAAARFET H I BRIEHN
AWS tRF. RGBT HREAMKEFTEREN S IBEBEER  IHREAZBRNER (EAEIA
&) mE , TRAREEZNFARER,

BATERRY AWS CLI BT EFNEAEAFRETIZEHER AWS APl, MEIAARFED/HE
e EHNIT ZAPHER VB .

ARRERAENAETUERA Security Lake £ & |, FEVIAMERRINRHMM TR EFEUE, 0F
AHAEA  F2REIAMEREREHRNIAME 2585

MREBRIK R ATERERABMEM Security Lake T A |, FREXRKIHELFEAERNARS
FEEFRALFRNERESEENDF. B8, 8B EERH S LEMIFBERERELER
Y EFARE 2o

Pl EEFEAETREMERTRE , XAARFERERTTIEE

* glue:CreateCrawler
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* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

+ iam:GetRole

« iam:PutRolePolicy

* iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

g6 RFHERERREMBECSHET

trEfBRMARYRA  REAMAERERMNEREERESSBHNARMNZERRA, RS

SEEEE LRURARF A A EA TR ULENFR AWS CLI #ER AWS API,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

=
]

AN
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iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

g6 RFFEABEERFEERBRERNEES

WEFI BRI R R | BASLEF AWS Organizations EEiRFNER BB EMNBREEBNZR
Security Lake BB &,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalLakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}

g6 R ERAERBEBRETRE

EUE D AERNERA A | S0 RRERBESREZES Security Lake BRI FE, L& 5 EER
MR, LA ER &R Security Lake E1# A5 Security Lake R@BIFTEREAPI, T , R
EFRENOWNnerEBERFEAENTAERBE , TSRERER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
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"Effect": "Allow",

"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}

}

FEHEST  NMREEFERAERBNEAErichard-roe EXMBAERITRENFMER , BIXEA
EieETB#EOwner=richard-roemowner=richard-roe, &8 , ESEEZFEREET. FHEHE
L4 Owner fFE Owner M owner , RAKRHESBREBTESI XINE. NEEBRFERKRERSIEN
SHMEF , B2 (EHIAMERRE) PHIAMISONEETE : 4. NMEERERZSHERNE
A, FSEIES Amazon ZEHE R,

AWS Amazon Z£ NS EBEK

FAWS EENEMEHRBYNEENE IR AWS, AWS ZSEEN KB EEATSERERARS
RUER , UEETURREERERIGERE, BEANEE,

FARCIE , AWS REENBRTRISER/EHNBECARFIRESZEERER , RASLEERAHRAR
AWS BEFER, RMZBLERCARIEBNESEEBUR , MEE—SBDEF,

BEEBES AWS EERBPERNER, MR AWS B AWS SEERAFERNER , AILE
MEKEMMRERINAEZRER (EAE. FENAR®). AWS EXMMNEZH AWS R /Y API
BRETHARREBRKE KA TRER AWS ZEEKE,

WMFEFHMER , F2EH (AM ERERERE) P AWS ZEBR,
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AWS ZERMKREL . AmazonSecurityLakeMetastoreManager

Amazon Z£HEH AWS Lambda BHEREEERNAFHPEER, FEBEAILINEE , Security Lake
ALK EEERNERNMERERN Amazon BERFZRE (Amazon S3) #[EfRAE AWS Glue ¥} B 8
RENES, LZEBETE Lambda HEWFIERTT , AI# S3 2 EIEMNERERZES| ZER AWS
Glue i%q:o

ATAIRFAEEA
BRI EUTHA :

» logs— RAFFREM Lambda BNEHY i tH 52 8% F| Amazon CloudWatch H##.

* glue— AFESREH " AWS Glue BRI B REITHESADE. EtLAIE AWS Glue 2
ShAnERFH D EIE,

+ sqs— RFFERY Amazon SQS fFHIHTHRENHEBNMBEADE , EEfTIHESEMHTBEERH
HEFDHREESHBEA,

« s3— AFTERHIEELEERMN Amazon S3 FEFEHTHENEIRME ASE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
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{

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [

"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sgs:GetQueueAttributes"”

1,

"Resource": [
"arn:aws:sqs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
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1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"

1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
.
{

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}

AWS SEEBHKEE . AmazonSecurityLakePermissionsBoundary

Amazon Security Lake 8 BE =5 BT RKERI IAM A€ , LUSERBAERH , Y EE=5H
FFTEEFERAERNTHNER  YERBVESEACRFEALBRRERETINAR, ZFFEE
RETEENAIEALLRR, HRFERAFFEEN AWS KMS £ MBZERH | kms:DecryptIiH
#kms:GenerateDataKey#fR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
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"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueuelrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sqgs:ListQueues"

1,

"Resource": "*"

"Sid": "DenyActionsForSecuritylake",

"Effect": "Deny",

"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sgs:ListQueues"

1,

"Resource": "*"

"Sid": "DenyActionsNotOnSecuritylakeBucket",
"Effect": "Deny",
"Action": [
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"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation"

1,

"NotResource": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylakeSQS",
"Effect": "Deny",
"Action": [
"sgs:ReceiveMessage",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sgs:ListQueues"

]I

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylLakeKMSS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*,.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3",
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"Effect": "Deny",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
},
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqs:*:*:AmazonSecuritylake*"
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AWS S EEMKREE : AmazonSecurityLakeAdministrator

B LA AmazonSecuritylakeAdministratorBURMIMNEI 88 , REF e B HIRF A Amazon
Ze&H. WRASREAFEETREINFE Security Lake BIEFNEEER, A% , TN LED
ZeM  ABRERSHMPRERBRNTREE.

LR BB 3E Security Lake RIEEEE A EIR R MM BEHEHM AWS RE L#THBEE,

#ZAmazonSecuritylLakeAdministratorBURFTXEE I Security Lake B Amazon S3 B [EiF#E
E £ AWS GlueHFEMFER D [E, HHIEEBAITRIFENERFIT Glue RRREX , BEH HTTPS

mMITREEBFERN A AR AC., EUURNEVELEA®  MPMAREKERA Amazon ££
Eo

F?TAmazonSecurltyLakeAdm1n15trator§ BWER 24, Security Lake EEEE HIEMERE
feMlakeformation:PutDatalakeSettings#PfR, PutDatalakeSettings/i&Fi& IAM EE8E%

E AW P PTE R Lake Formation ERNEES, tkABAHiam:CreateRole permission&

AMKthnAmazonSecuritylLakeAdministrator RAl,

Lake Form ‘EIE E#E ¥ Lake Formation 12| A M T BRER |, 12 514 1 BUIREL & A 35 B #E

BR. Security Lake 2#&EH Security Lake flAmazonSecuritylakeMetaStoreManager&f (5
HibisEA®) NWEEIERAE Lake Formation B2 E | UEMMA BT ERR, EFERREER
R, FMRHFLEE , ARBREERRWER, B4ETE Security Lake RIEEEEFAERAEHWIEREA
PEE THIER :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutlLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
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LR
BRI E AT,

 securitylake— AFEZHETREEFIME R NEF,

- organizations— A ESEERK T4 Organ AWS izations, HEENEBEMEBDIRIENEH. MR
WREBREEMBE  AELRER LFF Security Lake T2 A B RIRE B BAIRE

o iam— AFFESEEFEI Security Lake, MHIREERE A AWS Lake Formation Amazon
EventBridge , fFARMAEL BN L ELSR, A, BEAFEINFEEITFNBIIREAEHN
FR, miEkAaiERERMANazonSecuritylLakePermissionsBoundary /R BIFT A FFHY A
5o

s ram— AHFFSEEREITEEY Security Lake HRHY Lake FormationE# &1 17HL,

¢ S3— AHFTSHEEEITNMERE Security Lake BE , URBEEELEEN RS,

« lambda— AIEFBHEHEEEL AWS RFEEENEEBER 2% Lambda AREHH AWS Glue &
BoEIENIEE,

« glue— AIEFSHEEAEIREE Security Lake BRI BRI,

- lakeformation— AFESHEEERE 'Z2MHB.L KM Lake Formation PR,

- events— AIEBFSHEEEEARBEHAFIEE Security Lake IR ERIH AR A,

« sqs— RFFFSHERIUMNEE Amazon SQS 7% , T ] ARBEHFTEE Security Lake iR
P E R,

o kms— RFFEEEIRE Security Lake EAEFEEN B EAER N ZEVE,

« secretsmanager— RFFERFERB HTTPS in HEEARBAIEE RS HRETHERNER.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
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"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",

"Effect": "Allow",

"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

"Sid": "AllowManagingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",

com"
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"s3:GetBucketNotification"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",

"Effect": "Allow",

"Action": [

"lambda:AddPermission"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"

}
iy
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{

"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"

]I

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [

"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/AmazonSecuritylLake*",
"arn:aws:events:*:*:rule/SecuritylLake*",
"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
"arn:aws:events:*:*:connection/AmazonSecuritylake*"

1,

"Condition": {
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"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

}
},
{

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [

"sqgs:CreateQueue",
"sqgs:SetQueueAttributes",
"sqs:GetQueueURL",
"sqgs:AddPermission",
"sqs:GetQueueAttributes",
"sgs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowKmsCmkGrantForSecuritylLake",

"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
3,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
},

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"
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}

}

"Sid": "AllowEnablingQueryBasedSubscribers",

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

1,

"Resource": "*",

"Condition": {
"StringLikeIfExists": {

"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

]

},
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

}

}

"Sid": "AllowConfiguringQueryBasedSubscribers",

"Effect": "Allow",

"Action": [

"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
"ram:DeleteResourceShare"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
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"Sid": "AllowConfiguringCredentialsForSubscriberNotification",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:events!connection/
AmazonSecuritylLake-*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
I
{

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaAzrn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": "lambda.amazonaws.com"

iy
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"StringlLike": {
"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
},
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
I
{
"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
I
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForSubscriberNotificationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {

"iam:PassedToService": "events.amazonaws.com"
I
"StringLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"
}
}
},
{
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"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringlLike": {
"jiam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AWSServiceRoleForSecuritylLake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

]
}
}
},
{
"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
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"iam:PutRolePolicy",

"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [
"iam:PutRolePolicy",
"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
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"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [

"s3:Get*",
"s3:List*"
1,
"Resource": "arn:aws:s3:::aws-security-data-lake-*"
1,
{

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

AWS SEEHIREE : SecurityLakeServiceLinkedRole
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MEFHMET , F2E XLEFTREBREER,
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Z2 AR R ER A SRR

T2 A AR BAWSServiceRoleForSecuritylakeWREERE AR, KRB EZFABEE
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# , BSEAWS BE Amazon Z£HBEE.

AEWEREAZEE AN AWS ZEE FAISecuritylLakeServicelinkedRole , A Security
Lake B MIRELLMER . EEAFRESHHEENERFITUTER

« fF AWS Organizations EjEREENEABEIR SR A E

I8 B B E E % (Amazon EC2) #iEVE R Amazon VPC HiiE HEEMEA
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A LogDelivery B4 7 o Ml BR AWS WAF 528X 5T’

ABRESTHERER

"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [

"organizations:ListAccounts",
"organizations:DescribeOrganization

1,
"Resource": [
" n
]
},
{
"Sid": "DescribeOrgAccounts",
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount"
1,
"Resource": [
"arn:aws:organizations::*:account/o-*/*"
]
},
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{

lake/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

]I

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "ListDelegatedAdmins",
"Effect": "Allow",
"Action": [

"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"organizations:ServicePrincipal": "securitylake

"Sid": "AllowWaflLoggingConfiguration",
"Effect": "Allow",

.amazonaws.com"
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"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

iF
"Resource": "*",
"Condition": {

"ArnLike": {
"wafv2:LogDestinationResource":

security-lake-*"

}
}
},
{
"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [
"wafv2:ListWebACLs"
1,
"Resource": "*"
},
{

"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",
"Condition": {

arn:aws:s3:::aws-waf-logs-
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"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"wafv2.amazonaws.com"
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"}
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "*"

}
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ERZEMEN AWS BiF, ZEMESFHERE AWS PEIEFFIEEBNEHN , WG AFERILEE
IEEHR Amazon S3 fEFETEE. LbA , BRAILIEREHM AWS IR , LE—F 2 FMEE CloudTrail B
HHRAPNENEHER, MEFHEENR , FBETIRS

- BMIEMHBIER

» CloudTrail X EHRBMES

 FXZE CloudTrail B Amazon SNS & 41

- BEWZEIEEN CloudTrail BFERMEWZEIIRFH CloudTrail BFESR

REHBEERREMNE API 8E & |, CloudTrail iR L2 API 2E %, fim , #
UpdateDatalake, ListLogSources & CreateSubscriber EjfF3 H M IEE CloudTrail H
WwERPELIEE,

B-EEMHAFREHETSELFRENENA. B ERATHEHE THIEE

- ZFERESEABH AWS Identity and Access Management A& ZE A ERHEH,

o
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- RERBRE , REFATHREACEHMES I EAENERRLEBRE.
- ZFERREHS —EAWS RBRE.

MEFHMEF , 552 CloudTrail userldentity 7T,

BRAR L £ MM HRCEREIR B

CloudTrail AR ERAE—ERSMEHED, —BEHBEARRRENE—BR , LAEHRD
f. BRU BMARL, BRBMSEN. CloudTrail BHEMELIMAE AP I UHEBER M H B
F BT RS TRE IR R,

THEHIFER "RLH 1 GetSubscriber EIEMICloudTrailid#%E H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
o
"webIdFederationData": {
o

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-05-30T17:29:17Z",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
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"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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Z2d Amazon & HE R

EERTENER , ZUEREIERE AWS ER , BB EHEEH Amazon Security Lake &R
BEETHBEUTRNAFREE., 2BREEER , flnaAiE, #EE. REIHEMES. Hlm,
ALEARBREARA., 7EEE. EDER , @3 XBERESHAEERITERENER.

A USRS AE T 5B Security Lake &R : FTBE , MURMERI AWS 1RF WERHER
AWS [EiF,

£

- EREXH

« EIAM BERPERER

- BEBHILE Amazon T2 HER

- BF Amazon Z2HMERNER

* #REE Amazon Z2HMERNER

« # Amazon R£HMERT MR ER

RACEZNHE

ERRZULUEER 50 EER. SAREEESHLERNLE "RESR, BER "BRE) . R
RREFRE—RER  IHAERERBRENRE. ERERERSR/NERIER.

Flan | MREFIBITRELUD N REFTEARENZEHEN (—HERERNITRE , B—HARRKE
HBBER) , ATLEEnvironmentBE SIS MG ELITRE, BAENEBREBETEECLoudBAR 2
RRERETRE AWS BRI , LR EMONn-Premises A F,

EREENIERERIE Amazon T2HERE , FFERL THISEE !

- BEAERNLRA 50 EEEK,
- HREEER , SAERBLARKE—N K YARRE —EARERE.

. EEREEEESAIE. BEMAR  BMESCEREN  WESERESL  WELRF 5

HEIERE,

+ —BREEASTAEL 128 f UTF-8 F7r, —(BREERSTEE 256 i UTF8 7, FHTN
P, BF, ERIUATHR : . /= +@
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- Blaws: BMRFBHEH AWS, BRRHELEEZNITMNERBEREFRFERAT. A, BELBFEIBR
FAKERNEERERE. FALFENEETETASEER 50 BEBMMVEE,

- BERNEMEREBERANENER , AWSIRF BEEARGIERERNER, AWS EiF

- WREMEA Security Lake EBIEREER , EBERASEAZTEEMFEERM Security Lake #
&R AWS B, EEERTEERE Security Lake TEH it 5 BEET, A SMEENTMAHE
BXEER AWS R, flm , MREZERERGERS , IEBESERAZEEREM Security
Lake FIVERIHERE. ST EARTHAFZNE4ERN Amazon &5 EFRE (Amazon S3)
RBEirR. EESERERGEBNER , B LIEA AWS Resource Groups FHEIR AWS AR
% BEE , Bl Amazon S3 A S3 REEETHE. KEREREEBHERUIBEEENERBNZE
EiR.

- MRMBRER , L EMRIEEHEXERNEMTER.

BREEMRS, RRMBEME , F2HERLE AWS REAEREHHEREL AWS BF.

/A Important

FOEEBRPRTHESHMGERNBRER, ERULURETZ AHE AWS R , 21 AWS
Billing and Cost Management, & T & AR BREIE,

BEMENEEREZLHERNER  SUERAZE2METEARNEZ L AP,

% 1AM BUR R R

FRESLERE , BT LUE AWS Identity and Access Management (IAM) BUERP ERUZBHEERN
BEREBMRFT, EREEAXNERAER , £ULYHETHNBLEFREMAE AWS IRF GREENMNE
RER, ARBEERAENACERE —KRitHE, GRENBRER, EERBERZFIFE , KAl
£ IAM BEER "R iEPFEAEEREENRESR.

fFln , MREFRHOwnerERIEETHFHERR , BuLIBY—RABRX K AFEAETLENME
Amazon Security Lake &R :

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "ModifyResourceIfOwner",
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"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:username}"}

}

NEEEHERD, EEELNT , UHTETNEN, ERXFENER-BRVREERS  MA
ST SR Bt S R R, T U AR T |, SRS S SRR (E T 5L
REFHARENERANN. NEHAET,  F2H AM EAEEETNEREREEH AWS EEY
ZR.

BEBEHIEZE Amazon 22 HER

EEBERIEE Amazon R2HER , BAUEALTLHTEARELSH AP,

/A Important
BEBRNEEERVESTEERNFR. THEEHMBEE R , BARBEMAIREFER
EB R HEREZEEA AWS Identity and Access Management (IAM) BUR .,

Console

ERBEBITREE A Security Lake AWS [E15] S FTRIEEF , Security Lake FE A S IRMHHT
BERFTERMRE  WHRESRTEENERHERE, BEVERK , FEREEALNIER,
BEEHEBEER.

EEMMA Security Lake TR AR —RZERBTEZREER , FREBTIZRHT
BEHMAER

1. BRZRLMEEA , #MitB https://console.aws.amazon.com/securitylake/o
2. BREBELENEEBENERER ST TIIHP—EEE

- HRERHERE  FEEEERTERE (B8], KRR, & "B, X+, BN "EH.
- BTETF , FEEMERTERE 5IF. . KRR, & "RWFTREL ®REF , BHFIRE,
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Amazon Security Lake A% ER
MRFTERERHRERKY , FEAEEL LARER AWS B 2 REREEVFTREN
e, RBEIHBEMEENREITREE.

BERE,

B Tags (BRHR) B, LERSIHBNEERERNAERER.

i BR B, EE

(R AT WAEHTEZTEREBNERSR, RE, & "EH, A4 EENnE
ARNRBE.

2

He

EBeBEZUEE 128 f8Ft. EBMESRZAEE 256 AF K. FHRAURFE , 8F,
BBEUATRRE: o /=+@

7. FERHMGEBNEEER , FiRE (NEER), AREELRSR, EHEZANAERER
50 ERE

8. TRMIEEER A FEE[(REL

API

EFERVERWUERKR G HARNAETIE S EEER  BHEEZERYVNEREEGERHEE
MCreatefE% :

- BERUMELE — EACreateDatalLakefE3k , H¥F , MRELAH R AWS Command Line
Interface (AWS CLI) , Bl#i{Tcreate-data-lake@i

- §TB#& — M CreateSubscriberfE¥ , & , MREIEEMEH AWS CLI, RISITEVETBRE®

PN
T o

HERNFERT , EAtagsS2BRABEENEBZEFNEREEERE (keyvalue) MARERE
()o Ztags2HEEHRNHE. SEVHHSEE —BAEREREABBNERE.

BER-HZEEBRFTEEREER , FEMALZ LM APl WTagResourcetF3 |, SiE , MREME
FAMR AWS CLI , FHTEBERGT. EENFERT  EEEMEEBNERN Amazon &
HEH (ARN), EMAtagsSBAR/EMANBEEREERRRE (keyvalue) MAEFREE ().
ECreateBREMBTHER—&K , KtagsSBIEEHRNBE , SEERERAMERNERE
—fE¥ R,

Bl , 75 AWS CLI S & EBEnvironment ERENERRSIRAEBEEENETE
%, ClouditbEEHIE&H¥ Linux, macOS = Unix 1t , ¥FEARFME () TEEZTRKE A
8
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

Hep

« resource-arnfE EEHIBEEMNETFH ARN,
e EnvironmentREFHBEITHECEENEBRGIE,
* Cloud=IEEEBBNERE (Environment),

ETHEPP SR BERBTEETRE,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

HtagsEFIHHEEYH , keyM5lvalueBE R L FEN. T8 , values| BWETURZEF
B, MRATEKERERERBEVEY ST EEEvalues| BHNE. Hlwn, FHHSEMA
REBBOwnerEBENEERE

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MBESLEERI , RLMEEEZEMN HTTP 200 EfE, FH , £ MEEE HTTP 4 xx = 500
CifE | IEHEZXABNVER,

EE Amazon ZEHERNEE

BULUERAZESHERARETE M APl , B Amazon Z2HERNEE EBSBNEEE).
Console

BB THLER | FH Security Lake TR AR ERIER,
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& EZREERNER

1. BARNZEMEEE , #itA https://console.aws.amazon.com/securitylake/o
2. BRELENBREEENERERE T THEP—BEE

- HRERHERE  FESEEETEE ([BF], & B8, RES EH TEE, | RRE
2 TiRE, . RAERRAREBHD.

« BTEIF  FEEMBERTRRE "FIF.L . AR £ "RNFIHAEL REH , EEFFTREN
=18
WMRFTRERHRERKT , FEAEEA LANER AWS B 2 REREEVFTEERN
. WREESHBERNREIIRE,

"EZE%, EREYHERIEERERNTEER,
API
EEUEART AR REBEEERNZER , 5568 Security Lake API

B ListTagsForResourcefE¥, FEZEMNFERT , FAresourceArnZ2EHRIEEE RN Amazon EJR
B (ARN),

MEEFERAH R AWS Command Line Interface (AWS CLI) , 55#11Tlist-tags-for-resource @i 5 3t fif
Fresource-arnZ#RIEEERH ARN, Hlin :

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

ERIERBIFH | ARNZAWH########-1#12345678901 2####/1234 ## -34AB-56EF-12345
67890ab 2 — AR BKI A F I ARN,

MRRERTD , REMEE —EtagsBil. BIIFHNEENHHESEEENERGERNER (B
BRENERE). SO

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
1,
{

"key": "CostCenter",
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"value": "12345"

iy

{
"key": "Owner",
"value": ""

}

}

HepEnvironmentCostCenter, MOwner 2 MEERNIZERE, Cloud REEREEEEHMN
ZBEnvironment®&{E., 123452 EEZEREMEBEBNZECostCenterH{E, ZEOwner B R B RN
HERE,

#REE Amazon T2 HERNER

& EMmEE Amazon ZE2HMERNER (B SRIERE) , EUNAERRENTEEHEZ LM APl

/A Important
REERNERTERSTEERNTHN. THREEFNERSBIEZH , FAREEATEE
1 FAZH R4 ERFZEUHER AWS Identity and Access Management (IAM) B3R,

Console
BB THLER | FH Security Lake TR ARBERNER,
EEmMEERNER

1. BB ZEMEES , BB https://console.aws.amazon.com/securitylake/o
2. BERLEGEHERNERER T TIEP—BEE

- HRERHERE  FEEEERTEE (B, KRR, £ "B, X+, BN "EH.
- BTETF , FEEMERTERE 5IF. . KRR, & "RWFTREL ®REF , BEFIRE,
MRFTRERERHRERKT , FEAEEA LANER AWS B SZREREEMFTHEN
#E, RFEFHBEESNREIIRE,
3. BERE.
4. BB Tags (BR) BR. B8, EREIHBENEERERNAEER,
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5. BT TFIIMEM—IE:

- EERERENAZRANERERREY K FEEBRERZFEN "EH, ARPEAE,

- FESFRANERERY K FREFEEZSEN "By . AREE "THEER, . EER
B TERT . AT, BANNERERT. REMME TE ARPBARBNERE.

- FESFRAERE , FEESXREN TEH) ARPRE "X, o ARE "E, ARPEA
MEBE,

- EEBRAANERE  FEILSAEN "E) ARPEE "X
- EEBRAAER (CEERBENERE) , FEEERZEN "BR. .

BEREZ USRS 50 BFER. ERSREZ TS 128 @F . EREKZTITE 256 BAF
o FHAURFH , 8F , ZHIUTRER: . (/=+@

6. METEBRR , FEE[REL

API

ELUEARFAARRBEFRNERE , SUUCRAFTEERSRAER. At , REEBNSER
ANRREERECSREARY. CREERWME. FEREFERRET  FREE NSRRI HE
B8,

EREREIBRESERSBMEBPMAERE , 55EA Security Lake APl lyTagResourcetF¥E R
REHE. NREFHHE AWS Command Line Interface (AWS CLI) , BETEBEFRDT. &
WERD , EELEREINZREAERENEIRHN Amazon ERE B (ARN),

EEREERE , FEAtags2BRECEEFHERENERE, RKEERNTERE,. F

m, T AWS CLI as S ECloudERIGIEEFT B E ZEnvironment EB ARSI BN ERE RS

EOn-Premises®, WEHIE &Y Linux, macOS = Unix &1t , X FEARFHE (\) TEEZT
RekE AN,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

Hep

« resource-arniEEETF# ARN,
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« Environment REESFNEREHBEBRNERE,
* On-PremiseseiEEERBNIERE (Environment),

EENERBEBRERE , F2H2HPRvalues| 5| tagsBIEEE, Hlw :

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

MBREERI , ZEHMEERZEHN HTTP 200 EIfE, FR| , Z4HMEEE HTTP 4 xx 5 500 [
e, IEHEZLLABNER,

£ Amazon Z&HERTPMRER

& Z% Amazon ZE2HMERBRER , BUUEAZEHTRERNELH APl

/A Important

REFTBREBVESZEHERN TN, BRERZH , BRI TREERARRZES
B R1ZEVER AWS Identity and Access Management (IAM) BUER,

Console
BB TYLER , £ Security Lake TR ABBRERHHN —HZEER,
EEZRERTPBRER

1. BIRZSHERA , #iLA https://console.aws.amazon.com/securitylake/o
2. BRELERTIBREENEREE BT THHP—ESHE

- HRERHERE  FEEEERTEE (B, KRR, & "B, x+ , BN "EH.
- BTETF , FEEMERTERE 5IF. . KRR, & "RWFTREL ®REF , BHFIRE,
MRFTRERHRERKT , FEAEEA LANER AWS B 2 REREEMFTHERN
#E, RJEFHBEESNREIIRE,
3. BERE.
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4. RBE Tags (BE) BR. "HEH8., BEREIHBEERERNIERE,
5. BT TFIMEM—IE :

- EAEBREENERE  FECSEBRNEN "E) FRPEE "X

- EEEKBREBRNEREBIERE URHEN)  FEEEBERNEERZEN "BRR. .
6. EERERTBHREMER K FHEUSEEBRNEAEREE LEASR,
7. THBRERE 6 FEE (REL

API

EEUBAFGFT AN RERPBR—IZEER , FFEA Security Lake APl ByUntagResourcefE
¥, EENBERYP , FEAresourceAtnSHIEEERTBREBRNERN Amazon EREH
(ARN), fEftagKeysZEIEEEBRZEBNEERE. EEBRZAEAEZE  FABEEBRNE
BHIMtagKeysSEME|8 , W & FFERDFE , HlM0, tagKeys=keyl&tagKeys=key2E R E#E
ERPBREEEBE (MIEEER) , FREEE , MTEBRER.

MRIEEA R AWS Command Line Interface (AWS CLI) , 58117 untag-resource &5 AR E IR
FER—IZEEER. HRresource-arnZ8 , FEECERFBREENEIR ARN, #FHtag-
keysBEBIETEBRZEENERE, fln, T hTEREENTBEBREENvironment
(BEERSIBNERE)

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

Hrresource-arnis EERAMBREZENAFW ARN |, S BEnvironment 2 EMIBRIVIZEAIZE
®E,

ERERPMRZERE , FANSEEANERBEStag-keysSEB5| 8, Hlw :

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

MREXERY , Z2HEELZR HTTP 200 EfE, F8| , £ HEEE HTTP 4 xx = 500 [
e EHEEXLAMVER,
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SEMBEAE Amazon &2

NMREHEFERZEMHARETEE  F2ETIEE,

o

5% B AR B RS AR R

Security Lake £ A [ME] EHSRTEEERNNEERE, Sl , MRS RAEBET
CloudTrail Jl8#t , Security Lake #EER A AWS CloudTrail EEEHHTHWE, "HE, EEEE
BE 14 RABENBE, S EESERENRANEZNHERTR,

FEURAFRT AN ENEERE , £oLUEA TS BB ListDataLakeExceptionsfEZEAPI, R
IBERARR AWS CLI , EE#1Tlist-data-lake-exceptions®i o ¥R regionsZ¥ , BRI LIEE—H%
EEGAE (FIMNMERRI (MBI B , us-east-1EFHFEELEFNEE, MREX
dBEregionsZ¥ , AleEEXEMEESNEE. IEESRBNEE  F88 AWS —&38E.

Hlan , 7% AWS CLI fp &5 HEEus-east-1Meu-west-3EHARIE, HEH C &Y
Linux, macOS =% Unix #&X1t , WFEARFER () TEEF TRKEZ B M,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

EEBARSHEAEEREERER , BEALTL B CreateDatalLakeExceptionSubscriptionfE 2
APl, FERETLUEBEFHMH. XNZE Amazon FIEFFIIRIE (AmazonSQS) 175, XAFE AWS
Lambda BB H X WA BABERBHFERE

a0 | T5 AWS CLI @s & EIBESMSIE |, #§ Security Lake AIAMRRHBAEEZIEENIRS, It
P 2 &H¥ Linux, macOS = Unix Bt , WEARFER () TEEF TRRE BN,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms"

EEMREBOINTRMNGFMENR , B LFE Atk GetDatalLakeExceptionSubscriptionfE#, EEE
FBISNETBY |, &7 LA6E Atk UpdateDatal akeExceptionSubscriptionfE#, & EMIBRGIAETBI L= 1EE
A, &0 LUAE A b DeleteDatal akeExceptionSubscriptionfE %

SEHBFRE RO E 194


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lake-exceptions.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html

Amazon Security Lake EREEmR

fi2 3R Lake Formation FEEE

FERATYEATHEEREL IS IEME A Security Lake 1 AWS Lake Formation HIERRE A ES
BINERBE, MFEEZ Lake Formation SEHHERE X8 | 52 BAWS Lake Formation B A &8
R SR SR —

KT EERK
EURBEERRYTHEBRIEBERAL.

EEFRRILEER  FRELCE "WE, PIIERIERE. WREKE Security Lake FRIEER TE B MR AN BF#T
BRR , AIXEERNFTRE A BAHERR. NEHERFENFHEF , 528 Amazon Security

Lake ake ake ake ake ake ake ake .,

400 AccessDenied
B8 BRI RIEIE ML CreateCustomLogSourceAPI.

EERRILEEER | FRBIEH Lake Formation #fR. MIUMIAMAEBAPIEESR Security Lake & #HE
B [ BRIRER., WEHMENR , FSHFEH Lake Formation TR AREER EER | BURAWS
Lake Formation B8 A SHEMPHNEREIR G E,

SYNTAX_ERROR: 1T 1:8: SELECT * FAHF R EBINEEZ

28 — )R TE Lake Formation HEHRFEERIKRE , Bt @B ERAL,

EEMRILEEES  BAESELECTERBELAEZEAREANIAMAR AWS IRE., BREINAE FRER
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