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« B ZAFEH Meta B3I Business Manager 1RF |, & HERE EEH WABA,

- BHMAWABAGKMIRM AiREE, RIBENFER , HMKER Meta BEHLEMNEE
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3. HEEFERBRSIFRL  MACNERRR, BREH. mENY , AREEXRETHNEBREH
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EEBXRSIERL | BUIEEWABAERER,

£ AWS HREREBERAER P EIE WhatsApp £EIRF
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MR EEEE WhatsApp FBRERE , FHiEHH WABATIBEELNIRS . BRI BFWABA |, 84 E
ASEFE RIS ATEE WABA.

- BERH WABAFTIB EEMIRS | 5817 FHSBRAWS KinfEHEEALIIAFT
- BESER 8 | EEEH WhatsApp BRRERE , RRBIFRIMFH WhatsApp BRIRF .

T WhatsApp ¥ iRFER

W) WhatsApp EEIIRFEAELHUEFNETRARN. B WhatsApp IRF R , ZHRF 2K
F. WhatsApp EMEFRENEEIRF :

« ¥IRF : WhatsApp B WhatsApp X F A LSREIIRFHNEEMN, IRLEIRFETHRERR
BEF  AEFEREESRSEXTEZTHERAE  FRENMUERERERE, WIIETHBFEREE
EEBIEEBHEERSE WhatsAppo
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- BAREERFE  RTYBXERFHERZN  EFERIRFEEREBNPRATESET BEREXK
PR HRE,
B WhatsApp E L EXIRF (OBA ) EERUBBRERRLEANEAZIHEER , film
BBNE, SERNERBUN W, AMELERMMENNYS , BEERRE WhatsApp OBARI#
. RERFSARE NERNZE WhatsApp. WhatsApp T8 ARBEERARTIGNXKEE S E
EIRF RBENRERGT. 3R WhatsApp OBA W RN AR SEEBNEEA , EREAER RE
WhatsAppo.

B8 WhatsApp IRF K | BHIRFHEREHERF . BUUREFRRHEGEESEBNER , FlwiBE
uh, b FIRERE . BRAKRTEHR WhatsApp EBRBHLE  BREBASERBARIRPETEIRES
BUNNFER, MARENRFESR BRI RS, —B5K Meta Business Verification , WhatsApp
FHENERNEBEERENREEMNERIMRHAITEF.
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- MELEIRFNESCERFHFMEN , 5526 Business Platform Cloud 2% R EIRF,
WhatsApp API

- NEXRBREFRFVFAEN  F2EBETAERSE PHEHRE, WhatsApp API
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) WhatsApp FEIRFHIE -—NZEEFRE , ARBRFERE 8 WhatsApp & 5, EREEIX

§) 7o EFLABER Z{EE WhatsApp i£5%0kF ( WABA ) HBIBRYERERRE  LHH T Em
H‘“Eﬁﬁﬁﬂ Eanﬁyjﬁﬁ,%o
ES-]

« ¥H WhatsApp EXIRFEANERRBEEEE
- BEFERBIHIEE WhatsApp £¥0KF ( WABA )
- BREBFERBAVARE

- £ AWS FREEAERPRIAEFERTBEA D

« B FRFABYFERS WhatsApp

o 1£ I HNEA S &L E WhatsApp

- T PHEFERBRED WhatsApp

B WhatsApp it ERFERANERRIKREEEE

E SIS EERBEEAHN WhatsApp RRIRF ( WABA ) EiEE |, BEZXZE TSR

. BERIBEWABA— X RfEELEE—E,
. BFEEBNOATHAR SMS, MMSHEZEE.
- BESFEHRBHERE Meta W REFTE,

&I LASMS#IT T A B | ZEi AWS &K EREEAREER SMSIRENEFERE

1. WMEEFERBNERIUEEZEEE SMS.
2. FBREFERE . BEERFME , LA FEEEMEFRE.
3. MAEREMBHELSMSET. REZTHKE , BHEASMSALSEEEEHB M.

A EFRIRIEH I8 E WhatsApp ¥0MRFE ( WABA)

BRI LG EFESRIBATIE 2R AEM WhatsApp 2¥kF ( WABA ) , IWABAREBFEREEMITW .
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BRI

HERWEE , BARFE TIITRIKY

. EEGEENALHIEN SMSHESZ — AU ZE (OTP) . ELIHNE WEZHEBWABA,
. EENBE TSR MEA HEBWABA,
& EERISEHTIEE WABA

AT BFERISHTE EH /R WABA

1. BABULA AWS B & EEA43X £ A https://console.aws.amazon.com/social-messaging/s
2. EEBEKRF , REHE WhatsAppEFEREL -

3. TEFIE WhatsApp EFFREEE L , #IZFRE Facebook A . FEEIEERRE Meta BT
BARE,

4., FEPEEARED  WALWFEEABASRERR , ARBELNERERES,

5. BRELEIHEEEEBEN WABAR WhatsApp ¥R EHE.

6. EE Next (-F_i)o

7. ERIIE NEFERE WhatsApp , A EFMANERERE. ELEEARKEFK , LEFERE
SETRENER,

8. HRMEERIHRBHNAX , FEEGARSHE

9. EFHFEWRIRR 6 FRET X
10. WMAREE K AREBET-F. REEHNRER , KUNEET - , RPEBARE.
11. EWhtsApp EFEEE T -
a. SHEJFERBERET  BAREGH PINFRAFTHPINERT, EEEREBEXITEH PIN,
HE & WhatsApp Business Platform Cloud AP12#& i E#PIN{E Ro
b. HREMEE :

3

i SHHEREMCES -IRA B2 Meta PREGHFEERNNES —EEIT, NF Meta &
PEFAEBRWFMERNR , 5526 WhatsApp Business Platform Cloud API&% &
P EEZ S M URERAPIZEFHE.

i. BRE-HERNE, EULEEHHERE AWS BR , RHIFEIREER, EEHE
BR A ARBWAREENEEYN,
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12. WhatsApp ¥R F AT UAE —EAE NS4 B it RE2 8% WhatsApp £ ERFNSEH |, MUK E
WhatsApp R FHHEBBHNFIEER. & EE Amazon FRUASHEEHESNS , BREEVREFA
B , FRMASNENHRMN . WFRFAER  F2RAWS SREAZEALTFHNAEAN
EHE R,

/A Important
BAARMRARAENEMHES , TeEEFFAR.

EAENEHENMFMERAEERY |, BAREHEM . B Amazon SNS |, FFIZREFHH Amazon
SNSEZ(EIE K ABRETESR PRAZE  SUBEEREM Amazon SNSIEZEXETFE K AREBREE
AR TR BERRETHE,

13. ZEERERE , BBENEETERE

WA ERERBAIAREE

BREME AWS EAEBEALXPEEAS , ERERRRELERERG

1. BIRKAWS IR B & ERAE R E# A https://console.aws.amazon.com/social-messaging/o
2. i##E Phone numbers (EFEHRTE).
3. EEFEHBERY , MEMEESESFERRNNRE,

® Note
MREBFRBOMREBRARTHRE , BAILLEEEFERT , AR EBETHREATHKER
% 5 5% 1E o

£ AWS FHEEAERHRKEEFTFIREHN ID

EEREAMCER EEFAE AWS CLI , BEEEFEREE ID REBBEXFFEHN SR,

1. BERR AWS 1A B fE & BEAH X EI2 Ahttps://console.aws.amazon.com/social-messaging/o
2. 1Z#Z Phone numbers (EFEHREE).
3. LEEFRBERY , REEFERR.

W EFE RIS IR AE 17


https://console.aws.amazon.com/social-messaging/
https://console.aws.amazon.com/social-messaging/

AWS B85 & BRI R fEREEE
4. EFEHRBHFMETAERTESEFERBHEIERS ID.

0 FFASEEER S WhatsApp

AERFRECREEFRFE 24 NFATLURBN AL RBRBVEZERHE LR, QAEFERBRAR
HTE 24 PEBBHERA 250 EHATRENYEE. Meta JUBRBAENRET 2 NEEINAEHE
FIGINLLPR B, RBRMBWEFERREREATAR

EFXFOEEEALRN , EERM 24 NFRBIFER, FHHE A SEUNBEMEASEE
AT LUERE T FEER | A RRSIEMA 1, 000 BIFAR :

- BHRAEFERBLAEREADMRE

. MRENATEERBEAERUTS , A TGRS KRH 250 BHLARLHHE  BEILR
WS HE AL,
. REEBRE . NRCHEBBERE  BHONALRE  UREENASTHITEELNALS
Bl BIBDAT , CORSRHEMBERGH Meta RERIEE.
RELBE . NREERISRBLERLNG S , Meta BT B M.

- FRASHETTHER |, £ 30 RNWBEBHHBABRMR 1, 000 BARE LS EKRMEBAEFE. ZEF 1, 000
1I¥Tn§|§ﬁﬁ1§ BomENAERE , LHEEHNARTHREFTEEMARRES, E*?imﬁﬁﬁﬁL
EmEAE , LuEERSAERH

MRETEREBRENS E , NFEAMT 1, 000 B LAVEHHEE |, BHARSEA 250 BEXRBRE
HYSE , 7810 Meta 1RXXFFRLUEITA S B F iR

MRENEBR S IRBEE , EUUEZBEEEmEALRESESRENHE, EBEEERE.
ERNMBREMANALS , ENASEDNRE TS ENRTME ﬁTﬁE%E‘&f&EV&E’JEﬂEIﬂﬁEiﬁ

yilI}8

BE WA ERESEERERBEREINFEAEERCEBNEE WhatsApp 518 , Y EFZRERHER
NER, EEBRIMLEFEA LTSN EERENTHEM,
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- ERERBOARAEEERRBNEBREHTE
- ERRBNRENSSARPERES,

TR P EFRERBMEFT D WhatsApp

ERRBNASHmER Meta RE. BNASREDTHRBBREFERE7 XAKIFASRHNERN , &
ENFARLEEE, ASmES BRREEMN WhatsApp EAEcBHFENREARBEESHE, EL

AROEEAESRREE  fIWER, HE  UREAEEHHEBKREHANER. Meta ERBEF
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U BEEANARREERARESE  JIUNSBEFRIVSRE, HARASRM— A LUEEEN
REEXABRENER , NBXE 24 NREAREEABBCENEFNASERIL,

Meta ERBEHAERRETDVNRE, REFSEXEHALNRE | SRR EHRNRHREILR
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FIARERIRH) WhatsApp ¥RF ( WABA ) #HEFEE , iE1B WhatsApp EEEERE , WH EFH
WhatsApp.
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2. EELRIRF | RBEE WABA,
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ERE, 2% , SREREFAL , LEFRHERUEFERRNGE, MREREBAER , BISEAFARD
BOLER. WRERESEAE , ASEAFAGTERE K AHECREEELARE. WEFHEF , F2E
WhatsApp Business Platform Cloud APIZ#& H iy €5 455,

1B WhatsApp Manager BUS EI R RAMREN = R EH
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2. EELEIRF , RERIEE WABA,
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4., BEANSEHA  WEBRHEBRZTHAL, TERREERBARKITIINEROE,

TEEARE FHREMmERFTSF WhatsApp

BiZAE, TFERONBNEFSHE  SASEARELERAETNS. REERERERFR , TiE
ERAER , ERESRERAHAT, IRFASEFFEVINAASROENSHEER , SEHHEXN
RERE,
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Paused HRAEFEEREAESRD
REEDNER K ASHEAET
Fo

E2FH HAREEFNEHEEERER
Cleg , AREBAREEFER,
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£ PIEEEH AR EE WhatsApp

MRIENASEAEH Meta MEMNIEE , LRI -HEFHNH  RAHREINEENERERR, £
SPEEE TS SRS EARE E5f. TR Meta AIREEBASHAN —EERRER :

- BEBHOUSRHKFTT , Sl # $H %,

- BYBRBEX, BEHXETHEY , HAEEF

- AEEXRIEIER WhatsApp Commerce Policy 8 WhatsApps Business Policy BN AR

MEFMERF , 52 WhatsApp Business Platform Cloud API1&#& iy E BIEE R H,

ERBEARNRE
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AWS B EREEALRPHIASNEMFE M

EH B MM E WhatsApp 4 EIXER Amazon SNSERE, EEBREMZE Amazon SNSEEMEH
B FrEEREFNBEREHHEEEE Amazon SNSETE, FHEMHRERE, BRNIMEHASNE
AEFBAMAREE,

1@ WhatsApp ©%1EF (WABA) AUE—EE4BE b, B WhatsApp X RFHEBEBAFMEE
BHNFIEESHHEREINZE4ENM, Bl , BELE—@ WhatsApp BEIRE , Eh & ={HHE
HEMBEBOEFERE  mMEELEE BTN AMEESHHSREEE —EE4E ik,

-]

- BAEMNMEHENHFIZE AWS HRFERAEZEEAHLR

« AWS RRFEAEEALRIPFHNASFMEGER

« WhatsApp FEAREE

TS AEL A I E AWS BKEAEBRLS

EEHABAEME4RMET | 8K WhatsApp £¥RF (WABA ) FIEENFIEEHHSEEE
Amazon SNSEE, EBHEEE WhatsApp ¥k FHEEBNESEEFERBENEMH. £ WABAT LA
—{EEE H AHBIBEAY Amazon SNSEE,

DB R

HERBZE , RS T 5 RE

- (A ) ZEFERER AWS KMS £ NZ 8 Amazon SNSERE |, B4 AR FHASBBE AWS
MR IR E A & B REF AT,

AR MNEH B R

1. BB AWS {u A B9 H & BRALR EE Ahttps://console.aws.amazon.com/social-messaging/o
2. EBELEIIRF , REEEF WABA,

3. EEBEMEMRIIERL , BEFEANM

4. EEHBRE4EN  FRERA.
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https://console.aws.amazon.com/social-messaging/
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5. BERBHEEEMN Amazon SNSEHH , FREFSNSYUXETE , REETEERE FAAS
. Amazon SNSEEMEMYERFT , AIRFF AWS BRREAEEALIFIREE.

BEREHEEEREN Amazon SNSEM , FFEIFRASNSEETE  ARBEXTE an By
FERE, ELEBTIFFATEMZE Amazon SNSEHE :

{
"Effect": "Allow",
"Principal": {
"Service": [
"social-messaging.amazonaws.com"
]
.
"Action": "sns:Publish",
"Resource": "arn:{PARTITION}:sns:{REGION}:{ACCOUNT}:{TOPIC_NAME}"
}

6. 1##E Save changes (RREEE),

INZH) Amazon SNSEEHFE

AT LMEAER AWS KMS £ M%H Amazon SNSEERIEE R M, MREHNEARIEELE
RPBER , T EREMHEEEE. MEFEH AWS KMS £ 1015 Amazon SNSEBEFHER |
552 Amazon Simple Notification Service Bz A B3/ FHRARE AWS RIEF N EEHSE4
R 2 EHEA .

EFIFRRRER . BRABEZESourceAccountSourceArni Y , UBREENAREMRE  mMAR
B AWS BREAEFAELEXREEZIREULER, MEBEREMENFMEN  F28 AM FH
EHiIEM PR ERERRE,

BEANSRLARHBN . MEM Amazon SNSEBEF X EIFHTE AWS KMS €],

VEEHERMBEE , LA AWS FRAEEALREA LR, FHEMAWS Key Management Service
FRABER PHNEESREE PNET , B TIFUNEEREGNEBBUE

{
"Effect": "Allow",
"Principal": {
"Service": "social-messaging.amazonaws.com"

+

"Action": [
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https://docs.aws.amazon.com/sns/latest/dg/sns-key-management.html#compatibility-with-aws-services
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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3]

"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{ACCOUNT_ID}"

I
"ArnLike": {
"aws:SourceArn": "arn:{PARTITION}:social-messaging:{REGION}:{ACCOUNT_ID}:*"
}
}
}
B

iXE Amazon SNSERE®R , BXATRETENRR. wHEHREREMAEMEIENALR. MFET
BEEWNFFHEENR , 528 Amazon & A S5/ PHIFTEI Amazon SNSE7E, SNS

AWS ZREAEEALIPHARMEHRN

EHHNISONYIHEE AWS EHZEER WhatsApp JSONEE, IMFEISON WhatsApp B A E
MEE , FEREETAERSZE P Webhooks BAIEAEHSEMASAMAE. WhatsApp API

AWS & EREBALIEHER

EHHNISONYIHEE AWS E4ZTE M WhatsApp JSON, ZBEIE LK WhatsApp ¥IRS
( WABA ) FEFEIRIBARNSH AWS EBIFEH .

{
"MetaWabalIds": [

{
"wabaId": "1234567890abcde",
"arn": "arn:aws:social-messaging:us-
east-1:123456789012:waba/fb2594b8a7974770b128a409e2example"
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”

®rESR
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https://developers.facebook.com/docs/whatsapp/cloud-api/webhooks/components
https://developers.facebook.com/docs/whatsapp/conversation-types#message-status
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}
]
}
{
//WhatsApp notification payload

}

LR HIEH

1234567890abcde =R H Meta WABA iy 1D,

abcde1234567890 R H Meta HWEFEIRE ID.
fb2594b8a7974770b128a409e2example & WhatsApp ¥R S # ID ( WABA ) ,
976c72a700aac43eaf573ae050example REFEREH 1D,

BEW XX FA SR EH WhatsApp JSON

UTERRE HEAXFAENEHIHE WhatsApp. B JSSONE4AE WhatsApp, MEREEREE
2 , ;8 2/ Business Platform Cloud 2% ) Webhooks Notification & 2%, WhatsApp API

{
//AWS End User Messaging Social header
}

{
"id": "365731266123456",

"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"

1,
"contacts": [
{
"profile": {
"name": "Diego"
1,
"wa_id": "12065550102"
}
1,
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AWS BRRERAEFERALR

ERAEER

"messages": [
{
"from": "14255550150",
Ilidll:

"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDEORjVGRkexample",

"timestamp": "1723506035",
"text": {

Ilbodyll: IlHiIl
I

Iltypell: Iltextll
]
+

"field": "messages"

BEWIRE A S E 5 WhatsApp JSON

UTRERNMEARBASNEHicsk. SEMIEEBESR

S GetWhatsAppMessageMedia API&
T, MEMMNBEEREES , 5528 Webhooks Notification &2 #Z

{
//AWS End User Messaging Social header
}
{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {
"display_phone_number": "12065550100",
"phone_number_id": "321010217760100"

I
"contacts": [
{
"profile": {
"name": "Diego"
},
"wa_id": "12065550102"
}

1 Ba A 5 A9 245 WhatsApp JSON
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AWS BRRERAEFERALR EREES

1,
"messages": [

{

"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506230",
"type": "image",
"image": {
"mime_type": "image/jpeg",
"sha256": "BTDOx1qSZ71020+/upusiNSt1EZhA/urkvKf143Uqjk=",
"id": "530339869524171"

]
iy

"field": "messages"

WhatsApp A EAREE

ELEEARE  SRIARNREERH., ELARASARHESERWELEN , F2H AWS &K
EREEFALRPRASNESB .

A EAMEE
TREETHNABRE,

REEE B DU

EMER EFEMBRAL , MEMRALE S THEEHM
R2% , BEXMERAR.

Exft ANEERURAEEF.

R FEEEEIA,

ARE EFENALS. RAEEEF CHBENERE

FEEELIRE,

AEAREE 30



AWS BRRERAEFERALR EREES

MEZ B HiR
BEix ASEeEE  BhEERHD,
warning AECEEEFARTFENIER,
Hih &R
WMFEFHMER , 528 WhatsApp Business Platform Cloud API12 % 7 EARRE,
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AWS BRRERAEFERALR EREES

LEERE —EEAMNKEEESR WhatsApp

EREXRBERERERE | X AERIE Amazon S3 f#FErE S, Amazon S3 fEFETEBNAER
&8 WhatsApp £3¥tRF ( WABA ) (uRAMERER AWS IRFE F1 AWS [EiF . ELERERPMMENT
Amazon S3 fEfFETEE, FERER  URK BEBURLE %, FE Amazon S3 S WEMENR |, F2
B A (s3) AWS @HCLI, MERE E’J#%Hﬁaﬂ AWS CLI , 52K ER&ER AWS
FHERE CLI , JAK Amazon S3 A EREM PHWEVRFEERE MLEEYWH. AWS Command Line
Interface Amazon S3

BTN EVALEEURLEFEBERN . EAFELEEN URL , BUURTFYHNKERGIFE ,
¥ HEYH MAFTEHMEHER AWS T2 BRI,

EE#E Y Amazon S3 17888 | B A create-bucket AWS CLI &8 % . ER S HPMALUTHS :

aws s3api create-bucket --region 'us-east-1' --bucket BucketName

ELRemas

* Replace (BIfX) us-east-1 #&# WABA FTHER AWS B .
* Replace (B1fX) BucketName ¥ FET BN BT,

B EHERERE Amazon S3 AT , BFEMA cp AWSCLI %, EoTHIPBMALTSHS

aws s3 cp SourceFilePathAndName s3://BucketName/FileName

ELERWEP

« Replace (B1fX) SourceFilePathAndName BEEXHNERBENERERE,
* Replace (BUfX) BucketName H1ZITFBHNE R,
 Replace (BIfX) FileName &% , AR B X,

BEIERFERW url &

s3://BucketName/FileName

EEEBVELEEEZM URL , 3B user input placeholders EREBECHET.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/create-bucket.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html

AWS BRRERAEFERALR EREES

aws s3 presign s3://amzn-s3-demo-bucketl/mydoc.txt --expires-in 604800 --region af-
south-1 --endpoint-url https://s3.af-south-1.amazonaws.com

BEEURLE #& R : https://amzn-s3-demo-bucketl.s3.af-south-1.amazonaws.com/
mydoc.txt?{Headers}

X Y 1R 8 4 SR B B R K/ WhatsApp

EERBEWEBASR  SLATE BERERE  YERERANDLERIUT. IFHEENR , 28

WhatsApp Business Platform Cloud API1£# ffy s EiH s R

U TR

EAKR
BAEE 3E fe MIME & K/NER
AAC .aac H#/aac 16 MB
AMR .amr H#/amr 16 MB
MP3 .mp3 H #A/mpeg 16 MB
MP4 &3 .m4a H#A/mp4 16 MB
OGG &F# .099 FHE 16 MB

XHBR
R 3E fe MIME & K/NER
XF text text/plain 100 MB
Microsoft Excel Xls, .xIsx application/vnd.ms- 100 MB

excel , application/
vnd.openxmlform
ats-officedocument
.spreadsheetml.sheet

XENREERER 33
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AWS B EREFERER

ERAEER

XHEE

Microsoft Word

Microsoft PowerPoint

PDF

BRI
FHER
JPEG

PNG

BEHEAE K
L i kil
B E ALK

EFRERGARE

HE

.doc. .docx

.ppt. .pptx

pdf

HE{R
Jpeg

-png

3 fef
.webp

.webp

MIME &

application/msword
. application/vnd.o
penxmlformats-offi
cedocument.wordpro
cessingml.document

application/vnd.ms-
powerpoint , applicati
on/vnd.openxmlform
ats-officedocument
.presentationml.pr
esentation

application/pdf

MIME 5%
F&/IJPEG

& F/png

MIME &3
BR & /webp
BR & /webp

RApMER

100 MB

100 MB

100 MB

R EBR
5 MB

5 MB

RpMER
500 KB

100 KB
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ERAEER

B
EAE ki
3GPP

MP4 &

HE

.3gp

MIME #E#!
S H/3gp

& H/mp4

RApMER
16 MB

16 MB

35



AWS BRRERAEFERALR EREES

ATESHHZXENASERARHFERE R, MEFASERNFE |, 528 WhatsApp Business
Platform Cloud API1&% sy .,

AEEE DU

XF BIAAR URL IR EBNEF

R BEEA. X, RE, BEIFHIER, GE
A AEE SRR IE R ER

Reaction BARBEFRERASHEE , flaBiEm L

LN BREAAR

vE BEVE

LN BEBEF

e BEEBHAAR

Hitb &R

WMFE WhatsApp FAEHHHIEE |, 552 B WhatsApp Business Platform Cloud APIZZE HF L,

=

Hitp &R
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AWS BRRERAEFERALR EREES

WhatsApp £/ AWS &#& A EERALRER BiEHAE

BxrALZH , BUXAZTHEFRELRN , WABATMEZHNFERAEXEZEMAST EELREENAL ,
nﬁ/ ﬁ Hy'f?'nq:—.l-o

EFAENSELAALRRE BATFRERERN 24 MEFHKFASRBRNEFTEE, REELANERAE
ZERMEFBRBRRE , TREEREARAASINNTEASERGERE, REEREREERE
KL , BN RS S AT B EEIGERAE,

HREEEIERNESEALS  BEELASMRELEZESHENE, NRENEF HREMSEH
WhatsApp , E'J%EQEEREH#%E% MEHfail, BLARBFAENSHE N , FRERRFAEME .

/A Important
£ F Meta/WhatsApp

« $&{# A WhatsApp Business Solution B , E&5F WhatsApp Business RS 5% 7%
. WhatsApp Business Solution & . WhatsApp Business Messaging B3 . WhatsApp
Messaglng B NIRRERYE , ARAEFHMEREMSERNR,. BXRIERE (B—&
REREREEHT ) o
+ Meta = WhatsApp TI8ERERFZEE I 265 F WhatsApp B #E R A R,

« £/ WhatsApp BRBERS RE , EFERIMEMAE. EFANER , EERR. BEARE
HEZIEAEEN/EUERNREN/ D R

£
« £ AWS FAESAM TP EXEAF A E P
« EAWS RREREEFALTENEEHEEASNES)

£ AWS R & B R P EIXE AR SN EH

THEFREIMMER &R, £ BSFAESEEZEEF AWS CLI, MERTE WEFMERA AWS CLI
SR FHEERE PR E AWS CLI , AWS Command Line Interface

"

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp","to":"'{PHONE_NUMBER}'" ,"type":"template", "template":
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AWS BRRERAEFERALR EREES

{"name":"statement", "language":{"code":"en_US"}, "components":
[{"type":"body", "parameters":[{"type":"text","text":"1000"3}]1}1}}' --origination-phone-
number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

S E RSB THATUTEE !

» Replace (BUX) {PHONE_NUMBER} &M% F B,
+ Replace (BRfX) {ORIGINATION_PHONE_NUMBER_ID} $&EFESRIEHY 1D,

£ AWS BRERAEGEALRPEEERASNEH

THIEHIREBMAER S IEBASBEHLES AWS CLI, WERE WEFMEEF AWS CLI, ﬁ%’i‘ﬂﬂ Ed
A& FMEEE AWS CLI , AWS Command Line Interface 1B X ENHBREREREE  F20

X BRI R AR R A M A/ WhatsAppo

1. BEREREEZE Amazon S3 fEFITHE  F2H EZHE —REXWERER WhatsApp.

2. WhatsApp £ post-whatsapp-message-mediafi TS IREBRERLEE . KIWTHRE , DHEE
B {MEDIA_ID} {EIXREBASFEN -

aws socialmessaging post-whatsapp-message-media --origination-
phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --source-s3-file
bucketName={BUCKET},key={MEDIA_FILE}

HY ERBTHITUTEIR .

« Replace (BUX) {ORIGINATION_PHONE_NUMBER_ID} &% EFESRIER 1D,
+ Replace (BUfR) {BUCKET} Amazon S3 BN E T,
* Replace (BUX) {MEDIA_FILE} IRBEEREZHE,

BB AT LAER --source-s3-presigned-urlm3E , FHAELEE URL LE--
source-s3-file, &4 B Content-TypelZBMUFHIE . WREEBERARE |, A
@InvalidParameterExceptionf&[E ,

--source-s3-presigned-url headers={"Name":"Value"},url=https://BUCKET.s3.REGION/
MEDIA_FILE

3. f#H send-whatsapp-messagefi H A KA S,

EIXEEAS 38
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AWS BRRERAEFERALR EREES

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "to":"'{PHONE_NUMBER}'","type":"image", "image":
"id":"'{MEDIA_ID}'"}}' --origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}
--meta-api-version v20.0

S E RSB THATUTEE !

« Replace (BUX) {PHONE_NUMBER} &M% F B EG.
+ Replace (B1fX) {ORIGINATION_PHONE_NUMBER_ID} $&EFESRIEHY 1D,
- Replace (B1fX) {MEDIA_ID} , H#iEE D €t Lt —ELRER,

4, BIETBEEHRBERE SO UER delete-whatsapp-message-mediafs S5 E # WhatsApp
FER. iER & Amazon S3 FEEITEBREEER WhatsApp , MA=H Amazon S3 #ZET
BBR.

aws socialmessaging delete-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID}

S E RSB THATUTEE ¢

 Replace (HUfX) {ORIGINATION_PHONE_NUMBER_ID} & EFESRIFH ID,
« Replace (BUX) {MEDIA_ID} {#FI%E ID,
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AWS BRRERAEFERALR EREES

EIFE AWS S M B EALRFRBIREAS

BN BRTRERESRN WABANRESHENM , TREKIINFRIERAS, ERRINEAASRE
EX4SREEESHE MM Amazon SNSEEF, EBHAAEEZTE Amazon SNSE fE ik B F sEi=OE A,

MEFWIREASWEPEH  F2E EWEEFEMNES WhatsApp JSON , IIERTE WEMEEA
AWS CLI , 528 £HEER FMRE AWS CLI , AWS Command Line Interfacefl 5 X 21 iF 58
BERERNEE K F20 P ENEREEREIN A/ WhatsAppo

/A Important

HEEREAAR , BXAA BASHENWABA |, 5268 HAEMNEHERHIIES
AWS &R EEA LR,

HARRESESER AWS &£ & T+ X EEAY £ 45
EALEALNRERES read , NERKEAELE LERRALE DR,

aws socialmessaging send-whatsapp-message --message
"{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}' --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

Y ERBTHATUTEIR

« Replace (BRfX) {ORIGINATION_PHONE_NUMBER_ID} & EFEIRIEHY ID,

* Replace (BUfX) {MESSAGE_ID} EBFALHIME—KBITF. £ Amazon SNSEENAEYHHFEH
id HA Y ES

£ AWS S EAEEALR PR ECEA SR 5

BRI R EFHEEAR , flaBERm L,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual", "to":" ' {PHONE_NUMBER}'",6"type":
"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4D"}}"' --

origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version v20.0

B BRRESS AT AN 40
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AWS SRR FERAEERALR EREER
St EIRATHSRITUTEE

» Replace (BUX) {PHONE_NUMBER} &M & F B EG.

* Replace (BUfX) {MESSAGE_ID} EBFFABWME—EEIRF. £ Amazon SNSEEWAEZYHHRERA
id WA ES

- Replace (BUfX) {ORIGINATION_PHONE_NUMBER_ID} #ZEFESRIEH ID,

® TEIEEEZR WhatsApp £ Amazon S3

EEMBERERYEHERFMTZE Amazon S3 EFETEE |, FEEA get-whatsapp-message-mediadi 5o

aws socialmessaging get-whatsapp-message-media --media-id {MEDIA_ID} --
origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --destination-s3-file
bucketName={BUCKET} ,key=inbound_

{
"mimeType": "image/jpeg",
"fileSize": 78144

HE ERBTHITUTEIER .

 Replace (HUfX) {BUCKET} Amazon S3 ZErEHNE R,

* Replace (BifX) {MEDIA_ID} B EE WS4 ID MUNE, MESEARRBEHNES | 5
IR EH 2 AV 5] WhatsApp JSON o

« Replace (B1X) {ORIGINATION_PHONE_NUMBER_ID} & EFESRIER 1D,

T
W
&5
E

ZEZH® Amazon S3 RFETEEIER K BFERATISTS

aws s3 cp s3://{BUCKET}/inbound_{MEDIA_ID}.jpeg

i LIRS EAT AT EE ¢

« Replace (B14X) {BUCKET} Amazon S3 1z Er @M & 1,
- Replace (B1X) {MEDIA_ID} # t— 1@ &R MEDIA_ID,

%t THEHEEERZE Amazon S3 WhatsApp 41
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AWS BRRERAEFERALR EREES
{5 F R ENAH I FE 2 FE BR S Y #E 451

EUHBIT , BB Diego EMZ— THi, RERA , MALERE AN FREE R,
ERAF

AR EEHEH b Amazon SNSEBEWFTRIE P —EEBiRE , T U E Diego FEALNE
A,

ol f&

1. WEFIKH Diego WALER , EAERHIETEEN R, UATERETEBHRABTNF K.

(@ Note
B Diego ERBIHFE , Rt TS5 ABHNEBMENHE.

"MetaWabalIds": [
{
"wabaId": "1234567890Qabcde",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:waba/
fb2594b8a7974770b128a409e2example”
}
1,
"MetaPhoneNumberIds": [
{
"metaPhoneNumberId": "abcdel234567890",
"arn": "arn:aws:social-messaging:us-east-1:123456789012:phone-number-
id/976c72a700aac43eaf573ae@50example”

}

{
"id": "365731266123456",
"changes": [
{
"value": {
"messaging_product": "whatsapp",
"metadata": {

[E] FE 3R B R &3 51 42
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"display_phone_number": "12065550100",
"phone_number_id": "321010217712345"
},
"contacts": [
{
"profile": {
"name": "Diego"
I
"wa_id": "12065550102"
}
1,
"messages": [
{
"from": "14255550150",
"id":
"wamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®@RjVGRkexample",
"timestamp": "1723506035",
"text": {
"body": "Hi"
I
"type": "text"
}
]
I

"field": "messages"

2. EEHET Diego , BWFINAEEH REBEES read, Diego BEHEE FHNARZEEIME
Effif,

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "message_id":"'{MESSAGE_ID}'","status":"read"}'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

S ERBTHITUTEE ¢

* Replace (B1fX) {ORIGINATION_PHONE_NUMBER_ID} Diego A EBIXE W EFERNS
IDphone-number-id-976c72a700aac43eaf573ae@50example,

= e 43



AWS R FEAEERALR EREEmR
* Replace (BUX) {MESSAGE_ID} EFA B —Z B, ERFFEWAL & ID WiEE
{BEwamid.HBgLMTQYNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®R jVGRKe:
3. WA LMEIEF KR FES Diegoo

aws socialmessaging send-whatsapp-message --message
'{"messaging_product":"whatsapp", "recipient_type":"individual","to":"'{PHONE_NUMBER}'", "ty

"reaction","reaction": {"message_id": "'{MESSAGE_ID}'","emoji":"\uD83D\uDC4B"}}"'
--origination-phone-number-id {ORIGINATION_PHONE_NUMBER_ID} --meta-api-version
v20.0

S ERBTHATUTEE ¢

* Replace (BX{X) {PHONE_NUMBER} £/ Diego KV EFEHR S 14255550150,

* Replace (BUfX) {MESSAGE_ID} EBFABKKE—BEIRF, ERFTEWALE + ID WHEE
{Ewamid.HBgLMTQyNTY50DgzMDIVAgASGCBDNzBDRjM5MDU20DEWMDkwREY40DBDRDE®OR jVGRke:

« Replace (BUX) {ORIGINATION_PHONE_NUMBER_ID} Diego #FAEBEIEE W EFEIREE
IDphone-number-id-976c72a700aac43eaf573ae050example,

Ht &R

- BASME W RESEA L EBREATL.
- WEABYHH WhatsAppEE |, 2B WhatsApp Business Platform Cloud APIZ & HIF L,

Hi&R 44
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AWS BRRERAEFERALR EREES

TR AWS R EAEEALRH WhatsApp IREFAERSE

AWS FREEALRFEGELEFAER , HP IS THERXNE/BEAL : Region
code-MessagingType-ISO-FeeDescription-FeeType., &1{f WhatsApp ¥5& WhatsApp#Y
ConversationFee#l AWS & 1E BB 1] LAY 1REETE H MessageFee,

EREBEFEAFSKMBEETFER , AWS 5@ €[ EUEL— B WhatsApp ConversationFeeX
—{B W& FMessageFee, ERMMA—E 24 NEFRFE , ERMEEEFEEARBERNESEASBEIR
AWS §t#MessageFee,

&R LAEWhatsApp BRF ERBA SRR FRLEFEAERNEERKE WhatsApp HEHEMNE
BEFAEA,

TRERHESHSHUMNTAEEERHE, NME AWS RigFEAEEALIEENEMET , B2
BAWS RimfE A EEAEE.
W1z e iR
Region code « USE1-XERE (#HS5E 5~ WhatsApp A EEix = #Z
iEEB ) EfE WHSRERY AWS B FH .
- USE2 - XBIRZ (A%
) EE
« USW1 - XEIFE ( =&
) B
- APS1-mK[ESE (ZE)
=15
« APSE1 - S K[EiF ( #0
)
« EUW1 -BUN (2R ) B
5
- BEUW2-BUM (w3 ) B
MessagingType WhatsApp R BB EEENA RS

il
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AWS BRRERAEFERALR EREES

Wz e U
IS0 EEXENBER/ME BEIEFA RN ML BISOR R/t
B 5.
FeeDescription ConversationFee , LERAIIEE WhatsApp
MessageFee ConversationFee =z AWS

18 MessageFee ,

46
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Bz BIE iR
FeeType Authentication , B R EANHEEE
Marketing , Service, B REEBUAREANE
Utility, Standard %
¥ Conversat
ionFee 5l

- Marketing - AREBERE
ZHEE  REEERTE
BHEENENENEF., &
BlaIERER. RBNTHEE
nNE. BERHEEE , UK
BYIEMERE,

- Utility - FARERIERA
EBERFR, SHTER
EmMARSE., FTE/XNE
B (BIHRNERH) . K
FEHMDIRE (flanTRiR
BE) K EREHERE,

« Authentication - AR
BEEE -RMEBBHER
E, TREEREARFNZ
BSB (HlaRFRFE. R
FERMTEMERE )

« Service - ARREFE
o

A& R Conversat
ionFee WY

+ Service - ARAAEF®E
E8

47



AWS BRRERAEFERALR EREES

Wz B1E R
MessageFee ¥E7

« Standard - BAIFAEEix
HIFWHER,

ELERERELAERRBYEFER , BEXMN— ConversationFeeM— K EAMessageFee, i&
SHREB—@ 24 MEFRER , fEXGHEEFNESESAA RSB UAEE 5t EMessageFee, £ 24 /)
RRBA , BXARNMERMEEERE | IRBRINEE,

il , MREEXTHELRALLEF , HIE@EWE ConversationFeefl W EMAMessageFee,
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BRE VB ITER., MEFHMEH , 5528 Amazon CloudWatch EAEIERE .
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AR# . CloudTrail #8EX AWS £ &AL XFIBAPIFI | BISE#H, HEEAYFILSERE AWS &iE
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CloudTrail B2 1RF AWS tRF B, 87 FEAEAPRE , MEZEBEHFE CloudTrail B4
FE$ 504 . CloudTrail SHE S REHEMHBE 00 RARENERESHN ARG, AIES, A THM
o508k AWS [BiF, MEFME , 552/ AWS CloudTrail A ZEER TR A CloudTrail E4
BEiotk, MIAEHREEHE T CloudTrail KBUEME A,

W AWS 1R B 90 RASHMIFHERC S , FREIMER S CloudTrail Lake EHERIFRIE
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BT CloudTrail #§ B &6 R 4= Amazon S3 8, FA BXMFTEEM AWS
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WRRRHENER MBS AWS B, MFERFFHEER , 526 AWS CloudTrail EAEERE +
B AR EITER AWS ikRF N SEBEIER,

&L CloudTrail E B , REK — D EEHEITHEEEHRIZE Amazon S3 #7FETEE , BFE
EX {3+ Amazon S3 REFEMA. WFE CloudTrail EEMFMEN , F2BAWS CloudTrail EE, M
%= Amazon S3 EEMEEEEN , 2B Amazon S3 EfE,.

CloudTrail Lake E4EREFEHE

CloudTrail Lake A ZEEEEH LHITSQLU AEBHEM, CloudTrail Lake B E RIS AERHN
JSONBABERESHE MRS Apache ORC X, ORC R—EMNRAFTHEN , SHEREEINE
PHETREL. RREEEHREIEHERNTHES , SHENERERSHNTARES ,
KRR EEBRERERSHENGERNGYY. ERANSHERFRERNZERNSRZEHMESHGE
TR A HEER, WHE CloudTrail Lake WFFMEFA , F2 B AWS CloudTrail A& 15/ R
F AWS CloudTrail Lake,

CloudTrail Lake EHEREZHENEHEEERLT, BEUEHERERER , BULLZEERANSE
HERERENEERE, KEERESREHBNBESHNRE  UREHEREHENTEE
MEREABH, WE CloudTrail EEMFFME , S BAWS CloudTrail E{E,

AWS AR E A EEALREREH CloudTrail
EREHREEERLJEERFRITHERRENERBEER (Bl , BEIHE A Amazon S3 ¥14).
EBLEBAERNTYHEREE, ERAEHBERAEERNEE., BIBEFESR , CloudTrail FEiCEERSE
#, CloudTrail B4R L CETSILHEEREH,

EXNEAHEXXAEANER. WMF CloudTrail EENFMER , FS2EAWS CloudTrail EE.

AT LAE A CloudTrail & AWS CLIZE CloudTrail APl ##4EREC &k AWS RIXEHEEALERER
FRENEREH, IFNUCHKENSESHNFRER , 528 AWS CloudTrail fER &SR #HEA
sC#% & # AWS Management ConsoleZE# , AR EA Bk E RS 4 AWS Command Line Interfaces

TRINHEALUEHERSHN AWS RiGFERAEARHARERER, ERS4EE (X2E) #FE
~E CloudTrail A& LN ERSHERBEPIEENE, resources.type BB TRE , FEEFEH
AWS CLI 5 R EHEREH B IE EZresources. typefd CloudTrail APIs, APls 528 SR & %
CloudTrailt & R 52 8% CloudTrail EREEWAPIFELY,
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EREHEE (88 resources.type & APIs 2 &% By E #l CloudTrail
#HRASERFERE ID AWS: :SocialMessagi « DeleteWhatsAppMess
ng: :PhoneNumberId ageMedia

+ GetWhatsAppMessage
Media

» PostWhatsAppMessag
eMedia

» SendWhatsAppMessage

B LR EEPE SRR , AE eventName., M resources.ARN #{y L& #readOnly , LAE
AHEHEEENEN. MEEEWMNUNFMERN , 5528 AdvancedFieldSelector FAWS CloudTrail
APIZ%E i,

AWS R EREBEFALRERZEH CloudTrail

EEEHREEHRE PERLBTNEBRENERA AWS IRF, EELWBAEGITHIRE. RIETE
% , & CloudTrail B EBEEH,

AWS BRREAEBEALIEHKATE AWS BRREAEZEEAUI B FTERELKLAEEEN., NE
AWS SRR fE A HEEAL L HE T EIRENBE | H AWS 252482 CloudTrail , BZ2RAWS RXFEH
HEEALRTAPIBE

AWS B EREBEALIEEH

EHRERAFARENE—FR , XTEFRAPIERAE. REBBNERE. FRSHFHBEN,
CloudTrail log R 22 AAPIFIM A FERER , REEHTSUEMREIETFE T,

T 5§ R R 8 B 4E CloudTrail K4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "GR632462JIDSBDSHHGS39:session",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/Session_name",
"accountId": "123456789101",
"accessKeyId": "12345678901234567890",
"sessionContext": {
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https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_PostWhatsAppMessageMedia.html
https://docs.aws.amazon.com/social-messaging/latest/APIReference/API_SendWhatsAppMessage.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
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AWS BRRERAEFERALR EREES

"sessionIssuer": {
"type": "Role",
"principalId": "GR632462JDSBDEXAMPLE",
"arn": "arn:aws:sts::123456789101:assumed-role/Role_name/

Session_name",

"accountId": "123456789101",
"userName": "user"

I

"attributes": {
"creationDate": "2024-10-03T17:25:08Z",
"mfaAuthenticated": "false"

1,
"eventTime": "2024-10-03T17:25:237",
"eventSource": "social-messaging.amazonaws.com",
"eventName": "SendWhatsAppMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "1.x.x.x",
"userAgent": "agent",
"requestParameters": {
"originationPhoneNumberId": "phone-number-id-
23a012345678901234567890123456789",
"metaApiVersion": "v20.0",
"message'": "Hi"
1,
"responseElements": {
"messageld": "message_id"
},
"requestID": "request_id",
"eventID": "event_id",
"readOnly": false,
"resources": [{
"accountId": "123456789101",
"type": "AWS::SocialMessaging: :PhoneNumberId",
"ARN": "arn:aws:social-messaging:us-east-1:123456789101:phone-number-id/
phone-number-id-aa®12345678901234567890123456789"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789101",

"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "social-messaging.us-east-1.amazonaws.com"
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B =

BURIRHEZR I8 =

ACLs B

ABAC ( BURPHESR ) &85

AWS R EREEFALR AL 1AM 80


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS BRRERAEFERALR EREES

IAM Zh &g AWS BERERAEEALIZE
EMEFA =
RBAE =
REERZAE =

£ EHE AWS KRinE A EEALIME M AWS BRFS a0 B2 K 2 BIAMIHAEFE B 4 A B9 S B AR 4R |
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BrE , F2E AM E£HEERE FNIAMISONB R TEZSE,

AWS R ERESALTHN G 2 BBUREH

B EZMR AWS RinEREEALFH S D EBERNES , F2H AWS SREAESALTN S D EHK
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S3 REFRTRER . EXEEREBRNEBHES , REEES 0 LR ©IFREZEFHIE 1S EERN FEUE
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HEMABIRFEN , BUNES —@EiRFFHRERFNAMEREEREREBRTNER. ¥
BRFTREEREPK , ARBIAGFEERN —%¥. EXBNERVRTEN B AWS IRF |,

AWS E#&EREERALNAER IAM 81


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS BRRERAEFERALR EREES

IREFHNIAMERS X ARTEIRER (FRAEIAC ) FRERNT, HEBKS 5 HEEKE
EIERRRENT, T8 , MIREREBREAMERFANEIRBRTER , ENRIFTERANS
SEBER. WEFRES , F2H IAM EAEER T EBIRE ERFEUEIAM,

AWS & fEHEBEFALIHNEREF
XERRBE: R

EEEWLER AWS JSONBUERRIEEH AT ATFRAE. WHEMR , WHEERE M BERE T o US4
BEEIREAITHLEBF,

JSON BURH ActionTRERABAILARAFIIELBRPERNBFE. BERBFRRE EHEHEEB
AWS APIREMHEINE R, B LEHIAMRR , FIHLBERTAPHRENERFTTEFE, BE - LEXFE
ERXRPHNZEEE, ELENNBERSBREE.

HREERABERE TUTHBBBENFTT.

EREE AWS BRERAEEALXBERE , F2RBBRESE PHAWS SREFEEFALRE
KB,

AWS R ERAEEAERPHBRBFEDFEERATIFE !
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BREE-RAXPIEESEEE ,

"Action": [
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]
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FEER#AT UL B

Resource JSON R TEZESEEBEERANYH., BRIRRXNABEEE Resource H NotResource Jt
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REhl,
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REEN A =@ k4R , RIESR Partial.
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Rl AWS A& fEF B EFAAL R AE A iR B
XEENER R

ELEARREBREAR , AL AWS R BAGH, MFEHMER , 25 AWS RFK (£ 5 BL R
BE , F2H IAM ERAEER R AWS % B EEEAIAM,
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LA LAEA AWS CLI 2 FEVE M EEIEE AWS APl, A%, BoLlFERAELEEE A SN KER
AWS. AWS recommends , BLRBHEELRREAEE K MTAREARPENRES®R, WEHMEAEA ,
w2 PHEREZERREIAM,
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TEEXFIMI/ERE (FAS) (2
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AWS &REAEEALINBHAE
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/A Warning

SFRBACHNIFITAREEPE AWS £REEALRIIE. REHE AWS EAEEALIRE
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BRTFEREHMEERYTEENTT , IAMEESTUEREIIAMBER, A% , EE 8 USIAMBUER
MEEAG  FREVIURIAG,

BE THNAERELEF MR RELIAME D BISONBER , F2H IAM EREER FHET
IAMIBUR .

WFEAWS BEREAEEIAHRERCDENEREENFEET , S FEARNSFEEREAEN KX |
A2HBRERESE PHAWS BEREAEEFALRNEE, ERNEIER.
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HERREEK

BrBEBREREZARBALUERFPEM, FHEHMER AWS EHEEFAERER, ELBETTEE
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- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
ZAWS BEBR , S ARTHAZSERCEARS, SHTEEH FEH AWS 1kRF. RfIRZBREER
BREREARI AWS WEFZERXR , WE-FRDFH . WFEFMEA , F2H IAM EAERE
B RH AWS ZEBRE AWS ZEBR,

- EARERRHT - EAERAIAMBERREN TR , RERTFHTEBMENGTT. AERILE
By, BALESERERG T TUEREERRINEE  EUBARKEERT. WFEEA IAM
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il

7

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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"iam:GetGroupPolicy",
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ZEBRPHBHMFF AU EMNNE, KEENEHSXECEERRNAMBSG 28R (ERE, &
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& AWS Bt & 7 M 17 BV RY 58 S HF AR

FERATIHEARGBERDEHFNIEEESEA AWS RRRFERAEEALR M FA BRI E RBEEIAM,
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- REEE AWS REFEREERALRHHATHE

o REEHIT iam : PassRole

« REERF UMW AE AWS IRF FEFEMN AWS RigFEHAEHAEHLRER

REEE AWS R EAEEALRFATEE
MRARBIER , SACRERBHTEHE  CHBELEEN , AFERTDHE

EmateojacksonAMEREERFEATREREEENy -example-widget ERNFMER , B2
HEMsocial-messaging: GetWidgetFFaI |, SE 4 T 5358101,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: social-
messaging:GetWidget on resource: my-example-widget

FEUHERT , BHAEH mateojackson FAEMNBER , £FFEA social-messaging: GetWidget
BERFE my-example-widget BiRo
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.
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