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EESMBUNALTREE , TREABNEMER | UEREK SRS P EIRFEZMEERR.

RE#EB L AREINCRECERBEEFENESEIRFNEE. EWRESFEELAEE ASR Admin i
B Security Hub ZREEBIRF, BBCXHLEERERFHHIT , TREABBILHNRELR
SSM,

FEAENMNES A MREBERMERFNESEEREZE K KEHBXATEINME=HIRS
(111111111111, 222222222222H 333333333333) MIM{EEE (us-east-1 F us-west-2),

REAGHEBNATESSERS  BCae8EKRFRARTE-ANEHER (AM B8 ) , LXEF
KEAGHEBNESYAEE , QItATHERR K RAEZRNEBINBEEESHENMERESE,

FHL—E#HG A6 RMBRZKREACHBIESR PYMAE=HEKRS (111111111111,
222222222222% 333333333333)us-east-1,

RE QA BB = EH B
HEHBIEER

« CloudFormation StackSet ( BEREEF A )
« CloudFormation StackSet ( FRIE=Z & )
« CloudFormation £

StackSets EABRKEERFTRELEN , RACMHIARENELECHAE , YA AEHRERA
BAAETIRE . BRNE WA ETXEEMMEDR | HFIE Admin BN K SHERTER, TUAE
EAANENE SHEEREACHE,

AR HBIREEGR  EREERFIEESEA , AL NREAZEEEBEERIRFPHEE
B, LA RIEERLIRE.

Bl ':iﬂh'#

BB NANEINSERFMES , (BFBEMEM StackSets BEBRBEFHFTHE , RATCE2E
kR, EHitt , HPIRZRE StackSets EAEEBREETTH KBFBUHSE,

EEEHERENE X, Kt ATLLEE A#E CloudFormationttf & | S AE —IREMEFH
StackSet EEBREEHTH .

SOV IRHIBERE

B A LAE Security Hub &G HIB BB ETh e MR BB , BREMABPHIRSE . FS8 AWS
Security Hub EF & BRI & fH 25 EEFE,

RIE T ERE B HE B 28


https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
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/A Important

MEMA , BLECERABRE RN v2.0.0 REFHRAE, Lo, BUEER TSC, & "R£F
Hl, EEDEBEEESMREEMRHER, ESIBBEELXHM EventBridge 8 , LUEEFRK
LEIIRERFIDSEAEM SO HEREFER. FALIIRER , TEEAREEE (il AWS

FSBP) HEEEE MK EEMHEE,

AWS CloudFormation &i7x

@iew templata

aws-sharr-deploy.template - F AL EI AR E AWSHR A REW BB ZLEE, SXGREMRIR
MR TTF. AWS Step Functions B EAMEER | UREEENESEAZEEENERHEE,

5 A8 IR#2FE Amazon Simple Notification Service AWS Key Management Service, AWS
|dentity and Access Management AWS Lambda, . AWS Step Functions, Amazon CloudWatch
Logs. Amazon S3 1 AWS Systems Manager,

BEERFXE

THIEAEREE AWS Security Hub EEEIRFH , UHAMEEZENLRLEE, BAUERE K
BREEZEN T YL EH KRaws-sharr-deploy. template,

aws-sharr-orchestrator-log.template - 237 Orchestrator Step Function 8 CloudWatch B &84,
AFSBPStack.template - AWS E# 2 £ REEH 1.0.0 MR Al

CIS120Stack.template - CIS Amazon Web Services Foundations &% | 1.2.0 KRR 8l
CIS140Stack.template - CIS Amazon Web Services Foundations £ | 1.4.0 KRR 8l
PCI321Stack.template - PCI-DSS v3.2.1 £ 8,

NISTStack.template - Bl REZER Wi 5T AT (NIST) , 5.0.0 Mx# A,

SCStack.template - SC 2.0.0 Mx#R Bl

AWS CloudFormation &i74s 29


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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K EIRF

@iew templata

aws-sharr-member.template - TERERER O R REBLEALE AR |, £81@ AWS Security Hub F &
RE (2EEEERF ) Bh&#E AWS Systems Manager B B){t Runbook MEFal, k8548 0 5 1552
BERENRZRSEZETM,

2RBENEZEaws-sharr-member. templateZH T HIE A :
aws-sharr-remediations.template - —HZELX £ BEMEANE RIEHEXE.
AFSBPMemberStack.template - AWS Ef#Z 2 HEE 1.0.0 lRWERE. FIHEE Runbooko

CIS120MemberStack.template - CIS Amazon Web Services Foundations EX815 |, 1.2.0 ARERE.
FF A F1E18 Runbooko

CIS140MemberStack.template - CIS Amazon Web Services Foundations E2RI5 |, 1.4.0 RE&E.
AT AT £ 18 Runbook.

PCI321MemberStack.template - PCI-DSS v3.2.1 §%8%E. A f{&18 Runbook,
NISTMemberStack.template - Bl REZER MW FTAT (NIST), 5.0.0 lREZE. FAIFESEEITF M,

SCMemberStack.template - Z£ 2 HIFRE. 7 F1E1E Runbook,

KEAE

Giew templata

aws-sharr-member-roles.template - & &8 AWS Security Hub X8R FFRFTENIEEAE,
ERRKES
FEATHHA - BHEAEENERRRES,

Giew templata

JiraBlueprintStack.template - M1 REE A Jira B LN EBLRE , BFHE

BERFE 30
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@iew templat@

ServiceNowBlueprintStack.template - 21 R&EE A ServiceNow A ZNERRRE , FHE

MRCPERATANABRRRG , LAUEARF—EEAHAER , TROIARFESHETE

AN
Ro

HE{tZBE - StackSets

(® Note
BEEMEA BFF StackSets, Ti , HRE—IRFHFERAFANFEEN , FERELTZE
H,

MERAFRZE , EREREEPIRNERE. BRARLE. ZR2UNRFTEESE, E1E step-
by-stepAEHFHIE T , FREMHRARZA G HITFBEEHN AWS Organizations,

HERFE : SEKRF 30 248 , BURK StackSet 28,
B

AWS Organizations A B R EREE ZIREFAWSRIEMER., B AWS Organizations StackSets &
(=

MBERBCEHBUBRE RN vI3x RERRAE , AINARREZXBENERLT R, NFFAE
7, BBREMBERE =

ERBUBRARCE , BEREEHN AWS Security Hub 22 :

- BHAWSHBH X EBZEIRK Security Hub EEEIRF,

- Security Hub R EA B EIHRMEEFTE, MEFMEN , 5528 AWS Security Hub fEA &R
P EEEEABERE,

- BEZER AWS FHRENSEREES , BEBBEA Security Hubo

R EREREE ZEER AWS Organizations FItRFE , 32 B £k AWS Organizations B SRS H
AWS Security Hub B EIRF,

BE){tERE - StackSets 31


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
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EPE B E

® Note

StackSets AR AT RN BEFEARBEZENBREERNHES StackSets, B &I StackSets #4
AFEHEREE , RATCMERER StackSets , [RIEEIE i X2 StackSets,

StackSets ft Y ZEEE Sk F 58& AWS Organizations,

&
£ T3 RE R E) StackSets #E, ERBENER , RERENZHHERI A LELE,

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

’

4

’

4

AWS Organizations OUs (comma-separated list):

’

4

’

4

OER ) PR NERIVESHE

- MRERECRARRDE , FLRRERSHEBITEIEM Security Hub BEEEIRF,
« REUHEBEHE Lambda HEER , YRHECHMAEEHENAA (FSRIE1).

HER 1. EEIRM Security Hub EEERFE DB EREHE

]lﬂ

- EABRERE StackSet , f£82 AWS Security Hub EE &V A ERE EFAY Security Hub EE SRS
B aws-sharr-deploy.templateAWS CloudFormation #8748, &5 fE R EARMEE

- BEERENRZSRE, RIFFER , REEHSC (B=F ).

EERE 32


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
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- BIZEEMFHAMIRA Orchestrator BiE&HH., Yes MR E&HILEES00111-SHARR- Orchestratort®
T, BER,

MEBREENEFEMEE StackSets , FH2EAWS CloudFormation { FREERE) PHETFTEREE

FR2  EBERERFPREEZHAE AWS Security Hub

FESR 1 ZUEE  BATR 2 hNEEASELSR 1 EUIAMNAE,

- ERARMKZE StackSet , £ FHEKRFPHE—EEF M E aws-sharr-member-
roles.template AWS CloudFormation # 4~ AWS Organizations.

- BEENIRFMAESKBDZRIER,

« E A AWS Security Hub BEE EIRF KRS ID,

S B 3 . £818 AWS Security Hub B S 1R F # [E 15 B E 5 & 8

- B EE StackSets , #Faws-sharr-member.templateAWS CloudFormation &Ik &4
BASEREPEHEAWSERNWIEED , ELERMAMERBM Security Hub BEIEEAWSEIE,

(® Note
R 2 E StackSets XEEMMER 2B , BAARMAEBAVEATIRE TSR,

- BIEERHEM Security Standard F i,
1R CloudTrail BFFEENERE (FEBEMEANERE ).
« B A AWS Security Hub BEEERFHIRE ID,

(BA) $B0: RBERRARAHS

1. MREREFEHERINE  FEABRBENNESHE,
2. 1B1E Jira o RN E SIS ServiceNow , SIFFAEFIMAER , UEELZBCHEITES,

EEIE Jira HE :
a. WmAMBNERE,
b. #& URIR S Jira #ITEIRE,

(BR) RO MBEBFRMESHE 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html

LW BEE{LREEIE AWS BEEE
c. BEEFEAERN Jira BRIEHERSE,
d. 7£ Secrets Manager FEV N E\/ERE , ZWBSRFEW Jira UsernameH Password,

(@ Note

BA LR Jira APIS BRIV TS | FERIRMEREZEMA Username , M
API£ i85 Password,

e. MBI BARNY HAHERNE A,
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

| )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

gy )

E EEBE ServiceNow HE &

a. WMAHBNET,

b. #1t ServiceNow #{T{EEBURIH .

c. BEEH ServiceNow BRI REHE,

d. £ HEIAPIE# , ServiceNow W EFEREBEZTAZER KW,

(ER) SR RBEBRRBSHE 34



FHEE LR EEE AWS BEEmM

e. fEF £887E Secrets Manager PRI ME , API_Keyt IR MW ZARNMAMEBRNE A,

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128,

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceMow Table where tickets should be created.

[ incident J

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

(o )

EFERVBITRAHE IS RAERRFSS Step Functions IJ LA EEEE M WA Lambda &
2, Lambda EREFER A Step Functions IRHEMWE A , RIBENEJIRATREEAE , L@EEN
%: LE&E&E%E@%S}?O

S 1. EZIRHY Security Hub EEERFAREIEEESHE
1. aws-sharr-deploy.templatefEA &M Security Hub EEERFREITESHE , —i%

ms , E—EEFSEES—E, ARIUHEBFERAERMEE  SXEBIERLELHERER
StackSet,

SE 1 EZERAY Security Hub Admin #& 5 S EXE) Admin 8 35


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Service-managed permissions O self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

% TE StackSet i#18
2. SHYIRFIRIESE , B A AWS Security Hub B2 EIRF KRS ID,

3. HREEEESE , HEREBIR Security Hub EEENESE, BEFUIBTR , BERESE
2,

HEB 2 . 818 AWS Security Hub BREIIRFHZHEH AR

F A ZE R StackSets REPBHEHBE R aws-sharr-member-roles.template, i&
StackSet X AIPEBEBREKXERFHW —EREEFEF, ©EE T LFFKE SHARR Orchestrator 25 BB £
IR EAPIRE I 2 E A,

1. REBEEWHEBBEE  MPEBRNEREHAS (AR ) EMENT

2. BARKEEEBE , 3 AWS Organizations FEFTIRF UL BB LEF T,

3. HYETEEREZSH , EME—EiFH, AMACESEN, B LEIE StackSet B EEHNITL R
3o

$E 2 : #E&{E AWS Security Hub i ERFhLZEBHAER 36


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
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Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.

StackSet description

You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount
Admin account number

517786501051 ]

Cancel Previous m

$8§7E StackSet FHAE A

HER 3 . T8 AWS Security Hub B B 1R F F [2 35 H BB 5 8 3 B

HRREHEBEAEMRER  SXAUBREENANIE StackSet, EFZEBEBIFEE AWS
Organization REYFIIRE .

2%

LogGroup #HRE : EIFEKW AW CloudTrail AFE#FE. RAFEE , INRSERFHAFZFHFET
B, FEEHENE, IRFEEEEE CloudTrail B/ CloudWatch BB % , X EEH
Systems Manager — 28 Store /Solutions/SO0111/Metrics_LogGroupName parameter, & ¥R 7EAPI
PP IR R E RIS ER L EN,

B REEFARBRFNEE, ERERE AWS Systems Manager Runbook , FERBAZ£1Z
%,

SecHubAdminAccount : i A RE R AT REESEHARHK AWS Security Hub Admin IREHIRSE 1D,

S B 3 . 1818 AWS Security Hub 5% S 1R 5 M &5 PR B X & 8 37


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
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Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] No file chosen

& =

HENE : LA LIEERFRBREBENMRBE.

EEES . BENEREE[RERTENAMEEL. SUURBIRFNESNEE  EERARTERE, B
BT A LA RS ATRY,

BBt ZFE - Stacks

® Note
HRZIRFEFE , RFEZEREAR 5% StackSets,

RBBEARLRE , FRENEREPHBROES, BRORTMH, REUNREFERSE, EE step-
by-step BRI IER |, BREMR T RIAFHIE T EHIRS

EERRT : 4930 98
DBIRHF

ERBUARF R BT , BEE BENEENXREIRSE AWS Security Hub AR AWS EiF, R
BEBCIBRMRER , AN ERRZERENMRA R, NEFHAEF , FSRENHAL R,

EE B

EATHSBE BB RAERSRAWS,
(ER) $B0: HMHEBRARAKE

B 8{LEE - Stacks 38



LB R LEE AWS Yl
- MREBBECRAZRYRE , FLKERESHBITFINEMN Security Hub EEBIRFE,
o RUHEBEH Lambda HBEE , YRRATCHAETEHEENBA (FSRISE1),

TBR1 BB EESHD

« E&H AWS Security Hub B SRS P& aws-sharr-deploy.template AWS
CloudFormation 78,

- BEERENZSEE,
- BEFEZFHAMIEAE Orchestrator AFFEFHE ( IR EH LEES00111-SHARR-0rchestrator2#
£, EiEEYestiBIE ),

FR2: EBEARERFPREBZHAE AWS Security Hub

- EERERERFN —{EEE PR E aws-sharr-member-roles.template AWS CloudFormation
K,

« B A AWS Security Hub EXEEIRFH 12 VEIRF IG,

SR 3 REKEHEDR

- IEEEE 3.1-3.14 CIS 1B H#E FE A CloudWatch Logs B &, X4 AREW AN
CloudWatch Logs CloudTrail B s5E M &,

- BERTEREBEAC, BERFREREELAR L
- BRERENFM.
« 8 A AWS Security Hub EE EIRFHIRE ID,

B4 (BA) FAEATANERER

- BERUSEREIRFAEENEAEE, LARELHTR,

(BEA) B O BHERRRESHE

1. MREREFEHERINE  FEBRBENESHE,
2. 112 Jira B IRIHANEBSHEE ServiceNow , SiIFFCPHMAER , LEEEECHEITES.

EZEIE Jirag HE

(BR) RO MBEBFRMESHE 39



LW EBLREEE AWS HiFEmR
a. WAMBNEE,
b. # URIIR M4 Jira FITIEER,
c. BEEEXAERN Jra ERIEHERSHRK,
d. 7£ Secrets Manager P EV W E\/EMRE , ZWEBSRFEW Jira UsernameH Password,

(@ Note

BA LR Jira APIS IV ZNZEE | HiEREEREZBMA |, Usernamelt i
API£ i85 Password,

e. MBI BARNY HAHERNE A,
Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

| )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

gy )

ZEZE ServiceNow H & :
a. WAMBHNERE,
b. £ ServiceNow #{T{EBEURIAY

(ER) SR RBEBRRBSHE 40



LW EBLREEE AWS HiFEmR
c. BB ServiceNow BRI KRBT,
d. 7 HEIAPI£# , ServiceNow W EFEREBEZTAZER KW,
e. fEF £887E Secrets Manager PRI ME , API_Keyt IR MW ZARNMAMEBRNE A,

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com I
ServiceNowTableName

Enter the name of your ServiceMow Table where tickets should be created.

[ incident J

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

(o )

EFERBVHITRAME . 35 RAEHFE Step Functions AI LA E @S E A Lambda &
2, Lambda EREFERA Step Functions IRHEME A , RIBENEJZIRATREBAE |, LEIER
%: LE&E&E%E@%S}?O

TR RBEEEHE

/A Important
AR REBERERREREEEEE MBEHEAWS, RMEAELERRELTH THEFM
AEALRRERNERNBEENER. AWSHEEZBNHASMEKENER., ERIKES
AWS FBFARETE BV AY R

SR RBEESHE 41


https://aws.amazon.com/privacy/
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HEREFRHICIIEE , BRI A, BHAWS CloudFormationfRFFEE , RBEM AWS
CloudFormation £#2 & FE&HAWHEHRS R, NFFHES , F2HRAEENESERK

%_ﬁko

It B &1t AWS CloudFormation B84 &7 AWS ESBBAWSEFLZ L EEHBRH R, BEHES
Bl , BB Security Hub 3 58 B- Jo 3R 5 4 o

® Note

BEEENYITIERT REFIERANAWSRBERAE . NFEFHMAEF  F2ELEEPHK
AR , ¥SERFERTRPBEAWSEHNEEBE,

1. AWS Management Console #t B BIF%XE B 1R S & A AWS Security Hub , RZBFEH THEAVIRAR

BB aws-sharr-deploy.template AWS CloudFormation &7,
Launch solution

BB TRETERERREFENER,

2. RIBERE K @AFEEERD (KSRt ) EERE. BEEETEEHPREILBRSR
AWS | SEEAEESIFH AWS Management Console E15&1Z25,

(® Note

ItiRR A RERA B RERSE AWS BiFH AT A/ AWS Systems Manager . f#R7G
BARIEBERRBHE B, NERESSENSEHTAY  F2EAWS BEREE

Ho

3. HEEVHEBEMEL K BE Amazon SSURLXFHRAURLREABIEEMNER K RRBRBEET L,

4, EEEHBFHEFEEL K AZNMASFRHBIERERE. NEEEBTEFIRINESA , F2
B AWS Identity and Access Management B & 5/ IAMF STSBRH,

5. BEZ2BEEL , EET-F,

SB1 RHEEEHE 42
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

LR BEBLREEE AWS

HiEEE

B8

Load SC Admin Stack

B HAFSBPEIEHE

#H A CIS120 Admin Stack

| A CIS140 Admin Stack

# A CIS300 Admin Stack

HAPCI1321EEBHE

HANISTEEE#E

E# £/ Orchestrator Log
Group

st
Ma

yes

no

no

no

no

no

no

1R

S

EERRBEREEESTH ,
LB EE18E SC £ HIE,

EEREBRE EERMIUE
B EFSBP1EHIIE,

EERBEREEEE TN,
LB ENMEE CIS120 @42l
Ho

EERARELRHE EEETH
LLBEE1E CIS140 A1zl
I8,

EERBERE EETMHN
B B8 CIS300 fE#Z2HIE,

EERBERE EHEET
. LLEBMEEPC132142
Ho

EERRELRHR EEET
# , LB BMEENISTZ&I1E

o

ENREESEERAREN
S00111-SHARR-Ozxche
strator CloudWatch Logs
B, EUR{LENRTREANHA
&, MAEEKXEAMRAR
HFEER, MREERE v1.2
RESRAFAR , FER

yes

SR RBEESHE
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P

S

B8 i

Xa

£/ CloudWatch 15& yes EEREBEERMA CloudWatch
EEREEMREIR, EGE
I CloudWatch &R KMR
B,

£/ CloudWatch 528~ yes EERBRARRE RN
CloudWatch 5B R, E&
RBRERBRENBEEER
AV 7

RemediationFailure 5 EESMEESIE ID BEXK

AlarmThreshold B LEHERE. fln , nRE
WA S, tNREE IDEEE
HH % BB 5% W1EE | Al
2INEIE R,

LS EBEEEIBR RIS IEE
( 2B EMA CloudWatch 1§
BETRZH )

EnableEnhancedClou no MR yes, BRI HAM

dWatchMetrics CloudWatch #E#& , LAIDs
{ERBEHE CloudWatch &&
R EWFREERFIE |, WL
CloudWatch B RHFRE
B

A2 R EBER, AT
EENBENEN,

TicketGenFunctionName (iZBRA@A ) B, MREFTBESEFR
#, FRE=H, A, FiE
M58 0 HBE A Lambda
BREEM , fln : S00111-
ASR-ServiceNow-
TicketGenerator .

SB1 RHEEEHE 44



LR BEBLREEE AWS HiEEm

6. 7 Configure stack options (FXEMH &I1EH) HH , 1##F Next (T—F),

7. HERA EEL , RENERNERE. AEHEREARFEIL AWS Identity and Access Management
(IAM) BRE 5L
8. iBIZE Create stack (BRI HB) LI BHE

O] LATEARRERE Y AWS CloudFormation £ A FRRHEEWREE, BEZFEKRLN 15 nERKE
CREATE_COMPLETE #R&E,

HEB 2 . 818 AWS Security Hub BREIRFHhZHEH AR

SEKERE REEE —EEE FPaws-sharr-member-roles. template StackSet 38 , BE& T
AFFR B SHARR Orchestrator 7 BREHE I EBIR FAPIF I £ H AR,

1. B AE{E AWS Security Hub sKEIRFH AWS EE XA (ZBEEEERFE , EHERE ),
BEUZ A LA B aws -sharr-member-roles. template AWS CloudFormation #i248, &t a] LA

BTHEEREEEENES,

2. RIBHER  SASEXBERB (HFEZILE ) BB, EEETRAESFREBILERLR
AWS |, FEfER AWS EERETEAEEIIhH EBERER.

3. HEVHEEBEEL , B Amazon S3URLNFHHRPURLEE B EHNER K RREET -,

4, HEEEHBEBFHEFAEEL , AENMAFRHBIERERE. NFEERABEFIRINESA , F2
B8 AWS Identity and Access Management £ &5 H IAMF] STSER I,

5. ®2HEEL , EETIZ2H , REBET—F,

B iCE iR

wERZEE <Requires input> WARZ I ENEREFT
K7 &, Et?%%ﬁﬁk,mmﬁ
BEBN -0, StEHKEH
“W%*ﬂﬁkﬁﬁ@ﬁ“%%ﬁ
AHERNE,

Sec Hub IRFEES <Requires input> & A AWS Security Hub &1

BiRF/ 12 LIRS 1D, It

SER 2 . 188 AWS Security Hub KERFHRREEHAR 45


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member-roles&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Faws-sharr-member-roles.template&redirectId=ImplementationGuide

LR BEBLREEE AWS HiEEm

B8 R iR
EHERFTRTEESRFHN
FRBRAG,

6. 7E Configure stack options (X EHBI1EIH) HH , 1##F Next (T —F),

7. HERA EEL , RENERNERE. AEEREARFEIL AWS Identity and Access Management
(IAM) EIRET 532,

8. IEIE Create stack (B HBE) LILEBHE,

& O] LATEARRERE Y AWS CloudFormation £ A F R HENRE, BEZSEARN 5 2ERANK
F| CREATE_COMPLETE #AREE, BRI LAELLEEB S ARFEF T —ELS R,

SR3: MBKEHE

/A Important

RS RODEFERRERBESELE WEEBAWS, BfFEACGLEERRESH THEFN
AIEALRRRERMEBNRENER. AWSHEEESBUASHMBRENER, ERHKRES
AWS BBFRABBURIIR,

EERBREILINEE  BFTHE R, EHAWS CIoudFormationEE’&%TIEEQ REEHAWS
CloudFormation 2 & FESEARWIHBHRA R, NHEFHEN  F2RFEENRIEEES

&—Hi,

aws-sharr-member 8N AR EIE @ Security Hub REIRE$, WiHBETEZEBHEEN
Runbook. =& 5K &tk 5 i & 8 o] BAE & v] 3518 bk 3 @ BN S MR LS 4,

1. & A AWS Management Console &1 AWS Security Hub X ERFH ( BREEEIRF , HB2
RE ). BEILRALAR B aws -sharr-member . template AWS CloudFormation #4%,

Launch solution

BT TRESEZEERENER,

2. RIBER K SASEXERD (KTRRIH ) BEME. EEETRAEEPRBILHRSR
AWS | FEEREE S Y AWS Management Console [E15#1225.

SER3: MBREHE 46


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Faws-sharr-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
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HiEEE

® Note

L EER A REH AWS Systems Manager

BRIATERZSE AWS BEER, @BRARA

EXEELRBHAME BEPER, NFREHIENSRHTALE , F2RAWS EHR

== oo

i%/ﬁ B,

3. EEVHEEHRL , ¥ Amazon S3URLYFZH AP URLE
4, THFIETHEBHMEAERL K ACHNBARARMEBEREHE, WEAHEGAEFTRENENR , B

BREBRNER , RREET -5,

W

B AWS Identity and Access Management £ & 15 R #Y IAMF] STSER I,
5. BEBHEEL, BETISH K AREET -,

B8

21 LogGroup AR EI 51

ERRRENE RN B8

A SC REHD

]

H AAFSBPR EHE

L
S
O
@
)
o
Ry
il
i3
I

L
S
0
&
S
3
il
i
e

HAPC1321 5 BB

faRR

<Requires input>

yes

no

no

no

no

no

iR

$87E CloudTrail 528&APIFREIL
#9 CloudWatch Logs E#H %

. EAM CIS3.1-3.14 &

%,

EERBREZERETHLR
E){&18 SC =41\,
EERARELZERETHIB
& 1EFSBPIR&1E,

EERBERERETHUE
E£18 CI1S120 @2 HIE,

EERAELRERETHIB
1518 CIS140 {EE&IE,
EERRELZERETHIB
1518 CIS300 B &IE,
EERBRELZEMETHIUB
B{EEPC132112 418,

SER3: MBREHE
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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25 FEER iR

BANISTH EH#E no EERBEREMELHIUR
EEENISTIRFIE,

# Redshift fEMEL#HETZ S3  no EHlyes2REZSD

(EREA: RedShift.4 1§82 S3
FSBP f#1zETH#8, W%FE S3 f&#
FErRAMEENFRER
52 B AWS Security Hub f£
A#&EBEFH Redshift.4 &
#.

Sec Hub EEBIRF <Requires input> B A AWS Security Hub B
EIRFH 12 (L8RS 1D,

WwRZEE <Requires input> WARZ I ENEREFT
MF&E, LFEFRAIAME
=5 ﬁ*ﬂibﬂf H&s S3 /18T
BH—Ho, SHHNEHEH
%ﬂlﬁkﬁﬁ@iﬁ“ﬁﬂﬁﬁﬁﬁ i
BHE. b7 RNEERE
FAi% Amazon S3 S3 &R
A,

EnableCloudTrailFo no yes MR EEEER

rASRActionLog CloudWatch & &R LR

FRUATHEREMH B
BEH , BRFREESRER
B B EKREIRFPEL
CloudTrail $#&yes. FEZH
B BB, LTRLELN
BAEA,

6. 7E Configure stack options (&

7. ERE HEEL  BRAESEH
(IAM) BRI 538

8. iBIZE Create stack (BRI HB) LI BHE

SEMEIEIE) HE , #1E Next (T—F),
RE, DIRMREAARAEEIL AWS Identity and Access Management

SER3: MBREHE 48


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4

FHEE LR EEE AWS BEEmM

& O] LATEARRERR Y AWS CloudFormation £ A HRGHEENRE, BREZEEKRY 15 2 ERKE
CREATE_COMPLETE #R&E,

SR4: (R ) BAEATHANERIERE

MREBERKEIRFBREESE , EUTUERZRENERERRITIRE, BTHL , R
HBRETEERINRHEE,

1. & A AWS CloudFormation £#4& |, AR ZEEARMEESE
2. EEFH,
3. ENFHERHEE RBEBEFHHE,

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

B EMRME
4. ERFEABEEHER , RRBET -5,
5. FAETANEHE., SPERHENEREA Available , YT ETEWRFIEEEA Not

available,

(® Note
B IE M E B IRZ SR EME RN AR RIEH Runbook,

6. 1E Configure stack options (X EHE1EH) HE , #ZE Next (F—),

7. ERE EEL  RENERNERE. AEBEREARFEL AWS Identity and Access Management
(IAM) BRI H R,

8. MEEFEEHNHL,

HR4: (FER) FARTRANHEKER 49


https://console.aws.amazon.com/cloudformation/home
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& O] LATEARRERR Y AWS CloudFormation £ A HRGHEENRE, BREZEEKRY 15 2 ERKE
CREATE_COMPLETE #R&E,

HEBR4: (FER) RETANBRER 50
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{# / Service Catalog EE12 R 75 & AppRegistry

IR R 75 REE Service Catalog AppRegistry iR , A #§ CloudFormation A F E i &R A
Service Catalog AppRegistry 1 AWS Systems Manager Application Manager RHIFEEFHTER .

AWS Systems Manager Application Manager ISR A RZERHEERNERAEXBHRERE , FELR
A
- RPRUBERHER, BHBNELBRSREEBRNCHBERRAE AWS RFE , SR A,

- RRERAEXATHRBRSRERNREER ( HIWIFMRE, CloudWatch BR, BIRMAEM
BRIERIE ) o

u

T E#R Application Manager Hf#R 5 R#EB K ERAERNRREEH,

AWS-Systems-Manager-Application-Manager Start runbook
[ Components (2)
Name | Alarms Application information | View in AppRegistry [4
=) &5 Aws-Systems-Manager-Application-Manager
Application type Name 7 Application monitoring
[ Aws-systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled
Description

Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opslitems Logs Runbooks Cost

Insights and Alarms 1o Cost

Meanitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)

Application Manager FHI iR 5 Rt B

£ CloudWatch Application Insights

LR REEIBEF B EE CloudWatch Application Insights 4, CloudWatch Application
Insights AIHBIRE R T RS RHEFEREBNNEE , FEOT ¢

- BRRRVNERESREARXER,

£ CloudWatch Application Insights 51


https://docs.aws.amazon.com/servicecatalog/latest/arguide/intro-app-registry.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager.html

LA BERS B AWS Yl
- BYRFTEBRUEBHEEBRE.

- FRIZEIEFERKK Opsltems B BEEE Systems Manager, iEL Opsltems BA T A A {THE
o, BREANEEERRARNEE,

SEER T 5 S BR R 48 CloudWatch Application Insights ES12 &Rk , B AEE R R T RIEHE
REE , WIEBFEARENERIRFE RE AR TH,

1. BEZE CloudWatch £ A,

2. BEHAERSIER , REIEIF Application Insights,

. BEEARARLIER K ARBEHMAASREBRBAERARER.

&t ] LARE A fRIR 75 RV CloudWatch &R 1R , B SRS REMEMREMNE, £ Application
CloudWatch Insights FfifR S RNWERAERNBERIRL , FERE TSR

1. B BT CloudWatch {&ERIRESIER,

2. iBIEE A CloudWatch & &R4R.

3. &2 58P , 8 A ASR-Remediation-Metrics-Dashboard , REZER AWS EXRIxR LW B
L OE,

4. BEEA,

WEE A LATE CloudWatch Application Insights F#2 & i ##3 CloudWatch Application Insights &
MIFRF RO BEITERIR , MASEEEZ B,

TR EA MR IR 77 SR AH BB AV B AN AR

ARG ZREABNRAD EERE , BXERTREASEER , THREFRBRSENELR. &
BRI EER

1. B A Systems Manager £ A,

2. EBERKRY , #IF Application Manager,

3. KEEAREAN , ERMMATRNERAENERE K REBENE,

4. EBIBRSIBRERY , ERAH , BEHEBEAEER.

TEFRER AR IR 77 SRAR BB AY R AR AR 52


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/systems-manager

FHEE LR EEE AWS BEEmM

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. B BEAEEREE L , WA confirm , AR EBIFEFEAEER,

BARFRZAREE 24 MEFETR , TRETERER.

R B2 R 75 SR AE BB Y BN 0 B AR R

FEFRER AR T RABBBIN A RER , CLARMABASERR , AEFRBRTRORAR. KED
BRB AR RERHN EEIRF A,

EEMARADERER

1. A AWS Billing and Cost Management 1 Cost Management £ &

2. EEEERYP , BERRA S EER.

3. ERADEEREML |, B#AppManagerCFNStackKey 28 , RE BRI RPREER,
4. #1Z Activate (BA).

R B R 75 SR AE BA M A B A ) BR AR R 53


https://console.aws.amazon.com/billing/home
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AWS Cost Explorer

& T LAEIBEE AWS Cost Explorer B4 |, 1 Application Manager T AT EFHERARANERARER
TR BRI B A B A8, Cost Explorer EBR M —EBREBAWSHERRATAEN®RE , HEEEE
5% N

1. & A AWS Cost Management 3£ &,

2. HEEINRER T |, ZH Cost Explorer AR AR A RERFEHNKAMAE,

AWS Cost Explorer 54


https://console.aws.amazon.com/cost-management/home

FHEE LR EEE AWS BEEmM

£ Amazon CloudWatch {& &Rk E5 1= 2R 5 RV IRE

LR R 5 R EFERTE Amazon CloudWatch & &RIx LW BHETIEENE TR,

CloudWatch RN E REELFRATENEE , A EREBEHERZHE TR,

FiA CloudWatch 1518, B RFEXRR

I 8B M{E CloudFormation #4<2 8 CloudWatch,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(Lyes v )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.qg., to specify 20% then enter the number 20.

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(w0 >

1. UseCloudWatchMetrics — # L EREHyesAREEBENES , ¥ B CloudWatch ERIR KRR
BELEE,

2. UseCloudWatchAlarms — #§lb 5% E Ayes AR A R TEFRE T

3. RemediationFailureAlarmThreshold - —ERBFE A E S US| RE RN B D L,

4. EnableEnhancedCloudWatchMetrics — A& Lt S EERE A yes , AWK EEZEHE ID HWEBIEE.
BIFTERR , WBHERB no, R RASIDsREMBRHEFEERENER, SEZES 1D NEH
EENERSELENER.

£ A CloudWatch &&R4x

EERAERNR

BtA CloudWatch B, BRAERK 55
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1. BB Z Amazon , CloudWatch A% E &% Dashboards.,
2. IBHA A "ASR-Remediation-Metrics-Dashboard" By &&= 4R

CloudWatch E&RIREZE T IIEE :

1. M EERE - TRERA T HERT REKPEER Security Hub BREFEHE.

2. BERM - BERRBMNEERBNE L , URAMER, KERE TSR RETEEEEF
AERV R T BB ERAMTREE,

3. kIR HIE ID S IERIN/ AR - MREBEDBEEMAEEBIEE  AESMEFE D 5 HE&@HEE
R, EBERAMERBETESHERE , AR ERHEFFZEHE IDs , ERR AR EREH
1HIDs kB

4. Runbook BRERAERAN - BERHARARREMAAENEACGHNIRFERBEMBEN KB,
HRARD>ACMENEBEEEREELAN , EERTHXENHER, EHBRFHPLEREHEH
&, FAMRFEENNFIE EventBridge F Al , 37E Security Hub R EUH R F BIRE , LAURAR LR
&,

5. Cloud Trail Management Actions by ASR — %Il H #& 1 28 2 b5 S F A
EnableCloudTrailForASRActionLog S8R AEEHFNAMERERFHHRAL RN EERE, E
BERBMEMAWS IRFHNENEREER , W TEAHETH BRARREBRTER.

CloudWatch xR tLFEM AL ERNE T , REE BRHRFERER,

1. MREEMEESTE 24 NEFREIT > 1000,

a. EERTHKIEBE TR TEHRARDHERERER.

b. A LAE A CloudFormation 28 & % F{E.
2. kA = NOREMEDIATION > 0 H{&E k&

a. EEERBERIEE PHIBEASR, ETHERTECEBUBHAA , LIS ERBEHNESH.
3. Runbook RERAEB K >0

a. ERUARERBEMRTZNIRFHEHETEE, EVRRTEBRASHRA , LS LAY
EZHIRF,

LA MERFBEERRE , AFSHERBERR,

£ CloudWatch & &R 56


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard

ASR. iation-Meti

5-D:

dv <7

State Machine Executions

Count.

1,000

Remediations started >= 1000 for 1 datapoints within 1440 minut...

04 /\

7

Remediation Outcomes

120

2 T

Autosave: Off @ Period override 1 hour (auto)

[ s a2

1d 3d 1w Custom El | Localtimezone vH c | v ‘@‘ Actions v =

Remediation Failures by Type

—~
. NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)

. 23 215 12017 12119
12013 12015 12717 127190 12013 12715 2 1219 ° @ rem TACTVE @ on
@ Remediations started ® FAILURE @ SUCCESS ® STANDARDNOTENABLED
Remediation Scheduling Queue Length @ Maximum Remediation Delay Remediation Scheduling Widgets H
Count. Seconds These widget: related to of
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue length represents the number of triggered remediations that
o050 2600 are waiting to be scheduled.
The maximum delay is how far out, In seconds, that the scheduling Lambda
. ) N has scheduled a remediation for execution.
12013 12015 1217 1219 23 s 27 12779
® Queve Length ®Detay
Runbook Assume Role Failures i Runbook Assume Role Failures
23 “This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may indicate that ASR is attempting to remediate on a spoke account
- that does not have ASR installed.
, __Runbook Assume Role >=1for1 1440..
12113 12015 12017 1219

@ Runbook Assume Rale Failures

1. EE E Amazon CloudWatch -> 7R -> FTEE R,

B
EELEBUNET , ARBEDE > RE.

2

CloudWatch | CloudWatch > Alarms
Favorites and recents > Alarms (3) [ Hide Auto Scaling alarms
Dashboards ‘ Q AsR- X ‘ ‘ Anystate v ‘ ‘ Any type v ‘ ‘ Anyactions.... ¥
ASR-Remediation-Metrics-
Dashboard O Name v | state v | Last state update v | Conditions
v Alarms Ao @17 Qo NOREMEDIATION >= 1 for 1 datapoints within 1
Ae@nO [ ASR-NoRemediation @ok 2023-12-25 15:36:25 ) P
In alarm i
Runbook Assume Role Failures >= 1 for 1
Allalarms [ ASR-RunbookAssumeRoleFallure @ok 2023-12-22 18:27:56
datapoints within 1day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
] ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 "
our
+ Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics

3. BRERSEA/FENELRET,

Remediation Failures by Type

This widget displays the frequency of different remediation outcomes.

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included
In ASR. You should verify that this Is not caused by a modified automatic
remediation rule.

Create alarm
1 @
| Actions v
@ Actions enabled
@ Actions enabled
@ Actions enabled

EE RRE

57
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

Step 4 - optional
Preview and create

Metric

Graph

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

Count
1,000
1,000
501
1
01/05 01/07 01/09 01/11

@ ExecutionsStarted

Namespace
AWS/States

Metric name

‘ ExecutionsStarted ‘

StateMachineArn

‘ arn:aws:states:us-east-1:221128147805:stateMachine:S

Statistic

‘ Q, sum b e ‘
Period

‘ 1 day v ‘

Conditions

Threshold type

O Static

Use a value as a threshold

(O Anomaly detection
Use a band as a threshold

Whenever ExecutionsStarted is...
Define the alarm condition.

() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 T
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

4. EEZE CloudWatch BRIRABEEPHER , AFEHRE,
a. ERYENTEL EANEMAR.

b. B2 Edit ({R88).

EE RRE

58
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c. BEARARSIER,
d. BB REBUNEHKRE.

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v
Count:
1,000
Remediations started == 1000 for 1 datapaints within 1440 minutes (1,000)
s01
1 -
o1/04 o01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/08 01/08 01/10 01/10 01/ 01/11
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source
G/ P! o | op Add math ¥ H Add query ¥

Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position
Hidden © Bottom Right
Left Y axis
Label
Limits Min Max
Show units
Horizontal annotations / thresholds &
Label Value
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [4

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

TE & REA

HEEERRFP  FIREESH
A ALARM iR BE B 8 H R

%

i

Live data
Display most recent data point, even when not yet fully aggregated.

Right Y axis
Label
Limits Min Max

Show units

Filt Axis Actions

None v > X

S00111-ASR_Alarm_Topic 23 # Amazon SNSE#, EEHEETR

59



EH BB RS EE AWS el
ERTERIR 7 B
1€ v1.4 Z BIRY R A TR

MREEREHE V14X BN BRAR |, BHBRRE K ARRTEENRE

1. BRZELNDENBRLER. F2EBRZERRG S,
2. MBRHHEAR, FBRTEERT E,

® Note

MREBER v1.21 RERRAFRZE v1.3.0 SKEFMA , FHiGERE AR Orchestrator
Log Group :XE%H No. MRBEFHZE v1.3.0 REFMA , EBAILlYesst ¥ thiR1E R
BY , WEiEIE 0] IR B0 8% Orchestrator Step Functions BY#H[E B 5584,

HE v1.4 FIE AR T+ 4R

MRBER V914X Tk, BEFFIEHE | = StackSets MR :

1. FERSHNEAREH Security Hub BIEEIRShHHE,
2. EBERERFYT , ENEHE AN,
3. HEHuHBNMERETHNESERERFT , EFNELREHHEHE,

#v2.0.x Ak

MREER v2.0x AR, FARE v2.1.2 REFRAE. EFE v2.1.0-v2.1.1 KK

CloudFormation,

# v1.4 Z BBV RRAFHR 60


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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5 S HE AR

EXBEARREHMEEHERVIER. NRELEREEFRENREE |, BB AWS Support 124
ARG RFEMAWS X ERPINERHA,

BRARAE
ABASUBASROBHHRET  FSRCASEUNGER,

R A RERHITHR BI1EE Runbook WS i AWS Systems Manager , Y #E RiC K EIEE SR
FE#15S00111-SHARRKY CloudWatch Logs AWS Security Hub & 48, E{E4EEXE— @S,

Orchestrator Step Functions &34 Security AWS Hub B iR FE A ERAE S00111-SHARR-
Orchestrator CloudWatch Logs B A58, Lt HFERFERIENE , AR Step Functions Z1E#,
TERBRAREEM, S8 Step Functions #iTHE —E B8 7.

@ B S E B E0 2 F A AWS KMS Customer-Manager £ (CMK) 1%,

THIRHBERMERER S00111-SHARR HEbF#H. FALLAF , LK% AWS Systems Manager
Automation 1A, Automation Executions HF&. Step Function &M Lambda H &R ER
F':ﬁ%o

MRBERN , MUTHHOASAARLEI HFERHS00111-SHARRFRIZXE, #EIEAEE, 4l
tl : CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

THAABRMHEMEFHEENR, EHREZEZENIZEH A SHARR Runbook, 10 : SHARR-
CIS 1.2.0 2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-9213-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

HEAEEOAK , EEBERLT , EREMERFHHITN FEEL. BEHHREBEEITH
BB, BMBEEAKERSEH AWS Management Console B9 ( 8 EIRFAE ) |, BI{E AWS
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LR BEBLREEE AWS HiEEm

Systems Manager , EEZHE){t , WMEHIT ID W HFF#H Heecdef79-9111-4532-921a-
e098549f525,

EHEERRE R

- B BRERIMBLAY , WHIRFHEER , $5H Amazon FEEEIR A A CloudWatch,
fRR T 3%  E CloudFormation EfR/EHERPIEH AFHEACEENIELNALE, SHARR B
AAHEEFEARENWBFEHE, BRECEWMEEFER,

- BRE . BRI REEET EventBridge A LB N FMEAR M B D IBIER
fRRFE - B REEEE EventBridge R AIMNELRE , HP I EWBHNFMEE, EJLUE Security

Hub FERERART RN SC FREHNEHEFBESE., ENBMARENTFMR , HHEK
i EventBridge HRBIERE , UBFERERT .

- BFE  RER—IREPHNZEEGFHHIT Security Hub, BEEEZEREEHHEUFERA R,

RRAR  BEESHBIDERELE Security Hub EXEEHRBEIMNIRSMEFF, £25E Security
Hub FREMBERFMEFPLEKEEH AR, £ Security Hub PRUARERE,

- B9%E : #E% , SO0111SHARR--Orchestrator f£H15 BB X HARREFR M BNk B | $BE8 A
502 : "Lambda EEMEZIRREBE , RAKMSTFEUEIE, FRERBKMSEMEE. KMS
BISAARR © UnrecognizedClientExceptionKMSFAE. : B RFEENLLFZFEN. (R .
AWSLambda ; #REERE : 502 ; $E5RH5 : KMSAccessDeniedException ; &R ID : ...

FRARFE  BHATIEEZH  BRRAERBEN 10 0E. MREENATE  FHBMZEREY
GitHub R,

- BE REREBERERE , ERBEEMFABER.

BRAE  RERELRNES , TRREENER, ERNEESREERIEEHEE. Bal,
MPERZBEEBRIUNANBEE , AIRLIEZERAERCEGERE, REBRSRAFE. £ 74
F R CloudWatch B3, &3 SO0111-SHARR CloudWatch Logs &#8, HEFEE , EREFEHN
BREAHE, ENCERYTCHERENBFRR. CERSEXRERREMEER, HEN—
EREATER  BEFERFNBSERSZETHEA. BIRFEBE (HMAXE)  IBEFECH
B, R |MEHEABNERER , FREAFLUBBMEZEER.

- R : BIRIEE®E , Security Hub £ & FPIVARRE R EH,
FRIRTTZH : Security Hub TR EFFEBEH. ENEERNRE. AEXERNOAREEEN. B

BREMRFEES I RIERARERSBIR, AEFREREM REEIEE AWS Security Hub
EARBERAS R 62
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MEHERE |, Hla0 AWS Config, EFFTMER A2 IM BB EURRNER R, MRIEBEMR AR
B, F2RLRERGE "RERBERERE  BRERE, |

- B HRB[SREHEIE B BLXHARER KB /WAl AssumeRole #R1ERF S 8RR

(AccessDenied),

BRTTE  KRESIAHRZEAESHARREZERBEREFTENREIRF T, EEKEHANETE
Eﬁ\rﬂﬂo

- 3% : Config.1 Runbook %8 , A A#ZKHEBARNTEEBCEE.
RS E - FHIREZRE AWS Config 5% , LAHE{R Config BIEHRE. EXLEERT , BELE
EELIEIEBE AR Config AWS iR 7E.

- %8 : {EEMRI , EEEAL "No output available yet because the step is not
successfully executed."

BRFE  ERMRAFEHNNEE , HHPEEEE Runbook T EEEIEFE, 1418 Runbook #41E
BRYW , WEMRRARELEERFR AR,

- B BRFRRRAEEHERIEHE,

BRAR  BAGESERAEEERRANHE  SIERERMIFERAS. ERTERERYEE
BETHEDE . WREFEGD  FRRAXERR.

- B BRRETBHEERLMN v1.3.0 HBKXH,
AFR  BREEBESHARTRESERRBITBDERLAR. EREET —ERETHBEN S HMREE.
MRBEEERER
1. & A AWS Security Hub BB F 24,
2. EEBBRFS , BIERE,
3. EMBITHERSIER
4. R FEHMERIE B EESHARR,
5. BIRMERHER
- BE ENMNEEEEHER  STREBE LXK AssumeRole,

BRER . ENNEEEEHBEIHERSIRFHTEEEACENBIRFTIREACCEHNEEE
. BRLABNBEMARERFHINKEACHD,

- R : CIS3.x {£1EEBIB 24 /MEFEPASSEDE AR To
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https://console.aws.amazon.com/securityhub/home
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RRAE  MBEBERERFE PR E S00111-SHARR _LocalAlarmNotificationSNSEEEMET
B, ERERNER.

BEMSENRE

S etSSLBucketB 3 5k B 2% 4 8538 AccessDenied

MEBABEAY 2 HI78 | AWSFSBPv1.0.0 S3.5, PCIv3.2.1 PCI.S3.5, CISv1.4.02.1.2, SCv2.0.0 S3.5
B : S etSSLBucketBUR K Bt AccessDenied 84558

204 PutBucketPolicy#® #EBF 3% 4 §558 (AccessDenied) : FEUEE

NRERARFETENHHEAREIRE , SEARERETEBER , D a8 A RFHARR
X, BRERERN. EUNEZBRETERERAANRFTERBR  RARBARREIENAAT
HY [ 358 S5E 2 Lh AR BE

1818 ConfigureS3BucketPublicAccessBlock ( fHE8##IE : vIAWSFSBP.0.0 S3.2, PCIv3.2.1
PCI.S3.2. CISv1.4.02.1.52, SCv2.0.0 S3.2) i A LUSREIEBALRE K RATERRERE
HFRBEENBERTRELABFNERRE.

S etSSLBucketBUR ERRIA XM IBEFMEITRER , SHEBTEMA BWFERSSL, EFSERBERPH
HttpA=X , Bt , IREAFLRAFRNRES , IMEESEERENESELREANIENERT
RrREBR K.

BRFE  ERREETRBCR , UBRAHLAFEFIERFIrE LER LR FIRREGRIRILN,

PutS3BucketPolicyDeny fails

TEERE Y =18 © AWS FSBPv1.0.0 S3.6, NIST.800-53.r5 CA-9(1), NIST.800-53.r5 CM-2
RERE : PutS3BucketPolicyDeny HIR T 5§55
Unable to create an explicit deny statement for {bucket_name}.

NREEREFCBLAABRRNERA T | BRAIFMELISEBERMEZERFHETE B
CEHHEMEERBNAMAREEEF.

BRFE  EREETRBER , AMHRERFIATEE  MARER T 8 , XRFIEBHD
(=

FEBENREE 64
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WMAERBRT R

BRAEEMHE  CURESRESTECABAAR , MTABREMERERE, ELRFIFFMERHE M IIERHER
FRPERTEN TH,

RF1: EHE—BFENBBHEE

1. ¥ AWS CloudFormation £ #& EventBridge FEEZE ,

2. ERIEMTREUR AL

3. EMFEREHERN  XESEEEANEEIE,

4. BERAI LW |, REBEEUEA KR,

562 . FRFREEEIENBBEE,

1. £ £ A EventBridge P EEE ,

2. FEALEHPIREUR AL

3. EH "FERR. BHERE , ARERUATHRAERAL

4. ZH "ER) BEEN ., FIE  BUREEAZERAUSITIIEE.

=613 FRRFNFBEE

1. £ E£# A EventBridge W EEE ,

2. =AM ZERIUR A,

3. EH "TERR. BHERHE , X¥ S "Remediate_with_SHARR_CustomAction
4, ERAEER  ARER "FH.) &

B##& A Support

WREBAWSHBAEZE, AWSEHESZESAWSHESZE , BaIUERAXERORIBIERS R
HERBE, UTEHRRERR.

B R=H

1. BAZEF D,

WA R RR 75 58 65


https://console.aws.amazon.com/cloudformation/home?
https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://support.console.aws.amazon.com/support/home#/
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2. BERMEH,

an{aT R R 17 B 2

BERM

SHHARTE | BEHUERG R

SR BREMERS R,

SHEEBREM | BRENSEMERRMIIER,

ECHARS. SANBEMR  NESEAYLEDNMEGEE. NROMEERELER
RAERME | BRET -5 | HEA.

o ~ w0 bh =

Ht&E A

1. 88T E  BARESHNBENXF,
2. st |, MR ARE,

3. BIEEEER,

4. BIEEEFER Support FTEMNE .

7 B B P PRAF IR I RY R B
1. BAFERNE,

2. BET 58 UEMARBHERM,
3 B R BBk P

1. MBI M ENERRBEIR 5 5o
2. MRBEEFRELBRARNBEE , FEEFBEERM  BABRNET , AREFRX,

AR R BY 2 66
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RRREMRT R

FEAT YRR RBERELE BFRS R AWS Management Console,

V1.0.0-V1.2.1

HH 1.0.0 IRE 1.2.1 ik , B A Service Catalog fBRZ 2 CISF/= FSBP Playbook., 2B
v1.3.0 Service Catalog,

B AAWS CloudFormation =2 & WEBEZE Security Hub EEIRFS,

BERK B SUKEEAMENTR, BREAZ2FHE. AGIERE.

# Security Hub KERFE BRI ECISPermissions. template& A,

BB Security Hub B2 EF K SR F#Y 2 S AFSBPMemberStack. template& A,
BEE Security Hub T EIWRF |, BEFAARNZRMER | AR EBEFMER,

o & 0N~

@ Note
CloudWatch HEEE#E AHERE. RMAZRERBABN BFREBRNERREELHR

it o

V1.3.x

1. aws-sharr-member.template REERERFEBE .
2. aws-sharr-admin.template REEERFBE .

@ Note

BERVISOFNEEESHEATREEBRETDERIM. ERSET —EREHPEEN
EAEE, FEMTIERRIEELBE :

1. A AWS Security Hub BB X2 A,
2. EEEBIRFY , BIERE.

3. BB TEERSIER,
4. 5 FEIMBRIE B B SHARR,

V1.0.0-V1.2.1 67


https://console.aws.amazon.com/cloudformation/home
https://console.aws.amazon.com/securityhub/home
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5. BIRMIBRHEE,

V1R EFRA

HEBETE

1. aws-sharr-member.template REEKERFEBE .
2. aws-sharr-admin.template REEERFEBE .

StackSet =&
¥ ASE StackSet , BERMHEE | A% StackSet LB ERIEFBE -

iR EBRER | FIAMBIA®aws-sharr-member-roles.template{P&&R&E, it
—R , FAELACGHNEETEEREERE. £HE SO ABTEHEIBESEFAR , flW
CloudTrail CloudWatch 28 siRDSIER B By | BRI FEBRIEL SO0111-* A,

V1R EHThR A 68
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EEEEM

A ME R #RF REER D

FRBASREEE , ETURSMARAS RO

HERANREACHEBNITE -

. EREHBERERDEE (BBATHERSED EventBridge £ ) , HARBNREA G

BEHEASBENEESIRFHRE.
- BEXLERIRFREFZEFFBRLTR , FOEKERXEACHBIETELRFRESE,

Security Hub FHIIRF 215 BB EREHARE .
- EEESHEBHAEIHIKREEESIRFNESNAETERMEBE (EEETHEILEH
EventBridge #8] ) o

- FETERRIRFIEZRZHFHERIR , FVLSELRFRESE , UBHEFEELINEEES
HEBHMEEEESRSNESE,

HE T PR RS
. EEEHE QAT B EK SRS MRS F I ER4E Runbook IREIERMBEE (BABTE

{E=l = BB EventBridge R Al ) . ELXHEEEZEENKEHKBNE,

- EEEHBHAECHEAFHEESHBHHBRZEIE R AN IZEFIE EventBridge A BIREE £ B &
BE, ELENEINEEERF,

- ARTEL, RMRREEEEENKEIRF P —Bib I ERE, WRER L AWSFSBPH CIS
v1.20 , FHEMBEEMREEHBIERNEEEIRS K UKEMBERKEHEBTERSEKEIIRS
FE,

ESEEARREHERRIF T WLES Runbook :

- EEEMEB R EHBREHBHEESEEEEBEEXKEIRS MED P IBEHIE Runbook Y12l
HERAEMEE (FBBIFTE{ESi£ BE EventBridge 8 ) o

- BEHHESEEERMAMEESESHTERMENES  EENSEEREEREEHNBET
Runbook FZ2 8, ASE&IEN SEERESA "NOTH A, E , LEUHEIPEZXI2HIE Runbook,

RRAFNER BRAE RO 69
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SSM BANEFERBEENSH

- EHEEMBRAEHHZEBEEEESHBNEN SSM S HRANEERESE (EBETHERS
E &) EventBridge #8 ) .

- TPEEHAEE  FBEEA "/Solutions/SO0111/<standard_name>/<standard_version>/status" HJ
SSM 2 E({E% A "No".

SNS & H &
BB

"severity": "INFO",
"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}

EERINE

"severity": "INFO",

"message'": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {
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"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"
}

EEERME

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}

SNS EE1Ei 4l 71



LR BEBLREEE AWS HiEEm

(ERRRRTS
ERHBRE , 5 SARAERNE ASR, THLIBERAS RN EAKAME , WULERE
F S R,

HERE : LNBEBLEE£EEAP AWS

ERHBRE , B BEBTHE—RHE, TRUMBBERDRNLRGHFE , LUEEX SRS H
EEEFBBERERRE

Efmik S

AT REFRAFRNEBIRFNERSEMINGE , ZUSREEEAMERS . BERALUERRIRTE
:KtIJE_ II]Eﬁo

TH&EFER RF111111111111F1 222222222222 RR&EB#HERA R, 1111111111112 EEIR
B, M 222222222222 %R REWRFE, RIS REMRARRIEERET us-east-1M FEFRNHAE
#Rus-west-2,

T REHIFRA R & = ER S M =5 T 8 58 25 BR BRI Y B .

R E Bz us-east-1 PR ENE us-west-2 H B
111111111111 EEE i i
222222222222 [54=] i i

EEERFEEHTHRASREEHENIRE , UREFBHREISE , HEA EventBridge B RAIBA £
BEMSE., WIRFHUXAREFESEREFTENFAIIRFMN Security Hub ZEREEEIRE , BEF
EEHWTFEZREAWSIEFFTBAWSHBHWEBEEEIRS,,

RRFAAWSHE &
BT 54 -

« AWS fHEEX
« AWS {HEEEE
« BRFAAWSH#HAE

THBEBLTLEEAF AWS 72


https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://aws.amazon.com/config/pricing/
https://docs.aws.amazon.com/config/latest/developerguide/gs-console.html

LR BEBLREEE AWS

HiEEE

ERFENMEESFRA AWS Config. EEELEMA,

/A Important

EREESRRN TaseEER (HIWAWSIAMER ) 1 BIRIE, MESEERA Config AWS B

AZEULEE , ITEFIHELHER (HIWAWSIAMEIR ) HHRNREEEE

R A&

111111111111 EEE

222222222222 RE
B FAWS Z £ A&
2B T B304

« AWS Security Hub 34
« AWS Security Hub Ef&
- BXA AWS Security Hub

T i 5 A0 {8 [= 35 R B AWS Security Hub, 1&

A Bix
111111111111 EEE
222222222222 [o4=]

RAEHEHBERE

BETHIH

us-east-1 FHIEIE
BRRAWSHERE

A AWSHERE

BELEA,

us-east-1 PR E)E

A AWS Security
Hub

BF AWS Security
Hub

us-west-2 R B4k
BRI AWSHHERE

A AWSHERE

us-west-2 R EN4E

B AWS Security
Hub

B AWS Security
Hub

BAAWSZ 2H 1§

73


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/security-hub/pricing/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
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- EAENEHZHBEEE

HEAHBRET , RIS TE BRI ENEABR | LA AWS Security Hub & HHZHIBERE
YRE , EREBNERE. ERARTIELIENDEES  SCRFENEEERENFMR , MTR
SC (Z&## ),

HEiRF N E RSP A St RHEEEE,

IR & us-east-1 PRI EE us-west-2 F Y EE

111111111111 EEE ARG ptiE4IRREE A G ptEHIRRES

222222222222 RE BRA &Gt sIBEE BR &t sIERES
B B

FEAMMEELERETEREE—LEE, SULVEEHERE , ENREIEHNEE , #ELEE
BEEENBERE. FAFTYEEENRAERZRALIEBGenerator Id{E KR#MBlsecurity-

control/<control_id>,
REERBRAERRER
R T 5S4

- BEFER

- BABESRER

EMERFE PEEER us-west-2 F us-east-1 NFAEE REMHE,

RE Jz:BES us-east-1 PR EE us-west-2 B E
111111111111 EEE # us-west-2 SREEHE &
222222222222 KE * us-west-2 SREEL &

BEFEINRFE KRBT RERIZRES, SUNEEHSERE , OGKBEEIREMCESEER
BRE  EIBEFERAHREERBEEISD /I,

BREEREAEEREER 74


https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation-enable.html
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& Security Hub B EIRF

BET 54

« 7£ AWS Security Hub R EEIRF
- EEEBRERF

. BEETERERE

ERESGHGP , ROKEAFBHEFEL . R —HBEERF , BMAERZEIRB AWS Organizations &
B Security Hub ZRHIEE,

HE@AIRS (111111111111) /) AWS Security Hub Ei2# | BFEREIRS (222222222222) #
ZEEBIRFMA Security Hub ZEREE S, RRKBIRFEIBHE.

RE Hix us-east-1 PR EE us-west-2 HEI B

111111111111 EEE BEKERE i

222222222222 RE BB i
BEEENEEE LT REEBRIEEESIIRE, BUEEBHERE K BLEEEIRRERFEE
BEEE  BEXREEERRKREBREEEEERFPH AL,

EI BREE StackSets FA AR

BET 5

* AWS CloudFormation StackSets
- BTAREEHT

FI =24 CloudFormation &I BRI ZERSE , Rt HE PSR StackSets, RPIEEFEARKEZE
B AAEEEMBNNEMHEEERBEIAIIENENMEE RAERMSLEFEHAERERFT,

EREHE B LUES StackSet BEMEARFF A, HREEIRFE , BB ERE THEMEFFEE) XX
HE/NETEISEE,

$57E Security Hub B SRS 75


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-accounts-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/account-management-manual.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
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= = us-east-1 HEVE)E us-west-2 FEY B

ﬁ.’&

111111111111 EES IRE StackSet EIEE &
At

82 StackSet #1175
@it E

222222222222 KE Zf2 StackSet H1THA &
aBifE

BUESESHIBETENTRZEER
MBI T BI04 -

« Security Hub $2#|18S &
« AWS Lambda 2 #l18

THHFERERTREMERE , SUREEE, 25865 Lambda.1 : Lambda BNBEEREREILNFHF
B,

/A Important
BRI EEIEATZEEENER. FREAZFEAME S ERETABCETL
BERNER, FIBLNARTEINBELEERSTREENEIMNIE  YEEERKS
ROIARR, WREBEFNEFIZFBENESE , FEIR S REN 5 — ERHE,

ERERFHNE—EREYS , EEE AWS Lambda T2 & |, WEFHH Python MITREIEIEE.
AR > FFA T, MTEBCRRARR |, LA ERE S 2REFURLNER T AR

HEEZAHEMELBER KBATLREN. #RARBELBER , S TURRLAEENEH
28

= = us-east-1 HEVE)E us-west-2 RV EI{F

N

111111111111 =g ii:3 i
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/lambda-controls.html
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&5 Bi& us-east-1 FHIENE us-west-2 H R B4k
222222222222 54=1 i FHTLZEMARER

3 Lambda B
Config AWS TJeEEE —LEERENTLZEWERE, B EEBEZERE , {87 Config 188 2 E
BECH , BEEEEEBRESE,
ARG IR HIIER CloudWatch B eS8 4R

MR T 534

« {5 Amazon CloudTrail Logs E5#% CloudWatch HESHEZR
« CloudTrail 318

fRAH REZEME T CloudTrail 2 #1EFEZE — @ CloudWatch BF##H , MEXBFAR L EEHHWE
Z CloudTrail, £ FH&EflH , MBI TEENE AFEE. HREERFE , LEZIERER
CloudWatch Logs #9 CloudTrail 4,

EBERFARSSTEIEAMHEEBHBFEEHE , HI0 : asr-log-group,

RE Hi& us-east-1 PR EE us-west-2 HHIEIE
111111111111 EEE B HFEEE B HFEEE
222222222222 RE B HFEE B HFEE

A B R 7 REBB B AR P

URLs ABEE, REMNKEAGHEWE=E Amazon S3,

HEEESHER

Giew templata

aws-sharr-deploy.template

B AR HITER CloudWatch B ESEHE 77


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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EEEERF® | ¥ ® CloudFormation £ 4& , WA EE S B ILE S Security Hub BEEBEREA
[EiF,

No REAENREEHBNIESHEREE B "SCL & "ZeiEf, BRI, ERISRME
bR RERERN S HHEFIBETEER.

BIE NoLNEEFEAGASAFGEE , RIECZICEMRFNESFIBLBRLR,

RE A& us-east-1 PR ENE us-west-2 F B
111111111111 EEE HEEEEIMHE i
222222222222 KE i1 i

EHEESHBTRNERERE UEXEKERFIEESIRFRILEERR.

@iew templata

aws-sharr-member.template
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= BEFE P ALY Runbook BHESE,

SR2 ERERFHEIIAMAE (2 )

1. & A AWS Identity and Access Management £ &,

2. 1AM SO0111 AEMEEfYEVHINAR, AEEZBHLEALL S00111-
Remediate-<standard>-<version>-<control> B, a0 , MR IE CIS v1.2.0 4]
56, BIA®4EL SO0111-Remediate-CIS-1.2.0-5.6,

3. AN, K BEYBEHENAE , RAFLENAPIFIUZAITIEE,

B | SIS ERAER BARRE | AT AWS Security Hub FEYSHARRE T B4 B B 18,
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B8 (3 "BE. ) BHREE AWS Security Hub EIFRERRE MBI TIEMH, EALREZA ,
A FHE AR,

1. 1E CloudWatch Events iR R Z £ 1ZEWEHIR A, RANGEEEL

standard_control_AutoTrigger,
2. REFEANEHEREMAER,
3. #¥ GeneratorIdfE , AFEEHREIEBFE GeneratorId#H# JSON,
4. RELRARAL

#7118 F i

& GitHub B E T HAWSH AL RFMANHBERBHEXNBT LHNEDZEOE,

iE L AWS CloudFormation EiRZ % AWS COKTHEIH , MERTENFMELEXNBIARE
MHMEREFMOFM,. WEREERNBTFMPNFMER , 528 PH README.md =X GitHub,

AWS Systems Manager 28 FH 2

B8R 2 EEAWSHER AWS Systems Manager 28R ERFFREER. THSEEFERE
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£ Value £

/Solutions/S00111/ AWS KMS &8 , AR INZE EZEFERMEZ , HlE CloudTrai
CMK_REMEDIATION_ARN L ITFSBP{&E | B , AIBEN—
/Solutions/S00111/ AWS KMS SHARRA R Nz & R F=ER IR

CMK_ARN P8

/Solutions/S00111/ ARN R 5 M Amazon SNS EHE4HNEHN
SNS_Topic_ARN FE

/Solutions/S00111/ SNS AWS Config E# E£88 Config.1 1818

SNS_Topic_Config.1
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/Solutions/S00111/ Yes EREEES
sendAnonymousMetri

cs

/Solutions/S00111/ R R T RARA

version

/Solutions/S00111/ enabled B EERBERALRD
<security standard BRERTME. SISt
long name>/<version> / BEEF A UERAEBHIEE
status disabled

/Solutions/S00111/ String ZEBEENEEEE. 6
<security standard tn : 'CIS', 'AFSBP', 'PCI'

Long name>/shortname

/Solutions/S00111/ String E—EEHEERES — @2
<security standard FIIEMENIEER , ELB3H
long name>/<version> SR EHRE

/<control> /remap

Amazon SNSERE - (65 HE

FHBEBHZ £ EIRAWSERE I Amazon SNSERE SO0111-SHARR_Topic. AXEARBMERIEE
EENEH. UTREAZELRFTEN =M EH,

Remediation queued for <standard> control <control_ID> in account <account_ID>
Remediation failed for <standard> control <control_ID> in account <account_ID>

<control_ID> remediation was successfully invoke via AWS Systems Manager in
account <account_ID>

ERTRAL. CRREBECTR , REHER ; BR , RIBENEELMER Config AWS BRER/
HFBHBE.
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1. BEE SNSEEMNFTH.

2. EFTEERRRABERT | EBl TwE, .

3. BF TFTEEMBARMFIRGE, |, YYD TRTBIEREMRMBUR L BRI BHERM
4. EH "RAEAN. #E,

5. B BURHTE EJSONIRERS

6. MEEE,

EHIBER

Rk = E5IE

"finding": {
"account": [
"11111111111211°",
"222222222222"
]
}

EREER

"severity": ["ERROR"]
}

IR 422 o 1R B

"finding": {
"standard_control": ["S3.9","S3.6"]
}
}
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LEfgR T B A LARIR BET AWS Config BIEBEERE Runbook, BEEHM , BFE :

1. SREEBEN AWS Config R EIE . E R Security Hub Bt RBIEENBERZ R AWS
Config R E|,

2. EEF AWS Systems Manager 28 EFHE , AR BEE IS,
3. MAINBBERZRE /Solutions/S00111/Rule name from Step 1
4. ERBXEXWT :

{

"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

5. RunbookName 24 E#f , Bi§ 21551k Config 38 BIE#11T# Runbook, RunbookRole 21#%73
BAEHTHASHEREINAC, EFRLERN , IRTEER , HHAEXERARAEAREN
BREAE,

6. FRETHKE , B LUEA Security Hub E# "TRemediate withASR. B ETEIEXRIETE Config #R Al
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» CloudWatchMetricsDashboardEnabled - "Yes" MREIFEHEEA CloudWatch EZEMERR
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« Generator_id - Security Hub 3% BI &
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2. FERANMFimERRRE AWS CloudFormation #75,
3. RUUTfIEE S AWS CloudFormation £57< Bk &Y [E EX :

Mappings:
Solution:
Data:
SendAnonymizedUsageData: 'Yes'
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