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https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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%o EH AWS WAF,
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Btno BIMEHH RS A
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YEBE LA X B Athena Bi53l
Wreso

YE, BEUEREMERRU
Y 1E Athena BEEEIHT35.
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https://aws.amazon.com/waf/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/athena/
https://aws.amazon.com/glue/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sns/
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AWS BR#5 EEPUN

SNS) EFEMFHEH , AXER
ATAIIERBE LAY IP RE,

AWS Systems Manager XE. RHEEREENRKEE
RNERAEXEREREREM
RE1L,
HitalATeREE

WMEBBEFIR , B=@EREVREHTTPHK, FHBNRERE, UTSHEEFABRAEL
B,

AWS WAF LURER BRI A

PURRSERRAUTTARHTTPHE KR, RIFFER , LERSERNRAUSRIBFR P it il
MRBIFER. MERRG RAREE Eﬁﬂﬁiﬁ‘a IP 7 5 S EEHIE L FFHY Web FREB. MR IP uhER
ARERBEH , AWS WAF SHEHIHAMBER , EIFRERERRENEER L,

MRFBREFBRFRSE 2, 000 EFR , MALKTEREFERD , AIRBRECERIRRSERHR
AEE, flw, SEFEBRETEZERBBEEERFIG

FANE -SRI EAEASELERESRNSNAS. NEHRAET FoNEELENS
@,

Amazon Athena B E5Z|#728

HTTP kBB FHBENRE BE RS IR Athena BFFSINERE, AR, 8
CloudFormation #iZ Athena Z# MIEFEH Lambda BHE , BEH Athena #1117, EEFER@AHENE
1 AWS WAF, It Lambda KB E AT R 2 #EHIT CloudWatch HWEH4WA, B LA Athena
Query Run Time Schedule 28R E.

HAMAMEA AWS WAF SRR RERNAA , ARE SQL BIFATTR , REGEIMLEE. NEN
S EFRREHANFMESR , F2BE181E Amazon Athena &,

HTTP kBRI AWS WAF EENAERELAER , WEAWAFBHER. WAF FEHGEEER
BEIRAIEERRE , B CloudFront 8 ALB RS EEALL , BRI AER bE’l‘%iﬁﬁEUHTTPﬁ#ﬂ@K
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
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Ro T, LA ERBHFHERNIRERZHAS B FIER CloudFront 3 ALBHFFER | FaEkE
FEARRERS

AWS Lambda H 24738

HTTP HOKBF BRI BIREH BE A S BIRHAWS Lambda BFEZITE518E, REEAWS WAF
HERAF A Amazon Athena BFEZIMTESREBEFERARE , FTEEFEA Lambda AFFZIMTER. HIBEWN
CHRHFEEFEEFERENERRARTHETEE, 0, IP tEEL L EEEAFTFSNERS
HE  EHRLERESEXNTEANER  AEEEAERTELIFTHEANER RBBERE.

THEFHHER

MEBEFFATR , ERFROOETHSERBBLRRE P it , WAEHIEE AWS WAF B3R
BE., UTSHEEFMLRAELETH.
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Web application resources
48 — -

. Amazon CloudFront Application Load Balancer Amazon 53
Valid users equests

8&% —X AWS WaF R ey

i Athena Log Parser 1

Attackers @ AWS WAF ' enabled
Scanner & Probe :
E AWS Lambda

T

AWS Lambda 6 Amazon Athena
App Log Pars:

o
(3 |

FERRER B3R RE

AWS Lambda B &3 1785 14
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1. & CloudFront 2 X F&R&E Web EFAREXALBIEZEWEGERE , e 2 FEAFEEIXZE Amazon S3 #1F
Brag,

a. (A ) WMRBYes - Amazon Athena log parser#t¥EARSEEE BAHTTPHKES
EN AR HEREIRENE , Lambda EBEEFIBFHEE <customer-bucket>/AWSLogs
Amazon S3 <customer-bucket>/AWSLogs-partitioned/<optional-prefix> /
year=<YYYY>/month=<MM> /day=<DD>/hour=<HH>/B§ , RIEBER KRB ZH D ENWER
R,

b. (:ER ) MRLyesEMHER S UBHASHIREEN , AFERBFLERBMUE , WER
FE BERR , ERIEHARFHETR,

® Note
¥ Athena BEEEIMES , BAS RIASELIBLUBAST R % , 2 EIKE Amazon S3
RETEMNT AR, IRECEESIMBEERR SV EGERBHBAFTREZER , FEKE
/i EEZE Amazon S3,

2. RIBERAEASEREMAMRHTTP A BN A RESNERENE  WEBRSFRSEEATHHP—
HRE A :

a. Lambda - 8 X AS AV ZEL B 5 1FMAE Amazon S3 fE1FETEERF | HERE Log Parser Lambda
BB,

b. Athena — fkT8% , IRIHSENIFEERE Athena THE/ADEHIT—X , MBLHEHEE AWS
WAF, tEEFR2HESRE , & CloudWatch E4SREB & E#H 1T Athena EFA Lambda &
8, WiSERHEEE AWS WAF,

3. MBARAREDMBAFER , UBHNELELEROEFT SR IP thit, RS RBESEFH AWS
WAF IP 44 |, UHEELE IP thihERF EHMN —ERER,

A& 4T8R - AWS WAF

MRMyes - Amazon Athena log parserBRUAMKPIERE HTTP yes - AWS Lambda
log parser= , WERAFREMHETIITH , EELTHEIH N AWS WAF B , SAEEBIFREHIK
RIEE R BN FE R T KR B0 R A A R ES.
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Web application resources
% -

X Amazon CloudFront Application Load Balancer
Valid users \"""'/ requests P
— RN
v \ WAF logs

8&% # AWS WAF new WAF log file
—— Rl - 6
Attackers @ AWS WAF °

- Amazon 53

Amazon Kinesis
. Web ACL
Data Firehose Traffic Information

HTTP Flood

AWS Lambda Amazon Athena
App Log Parser

update AWS WAF IS Set |

AWS WAF BFEZIHTEeiE

1. B AWS WAF W EIZENHFEE , ©28 BEEEE Firehose i3, & Firehose 4% BFEXR T
B|& A Amazon S3 WD EIf#1ZETE8 <customer-bucket>/AWSLogs/ <optional-prefix>/
year=<YYYY> /month=<MM>/day=<DD>/hour= <HH>/
2. RBEAEASEEEMALHTTP K BN MARHSRRENEZE , MBALSREFEATIHAP—
HEREEH
a. Lambda : B ZE H 55 MAE Amazon S3 78T B8 | #8224 E Log Parser Lambda
EHE,

b. Athena : IRIFTEER , BE P ESH TR EESNIRE Athena & , Wi H#HIEE AWS WAF,
L2 FH Amazon CloudWatch EHE) , AEME A EH1T Amazon Athena EFH Lambda
BHE , WiSHERHEIZE AWS WAF,

3. BRARESAFTER , UEBBEENEREBEBESREZEN IP thit, RARBEESEH AWS
WAF IP &4 , UESHELE IP #ihERFESMN — R/,

IP Bl i &l #r =5

IP Lists Parser Lambda BREIEBIABFEEE =5 IP FLEBEFBINEANKRES,

IP 5 #4725 16
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~

8&% Web application resources

Valid users {\@/} eauests Duclj)

<N\

Amazon CloudFront Application Load Balancer =~ Amazon CloudWatch
Event

8&‘3 x AWS WAF
Attackers o

&) AWS WAF

hourly

Q_ﬁ@b

Third-party
AWS Lambda IP reputation lists

IP Lists Parser

T update AWS WAF IP Set |

— §
g

IP Reputation Lists

@

IP FHEFE MR
1. 8/ Amazon CloudWatch B4 &M A IP Lists Parser Lambda ES#.
2. Lambda EHEER=ERFHRENZIHER
« WK EHDROPHIEDROPEE
* Proofpoint #T & IP /5 &
. Tor FEREVEEE
3. Lambda EREEF A B AV IP it FH AWS WAF 5,

EREEER

Access Handler Lambda BRE{SMEHHRIHEMNGER | UEIRERR IP #bit,

FREEER
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P —

8&(5 application requests

Web Application Resources (static + dynamic)

Valid users
requests
-, —
Amazon CloudFront

'

I

8 % Application load balancer \
& # AWS WAF H
i

I

'

Attackers

Web Application Resources

I > ﬂwD
@ AWS WAF requests to the o
honeypot endpoint
Bad Bot Amazon APl Gateway

update AWS WAF P Set

AWS Lambda

Access Handler

Access Handler 1 Honeypot i 2k

1. BRI FERA Honeypot im®: , I T8 AV HEBRIRZE | 10 Web FEAREX P I AR
Honeypot & F IR (GEA ) .

2. ERAIMEES R 85 2R MEE3 A T2 BX Honeypot in BB , ©E2 A Access Handler Lambda BHE{,
3. Lambda R SREB AL M EFRIEE , UEEFEEE B B2 KR IP ik,
4. Lambda EEEE#H AWS WAF IP &£&4 | LU HIEL P #bit,

FREEER 18
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MBI BRI EE

KERPALBMRARZEHRA, L4 Hthe section called “BLZE”., MEMEREIE,

XEN AWS [EiF

RBEZEENERQASEE , KBRS REETRANER. EEER (FNRTERHP ) WJREEESE
B AWS B, Al , BAERIRMSLRE AWS BiF B PREEHA AL R, NEKEE AWS
ZIREVRHFAM , 528 AWS [EiF al Services Listo

AWS WAF Web AWS Glue Amazon Athena Amazon Kinesis
ACL Data Firehose
ki)
CloudFront v

Application Load Vv
Balancer (ALB)

B EHTTPK S &

yes - AWS v
Lambda log |47
85

£ - Amazon v v v
Athena BHESZI4T
g2

BRARHEBRNRERE

£ - Amazon v v
Athena HEZI4T
g5
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

%z 2 BBt AWS WAF HiEEm

® Note
MR EEE CloudFrontAimE , AIXAEXERE (HFEZItE ) EiE () BEHERS

Zus-east-1,

B 7K
BEEEZHIT AWS WAF B AR R R Security Automations BFFTEF ) AWS BRFE B A

PATILER T ROVEABURR AN GRE | UREH, BENEENENE,

RPEZBEEINTEE | AWS Cost Explorer AHBI BB R AR, METEFMEN  FSREBELBRE
EhEANEME AWS RENEEBRE.,

TREEXERT (HHFEDLM) BE (FSAWS REFR ) MITIHHERS R RAHMEEH,
BT REEE,

gH 1 AGEBERE. TRAMSBARE. B AWS Lambda HHTERHEHTTPKRE | UKk
FHENRERE

AWS BR#% BAKE A< [uSD]
Amazon Data Firehose 100 GB ~2.90 &£t
Amazon S3 100 GB ~2.30 €T
AWS Lambda 128 MB : 3 BEE. 1M # ~5.40 & T

A, W& Lambda #1THY
S5 500 ERHERERE

512 MB : 2 @xE. 1M
A, L& Lambda #1THY
S5 500 ERHERERE

Amazon API| Gateway 1M{EFE> ~3.40 &£t
AWS WAF Web ACL 1 5.00 &7t
AWS WAF #3 81 4 4.00 &7t

B 20


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/

W& £ B8t AWS WAF

HiEEE

AWS BR#%
AWS WAF 3k

#Et

g5l 2 RRAEEBERE.

HBRMRERE

AWS R
Amazon Data Firehose
Amazon S3

AWS Lambda

Amazon API Gateway

Amazon Athena

AWS WAF Web ACL
AWS WAF #i 8l
AWS WAF 3K

#Et

BHEE

1™

A [UusD]
0.60 £t

B A ~23.60 £

$HERMEEE AR, Amazon Athena Log Parser HTTP K {RE | LAk IE

BAKE
100 GB
100 GB

128 MB : 3 ERE. 1M A
A, UNSE Lambda #1THY
S5 500 ZER B

512 MB : 2 {EEZ. 7560 &
A , ARk EE Lambda #1T
K ¥ 500 ERFHHERDE

1M{EFSE>

X 120 & CloudFront {&%
el 120 BEALBEESK |
BETHPRFBRELEL 500 18

f JTAEAY B 3 aC 8%
1

4

1™

B2 [usD]
~2.90 &£t
~2.30 £t

~1.26 E£ T

~3.40 £t

~4.32 £t

5.00 £t
4.00 £t
0.60 &7t

#8AH ~2378 %t

BAR

21
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g5l 3 HAFNERN IP E/A IP RE

AWS B BAKE B4 [uSD]
Amazon DynamoDB 1K EAM 1 MB ERHEF ~0.00 & T
AWS Lambda 128 MB : 1 BERE. 2K FH ~$0.01

A, W& Lambda #1THY
SF15 500 ERHERFRE

512 MB : 1 EXE. 2K
A, W& Lambda #1THY
SF15 500 ERHERFRE

Amazon CloudWatch 2K B4 ~0.00 &£t
AWS WAF Web ACL 1 5.00 &7t

AWS WAF #3 8l 2 2.00 £t

WAS WAF 3k 1™ 0.60 &7t

Mt BH~761%R

CloudWatch HEH AL E

BLER R RPEAAFELE AWS BR% , 0 Lambda , & 4% CloudWatch HFS. EXAFEELE
H. BMEZEMBRBEFEF , URBREKES. FEAFHFHEMEENR , 528 (Amazon Logs £
Z1Em) P BRFEREHZE Amazon S3, CloudWatch

MREBEFERKIEM Athena BFEEIMER , WERSREHEEH , SIEH AWS WAF (=)
Amazon S3 REFIFEFAHNEABEXFIREFHIT (MRE ) . RESREEEAEHRENEHNEQR
WE, BRARSEBIEEAZAFNEN , UBRARERE. RERR , FRTEZEEEARAF
HY B 556 R4 Amazon S3 VBB EDEINERI KGR, KO TUREFHER  BEFEIXNESEH
WRENER, MRS REA TEFERS B THEAE K MELTLERRE REEEHFIMK
R, ME\ERALETESH] , FFSE Athena IRAMEE . MFEFMEF , 52 H Amazon Athena TE

=
Ho

CloudWatch B 5&HI R A& 22


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
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Athena IR ASHE

MREEPATHTTPHE KB E R E R AR BB R AR Athena RESHIMTERRE , RIFEXM
Athena HEMEM. RIFEFER , BE Athena EHMEB RS EHIT R , AHFHBEMNFNER,
BRI REK D EEAE BN Athena £ , SR AEERK., EAIUSEWAFERHBHE RS H
ME , AREEHFRENERRER. T8 , BNREENENETESE I Athena B

® Tip
LA 2 &34 CloudFront BEERAGTE :
FmE , 818 CloudFront & F #& & 4 K#Y 500 B TR E R
MRB/XRE 120 B1E CloudFront ¥1#Far , RIS/ NFEHE 200K (120 E/6) Ban , MBREXMN
—HUERENMER,. FTERALR  FERENERREEN,
[500 bytes of data] * [200K hits per four hours] = [an average 100 MB
(0.0001TB) data scanned per query]
Athena 1% TB FVE FBUKER 5.00 & T,
[0.0001 TB] * [$5] = [$0.0005 per query scan]
Athena EHRB R ZEHIT—IR , I8/ 12 1R,
[12 runs] * [24 hours] = [288 runs per dayl]
[$0.0005 per query scan] * [288 runs per day] * [30 days] = [$4.32

per month]
ERRABRAERAEZNREEN, WEFMEER , 528 Amazon Athena E{E,

Fogc 2

EXREAWS ERNE T BRERARE , E CHSRERREZSET AWS, HEEFSEERTREEN
HERIE K BA S AWS IRE, EBNEZEHTH 6 SIEETEEELRK. EELE , URRKEEEMRE
RIENBREEZSM, MEAWS Z2MWFFMER | FBES AWS Eig 24,

IAM B &

BB IAMAE® , BRI BN FR, BERNFFERE ENRBNERE AWS Eif, WHERTE
SERVEAREERAVHAE K MELAGERTHRDENEFRMENFT,

Athena 9 R A& & 23


https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/

=2 BE{L AWS WAF HiEEm
&%

FHAE Amazon S3 f#7ET#8 A DynamoDB ERRHP WA EER M2 HETHEEME ., FH Firehose &
WP ER BN,

REINRE

Web BREARZEZZTERE, ELRNBERERFARERZHARFHEFIRIENGTR ; ER
BETRIEMEGTAYE RN E ; SERET A RITEHFEE Web RAR BB ANIEEN,

IR R CloudFormation 2RE&E AWS WAF R Al , @#E AWS ZER R RAFENBITR
A, AHETIERRE

- AWS ZERA - L ZERBFRERE , PLEENEARSRIREMFTSLENRE, HBERAR
SEAWSEE P FHEREE, AWSSEEERIFEMAWSE EFARMSERNEFE, &1
LLEE - Z @R AEEMA Web ACL , &Z1]3E Web ACLBEE{Y (WCU) B & LR,

* SQL injection - WEEZEZERASQLIEEA Web B3R , URRENER ERMEER, RMRFTICHE
RAEERHHETSEBEZZREASQLIBTA Web FXRo

« XSS-HEBEFARMBUETHIFABATLER  B$ESRAFHBUESHRIEIASEEREN Web 2
B, BMXRTUEERATREEABRNEATTE , B MEHXSSHE,

« HTTP Kk — Web @RS E R IwEFREDDoSEZ WEB WA , SIINHTTPH K, ERFIwKN
Web SERBIBAIRENEEE , WERARSTRSEHUALLERRAERNRA, & , B LIEH
Lambda BXE{ =K Athena ZFHERIE AWS WAF B , LAg#I# 1T AL ZE,

- BESNRE - BEBEE—RVELE 4xx HTTP SBRIBMNER , EERFRSRE N IRER O HBHE
BB Web EARKZEBERE. B0 AR G815 BB ME HBZ IR IP ik, L#E
RAEREE Lambda BB Athena £# , B B)ZI4T CloudFront SEALBFEXL RS, FfTEHHEXR
B M — 3R 1P it AEEEREE KRB , LUK FEHT AWS WAF MR BIZEEERIERE < bt #E —
SRHE

- DHIREERR (IPFTESE ) - FZEBSHBCHANEEMRE IP it WFEFE |, flinsk
HYELE, EERRRTENERMAR, WAL RSNASLTEFTEPNER , HEIBHHER
BEZ IP it fER, A, AT RS P 5HER BB ERIE Amazon AR B 18 AT
BRI EE,

« BB ATIEES - T RFRFIH Web BERERXEREFREGEFIEAR A Fin o LEEHREE B
S, WERREHER R, T8 , FEEBBILAFR , fIMARMIRNTREEA , SHRELR
TECEBPRE, IR 5 AT 17 BY 458 B A £ S5 F R #38 A FHTERER .

&8 24


https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html
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[
BERECBBES , ROH BEERRREGRE LR AWS RS,

SeEER T =P AWS BRIGHY B EE

AEELR EANEE , TARLARS ZTFEENSERYE. MEFHEER , F2RAWS R
B, BEETYBREENER TEEXHHAAE AWS RFHNRBEH , FPOFRAE PRBRRE iR
MAMEEPHER,

AWS WAF HBit&8

AWS WAF &8 IP e R ¢ iR BB ER M (CIDR) RNARZ A HEH 10 , 000 f& P #h it &8
B, HERFREINSEEEDZRNLEE. NEFEES , FS2RAWS WAF EF. B 3.0 ik
B, WERIRGEVME IP RUERESERA , —EAR IPv4, Z—EAR IPv6,

AWS WAF ¥ A¥EMEA AWS EiE WAPIRCreatePutsUpdateEie , BEIIRFEVREZ A
— @R, MBEEBERRFR2AEITELAPIFI | Bt ZBEAPIRREE, AT HEIEE ,
BELRBAESEBLBRAENHEERENEE PEHTHMAEARR | BETIELAPIFML,

HMEBEEZE
T 5 & G M EE AR S R R EUE4NZBEE,
AWS WAF 15 8l

ACL LR REEN Web EEA Web EFABRXRHLENRE. MRARRMH—E AWS ZER
Bl f1 BETHAAl , BRI LFIEE Web ACL, EETE# A, FBERE CloudFormation & yes & 1H
BSERE ., F2HESR 1. RBSEEEN#E,

(® Note

out-of-box fERFRA X E AWS Firewall Manager, MREEEFEH Firewall Manager R HYE
Al , BEBKEITEREHRRG,

Web ACL £ 52 &%

MREEXERT (HSFEEILE ) AWS B SN hRBRIHEE | WiSHHIRES CloudFront ,
B AZBAS R KB EERES HTTP nosl yes - AWS WAF rate based rule,

[iT%:E] 25


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
https://aws.amazon.com/firewall-manager
https://github.com/aws-solutions/aws-waf-security-automations
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HAtm{EiEE (yes - AWS Lambda log parser # yes - Amazon Athena log parser) EE
EFE AWS EFZEI/TACLES Web EEUR AWS WAF B , MEEEZHRE (#SRIELE) sk
FREWIEE, MFLHK Web ACLREMFMEN , 52K AWS WAF B A SEE.

ARTHNERRE

AWS WAF R ERE Web FFRTHRAX, RE Cookie WEARE., ERRBFRIREKXRBRE
Hp— @R HERE , S LREHE P —EREREH AWS WAF M EEELFEX

- yes (#4E) - RBRARERYE , EEREBRTH. AWS WAF BREX/NREIRBER THA
‘@“o LEﬁ/kﬁﬁmﬁﬁﬁEGﬁ glﬁo

* yes - MATCH-#§ Web FREA/FER AL, H—:%EE'JEME AWS WAF ERZEFEX , MR
BRANREREETME. BRESA Block BMENRA , ESEABATHHEFR,

* yes - NO_MATCH - #& Web FRBATHERURER , MARBRUNBREFREETHME &
5 Web Y H 8855 Bl AWS WAF BB E Web F5RACL , RGEEMTHERFR BIFF 8 — Bk,

WMEFHMER , F2E0R PHEEEKX Web AWS R THWAF,

ZERRTT RERE

R EMENRFNEEPZREBRRLT R, BLARSEIEEAME—# CloudFormation H &
BN Amazon S3 EEFFEEHE. BEM —HENSELENER  AZFFEEHFEKRSFHAWS
WAF B8R,

BRI EREE 26


https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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CIE RS

L ERR T REFAAWS CloudFormation EAFIHEE R BELHEE, CloudFormation AN 15 E It f#
RAEZRDEE AWS WERKHEEM, CloudFormation & &2 & A TR &R,

HEEFEE

R E CIoudFormation HARACH , FREAAREREPHRNEENEEEZEESEIE, EE step-by-step A&
FRETR , RERARIGHIFBRENIRS,

HERRE 4 15 D&

(® Note
MREEDEDBUBRE R , FEREENRTG ZUBISERE R

CloudFront %

S8 1. BEHER

« E&H BEE CloudFormation &4~ AWS 1RF,
- WAXESHNE  HEEBNEAEAENAFREFITrESHE,
- BEHMSASY  WRFTERE,

HER 2. 1§ Web ACLER/EHY Web FERE T I AR

&8 H CloudFront Web 73 ALB ( 2 ) ACL ERLLfRR T REER Web B, BAUREE
BUAEHEN D HRNEH T EH[NEB,
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BT NS EFTRA
CloudFormation , #&
NEFESEHBREN
REINEE.

HER 1. RRE HE
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HiEEE

B8

RAFFZ IP ENREHE (2
)

BiE IPENREH (08E)

&

DU

MREERE/AFHN IP £
A IPRE  FWAEF (15
HES ) MAREHE (2
i) . REREHH IP it
288 MERTREHR P
EPBREM. BRARX

BE&RE 15 pENREH, W
RIEWANTR 0 2B H

F15, BREREEKERA

15,

RERES -1 (TR ) LB
B IP R &,

MREEERACERE IPE
B IP RE , FBWART (15
NES ) HAREHE (2
i) . REREH IP it
B8  M@ERATREHR P
EHRBREM. BRAREX

B&RE 15 D ENREH, WM
REWMANTR 0N ZBEHH

F15, BREREKERA

15,

HEREAR -1 (FER ) LA
B IP fRE,

HER 1. RRE HE
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B8 & DU
ARFFHIERL P FEBHARFEK <ER@A > MRIERA IP REBBMSH
BHEE T B4 (FR2RLITMEZH) X

B P i BRI EE
FEEEL  ERABNNE
FE b,

WMREARMA IP REFBE
BERETEHEAN , BFREE

B (&%)
HEREERE
HREFENRES (X¥) 365 mREEERA CloudWatc

h BEEEENRE , FEA
BT (1RES ) MARSH
B (X&), BoLUEE—
RQ)E+EFE () 2BHREH
B3650, BIFFER , HFHE
E—F%BH,

G H
H

ER -1, ERBR

o

B 3R

St %

6. ## Next (T —%).

7 IREHEBRBEE L , AU NUAMETNEREEER (#/EY ) 6 YREHMRE, #F
Next (T —2%5).

8. EMBMNEVEMRL  wEWERERE, BNAHR , RSB SEEIIAMERNAENEAEAI
o

0. BERIUNBHR,

EAREM P I AWS CloudFormation £ & it BIREE, BEZEE XK 15 2 ERRE
CREATE_COMPLETE #R&E,
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® Note

BRT Log Parser, IP Lists Parser#l Access Handler AWS Lambda BERE{Z 4} ,
WEERTRIBEE helperfl custom-resource Lambda ¥ , BELRB R SEHAE

REHA = R E T M BREF 4T o

ERALLARR S REF , BE2E AWS Lambda = AFEIFME BKE , ERE=ZBXEHRS
RHYESEHEAT, BIMRECRERY ; cMAREEMEBERNMXEERE,

EECEHEBERNFMEENR  FEERERS|ER, 158 BadBotHoneypotEndpoint{& , BTAPI
REHER S, EeELE , RAGESE Web FEAER 1 WH#R Honeypot B FFEH T,

SER 2. 4% Web ACLEZIZRRY Web FERTE R 2 31 B3 Bt
FEFEW CloudFront 24 ALB (2 ) , MEAZES R 1 PEENEFRRBA AWS WAF 2 #%.
B EHE,

1. A AWS WAF A,

2. BEACLEEFEA Web,

3. ERAH AWS BIRZSIER L | BIEHE AWS B,
4

5

. EERERT | 18 CloudFront 25k ALB,
CRBERZEER AR BEMELUREEE,

SER 3, %€ web IFHIGC 8%

EX7E CloudFront 5} ALB#& Web ZHY B 5 EE EEE M Amazon S3 fEZETEE | LMELE R T Log
Parser Lambda BNE({E .,

1 5 #1E K Web CloudFront FH B 5%

1. B A Amazon CloudFront &,

2. ZE Web ERERXN DM , RARBEDMHERE,

3. 1 General (—fi%) RE|FEHEK L , ##Z Edit (W),

4. §t¥ AWS WAF Web ACL , IZIZZ K Web ACLIER AR (HBEBBE ),

HER 2. 1 Web ACLEZSEHY Web FER T2 3\ 22 1 R 56


https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudfront/

BZ 2 A8t AWS WAF EfeiSmE

5. B11 Logging (fc#%) , i#E#E On (BRX).

6. &% BFEFFATR  BELEZANGET Web FELHFFH S3 REETE. EAURARIEHEN
FREE S3 i  WEHS EAB CloudFront WEFAl, TR XFESSIREE 5 HHEIB
WRFETR AWS IRF, MEFMENR , 52[E (Amazon CloudFront BB A B3EE) FHER
CloudFront 7 #8 A P9,

7. RARFEREAANBERRARZNTE, BUNETEHE SERSIER
AppAccessLogBucketPrefixParam ( 5% AWS Logs/) A& EIF &,

8. ##2 Yes, edit ( , fREE).

MEFHMERT , F2H (Amazon CloudFront B ASIEE) PHREMEAFEEBLR (FIA

£ Application Load Balancer £ Web ZH B &

& A Amazon Elastic Compute Cloud (Amazon EC2) £## &,
EEEHEKF , B Load Balancers (B H F#89).

EE Web FEAEH ALB,

£ Description (3#iR) B8 L |, i#1F Edit attributes (fREB ).
i#1Z Enable access logs (A ZEL A %)

$H¥ S3VE , MAZRERRFERE Web FENHFN S3 HFITREHE. EVURAREEHEBNFH
HIRAE S3 fEfFATEE |, I EH Application Load Balancer B A B 5K,

7. BEFFERERAARBERRSENFTE, BUETFEHE, SHESIER
AppAccessLogBucketPrefixParam ( 5% AWS Logs/) R EIFH,

8. & Save (&1F).

o a0 A w N~

WMEFHEA

=t
r-vt:o

722/ Elastic Load Balancing A &S H Y Application Load Balancer Fy4##EY B

£ Application Load Balancer £k Web 77H A 3 57
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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S EEfR#F IR 75 = AppRegistry

fRR 7 D E Service Catalog AppRegistry EJR , AJ#% CloudFormation EAMER &R A
Service Catalog AppRegistry 1 AWS Systems Manager Application Manager F#IFEERTE

AWS Systems Manager Application Manager 2t & kR A REEERNEARBHRRE , B8
A

c RRPRUEEZREER, BHEBNELERLTREEBRNCHBERRAS AWS IRF , BUR B,

- FEARANATHRRUERST RERNVREER, flm , BEHRE. CloudWatch BR, EiRiE
RENBRIERE,

T Bl Application Manager Ff#R A R#EBNERAENWIREH,

AWS-Systems-Manager-Application-Manager Start runbook
[ Components (2)
Name | Alarms Application information | View in AppRegistry [2
=] 8 AWSs-Systems-Manager- Application-Manager
Application type Name 7 Application monitaring
[ Aws-Systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled
Description

Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsltems Logs Runbooks Cost

Insights and Alarms info Cost

Monitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer

Cost (USD)

Application Manager FHIf# R 5 R B

RBUA CloudWatch Application Insights

1. & A Systems Manager £ &,
2. TEBEEKSD | 1B Application Manager,
. EEARIY , BSUBRFRNEAERNERE , ARERNE,
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https://console.aws.amazon.com/systems-manager
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EREXABRERARARRMTEARARAZRHE  IREFHRETEEHE. EHE. RF ID
FHEREBHES,

4. EHERE&ED  EELERANERAESH#HE,
5. TEEEE R 5|2 Application Insights # , #E B E)EXZE Application Insights,

Overview Resources Provisioning Compliance Monitoring Opsltems Logs Runbooks Cost
Application Insights (0) infe (® view Ignored Problems | Add an application
Problems detected by severity
Q, Find problems ‘ | Last7days ¥ ‘ | c | 1 ®
Problem su... ¥ Status v Severity ¥ Source v | Start time v Insights #

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and Includes the permissions the service requires to monitor AWS services on your behalf.

l Auto-configure Application Insights

RECRARRAREANESR , B R TIRETR

Overview Resources Provisioning Compliance Maonitoring Opsltems Logs Runbooks Cost

Application Insights (0) it (O View Ignored Problems  Act | Add an application

Problems detected by sewverity

Q, Find problems ‘ ‘Last? days ¥ ‘ & ‘ 1 )

Problemsu... ¥ Status v Severity ¥ | Source v | starttime v | Insights ¥

@ Application monitoring has been successfully enabled. It will take some time to display any results. Please use the refresh button to
view results.

RXA CloudWatch Application Insights 59



RO EL IR 75 SR AE BB Y B AN R R

RBARAFRTREEBNR AT EERR , ELAEERLIIEER , TREFUBRERORAN, &
ERBEATERE

1. & A Systems Manager #2548,

2. HEBEEKSD | iBIZE Application Manager,
. EEARERY , BEMMASRNWEARIERE , ARENE,

FRAEXABRERARARRMTEARARXEHE  YREFMRETREE. EH. RF ID
gERHBHES

4. EBERCIEERP , ERAF , BEHEEHERR,

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. EMEERAEFEBEE L , @A confirm , ARBEGTEEAEER.

RBARFRZAREE 24 M e , TETREREHR,
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https://console.aws.amazon.com/systems-manager

R B2 f# R 75 SRAE BB Y BN 0 B AR R

A Cost Explorer 2% , 8 AARR AR fR RS RBBEBHN KA D BEER , TREEFUBRARNK
X, BAPEEBRAGERESHNEERFBA, EERARA S BER

1. A AWS Billing and Cost Management # Cost Management &,

2. EBEERYD , ERHEDEER.

3. ERASEEREMNL , BHEER AppManagerCFNStackKey , A% R EERIVA R PZEUER.
4. #12 Activate (BA).

AWS Cost Explorer

A LUEIBEL S |, 7£ Application Manager 12 & P& & B E A E X M FE A E X o448 BB A A 28R
Bl AWS Cost Explorer , MK A% ELBMA. Cost Explorer iEiB 2 — BB AWS HE IR A
MAENWIR , BEMEEENER, BEEAMRSZRBA Cost Explorer :

1. A AWS Cost Management £ &,
2. EEEEES , #E Cost Explorer LA AR5 REEFENRANAE,

R A BRI SRAA BB R A ) LR &R 61


https://console.aws.amazon.com/billing/home
https://console.aws.amazon.com/cost-management/home
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ERTERIR 7 5

MRERTMEMBMRARLR , FHRRUMLEFEHAERTTRB CloudFormation #& | LSRRG =R
BRIMRA, EXERCH , FLAAERENEESE,

1. A AWS CloudFormation £# &,

2. EEISEYRERTEIUHE,

3. BEUEIREMaws-waf-security-automations CloudFormationf &,
4. BEEWN,

5. EEEMK B AT g A,

6. EIEEHAT :

a. EH Amazon S3URL.,

b. B# aws-waf-security-automations.template BYEFEAWS CloudFormations
c. #EFREE| Amazon S3 URL H#H,

d. #F2Amazon Amazon S3 URLX F 5 . FURLE R EEHE A,

e. IZ# Next (T—%).

f. BIXEE Next (F—%).

7. E28T RREANSH , YRFEERECM. F2EIE 1. BEERUEGE2HHNFRE
#o

8. & Next (T —%).

9. £ Configure stack options (R EHEIREIE) HH , i#IF Next (T—F),
102K EE L , RRAERNRE,
1ENEFHEANTREEEYIAMERN T,
12EEREEBEEYRIEE,

13 REEFHBUIEHE,

B LATEARREM 9 AWS CloudFormation XA EFHENMRE, BEXEERN 15 0EREE
UPDATE_COMPLETE #R&E,

EHMEESH

THBERHERMIL ARG RORENEBSE,
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https://console.aws.amazon.com/cloudformation/

&£ BEIL AWS WAF HiFEm
BB E R
ERUHB %  LLASEFNEBREFRESE. BOEEFLBRBTRUSY,

WAFV2 F i

& 3.0 IR , Jttﬁﬁ}kﬁﬁiz% AWS WAF V2, Ef#§FTE AWS WAF Classic APIFFIYERX A AWS
WAF V2 APIFIY, JEEPER Node.js EHVMEMKYE , W EA RS up-to-dated Python #ITRRE, BE
ﬁﬁﬁaﬁ)ﬂﬁb%)&ﬁﬁ?ﬂmm%ﬁlﬂ EMCE |, BB 3.0 RREFRAIE AT HEE,

HE B T TR RY B AT

out-of-box R AWS tEF €4 A CloudFormation #& K A EBFELHEEN —4 AWS WAF F A
HEBEE , RPTEZKBITEREMRARFEBNHRA, Stack EFEEBELEF, REE
BETHRA K BEREEBRARZABRIEBWHRA,

® Note

MREER 3.0 R 3.1 A RZBRFERE RN 3.2 IRREFRAE , MBESF A IP Hhutid
ARHFRIEEN IP £ |, BHEEEREL IP iR, ATHILEEEREE | FEARE
RERZH , EAHRIELN IP £EFER P #hit, A%, TRAKE , REEN P tutinE
IP ££, 582 get-ip-setHl update-ip-setCLIT T MREEHEA 3.2 RBEFHRA , FLREL
TR

BEREEEN 63


https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
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M %4 5B AWS WAF BEEmM

FRRREMRT R

EEMBRELERRS R , FBMER CloudFormation & :

1. & A AWS CloudFormation 2 &,

2 BEVRFRWRMEE, FiEHMERS REBES 8 BMER,
3. EE MBR,

(® Note
BREZEFRRS REMBRERT REANA AWS BIR , 18 Amazon S3 TR W
REL P ERARRBIBAWAEHE 5| AY R EE M EMER , 5B5FEBMEREL IP WAF API
£, REMERER,
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https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html

W& £ B8t AWS WAF BiEiEE

ERBRT =

RERHEIFBHRT RREAFRT RVFERA,

B NIEEN IPE (FH)

BRE LR 5 MY CloudFormation @& 2% , B LR ZEEF BN AFNIERE IP &, GHER
BBR IP i,
EA AWS WAF =85,
2. EERISEERF | EEIP &£,
. BEAFBEN IP &, YREEHWIIEFE P bt
4. BEIERFEMN IP £, WHIEEETHEN P thit,

£ Web FERER H#: A Honeypot E# (EHA )

MREESR 1 PEByes TRRARBRBBEARESE. BMEHEE , CloudFormation BAREEVIKE
BEERENEHIRE, LEMEEEINEBRAABTHNENTEMBANEARER,. ERERE
FEEAFRULIRE,

B, ARMEGEEMEEA | flnBHE2REEIMTIRE FE4 bt EEHE K TS ERFIEH
in B, EIRHIF | Access HandlerLambda B EREMIE FHRARIEINER , AREHIEEE
BtH AWS WAF R BICAHSHR B R IP #huk BV & EFE Ko

ERATHHF—ERRF , BXKE CloudFront 7 #sk WFERIRAHEEREALB,

#3] Honeypot i 25#Y CloudFront JR %4 {7 fR 85

$H¥{E A CloudFront 0S8 B K Web EARER , EFEALER, £H CloudFront , B LLEE
robots.txt R , UiHBIEBI ZrEEZ A HBREENABIEEE MM A, R TISE | Ll
ABREHER K ARBPEEMTAFCELENrobots. txtEER,

& A AWS CloudFormation £ 4,
2. EERESBR 1 PEENKE, REHE
3. i##2 Output (& H) E5IER.,

ERAFFMIERN P& (ZR) 65


https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudformation/
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4. # BadBotHoneypotEndpoint& s , ERixE URL, BB TR REFAENMETH
- IEEMER (B0 xxxxxxxxxx.execute-api.region.amazonaws.com)

« X URI(/ProdStage)

& A Amazon CloudFront £ &,

BELEERAND i,

551212 Distribution Settings (2 #iz%E)-

£ Origins (JR%AfRIBRES) FRE Li#$F Create Origin (B RIARARER).

EREAEEBMAT  BEEESR 2 PERCRBURLNER BT, 1€ Web ACLEERRY
Web FEAEE T BB,

10ERBEEF , W EERESR 2 PEBURLHFER. # Web ACLEEER Web FEARENE L BIRE,

MBS HMBLHNERE.

12381 Create (B3I).

137E Behaviors (1T4) 28 Li#F Create Behavior (B3I 1T4A).

14BN FHNRENTA , YAEREOFNRAERREE. STLERBETHESE , flanEE Web EARERAH
HttABHFEERE B,

15BN ARFR IR EERAED 8. RENWAIERAERELER, fln , FRATHIER
W5 H -

© © N o O

<a href="/behavior_path" rel="nofollow" style="display: none" aria-
hidden="true">honeypot link</a>

(@ Note

BEEAREFPLEERE T ELNPBINIREFIEE, rel="nofollow" MRENIRERE
=3  FEONER . MEMBAPEESRARVFMENR |, 55208 Google FAZ AEIER,

168 EMUER B S robots. txtVER , PAMEE I HEER , TR :

User-agent: <*>
Disallow: /<behavior_path>

1% Honeypot i & AR 4 S\ BB E 75

SR HEHN Web BAEN , BERALLEFALB,

# Honeypot i B Rk 4 S\ P& 45 66


https://console.aws.amazon.com/cloudfront/
https://developers.google.com/search/reference/robots_meta_tag

HWZ2HEL AWS WAF HiEEm

1. A AWS CloudFormation £ &,
BESESR 1 PEENHEE. BEHEE,

12 Output (B ) FSIER,

#£ BadBotHoneypotEndpoints #4882 URL,

I i BB R A SEE Web RA ., FRAURLBIESER 2 FERMNTE ., & Web ACLEEEH) Web
FERENEIEE, RENAIERAEBRBIERS, §ln , EFRETHEXBEES -

o k~ oD

<a href="<BadBotHoneypotEndpoint value>" rel="nofollow" style="display: none" aria-
hidden="true"><honeypot link></a>

(® Note
WREFFEMA rel=nofollow Rig Ri#Es A EFE Honeypot URL, B2 , HREFEZIN

HNAE , A GELDSHET AT EErobots. txtWER, CEEERIMLEERTE
BHRELIREDIESE, rel="nofollow" MREBHIREAREESE A FUEA .

£/ Lambda B ZIHTESJSONIER

A Lambda B55Z|#88JSONIERETHHTTPKRE

MREESE Yes - AWS Lambda log parser BRAMKBEBEASE , R REEIEH
HTTP HVAEREREZR , WA§H<stack_name>-waf_log_conf.json LEZERARIFHK AWS WAF
HFERMN Amazon S3 #EFirRE. EESHRFMBTFIRER , 52/ CloudFormation & HY
WafLogBucket@%, T EFETEHI,

CloudFormation X CloudFarmation Stacks > AWSWAFSecurityAutomations: Stack details
Stacks AWSWAFSecurityAutomations Actions ¥
Stack details
Change sets Stack info Events Resoure o5 Outy Parametes s Template
Drifts
StackSets
Outputs (4)
Exports
Q
Design
Key ry Value v Description v Export name
Previou: !
ApphceessLogBucket app-logs-bucket-name
Feedback
BadBotHoneypatEndpoint https:/ f{restapi_id}.execute-api{region}.amazonaws.com/ProdStage Bad Bot Honeypot Endpaint
WAFWebACL 1234a%a-a1b1-12a1-abed-a123b123456 AWS WAF WebACL ID
‘WafLogBucket waf-logs-bucket-name
==]
[
iEE_" iﬂ'] II:H

f£M Lambda R #4728 JSONE S 67


https://console.aws.amazon.com/cloudformation/

M %4 5B AWS WAF BEEmM

WMRIETE Amazon S3 LIREMB B <stack_name>-waf_log_conf.jsontE®X , Log
ParserLambda BNE S RIEH AWS WAF BFERFEZEHE., UT 2 HIHEREER

{
"general": {
"requestThreshold": 2000,
"blockPeriod": 240,
"ignoredSufixes": [".css", ".js", ".jpg", "png", ".gif"]
}

"uriList": {

"/search": {
"requestThreshold": 500,
"blockPeriod": 600

HTTP HKARERER
SEYIFETHIER

o —i%:
s BREE (SVE) -SEIPHUBH2ETESHNERLR. MBRSREFEHAEZEREREH
CloudFormation ¥ & ERMNE.,
o IEHHARY (ME ) - HEEEA IP Hu Bl (U EAEN ), WERFRESHEREERES
E#T CloudFormation & EHZNE.,
s ZBANFE - FRUEREREANBERTET AR KREE., REBER , WEEAZTA,
« URllist- EALERERISE N EFIFRRAEMNHEABURLs, BIFER , WEEAZER,

EWAF B F5353Z BfWafLogBucket , Lambda B SI#ss NS EFEALEBERTHNEREBRERECM.
BRARESERBEAEZHEREFEITB<stack_name>-waf_log_out.jsonFE A NEmHER, W
RBEHERTSHINAREEN IP i /FE |, HRHFREKEMFEE HTTPFlood B9 WAF IP £ |
MEEHRFECMEFRENERAREN. IRBEERSLE IP bl , FRECVHEBERRETEN , =2
RERBEBERBIBRERS,

£/ Lambda HFE&I#T 2R JSONE REITHHTTPKRE 68



&2 BE1{t AWS WAF EEEmE
£/ Lambda B2 E8JSONERETRIESENIFERE

MREEEYes - AWS Lambda log parserfEF Activate Scanner & Probe Protection #8482 & |
AR REBY R A WHEESR , Wi H<stack_name>-app_log_conf.json ELEZERREK
CloudFront 5 Application Load Balancer H &R H EEZ& Amazon S3 178,

WMRIBTIE <stack_name>-app_log_conf.json Amazon S3 L#wREMAESE , Log ParserlLambda
HEEEEEHR AWS WAF B ERBEEHE, UT2EHIHERER

general’: {
errorThreshold"”: ,
blockPeriod": ’
errorCodes”: ["400", "401", "403", "404", "405"]
h
uriList": {
/login": {
errorThreshold”: &,
blockPeriod":

}

/api/feedback": {
errorThreshold":
blockPeriod":

FHBNREAEER
ZYSETIIEE :

« —f%:

- WHEREE (SE) -SEIPHUES ENESHNERBERLRE, IBRAARSEALERESE
#T CloudFormation & EHZNE.,

o HEEHERE (XE) -HEER P iUt EE (UoEBEN ), WERFRSEREEMER
E#T CloudFormation & EHZHNE,

o FHERNE — A% Teturn AREBBHR AR, BIBFEAR , FEGHK THHTTPREHR AR - 400 (Bad
Request). 401 (Unauthorized). 403 (Forbidden), 404 (Not Found)# 405
(Method Not Allowed),

« URllist- fEALLTRE TERFE KB FARRENHHHBBURLs, RIZFERR , WFER/ZER.

& FE A2 X 17HN H 553K 1E RFAppAccessLogBucket , Log ParserlLambda BHE&F A EHAEERFH
HEREEEM. MRIREEEREAZHER TR <stack_name>-app_log_out.jsonF &
ANEHER, IRAEERETEEINEREEN IP HiIEE , #RARSHK TS FIESNR

f£M Lambda B #4288 JSONIE SRETIR R MRERE 69
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B WAF IP £, THHTMEFNENERER. MREHERKE IP i , FRECHEBERRE
BN, IRECRBEBEREBRRRE,

EHTTPH K Athena B & SIATE5 URI A {58 F Bl 3R /b [E 0

BT APk B 3R/ [E A Athena EF#URIZAE |, SUERIMHEESEZTFEAURIERHHTTPH KK
B, ZEELM , BEMEHEEE , B Flood Athena EF#) S 8 W KFER 0 B EH A —{EiR1E
HTTP (CountryURI, . Country and URI).

BB UERKEREEFRRRESE , KEREERAFRRE, FlW: {"TR":
50,"ER":150}, MIRAFREKELREANRAELEERR/BENFR, BRARIHERAHM
B ZRAVFAR LA RREE,

(@ Note

MREKBERMBEERRE , BRI REBHE Athena EFFEKFITF T SERMEE. W
FAMES  FSRLB 1 PNSBERR. BEHEL,

BRFREREELDENHBE AT EFRRE, EAILER Athena EFFTRBHE (2E) 2
BURERE

® Note
Athena EHEAFERRERUBRE , LGTEES ENRE. HW
FREE (ERRERZRER/MENRE) : 100
Athena B #THREHERE : 5
Bo#EFKREE :20=100/5

¥248 Amazon Athena &

mRMYes - Amazon Athena log parserARIAMEHTTPKRES AR EBINREREZSLZ LS
BUREL |, WER A REE NI HIT CloudFront 5 ALB(ScannersProbeslLogParser) 8 AWS WAF
5 (HTTPFloodLogParser) B Athena &7, Z4#T#HI AWS WAF HHEE 5,

AT RERELFEEKLE , FRTRERBERZBINEEHARRIE AR, MROTRBEEE
Athena EFfAMER D EIEREIE (F. A, BNNE ), REBERAR , ERERASEHNIT R &

TEHTTP#tK Athena B ESIATESURIA 6 A Bl ZR/itb [E ] 70
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LA3EiB ¥ Athena Query Run Time Schedule (Minute) SE8 2B ERREHHITHR, BRIBFER
BEEHVTERFRERNI T/ NRNER, ZUUEFEWAFERBEHEASENE , UREEHF
HENERE, MRAARUEKEARBEETTRAN IERES , UEBEHFEHMEAR,

® Note

52 Athena B EAFEL AWS AWS Glue Data Catalog, MR AREE PEVENAR
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