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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTags.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to allow tagging>"
}
]
}

®E , BUUFERERIIRER , AR TABELNERUANMEER. EEE
—EEBHRE , ZRBRERARANSHENERARE, #F , THEHMBESELFR
Amazon ERE R (ARN) 5B EER.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [ "tag:*" ],
"Resource": "<ARNs of resources to disallow tagging>"
}

]

fER TERIREER TERARENER MR#A 1.0 12



https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://console.aws.amazon.com/iamv2/home#/roles

RiC AWS BIRMERRER EREES

6. T1EJSONZS|IZEEL , B E THIRRIBARR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*",
"resource-groups:SearchResources",
"resource-groups:ListResourceTypes"

]I

"Resource'": "*"

}
]
}

@ Note
BEARARE NS REEHNT "ERFEER BIENER.

7. EE Next: Tags (F—2 : BH) , REIERE Next: Review (T —%F : ®BE).
8. BAFREENBBAMIER, Hlm . AWSTaggingAccess,
9. EE BYBX,

RERNEHERTIAM , ETLHHMNZREEIBRE  fINAe, REREAE. DROTHE
AR E S RENBMET , FSHAMER FIEEHWFENEHIAMS 5 BEVER,
EREBRHORENGEZEE

AWS BR# XIFLUTRE

- UBERERIKE — fln , BB AFFEAEHTGetTagkeysTGetTagValuestEEN K
B BEFRAFEMERERT,
- REEPHNERBRER — 372 R X EAARNSKIE E KB+ 18 B &R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

RiC AWS BIRMERRER EREES

- UERAERNERE —FEREXEERRRGTERAERER, i , ST 2T —EReE
FEAEE2FERNREEAEEGHEERNEE. WEFHMENR , F28HAABACE AWS? 1 AWS
|dentity and Access Management £ &6/,

- TREEE — AU EREAAERRESRFECEBNAE,

BEREERTERTARBERAE.

ERERFERNMEE BSHFFMEN AWS Identity and Access Management (IAM)
FET5IERE, AWS Identity and Access Management Fi F 155 :

3
o
&

- AWS 2 S1ER R IAM
- EBRESNEIE. ERNFREE
o PR&EIZEL AWS BIR AR

EREREO BN RES fR# 1.0 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html

RiC AWS BIRMERRER EREES

BREERNER

FHAERRES K SUMUBRIESR , USRI AWS BE BTARELENER, ZRZSTLIHE
20 BEENNERER  HERIFAI resource types (FTEERER) REVEH, EHNEHTUE
EEEEBNERIREEENER. FEMESESEN , 28 (AWS Resource Groups RS
M) PXENEREEGH "ERFEEREE. W,

RIZNEBNER <R , KU UERERFEESR K ERR , IBR. REIMBRER.
SERENEBNER

1. B "EERESR FEA.

2. (BEM)EEFEEAWS B TEFESEERNER, fTER , SEALENE, HRALLE
F , 551212 us-east-1 l us-west-2,

3. REREH TAXNBEHTREZEL—EBEERER, S XHMERFEEZERZ 20 EEBIE
BRED | i#EE All resource types (FIEERER), HRAWRER , BiEEAWSEC2: #1TEE
F:: S3:AWS: f#1zETEE,

4. (EBEM)E "E8 BT BAZBESBIERRSIBEAERY  BETHHNERRES AWS B
B AEFREEEZLNER. B AZERER, By "B, PEFNERReRERERE
h, BOURBFEDZREZEERE, EREESNSELBATEANETTHHRENRSIEK , A
BEBTRERRSIE, THRERE | 1B Add (5118) SIE T Enter 8, EEBEHI+S , YHEE
Stage (FFER) EHBRSIBNERETEHR, EHESEENN , S —STHINEHERNEE,
EENMEESER , FiEE Add (¥1i8). THSKANDEE FEMGER K REEARSERREKE
HEEERERENMEREEEENER.

(® Note
ERRESRTESENIXEERAZ T,

FESREEARRRCIBEFZSEAENER  FHEHNEEAMEERIEBN S —EFR , Bi5E
TENE. FRELEEAEEEBRRIBNEBRUREFEMAMBENFMEER, BEES XN
Bo

1 [RR) REEZA , USKMBREPEEHENAEER AWS B, hEFASELERE
ARENER , YAISREREBNER, EENECNEMBHRER A FEESEBNEL LN X

MRA< 1.0 16


https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
https://console.aws.amazon.com/resource-groups/tag-editor

BIE AWS BRI BRI EREEE
SEREFEEREEAZNER , HEE (ZEH).

® Note
ELERINEEEEEBNERCH A ALKELEREAZANEERENEL —EE
R AWS [EiF,

5. BERMNEHFE , FBIEE Search resources (23ER), HRGURKNWERBETRE [(BRESHE
R B,

EFREKEEIR , 551 Filter resources (ERHEER) P AT MENEXF , fINEREEH —

o

& i

\

® Note
BRI AR F F R RENERE R

6. (REMN) ZERTE EBHFEESR TERESERPERNN  BEERESERPRE "REFK
E1 EWmER.

* Preferences (RFERE) EH L , ERLHRETELNRBSERPNIIN. NREELEEER
BHPNAMAXT , FE I "BETRT) &IEHR,

FRECERREESFTENERIETHR. SUUHHESERPHENSEARKEIESHERN
BN FEET M. RIEFLTHNERR , BUBERHTILERE. EERARL , FREERSE
R ER , YR EREMEERRER.

BREFA RMANE TSI | #1F Confirm (FEFR).

BRENBEMEZERNRETER

ERREFSETMEERLNERER , BERRURN 'SREFCEANER. BRH.

MRERRB LSRR TEM "RE, B, AU ERSERPEREAERNZERE NE.

BENFEEMEE RO REER hR4< 1.0 17
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® Note

AEFRANTFEENERNESR, S UUERTERESEEZEERNER. NEFHE
ﬁ%ﬂ nﬁ/ﬁ ﬁﬁﬁ*mﬁﬁiﬂgg i@*%ﬁo

EERERSERIBPFURNRE A RERER
1. BELERENERLHERE,

® Note

- MRFMBERBERBEETEMBRSIBNER , AESETRA (RERC).
- MRAMBREREEEE TS MBENER  BRAE , AESERS —

2. ZALWAHE , IREFUEBNEMER LEFENTAEPETER, SHETHRE B
BE) , S EERMERER,

= ERBAERERNATAERR
1. % "SRESLEANER WERY , A HEERERERENTMER , B "ER, #Pw
HF, Tags (BER) M ARITRNEFRRIBRENER,

2. £ Resource tags (ERER) PREEEGER, f40UE "EEEE, EEEFIABRERE
BiE TEEMEERNES. REBMEE.

@ Note
MRLBBINCKICHEREANER , FESENEERLNABEREE.

BERELRZE csv iR

BALKSREFRNERELUEREFIRERSRE (csv) BR. csv BERTEREH. KRB,
#E, BRIDs, BREH  URESHEEK —FRENR. csv ERXRTHHEHERBTNERMAE
BRRE  HEEERELKAERNA —BWLE.

1. & "ESERLEANER) WERT  EE "TREREWHE, CSV,

BEREHZE csv BR MRA< 1.0 18
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2. ERBERLRRTRE  FHERRM .csv B, IRERRBEINFENVLE.

BEREHE csvER MRS 1.0 19
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EHERREREERR

BRIEZEENERR , BUUHE, BRENRES I H2HESHERNER. ERIFEERSEREMH
NEEFNER, CHFRTELEBEEZBERRER. ERNBRBEZRAHERAPL

/A Important

AAERBRTREEARNES Pl) AEMEEZRHRET . RACARRSECRBERENE
ER%, BEBRTERARBARBRER.

© HitEEE@LSR

AEESRER TN ERFESREZFLER AWS Management Console, B2 , Bt LUE
EEWER AWS ERBEBFERAUTIE

- BWAILMERPWEGT , £ shell BRATRASIM A resourcegroupstaggingapi s
AWS Command Line Interface (AWS CLI).

o BT LRI FE ST PowerShell 385 #E6EH AWS Resource Groups APITE R ESE AWS Tools
for PowerShell Core.

s B LAEREMTANEFAIZEMNETERF AWS SDKsEIBFEHEREHHZER APIs , flin
Python APIs H#E52 5k Java APIs B #E5C,

EEHE, BRIFEBREVERE  CRe2EEERCEANSRERERPENNBLERNEZ
B, EULEEEEH L EEERNRS 500 BER.

RHERTEEZEZNNER

IBAILAE FZ R EE ST ¥ Find resources to tag (BHREMEZBNER) EHERPHNFMEERIMIEE
®,

(® Note

AETERPANAAEREZFERNER, L URERLNERNERE. MFEFMER ,
A2RRRNEREMZEERNEEER.

AR R R ER R4 1.0 20


https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
https://docs.aws.amazon.com/powershell/latest/reference/items/ResourceGroupsTaggingAPI_cmdlets.html
https://docs.aws.amazon.com/index.html#sdks
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/resourcegroupstaggingapi.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/ResourceGroupsTaggingAPI.html

RiC AWS BIRMERRER EREES

1.
2.

FR TEBRESR) TES  AREREN , XEHSELLESLNZEER.

i 'SREFLEANER NERRED  ENZNERBRNERZ ENKEL R, EREERK
MEZEERTFAAXFFZH , UEERSEREHE,. ID. BRBIERE. £ Tags (BR) R+ ,
AR BRINEREEARR,

BN -HSEERNZWMAR , RAREE (EEMBRERNERR]

£ Manage tags (EEZH) EE L , ®AEMEER LWEE, HALHNRKREHED TESE
R, BZRSKEBNEELESE 1 PEIWER, 1B Add tag (FTIEER).

WAZERSIBNEANESE, EHERFD , B EEBETeanMZHEDevelopment,

(® Note

—BERRS A 50 EEAEERNER, NREEE 50 BEAEEANER Bk
EESTEBTNEER. AWS EENERTEAR 50 BERR. EEENER
f EERRIBEAERE ., CEEFEOSEMEERTEAENERSBAZY
SRR,

TERMEERE  FEE BRI LYEREE,
MBFIEZET | 522 Apply changes to all selected (EREERMAEZRIMNER),
BIBRENNEREE , EAVERTATEL 2 ENRE., TEHHERRER —EAERER

RITRAEMER. REEXY  FEERREBENMERNER, FERIIABBEERERER
HLE , ARBEE,

MREBESFRI»REHERARD , FSERHFMEBREE, MRERETLNE (FIER
TR), BuUEESEFAMNNERLEXNEEEE, NEHMEN , 552 Bthe section called
‘“BERABNERET,

wm B TR E R RR

BRI A FE R ERFESRY Find resources to tag (ERENEEHNER) EHFERTNIMEEREEREF
WEEE. FEERSRFEAMHEEEERSIBNFEMEERLNERE. CEIEFTEEEEE

7, BETURBRERYERAFEBELURBRRDRREERARY ., ESMRMmMBEER L EAXEKS
BNFTEER.

mEFMEE IRV RR W7 1.0 21


https://console.aws.amazon.com/resource-groups/tag-editor

RiC AWS BIRMERRER EREES

/A Important

ANERBTREEARNER Pl) AEREZRHRET. RACARRASECRBIRENE
BER%. REETERRBARBRAER.

1. £ Find resources to tag (BREMEENER) EHANERD , ENECEEFREEBNERSX
EX 5. 7E Filter resources (BFIZER) PMANFFH , UERERNEBR ID W —%B5. &
Tags (ZH) #4 , FIiZ  FRINERCERESR,

2. i##E Manage tags of the selected resources (B FTIZE RNER).

3. 1 Manage tags (BEEZ%H) HEE L , M Edit tags of selected resources (#mEEFTE &R IER)
b, BREEZERNERLNER, ¥ALHNRBEATREBERTESER , ERERSBELED
R 1 hEINERNER.

4. BE, HEIRGERE. REEBRBLARERRIE  OERENRERAN.
HEHBEFD , B TeanZRNEZERQA,

MRGERNEREE-RSIRESTENE , IZHNERESTEANERESETIE &R
B, WiF, EEEBRT  #EEREARFERR—ETHNEE , EFIHAMZERP IR
BRENFATAE,

MRLHNBEINEREGCFTENESE  ELWAERERN , a8cRBET. Hla,
RENEBEFNEREE QA , ERGA QK , XERBER. THXBFERNERTIRNE
ERZENESRERE . EAMBERLNEREHRSEE, THEHP , 4 EE Team
ERERSIBHVMEMEZERNEREEEA QA, HREZBTeamZEBNFMEER , EFEEERX
EQAMI TeamBE,

5. THEBEER A FEEZERE|LEALE,
6. WMREBEZEF  FHREIE Apply changes to all selected (EAEEZFTEIRIMIER),

7. BRBLEFFENERBEME  REFRBRTRFELI7ENKE, TERFRARRER —EERE
BHTREMERE, MRBEKY , EEARGRERAREEKDIER. SHERDIEBERERE
HHEL K ARBEE.

MBEEBESFRI»REHERARY , FSEARHIMEBREE, MREBREFAMNBERER
% (PINERTR), EUUEEBSFAMNER LEXEBREE., NEHEER , F28the
section called “E kMW EREF",

mEFMEE IRV RR WA 1.0 22



RiC AWS BIRMERRER ERAEER
BN ERBERER

BRI LAERERFES | ®1IF Find resources to tag (EREMEBNER) ERERTNMBEZERE
REE., BRESSREEXEBNAMEMEERMRES. ARECELIFEEZBEEYT , HLHUORE
EREEERET K CULUBRESIKEMKATESR. ESMBRMEER LEEXRSIBNFEE
%,

1. 7£ Find resources to tag (ERENEFEBNER) EHNERTD , ENERERTBREBRNERS
HE 8, 7E Filter resources (EMEER) PWMAXFFH , UEIEERNEBBE ID B —IB5-

2. #FE Manage tags of the selected resources (BEIEFMZERNER).

3. % Manage tags (BEZ2%) EME L , A Edit tags of selected resources (#REFTIZERNER)
P, BREMEER LVES, MARKREHATRERE TESER , ERERGEELESE 1
PIERNERNVES,

4. BELERBRNEMERZH Remove tag (BRER), FHIBREF , RAIMERTeamZE,

® Note
iE1E Remove tag (BRRER) EREEGXEENVMEENERBRER,

5. i#i#Z Review and apply changes (MBI MEREE),

6. HEMEEML , 12 Apply changes to all selected (EAEEEIMMAIZIMIER),

7. BEEMENEREEME  BREBUVEFSEL»ENRKE. TEHFERSER —EREHE
BHTHEMER, NREBERY , tEHERSERNMEERDIERE. FEXNDFERBERBETRE
EEL K ARBREE

MRBBPBFAEERNEREE LY  B2HRHAETEE, AREREFE LR RAKRE
H& (FINERTR) , EUUNEEBEEAMNERLEXEREE, MEFHAENR , F528the
section called ‘B ABMHNEREE",

RN ERBRER WA 1.0 23
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FEIAMAE R R B £ AR 8]

AWS Identity and Access Management (IAM) 2&ERARE MEEERFERNERFRER , SUREHT
LUFEUERY AWS BIR, AWS R SXEREFE AWS REHFRREA AWS &R , #AR2HIAME
Rl S FE.

EEBRAEARAHERNBAFEIVE, S ARMFALFZIERNES —EHsEERA
BConditiont&k, WARABERIEELBFSERNGEYL: , LHEEREESTLEE, Sl
AConditionTEWMELUTREA :

c MMERHBERZEAERACHER,
« INEMERBRERNERVER,

ERNEBN B RS
BE TR AWS FREZHERNESMARNS . HHEUEEBEWHFIEH (ABAC) HH

REBRELBUNET  F28 (EAER) T8 (ERAEREH AWS ERNEFED M (FHERE
HEAIAMAMER A BHFRD .

F—E2ENHE K BERUNAEAAMBERFNESRE THTEEEB NAENFBEER : BIEAAWS
Identity and Access Management FIEEHHNEBRERFE AWS ERNER.

MREFASAMLER FHIRMHE (IdP ) ETEIRE , AT LUSZEEBM IR R A PR RN R
EAE, EEAWS Identity and Access Management FRISEZEH , FSE (FRHIER) ABACHHY
IAMB 22 | FHASAMLIEERIEEER

ER B AR BARY IR 1 82

TRRPEATLAEIAMER R R ARBIFBELEHERNGEERS R, EEFRMHRBITEEHTTIE
E

« LB IMERN TR ENVRE,
- BRAGERNEBMASSBETLEE,
- LB IEIRER BN ERNVER.

NMERBRGRSIBRAFASANTRFAET  F2RKHRIBBBRPEERNEE,

ERRERA B M h RS MR 1.0 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_abac-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_abac-saml.html

1258 AWS BERFERmESR EREEmR
RFEEE HiR
aws:PrincipalTag KM MEZHER T8 (AMACDERAE) NERESERRPIEEN
ERETHE,
aws:RequestTag BEASEEEZZEERNERRS|IBERY , BEERAPEENERR

SlEERHHEIT R,

aws:ResourceTag B MEE RN RS BERYESERRPEENERR S| BEREET

tE&.

aws:TagKeys EERERPTNVERRSIBELERAPEENER.

FEAEBNIAMETFI R Al

Example 84 1 : 38 HI6EH & £ 2 L EREHNEERR

T %I 55| AMAE PR [ Rl B8 /R 2] 58 6 22 3L S RIAM R RIZ BN E R BEE SR/ FP IMAZEKOwner, It
A, WEREREBNENREAEBRMMEMUEE 2OownerZBERNE, EEFHLLERE , FfE
FS2EEHLBEM MOwneriZE , BEAAM ILFEAEEUZER., NMRERITEOwWnerZEHNBERTE

AN SERRER , AIFRRTHEFAETRFFRER.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"

]I

"Resource": "arn:aws:iam::123456789012:policy/*"

"Condition": {

4

"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/Owner}"}

}

15 REHAYIAMELHI R Al

MRS 1.0 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys

RiC AWS BIRMERRER EREES

Example R4l 2 : ERBEBEERNBHBRFSE "FEE

REAENUYFEC2ENEREENTEEBEENprojectZRER , THEMIAMERBES RFFFEH
EFEIE#THH Amazon HITEEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"ec2:StopInstances"
1,
"Resource": [
"arn:aws:iam::123456789012:instance/*"
1,
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/project}"}
}
}
]
}

EEESFRABEAERNTFEIES () ABAC WEHl, MEFEAIAMRREENERAER 2 FEIRS
RN ERAME LS | FESE (FAWS Identity and Access Management Fi388) R T5IE
=

- EAEREZES AWS ERHNFE
- EAERZHERAIAMENS SR FEHE , AR

< IAVHEEZERE REBEBERFINAWS ERNER — BRUNMERSERLRETFHERMEFE
OREAENE:

fERREHIAMEE IR A WR7< 1.0 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

RiC AWS BIRMERRER EREES

AWS Organizations Z & XK B

EBFARSEHPRIMN—ERAEE AWS Organizations, 7] LA FZE B Rk 7 BhE %L,
ABEFPERNER, EEFAZBERL , ERLBB/HNERFEL AP FFIORN TERE AWS
Organizations fEA&EERE., NXEAMR , BENITERESESRAFTFEFRTAER, EETHE
LT, BEA TEBRFEES TEE,

FORIRAEFEFA

BYANEERERELEER , T8%E "BREESR.) PTEERRANTEH.

FE

- FHMEERERE MR ERGH

o FEIRF SRR

o IMEEBEESSRENER

- HREFEN Amazon S3 REFEFEBUR

AHMEERE RIS R R IRHS
AEEBRANFEMTETIER .
o IEAB SRR P HITIAE AWS Organizations , SARE S MM NEERRE, MEFHEENR ,
T3 E®E AWS Organizations A F 5/ :
- EEEREFEANLRIGHNER
- RAEKEL
. Faﬁif‘ﬁﬁﬁﬁﬁﬁﬁﬂ
EREFERLNTHEER , CREEXRFHBARBURPIEIRS S RN ERESIHAE

s
$
8
|
&

FEo

- HEMEREABNESHRYE  CEEAREERFNEAERBUARPIIHAER, FFEZEEBSSR
MR SREERFESM®E AWS BE XERE (#EHEibEl).

AHERF S RENER

EIRFNERLSRTHEERFZTIER

TORIRAEFEF A W7 1.0 27


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-prereqs.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-getting-started.html

RiC AWS BIRMERRER EREES

+ organizations:DescribeEffectivePolicy— HUBIRRAERERBERNAR.
* tag:GetResources— BIEFRFEMMEBRRANERBE,

« tag:TagResources— MEHEFHMER, CUEERBKIHEERIERZLER, i, EER
Amazon B EHE EiR (AmazonEC2) FELER , BEFEEMFF ec2:CreateTags,

+ tag:UnTagResources— BRER. SHFERBIIEERT EBRFL. Sl , EEBUHER
Amazon R EIREC2 , BFEEMec2:DeleteTagsiFal,

T EHIFIF AWS Identity and Access Management (IAM) KBS IR P AIRSREBR TSR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",
"tag:TagResources",
"tag:UnTagResources"

1,

"Resource": "*"

}
]
}

WERRBIAMRBEMERNFEET  F20 (EIAVAEER) .

AR EESS R RER

AHEREABRENARBRFARZEETIER

- organizations:DescribeEffectivePolicy— EUSKiMNEMEM. HBMEN (OVU) HRFZE
BRAVAR.

 tag:GetComplianceSummary— EVEHABHAABERFEFFESRERNEE,

 tag:StartReportCreation— BHIEMAMTENERELERE, 8 48 NI —RE&EE
ERM,

. tag:DescribeReportCreation— REREE I MAREE,

AR EEAM SR IEHER hR7s 1.0 28


https://docs.aws.amazon.com/IAM/latest/UserGuide/

B AWS RS ERES (R
+ s3:ListAllMyBuckets— B FEREEEABHN S REB S

« s3:GetBucketAcl— BEEWAER|ME 2 Amazon S3 FEZET M FEURHEE (ACL).

« s3:GetObject— MR HEE M Amazon S3 FEFEFREIRES RIS,

BERBEREEIEEN Amazon S3 FEFEFETP,

* s3:PutObject

THIEHIAMER R R HFTFEBREEBSRENER. BREE placeholder ERLBECSHIER :

« bucket_name -$##J Amazon S3 ZEEERE
R4 1D

* organization_id

"Version": "2012-10-17",
"Statement": [

{

"Sid": "EvaluateAccountCompliance",

"Effect": "Allow",

"Action": [
"organizations:DescribeEffectivePolicy",
"tag:StartReportCreation",
"tag:DescribeReportCreation”,
"tag:GetComplianceSummary",
"s3:ListAl1MyBuckets™"

1,

"Resource": "*"

.
{

"Sid": "GetBucketAclForReportDelivery",

"Effect": "Allow",

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::bucket_name",

"Condition": {

"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
},
{

"Sid": "GetObjectForReportDelivery",
"Effect": "Allow",
"Action": "s3:GetObject",

AR EEAM SR IEHER MR#A 1.0 29
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"Resource": "arn:aws:s3:::*/tag-policy-compliance-reports/*",
"Condition": {
"StringEquals": {

"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
1,
{
"Sid": "PutObjectForReportDelivery",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/*",
"Condition": {
"StringEquals": {
"aws:CalledVialLast": "tagpolicies.tag.amazonaws.com"
I
"StringlLike": {
"s3:x-amz-copy-source": "*/tag-policy-compliance-reports/*"
}
}
}

MEFEEBAMEKBEMERNFMHES  F2HE (EIAMAEER) .

& FEIERY Amazon S3 FFEFBEBEER

EERVERABNESHARSE , BARFUN G DStartReportCreationAPIAERESHFEEER
B (#3 FE SRt ER) B E Amazon BERFRIE (Amazon S3) REEITE , TEEFHERE. E8EFER
BERATUSIBAINEE  BEEHREEEZEEEE,

MBEARMFUNFEFITEA S 2StartReportCreationAPIBRE—EIRSE , RN FERARGFEE
859 Amazon S3 fETZETREBUR

R E A RFILK F 2 HRAB A 1R F A Amazon S3 FEEFEMNIIRE TR , BIXEE T HIFFTE
BUERM N ZE #1778, StartReportCreation APIERE@E placeholder FREEHCHER :

« bucket_name -#&8 Amazon S3 ZREBEHE

« organization_id — &4 1D

- ## _ ARN — FIARNRFAMIAME 3 StartReportCreation API
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountTagPolicyACL",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ARN"
.
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
1,
{
"Sid": "CrossAccountTagPolicyBucketDelivery",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ARN"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/*"
}
]
}

SRS AR

B AME R E AR RR R R AERPIRFH SR,

/A Important
ABENERARTERMEBEELRERRP,
BESRIRFPARECNER , 55 AWS ERRE BEREANES. tag:noneIFFMAE
7, m2E (AWS BFRRE £RER) PHESRERER.

BREBRRHEEEEEMAZRBHFLCRY. ARANERRBRIRFEANTARBERBNRR , Uk
EEMMERFNEMERERE. EARERBRERSHBRE , XEBRBREEAZABTHMRE
RE, BELERFRAMMEAEBEN OU) K, EEEAEERN OU WATEIIRF. OUs
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-effective.html
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® Note
MBEBHABYEZEBRE |, 5528 (AWS Organizations FFAIER) HHEHEFK A,

BESRTHENER , BXEEBTIIHER

* organizations:DescribeEffectivePolicy
* tag:GetResources
* tag:TagResources

* tag:UntagResources

EIRRREHARARBBEN (X2A)

1. BALEREHSHAMMRSR B "TEEXE, TES,

2. [BHERRA EREESLEAEHMRAUNGE , UREEENERSR, EUURFARRE K AU
EEAREE. RIBEUARREHHEEEREERFHATELENET.

® Note
MRECTEAEERF , IS RARBRFTRETEAMBRLERASHLEER.

3. & "EATHAZERNER., BERY , BHE AWS BE ERSTHAEENER., E 6 SdW
UIREREEETRS. RRREFESER,

REREETE BEER BERY, rELFEREONERBERNEETIHME , FRER
EBRo
4. HEERSERT , BERNSAETHAERNER.

5. HIIWBEREBNYEZLRD , BEBEGURMEILERN AWS B VE, XFREBIE
TRERE,

® Tip
MRETHEERLEERETHERE , BT "EEXE, TEADPXRFHN TEMERBGR
B, Bu Ll ERERREEFZURGEEERRAR,

6. EESKNELEBRNERF , EXEBONRFERESERSHFEREAL,
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https://docs.aws.amazon.com/organizations/latest/userguide/tag-policies-getting-started.html
https://console.aws.amazon.com/resource-groups/tag-policies/
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EESRTHBAWESR (AWS CLI. AWS API)

ERATIESHERRSETHENER

« AWS Command Line Interface (AWS CLI):

* aws resourcegroupstaggingapi get-resources

* aws resourcegroupstaggingapi tag-resources

« aws resourcegroupstaggingapi untag-resources

WEFERAERFRANTERRF AWS CLI, 28 (F/HERM) AWS CLIFH (EAEEX
B&) o AWS Organizations

« AWS Resource Groups Tagging API:

» GetResources

» TagResources

» UntagResources

RESR

RMERCERSRYFESRAMEENERF, BERFE  ENCEONRRERTEBERIETHNE
MBRBHEB L

HRZERE , SANEETHERBRE —EREBNERF , HPafiE .

- BEBBEEBRRRNEATREEERBNEBMER,

- BYERKE  FERE-LERNBIREERSTEREE,

- EEVHERIEFEBEERERN , A TREREE,

- BERERBEM MR DD BE  IRBENVNEVNEBRXBRSEN . SERERFURTIRFEEAN
REEE , L EEHA RN ERERE,

MREVEBIHNEERFE BN, WA EERE, WHRSEMEBIREFIACRILCERNIARR
&R, WEESHMER , F2H &ﬁi%ﬂﬂxﬁ%lﬁ’JAiﬁﬁo

AHE R ERMN SR

FALGHMEEBNERERFAREREN, SBUNELE GRS , HP S HEBIRSHATE SERH
BR , URBEERRENSRNERKE.
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https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/tag-resources.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/untag-resources.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_TagResources.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_UntagResources.html
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/A Important
RAECHERHRATERAMBEIHRELRF,
EEESRIRFHPRELNER , FHERH AWS EREE BEFEHtag:none. NEFMEF |, 58
SEE AWS BEREE AFER.

B LR ESNEEIRFPELHRE us-east-1 AWS B R G, BEABENIRE HEREHFZEE
BRE (#H Em1bE) EF A Amazon S3 REETE. METFELEESEERFZAEFIFEEE , W
Amazon S3 REFETR BRI R , TEEFEMERE,

FEELRMEABNREERERE K CLAERBTIER :

* organizations:DescribeEffectivePolicy
* tag:GetComplianceSummary

* tag:StartReportCreation

* tag:DescribeReportCreation

* s3:ListAll1MyBuckets

* s3:GetBucketAcl

* s3:GetObject

* s3:PutObject

MERNELRRNEMAMERER | FeBFTEREASS R ENER,

EEELRERBNFEMERE (F28)

R TEEER, FEE,

B (EEAMSRE] Z5IRE , BEEEREHN [EEHRS].
TEERE) L, EERENRELE.

BZ [FRIREL],

A

HETHE , AR TEBR, BREN "FTHEMERE) BRTHES.

® fmst
7 48 PRFIE—REBBHER M. ESEHUTHER !
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-policies-orgs.html#tag-policies-permissions-org
https://console.aws.amazon.com/resource-groups/tag-policies/
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ERAEER

- EBRAFERNEBERZUREEFE 48 /NRITERETEEBEBNFTEERED, Flm,

BEECE—ERBEREARAEREEERTNEE(LESR, BRI UERNER
AJfE 48 PEREBREPRETATEEE,

- HABULUBEREERE , BEETRFAEERZH , TEEMREFR.

+ JttNoncompliantKeyst# &% H &R LB A BER KRBT HEHBSNERKSIE,

R%

« ltEKeysWithNonCompliantValuesfHRE5IHER LEREBPERN €/ , HPIET

ERHNAXNBREERARTIHEEE.
- MREEEA AWS 1RF SABBHNKE B UHEHREERFSHEREP 90 X,

EEE4EBAABNFTESHERSE (AWS CLI, AWS API)
FATIHESTHNEERELEREAGBNFSUHRE. BEHLMRE  URBERS !

+ AWS Command Line Interface AWS CLI):

* aws resourcegroupstaggingapi start-report-creation

» aws resourcegroupstaggingapi describe-report-creation

» aws resourcegroupstaggingapi get-compliance-summary

MEEPEAERRANTERRF AWS CLI , FSREHRFEAZEEFEA AWS CLI 19 AWS
Organizations F F 6/,

« AWS API:
» StartReportCreation

» DescribeReportCreation

» GetComplianceSummary

R REAMN SR
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https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/describe-report-creation.html
https://docs.aws.amazon.com/cli/latest/reference/resourcegroupstaggingapi/get-compliance-summary.html
https://docs.aws.amazon.com/organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
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FERAEMRESE TERERN Amazon EEEZEHE FE EventBridge

Amazon EventBridge X#5¥f AWS ERETERE K. FALL EventBridge FH , BAI LIE
EventBridge R EEEBEE WS4 RAE—RZEEE, Hlm, BEETERUABICIHE
FRIEH AWS Lambda B8, AREBEIRMAEA Lambda BERFE K ANZNEFRBSFRS RNV BR
2, UZeRE AWS ER ELHNERESE,

EEEFEL EventBridge =4

EventBridge 2 #t#iif AWS BEREEMNIT FRIRHNRREHBR. 5TZ AWS BRBXEER , B
EREETNEREEREBNT  TEREBNSEAWS R, BBENEREARMNISERESED
¥, FEERHR2EMB B,

£ EventBridge , BRI EREBRNEE , WEHE AWS R EHERME, U, R TERELUN
TheE , B RE S ERBAPIsSHNH RS @R, RE K HERETEWEE  SEEBREAPIs, &
BREFNESHAPIEEEREH LRBEREE., THHABTEREFER REE EventBridge
B4, CEETHN., ENRCERBRHNERRE  UREMOERE,

"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
1,
"detail": {
"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"
1,
"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

}I
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https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/index.html
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"service": "ec2",
"resource-type": "instance",
"version": 3,

}
}

P& EventBridge E4-#E RN TEE BN -

- version — KFEEY , LLEEMBEEHPHRES 0 (T).

- id—SHEBESHELEH—E, EHRERB4ERCEBREHI B ELETRERREEN.

- FHERAFR — HsourceMUBEEHBI HREFMERARLPNRLNE.

« KR — BEMASHRFENEE. EREENRRRaws. tage

. time — B4 REERR.

- Bl — BBIEH AWS BiE HEBLE.

- &R — lJSONMEFIEE Amazon EREH (ARNs) , TTRBIEHP S RNER. ERERCEXNN
BR,

+ detail — —fEJSONE R , HARRRBEHHHETE, HRERNEREE , SETIIFEMNM
- changed-tag-keys— Lt EHFIEEHNIZEE,
- k% — BRMBNERE, EE@EHFH , R Rec2 , ER Amazon EC2,
- ERER — RBENERER., EE@HNF+ , ©2—1@ Amazon EC2 B,

© BRA — BEBBBRAR, AR 1 BE , YERBREXREE, S EARRARBRERREE
SEHNIERF

- BR —SFERHMEERNEER.

MEFHHER , 528 Amazon EventBridge £ & {88 Amazon EventBridge E#F1ER,

BB EventBridge , B BB EMUEYFESRESMHEANRAY, BMAEHREFERNMAH
TR, WA, RFIEER TONREENERARMMNZEC2HITEE , Amazon #TER LM B EEF
1o FPIERM EventBridge M REMERX | BIFSRE Lambda B2 HITEBNERSH.

Lambda 1 {7 iR 25

AWS Lambda BEEARBEFEZRPATERNS. FREZTERTHTERNE , mMTA4ZE AR

g, BREAFRANEUEERBLE, IFTCHBAERKSE  EXTERERZERESR. EHER
T, BARSFSRTETEEMRE. REREEARBTEABNMFRE. AWS BIREMMEIEL , T
PRAI A ERR RIS, W% Lambda MEFMEESRR , F2BAWS Lambda E RELER,

Lambda F£&& @R 25 MR 1.0 37


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://aws.amazon.com/lambda

125 AWS ERMEBREES EHAEERE
HERE  BBELBROVEEZEBRN Amazon EC2 #1T{EE

fE BRI AWS FRA AWS RS SALERNER , £TUEAREREEE LY HRETHE.
BEETARBRERRS , ANRAS BRI, ATENEE AWS R , LN DHRBE— 3t
BR. BY  EARMRE  CERATEEEGER. T8  BENEFTESERERET  §X
HARBERERE. SRERERNEY  ATNRREREBLNEE, SEEEEED , HE
B R ERES B BRI E LT BNRER.

T OIS REBANATEESE Amazon EC2 H{TEEE EMVBRBEE  URREENHTERBEEEALEN
R, NRITEBHNERBRELE  BITEBTIBERLENER , AIEWUA Lambda REELA
BEAMRHTER. RATERERN ? CARKMAERSBREBENLRERBRETRRE  LER
BREIRADE , NEERASEERBIEAFEES () ABACHZR 1M,

/A Important
MR EZBREEFREERFPFATAHERE | RRIRFTEENERAEENHATEE.
FYERETHNHAFEABEESURINZERF /SR BATEEFE LNHTERIDs, &
HAERARERAMET AN ESIDsEMRSIR. ERBRERETERIBAESTNESE
BATIERE AWS IRFE.
AR®  FREMAHTERNEREZELANFELRBEN LER, AR, BUUBRER
HRE HERNFEIDs LB TERNEXS.

EEHIFE JavaScript LAK 5 16.x MRA<HY Node.js. £345EFAEH AWS tRF 5385155
123456789012 1 AWS B8 EEI RSP (#5 B IEALE) (us-east-1). FALECTHASIES ID ME
HERELIEE,

(@ Note

MRENETREATEANEBHMATRRE , FELESREE TR IREELRHBREFME
RANESES, A4EAMN—EAERREREMEFEN RS+ EFEHIMIEE,

MREGEANEFSTERUs-east-1 , FHAE TIENBHIIFNAESREERLEEN
Region,

T

« BB 1. B Lambda B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

B AWS HRAEHERES RS
- SR 2. REMENIAMER

- SR 3, HIEK Lambda EREH TSR

- SR 4 BIMBEEM EventBridge i Al

FTR5 ARZTENBRAR

- HEEE
$E2 1. B3 Lambda B

37 Lambda B

-_—

R AWS Lambda BEEFE A,

BEAEYRE , AREBERERKIEE,

&t ¥t Function name (BNE{& %) , 8 A AutoEC2Termination,
g4 #HITHEE |, 551EE Node.js 16.X.

BB EMRURERTERE , AREE (BYHH].

EAutoEC2TerminationFiER EEM (BN REIEB L |, BB index.js BRUBKHER
5.

o g k~ w N

- MRBEMT ITE index.js WER , BANEREXERTNRES RRFEFEEELS.

- MERMABMESE index.js WERSIEE , FEE—TUHEEKSR "BE EC2Terminator ERIR T
F Y index.js R, REBIBE "R -

7. 7 indexjs BEFH , BUTRBHUIREERED  BREFENEARE,

#{BRegionToMonitor M AL EEHFETHEHEHN EH,

// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.

// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can

// safely stop
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https://console.aws.amazon.com/lambda/home
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ERAEER

const InstancelList = [
"i-0000000aaaaaaaaaa",
"i-05db4466d02744FT07"
ip

// The tag key name and value that marks a "valid" instance. Instances in the

previous list that

// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {

// Retrieve the details of the reported event.

var detail = event.detail;

var tags = detail["tags"];

var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[Q];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 17;

// If this event is not for an EC2 resource, then do nothing.
if (!(service === "ec2")) {

console.log("Event not for correct service -- no action (", service,

retuzrn;

// If this event is not about an instance, then do nothing.
if (!(resourceType === "instance")) {

Il)ll );

console.log("Event not for correct resource type -- no action (", resourceType,

"))

return;

SE8 1. B3 Lambda B
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// CAUTION - Removing the following 'if' statement causes the function to run

against

// every EC2 instance in the specified Region in the calling AWS ##.
// If you do this and an instance is not tagged with the approved tag
key

// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (Instancelist.indexOf(instanceld)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

retuzrn;

console.log("Tags changed on monitored EC2 instance (",instanceld,™)");
// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present

console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
retuzrn;

// Required tags NOT present
console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

i

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {
console.log("Failed to stop instance");
callback(err, "fail");
} else if (data) {
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console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");
}
1)
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1);
i

8. 1EE THE., UREEEE  UERRAVIIERA.

€18 Lambda BB EMZE Amazon EC2 H{TERBHNER A PN ERSESHTHREMN
EventBridge, HWEHIF , MREAFHNATERERALENRERR | valid-keyHEZRFRRRRBX
Bvalid-value , AIHBEERFLHTER. EUASHEECHRBECARFIBERBERES

# Lambda 12 AR EERES T RISHARE
SR 2. REFTRHIAMAER

EEERIBTZE , BLARTFRHEEFLEFITEEC2ENER. I AWS RENAE
lambda_basic_execution’ R BEZER. EXHEBREF , CEBUMMNERRZEHEHTHABH
FEERIAMEERR F BlAutoEC2Termination-role-uniqueid. AN EBREFMEN RIKEINER
Aec2:StopInstances,

WMEFEEEIL Amazon EC2 43 EIAMBUEREHHER , 5528 AmazonEC2 : A FFRE = ILEC2H,
TEE  UEABRTARXNMAMERERRERNEZEAIERZ LA,

BEEVIAMERFRAULAEMMNE Lambda REHNHITAE

1. ETENBREBERRSIEBRIEET , FRNAMEZAEN [AE] EH.

M A BB EZBAutoEC2Termination , ECHBEFEFRE , REACRER,
EAGH HE] EEL B2 [#R) R5IER , ARERCSHMNERRNER.
ERBEHN [(FHE] EEL | B2 [{RERE]

EARICRESRRSIER L | BEREHMER,

RN TR | FIBREEC2,

o o bk~ W DN
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://console.aws.amazon.com/iamv2/home#/roles
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7. YR TEME, | FEiR#EStopinstances, BAIUAStopEERBHREA , RABBEHR
#StopInstanceshB,

8. HRER A6 FRE [MEER , BE WMEFRR] A RAREE REFEE]

EEEREVFERAMHMRA |, WiEZRARERAFRRRA

IEH R BER B RREZE LR T 56,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "ec2:StopInstances",
"Resource": "*"
1,
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:us-east-1:123456789012:*"
1,
{

"Sid": "VisualEditor2",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:us-east-1:123456789012:1log-group:/aws/lambda/

AutoEC2Termination:*"

}

SER 3, ¥I&H Lambda BB 1TH L HIE

ERSBD | EEAREHERKENEE., Lambda AlEIIEENERE AR REXFHERNARS
%, ZHRBEEAZREG , MEBEHRE —& EventBridge, BRI LERATENEEEZEANREYN

HER 3, HEH Lambda BEHETH LRI R 1.0 43
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LEHTREABHAETRED. Rt RF , SERAUEASZH , EH Amazon EC2 #TERNER
BEBE K MEFEBETIESAMENERSH/NE,

EZERFEH Lambda HE

1. f£M Lambda TR AEBERERKRSIFRE , RAERFMBBEC2TerminationZhaeH [RIF] R5I4R
N

2. BE[BAIFEE]

3. EH4EBWEW A SampleBadTagChangeEvent.,

4. T "HEHL RISON , UTIEFXFHBETRNEPHSHBRANT ., EFFEBIRS. ERH
1TEEE ID , WRIFHSHEN T IEREF,

{
"version": "Q",
"id": "bddcfl1ld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",

"account": "123456789012",

"time": "2018-09-18T20:41:38Z",

"region": "us-east-1",

"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {
"changed-tag-keys": [
"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"
.
"service": "ec2",
"resource-type": "instance",
"version": 3
}

}
5. EE R L RREE WA
ARECTFRR , BRER.

BRZEE [EE] TH [FTHER] RIBEBFERTIER.

HER 3, HEH Lambda BEHETH LRI hRA< 1.0 44
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"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-000000Qaaaaaaaaaa' does not exist",

BEHBRERA test BEHPEENEL FFHE,

[HBECE] BT [BTHER] ReIER LN EARBEN Lambda BRI EREF ILHITEEC2
B, BER A ALY, BARAR —HASERAFLMTEBNDIyRunESRE | EXRTHTMER D
EW.

START RequestId: 390c1f8d-0d9b-4b44-b087-8de64479ab4ss Version: $LATEST
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abss INFO This
instance is missing the required tag key or value -- attempting to stop the
instance
2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abb4 INFO Dryrun
attempt failed
2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b087-8de64479abb4 ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
ID 'i-0000000aaaaaaaaaa’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not
exist","time":"2022-11-30T20:17:31.205Z", "requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable'":false, "retryDelay":36.87870631147607,"stack
["InvalidInstanceID.NotFound: The instance ID 'i-000000Qaaaaaaaaaa' does
not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllListeners (/var/runtime/
node_modules/aws-sdk/lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","
at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/lib/

state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1ib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
sdk/lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/
aws-sdk/lib/request.js:688:12)"," at Request.calllListeners (/var/runtime/

node_modules/aws-sdk/lib/sequential_executor.js:116:18)"]}
END RequestId: 390cl1f8d-0d9b-4b44-b@87-8deb4479abss
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html#API_StartInstances_RequestParameters

RiC AWS BIRMERRER

ERAEER

6. FEXARABEEALENERFTSELAFLITER  LUUBYIRERS —ERESH.

BEARBRLANVASREFR, THEASEREREENSampleBadTagChangeEventBIFERE 4,

7. EE[BAIFEH].

8. &¥f Eventname (BE4& M) , @ A SampleGoodTagChangeEvent.,
9. TEE 71T , MBRNOT- LU EEE Avalid-value,

10. & [AIE] B4 EEN TR , 1BE [[RF  RAREE R

BHERETTIAR  TENBUHESENNER K mMETSEXABAIANITER,

START RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 Version: $LATEST

2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86c4 INFO The
instance has the required tag key and value -- no action
END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4
& Lambda FEAERERPRIGFHBUKEE,
SER 4. B RAEIEREAY EventBridge #7 Al
BE , BUUBRIFEEHIIER Lambda BB EventBridge R 8l
£ E# T EventBridge 1R 8l
1. ETFENBERRSIEBIREST , MR "EuHRA, EEMEventBridge £ A,
2. BWABBEMA "1 ec2-instance-rule , ARBEE "T—F, ,
3. MTERBIRERZE , AERBEBERELN (JSONMRERR ) -
4., HEREHRF , BETIRAXF , RAREE [T —F]
{
"source": [
"aws.tag"
1,
"detail-type": [
"Tag Change on Resource"
1,
"detail": {
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https://console.aws.amazon.com/events/home#/rules/create

RiC AWS BIRMERRER EREES

"service": [

"ec2"
1,
"resource-type": [
"instance"
]

}
}

IR BlE Y Amazon EC2 #1{T{E# M Tag Change on Resource®:# , WHE T —ESBHWY
REIEE A Target WEAEH,

ETR , &0 Lambda REFIBABE, £ "BE 1, FHEHPHW "EIEEZE, T , #1F Lambda
B,

£ [ZhEE] BT | BEBESHIERIYM [BE) EC2Termination THRE , ARIRIE [T —F].

E[REFLHEHL , BE [T—F). A% REYEV)EEL , BE [EUKA]. ELEEH
REIL A EventBridge 6§ Lambda B &R R,

SR AETBNERG R

AR ECCHTEBYBREFEARBHSHREMEER , LAERKREER.

ERERATERARERERT R

1.
2.

B Amazon FEC2E A EHMTHEEER.

Rl —18 Amazon EC2 Bfl, ERE T2 , EHMM—EHE#valid-keyMENEHvalid-
value, MEMAEY MBI TERNFMEN , 2 E Amazon EC2 FRAEEEHNITR
1: BE@HTEE. TRFEEREHTER  BFELSRIPHAA "R B8 , AREE "THE

HEFE®R, , BE "HEER, , ARE AN "#E5, valid-key B "{H, valid-value, 0
RUBTERBEARAKBRENEN , BEHEETRUEBTER ZAMBRLSTER , AIE

A LAREA key pair #18, EXRZELR 1 WERK K BREAHEBRE  BETZTEHTHE 2.
Connect Z#1T1EE,

InstanceldfE 32§ & EH,

£ Amazon EC2 2%l & 13| Lambda 2 &, EIFEEK BEEC2TerminationZh&E , E1F [
5] REIEE , REBIBE index.js REIEBRFEENG,

InstancelListi®EiBEL E&EHM Amazon EC2 I ABERMNERESETNE_—@EEH,
ZERegionToMonitorBEERBEZA L2 HIFEHN "EiE . (Region) HHAF.

3

3
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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6. EEF 'HEF CEERMEAPRE, FIDERAETUBBHIEEBHFHNZEFETEREIR
BE,
7. 1€ Lambda A H1#:%] Amazon EC2 £#5&,
8. MBREMNTSHREBRNLSEXMIBNE , LEENMNEHTERNER.,
(@ Note
BRERMAEHITHE Amazon EC2 #1TER L2 FEBMNFHFMER , F2H Amazon
EC2 f£ A& 5 H AV £ 18 Bl ER L 57 38 A M ERAZ R
9. FIFEVE AREMEBEEIES, HTEREEEHHTERBNRER (FL), AREEL [BF
1k
10. FERZHEREKE Amazon EC2 1A Y)#E| Lambda 12 & , AREEFERZRS|IER,
11. B "% BR , ARE "RENTL, REPEERPRIEMNIER. LogStream
Amazon % CloudWatch AR "BFEH. EH , UEFHKEZ —IXWA Lambda ¥, &
#—{EE B FRREELT HEH,
2022-11-30T12:03:57.544-08:00 START RequestId: bSbefdl18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST
2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-
west-2:123456789012:instance/i-1234567890abcdefd )
2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --
attempting to stop the instance
2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890Qabcdef@', PreviousState: { Code: 16,
Name: 'running' } } ]
2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac
HERE

AHERBREWFAIEIL EventBridge R A , LARFE Amazon EC2 #{TEREREH LHNEREE,
ZHRAED —{E Lambda ¥ , MREHLZELENER , XAHBSEBERAXESN.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags
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Amazon H1ZEE XA EventBridge X AWS ERAHZAITH T BESH BB EEHLA ATHE
AWS BR#%., #§IbIhAEEE AWS Lambda BZRM T EREB 7N ERRSFERS R AWS BERE
=, BEEX , BFERARES,

& tag-change-on-resource EventBridge B4/ H ftb o] 48 F 51245

« MREBARTEEN IPUFRENER , ARBES — £AEBRRREFNEERNENGET
HYZRIR IP sk, BEBMOBESEL CloudWatch B, EAILUERAXEHFERIR IP Ui EREK
IP U bB TR, WHENIR IP Uut RGBS E Y.

- ERERNUEBRAERNFIUEFIRERLEE — NRECHANEY (BER) AERNFEUZH
(ABAC) R EERKFEUE , RITTMERBEBRNVEMEEFTELR EventBridgeEHRIB TR EMEE
BREITER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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HEEREE

ERERTE Find resources to tag (RRENEBNER) EHRRTYHMEEREASSEERREE
£, UTREFETREEFER,

- ERUBKERERABENESR., —BME , ERFEZTLUE 50 BAEAEERNER, AWS ELE
WEBTETA 50 BEE LR, HitFEAETRESERNEERIMREER , MEREERERN
EREHES LR,

- BEBREEHBRYEBRATTRFZFAE (FEATFNFAEETRS). MREERABKRFTTHNERE
FER 6 FREERRBX4THERER , URIBREATFELF T.

- BURERABBREREBNER., IREIEREERREEENER A RELIEFERNER.

- BURREEEERNER. Z—EEESTHRCRHEERPEERETEE,

- S—REAESIRFARCHRELIMRZER. fl , BERERZEEIL AWS CloudFormation 3
BHBERPHREBN, NREEBERHBRITFTEEAEATRMRE , ERTETETA,

- MRFFOBMEIKL  RMRBERNWHMBER (WEEAR) ETF , AIEBEEST AT,

- MRECEEBEETH2ABAMARERESIERNSFEN , IEBREETHEEAN. BEBEEER
B, YEHRIBABEREREEEL , cREREEE.

- HRBEERPRH AWS Resource Groups Tagging API , 1B 2 1252/ RIS T L& od i — 1B B B A BR
#| , B ATAEE £ Resource Groups Z5CAPIR &l 2 B iZ 2tk R &,

ERAMBEREE

NREBEEFEEL—EAMBERLANY , ERREFSEEERBEMILEIRE, SESHHSER
ENARBHBERERIALS, BNESEER  GEEHIERREREZEE LETEBRE2ENREER
o MEWEEHIMIERR  FRE HERLERAMNEREE], LEHERBEAUNERER
2F,
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EBRESRNEZEM

BREERE AWS RERN IR, 5/ AWS EFNE , BERENPONBREBNEETES , U
wmEABRABRNEEER,

2R AWS BEHENEF. HENEFEE SEHERAER £5 NR2VNERATNES !

- EmAGNESE - AWS B ERETE AWS Eis AT AWS RiE WEBRE, AWS iR #&T]
2FEANERKE, £ AWS ER5TEF , F=FREZESEHAIRTRERMANEZT SN, ﬂuﬁﬁm#
EBmESCAEBREIINGFMERN  BF2ATAUTEEHEANWAWS R,

- BiABNESE  ENEEECRRATERN AWS B, SH4sRAHEMERZAE S RERNKRE
., BRRANFRNMBREENER.

A4 T 1 B AR N (R R R R E A A AN B, THEERANARCERFE
= UHARSMAAREEE,

S

. EEREEETHERRE

. EREEENS S NENEE

. EEBEBETEENER

. ERREEENTANRE

. EEEEET BN

. EEREEETHERES

BEBRESRPHERRE

FREALL AWS HEEEEEBEANERFESRTNERRE, MAERR , AWS BEREBEETA
B KERRE AWS EiR. "‘ﬁ%&%&ﬁ%ﬁf"’*ﬁﬁtgﬁﬂﬂﬁtﬂﬁ REWEZEHEE, SHXAEE
AWS BR#% fRERR . MEREERBLEBNFHEEN  F2REHNELEFAQ, MEBMERIRE
HVAEBAE A , FF2E AWS HESERZE %ﬂGDPRT@%IE AWS Z & &%

HABBREEN , RMEBEHETRE AWS 1RF BIEXRE MBI A S AWS IAM Identity Center =,
AWS Identity and Access Management (IAM), it —3K  SEMEHEH A SEESFET K LB
VAR, RALRBERATHNARNREESR :
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

B AWS HRABHHANE EAEEE
- BEERFERAZEERRE (MFA)
« EASSL/TLSE BB AWS WER., RMFETLS 1.2 WHEE TLS 1.3,

- BREAPIFIEREEEFHE AWS CloudTrail, MFEAEA CloudTrail BVBFHE T HEENMIAEEBE A AWS
BB, FSREA CloudTrail Z#E4R AWS CloudTrail £ & E™E.

- EF AWS MEBRRAR , UREPHFAERFE LS AWS IR,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMTFE Amazon S3 HEIRE R,

- MRBEFHEREE FIPS 140-3 BBV INEE R AWS BBIETTNENAPIEAFIPSIKHR, NFE
REATAFIPSIn MM FHAER , FESRBAEFREFRZE (FIPS) 140-3,

BEMEEBRCEUITESETFNE B U FREIBRAET  HERRIAHBANFRL
B, FlInBERAL. ERRESERREREESHRIEML AWS R FRZHEAAPI, AWSCLI, &
AWS SDKs, ZBEZRBEIAABANFZRUPBANEAERBIEARTELDE B, MRER
HURLIGNERARSR , RFIBARBETEET L SRETEF , URLUBRREEZARB[HER,

ERmeE

BREFATSNE, HAKNE , EEBUTRESEAREEKBN —BoERANEF , RitbiRHFEm
FRERLNERITEE, RHH#HALUEIERLRER , RASESBUARES —EANE
PR

BREINE

REEMF EZARHERFREREBNRE MR RE, NRER , FEM AWS EERREH. E72L
EEBRIEE (VPC) FEABRREESRAPINETES , UGBS XCBAEMERERER M,

E P g

ERRESENSETERERBHADENELTRORFME, ETRERBAREN,
TREE

ERimiE2E B a1 kB AWS Key Management Service 3 H R 3 AWS KMS keys.
PR R E BT

EBimESRAHTTPSAERRESFEHAEN AWS, EBFESRFHAERELZSM (TLS) 1.3, Bt
ETLS 1.2,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

R AWS BRI R RimE R ERAEER
EBRESNS I NFIEE

AWS Identity and Access Management ( IAM ) 2—%& AWS ¥ , AIHBIEEE L £ ihiRHlH
AWS BRNFE. IAM EEESRFIETNETESRE (BA) NRE (EFHFT) , UEART
BimERER, IAM 2 AWS R Bl BFRN .

FE

/i

- FASYRE

- FABKEEFIUE

- ERmRERNTEA IAM

- BBIRER S 2 BRI 5]
- REHMREREERS DB

c/hes

£ AWS Identity and Access Management (1AM ) A REEFTE , EBECRR SEEBRERS
REITH T,

RISCER & - tRIEMER Tag Editor RIERBITENER , AIENEESSRERUMENBINGT
i, EREAESERFERIDERMITIER , EUEEERANGT. THFIFFINEESXT
BB ERESRFER RN, MREELIFIERFEESRTHINE , F2R RHFRERFEES
@R,

REEEE - MREELNTEE Tag Editor EIR , B JREHEHE Tag Editor W EEFEE, ENEER
Y BN IREFEREEERMEERFERIAENER, RE , EXEROIAMEEERRER , UEBFE
REFERAENGTT. FRELERLENENR , UTH NEXRELSIAM, BEEE—F 7 HELQTNM[IAM
REERFEESRER A F28 E8EESNMIEA IAM,

IAM EEE - MRERIAVEEES , KUt E T HIARERRUEEERFEERFIENRE
o EERBETUE PEANERIFESS 2 EBEREHIAM |, F2H EREERS DH5 FAE6
Bilo

EF & 2 B

BREBEELEAMS FTHASIBREANAR. BHALLAWS IEFREFERAES YD, IAMERE S 9 RIET
IAME & RERE (BAAWS ).
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BA LA REIR S 2 RIFRENERE , ABHES 2 AWS §5F A . AWS IAM Identity Center ( IAM
Identity Center ) A&, BARNE—BZASIRE , UREM Google = Facebook ¥ , &= B
EEINES, ERUBESBEAR  CENEEELNEFEA AVMARRKRESIBE, BE AWS &F
RABERFEN B, CESBZERE AL,

BT LB A AWS Management Console 2 AWS EERA O , AEARNEREEEME, NEEA
HEEMEA AWS |, 20 FREERE PRI EA AWS IRFZHN , AWS A

MBALL AWS BREEHRED , AWS BREKBERES (SDK) NHSFNE (CUI) ,
EREHERUEBRRSAETLNOAR, NRETEAAWS TR, AXEEFEERR. NBE
RRESEETERBROFMET , HOM AM £ EEW FHEE AWS APIFR,

EREEAMESIRES L CEUEBEEREENANZEHER. Hl0, AWS BBREFEHZSEE
REOEE (MFA) RESKRFNZEM, BEE—F TH , FZSBAWS IAM Identity Center £
EEMTNZEZZRE  URFEAESEETNEAZSEEREE (MFA) AWS, |AM

AWS tRF RERE

EREY B AWSIRF , B8R —EZEASF DG , ZF AT EFW IRFRBNRAE AWS BRI ME
Ho LLEHEDBR AWS tRFE REAE , EBERAREMIRFNE T BHBUNBRTEAREFE, @2
BRETEURERAEREARER. RECHWREAEZRRE U HRARUTREHEREAENITH
%, IFRFELURERAEFIEANEIRREE , F20 IAMERAEERE PNEEREAESR
HHER,

£ & MR

AM EAER PEAE—EARERARABENT AWS 1RF W5 5. EAENERT , RMHEZE
HERFER K MARRIUEAEBNFNERERABRAMNERE, T8 , MREFRHENER
ROFTEAMERAERPBR K ERCHRFNER, WFFEET , F28 AMEAEER PHE
HnnEERPBENEARGENER,

IAM BEERIEEIAMEREESNE D, BELUBEE S HE, B LUFERABER-AZRE
AEECHT, BENEEEAEFRAESTNEFEBEARS. Hiln , B lEERAE WE
#HIAMAdmIns , ¥R FEZBEEEIAMERNFT,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BAGHNENREHEMARZEENA
BNE. EREHAXKANKRYER K EACERHERERE. eEE—STH A F2H IAMERE
R ANAREYIAMERE (MEHE ),
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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yz|=:)

AM BEE FEBRBENRT AWSIRF N85, TEURIAMERE  BEISEASER, BULE
iB AWS Management Console tI#IIAMA & EiE PIREAE, https:/docs.aws.amazon.com/IAM/
latest/UserGuide/id_roles_use_switch-role-console.htmIf& Al LAFEAY AWS CLI 5% AWS API #24E , S
ABF] REEABURL, MEEAACKENFHENR , 28 AM EAEERE PHEEZAENS
Eo

IAM EEREBEEENACETHERTRER !

- eSS EREFEN — MFABMSESERET , FEVAG  YAACERTT. EBESDHE
TEIRER  AEFISHACEVER YERTHAGERNN. NIFHSACHNEEERN ,
B2 IAMERAEERE PNAE=F87REHEEVAC., WREMEA IAM Identity Center , 1]
UREFTE, ®ERHIIESIRBRAUUFRNAAE , IAMIdentity Center E#§FFRJ£LEL
A SHEBEIAM, MEERFFAIENENR , 52K AWS IAM Identity Center £ E BB HIFT AT
£,

- WEFIAMEREFT - IAMERESAGATUEEIAMAE , TREIBEEBN TR,

- BIRFEIN - SR LMER IAMA® , AFTERFFHNEA (ZEENEFA ) FREIKRFTFHNE
R ABRRTERFFIRENEESN, T8 , FAFXLE AWS R , BUUSBRERKEESE
BER (MAREAAEEARE ), EETHBIRFFINAGNEREBRRCENER , F2H
IAM £ & B R HEIRE ERFEIAM,

- BIRBERN - B AWS RIS FHAEM FrThEE AWS RIS, Flin , EEE REPBITEEE | &
R EEEE Amazon P#TEAREREC28E Amazon S3 FfEFYH., R TseS AP
WEFT. AR ACHMER RS ERSARRAITIIEE,

- BIATFII/ERE (FAS) - EZFERIAMERESAGE PHTEHER AWS , B2HERAE
B, FRARERKER  SUREERTEEARE , EMETEDREPEHRE S —EEE. FAS FHF
W MEFEAFTT AWS IR , MEES FBRE T HRE AWS BRI REFER. FAS REERBKE
TEHEHM AWS R R EREB T RETHNGERE , TEREBER, ZHERT , BXEESF
HITEMBEEENFT A, WHERHBFASERENBERFHMENR  F2REEEIMTERE

- BBAE - REACRRERKREHTHEMBETIAMHAE, IAM EESRLR ATEL. &
HMMEREEACIAM, NEFHEF K F2H EAEER PHNEL AU AIZEIRIG AWS
BB% . 1AM

- BBERAR - BREFACRERE NBRKACEE AWS R, RBATURERRENTH
ENAE, RBEEEACERETESN P AWSIRFE | SWH REHES, IAM EESTLEE | B
T RefmEE AR I5E 15 A RV Al
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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* 7 Amazon LHITHEARER EC2 - BAILUEA IAVABREBEEEC2HTER LT EARER
RYERERBAE , SARIRH AWS CLI 3 AWS APIFER, BFETFIERFREEC2HTERF, BE
1% AWS BBIERGEC2HMTER I ERMBEMBEAREN , BuUEILEREHTERABNIT
BERRERE. ITERREEES At , YRAEEC2HTER LHTHER | UEEEREER.
WMHFRFHMER , F2EH IAM EAERERE PREA IAMA S5 &% T 1 Amazon EC2#1T {EEE £ #i
THEAER.

EETHMAERAAMBEHIAMERE , F2H IAM EREER FNEILIAMEE (MEERE)
HY B

EHBRREEFEUE

BREBEY BRI A HEEE AWS SO HE R AWS RIEH R FEL. BERE AWS HAHNY
#, BERSSRNEFREVEBE , SERHAT. EXB (£AE. REAEIACITHERE) &
ARE , & AWS FHEELEE, BERPHNFTTRERBAMHIEBFER. KSBBERELUISON #
AWS FERFRIE H. WFEJSONBERNHEBNABNFMER , FF260 IAM £ E KR FAIJSON
BERBE,

EERE A LMER AWS JSONBURRIEE# T AFHAR, tp 2R , WEEEREAERGE T AT
EERAITHLEBIF,

HEREBERT , ERENACKRBFT. BERTEAEHMEERNTEENET , IAMEESLE
VIAMBER, A% EESTUKIAMBERHEEAE  FAETUAREAE.

IAM ERZRARMTRENS EZRM , BERHEERBIENT T, flM0 , BRFREE —EARFF
iam:GetRole BIERMIBER., EHBKBURKIMEAE AL AWS Management Console, AWS CLIZ
AWS B8 A B EAAPL

ER e

B BBERRISONFFAIBENY , SR AMNE S S , SIMIAMERE, EAEFERFE, ELEK
R EH S EMERG TRREBPLERATHBEDE, EETHRNMETSSBBEK , F2H IAM
ERERERE PHEIYIAMBER.

BoBERRUE-SOERARBRHAZERR, ARBREEZARINE—FHE, FEAIAR, %
EBCREREMUNBUR , B LLEEES PN ZEERAE. FANAE AWS IRF, XEBREE AWS ¥
ERRNEFZERR. ®ETHRNAEZERRIARBR BETRE , F2H AM EREER
PHER EBUR RN IRBR 2 BMEITIEE,
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BERBEHR

ERBPER 2B MEERISONNEERN ., BREBRNEHTFEIAME FEBEM Amazon

S3 BEMTEEXR . EXEEREBRNEET , REEESJUERCMRZEFHHFEERNFIE
fRo HRKMBERNER , BREEREEN TR T UHRERATNEMEUREMERG THTHE
B, BLAEEREBRPEEEIE. TRITUREIRE, £RAE. A6, BSEAERN AWS K.

BRAEBERUAZBREINAREE, CELESFREBRIAMPERRE ) AWS SEBE.
FHEGEE (ACLs)

FHUEHIEE (ACLs ) ZHIMLEEE (RFKE, FRENAG ) EAFN ERNFFT. ACLs B
PREREBER , AT ERISONBERMHFER.

Amazon S3 AWS WAF#] Amazon VPCR X & WWIRBEEHHIACLs, EEE— 7 # ACLs
Amazon Simple Storage Service B A& PWEFEIEFIEE (ACL) #BE,

HttBREH

3
¢
8

AWS XEHMBTE RNBRER, ELRRERTRERE RBIRERR TFTENFRAF T,

« AR - FFARRE—HEMRIIGE , KN EEPRESIEBRARTFIAVER (IAMEARE
RAR ) WRAFHT., BALAEBRRENTRR, MEENFISRERN S S BBRNHEFT
FBRAYAREE., 7 Principal MU EEEAESIACHNEREBXRBAEZINFFA SRS,
FIEEEBERPNAREEHSBERTXZAN. URTFIRRNFREN , F28 IAMEAEER B
HIAMEBR IR R,

- RIEIEFIHE (SCPs) — SCPs2E HIEEMABINAMEN (OU ) HRAFFATISONKIEEK AWS
Organizations. AWS Organizations  —BAR 7 EMEFEELLEHEE AWS IRF B Z1E
WIRTE. WREMAEBPHFMEIIRE , B LUERBIZGBE (SCPs ) ERAZEEARMAK
F. SCPRRFEKERFFEENGT , TESE AWS IRFIRFEMAEF, WFE Organizations F #I5FF
HHEASCPs , 552:F AWS Organizations fEA &SR F 0 IRFGIE HI B,

- THEBBBE - TERRBER—BERBX , Sl EEBREE N BYACSBEER
ENETRITERERE  FASHEE. AELETERBRNFTEEEAERACN TS EBENTHE
FERBERIRE, FFARAURBEREBK. MAEEEBRTHAREENSERA L. NFH
WMER , F2HE AM EREER P TERERBUR,
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B AWS HANEEANE EREEE
ZEBRER

REZERRERERIFRE  HERTEANTUSEREMH,. EMHBELIER, BF 7 HMNME AWS R
ERBESRZSEBREEKATFER , F260 IAM EHEER PHBRF LEE.

ERmESRNMTER 1AM

EEAAMEERRFEESNFEHER 28 , SEZBEEBLAMIIETAREREER. EZ0USE
BiRESRNHEME AWS R AAXNSEMIEIAM , F2EAWS B# (AMERERERE) IAMPRHEE
AR,

F&E

- ERRESRS D HFL
- ERBBER

- UEBAERNRE
- EREESRAVAE

ERimERS 7 ERR

ERAIAME 2 BB AERE K | BRT AFFSIERBBMFNRE I BEALIEE RFFIEENEF
NER. ERRERIERERF. ERNEEREIE, %Eﬁﬁﬂ‘“EJSON%Hﬁqﬂ{E)ﬂﬂﬁFﬁﬁmi,
w2E (ERIAMEERE) PHIAMISONER TEZSEZEH,

B

EEEWLER AWS JSONERIRIEEH AT AFRMHEAR, BF2R , WEZRE T EERG T AL
B BEERAITHELE 4,

JSONZKEEAction TR T AT AR R AFF I E RIS F NV BIE. REEEIMFRE EE AWS
APIREEBHEN AR, A —LHIHNER , HlILBTEAPIRENERERNVRE, BB —EEX
FEBRTNZEEE. ELBANBFEBEABKEIF,

BREERBERE TUTHBBBENFTT.

"BRREESR) PHRBBDFSERFAEATINER : tag: EREERBFETLETRETH
17 , BtagEic R HE P ERRIER.

Bl | EEREEAFEHAKtag: TagResourcesAPHEEZRRERWER , BN EERKBHEE
&Ztag:TagResourcesEifE, BERBRIARNAAEE Action = NotAction TR, EEFERSESR
B K —EEE , FREAE T LAGE A L BRI BT T4E,
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FEEE AP EESEEREDE , FUERDRE , MTATR.

"Action": [
"tag:actionl",
"tag:action2",
"tag:action3"

BT ERBRET () RIEEZEEE, fl0 , WEREHRER Get XEWFFEEE , FEEUT
BE -

"Action": "tag:Get*"

EEEEERRERIEEE
&R

EEEWUER AWS JSONERIRIEEH AT AFRMHEAR, 2R , WEZREFEFERSE T AL
B BEERAITHLEE

ResourceJSONRAITREEEEZEEABEN —NZEAYH. AR LA TE Resource |
NotResource Tk, REMEREAHE Amazon EFREE (ARN) EEER. BOUSEHIBEEE
FEENEE BAEREBRETT) HEEM.

HRAXEERERFTAINEE (PSP HRE) , FEABRAFER () RRTEEXBERARABEER.

3
¢

2ERBERESEPEREERVDE. BRNIFARIE,

"Resource": "*"

EREERRIFECHENER, kit , ©ERENMEIAEM AWS RBEAZLNERYPEER
(BH]).

R+ R 8

EESWLER AWS JSONKEERIEEH AT AT EAR, bR , WEEEBE T ERG T A
B BEIRAITHLEE 4,

Condition jt# (8 Condition [E#f) AIEEIEEERAX LR HRME. Condition TEREAE
H. BAIUBUFRARTEE FHREEEN BINERSPR) , REHEBEHNRGEMBRPVE,

ERERRRXFPIEEZE Condition tE , REE — Condition TEFRIBEZEESI#E , AWS
SEAEE AND BT AT, MREBAE—REHRSIBIEELEE , FEAEHBOREER AWS 5T
Rt DEFESFEGRG , TERERRXNVETFT,

BRFEERIAER IAM R4 1.0 59


https://docs.aws.amazon.com/service-authorization/latest/reference/list_tageditor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

RiC AWS BIRMERRER EREES

RO EEERFBEAEEVERE. flU , AREIAMERAEEBRRERK , 81 LR
IAMER & FRERNER, MFFMAES , F2H (AMERER) FNIAMBERTE | SEHNE
%O

AWS T ELEHFEGSBANBHESERG SR, EEEEMAE AWS 2EE4RSIE | F2E (FHE
E) FHAWS £EHFEGRIAMA RS 8,

BRERERTEERTMRBEBENRETR,

g4

EERBUERFEERS I RERNKBED , F2H, ERFEESRS D H5 R AEH)
BEREHR

BEERERTXEUERAERNIBR , RACTEERE CHENER,
UERAERAVRE

EREBNREESBAENBHENEIEERS ( ) ABACEREXREEH —

EERBERNEREFNHERNER , BULUERA. SiRGRSIBERBE FRaws: TagKeyst it
#FHaws:ResourceTag/key-nameiRtRB|E A, aws:RequestTag/key-name& Al LATEEE I
BEMERREERERAZER,

EERB S I HEBERES , URBZERLVWEBRRHFNER , F2ERBELREARE. WF
BRULBHEAERNFEURE (ABAC) WFEHEER , F2R T EABACHIR ? AWSHE (IAMER &S
) Ho

ERFEEIAVAE
IAMBEREAWS IRF FEAREERNER, EREEEREIEARBAR,

RESREESRERRFERE

£ TEBREES P, ZAULERAREBREEREAGE, BEIAMAERIEIEBIRFAG, BRULUER
FEAYAssumeRole= 2 FHY AWS STS APEEREN S IR IFZ £ & A E Rl GetFederationToken,

REEEAE
BRIFEEA SR AWS R REFMHMREFNER , AAKREZTKEF.
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BRRERRIAUEARBESAE,

BHEE
IR A R AR ERERBAE,

ERFEEEREAEAREA S,
BB mE=R 5 2wl R B £ 6l

RIBEFEER , IAM 8 (HlInACNFERE) SEERISBREBRNWHER, tMHbEEFERAAWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API 1T T, IAM B2
EXERY IAMBER |, UREFRER , TEEAMENEEER LHTISE AP 1, AREEE X
ARELERAMMEZTEELERNESRE,

WMFEEAIEL JSON RN HHBIEN IAM B2 EBRNETR , F260 IAM EAEERTH "%
JSON REIBBEEBIYHE, -

£}

- BRBEE®

- FRERREESEIEA M Resource Groups ZEE API
- AFEAEREMHMBECHETT

- RIBEFCBIERAE

HRREER

UEREBAAERNBREREZEAREB TR, FREMBREREFHH TE8FEES) ER. &
LEETREEREN AWSIRF E4EH, ERBRUIGRES »BXKE  ERETYERESRSE
13

- BAAMEA AWS SEBRI B REERFUTNEZEE . IERBRRFHIREAENIEESH ,
REAAWS ZEBR , EEREERTHURTZEARS. eMUELEN AWS tRFE RERH. &
MEBLEEERERFARIN AWS EFEERBE , UMEE—DRIHTT. WEEZEH , BF2HE
IAM EREERETH AWS ZEBRSTHEBEEN AWS ZEBEE.,

- ERAREFFIURA - BE IAM BERWFTIR , FERTHTEEMENER. AERLAN , &7
DERERERGE T IUESEERENNEE , SHBAREERTYT. WEEA IAM EAFH
WEZHEBEER , F2HE IAM EREERTH IAM FHBEMETT,
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- £ IAM BRI REE — S REIFEE - BRILUSHREMIEEBER |, RSB ENE RN FE,
Blan , BALURBBORIRY |, IEENS AL SSL BIEMARR. B ERRERETFHRES
ENEEE | IIRRBBASE AWS FRH (il AWS CloudFormation)SEF1&#., MEEZEN , &
26 (AM EREER) 8 IAM JSON BETE : f&kif.

£/ IAM Access Analyzer 53 IAM BUR |, BRIl £ 2 B Al iEFE4E - IAM Access Analyzer &
BHBEMREBER , BRELBFKER IAM BUERE S (JSON) # IAM HEEH. 1AM Access
Analyzer 12 100 ZIHBRRERVEATHER , THPEERELXLBEEANEXR. UEEZE
A, B2 IAM EHAEBETH IAM Access Analyzer BUR B FE o

- FEZEFEERE (MFA)  IREEZEAWSIREH IAM EAESBREAENER , BB MFA
REENANLZ M, NEEF API BEREFER MFA |, 3% MFA REFEEENER, NEES
B, F2E IAM FREERPHRE MFA REN API FHL.

B IAM AREBEKNESHEBENR , F2H IAM FREERYHN IAM HELZEER,

FAEBmERS XA M Resource Groups 1E5C API

EEEFIERFESS 15 M Resource Groups 1258 API , A BHEERD —HER, EL#ERMNE
AFERINEFTREEBEMMELNE R EBNFMAERAWS IRE, MREBEIN G 2B BERRH Lt
RIRFTERBRERE , AEH A AP T EELZEBEEXERN IAM EBEHEE,

HRMRELETBMNAUCEA "EBFER  FRTIERA (TS THIRAFRIERRA) K NE
B, mFFMER  F2EH (AM EAEER) PHFEFTIERE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
1,
"Resource": "*"
}
]
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RiC AWS BIRMERRER

ERAEER

}

MEREEZBRES M Resource Groups EiE AP| IFEVERSHAE A |

R,

AFHERAERG MM BT

e flE RE MR BER |, FF IAM EAERGRHNEMERES S NABRRZERR, WEE
BEEXEEL , HRFEA AWS CLI 3 AWS AP ZBREEERNN A X TR BENFFT,

3

SRAREEAEREERN

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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RiFFCRAEE

BAERA S B FERRHGERE , REBEEREFEERFEESERNEFE, WEFIBERIMMAEL AT
RIAERIRE (EES P AEREHE), T8 , REEHEEZERLprojectWEEM IME M
BprojectEBEMHER , T EREER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name"
1,
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
}

A G BRI RERF R FAE, MREFEBZRS|Bproject MEHENFEAEalphaE
ARG EREA B E ML EN EESBproject=alpha, BH , AESWKIEEHE, FEER
# project ff& Project M project , RAKRURSIBEBTES KNNE. WEEZENR , 528
C(IAM fEFREER) FH IAM JSON BUEETE : &4

RHGEERRER S 285

£/ T FIEFA 15 B R B AME IEE AR BRERN IAM Bt 2 BTN E REE,

FE
s BRRECEEBFEESPHTEENRE
o TREREHIT iam : PassRole
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B AWS HANEEANE EREEE
BRAEEBRESRTHITIHENRE

& AWS Management Console HHZW REBHTHENERE , ZLEABBENEES IESHE,
EHNEEEBRALRHAZABRIENALR,

Eff#&EmateojacksonEFFEAERERAERNESR , B ¥Btag: GetTagKeysHERE , FiEE
4+ T 5 EHIgEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource

FEHBERT , Mateo B REEEFEMMABUER , LFFMEA my-test-resource BEFE
tag:GetTagKeys &R,

KEZEFEHIT iam : PassRole

MRERBREREHTiam: PassRoleBIFMIERAL , BLAEFRRA , TEEACERGER
MREEER o

BE AWS i A EEERENACEZRE K MERRVFNBEEALIRBEETAER, NFEH
THER B AR ACEEEZRBAIFT .

ERAN IAM EfEmarymajorEREA TR EERREERTHTEFE , SRETIIEHIER,
BR , ZBFEERBEBEFREACRENTTT, Mary RERACEEEZBRBHFTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EERBEBERT , Mary WBUERAEEH , RAFFHEEIT iam: PassRole Bk,
METAFE | FREERN AWS BEE, FNETESEBRNE RS,

EEB BRIk fE
e "EBREERS) BEFHZEAAWS CloudTrail,

AR EAREERR API FEIY CloudTrail

BRmERERBEESAWS CloudTrail , TREAFEAE, ALHEREEIRAWS R P ATREEE
YeRe &M AR, CloudTrail EBRERNFTE AP FILENASH  SERBERFEERIRE
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AL | AR Resource Groups 1252 API XN, MREEER , BUUMASFESE
CloudTrail E4 %] Amazon S3 RFETE K SEEEREINNEH. WREBARFRETEMR , BMATLTE
[EHERERHE] PR CloudTraill EREHPRIENENH. FAWENERA CloudTrail , 0] LA K

MEHmES. REMNER, EBHERW IP ik, BEHERPAE, BHERWEE , UREMAFFHE
&R,

EEMBSEMNESZEN CloudTrail , F2BAWS CloudTrail{E A&/,

EBmEFE CloudTrail

CloudTrail EERIZIRFAWS tRFRMA. EEFEE "ERFEER. 3 "EREESR) TEAPRE
R, ZEDEREE4EELCHEPTHEM CloudTraillAWS lREEH—REFESHT. BAMmE. &
SMTH AWS IkF WE&MEH. MEFMER , FSRLEM CloudTrail EHERELFME S 4.

EEELAWS IRFHHPIFERHZEN (BFREERESNEY) , FELEM, BRT CloudTrail A&
B E R 1 Amazon S3 RFETEE, KTER , EREFBRAPEITEME K ZEMESERAEME

B AWS [E1F, ZEMEFKEHRE AWS FEIEFFEEENES , Y BFERIGREIEEN
Amazon S3 f1ZEFEE, A, B LR EHM , AWS IRIELE —F 947 CloudTrail EL8& P INENE
HERIWERITE., MEFHMAER K FL2ETIER :

« B3I AWS RS RYIB M

 CloudTrail X ENREMNES

« X Amazon SNS EHI CloudTrail

o theZEEEZEW CloudTrail B4 FMEZERF#EW CloudTrail B X4

FIEEBRESEFIIHEHE , CloudTraill YR EEBRESE API 2EF, BHEPHNERFES
Ey#EMFC 8% CloudTrail , Y HA/Rtagging.amazonaws.comB&EFeventSource,

B-SSEMHAREENSLSELFRENETA. FoEATHEEHE T5IEE !

EEERBRN IAM EFRAERFRL.
- REZFERE , RECATREACIBMSE I ERENERRZLER.
« EZAREEBHS—HAWS R RIEREE.

MEEZFHMENA , 520 CloudTrail userIdentity T,
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B AWS HANEEANE EREEE
RSB imIEARC kB THE

EBME—EERE  TESHULAFENTERNEEREIEEMN Amazon S3 #FEFE. CloudTrail SR #iE
FE—RZEEHKEE, —EASHATMARRRHENE—FER , YT SHEREE. BFROBHAFEFR.

ERSBEZEEH., CloudTrail BRXHFELE AP AANEFHERER , HteMTEUE[TEE

B8R

T 5| E 6|7 R ~EE/ER CloudTrail 588%™ B TagResources,

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661372702",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-24T20:25:03Z7",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2022-08-24T20:27:14Z",
"eventSource": "tagging.amazonaws.com",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [
"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"
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1,
"tags": {
"owner": "alice"

}
1,
"responseElements": {
"failedResourcesMap": {3}
1,
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "tagging.us-east-1.amazonaws.com"
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