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REEE AWS Telco Network Builder ?

AWS Telco Network Builder (AWS TNB ) 2—I8 AWS R , A BFRIEHEERSE (CSPs) RMHE
ERESE L AWS 38, EBNIERE 5G BN BRA Z.

£ AWS TNBEF |, B LLE8) AWS Ei FRMRMGE AXNBUERAZ M 56 @K, BFE
EEFHEMN, REEFANEERY , RAEMAHEREMERE AWS B,
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- 1ZEL AWS TNB

- HEE AWS TNB

- T—SRHE

F—IREH AWS ?
MREREMMBENTE AWS | FEATIHERBHRE—S TH -

- B/ AWS
- AF AWS

AWS TNB BEBLEFER & 2

AWS TNB E#CSPsHEF A AWS Eiy REM AN, BEMNEYE K MEFTRENEZDE
TUERAERE , LG, HENEEERERE. AWSTNB SEEBHEXEN AWS EfERE. HERH
LR, URREMEBMENERE , URIE CSPERMVMERRBHERL , LUK CSP RELENH
PR BN BRI T e 2 B AR MR RR AR TS

AWS TNB IhfE
LLTFR CSPREEMRH I —LEK AWS TNB :
BN ETR

BENERRERRESONE , INNERRY. EFAFRESENE  URSEAREBY
.

HipFAELES
AWS TNB 2 ETSIEREAME = REIHRAERES,
A

BT LAERTE AWS TNB RIER EME AWS ERUAEZEREE R, EERNEMBITHEBEHE TN, #
HBMERREREEE | WiHEH 56 RSN IPEBRFEBRERMEE HLYL/E,
WmERNEE AWS &R

AWS TNB AIEZEE—ERN LREMEL T ERE AWS WEIR , #1201 Amazon
VPC. Amazon EC2F1 Amazon EKS,
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EHHERSBENEE
ECSEERNYENERERR , SIWEE Amazon HTEBELNEC2HTERESR , &9
DUMEEBAERNANEREE, FHHTHRETEEEMRMRE, BEUNMBRER , IF

EFENEEIEF, EEER AWS TNB REEMR RN EMBHR , SR SYHERERREH
R RIS R FFEITE#E. AWS TNB EEUE#NIEFBBETHXENEE,

LR B A an A A

A ERER RN E — BN RERE | YIEEABRNER, S ERFRXEREN
RAN, CorelMS., M fEEERARER,

FHL AWS TNB

FBAILERATIME-NEREYL, FRMEE AWS TNBEIR :

- AWSTNB ¥4 — RHEAREEHEKA Web ST H-

- AWS TNB API — Rt AR #1T AWS TNBEIYERESTIUIAPINY . MIFZEFMEN , FSEAWS
TNBAPI&#

- AWS Command Line Interface ( AWS CLI ) — BEZH AWS REREME DS , B AWS
TNB, Windows, macOS # Linux X#EtkIhet, MEFMEN , 52 EBAWS Command Line
Interface.

« AWS SDKs - 1245 EES , APIsE TR 2 ERFFHEN. SRTERE, EEBREHANER
R, MEFMENR , 28 AWS SDKs,

HWEE AWS TNB

AWS TNB EBIR7E LCSPsEEI{L EEEMBNIHEBNEE AWS, A K , BEEXFUTmEH
EHER AWS TNB :

« IRSERKEETER ( MNFI) M,
® {IEAPEEI%E.R%O

17HL AWS TNB 3


https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/#SDKs
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https://aws.amazon.com/tnb/pricing/
https://aws.amazon.com/tnb/pricing/
https://console.aws.amazon.com/billing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://aws.amazon.com/contact-us/
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AWS TNB AJZEZiEIB AWS Management Console, AWS TNBAPI, AWS CLI REST l #1748
HEEIRESDKs, EAEILRE. BENEXRIARRERKNESETENCSPAGTIA AWS TNB, &
B EEREREREBEMHMSE Cloud Service Archive ( CSAR ) &%, CSAR % 8% Helm Chart,
BB R A Network Function Descriptor ( NFD ) . &BAILAEA SAEEHBZEHNZEHERE, &
ALV ERRKEER  EREFENERNENBEEHE, ZUAFERAZYEEETRNESETRE
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B B4 AWS R

5GC WA —EEENARLABRRBENK , ELRHIMBERTE Kubernetes #E L. AWS TNB
BET T3 AWS BRI BERENREAPIs , LWEY T2 EEARERRT

« Amazon Elastic Container Registry ( Amazon ECR ) #EE BB MHER (I1SVs ) MEREEK
AR o

« Amazon Elastic Kubernetes Service ( Amazon EKS ) RERE#HE,

* Amazon VPC for networking constructs,

- FA ML £B4E AWS CloudFormation,

« AWS CodePipeline B AR AWS [EiF, AWS Z&#EEH HEE B 1Z AWS Outposts,

- IAM RERAE,

« AWS Organizations B & ¥ B AWS TNB7FEXAPIs,

» AWS Health Dashboard 1 AWS CloudTrail 3RESIZIEEARRER RELIEZ

AWS TNB & RH %

81 AWS 1RF BEAEE NEREE , THBARS AWS R, RFEZERA , SRESEAKERE
BHEH AWS B, BAUBERESHELRE B IFMAEENRERS.

EEHE NBELEE AWS TNB |, 5B EX Service Quotas 124 ., FEBEEFKT | BIZ AWS R , A%
i#1E AWS TNB,

EEFRK

o
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i
e
&
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&8 AWS 1RF EHER AEEIRY T 3IECEE AWS TNB,
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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AWS TNB #£4:

REBRABBIERKEER WESEZ AWS TNB,

B &

- R EEAY A AR

- EREENNE

- W EBENH AWS TNB

- WIS AR ISR RF AWS TNB

- WEBENEE AWS TNB

- BV AR ISR RF AWS TNB

e i B Y A A B R

AWS TNB B HEBNEEE GBI EIHEE, BERRBEDTBHEIFETIIRENEE

HRE

1.

nal

B R Bl B Y M B B BORAR B R AR
AR ARERERAREREREE.
B BHEHAMEICSAREH -

£H AWS TNB L EEERREHEACSAREHN ( fli0 CU AMFHI UPF ) |, W ERE/EE S FE
BRXfY (CIICD) BEES , UHBEREIFNCSAREMMA |, A IR KB mGR
EEESETA,

BB EERENES , AINERFRE, BERBMRAE, IPEANEREHE,
. fER BRAEMIEH MR RIBHRRF (NSD) .
. NSDs E R HHAVEE , AR EBHBEEILAENER,

115314

1.
2.
3.

B B BT R R BRI
EER , AL (M2 ) MR , NSDAERBEHRE.
REEE.

REEHEwEH 8
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£ E

ERRRENENBERR , BRTREERE , HlW
- EFEREEARE , S, ENEHEEREBTNE,
- ERAFHNRREANSBEENRRATER. Sl , EFREREHFPH Amazon EKS

version 2&,

EAEE{LNE

AWS TNB HEUMEEZ XS (ETSI) HARBHAR[ES K UELGCARRENBE, REH
FTABETLUEER AWS TNB SDKs, CLIZR APIsREAENIR/E | Hl #0310 SiAS A RS BN B IR E FT AR AR o

AWS TNB XE T 5B,

R B 1ThRAS R

ETSI SOL001 v3.6.1 E 2 L5 TOSCAR B B B H R T EE,

ETSI SOL002 v3.6.1 ERBRHNEETENER,

ETSI SOL003 v3.6.1 EEMREHBLEMENEENELE,

ETSI SOL004 v3.6.1 EEMBEHEBEHCSARWEL,

ETSI SOL005 v3.6.1 EXZBRBEECNFEEBREETBHEENE

%,

ETSI SOL007 v3.5.1 EF N TOSCAR A RIS IR RFIZEE,

RS BRI EH AWS TNB

£ AWS TNB , &AL 4 ETSI SOL001/SOL004 AR KB EHFRERNE BT, K&, &
A EEEEHINBEEEB A M Cloud Service Archive ( CSAR ) E#,

- ERREEAE - EREFMANERREEENPEER

- HEMG - 2ERRHBARMBB, Amazon Elastic Container Registry ( Amazon ECR ) ®B %
R HERERTE.
- HitiER - AREEMEEE , SIWESHRN Helm Chart,

ERRELNE 9


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf
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CSAR 2H OASISTOSCAREERMNEN , L2 E OASISTOSCAYAMLIR #& K # 2/ AR5 1R 5 o
WERFBYAMLRENER , FF2E TOSCA 12 %E AWS TNB,

BAT 2 S5 5178 8% B B R Y o

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"

iy 48 B AR 75 8 3R fF AWS TNB

AWS TNB R EBHAG (NSDs ) FRECEHEOMERER , URAENMECIHHEE S
#H, LA EEYAMLNSDIEZR (vnfd.yaml ) , #0 ETSI SOLO07 Fri , @& FHEA :

. ERHENBHEY

- BEBER

- EEER

. EHEHHN (BITEHE)

AWS TNB XEBUTOSCAZSE U ERERETSINEE | HliEE. RBMHBE., AWS TNB AWS
fR& WAL ETSIERBREBBETURBENARNBELERER #E#MEEREMEHECH.

AWS TNB #8# BR 7% R = 10
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UTRE WERBHER , NSDREMMAET HE AWS RS, BEREEITBELEEE Kubernetes 1.27
MR #9 Amazon EKS#E &£ L, FEARER FHE A Subnet01 1 Subnet02, A% , LATLAEHA Amazon

CA

Machine Image ( AMI) . #H{TEIEEE T EBHIEREERE NodeGroups REZXEAFRERM .

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS
subnets:
- Subnet0l
network_interfaces:
- ENIO1

AWS TNB #83% BR 75 8 R A
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- ENIO2

HWEEFE/E AWS TNB

EiB AWS TNB , B Al LAFERERE{L ERIRERSEMEE , 5354 SOL003 ETSI M SOL005, & A LA
5 AWS TNBAPIsR#ITE M EHIRE |, Hlan :

- BENRBERNEEBEER,

- HRIEEHRREE,

- EFEHRABREEIEER Helm ZE.

- FAFNRBRE4ANSEEENERILRERNRREHTEE.
- EEREEHEEANIRE,

- B MRZANSDs,

- HEEHERREYNEEER,

(Y 48 2% AR 75 18 3R AF AWS TNB

#EE AR A HERE (NSD ) RMEBREMHPH .yamlER , A TOSCAREREREE I BRI
B, Uk AWS EEREMXEBOVERRE, FEEREM NSDIEREERE RN L amBHER
£, BUAT R ZEHWNSDTOSCAKGB#EIR AWS TNB,

IEHINSDERZ A THIED

1. TOSCA E&EMA - ERNSDYAMLERMNE —1T , SEMAENR , T HEHIFTR.

tosca_definitions_version: tnb_simple_yaml_1_0

2. VNFD-NSDEEEHRHFPHTEM AP RENPERREER., SEMBREIMLAUTIER
Al
- MM — IDdescriptor_id. ID #EEEMEREKEBCSAREHSFH ID M.
« M —Z#namespace, BRBAEHEM— D {HEE  WEFERHSEZZFENSDYAMLER |
T B &I R o

vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69ca@ded25b"

namespace: "amf"

BEMERE 12
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3. MEEIA - EREMENER, WHREHHNE , UREMEFTESE , flmtamBidE, WT
gHIFT o

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4. HhEiR - SEAEEERBEBMNERNER, BEERERNEZERASSERBM , HlM0 A&, B
LSRR MNBESSIBIRMHAMEMKRM, Flin , ZEEE I Amazon EKS Node Group Resource , 4
ZB7E Amazon EKS Cluster FE13, LT &6 Ro

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIOQ1
- SampleENIQ2

WS AR IS R AT 13
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EXE AWS TNB
SERAFEFEHRNEBETRE AWS TNB,

7%

- Ef AWS IRFE

- BB EEEFRENERE
- BEAWS B

o BAERKIRE

- (BH) ®% AWSCLI

- RE AWS TNBAS

M AWS IRF
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Mg T R RE.

» AWS TNB B MK FN1TEER + NSDH VNFD S HHBETEIB 200, EHIITURS , BABHLER
ROUAEGEEZERBNVERNER AR,

BRI LEFN SR

BRI EEFERLBRATREEREN TSR

B8

Amazon EKS# £ xR 4x

iR

BT LA Amazon EKSE &2
HFEversionZ2 8N EEH
BER—ERERAE, EELE
BARA, REHIEEEHH,

&l ZHl £
i
Z
#®
EKSCluster: EKSC
type: tosca.nod I:
es.AWS.Compute. EKS
properties:

version: "1.28"

tyr
tos
es./

mput

ERAREITER
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ERAEER

B8

REEBM

& LAE# EKSManage
dNode # EKSSelfMa
nagedNode TOSCAHIZHY
ERBM.

&l 28l i
i
Z
%
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

BRI NEFNSH
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ERAEER

B8

Amazon EBS CSI| S\ 2R B
{3

BT LAIE Amazon EKS#E &
A= £ Amazon EBSCSI
HNEHER, BTl E s
B,

g5 - 280

EKSCluster:
capabilities:

ebs_csi:
properties:
enabled: false

BRI EHH B
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B iR Yl . 28 g
Bl -
Z
%
ksbt
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ERAEER

B8

VNF

(e
Hi
[

A LATE VNFsH £ E NSD
& EEBEINSDFEHVNF
DeploymentTOSCAEI B 1E &
BUNESE., (EFAEHN—I
o, BASee g, EHAM
BRVNFs#BE .

g5 - 280

vnfds:
- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2

BULEFRNSE

Bl -

#®

vnfc

ll5£
79e¢

be5:
2adt

nan
n Vf
Upc
VNF

des

"b’
839c
-91¢
alée

nan
n Vr
Adc
VNF
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ERAEER

B8

H

\

iR

#4l -

| &
Bl -

%
Sa

mple
elmC

Tyr
tos
es./
ploy
VNFL
ment

rec
nts:

clt
EKS

BULEFRNSE
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B8
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Hi
[

=R AT g
Bl -

#®

vnft

-
Le VI

-
Le VI
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25 HiR & . 28l
i EEEEVBERNEZa Mz )
vnfds:

#HTEMBERIRE , B
pre_create # post_crea
te HE¥TIBEVNFDeploy
ment Ei%h,

g BH | #HPreCreate
Hook #&7Evnf3.Samp
1eVNF3 #I#R{LZBIHAT ,
#PostCreateHook #&
fEvnf3.SampleVNF3 ##a1t
ZEHIT,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace: " vnf2"

SampleVNF1HelmDeploy:
type: tosca.nod

es.AWS.Deployment.

VNFDeployment
requirements:

cluster: EKSCluster

vnfs:

- vnfl.SampleVNF1

- vnf2.Samp
LeVNF2 // Removed
during update

BRI EHH B
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B iR =R AT g
Bl -

%
the
san

-

LeVI
Nev
VNF
as
the
nan

vnt
was
not
pre

pre

int

Hoc

pos
te:
eHoc

DN T s



AWS EfEEREZER EREES
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pre
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ERAEER

B8

iy

iR
EEEENARRB AN

ZEHTEWERRE , &
Al L% pre_update #hif
Mpost_update HiHFTIE
ZEVNFDeployment Hi%,

ELEHIH | PreUpdate
Hook #%7E vnfl.Samp
leVNF1 E#HZwi#H

1T , PostUpdateHook 3if
£ vnfl.SampleVNF1 ¥
HEMBZEME vnf1 B Frig
AuuidvnfEH 2 B#HT,

iR - T L4
Bl -
Z
%
vnfds: vnTfc

- descriptor_id:
"43c012fa-2616-41a8- -

a833-0dfd4c5a049e " des
namespace: " vnfl" I_ic
- descriptor_id: "Qc¢
"64222198-ecd6-4871- bd8;

bf94-7354b53f3ee5 " -
namespace: " vnf2" b8al
466¢

SampleVNF1HelmDeploy:

type: tosca.nod
es.AWS.Deployment.

VNFDeployment nan
requirements: :
cluster: EKSCluster "vr
vnfs:

LeVNF2

vnfl.SampleVNF1 -
vnf2.Samp des

"64
ecde

bf94
4b5:

nan

vr

amp]

BULEFRNSE
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AWS EfEEREZER EREES

B iR iR - T 2]
Bl -
Z
%®
pos
te:
eHoc
ERAIT(EE
Console

ERAEEREENEHETERE

1.
2.
3.

£ BB AWS TNBZE#E & https://console.aws.amazon.com/tnb/s
FEEBEH®KP , EIF Networks o

BEAERTEE, REEREEATEENMES Instantiated® B , B B E A H
17{E#Updated,
BIEBELERH

EHMHTEEEESRE T MERFEET , AR ENERRETHNSBEE.
BEMHEREMF,

MEREATNSREHREENRNSBERT.

%% ENEHSBERTHSRE, NELTUEHNSHEEE K B LUUEHHS
.

BIEE R o

AWS TNB BB e R BB E0EB ., PERNE REPBAREEME.,

ERERBEEFRERBRATEENRZIRE, SETUEREEBERTRABDEN
B2E , EHESEEBNER,

ENBRESES KCompleted , EEMMPRIITER,

ERAREITER 50


https://console.aws.amazon.com/tnb/

AWS EfEEREZER

ERAEER

9. - MRBMFBAY , MBEIATEBSRIGEFREN ZBMEEAGRE - Instantiateds

Updated,

- MREHMHAY , WRIATEBKEEHE TR Update failed, BESEXBEBHERE K N

HIET R R
- WREHAY , WEEHTEEKEEER Updated,
AWS CLI
5 CLIE# 1T @R

£ update-sol-network-instance @ S BLUPDATE_NSE ¥ B 2R E# A B 1T {E 8,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"“np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"parami\": \"valuelI\"}}"

E PafRERsITER AWS TNB

T RN AR AR A ER B 1T (R BE
Console
FHEESRERARHTER

1. 1 BB AWS TNB=ZE#2 & https://console.aws.amazon.com/tnb/s
2. HEBEHRKT , BEERHTER.
3. FHABESLRSKBERIAITEE.

AWS CLI
FH mREEHTER AWS CLI
1. {#H list-sol-network-instancesan > 3R 5l HH 48 19 #3558 2 17 {E 2,

aws tnb list-sol-network-instances

2. f#H get-sol-network-instance®s & RRR IS EM R BT ERMVFHEA

B

51


https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-instances.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-instance.html

AWS EfEEREZER EREES

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$

& #2 1E AN BRABEE B 1T {EEE AWS TNB

= ZMEBRERBTER , SITERSAERKILRE,

Console

£ A 12 A4 L A BRAB R 31T (@8R

1

2
3
4.
5
6
7

£ BARK AWS TNBZE#2E & https://console.aws.amazon.com/tnb/o
HEBBEEHKD , EEF Networks .

AR B TERER 1D,

BERIE,

RN WA ID MBEKLE

B EEDUERHERR BT AR A AR RS,

(BA ) EEMEBRHITER , RERBEMER

AWS CLI

£/ #& 10 M BRABER #11TER8 AWS CLI

1.

2.

£ A terminate-sol-network-instancefin 5> B #& 1E AR 1T {EEE

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

(iEF ) A delete-sol-network-instance s 4 M Br 48 3& A 1T EE,

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

&1 FIBR

52


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/terminate-sol-network-instance.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-instance.html

AWS EfEEREZER EREES

BRI 4E AWS TNB

MR RER BB ATHEMRE , SRR AITERESEA LKL,

£
. 18 AWS TNB#BKIR/E
« HUH AWS TNB#BKIR/E

¥t AWS TNBHEKIR1E

BAMERRENFEET , SEEBREPSROVEBIEFHRE,

Console

ERAEEERAERRE

1. 7 BFABK AWS TNBZE# & https://console.aws.amazon.com/tnb/,
2. EEEERP  BEEBRITER.

3. HEABESHRSKERHTER.

4. EHBRIIERL , BEERERAE

AWS CLI
EE A WA ARIEAE AWS CLI

1. fEA list-sol-network-operations 5 5l H P& # B 124E,

aws tnb list-sol-network-operations

2. {EM get-sol-network-operation @i 5 AR MBI ENFFMAE A

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

HUE AWS TNBEK®RIRE

T R AT ESCE A B R AE

BiR 53


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-operations.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-operation.html

AWS EfEEREZER EREES

Console
FRERAEUEARIRE

£ BB AWS TNBZE#2 & https://console.aws.amazon.com/tnb/o
HEEEEH®F |, EIZE Networks o

EEHERM ID URBEFAEAERE.

EHBRIEE L | BERRRE,

BERUHERE .

o ~ w0 bh =

AWS CLI
HEEM BUBMBRIERE AWS CLI

£ / cancel-sol-network-operationts ¥ BUB M8 B R 16,

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 54


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html

AWS EfEEREZER EREES

TOSCA 923 AWS TNB

EWERAENNRENBTAESRSE (TOSCA) BR—EELEMREL , CSPsAREREIRE Web fRHE.
Hia#, BENEECMANEFNAE, CSPs HIRERY, HR%YHNEBEES  LUIKRTOSCAE
AAWBRANMENZEMEBER, CSPs A& LEER | 5% AWS ATAESE I E¥iEE 56 HIKFTE
HEREKE AWS TNBEZEIA,

B &%
« VNFD &34

o HEES BRI HA R EE A
- EREE

VNFD &7

TERE R R BHRS (VNFD ) 87,

=R
1=

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

hEEAR

node_templates

TOSCA AWS Hi%, TIRERVETEL IR
« AWS.VNF

VNFD &7 55
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ERAEER

 AWS. Artifacts.Helm

AWS.VNF

EE AWS ERMEREE (VNF) HE,

= RN
AR /

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String
provider: String
requirements:
helm: String

descriptor_id

HIRFUUIDH

MWE 2
HR . 7R

B3 : [a-f0-91{8}-[a-f0-91{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{12}

descriptor_version

A ARAVNFD,
PHE 2
R . FH

B AL0-971{1,5\\.[0-9]1{1,53\\.[0-9]{1,5}.*

descriptor_name

RN B R,

AWS.VNF

56



AWS BEBBEES EREEE
ME 2

¥R . P&
provider
#IEZEVNFD,
PVE B
¥R . FH
=R
helm

EEAB|H MM Helm B, R AWS. Artifacts.Helm 92 #&,

PVE =2
¥AH . FH
&1 45
SampleVNF:
type: tosca.nodes.AWS.VNF
properties:

descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"
descriptor_name: "Test VNF Template"
provider: "Operator"
requirements:
helm: SampleHelm

AWS . Artifacts.Helm

EZ AWS Helm Node,

SR
AR/

tosca.nodes.AWS.Artifacts.Helm:
properties:

AWS . Artifacts.Helm 57
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implementation: String

implementation

B ECSAREH A Helm Chart Ry A& # B 8%,

MHE 2
HR . 7R

a5

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

A8 B B 055 H D T S AN

ERMRBIBHEARRF (NSD) A

=R
AR /.

tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:

NSD #i7< 58
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SampleNodel: tosca.nodes.AWS.NS

ERHERNSH

B EHEEESE , fIINVPCEH A CIDREMRE , A LMER{ get_input: input-
parameter-name }FEEUHENSDERHFERSH, RAREEXAHRNSDEEFH B8,

THEHREBIATEEMERSH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD [E A
descriptor_id
#HIRRFUUIDH o
VR =
B F&H

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ERAERNSH 59



AWS EfSEREERR

ERAEER

namespace

E— B,

VE B

B|A . FE&

hEEAR

node_templates

T

BEMVTOSCA AWS Ei Bt B3E -

AWS.NS

AWS.Compute, EKS
AWS.ComputeEKS.AuthRole
AWS.Compute, EKSManagedNode
AWS.Compute, EKSSelfManagedNode

AWS.Compute, PlacementGroup
AWS.Compute, UserData

AWS.Networking, SecurityGroup

AWS.Networking, SecurityGroupEgressRule

AWS.Networking, SecurityGrouplngressRule

AWS.Resource.Import
AWS .Networking. ENI
AWS.HookExecution

AWS .Networking. InternetGateway
AWS .Networking, RouteTable
AWS .Networking.Subnet

AWS #2&, VNFDeployment

AWS Networking, VPC

AWS .Networking, NATGateway

A

60



AWS EfEEREZER EREES

» AWS.Networking.Route

AWS.NS

E&E AWS WEEEIRIE (NS ) Eil,

ER
AR /

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

descriptor_id
R FUUIDH o
PVE B
B|A . FEH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version
RYRRASNSD,
PBE &2
¥R . FH

B AL0-91{1,5\\.[0-9]1{1,53\\.[0-9]{1,5}.*

descriptor_name
HR BB,
HE R

BHH . FH

AWS.NS 61
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g5

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute, EKS

REEBENETE,. ATEM Kubernetes R4S |, LA L5F Kubernetes 26| SFEIEIE FTEH AWS ERH
ABNFs, Multus RS THE (CNI) AHBHEXNCEA. SrlEEZEMAR N H , WA ERRER
HREEERZ L Kubernetes BEBNAR NS, Bt EEERMFIMEEN FHEK,

5 AN
=2

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

Ih&E
multus

EA, % Multus ZEMEAHE (CNI) AENEBH.

AWS.Compute, EKS 62
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WMREFEE multus , FBFIEE enabled multus_role B,

enabled

BRESERATERR Multus ZhEE,

PHE 2
HR . fME

multus_role
Multus N HEENAE,
ME 2

B . FE&

ebs_csi

E&RLZHEE Amazon EKSEEHH Amazon EBS Container Storage Interface ( CSl) EREEXMNE
8

B e A 85852 30 LAFE AWS Outposts, AWS A EE S LA Amazon EKSEEEEE R AWS &
., MEBFMENR , 552 Amazon FEHEIERE BH Amazon Elastic Block Store CSIEEENFE= o
EKS

enabled
BRER D LA Amazon EBSCSIEEEHZ,
PNE &

B|H . AME

version

Amazon EBSCSIEEE R M tn st BV ARA . ARA 4B EE DescribeAddonVersionsENfEEE By H A
— AR E, MEFHMAET , 528 DescribeAddonVersions Amazon EKSAPIZ & Y

PVE B

AWS.Compute, EKS 63


https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeAddonVersions.html

AWS EfEEREZER EREES

BE . FH

version
#E £ M Kubernetes x4, AWS Telco Network Builder X # Kubernetes A7 1.23 F| 1.30,
PBE 2
FA . FH

ATAEANME - 1.23(1.241.25]1.26 | 1.27 | 1.281.29 | 1.30

access
B Eim BT
PVE 2
¥R . FH

AJEEAVME : PRIVATE | PUBLIC | ALL

cluster_role
BEEEENAG,
ME 2

BH . F&H

tags
EHMEBRAVER.
PVE B

HA . EFE

ip_family
EREEFREMN Pod hutky IP &5,

AHFWE : IPv4, IPV6

AWS.Compute, EKS 64
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ERAEER

JEERE : IPv4
PHE &K
HR . FH

=R
subnets

AWS.Networking.Subnet Hi%,

ME 2
HR . FE

Y]

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.23"
access: "ALL"

cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"

ip_family: "IPve6"
tags:

- "Name=SampleVPC"

- "Environment=Testing"

capabilities:

multus:

properties:

enabled: true

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:

subnets:
- SampleSubnetl
- SampleSubnet2

AWS.Compute, EKS
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AWS.ComputeEKS.AuthRole

ERAEER

AuthRole TJZEZHEIAMA B8 E Amazon EKSEE | aws-authConfigMapE & A LAEHIAM
AEFE Amazon EKSE &,

5 RN
an /

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String
groups: List
requirements:
clusters: List

role_mappings

EEZFEEHEE Amazon aws-auth EKSEE ZIAMBBHIREHEEConfigMap,

arn

IAM B E&ARNHY .

PBE 2
B|A . FH
groups

EigRGE PEEABH Kubernetes E#Harn,

WE - B
A - EE
=R
clusters

AWS.Compute.EKS £i%,

AWS.ComputeEKS.AuthRole 66
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a5

EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:
role_mappings:
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:
clusters:
- Free5GCEKS1
- Free5GCEKS2

AWS.Compute, EKSManagedNode

AWS TNB % ## EKS Managed Node ##8 B 81t Amazon Kubernetes #5812 ( Amazon EC2#11T
Ef8 ) EKSMHENEWBENEE, FEEVEKSHMAE , FHTTIIEME !

- Bt AMIZ AMIBEEY ID , RENBEE THEEERIEE Amazon Machine Images ( AMI )

It Amazon EC2E& ¥ IASSHFE , U R EIERFHEANIEREB M.

BRENE B AFHEE Amazon EKSE S HHE B,

R THEEEIRE 7R

- RE , BRLHFE, FRHEBRNENFAEEZHREFE

=R
=2

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:

AWS.Compute, EKSManagedNode 67
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compute:
properties:
ami_type: String
ami_id: String
instance_types: List

key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String

scaling:
properties:

desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

TheeE
compute

EZ Amazon EKSSEHEHEESES2ENBM , #li0 Amazon EC2#{T{EEER M Amazon EC2#,
?T{%AMISO

ami_type

Amazon EKSZERAMIZER,

PVE =2
H|A . FH

AIBERYME : AL2_x86_64 | AL2_x86_64_GPU || AL2_ARM_64 | CUSTOM
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA
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ami_id

# IDAMI,

(® Note

MREHARPEFFami_idIEET ami_typeH , AWS TNBEI REH ami_idEREIL
EKSManagedNode,

instance_types

HITEB KD,
VE .2

HA . EFE

key_pair
RUFASSHEENHEC2& 8%,
ME 2

F|H . FE&

root_volume_encryption

BX A Amazon EBSIRFRR[ERY Amazon EBSINE, MRKRIBHILEM , AWS TNB M4 FEFRINER
Amazon EBSIERIREE,

PNE B
HER : true

B /mME

root_volume_encryption_key_arn

AWS KMS &#ARNRY . AWS TNB XE—#x &R ARN, ZEFHT|MARNMEIE ARN,
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RE &

@ Note

- R root_volume_encryption % false , HEEE
root_volume_encryption_key_arn,

« AWS TNB %1 Amazon EBS#i% AMIB R RERE [E 3R,

- MR AMINBREUKEESD N , BHXEEE root_volume_encryption_key_arn By
AWS TNB FBEEFINZIRHUERE,

« R AMIBVIRHRREARINE , AWS TNB EH
root_volume_encryption_key_arnRiMZBREE,

MRIEFRDE root_volume_encryption_key_arn, AWS TNB & 2 HMNTER
£ 88 AWS Key Management Service RN BHEEE,

- AWS TNB ~"E# & IZH AMI,

scaling

E# Amazon EKSSEHMBAERSEBNWEMY , SINFTEMN Amazon EC2HTEEEE , UAKREIE
F4H Amazon EC2#1TEEE 2 B 1Y T BRI L BR,

desired_size
It A TT{EEEEH NodeGroup,
VE B

B By

min_size

It P ITEREE TR NodeGroup,

ME 2
HA . B

AWS.Compute, EKSManagedNode
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max_size
It PEVELIT{ERE BB LR NodeGroup.
MR R
A BY

node_role

B EZE Amazon EC2#1T{EEEIAMEY & EARNH

MR =
B F&H
tags
BEEZERNER,
MR

=

BHR . EE

Bk
cluster

AWS.Compute.EKS &%,

PHE 2
BE ¥R
subnets

AWS.Networking.Subnet Hi%,

PE 2
BHA . BE
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network_interfaces

AWS.Networking.ENI Ei%, HARMEBRNENFEBREAMEENTHES  SRABNS KA.

BEIRRE Brnetwork_interfaces , AWS TNBHIR & AWS.Compute. EKSEIBiFEE
multus B , ENIs % multus_role B ESEE MHEMWEFT, &8, ENIs % node_role
Bt AWS TNBHEU/SEE tHRIMVEF ],

PVE B

HR . EFE

security_groups

AWS Networking.SecurityGroup Ei%,

PVE B

BHH . EFE

placement_group

tosca.nodes AWS.Compute.PlacementGroup 1%,

ME B
BA . FH
user_data

tosca.nodes AWS.Compute.UserData Ei#2 %, FAEEN ETHREEEEZEHHFEMIN
Amazon EC2#11T{E#E. BFHTEIFEAEERMENFTIHMEZEEZHEFEMN node_role,

PNE B
HR . FH
labels

HMEREE. HREBRLAEREBANE. EANTHRERIER

- BBANELAU 2=,

- BBANENRELRA 63 EF 7T,

- EBUEEFH (AZ az. ). BF (09) MTHFxT: [-, _, ., *, ?]
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AWS EfEEREZER

ERAEER

- BBNEXEURHF T, ?X * FABBENERE.
)0 myLabelNamel=*NodelLabelValuel
BE B’

HAE . FE

L)

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup

AWS.Compute, EKSManagedNode
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user_data: CustomUserData

labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute, EKSSelfManagedNode

AWS TNB %18 Amazon EKSERERE# , LLEHE){t Amazon Kubernetes # &£ &% ( Amazon EC2
HITER ) EKS WHENAMmBEEE, FEE Amazon EKSEIEFE , AT THIENE :

- B WD, BENEE T EEEHEE Amazon Machine Images ( AMI ) AMI,
12t Amazon EC2& 8 ¥ LISSHEEL,

- BREWETBAHESE Amazon EKSE S AHRIHH,

- RUESTEBBERNME. ZDPMZAKDS,

- REHETEHEERNFHEE,

- HE , BLLHE, THEBNERFHLERZHRMEE.

= AN
AR /

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
scaling:
properties:
desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List

network_interfaces: List
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security_groups: List
placement_group: String
user_data: String
labels: List

e
compute

EFE Amazon EKSEREEHEEESEWEM , 40 Amazon EC2#{TEEER F Amazon EC2%
1T{E&AMIs,

ami_id

RREAE#ITERRAY AMI ID. AWS TNB XEEH N#TERIMDSv2, MFFMER , F2
BIIMDS hixZ%,

W

MWE 2
HR . FH

instance_type

HATEBR KN

BYFAISSHTZHAY Amazon EC2£&i8¥f,

MHE 2
HR . FH

root_volume_encryption

BB Amazon EBSIRHARE[ERY Amazon EBSINE, MRKIBHILEM |, AWS TNB SKFERINE
Amazon EBSIERIREE,

PVE B
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FEE% : true

BHHE : HNE

root_volume_encryption_key_arn

AWS KMS £#ARNA . AWS TNB XE—fix 288 ARN, ZEFHSB|MARNMEIE ARN,
PNE B

R . FH

(® Note

« R root_volume_encryption A false , B0 E2&
root_volume_encryption_key_arn,

« AWS TNB %1 Amazon EBS#i% AMIB R RERE [E N3R,

- MR AMINRHEKEESINE , BHUEIE root_volume_encryption_key_arn
AWS TNB Z BEE#T N Z R ERE.

- MR AMIKNIREERERMNE , AWS TNB A
root_volume_encryption_key_arnRiMZBRUEE,

MREFREE root_volume_encryption_key_arn, AWS TNB €A AWS
Managed Services RN Z R R [E,

« AWS TNB £ #EZ &K AMI,

scaling

EE Amazon EKSEREEEHIERSEWEY , HIMAERN Amazon EC2HTEREE , UK
FfEH Amazon EC2H1TEREEM TR LR,

desired_size

It PEVEITIERE B NodeGroup.

ME 2
HA . B
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ERAEER

min_size
It FEVELIT{ERE BB T PR NodeGroup.
VE 2

B BY

max_size
It PEVELIT{ERE BB LR NodeGroup.
PE =2

B BY

node_role

B EZE Amazon EC2#1T{EEEIAMEY B EARNH

l\\g . ;EE
A . T
tags

cluster

AWS.Compute.EKS &%,

PHE 2
BHH . F&H

AWS.Compute, EKSSelfManagedNode
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subnets

AWS .Networking.Subnet Ei%,

VE B

R . EE

network_interfaces

AWS .Networking.ENI 8%, HBARBENENFBERESARNTHES , FAEMNS KK,

BB E Bnetwork_interfaces , AWS TNBIIREE AWS.Compute. EKSEHIHHEE
multus B , ENIs % multus_role BHEE FMEEFF . B Al , ENIs % node_role B
 AWS TNBERV/SEE AHEERVEF T,

RE &/

BHH . EE

security_groups

AWS.Networking.SecurityGroup Ei%h.

PVE B

BHA . EE

placement_group

tosca.nodes AWS.Compute.PlacementGroup £i%,

PVE B’
HR . 7R
user_data

tosca.nodes AWS.Compute.UserData Bii2%E, FHEERNETHEEEEEREETHH
fEREI ) Amazon EC2#11T{ER. BT RIIERAEERMENT UM EEEEZHREFEN

node_role,

PNE B
A . 7
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AWS EfEEREZER

ERAEER

labels

HM¥ERFE. HREBRLEAEREBNE. EANATRERIER

- BBAELAU 2=,
- EWNENRELRA 63 EF 7T,

- EBUEEFH (AZ, az. ). BF (09) MF¥=x: [-, _,

- BWNEXAURHFT T, ?H * FAHEBEBNER.
)40 myLabelNamel=*NodeLabelValuel
VE:B

BA

i
0
0

5051

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:

*, 7]

node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"

tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKSCluster
subnets:
- SampleSubnet

AWS.Compute, EKSSelfManagedNode
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network_interfaces:
- SampleNetworkInterface0l
- SampleNetworkInterface2
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@1"
- "samplelLabelName@@2=samplelLabelValue@02"

AWS.Compute, PlacementGroup

PlacementGroup EiZiX EMIE Amazon EC2#1TEE KN TR FK &,

BB EFH Amazon BFEC2instance , Amazon EC2IRE S ER LS EN B THEE 2 BB ERE
BWARNKRESTEE , UEHEEBHRERERE. T8 , BuLER EREHE REE B BMHEKEF
HTEBNENR , UFEENITEEHEKR,

AN
An /

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List

strategy

ARKE Amazon EC2#1TEBEHI KRS,

PBE 2
BA . F&

A[8EM{E : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

- CLUSTER- #S#TREBHEREATAEEAN,. LEBURIFEEHERSHEERE (HPC) EA
EXNHEANRRES node-to-node BT E WKL E B L WAL,
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- PARTITION - 88 TEBIBEBELIE , E—RAIEETPNHTEBEETZHETE S E
EFHRSTEEBHELAERER, XEFBNESHIEEE (Flan Hadoop., Cassandra #l
Kafka) 8% SREXL SR B o

« SPREAD_RACK - BRI ERERMNE —/NEFHTER , LUBL BB HE,

« SPREAD_HOST - #A R Outpost EME#H, BTRINERFEEBNE —/NEHTEE , LUBLEH
BB SRR

partition_count

DEIEH.
PHE . RBTH strategy BREA KT FEPARTITION,
B|A . B

AlRERIE : 11213|415|6|7
tags

BH LR ENEEERNESR,
VE B

BE . BE

a5

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute, UserData

AWS TNB X #Ei&EiB UserData Network Service Descriptor ( ) RHEH BB EEEIFEHAEERN
Amazon EC2#1TEBNSD, MEBIEAZEERMNFMENR , 52K Amazon EC2EAEERM H
M2 EE LA Shell I,
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AWS EfEEREZER

ERAEER

EHERESLERE , AWS TNB 2 EBEM & ERIETHR Amazon EC2HITEBREMZHIGE

%, ARREBITEAEERE

AWS TNB 86 HMERE T , I EAERAZMime BT HEIER

Amazon EC2, BiIFAEERIESIBRTE Amazon EKSEEMIESIEZ BI#1T-

FEEEAEERESHHERET 2  FERMNBIETR | 2RFERER{. i, FEEE

SBMyVariabled £/

® Note

, fFBE# A : {!MyVariable}

« AWS TNB XEX/NEFRRA 7 KB BIEAEERHE TR,

« B AWS TNB AR AWS CloudFormation BEIEMEZnultimimeEHEELRIESTE |
L EERRIESEES A AWS CloudFormation R 8,

B

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

implementation

EREERETHRERNEERE, KXLER

VE B

R . FH

content_type
EREERETHHAREE,
PVE B
¥R . FH

AIRERYME : x-shellscript

./scripts/script_name.sh

AWS.Compute, UserData
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AWS EfEEREZER

EAEESE
#0451
ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS.Networking. SecurityGroup

AWS TNB X EZ L HEBBHMHE Amazon EC2 R4 #H |, B LIS LB R E ] Amazon EKS
Kubernetes # 5 81218540,

5 RN
An /

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:

vpc: String
Bt
description

ZEFENRA, ERSAUER 255 BF T REREFE. BRETEFE (AZMaz)., BF
(0-9), ZERAMTIEBHKFT : . -:/()# @[] +=&; {!$*

PNE 2
HR . FH
name

Z2FENER, EBRBZSUEA 255 BAF . BRETEFE (AZFaz). 8F (09).
ERMTIRERET .-/ ()# @[] +=&; !¢

NE - B2
BH . FH
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ERAEER

tags
BA L EEERLFHHERNER,
PBE R/

B . EE

ER
vpc

AWS .Networking.VPC Ei%,

VE 2
F|A . FE8
#i 5l

SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking., SecurityGroupEgressRule

AWS TNB X ELZ 2B HBW LR A , LB EHRAEREZE AWS.Networking BJ Amazon EC2
Z & B fH & 1 3R Bl SecurityGroup, R , B4R M cidr_ip/destination_security_group/
destination_prefix_list fEA# HRERN B #9ih,

5 RN
=

AWS .Networking.SecurityGroupEgressRule

AWS.Networking. SecurityGroupEgressRule
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properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String

requirements:
security_group: String
destination_security_group: String

B
cidr_ip

IPv4 i ESE N CIDRIE R, LU BEEEAFH L RECIDRIVEE,

VE B
F|A . FE8
cidr_ipv6

WHRENULIPV6EECIDR , A . EXABEBEN T L EE
( destination_security_group = destination_prefix_list ) =CIDRE#EH
(cidr_ip @ cidr_ipv6 ),

PBE R/
HA . FH
description

W (BH) ZeFEARANER, SHZALUER 255 87 T RERSR A

PNE &
HR . FH

destination_prefix_list

B Amazon VPCEEFHBENFTHBE ID, ERREELTSHEMBEBAN S BB AN TERE
HWEN, NESEFEBENFMENR , 528 Amazon VPCHERAERERE FHNSEF

BEE.

AWS.Networking. SecurityGroupEgressRule
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l\\ - K
- A

| . ra

from_port

MRBEAMES TCP UDP , A EREZBEENEE, WREAWHES ICMPE ICMPV6 , BIiE
REAEY., B -1 XRFAE ICMP/ICMPve R, MREEEMAE ICMP/ICMPve EH | BInER
EMA ICMP/ICMPv6 {15,

VE B
B By

ip_protocol

IP BABESRE (tcp, udp. icmp, icmpv6 ) RBABERR. €A -1 EEMBEBABE, RiE
ZEFARAUR , TREGEENERBHEERM , 5% top, udp, icmp = icmpve BASEY -1 SHiE
A EMm: , WAFAAERELNRE. YR tecp, udp Micmp , BAAEEERESHE, HR
icmpv6 , BEEHERBZAN  MREEREZREE  AMARENACRNRE,

VE B

BE . FH

to_port

MRBAWES TCP= UDP |, RIEREHEBHENGER, NMREAHES ICMPZ ICMPV6 , RIE
2B, E -1 XRFE ICMP/ICMPV6 1, IREHEEFRA ICMP/ICMPve ¥EH | BIXEIBER
£ ICMP/ICMPv6 {15,

security_group
BB R AR LEE ID,
MR R
B/ FH
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destination_security_group

AFEHREN BN EZ LM ID HTOSCAZE,

PVE K
HR . 7R
#3451

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS.Networking. SecurityGrouplngressRule

AWS TNB X EZ 2B EABEARE , LEBHMHEEEZE AWS.Networking #J Amazon EC2 Z£ Bl
B AR AlSecurityGroup, FiEE , B4 ARM cidr_ip/source_security_group/source_prefix_list £
A TRERNRIR,

RN
AR /

AWS .Networking.SecurityGroupIngressRule
properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String
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source_security_group: String

cidr_ip

IPv4 it SEEIRYCIDRIE N, BHLAEBEATFBARECIDRIVEE,

PE B
/R . FH
cidr_ipvé6

BWARENIIPV6EECIDR , 85 . BL4ABEERFRREEHE

( source_security_group = source_prefix_list ) S CIDR&E ( cidr_ip %
cidr_ipv6) .,

RE B
¥AE . FH
description

BA (BA) Z2FHERNRA, EHZTUER 255 8% T RERR A,

RE . B
BA . FH

source_prefix_list

A Amazon VPCE EFHEENFEBE ID, ERAHHEL S B/HAEHA S B EENITEE
BURENRR. NESEFHEENFMEN , 5208 Amazon VPCERERR PHZEF

(== oo

BE,

PBE B’

BA . FH
from_port

WMRBEHAMES TCPE UDP |, AIERELEHENER, MRBABES ICMPE ICMPV6 , RIE
=EART. -1 KRTE ICMP/ICMPv6 E, mMREIEEFE ICMP/ICMPv6 A | BIXEE
EPE ICMP/ICMPv6 15,
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AWS EfEEREZER

ERAEER

RE &
HA . BH

ip_protocol

IP BIABER® (tcp. udp. icmp, icmpv6 ) REABERIFE. A -1 IEEFMBEERBE. RE
ZEFERAE , THREEENEZEHE A , I8 tcp. udp. icmp = icmpve SR -1 &

B ERE  BAHFFEEEELNRE, ¥R tep, udp Micmp , BABREEZEHE, HRN

icmpv6 , EEEBHEREAN  MREEERESEE , AIAFMERRENRBHRE.

SE - B
/R . FH
to_port

WMRBEHAMES TCPEH UDP |, AIEREREHENFERE. MRBABES ICMPE ICMPV6 , RIE

RN, E -1 XRTAE ICMP/ICMPVE 1. MIREEEME ICMP/ICMPve EH |

A ICMP/ICMPv6 X%,
PVE .’

B B

=R

security_group

EXEHRANEZEEA ID,

PHE 2
HR . 7R

source_security_group

AFEAREBRNRFLZEEE ID HTOSCAZE,

I\E'é
B . F&

RIS AR EPR

AWS.Networking. SecurityGrouplngressRule
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SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import
B LT 5 AWS BIREA AWS TNB :

« VPC

.« TR

- BEX

- WREEREE
- REFRE

=5 RN
=

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

resource_id: String
Bt
resource_type
EA NEREZE AWS TNB,
VE K

HAE . BE

AWS.Resource.Import
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resource_id

A WEIR ID AWS TNB,

PBE B
B
gl
SampleImportedVPC

type: tosca.nodes.AWS.Resource.Import

properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"

resource_id: '"vpc-123456"

AWS.Networking., ENI

METHR PRRESEBEFVPCHEEMRBE T, BENTEASREBETBEABNFHEIR P i

i, EFHAPEE Amazon EC2H{TEER |

AT EEEERTEE SRR E

E23% Amazon EC2H TR DBt , RAREMEEEXFWER PN S — 8 Amazon EC2HITEE. KE

Re|gLUEEIEFABIE.

Eh
ARn /

tosca.nodes.AWS.Networking.ENI:

properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

device_index

KERSIMBARRE,

AWS.Networking. ENI
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ERAEER

ME 2
HR . B

source_dest_check

ETHBENHREHITRR/BENiRE, true ERTHARE | false EXRTEARE,

RHFWE : true. false

5% : true
PVE B
HA - HMHE

subnet

AWS.Networking.Subnet Hi%,

ME 2
BH . F&H

security_groups

AWS .Networking.SecurityGroup Ei %,

PVE B
/R . F&H
&4
SampleENI:

AWS.Networking. ENI
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type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02

AWS.HookExecution

Ao BHNTRENTHCHNIETE , FAERRBNARESNN -2,

ER
AR /

tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

IheE
execution
HTHWIESH 2 HHMITEI BB,

type
BT ZEE,

PNE B
A . 7

AJRERY{E : CODE_BUILD

AWS.HookExecution
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ERAEER

=R
definition

AWS.HookDefinition.Bash &i%,

MWE 2
HR . FH
vpc

AWS.Networking.VPC &%,

MWE 2
HR . 7R

Y]

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript
vpc: SampleVPC

AWS.Networking. InternetGateway

EFE AWS B ER REEE R,

RN
=2

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List

egress_only: Boolean
requirements:

AWS.Networking. InternetGateway
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vpc: String
route_table: String

Dl

routing

EE ARHEFENBMEVPC, B4 HEEE dest_cidrsl ipv6_dest_cidr B4,
dest_cidr

AR E B LS IPVACIDRER], LEEBHARE FEVIKE , RouteTable HEEHAE

DestinationCidrBlock,
MHE : INREBEE ipv6_dest_cidr B |, BIF.

HR . FH

ipv6_dest_cidr
AR B f i LAY IPV6CIDRI[E#E .

PE  IREEDE dest_cidr BM |, BIF,

/R . F&H

tags
REEREERNER.
VE B

A - FE

egress_only

IPveFEB M. ETRERBEEFERSERARBLEEN. E egress_only A true B , BUEER
ipv6_dest_cidr B,

PDE &K
HR . fmME

AWS.Networking. InternetGateway 95



AWS EfEEREZER EREES

R

vpc

AWS.Networking.VPC &%,

MWE 2
HR . 7R

route_table

AWS Networking.RouteTable %,

MHE 2
HR . FH

g5

Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC
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ERAEER

AWS.Networking, RouteTable

REREES —MEBARBENAR , ARRERE VPCHEER FRRNFERRESEQMLE. BLEK

B R ER 2 I BABEVPC,

SR
AR /

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List

requirements:
vpc: String

tags

EMMEERVER,

BE A/
B BE
=R
vpc

AWS Networking.VPC Hi%8,

ME 2
HR . FH

Y]

SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"

AWS.Networking. RouteTable
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- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.Subnet

FHRERE B IP it EVPC , AE4ATE VR —ETAEEP. BLAK/FHEEEEE VPC, CIDR
Est, ATAESMKER, SULAERFHEBERLEERLSE.

5 AN
An /

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability_zone: String

cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String

tags: List
requirements:

vpc: String
route_table: String

type

EREL FREPREBNATEERTEBLARIPvAtLL,

PHE 2
HR . FH

A[BEAY{E : PUBLIC | PRIVATE

availability_zone

FRRNTAES, B E AWS EBiFHi AWS JHESE |, i us-west-2 ( ER I
(BE#E) ). cthXETAEEPH AWS KNEE |, Flin us-west-2-lax-1ao

ME 2
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B P

cidr_block
FHREHCIDRERR,
LE B
LR

ipv6_cidr_block

BAREINIPV6 FHKMCIDRER, NMREITSHEBMY , BEWEE ipv6_cidr_block_suffix.

RE &
R . FH

ipv6_cidr_block_suffix

EIB Amazon B 2 FHEEEH IPV6CIDRESRM 2 (M B+ NEMEIBVPC, A THIRER : 2-

digit hexadecimal::/subnetMask

MREITEWEBMY , BEPEBE ipv6_cidr_blocko

PNE B
HR . FH

outpost_arn

H47E AWS Outposts H A E T FHEIRARNK . REEERE FEkE) Amazon EKSEREEEY |
AL B IE ENSDEI A AWS Outposts, MEFMMEF , 5528 Amazon FEHEIER EKS
AWS Outposts F#J Amazon, EKS

11 S5 1 T A4 3748 ENSDEIA | Bl Eigavailability_zoneBHMERES WA HES
AWS Outposts.

VE B
BHH . F&H

tags
EEZEFTERNESR,
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ERAEER

RE &

i —1-]

B

A .

N4,

£33

vpc

AWS Networking.VPC Ei%,

ME 2

HR . FH

route_table

AWS Networking.RouteTable &%,

ME 2

g5

SampleSubnet@1:
type: tosca.nodes.AWS.Networking.Subnet

properties:

type: "PUBLIC"

availability_zone: "us-east-1a"

"10.100.50.0/24"

ipv6_cidr_block_suffix: "aa::/64"

outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"

cidr_block:

tags:

- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet

properties:

AWS.Networking.Subnet
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type: "PUBLIC"

availability_zone: "us-west-2b"

cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca0::/64"
requirements:

route_table: SampleRouteTable

vpc: SampleVPC

AWS.EZ8&, VNFDeployment

NF BENERIRUERZENEEHEBNEAREN. EEBMSEETE NWEKSEENFs, vnfs
EMSEERENMEREE, B LUHREER pre create M post_create KIZ 4 dn B H M 8IR1E |
(T MEBNBERT , HINFIUEEFZEEERL AP

Eh 3
An /

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

ER
deployment

AWS.Deployment.VNFDeployment %,

PNE B
BE  FH
cluster

AWS.Compute.EKS £i%,

PVE .2

BHR . FH
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vnfs

AWS.VNF &g,

©wE -2
3
ITTH
e

ERHTE B R,
pre_create

AWS.HookExecution Ei%k, LtHMIEEVNFDeploymentEiEEE 2 BIEI1T o

PNE B
HR . FH

post_create

AWS.HookExecution Ei%k, Lt E#IEEVNFDeployment Bi#EBEHIT,

PBE R/
R T
g4
SampleHelmDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:

deployment: SampleHelmDeploy?2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook
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ERAEER

AWS .Networking, VPC

BYARERIEER () BECIDREBRVPC,

SR
AR/

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

cidr_block
VPC&R/RCIDRZES IPvARYBEREE
RE R
B|A . FEA

ipv6_cidr_block
FRE I BIPV6CIDREH#VPC,
AFFHI{E : AMAZON_PROVIDED
VE B
B|A . FEA

dns_support

BERE PRENHITERBRESVPCEISDNSEHEHE,

PVE B
BR . AHE

¥AEX : false
tags

ENMEERNER.

AWS.Networking, VPC
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ERAEER

RE &

BH . RE

L)

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS.Networking, NATGateway

B LGER TR ER L ARLENATRES R, HRLERE , MRETRMEE IPEE D,

AWS TNB# B EIRFEEEM P, IwngHERFER Y B,

5 RN
An /

tosca.nodes.AWS.Networking.NATGateway:
requirements:
subnet: String
internet_gateway: String
properties:
type: String
eip_allocation_id: String

tags: List

subnet

AWS .Networking.Subnet EiZ& %,

ME 2
R . FH

AWS.Networkinge NATGateway
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internet_gateway

AWS Networking.InternetGateway Hi%£#,

RE =2
B|H . FEA
type

ETRRERARERNLAE.

FFFME : PUBLIC, PRIVATE

PHE 2
BHR . FH

eip_allocation_id

RFREM P HutEER ID,

PNE B
¥AE . FH

tags
EHMEZERVER.
BE B
B A

Y]]

Free5GCNatGateway@1:
type: tosca.nodes.AWS.Networking.NATGateway
requirements:

subnet: Free5GCSubnet0l
internet_gateway: Free5GCIGW
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ERAEER

properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BUERBBER  SENEEHBERENATREFSBRER , WA hHTHEEEBAYEHK,

5 AN
=2

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String

Bt
dest_cidr_blocks
BEERN BN HIPV4RRRIEE,

ME 2

nat_gateway

AWS.Networking. NATGateway SiZ£#,

PBE 2
H|A . FH

route_table

AWS .Networking.RouteTable BiBi&#,

AWS.Networking.Route
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AWS EfEEREZER

ERAEER

PVE 2
R P
Y]]
Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:

- 0.0.0.0/0
- 10.0.0.0/28

requirements:

nat_gateway: Free5GCNatGateway0l
route_table: Free5GCRouteTable

wRER

E % NSDH RYEIRVNFD,

+ AWS.HookDefinition.Bash

AWS .HookDefinition.Bash

£ AWS HookDefinition &2 bash,

5 RN
=2

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String
environment_variables: List
execution_role: String

implementation

B EZWARERE, XM ES . . /hooks/script_name.sh

EREH
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PVE .2

B . 7R

environment_variables

hook bash IERIBHNIRELZH, FATHHERN : envName=envValue#HE T % regex : ~[a-zA-
Z0-9]+[a-zA-Z0-9\-\_1*[a-zA-Z0-9]+=[a-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-
Z0-9]1+%

H{R envName=envValueEHFE T HEH :

BOEAZER,
"FE (A-ZF az) HBF (0-9) envNameF1H,
AZFERATY AWS TNBRERZET ( TESKINE ) MBRESHEE .

+ CODEBUILD

« AWS

BALUERAEESENTE (AZZaz)., BF (09) MBE%FK-, UK _ envNameH
envValue,

#ifl : A123-45xYz=Example_789

PVE ./

A . EFE

execution_role

B ITHAE,
PE
B . FH
045
SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
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implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable®2=value02"
execution_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleHookPermission"
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FE4 M AWS TNB

MERZE AWS BERSBEIEF. A AWS BF , BUUZHENERFOMMEREE  SLEER
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ZE2R AWS Ml e BN HAEERE. AFEEREREERAERNZEMNERPHLEM

- EIRNZ M - AWS EEREE PHIT AWS RN ERERE AWS Elf, AWS tHEHEEAILIR
2FERANERE, FE=FREERAESEHIENRIBIRMLENERM | ERAWS S§HHE N —6
o BEETHERM AWS Telco Network Builder ISR 518] , FSEAHAFTE AWS EERNER

- ElRNTeY - FREFEICRAEHER AWS WK, St/ BHEMREES K SREERNER
M, BLTNERNBERAEZENER,

AR T B REAAREEHEE AWS TNB, T5IZEREMTRE AWS TNB
UHEENESNEREE, So8TRNTER AWS SR AR RE AWS TNBE
o

B 8

. BHERRE AWS TNB

- W7 HFIREE AWS TNB

- NEHRRTE AWS TNB

. FHEFAED AWS TNB
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ARTERREBN  RMBRBERE AWS IRF BF , LEA AWS IAM Identity Center = AWS
Identity and Access Management ( ) BREBRIEAEIAM, Mt—R , SEEAEHRISEERE
SEREERASENGTY, RMPEEBEEATIARNREER

- BEERFERASEEZRRE (MFA).
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 M 2= TLS 1.3,

- M ZE API MEHEEE HES AWS CloudTrail, 20EFE A CloudTrail #2ZR=#E AWS SZEEBNE
. 5828 AWS CloudTrail EH &R PRI A CloudTrail 23R,

- EF AWS MEMRAR , UKk PHMBEERZEHE AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- WREHE AWS EBw TN ES FIPS FH KEE 140-3 BEBHRENZRRZEEAP , FFEA
FIPSi®. WEAAFIPSIHMMNFHEN  FEEUAETEERFR®E (FIPS) 140-3,

B RZIBRCBETEREFNE B4 SRERBBEN , HEEERS B HEERN X FRA
h, FlnEBEA. ETREEEMEHR AWS TNB SHHEM AWS BRI EAEESAPI AWS CLI, = K
AWS SDKs, ZBEZESEHERAXNFRUFMANEMAERNE TEEARTERZE BFE. NRES
URLIBEEHEERES , MUEBREE PP ETESRIFEN , URLLIBE Y ZARBIHER,

BREE
BAEA AWS 1R F B , AWS TNB SN ERRREAMBR , WEEREAERAPBER, MREE 0 X

REHMA AWS IRF , AWS TNB 212 FREMNER, 120 X% , AWS TNB XK AMBREHER,
AWS TNB th # IE RV | YRBRERBEEGHMNBREL,

TREEIN &R

AWS TNB —ZIEZFRERBINMEES K MAFTEEMTENNER, LINESER BEETT
AWS Key Management Service,

B inE

AWS TNB £/ Transport Layer Security ( TLS ) 1.2 REB@RIHNAEER.

REANFERAEEXNREEAFRZENER.
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£ AWS Mk, TEEEERAR. REAREEARHERAFKzBNERSEBMAREMRER,

&9 MEFEEEE AWS TNB

AWS Identity and Access Management ( IAM ) 2—%& AWS R# , AIHBIEEEZ £ ihimFl¥
AWS BRNER. IAM EEESRHH#ATURE (BEA) e (EFHFT) FAAWSTNBE
Ro |IAM 2 AWS fR#% &R ARBER .

B #

- Wtt

- FRASDEBE

- FABRKREEFIE

. I AWS TNB IAM

« AWS Telco Network Builder #9 & % B Bt 5K & 45

¥ AWS Telco Network Builder & % #ZEUVEE THIER

c/kes

£/ AWS Identity and Access Management ( IAM ) BAREETE , BURAEBE PHITHI/E
AWS TNB,

RIS ERE - MREEFER AWS TNBRBERETENEE , AIESEESAGEREAENBRENT,
EIRFERAESZ AWS TNBIAERET IIE , Bt EEHNNE, THENFITNEE SR AH
BENERESHEREBNTT. WREEEEFW FHIIEE AWS TNB , 5528 ¥ AWS Telco Network
Builder & % M ZEVEHE 1T HREER KR -

REEES - MREEE AWS TNBLATIWEIR , BAEHAE WEBFEHE AWS TNB, ZBHEKEH
ETIR M RIS 2 H B FEULE AWS TNBIIRERIE IR, A% , EXEMIAMEERERRRFER , UEE
IRIEFEAENTT, FRELETLNENR , UTH NEXBLZIAM, ZEEH# -5 7HEL T WNM[IAM
i £/ AWS TNB |, 5828 A AWS TNB IAM,

IAM B E - MREBRIAMEIEE BB ETHNMABEBRUEE FEENEMAET AWS
TNB, ZERFETUE FEANUE D BERNBERE S AWS TNBIAM , 52/ AWS Telco
Network Builder B9 & 7 B4 B SR &5 451
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BREEMRAWS GRS BBBIA WA, BUALAWS IRERERES Y. IAMERAE B9 HEE
IAMB & RERE ( BEA AWS),

BOLERZER S D KRERNEE , UBESE 2 AWS B9 EA . AWS IAM Identity Center ( 1AM
Identity Center ) A&, BATRMNE—BASIRE , UREMN Google = Facebook /¥ , & =B
EEINES, BEERUBMEESBEAR , FNEEEAEFEA AMAGRESI?HE. EERAWS &
ABEFI &, CEERT A£G,

BT LB A AWS Management Console 2 AWS FZERA O , AERNEREEEME, NEEA
MIEEMEA AWS | 20 FREER PR NMAEA AWS IREZH ., AWS & A

MBE AWS BRBEHRER , AWS BIEHSBEAREA (SDK) AHSFHAE (CLI) , B
FEREN BRUDBHRESAEELNER, NRETERAWVS TS | AXEATEERR, NE
FRARESEATEEBRWSEET  HS0 AV EAEIEE FIHAWS BEE 4 JUEUSAPIE

BRECERAAESSBRES L , EURSEERHENANZTELMEER, I, AWS BREFEAZEE
RESRFE (MFA) RESRFNEZLM., BEEE—F TH , 528 AWS IAM Identity Center f£F
EEEPNZEEZHEN IAM EAEER AWS AR ZEEZHEIAM,

AWS tRF BRERE

BRI FF AWSIRF | B8t —EZEASSHE , R D TR ENIRFHNAAE AWS R M&
R WEDHESA AWS 1RF REAE K EBBEAREMIRFNEFEF U NEBTEAREFE, 82
BESRETBURCERAEREAEER. REEHNREAERRE , YAHERARAITRAEBAREHAENTH
%, NEFTBRLUREAEFIBEANERREE , F20H IAM ERAEER PNEEREAESR
AR,

Be gD

ERAREEY K SERAEERE K CHESECESFIMENGEAE £/ AWS k1§ RESHERE
BORHEERABERER .

BESIRREBENELEFEAEBHK, Web H01RMt#E. AWS Directory Service, &7 H O H# , =
AWS fri§ BERB 5 RFRENEBFINEIMAEAE, EHSI 2 EFH B AWS IRF , eMEiET
At , MACSRHEREE.

HREFRNEEREEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUFAENEE K IBETNERYLESEES s RFEPHN—EEAE AWS tkRF FEE , UEE

FEREDRE 113


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS EfEEREZER EREES

e MERARRXPMER, ME IAM Identity Center BIFHEIE A , 5528 AWS IAM Identity Center &
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#HIAMAdmins , WIRFEBEEE IAM BRENEET,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
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1 PRIAMER EE AR,
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R ABRRTEIRFFRENEELAN, T8 , FAFXLE AWS R , BTN BRERKEES
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IAM £ & ER R REIRE ERFEIAM,

FEREDRE 114


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS EfEEREZER EREES

- BREEE - AL AWS BRI FREM FHIhEE AWS RS, Hlt0 , E8E RETBITERER | X
RIEEEEE Amazon R TEARERXEC28E Amazon S3 HfEEFEYH. RGeS FER M EE
WEFT. AR A GRS ERS S BRAITIIESE,

- EIAEMITERE (FAS) - ERERIAMERERNAGHE FHTEER AWS , BEREAE
B, ERELERKE K SUREHTEEBE , EMETRRBHAB S —EEE. FAS E£AF
W Y ZFEAFFA AWS RS |, 4ES AWS IR FBRE TR HEFER. FAS REERBKE
FEHEHEAM AWS B S BEREB T REEKBFERE , TERHFR. EUBERT , E4EER
ITIEMEE AR, MFRHFASHERNBERFREN , F2REE TN TFEE

- REAE - REACRBRERKREHTEERREIIAVHAE, IAM EEERAE AR, 8
WHMMBREEACIAM, MBEFMER  F2H EAEER PRELACLEFFAIZRE AWS
BR% . 1AM

- BBERAC - BRERACRERE NBRBACKEE AWS ¥, BRBITURERKRENTH
Enae, RBEEFACERTEEN P AWSIRF | WH REHES. IAM EES USSR , B
T Refm e AR5 E 1S A B /YT Al

« ¥ Amazon L#ITHIEAER EC2 - BRI LER IAIMBEREEEEC2HTER LHMITZEARER
RYERERBAE , BARIRH AWS CLI 3 AWS APIFER, BFETFIERFREEC2HTERF, BE
1% AWS AR RGEC2HMTER I ERMBEMBEAREN , BuUEIEREHTERANIT
BERRERE. ITERREEES At , YRAMTHER LHTHENEC2 , HEEHREERRE. W
HEMER , F2R IAM ERERERE PREA IAMA ®KFF A% F & Amazon EC2# 1T {EfE L #1T
HEAEN,

ERABREEFHE

BREBEY BRI A HEEE AWS O HEIR AWS RIEH HFEL. BERE AWS HAHY
f, BERSSRNEFEVEBE , SERHAT. EXB (£AE. REAEIACITHERE ) &
ARE , & AWS FHMEELEE, BRPHNATTRERB AMHIEBFER. KSBBERELUISON #
AWS FERFREE o MFISONBERXHEBNARNFHEE , F2H IAM ERAERERM FHISON
BERBE

EE ST LAER AWS JSONBURRIEEH AT AFEUTE. tWm2MR , WHEERE M BERE T o BT
FEER#AT IR B

HERBERT , ERENACREHT. BERTEAEHMRERUTEENRT , IAMEESLE
VIAMBER, A&, EEESTUKIAMBRHEEAE , FAETUREAR.

EABRERFEE 115


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS EfEEREZER EREES

IAM EFRIEARBMTREN T EZAM , BRBEEREENFTA. flW , RREF—ERFF
iam:GetRole BMEM IR, ERXBURKEME AL AWS Management Console, AWS CLIZ
AWS BUS BB EFRAPI,

BoBEER

&5 BBR R AT LA 102 & 2 R JSONFF AT BUER XM |, BIMNIAMBER &, ERERERAR, ELER
RAEH S EMERG TREBEERATHERF, B2 THUNMELSDEBER , F2H IAM
EREEE PHEAEFZERRER HFIIAMET A,

BrBERRUE-S O ERARBRIAZERR, ARBREEZARINE—FHE, FEAIAR, 2
EBCREREUNBUR , B LLEED PN ZEERAE. FANAE AWS IRF, XEBREE AWS ¥
ERRNEFZERR. BETHNAEZEBRIARBREETRRE , F20 IAM E£REERE
PHYER EBUR RN IRBR 2 BMEITIEE,

EREBE

EREPRREM MEERISONNEER ., BREBRNEH ZFEIAME BFEBEMN Amazon
S3 REFFRER . EXEEREBRNEBHES , REEES 0 LER ©IFREZE IS 1S EERWN FEUE
Ro WRHHINBERWER , BREEREEN TR T UHRERATNEMEUREMERGE THTHE
B, BLATEREBRPEETE. TRTUSEIRSF, £RE, A6, BSEAER AWS RH.

ERERERMUAZBRBEINARIEE, CELESREBFEAMPERRE # AWS SERE.
FHEGEE (ACLs)

FHUZHEE (ACLs ) ZFIMEEE (RFKE, FHRENA® ) EFEFM BRNVFTT. ACLs
PREREBER , AT ERISONBERMHFER.

Amazon S3 AWS WAF#1 Amazon VPC2 X & WIRKEEHFIACLs, EEE—F 7% ACLs , ;52 H
Amazon Simple Storage Service B A B5m PN FEURFIEE (ACL) #E,

HtBeREE
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKKFFT,.

« FARR-FFARRRE-—RERDRE  BUNEEPRESDEBRARTIAVER (IAMERE
FAG ) NEAFA, SUUABRRENTRR,. MEENFISREEN S 2 BBEMET
SRR E, B Principal MUPEEEAENALNEREBRAUTSZIFFTRRIRH,
FIAEEBRTNAREEBHEERX . UFHFAIRRNFHEES , F26H IAM EAEER +
RYIAME BEFT AT SRER

EABRERFEE 116


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS EfEEREZER EREES

- RIEEFIHE (SCPs) — SCPs2E HIEEMABINAEMEN (OU ) HRAFFATISONKIEEK AWS
Organizations, AWS Organizations 2 —EHAR D ENEFEELZLEREE AWS IRF 2% 1@
RS, MMREBAMBBTOFMEIE , B LUSIREIESHIBEE (SCPs ) ERAZEMARMAR
F. SCPRREIKERFHFEEMNTT , IIESE AWS tREBFERE, WFE Organizations M BIEF
#MEFASCPs , 5528 AWS Organizations fEA&EEE F Y RFEIZHIBER,

« THERBRBE - THRERBRRE-EEMBER ST EZEBREEAN T ABRILACHBS A
ENTRTERRE  FR2EEE. MEEATEREBRNFITSREAENAGN ST EBERMIE
PEERBURMI RS, FFAHRAIURAEREHK, MEEEBRRTNAREEHRSERX AN, WFEH
WMER , F2HE IAM EREER P TERERBUR,

ZRBRER

HEERREBEERIFERE , HERTPRNFUSEAEM, EMHBIER, FE 7 HNM AWS &£
BREZEBRBBERRERE L Eﬁ%” , B2E IAM EREER PRYBERFHEEE,

w{afEA AWS TNB IAM

HEIEER IAM EEE NEFEUZE AWS TNB |, 5558 7 #EHELIAMIhsE vT 82 #EECfEA AWS TNB.

IAM & 8] LLFE B AWS Telco Network Builder £ FARY Th&E

IAM ZhAE AWS TNB &
BoRBE =
EREBUR e
BRB =
BRER =
BUR IR R | =
ACLs B
ABAC ( BEFHER ) =
TEMBE =

WA E A AWS TNB IAM 17


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS EfEEREZER EREES

IAM Zh&g AWS TNB % &
REHE a
BB EEAE a

= EHE MEA AWS BRIEWM AWS TNBEEAZ # IAM e B EERAN SR  F2H IAM £
E1Em I AWS RFFIAM,

1B 9B BE AWS TNB
FESSBBE

B BBRRETAMINE & 5 HISONFFRAIBERX Y |, SITIIAMERE, EAEHERAG, ELH
RAZHE D EMERG TREBEERATHERF, B2 THUMELSIEBER , F2H IAM
EREEE PHEAEFZERRER BFIIAMET A,

BB ETIAMBEBER |, BALEEARFIEENBENER , IR AFRIERBBFNRE. SEEES
DEBRTPEEER  FNACSEAZEENEAENAG. BE T HETLEJSONEE P AN AR
BRE , F2H IAM ERHEER PRIAMISONBERTESE,

Y & 0 B SR #546| AWS TNB

EERRS D EBRNE S AWS TNB , 2/ AWS Telco Network Builder #) & 2 B BUR & 51,
P EIREE R AWS TNB

XEERAEBEK : B

ERAEPR 2B MEERISONNEERN ., BEREBRNEHTFEIAME BFEBEM Amazon
S3BEMEEXR . EXEEREBRNEET , REEESJUEHCMREFHEEEERNFIE
fR. HRMMBERNER , BREEREEN TR U UHZERATHNEEAREMERG THITHE
B, BLAEEREBKRPEELE. FRTURREIRE, £RAE. A6, BSEAERN AWS K.

HEMABIRFER , BN S —@EiRFFHRERFNAMEREEREREBR TNV ER. ¥
BRFETREEREBK , ARBAGERAN —¥. EXBVNERNVRATEN K AWS IRF |, 25
ERFANIAMVERS X AR TERER (FHAERNAR ) FRERNT, HEBK S5 EEK
EEIERRREF T, T8, WREFREPRE/MEERFAFNERRE TFE , ERRAEERINN
BOBEBE, WEHEET , F2H IAM EAEER PHEBEIRF ERFIEIAM,

a5 AWS TNB IAM 118


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS EfEEREZER EREES

K BUERBYE AWS TNB

XEBUREME : B

EE S WLAER AWS JSONBURRIEE M AT AFEUTE. tWR2R , WHEERE M BERE T o BT
FEER#TIRLE B

JSON BURH ActionTRERABAILARAFIIELBRPERNDFE. BERBFREE EHEHEERB
AWS APIREMHRBEINE R, B LHIAMRR , FIHL BERTAPHIRENERFTTEFE, BE - EEXF
ERRPHNZEBE, ELENNBERBBSBKREE.

BREEABERR THITHBEB BT,

EREEDFRE AWS TNB , S RIBRZRESE HHY AWS Telco Network Builder EZ Y B fF,

FH AWS TNBBUREMEREBIF 2 BIER T 578

tnb

NMEFEEE-RAXPIEESBEEE ,

e
H
fedi
sk
&
&

"Action": [
"tnb:CreateSolFunctionPackage",
"tnb:DeleteSolFunctionPackage"
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{
"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
},
{
"Action": [
"tnb:*"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBPolicy"
},
{

"Action": [
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iam:AddRoleToInstanceProfile",
iam:CreatelInstanceProfile",
iam:DeleteInstanceProfile",
iam:GetInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

},

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreatelLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",

tl\
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ec2:DeletelLaunchTemplateVersions",
"ec2:DescribelLaunchTemplates",
ec2:DescribelLaunchTemplateVersions",
"ec2:DeletelLaunchTemplate",
ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
ec2:DescribeTags",
"ec2:GetLaunchTemplateData",
ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
ec2:RunInstances",
"ec2:AssociateRouteTable",
ec2:AttachInternetGateway",
"ec2:CreatelnternetGateway",
ec2:CreateNetworkInterface",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:CreateSubnet"”,
ec2:CreateTags",
"ec2:CreateVpc",
ec2:DeleteInternetGateway",
"ec2:DeleteNetworkInterface",
ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet",
"ec2:DeleteTags",
ec2:DeleteVpc",
"ec2:DetachNetworkInterface",
ec2:DescribeInstances",
"ec2:DescribelnternetGateways",
ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupRules",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DetachInternetGateway",
"ec2:DisassociateRouteTable",
ec2:ModifySecurityGroupRules",
"ec2:ModifySubnetAttribute",
ec2:ModifyVpcAttribute",
"ec2:AllocateAddress",
ec2:AssignIpv6Addresses",
"ec2:AssociateAddress",

tl\
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ec2:AssociateNatGatewayAddress",
"ec2:AssociateVpcCidrBlock",
ec2:CreateEgressOnlyInternetGateway",
"ec2:CreateNatGateway",
ec2:DeleteEgressOnlyInternetGateway",
"ec2:DeleteNatGateway",
ec2:DescribeAddresses",
"ec2:DescribeEgressOnlyInternetGateways",
ec2:DescribeNatGateways",
"ec2:DisassociateAddress",
ec2:DisassociateNatGatewayAddress",
"ec2:DisassociateVpcCidrBlock",
ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribeImages"”,
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterCluster",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessComputePerms"
}I
{

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl",
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ERAEER

"s3:GetObject",

"eks:

"eks:

"eks:

"eks:

"eks:

eks:

eks:
"eks:
eks:
"eks:
eks:

eks:
"eks:
eks:

eks:

eks:

"eks:
eks:

DescribeNodegroup",
DeleteNodegroup",
AssociateIdentityProviderConfig",
CreateNodegroup",
DeleteCluster",
DeregisterCluster",
UpdateAddon",
UpdateClusterVersion",
UpdateNodegroupConfig",
UpdateNodegroupVersion",
DescribeUpdate",
UntagResource",
DescribeCluster",
ListNodegroups",
CreateAddon",
DeleteAddon",
DescribeAddon",
DescribeAddonVersions",

"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",
"cloudformation:UpdateTerminationProtection"

]I

"Resource": [

"arn:

"arn:

"arn:

"arn:

]I

"Effect":

arn:

arn:

arn:

arn:

aws:events:*:*:rule/tnb*",
aws:codebuild:*:*:project/tnb*",
aws:logs:*:*:log-group:/aws/tnb*",
aws:s3:::tnb*",
aws:eks:*:*:addon/tnb*/*/*",
aws:eks:*:*:cluster/tnb*",
aws:eks:*:*:nodegroup/tnb*/tnb*/*",
aws:cloudformation:*:*:stack/tnb*"

"Allow",

"Sid": "TNBAccessInfraResourcePerms"

"Sid": "CFNTemplatePerms",

"Effect":
"Action":

"Allow",
[

=1
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"cloudformation:GetTemplateSummary"

1,

"Resource": "*"
I
{

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [
"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

]

},
{

"Action": [
"tag:GetResources"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TaggingPolicy"

},
{

"Action": [
"outposts:GetOutpost"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "OutpostPolicy"

}

THIREXHE R AWS TNB lRBEEBUR :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"

iy

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"

}I

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"

iy

"Action": "sts:AssumeRole"

"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"

}I

"Action": "sts:AssumeRole"

AWS TNB Amazon EKSEEHN R A E

BTt P Amazon EKS BEIREENSD , 8212t cluster_role BMRIEEZERAKE I Amazon
EKSEEN AR,

TH&EHIFER A Amazon EKSEEBEE Y AWS TNBIRIE A&/ AWS CloudFormation &i4<,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
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TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

WMEE A AWS CloudFormation EZARIAMA &I EEAE , 5528 AWS CloudFormation A &5/
HE TSRS

« AWS : : IAM : Role
o EEUEBRE AR

AWS TNB Amazon EKSEI BB EN R A E

EIR1E FET Amazon EKSETBEEERRINSD , B2 % node_role BHRIEEEARET
Amazon EKSEIHEHENAE,

THIEHIEE R A Amazon EKSET B EHABURE Y AWS TNBRRIE A &K AWS CloudFormation 7K,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
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- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

WEEEA AWS CloudFormation E8ARIAMB &R FMER , 52K AWS CloudFormation EAEE™
HER TSR

« AWS : : IAM : Role
o EEUHEBE AR

AWS TNB Multus IR B &

EIR1E B2 Amazon EKS BJR , NSDI B EA& Multus EE A BE AN —ZF 00 |, B4 EIRME
multus_role Bt , LUEEERAREE Multus WA,
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TR & HIFER A Multus BUERZE Y AWS TNBRIE & &/ AWS CloudFormation &i4<,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
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- "ec2:DeleteNetworkInterface"

- "ec2:CreateTags"

- "ec2:DetachNetworkInterface"
Resource: "*"

MEFEH AWS CloudFormation S8 IAMA & EFME R |, 5526 AWS CloudFormation R & 185/
RN TSIEE :

« AWS : : IAM : Role
« BEREUEREIR

AWS TNB 4B i BERNV R A E

B NSDR R NEEAEALGERHNE K SFE—FREAS  FREBYITEmBRHE
HYIRR.

@ Note
LR L B BCR ERB AN S B HEERMTHRENE,.

T3 EHFERAE M BEHMBEREIL AWS TNBIREAEH AWS CloudFormation E7<,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com

Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

=
]
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MEAME A AWS CloudFormation EEZARIAMA @ EEAER , 5528 AWS CloudFormation & 5w
R T OIS

« AWS : : IAM : Role
o BEUEEEK

AFHERERGAM B ST

WEHREIMARIBER , AHEAERGEEZEZTHAMERESNWARNZERR, KBEXSEHE
FiEA EEREESRER AWS CLI 2 ARBRERET A X ERIEBERNEFT] AWS AP,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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}

#f AWS Telco Network Builder & 2 FFEUEETHIER
£ T I ARG B EDEAS EMEMA M B AWS TNBASEEZIM % R E=EIAM,

Gif=E]

- REETE PETEE AWS TNB

o REHEHIT iam : PassRole

- REEARH UAHAE AWS IRF FEERN AWS TNBER

BEEE PHTEHHE AWS TNB
MRERENER , FAEKRERENITEF , ENBRLEAEHN , AFFERITEIF,

EmateojacksonAMEREERFEATZREREEENy -example-widget ERNFFMER , B2
BEBtnb: GetWidgetFFrIRF , LT HIEEEREHI,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHRBERT , BDAFEFH Mateo BUR , AFFMER tnb: GetWidget BIEFE my-example-widget
B

MBBEEWHB , SBHIEEN AWS EEE, FHNEEEREEHNEERE.
REEH T iam : PassRole

MREWBER , RNEEEHTiam: PassRoleBF , AIXATHENEEK , TREABEER
AWS TNB.

BE AWS B A ERERACEERGREYR K MAREUFNNERACIBKELAR. NFEH
TR B ARERACEEEZRBAIFT .

E® A marymajor IAMNEAEZEERFEAETREE PHATDER , SRETHEREH AWS TNB,
BR , BIFBERBHEEBREACKR TN, Mary REKACEEEZRBAIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MREFERE , FEEAN AWS EEE. CHEESRHENETER,
REEFF BANAR AWS 1RF ZEEKK AWS TNBER

BANMEY —EAe  BHMAIRFHINERAERNEEBATHNASTRENER, BUNEEERH
LEFYHDERAR, HRXBEEREBRIFIIZHIEE (ACLs ) R , B NUERELBER
REFAEHERNFIE,

MEE—FTH K F2EUTRE

- BEETH ZE AWS TNBXEELIIEE , 552 B WA EHA AWS TNB IAM,

- BETHNMEAWS 1RF EEHEN BERCERHKEFIE , F26H AM ERAEER TN EEES
AWS IRF B 5 —E&ERT SIAMER R HEFEHE.

- BETHRNMEERNFIERMGE=S AWS IRF |, F26R £AEER THREEFIEGE=
75 AWS 1RFE #HB. IAM

- FETHENMEBRS HBERMFIE , F28 IAM EAEER PN AN SRFNEAZERHEFE
B (BoBE ).

- EETHREBERFEIEASCNEREBRZBNEE  F26H IAM EREER DNEIRFERE
HUAM,

HEHRERE AWS TNB

EETH RS AWS IR B EERTEINEERR , F2RBAWS 1 SR ESERARAREELR
EBNESHRFTE,. ME-MRER , FS B AWS Compliance Programs o

BOLAMER THRE =AM E AWS Artifact, NEFMEF , F2BEE P THME AWS Artifact,

£ BFNESREME AWS B BURRERNBRE, SRANERER  UREANEENER.
AWS R TIIERUBEIGR

- ZEHESGHRREAFEE - ELENBEREARRBEE , LR AWS 22 RERA/AEMNELER
BHESR,

« Amazon Web Services EHIPAAZ B S5 HR2EE - XA K ERAL BT WAFER AWS KREIHIPAA
e ERNERER,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
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@® Note
W IEFTE AWS RIS HHIPAAT S &K, NEFMET , F2EHIPAAS KRS ZE ,

- AWS EHER - L TEFMANIEEETREBEARNEHNEENVE.,

- AWS EFEHEE-ZEBEANAETHRARNETER, FEEHERHESEEE (CER
REBEMBPMHAZRT (NIST) . INFFEERLBEEZEE (PCl) MEBREELHERB (1SO) )
RE AWS R ERELMRHAZRLEHNKEER,

- AWS Config BZ& A Bigr iy £ AR AIFTEE R — AWS Config RESF A EREAERSHFERL
B, EXENER,

« AWS Security Hub — J& AWS fR#§ 2t RZ S ARENSTEBIR AWS, Security Hub fERZ &8
#l , ATREEN AWS ERERELNEZRERBRECHESLLEREENTEER., WEZIENWRKE
M&EEE | 552 Security Hub controls references

« Amazon GuardDuty - BBEZRECHNRESBEAIRMEEES , #Fitk AWS IR 68 AWS tRF.
IEEH., ARNERNNBERESE, GuardDuty TUUEBRMERESREBAFERNAREINE
R, BEMEBREESHERDSS , flm PCl,

« AWS Audit Manager - i& AWS BR#§ B =B AWS AE |, UE{LEEERRHN AN , %
REFERMEREEN X,

FHEJREE D AWS TNB

AWS £ EREREREN AWS EBE H TRAESEE, AWS B RHEZEERRHNIREHN THE
B, ELEFHERLEE, SWEABNSENGEREE, BBUAES , SRR ERENEAER
NERE , ETRAES.BEBREREM IS RETEH. TRAESNTHME, FHEEINRERRE
HRE-RZEERPONERERREES.

Mm% AWS Bl I TABSNFHEET , HBUAWS £ HEBRIE.

AWS TNB E#ZIREMN AWS BIEFHWERIEER (VPC) PHEKSHEE E#11T Network Service,

PRYEREIEL S AWS TNB

EBZERY , AWS Telco Network Builder 22| AWS £EBKEZ2HNRE, WEEBEAWS 22K
AR I AWS REEBZEHEN , 55289 AWS Cloud Security . ZEMFEAERRHLZEMUNE
FERRERETIEN AWS IRIE | 552/ Security Pillar AWS Well-Architected Framework 1 #9 B 7 5%
RE.
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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IERBAMER AWS E#MEVAPIFFILZEBMEEFEI AWS TNB . RERSAXETIIER

- Transport Layer Security ( TLS ) » EMFEE TLS 1.2 M B TLS 1.3,

- BEEREEMIOWE (PFS) WMBEH , il DHE ( Ephemeral Diffie-Hellman ) =
ECDHE ( Elliptic Curve Ephemeral Diffie-Hellman ) . BARE (M Java 7 HEFIRR)AZEZE
EEER,

A, BAGFRBEIAMEZEAEBNEIRS® ID AIRZEHSBREEER, SE , £ALNER
AWS Security Token Service (AWS STS) RE4 HRRZEBEREBHE R,

T RARBEEN— LA

- AWS EEREXE W AWSTNB , I3 :
- EEHTEE (LBRIEE )
- WEBERIE
- AT ZEHBERIER
- ERAREXEXERET/E AWS TNB ( API)
- AWS BB EH (SDK)
- BEETREYH AWS ERVNITESEHTHNEER , 3F (EFRR)
- IAM ERE, B, AENBER
- FARGBEERN S3 FEFETE AWS TNB
- BRARZEEEB MEHERRBHEM AWS iR MEIR AWS TNB
- BWERREXE
. #ZFEIB AWS TNB #7219 #8325 R 4% B H i 5 i 2 P 9 S 4R

/A Important
REEAEFEXHERE  UARERKER MENERKEE AWS TNB,

MEERTEEE

£EB MmERNMRRIRE AWS TNB , EFTE AWS BEHERLEER (VPC) RNEFHITER
L#1T. VPC B AWS Bl EHMER , AR IEEHNEHECRHERRE. EEHTERZ
BRBEFAVPCsEREE AWS R , EFEZBRKRERER. FEARNREETASERBRES

mmERTeER 139


https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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WEME, FEHERIAPATHAEETFME AWS TNBHNREHRELAMEEN VPC, ATEEF
#EiB AWS TNBAEZ AV B SRR HaEBEEHITERVPC,

#3E BR A% A im BR A BR AR 1% 2 B R B BR M E% AWS TNBREIERFHIEH . AWS TNB TEEEIELER,
R ERERERFImER.

#&3%EiB AWS Management Console, AWS Command Line Interface ( AWS CLI ) #1 AWS SDKs &
#RZE AWS TNB HWEFE N,

IMDS hix 2~

AWS TNB X EMFEASTEEPEERREE 2 R (IMDSV2 ) METER , ER—EIEREREND
HH%x. IMDSV2 @8tk EEHZ2MIMDSV1, MEHMER , F52BEH Amazon EC2 Instance
Metadata Service FYIE8IhAE , WRIRMB A, REIAREHSSRFEEHIEREE,

BB ITEEER: , MM AEA IMDSV2, WE WEFMEFIMDSY2 |, #5828 Amazon EC2fE &R
Y FHIMDSV2,

IMDS hx A% 140


https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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E¥E AWS TNB

ERRE MEM AWS BRTRAFEME, TAMNME AWS TNBNEER D, AWS =2 AWS
CloudTrail 8F AWS TNB, &R , WHEE KRB B BF.

E}ﬂ CloudTrail #EEVE #E1T MO AY E¥4HE A AWS APIs, &A LUGIE LU 1FE S Amazon S3 EPEI’J
SRR, BULAERIEL CloudTrail BEERMETZE |, HlaETAEREL, FEIYNRIR IP Mk,
ﬁﬂ?ﬂllE’JAE , DA R EAT R AY Y B RS

CloudTrail B358E APIEMERIEEEEEF AWS TNB., ©fitt2E Amazon EC2F] Amazon Z R
HAPIB)ERYFEIYE FAEBS,

£ 8 528% AWS Telco Network Builder APIFEIL AWS CloudTrail
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:iam::111222333444:1r0le/example”,
"accountId": "111222333444",
"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:397",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"
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