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EE AWS Verified Access ?

£/ AWS Verified Access , B URHEHEARINEZ £ EFN , MAFTEFAERILABE (VPN),
BERENETAEEEARIER  YHBRRFEAEREENSEENZEMERBTHEENESREE
AER,

B F EUERY 41 B

c REREMRE — ERLZLURESTMEEN X , UREFHAEHMERARANEFIE, BE
FREHRFLSEEAEXFNER, EESEITRITAZHUR —ERARFERI S —ERAR
FFo

- HESMREES — BEFICIRESDHEINNEEEERYE (TEWE AWS ME =75k B
B, EAREELRBENER K BEFIESREBEHALZEUERRBEEAENREENAREE , X
HEERERERZERBARANFEUE.

- AENEAEER - CREFIEREAEETER a VPN RERENEBAER, ERBREDHE
VPNE R G BRI X ERAIBE,

- BLRBPRERR REFHESMAEFNER ST EERAEXFIUER , HEIGIREEEE
EMEHNMBRER,

FELE B 7L

& T LAGE R T BUE AR A1 T 2R AE A 2 B R R U

« AWS Management Console— 2t TAREZILMEECREBEZIERN Web NH., E8& AWS
Management Console £ $T B Amazon VPC | & https://console.aws.amazon.com/vpc/o

« AWS Command Line Interface (AWS CLI) — 2t —{HEZ BT AWS R¥ , @3E AWS Verified
Access., R E. macOS # Linux EX#., AWS CLI ZEH{8 AWS CLI , :ZBAWS Command
Line Interface.

« AWS SDKs— 1245 EESAPIs, @ AWS SDKsEEHF L EZFMER |, fINHESEE  UREE
EREAMEEEE. MEFMENR |, FFSEAWS SDKs,

- B APl — REEERAHTTPSERFIUNKIEAPIEN{E. EAEHAPIZTECRESHBNRZEEN

Bk, BR , eEERENERAEAREREFHEER , AINEEMEREZERNEERER, 0F
&R , 552 & Amazon EC2 API 2EZHH ERFEFEE1E,

B FHENTE 1


https://console.aws.amazon.com/vpc/
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-verified-access.html
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ISR M{AEE R AWS Management Console 23, FEMEEERIBFEFEIER,

EE

£ TERIEFIL L, SAEREASESRIEOEKRE  TREBECHREFHNEENEREREKE,
WEHMEER |, /3B AWS Verified Access EE,



https://aws.amazon.com/verified-access/pricing
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REFINEFLSN

AWS Verified Access e FRAENESEERAEZEXESR , YRBTHIEE AFF :

- BEENGEERMERE (KRB AWS HE=F ) BENESERE.
- BECREFIERRIINFEURR,

EFAEEAFIERAERE , CREFIL SREARHUENGHEN  YRBEABARENRE
MRS EETHG, AAFEEAENELEENZEEERE , 'CREFDN. TEREMERER
BN FREEEmARARAER , ERERFRR AL,

AL, TERREFH, SRKEEAFENER  HEEREDRLZEEHNEKRER.

E 5 7 EUERY B T+

TERHE ERBFIE, NSEEE, CRAEEXFIERAEANER, "'ERIFI. SRIRHE
MEMEARNBERMFRUNFIURARFIMEER, NRAFEN , ASBEBREEEREEIEEA
2,

|
\; Trust data providers

Verified Access

- BEFIHITER — ATERSTERARAER , Y EENFSLENRTRBERTFEIE,
- CREFIGRY — SARMAR—EARAEN. SUUEY AR VEHR KM ERE N IR,

EREFIENEE TS 3
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- ERFFNEE - CREFIURENES. ERLHHERREULZEMRRNERE KR
1, UELRRAIEE, flwm, SRS RRER AR RFEE -,

- FERRAl — —AEAEERNRA  TREREAMVIEBFHEAREN. KUUEEEEREN
e BREAESSBRINKEZEMRE, EUUASE "ERIFFIL FHEERYFEFIUR
B, REAPHFAA RS EAZEE. SLLEEMmR T RARNIGERR , WA EKH NI
TE Ui B o

- EERME —EECERESFIRANTRETEMHRENRE, "RIEFR BARAWS ME=F
EERHE. ELAREL—EEERHENNESEACREEFIRMTER. EUUKE-—F2EE
REENZARESERAEHMNERSECBEFIATERE.

- EREER — ENEERHUEBEIZECRIBFIENEAEIRENZEMEREN., WBAERE
EEREEAR. flm, £RAENEFEHF U RRENERRERE. "REFIL SEKRIESE
FHEAREXNERE , REBEENEFIURAIFILLEESR.

ERBFIENEE TS 4
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HERE  FHIREAHEREF

SEEABEERREREBRER AWS Verified Access. EHEE B MR MR ECHEFFIER.

EAXHBEN—ID , BEEERERRNE "EBRIBHE.L F. EAMEERE  BERAFSENSE
B Internet BHREIZIEARER , MEFZFFEAVPN,

(® Note

FHERETETHRRERCERMENES, kit , RMAREUS BRI AERNEE
REESHF,

5%

- EREFIHERE

- SR BUERBEFERHTEE

- SR2  BRECHEBEFNEERMHE

- FRI3: BENEERMEENNECRIFFNFITER

- SR 4 BUERBHFIER

- B 5 BBRH)ELEHRFBIFIE M AWS Resource Access Manager
- JR6: BEVCRIFFIRHMAFTEEAER

- S 7 DNSERECRBEFIURENEE

- SR8 AFEMEZEEREFIENEAREXNER

- SR RECHREFINEEEREFERL

- SB10: EMARESHEECREBFIENEARAESNER
- BREEUNERBERER

EEETHHERE
AT REAULHBRRM FoRGE

« MERTAME AWS tRF, ER—EiRFAELHNEREAERX M "EREBFIL ERASES -
Btk PE

EREFIHERE 5
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- AWS IAM Identity Center FERIE1E AWS B EANABZHRA. A&, BUUFERIAME 5 0

MAEREREFIENGERMEE. WEFHEEF , FSBAWS IAM Identity Center A EmF
BV R IAM S 238 B R Do

- NRARERSE , IR EHEEDNSI S FEHNER,
- EANARTEREBLATHEARN AWS IRF. RMISEANESIEAEEEER

Awww . myapp.example.coms

- BEAEVHITE AWS Verified Access BEFF & < T E#ERRAVIAMBUR 2 17 52 3% 77 BUAL 1T (B RE AV UK

SR 1 BEXCREFIHITHEE

AEATIREFREY "CREFIE, STHER.

AREVCREFIERS

1.

o g~ w D

1£FTB Amazon VPC # &l & https://console.aws.amazon.com/vpc/e

£ Amazon VPC EEE K , BEECBEFIHTER  ARBEERURIFIHTERE.
(EEM) TEBERPAT  WACREFIENTERNZBIERSA,

wh TEERME, K FBREBRERE,

(Z2A) ZEHMPER , 55181 Add new tag FTEER) , RAEZWAEBRNENE,
BEEVCRIFIHITER

SR 2 RECHREFIEERES

BT LAERIE AWS IAM Identity Center BIEREERERE,

BIIAME 7 R P OMEER M E

1.

o g K~ W D

£ Amazon VPC EEE K+ , RiE 'CREFNEERMHE.  ARRE "BURBEFIEER
HEL .

(BIEM) EEBEBNRA+  BACKRBFIESERMUENEBNRA.
WABTHELNE , WEHEREEARISREBNRARAKER, Sl , Bl Aide,
£ EEREERE| KT , BN [FEAEEHE

EEAEGEEREERET | BEUAMS 23851 F O

(E2A) ZEHMPER , 55181 Add new tag (FTEER) , RAEZWAEBRNENE,

B #iTER 6


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-enable-identity-center.html
https://console.aws.amazon.com/vpc/
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7. EEREVERIFIEERHAS

SR 3 BENEERAEHNMNECREFIH/TEE

BELECRECERME , BT MIELHRINEREBFIHITER. FEATIEFEE
FRESMMELN "CRIEFIUE BTER.

REEREENINEENHNITER

1. % Amazon VPC BEE#H , RECREFIHITER.
2. EHBITER.

3. BREF [(BE). (MimCEREFEUEREE

4. SHECRRFIEERME K FRELNEERMASE

5. EZFMMERFFNEEREMEE,

SR 4 BV CHRENFEEE

HUSERF | SR ESR S PEVERFRHENEE,
By oREFoaa

1. % Amazon VPC EEE K+ , 2 [EREIFFIEME] , RREE [BEYCREEFIEAEL
(EEY) A BERNRAS , B AFENZBNRHA.

StHCREFIHTERE  ERENEREFIHT

#HY TRAL B, FRELZH. EREAHERERREML KK,

(CER) EEMEBER , BEZ Add new tag FTIEEE) , ARWAERNVENE,
BIERY CRENTFIEE,

o o bk~ WD

FEE 5 BB ERNERFEFEEHE AWS Resource Access
Manager

WS RP  KERERRARAIIT AWS IkF ENFHERALREZELNFE, ®ELRAERE
FHEAE , EXARHEFEEERAA, WRESEERAA , EXAXEIY —BERREA,

RENEEREENMERITER 7
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MREZHPHEBEY— B AWS Organizations , EEMABEBANEATIEE , AESPNERAESEEHR
HIR "TEREBFEL BENTFEE, B BAESREIMAERLANEE U EEIBHERRE
HA TERIBEERL BENTIE,

&R (AWS RAM Ef &) FEVERAZNIENETT, &Y ENEREE], ZEF [CHREEFN
BERHAE] , ABIEE [CEREFEUE] BHERZI B,

MEFHMEA , F2H (AWSRAM A EER) P "AM. .

SR 6 BUCHREFIURMUFIBEAREN

FATIEFEY "'ERBFIL wH. LSRRFREE —EEMARENE Elastic Load Balancing A
HeHEHRERL T,

By oREEHuRR

1. % Amazon VPC EEE#H , RE 'CREFIREN. A ARRE 'EychIEFIURH. -
2. (BEM) E2BEENFRATD  GARMHBBENRA.

3. HHCRIFHEHE  ERENCRIEFIEE.

4. BERARFEFMES  BRTUTERE

a. EEAERXAET K BAEAREXHNDNSER,
b. EMEFE/FETARN , BEELABTLSER Amazon ERE R (ARN),
5. WMHRmBFHFMENR , BRI TIEE

a. & THEFEREL | EEVPC,
b. HRZELFA , FEMERIRIABNLEEE.

c. StHREBEmER , MABIAER. ESMNE 'ERIFEFIL EENDNSEBZHE,
EE/BIFF , ZMIATLEAmy-ava-app.

d. SHHHEER  REERTEHR
e. SHYBAWBE , BWMHTTPSHHTTP, EBUAR & H T ESMHRE,
f. &% Port (E#EE) , @ NEZERR. SEUAR AR THSMERE,
g. HRERFES ARN , BZRELNERFES,
h. ¥ FHEE% | REEE BT EHIEREBN TRK.
6. HREMER , KB IEARXE., RABEERENHEEFNBEE—H.
7. (ER) EEHMEER  F5iRIE Add new tag (FTEER) , REBAEBRNENE,

ERE VIR EEARES 8


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.aws.amazon.com/ram/latest/userguide/getting-started.html

AWS BEHFER fEREEE
8. EREVCERIEFIUR,

SER 7 DNSERECHMBEFEUREMERTE

EHTBH  CEKERAEANBIEERE (B0 www.myapp.example.com) ¥ fE = B B & 17 Bl 26
WA E R, EETKDNSEHIE  FHEADNSHIEMER Y —ERE S WK (CNAME), B
CNAME$kz % , FRAEHERAEANFMEERSSEELE EBREBETL

SRR REEE

1. 7 Amazon VPC BEE®&H , 1EiZ "CREFEIURR. .
2. ERZREREINIwE,

3. EERMN "THEMEAL RIER.

4, HERHEEET  EREHES,

EAHBRED | wHAREEEBIEAmy -ava-
app.edge-1la2b3c4d5e6f7g.vai-la2b3c4d5e6f7g.prod.verified-access.us-
west-2.amazonaws.com,

ERIEHYDNS R 7 — 2 Rl CNAMERC #% :

HuE - &8 Type Value

EEVBIF CNAME my-ava-app. #2#& -1a2b3c4c
4d5d5c6f7g. BRI HISHRT. T
75 B~ 55 58

SR8 AEFEECREFHENEARENNER

LRETUAREARXNEREN. ERAENESTAARAEANREZGEE, "'ERIFIL RA
MBERTAREBAEER. AREMERFERFHEMASBNRE , RILEEERBHER.

SR RECHRFEFIEERRFERR

FATIEFENR ESREFIL #E  YREAHFESZTRAENEIVER, FEANGFAEREE
R 1AM Identity Center FERENFERAENEH, MEEHEELRBNWER , BF2REEEFIEEE,

BRE i B HYDNSER E 9
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& ERREFEEHE

£ Amazon VPC BB H#&F | #E 'SREFIEE. .
BIE BE

B [(BE]. (R CRFBEREARE

LOPN 1N

BIESUCRINFIEEFRD,

o ~ w0 bh =

SR 10 EMAIE G EECREFIENEHAEXNER

BECNHERNCHE , EUUFRENERER, EREAERTRARARXNREARE. XF
REZW AT, Y AEEZBEEQIEARER

BEREEINEREFINER
ERARE  BEEATSBNRERINER.
EEMBEALHBRRR TN ERRFIER

1. % Amazon VPC EEE#H , BE "CRIFFIURE. . ENEBRNRE, BT (3. [MER
EREFEURF

2. HEWEEERT , RE [CRIFNEE]. ERNEEBRNEE. B2 (BF). MREhEFIEAE
AR-BURFTESHESE | EXRHEMBRERFTHK.

3. 71 Amazon VPC SEEK+ , BECRIFNHTER. ENECALABRERANIIR. BEE
[EvfF]. [HRCRIFIEERE RTAXNBFEREREERME  RARBFHHCHINFE
FEERHEE

4. % Amazon VPC EEEFKF , B2 "EREFNEERHEE, . EHERLBBREEUNGEE
RHEE, 2E [(BF). MERERBFIEERH

5. 1 Amazon VPC BEE K+ , BECRIFNHTER. ENEALABRERUNIIR. BEE

"B, "TRIBRERENFEUE

EFMAFEERRERAERED 10
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REFINHITE

AWS Verified Access #11T {E 88 = o i By ‘GBS R B E N BB FEEEN AWS BER, #TEE
EFMEEARAER  YEENESRLUFTRERTFFIHE,

F&E

- EVAEECRBFIETER
- RKRERFFRTEE

- EECHRFNFEEE AWS WAF
- FIPSESZFRHNEHM

BEYNMEECREFIHITERE

ETAEARBERNT ERFERCNEERRENCRRERAE. EATIHEFRY CRER
B TR AEREERHAENNE EREFER.  SEEREER TDRETIL THE
e

20

. BYCRBEHHIER

. BEERBENNECRBERHTHES

. RERBIERAITESD S BETREE

EVERBEFIRHTERE

EEATIRERREL "EREFIVE, BTERE.
EEEVCREFIERS

1. E$TB8 Amazon VPC #4l & https://console.aws.amazon.com/vpc/e

2. EREBERTP , EE CREFIESTER) , AREE (BICREFTIVE
3. (BEM) ERBHRAD  WACRBFEETERNEBNERR,
4

(EBEM) MREER "EREFIE. FIPS HERE  FEERMA "HHEARERE,
(FIPS)o

BUMEECREFRIAITER 11


https://console.aws.amazon.com/vpc/

AWS BRI (EE
5. (BEN) HRNEERME A BEEENNE "CREFEUE FTEEBRNEERMAE.

6. (EMA) EEFMBER , BEIZ Add new tag FTIEEE) , ARWASERNVENE,

7. BERVCERIFIETER

EEERAERINE EREFINHITER
BERTHEF  HECREENME CREFIE HTER.
R ERELEN ME CRBE DB ER

1. 7E3TB3 Amazon VPC | &https://console.aws.amazon.com/vpc/o
ERBEERD , EE [ERIFI HITER.

EEUEATE R

EIE [(BF]. [MNEREBFEHERET

Y TERMEEFEEL GERME  BEEERMESE,
EEMMERIFFIEERME,

o g A~ W D

feCmEFRATERY I REERMRE
BEATHRE  SEEREER CREFIRL $TERTEHER.
#ERBERATERNBEERMAE

1. 7E3TB3 Amazon VPC | & https://console.aws.amazon.com/vpc/o
ERBEERD , EE [ERIFI HITER.

EEEATE R

BIEF [B1F]. (BRI EIEERM

$#HY "TERmEEFEEL GERME  BEEERMESE.

BE [(HECRIEFIETRMAE

o g A~ W b

il BR © B =8 7 BU A 17 (@ 78

Btk "EREFEL STHEER , SLUEEMBR. MBRAITEE T , BLELBREMEB
EERHENCREFNEE,

BEFRMAENINECREBFNHITER 12


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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& EZMREREFIEES

1.  71£3T7B8 Amazon VPC | & https://console.aws.amazon.com/vpc/o
2. HBREERT  BE [EREFI HTERE.

3. ENMCRIEFHEHNITHERE.

4. BE "BEL , "RIRSRIBAFEUE

5. HIRMERIETRE WA delete , REIZIE Delete (MIBR).

B ERFBHFEEL AWS WAF

BRTBRIFEICAFHTHRBANRERUZHN , BB EEAEERE. EHBEZREEARER
FRESHMRE, BULUEBRES AWS WAF £ "TCRFEFEL FBREMRLLBEN, AWS WAF £
—& Web BARXM AR , IZLERETEZRE Web ERAERXERNER, HTTPUIEEENF
& AWS WAF |, 552 BIAWS WAFBIAWS WAF B A EHE+M.

& LA AWS WAF Web FHEUZ&)7EE (ACL) AWS WAF EEE BB NS TR I BBt | LA

B FERmFBEE, BE, Web ACL 2— & AWS WAF BR |, B USRENEREENFTE

HTTP ( S ) Web ERETHEMIZRE, EHEEE AWS WAF BB S EREHERE  EEZHTEEN
£ "TEREBEFEEL KENREHEERBupdating. EREXE , MESEREactive, B
AWS Management Console SRR ARRE |, 522 FEAEREE AWS CLI,

(® Note

BT MEAE AWS WAF A RTAPIRILLES, SEEECRBENIT

ER8H Amazon ERE T (ARN), ZRAILAARNFERAUTHRXREET : arn:
${Partition}:ec2:${Region}:${Account}:verified-access-instance/
${VerifiedAccessInstanceId},

F&E

- IAM$ERBEFIEESAENER AWS WAF
« B3 AWS WAF #BE R ACL

- BZE AWS WAF ELRAE

- BUH#EEMN AWS WAF B ACL

BECRIFHNIZEEL AWS WAF 13


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
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IAM#AS E B 78 IR R SRR HER AWS WAF

AWS WAF EEERBFINES TS T EEHENEENERESEAPI, BLBHESE " AWS Identity
and Access Management fR#R#E2%E | REAER[permission only]l. RS RRERESE
EC2/E AR Amazon KV EIE, BERFELE IR,

£ E#FH WebACL , ## AWS Identity and Access Management 8% EEHE T 5,

* ec2:AssociateVerifiedAccessInstanceWebAcl
e ec2:DisassociateVerifiedAccessInstanceWebAcl
 ec2:DescribeVerifiedAccessInstanceWebAclAssociations

* ec2:GetVerifiedAccessInstanceWebAcl

B AWS WAF R ERIEH ACL

THZRREBAFEAAK AWS WAF Web FEUEHEE (ACL) BEE BB IS T EBELREDB AWS
Management Console,

® Tip
WU BHEEHEAEN AWS WAF S BEACLTBEERIATERF. MEFE Web BIFEMHESA , ACLs
B2 EAWS WAF BHE2 A BIEREH I Web FEUIE /B E,

# AWS WAF Web ACL B2 B 5 7 17 BV 17 1 B8 22 37 BB
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ERAEER
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7. (BEM) FERREBERE "CREFIL R, FRREAEABAZEFERA.
8. EERERR,

E R EREFHIRE
RUCRBFRARE  CTUBULEL,
BUCRBERAY

1£3T B Amazon VPC 12| & https://console.aws.amazon.com/vpc/e
FEEERT , EE "ERIFIURH -

12 Bl Fho

BE (B, BN EHmEBFIURR

REEZS WM FHER,

EEEUREBBENFIRH,

o a0 bk~ w N~

1% o B B 38 17 H i 37 R g
RUCRBERBEZ®  CTSUELRR,
BUCRBEIRE

1£$T B8 Amazon VPC #2#l & https://console.aws.amazon.com/vpc/e
FEEERD , EE "CRIJFIRE .
EREE S NH R IRE,

BE TEME, . TEXREREERL REE

(EEM) RBREBMNBEE , FER AR,

(EEMY) $tHERR  WAZERAZRMNEREFIBXR,

BB U C BB N FEUR BR L,

N o o~ w0 Ddhd =

il R 2 B e 17 B i 26
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FEEERD , EE "CRIJFIRE .
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HIRFERRIR R | B8 A delete , REIEIZE Delete (MIBR).

o ~ w0 bh =

I BR B B8 3% 17 B 2 33


https://console.aws.amazon.com/vpc/

AWS B EFEL EREES

EEEREEXEEEREHAEN "BREFHL

SEERZE AWS Verified Access REERHBEBIXGHER, FEERLEL "ERAEES. R "E
FRAE. . ERBFESERERRENEBEN. CSEENNEISREREEFE4, FEKEE
%, REFEXRFBERAS, REZ2URES, BENEASREERAEMAMTE , RtGEZ2H
FEERHENRAXMS  UINETREERNEEERNFE.

T8, BBER 'ERITEIN L&D  BETUERREERHEEEEINETER. EXEERA
FIEREARAFINRARRAEM. IFARELHETESEETATNES  F2HRBATIERE
REFREEAR.

AT EHHETENNES , AHEHRRERA, LERENEESERRBARE , THEAELHS
Z,

B #%

- ERBFRETENNESRRR

« AWS IAM Identity Center EERFEFIUSEERIN E T

- BRTHEEERNE=FEERHERT

- AFERLECREBSIRPEBNEL BRI

ERRFREARANNERNE

AWS Verified Access #k785% , FiB Cedar fMEHE TS BB EBHTTPERW — LR , MAREER
ENEERMEARM. FTEHRAK , CREFIESE Cedar HIZEBPISBEHTTPERNHERE
flcontext.http_request key., MREREFE B URERIBERETIHAKRE, THJISON
REEAERTAPITENER,

{
"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header"
I

"x_forwarded_for": {
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"type": "string",
"description": "The value of the X-Forwarded-For request header"
},
"http_method": {
"type": "string",
"description": "The HTTP Method provided (e.g. GET or POST)"
},
"hostname": {
"type": "string",

"description": "The value of the Host request header"
1,
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
1,

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

BT RIBIBHTTPERERE TG R R RIS 6,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

AWS IAM Identity Center EEZBFEEFERN LT X

SHMEERAIRE | INRETESZ AWS IAM Identity Center BETIRME , AISELRESEIR AWS Verified
Access &R LIEE A "RAIZBEHE, NEET |, BETERMA Cedar ABF ., HMREFEE |
U R ERBEEERETIMEMNER,

(® Note
FARHENARERRECHERIGERKERMRENRAUSRER, W, IREKE
AIBRWEMWRES "idp123, , ARARSIEER "L TX .idp123,1 . BMYFRAE , FRE
BERN R ERIABREIE,
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T3IJSONfEB TR LR EENER.

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
},
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"

}
1,
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1238$": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"
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T 2R BIRUNEEERETTEH RSB AWS IAM Identity Center,

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e@0d9513c107"

I

® Note
BAREFESBULUEE | IAME2BEI P ORIEEAERE ID WEE. ERBNEBREEERH
A8 5 FB R P TR RIBROA =

BERTIHETERNE=SETRMEAR

AERAFE=HEEREEIRML AWS Verified Access BIIEEE R,

® Note
FER#ENATERRACERUGERAERRENRASRERE. flU, MREKR
AISREBERES "idp123, , IRRRSIRER "L T .idp123, . BYRAE , FBHRE
AR ERNARRGIRE.

B #%
- BERER
o Jamf

* CrowdStrike
+ JumpCloud
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BERER

MREEBHERKEFERNRMAFTNRRAF , AIFE " AWS SRrE T BEREMIIEREMEE
BANBBERIEMRIIE, BRESHE ST BERNAIBERS.

BMEZE=ELEESFRMEE : Jamf (Z&E macOS £ E) CrowdStrike (ZEBIRE 11 FRE 10 &
iE) , LK JumpCloud (ZEREH MacOS),

- MREEBKRFFEA Jamf FEER , BERAEZEXLER Chrome HEEERAEXE/ED Firefox KN
TS TEY =% AWS Verified Access BIB SR IE M IhAE,

- WREFEREPEACrowdStrikeFEER , BIBHERENXELEREAWS Verified Access RAEFA
EE# (BEETHER). SEEhaHSEREAEREE LETH CrowdStrike REERXIBEEE
Bl A%, REWMBEHE , AP XAR Chrome MFEEFIEDR Firefox MmMMAHF LB EHRB LERE
AWS Verified Access BB ERERF .

- MREFEARZE JumpCloud , BHFEREBEBXNEEHERE ERHE Chrome % EAEZEEED Firefox
B 0 7T A 48 UE Y JumpCloud 28 2548 78 Th AL,

Jamf

Jamf RE=FEERHEE, FEFRUE , MREE Jamf ER/EERHEE R 'CRIEFEL 8%
Cedar ARHPEEEAEN  ELECERMEARLEEAS 'RABREHE, NERT. WREE
2, BULUREREBEEERETIMENEFEA, THISONGEEHABRTIEPISHNER,

MFHS Jam! RERBHFRERSEERNWHART, , HSH Jamt B3 LHHSAWSE BB IR

Jamf £EEEHES,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
.
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
},

BERER 38
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"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
},
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
I
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
},
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
I
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT BRI Jamf UM S EERET AR RIS B,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};

Cedar 27 —EEHAM . contains () IhEERERY Jamf B R BT D FME,

Jamf

39
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permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
i

CrowdStrike

CrowdStrike RE=HEERME., FEHFRAK , WREER CrowdStrike HEFRMEE , "SRRI
FEL SR EEERMA Cedar BIREBIF , EEEEREEEAECLEES "RASREE, NER
To MREEE , EULURBEREEETERETTMANRA, TIHISONGEBELABRT AP IENE
o

FE CrowdStrike BB EACRBFEENFEER , F2REH CrowdStrike 1 AWS Verified
Access#t GitHub #835 E REFMAERAER.

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
I
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
},
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

},
"version": {
"type": "string",
"description": "The version of the scoring algorithm being used"

}
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},
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environemnt"
},
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
},
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
},
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
},
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
.

"serial_number": {
"type": "string",

"description": "The serial number of the device derived by unique system
information"
3,
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
3,
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}

UTREFREENFEEERETHIEIRESES CrowdStrike,

permit(principal, action, resource) when {
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context.crowdstrike.assessment.overall > 50

};

JumpCloud

JumpCloud BEFE =S EERME, FFERRE , MREER JumpCloud REERHE , "CBERF
B, SREEERMA Cedar BIRENT  SECGERHEERBLEES "RABREHE, NER

To MREEE , EULURBEREEETERETTMANRA, TIHISONGEBELABRTAPIENE
o

% JumpCloud BRIMEMA AWS BERBFIENMET , 26 JumpCloud 838 FWES
JumpCloud  AWS B 17,

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {

"type": "object",

"description": "Properties of the device",

"properties": {

"is_managed": {
"type": "boolean",

"description": "Boolean to indicate if the device is under management"
}
}
I
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
I
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
1,
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
1,
"iss": {

"type": "string",
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"description": "Issuer. This will be 'go.jumpcloud.com'"

1,
"org_id": {

"type": "string",

"description": "The JumpCloud Organization ID"
1,
"sub": {

"type": "string",

"description": "Subject. The managed JumpCloud user ID on the device."

I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}
}
}

BT RRBRENFSEATEITF A KEEEH JumpCloud,

permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier'

};

AFERECRIEFETEBNESRE

AWS Verified Access M{TERRNREEMAE <R , SR P WENEREESEEE 'CRER
W, wmH. EREELHCEE  UWERAEXILURREEE IRVESEH 'CREFD BN,
HBES , EXE TIHTTPERE !

X-amzn-ava-user-context

HRTEEE JSON Web T (JWT ) RXWAFER, RJWTHRKXZHE URL base64 MwISHRE |
BEREHNEE, BREFHRFEMAES384 ( A SHA -384 BHEEAMECDSAR B E X ) REMER
JWT,

FEREXAUSELESANBEALREMEAERERR. BARXRBASEERN  BHEIR
HERMNSEZANE -—HSHENRITETERHFT. B% , subBARBRIEERFHRES *.

B &%
- Bl IWTHHOIDCHEAEEERE

RAFERRBER 43



AWS BE1FER EAEEE
- &6l . EFEBIAMSIWT BRI O EREES

- NEER

S5 : FEERAIARES JWT

g6l IWTEHHHOIDCHEAEELEEE
ST R T AOIDCF BB EEAARAREIWTH R RSB,

THIEAE -

{

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "OIDC Issuer URL"
"exp": "expiration" (120 secs)

}
EFEH

{

"sub": "xyzsubject",
"email": "xxx@amazon.com'",
"email_verified": true,
"groups": [

"Engineering",

"finance"

]
g6l - EFEJBIAMBIWTOEBIPOEREES
51T | 1AM dentity Center /3 & B & (BB ERIEIWTH X FHISE.

(® Note
HRIAME D #ERIP L, EERRSTSERAEERA,

JWTHROIDCH F &8 44
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T~HERE

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",
"exp": "expiration" (120 secs)
}
AP

{
"user": {

"user_id": "f478d4c8-a001-7064-6ea6-12423523",

"user_name": "test-123",

"email": {

"address": "test@amazon.com",

"verified": false

NETR

HACREFDHNTERIENEZEAEES , ALESEREREANCRBFIURMHTTPS, W
REREECEANCHIFIRIMHTTP , FHLEAREFHARGFERERMHNRE,

EMEZBCERBESETEARECITRERS. EENELRER  FRIWTERIE R
D, ¥EAECRFEHEALFAER. 8 AWS EE EiRFHVRBN TR

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

g0 : AR JWT

THENREREIER T {7 Python 3.9 HEERR ID , NBNENAR.

import jwt
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import requests
import baseb4
import json

# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('."')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid"']

# Step 2: Get the public key from Regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])
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B 7 EUBUR

AWS Verified Access RAIAZEEEEEZMHEE2EARINEL AWS, EfIRH Cedar EW |
B AWS BURFES., £/ Cedar , Ba L EVYFR  BBERCEHCREFIELEERANE 225
REBRESEREEEEXNETERETIG,

WNZE Cedar BEREES WA ER , 582 E C edar 2E 5,

FHERACKRBFIRANGEE. HE8SNAR. NFAERTH , UREMH L&,

B &

- ERCRFEFEERNFEA

- BEFEIURAIBRRAERE

- BREEEURRIFE
EREFHRANABER T

- CRETIHEGRER

- BRENHEREEEER

- EREEFNEMFEA

- BREFEURAIBHE

£ E B T8 FEUERY R R

ELEY "CREFI HENEY "CREFI WHE  SUNREER 'CRERFIL KAl &
AUEFRER 'CREFD. BERNEATELFEANGRS , EMEENERFSEIHE , EFEE
ERAKIL,

FEEHAN 'CREFE HENGRMELCRNTENBERARR  F2REAERE FEEER
R =8 ok B B 7 17 E i 24 SR R o

REFEUR IR &R

ZAEIFREA B AWS Verified Access RERARHFM AN, B EE— "ERFFE FRAPEZER
RR, TEEREREBEFIREANGEE,
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effect permit

[ principal,
scope action,
resource |

when {
condition context.device.location =="US" &&
clause context.authn == “MFA”

ZERBEBEUTEHD

« MR —EBEBEKERARS permit (Allow) iER forbid (Deny).

- §IE — EEMRMEANESRE, BFERER. EUNURENBEETLHEE, BFERER (WH
E$EHIFTR) , & Cedar PHEERIFARER. EUBERAT  RASEAEMATRNESHEE, B
ERER,

- RETH — BEERARRNRE.

/A Important

#HH TERRFEL | RASSESRRGTFITNEEERRTEERT, BREELABR
RIEFRER, RE , EUUERFRGTFIPNESBRINEESEARREEFIE,

R EE A B R a5

permit(principal,action, resource)

when{
context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

%

LRSI | FER , BALUEAER FERRIBRRKX P ER — B LW RS F T Cedar BUR
BERTERED , RERARIEF]. FHARZNBRESR., NFHEINNES , F2HEEREFN
gHIEA,

B 17 BUR R FPAE

BEREXHR—ERZEBERESR (permitHforbid®mHE ) , MBEHF8 (whenfFiRdX) BE | Allt
BEER, BTEREXHAHERN , MEFEDVMEERA—BEFTBER , BETEERAEARZLEBE,
MREREAFAIBERAN/FEA —ERZERZLEBE , IMREXHSERFE. IRECHYE TERFE

B R FHUR AUGTAL 48
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ERAEER

FHL BEN "CREFEL WRERRIXH  IEMBEXAHBLANRFFR. NREHAERE "B
BREFEL mENEREAXMH  ARE "EREFEL HERAFEERE.

(® Note

AWS Verified Access £33 R BIBFER B 55 %

ERETFIFRANARER T

£ A S BIRMEIL AWS Verified Access SREFRYBTR BABIET , a0 AnR G 7 BUR BIBRRIANEE | &0
LAGE ARQIESE F R E MR M. LETAEAFZEMREEEEAENBERFERNBANRE
BN, TREETHAREBNEERHBE,

BEY

BEMEH
i) el |

Ef - 14T

EA - E4T

(K, &)~ W@
(R, &)~ W@
(kK. K)-%H
(k. k) "H

(BEE. BE) - AME

(BEE , &5 (BER)) - mHfE

, B EREFERAREFITNER,

PO
EBET =

T= BRMAEENSE |
AR TR, SR
BREREBMMEE,

TFE ; HFHBERE (R
£32) .

REZH/DMR,
REH less-than-or-equal-Z/,
REHAR,

RE# greater-than-or-equal-

EZ S

BREBREER (RS : A
g A RIKBE ) .

BRERREER MR
(AMB)||(CHBA)..

ERFEFIRANRNEER T
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ERAEER
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BRENEH
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// this policy grants access to users in a given domain with trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)
};

B R4 B 55 8 SR B B BE 0 B

BRI S B ERE AWS Verified Access [RAIZRFTLIEE R RBEM P TREFER IR FENER. W
BIEEFFEENTEEBTISBER , Cedar BEESERITTEREBLIEEER , ERENEB AW,
Flan | ERAEHIERL , RAEN ETXFRfake_provideritbogus_keyR1FE,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

ABTHBREEREN , BuUMFERhasEENRESTFERR, NMRhasEE FEME false , BIGFELLE
BERRXWE—FSTE , B Cedar FTEELEHRSBIAEENEHNIER,

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

};
EEEEZEMETREERMEENRARRE A,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
N
(
// if Jamf data is present,
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// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)
)
i

E 5 FE i 41 R R

g6l 1 BIUIAME 238 B 089 R A

@ Note

HRFEBBIURE  IAMEZREAITOREERAERE IDVEFE. ERINEBRESER
B 5 88 B F B R B RO 3K

THEFRARBEEREBMNfinanceBH B (HEHAR RIS
Ac242c5b0-6081-1845-6Ta8-6e0d9513c107) EBEE CEAR M E FE b ut b | F RFFEEL

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true

};

&6l 1b : BESRGFIEEIAME 2B 5B P00 R BIBRIR R

THEHIRAMRBEFAEBNfinanceB il (HEHEB I
Ac242c5b0-6081-1845-6Ta8-6e0d9513¢c107), HECREMWE FE M4t , B Jamf EERME
o BLOWEE , F AFFFEL

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513¢c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

g5l 2 : F=HOIDCH R MREBR
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ERAEER

THEHRUARBEERERE "MK, HE. BECRIENETEBMFLL , B Jamf KERBFTS A

LOWEF , F AFFFEG

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

%

g3l 3 : £ CrowdStrike

ERBME 0 BAR 50 K, THISEHIRARFFFEG

permit(principal,action, resource)
when {
context.crwd.assessment.overall > 50

1Y

o4 ERBRFT
THSEHBRNMRABTBEFER : (05) (RARBSHPHREFT) , MARFEFEA

permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")

};

g5 5 RFFEE IP fit

THIEHIERRARFFEE IP LHULRYREE,

permit(principal, action, resource)
when {
context.http_request.client_ip == "192.0.2.1"

Iy

g1 5a : FHEHEE IP it

T oA B RAS T SIS E IP (LiEAYREE,

B FEE IR A
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forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
1

Ba e FHUR BBy 32

"ERFEFEL RABER "EREFEIL FRAPHNIE  TARARNBRER, cex—EEH
LFEREHRE, FERANGEEAR , EUNEEPAENREERE.

EERERASEFTANEEREENRE , K ERJFFI. RREESIRTHERESERHEE
ERNEDEN, ERRATESEEARURFENRRBRETE —BRNENETAENMEE
By, AIREEIFE A EE,

THHERAERRAURERVESE,
%
- SB1 . EEER

- HEBR 2 AENRE R I
- SR BRANEREE

TR BEEER

ERAPEENE-—EL  SUUEEECANEREFIRN. SHEBEEERE UEFE4it
HER)  URESEMHBEEFEAENBBN/HERERLR, RBHER  SREELAEN ERER
) RSP EIRHNRERE, SULLERME M BRIERESNN AFFRIERRE,

R& , FEAR, BRERX, mBFRANFEARARSEIET —EE®H L.
FRUR B E 8 X EENEIR

1. 71E37B3 Amazon VPC & https://console.aws.amazon.com/vpc/o

2. ERESEKT , BE CREFIE, ITEE K ARHBEECANBTERE-T 'CERER
HUE . #1TEER ID.

. B BB R RIBHE),
4. E[EAEBETFEMHbu) P, WAFEHENE FE 4 bt
HR "TERIBEI wE, BENEEREE RO RS,
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https://console.aws.amazon.com/vpc/
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6. (EEY) E2BH , REEAENERE,
7. (ER) E [EERRE T, REE-—HNEEREE,

8. (EEY) #HREER K FEELEFANKRIREEREE, MRBBRT , BEASKFHRERS
£,

9. igj% Next (-F_i)o

EHHEEL  SEEIATEAUMEER -

- BNEEREEAEAER (BEN) Lt —ALRIPEENKEMBEINEERS
- EE—EAFRPEEN "CBREFH. wHHE Cedar FR,
- UnRFTE 2 BB R FENEFAERY Cedar R A,

WO ENEH LFEE "ERBEIL WwEMEERN Cedar Rl , BEER BN, BBEA
A EERXEE Cedar RAIEZENEERE.

BIE AEFRR it stEEEATAERA  SEERNEE N EER L. BUNRERKIL SN
AHSE  YRFBERMER

HWEBFHNRERIME 2% , BRE (T2 #ELTRADEEN T —BEME.
TSR3 MENERRE

ERRPENZE-—BEL  SEEINECHRUEBETNBRABNER , MERES, EREAURER—
KRBT RARRE ERASE) URIEE,

WA BUERE [E—H]BE -8 |, su#E [BUE] T2 B0 RAIBNE,
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REFINTNZEH

BEL2 AWS BRENELR. B/ AWS BF |, BRI LURERPOMBEBRRETER  SLEREREAR
TREHZE M RBBNEBNERMEER,

ZE£R AWS BECBHEREBENSRE. ASEEEZEERATRNZEMNERPHNLTEM

- BlREEM — AWS BEERBPHIT AWS BHHERRE AWS B, AWS ERERMAINLZS
ERR RS, EERBEARN AWS CREFIENREE , F2AREMEAWS BHEEEAXH
AWS FR#% , ER RS,

. BREHRSE — EHEEIARGERN AWS B, CELAYHEREAE  SFEEN0E
B, SN ANERTERERNER,

AXHTHHCHRBOAEER ERECIE HEARRECHE, THTERANARECHE
FROEAENRSMNARER B, LRSSENAEARM AWS B , URHEERANRE 2
REERL R,

5 &

- BEERETHNENRE

. ERBERNSHHIREREE

. ERBERNARMRE

. BRBERRNEY

REFIEFNERRE

AWS HESEERERAR " AWS ERJFEEL FHERRE. NHERDPIMR |, AWS EERES
I AWS Eif. CEEHEBEETHERSRELAEARNESE., SHEREEMER AWS R 8
ZLARNERTE. NEEBRERBILENFRET  F2REREAEFAQ, NMERBMERRE
WHHEBREF , FSEAWS £ M GDPREVER LWAWS HESFEEMNIPERE,

ERERREBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tkRF RRIFREM/[MBIEAE. Wtk—K , SEAFEAEBIASEESREST
REEHFASENTT, RMLEBEZEATIHARNREES -

- BEEIRFERASEERRE (MFA)
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS BEFER (R
« fEFASSL/TLSEE AWS BERBEE., BMFEE TLS 1.2 WHBE TLS 1.3,

- {ERREAPINGEAEFBFC & AWS CloudTrail,

- A AWS MEERST RAREPHFRERELL2E AWS R,

- FRERNZERLIRE (B0 Amazon Macie) , HBIREMREFEE Amazon S3 HWEUBE R,

- R AWS ZBHTTHNEREFEEEE FIPS 140-3 BB RIBHFEZIRBEAP| , BER RS, FIPS
NEEMTAFIPSHBNHEET  FSMBTETURITEE (FIPS) 140-3,

BB EBCEEIELEFNETBH b SHEHHBET , REEBIEABAN X FHA
B, flinEBR. SEEELAERERA. | APILAWS R A TEREBFIL REAEAE
AWS SDKs, AWS CLIZHZREN B HEAX AR P @AW T AER R ATERRANETERZE B
MRERMURLIGADARESR , RFBNERETEETESRIER | URLUREB EHXARB[HE
Ko

CLafeehiika

"REFDL SFEA TEREREM, (TLS) 1.2 WEMRE , BBREKREBNZREEREERT B
BREFEL RENIEESR.

WA PR A B R B R

BU B ECRENFIER , SIRFIHVPC. HRIUERAER/ERNERE | SO0 URBF R
ERERERRH BRI O EN. WRFREF , FSEREFIIE.

AWS ERFFIENFREER MR

AWS BB IFEUETRREEA AWS ENKMSSRMEREER, FARERT , BRERNER , &7
BRBOREBBERMPIRNEEATNEME. AR, HELREBRECBENESRAMNERE
RWRLEARER, UATEEHRY "ERJFFIL NAEAKVMSESRETREERMENFHEER,
B 8%

- BREEIEAKMS SR

- BASHESR

- AWS E S EFEENAEARE AWS KMS

- EERBEOEATFRESH

- EECRBFRERNEFEESR
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https://aws.amazon.com/compliance/fips/

AWS BEHFER fEREEE
- AWS ERFEFRMNEAE
- ERLHNRERES AWS ERFEFN

B FEENKMSE 8
AWS BN 8

FERBFFIL EFEAKMSSHREBMEB/ARINER PI), RBBERTERLEEREER , B&E
BCEE , B8 , FASBERAWSHEZRNER. TR , EFEEENTABSFEREETMES ,
A REMBCERN &R, MEFMENR , F52H (AWS Key Management Service B3 A &8
) HH AWS AR £,

HAGELZFERALENZSZENEANBEE AU ERYRIFNERNKEETFEENTR
HRE AWS RN INBE SR EHEE_FNE.

"REFDL XEERECRVNEENHBEFEESR  ERANRERNB LHMEE_BMNE, &7
e HltEmE , FHLEATUATER !

- BUNBERESRIBK

- BYNHERBIAMBIRN#ES S

- RANEREREE

- HTEER

- BUEBRAAE

« REESWAMER

MEFZLEF , F5ZE AWS Key Management Service S ABEANEFSFZE SR,

(® Note
BECIESEDMAEA AWS #ENSRETHRENE , UaBREB/ARINER,
BR , ELFEAZFEENEBE , 8 AWSKVMS WENER, EEEEENFMAENR ,
B EAWS Key Management Service &,

3
B
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/

AWS EgRE 17 EL

ERAEER

BAFMDES

THREERA 'CRIEFEL FANEAREBER (PI) , LREMZES K,

EREE

Trust provider (user-
type)

ERAEENEEREESR
#PII%B AuthorizationEndpo
intkyOIDC#EIE UserlnfoE
ndpoint Clientld ClientSecret ,
i, . . %,

Trust provider
(device-type)

HRiBEEENEERHEFS
& —1{@ Tenantld , EHFR A

o PII

Group policy

RS SR REBFZIEE
HERM, I SREENRER
AR, TEEEEPIRMAF
ZMEF B4 F,

Endpoint policy

ERUSER "EBmEFE
mE R, SSREFN
ERNFA, ATERIEPIREN
RAEEMETEBHbiE.

AWS BRI &R
E A

E A

E A

E A

AWS B R FEUE M EARE AWS KMS
BRERREESET EEAENEEEESH,

EFBHEEWRMNE (EA)
E A

E A

E A

E A

BRENME
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS B EFEL EREES

ERRIFEAEFEESRNZNERBFIERE , "CREFIL 8 CreateGrantfEREIEELL
RREEURE AWS KMS, HHERHEA AWSKMS RET "ERBEFEIUE, FEE , EEEHFR
BIRFANEFEERESR,

BRRECHREEERESIEFERAENEFEESBETTIRIPMEE

- BIAMREFER AWS KMS UBENBNBIRZER , UEAUEREMRBEEZNERE.

« Ei%RetireGrantE3R AWS KMS LARIKZ#,

BU L EERBEE TN EERE  SIBRBREEEFSESRNEFIE, MRERM, "SRBRIJEFEL B
EEIFNEFEESBMBNEMNESR  ESFEREAZERNEE,
FRRBENEATEFRESR

& A LAEF AWS Management Console, SREVHBHREFEEE®, AWS KMS APIsFEHK R
{AWS Key Management Service Bl ABIEmM) PEVHBEFZESBRNTBET.

EEHE

CHRBEXERHEFZESRNEFIER. SEEFZESRBLARET—ESREBEK , HPIERE
HALFEASBERAEAFANERR, ERYEFSESRE , JUIEESRBER. WEFAEA ,
22 H (AWS Key Management Service B AB1ER) PTHNWEEBEEFSE BN EFR.

EERENEFEECRECREFINERELMER , SWMBERPLANFFTIIAPIESE

« kms:CreateGrant : MEEFZELRNEE, REREKMSSRNZHRTIE K AFFIUE
RECREFHNEENIEE, NEEBEARENFHEENR , F2RHBAWS Key Management
Service B ABEM.

EA TERJFEL HITUTEE !
- MY GenerateDataKeyWithoutPlainText MEAMENERSBIMURT K RAERS
WA B ARMNE,

« FNY Decrypt AEAREFENMBER SR/ RFERMNENE R,

- REBAREEL TR, RetireGrant
« kms:DescribeKey— RMHEFEENSMFMER , UAHFCREBEFIERZ S8,
« kms:GenerateDatakKey— AFEREBNFIESFEHSBRMZEER,
« kms:Decrypt— ARFFRFHEFEZMZ N EIRZR.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS B FH

ERAEER

UTRAAR "ERIFIL WERFENEH,

"Statement" : [

{

"Sid" : "Allow access to principals authorized to use Verified Access",

"Effect" : "Allow",
"Principal" : {
"AWS™ o "EM
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
.
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

BRENME
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]I

"Resource" : "*"

}
]

MEEFBEBERFRIEEHF TNFMERNR , 528 (AWS Key Management Service B ABEE) .

MEEBHEZ SR FINGFMER , 528 (AWS Key Management Service % A B ) .
EECBRFRNERNEFEESIR
BOLEEEFEENEH®  ATHEREHE_EMS !

- EREFIEA
- BREGEHURR
- BREEIEERHESE

FREELERPPEMERR AWS Management Console , A LAfE [ inZ--R ) B+ I8
EEFEENES, EHERT , BN [BFTNERE (EMR)) KBAR , AREAZLEFERAN AWS
KMS £ ID. B A UEERRBERFSHEA AWS CLL.

(® Note

MRARD ERERERFTEENANBENEFEESMEL , §RELZEFNERNEARLE. T
B, A LAEA AWS Management Console 2, AWS CLIZRERFHNEFEE MBI EFRARE
EREHREIR.

AWS ERFEFRMZAR

NEARR—HZANRSIRERY  HTaSARERNEMERETET. AWS KMS EANMERE
EREMREEY  AXEERENNE., ECENFERNBERPESNERRE , SRNERR
AWS KMS BEEMEZENER, FEMRER  KLRAEFRTESHEBHMNBEAR.

AWS ERFEEFENZEAR

BMEFIEMER AWS KMS BiRZEFEEFEAERNMEAS , HPSBAE , HEAEIR Amazon
ERE (ARN), aws:verified-access:arnBA TR "EREBEFEL ERNMEARR,

REFIEERAES
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
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AWS B EFEL EREES

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

ERRE FHAHE

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

BR=E 7 Hum &

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

MEEMERESFRAFFERANZABHWFMENR , F2BAWS Key Management Service A S
RPN INZERE,

ERENNEZESRES AWS EREFN

EXRKEFEENKMSERE AWS ERRBENE REEFEAR , BAAWS CloudTrail AEREMRE
BREEIEEEXENER AWS KMS,

THlgEHI~R, . . FE AWS CloudTrail B4 CreateGrant RetireGrant Decrypt
DescribeKeyGenerateDataKey , EEEHRER '2RETFIL FUNKMSIEEX , UFRABEF
EENKMSER/MEZENER

CreateGrant

ELNFREFSESRRNBERE , 'EREFIL RRBEIECreateGrantER | LIFH
BAWS IREFH SR, "ERIFFE BEYNBESEEAEEFEESBEBHNER,

THEMNEFEHSECEHE CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T16:41:42Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",
"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
}
},
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"

iy
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"responseElements": {
"grantId":
"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4ad6dldfO7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
.
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdag",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

[

RetireGrant
EEMBRERE K cRBNEINESERLRetireGrantEXBRIRE,
THHNEGFESHSICH RetireGrant B1E :

~

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

BRENME
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:42:33Z",
"mfaAuthenticated": "false"

}

iy

"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61ee87104dae"

1,
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61babf434d8c5¢c7632F"
1,

"requestID": "7d4a31c2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

RE A ADecryp tRFERFRENNEBIRZ RSB MEZN BIR,
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THMNEFIEH 5 Decrypt BIE .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJz9x7CwQWZw=="
}
.

"responseElements": null,
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"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee3ld",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

FERFBFI. B ADescribeKeyFX¥REBERZNEFRMEEHNEFEE B REAFEENR

FREEP,
THENEHIEH 58 DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"
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}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:487",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"

.

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40el1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

THMNEFIEH 25 GenerateDataKey B1E :

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:497",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
},
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
},
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
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1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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ERFEFIENFREE
XEREEE: B

EEEWLER AWS JSONKEERIEEH AT AFEMTEAR, B2 , WEEERE T EFRG T
A BEERAITHEEE.

JSONZKEAction =R T BT AR R A IEE R P F IV EIME, REBFEE EEBA AWS
APIREERMHEN BT, B —LEHIHNER , LB TEAPIRENERERNERE, BB —EFX
FERRTNZEEE. ELBANBFERABKEIF,

BREERBERE TUTHBBBENFTT.

EREECREFHNEFNEE  F2RBRBRESEEC2H Amazon EEHEIE.

"EREFEL PNRABFSERFEATIEER !

ec2

BEEE-RRXPEESEEE , FRERD R,

"Action": [
"ec2:actionl",
"ec2:action2"

HERGECRIEFNSG DHFRANESH

3
9

B, ERREFIENS SRR A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions

AWS B EFEL EREES

ERFEFIENRERER
XBERRER: 2

EEEWLER AWS JSONEKIRIEEH AT AFRMHEAR, BFER , WEERE A EFRSG T AL
B BEERAITHES

ResourceJSONRBITEZEIEEEZEABHEN —ERZ B4, FRAXNLETE Resource 5
NotResource 7tH, RIEMZEZEREAHE Amazon EREH (ARN) IEEER. BAlsrEXBEEE
REENEME BAEREBRET) REEM.

HRAIXEBERBERFFAINEE (P05 HRE) , FEABRFER () RERTHEEXERARAEER.

"Resource": "*"

FEEERCREFNERBEREBEARNs , F2HARBRESEEC2HH Amazon EENER. &
BT RET L E S EEREEARNBLEE , 552 H Amazon EHREFEC2,

o

\

EERBCRIFMS D BFRMESH | 3
E R E FEUERN R ARG E8
X ERBRHEBRMKRGER - B

s

25, CEREFIVENS 5 B[RRI 5

EEEWLER AWS JSONKREERIEEH AT AT EAR, B2 , WEEEE T ERG T
AT EERAITHEEE

Condition jt# (8 Condition E#R) AIEGRIEEERAX LM R, Condition TERERAE
B, BUUBRNFERAKREEE FNREEER (FINERTIR) , REEHWBE PN HERENERPHE,

BEERRXFIEESZME Condition THE , EEE — Condition TEPEESERSIR , AWS
EEREE AND BRI, WRERE—RUHRCIBEESEE , FEMABBORESER AWS 7
hikfr. BAFEMBHKRG , TERERRANFT,

Al EEERGFREAREVEZR. Sl AFEIAMERERBERELERE , 83 TURE
IAMERE FRERNER, MFFMAESA , F2H (AMERER) FNIAMBERTE | SEHNE
%O

AWS T ELEHFEGSBANBHESERG SR, EEEEME AWS 2EKE4REIE | F2E (FRE
E) FHAWS £EHFEGRIAMA RS 8,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS B EFEL EREES

EEERCREFIRMHSRNGEE , F2RRERESEEC2HH Amazon R &R, FETHE
A AER RG-SRV BENEIR , 5526 Amazon EEHBFEC2,

EZERECHRBENI S RFEBNES |, BF2E., CREFIUEN S5 8 FE B4
ACLsTE ER RV 1FEL

X#FACLs : &

FEUEFIEE (ACLs) 2HMEEBRE (IRFKE., FHERAR) ERFNERNER. ACLsEL
RUERAERNER , RATMIFERAISONBERIXAHE.

ABACEEEEFEFE
X8 ABAC (KB ER): 2o

UEMEAERNFEES (ABAC) R—EREXRE , TRIZEEMEERER, EH AWS , ELEMRE
AEE. EULEEBRMMEIAMER (FREHAG) MFFZ AWS ER, BRERBNERRNE—F
ABAC. % , BT LARRFTABACEKEE , MEEF2RENFEREMMEL TN ER LAV ERALTE
REFER,

ABACEMRERRNRRHREEY , YEFHRREUEESESEEANER.

MERBZERILFIER , B H aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , TEHRNWEGETEF , REEBREA.

NMRBHEZESEEREEN =BG 2R  RBEZBBEMS , ER Yes, RBHEIERLE
REEN A =@ k4R , RIESR Partial.

WMEBEBHFMERABAC , F2RMTERABAC? & (IAMEAEER) P, BERGISRESR
KB Z2ERIEABAC , FF2H (ERAERE) Pi (EAUBMAERKN FEUES] (ABAC) IAM )

EAREEAERERFEFN
X ERNER : 2

ELFEARRBREHEE , ££ AWS RE TRFER. MFEHMER , SFEWE AWS R KL=
ABRREER AWS kT | F28 (AMERER) IAMRRERE K.

MEEBERRT FEREZBNRBUANEMTEZZA , BISRIEE AWS Management Console 5 i
RFERR%. filtn , B4 AWS FRATIMNE—& A (SSO) BEEFHR , ZEFSEDEIREFRE. 8
FBOFERAESSBATES  ARUBRACK  CEEDHEVEREE. IEERURACGHFRE
A, m2E (AVERERER) B (RIAEE (E2E)) .
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

AWS B EFEL EREES

LA LAEA AWS CLI S F BRI AWS APl, A%, BAERSEEERABTRREFER
AWS, AWS BEZZHEELRIBEAELZR K MAREARNEINESE, MEFMHESH L F2HEIAM,

OB HAY S RIS E BB RER
YEEEFH T ERR (FAS) : 2

ERERAERAAMERAREFHITEER AWS , EFERRATSEE, FHELERKE  S&F%E
PAITEEEME , EMETRRBIRE S —EEE. FASESERTSREFUNER AWS IRES , diKE
BER AWS R @ TFRBEHER, FASREERBRIITEEA AWS R EREEB T EET
BEVFERE , T ERHEFBR. EUBERT , ELRERHTEMBEBFHNFTT. BEIREFASHEREH
KEEFMAGEE  F2RERTBEE,

EREFIENRESE

XERBAE . &

REACEREBERREHTEHENAVAR, IAMBIEESRURAPEY, BEHNRKRREAER
IAM, WNEFMENR , 3208 (AMERERE) AWS REFIE L A G EERREZRG

ERFETFHHNREEESE
XERBEEAS R

BHEFAGR-—EERE. AWS BRERBAIUBERAKREVNTHENACR, RBEERACERTE
BHH , AWS IRF BEBREBEHAE. IAMEES LGSR (BEEFRERKERELAE) NER,

NERYRERCRBEINRBELACHHMET  FENEARKEREACHTERBEN,
E R IR & o BLUR A £ 6l

RIBER , FAENACGREEIREHCHRBENERNER, MM EEEFER AWS Management
Console, AWS Command Line Interface (AWS CLI) S#11T T AWS APl, ZEEREFEHEHE
ERFTEENER , IAMVEESJURIIAMER, A% RREEESTLEAMRAIFEEAS ,
FHETUAREELAE,

= B {aEFE L8 R B ST R B UIAME £33 B A E B NJISONKE | B2 RERERT
HIIAMZEE S IAM R BE .

NMEEHCHRBENEEMNHENERERNFMET K SESEEREENES , B2ERERES
ZEC2/HY Amazon BRI EIE., ERMFEH S/, ARNs

5 7 B BRE 81


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html

AWS BREHFE A% ER
ES]

- BRBEER

- BUBREFIRITEBHEE

- RAFEAERBMFIE KA

BERREER

UE DB AERNBEREREEARSUTUAELNIRFTEY, FRIMRERBFINER, ELE
FERREEREN AWS IRFELEER. EXRURES 2 BBERK , FERETHEANREREHR !

- FREER AWS SERRASEOREERER — " ERAREEAENTHERENER  FEAT
REFAZERCEARGIERHAWS ZEERA, eMATRAELN AWS IRF. BEREEBERRK/ER
BERARGIN AWS BEFEEBR , E—PHRECAER, MFEFHEEF , F2HEAWS (AMEA
) PEE TERENAWS ZEERRAZEENERK,

- EARERRER — ECFEARARERRE  INMRIBREHTIEMENER, KERLAN ,
BRI ERERERS TALBESEERRINEDE , EEBAREKERT. WEFREREAE
[RIAMBYEFEEF | B2 (ERER) IAMBHIAM CREESEER) .

- FERIAMERDINEEE —SREIEN — B NEREK PGS | SIRSSSERNS RN EE.
Blan , WA LBRBBOREG , WSS BFREEFTAERSSL, £t 7] LU R4 2R 3% SR Y AR 7S B
YR RN (BB E) (B LL B4 AWS FRTE , #40 AWS CloudFormation, MEFMER , 5
28 (AMERER) FHIAMISONERE TE | &4

- £ IAM Access Analyzer Ba R B RIAME] | IR Z £ FMIhAEE A #BR — IAM Access Analyzer
ERJHONBEENEL , UEFRIEBAMERRZES (JSON) MIAMBREME. IAMAccess
Analyzer 12818 100 BERAREMTTHNES K HBHERELLHEYAEEENRL, MEFAE
7, FSBRIAMBEIAMAE RPN ERS 28R AIRE.

- EESHERE (MFA) — NMBRENREFIEEFAMBED root £HAE AWS IRF |, SEBMEESE
AMFARNZ £, EEEFWUAPHEEMFAREE K BERIPHEMFAGRYE. MEFHMAENR , B2
B (IAMERER) T < REMFAZRENAPIZE >,

NMERBEPREFEEINFREAIAM , F2E (AMERER) IAMER "ZEMREEE .
BV BREFIRHITERABR
HREY "EREFI. ITEE  IAMERBLEREEBENNRRXFEEEIAMERAL,

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

ERAEER

AWS EFEFE
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
® Note

verified-access:AllowVerifiedAccess—RERBIEMELE. APIETZEER. XK
RIGHLBAITRE, Yec2:CreateVerifiedAccessInstanceAPIEIMEFEHAER. E8R

RIFREIRERE,

BIYCRBEFIHTEENEGIFER, FLHEEFIF , 1234567890122 AWS lRE#®E |, us-
east-12 AWS &1,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"
},
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
AFFERAEREMME SN

WEHBERMAELRE  BEIAMAEREMNZEEERAES2ERINARNZTEERE, HEFEIE
EEFEE LRUBRKBRIT AR EAR TR UL EERN AWS CLI #EFR AWS AP,

"Version": "2012-10-17",
"Statement": [
{
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N
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AWS B R 7 E EREES

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

SEHSERETIE 2 MEHR
R T HIE T 1B SR R A5 5 BB 7 BUEAI B T AL 2B 2119 2 R I REIAM,

Bl

s RRBECHREBECIEFIITHENRE

o BREREHIT iam : PassRole

« REAFRIUNMAGER AWS tRF ERFEHEEIR

R B EERIEFIETHTEFARE
MREWEGER |, FAEKRERENITEEF , ENBRLEEHN , AFFERITEIEF,
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AWS B EFEL EREES

B fAmateojacksonlAME E 'ﬁﬁﬁﬁi?ﬂ%ﬁ%*ﬁ*ﬁféﬁmy example widget ERMFFHER , B
REEENec2:GetWidget BERRE , ME A T Y& HIEE

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

HEHBERT , BEEH mateojackson FRAENBE , AFFEMR ec2:GetWidget BEFE my-
example-widget BiR,

MRBEEWGE , BRIEEN AWS RILEEE, FNEEERMUEENEZERERR,
REBE#EHIT iam : PassRole

MRBREF R EREHTiam: PassRoleBIENVEERAR , AIXAEMENEE , UAFERKALE
Eie TERMENFEEL .

BE AWS B# A EEREACEEGERE K MAREVFNEBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ERANERIAMEmarymajorERFEAEREE "EREFDL FHITEHER , MEBRETHEH
iRk, BR , BFFERBRBEEREBALKR TN T, Mary RERKAREREEZRBNFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEHE , FHEEN AWS RREEE., FNEEBREENEZER.
BEAFBEUNHNASBEE AWS IRF fWEBRFESHBEIR

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
EEEVHIREZAR. YRIXENERSERNBRNFIUZFIEE (ACLs) VR , LA LIERIE
ERRREASFNENER,

yu%l_ 57% nﬁ /EﬁJ«XTWQ

- FERMECREIFNREXERELIE , F2RAREFIREAS N IAM,

- BEEBRBNMRMAEBEEE AWS IRF ROEIE |, F2680 (AMEAER) T GREFIER
& AWS tRF PREBR EMWIAMERE) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS B EFEL EREES

- FERBNAKERFIEREMAKBE=S AWS IRF , F2H (AMERER) FHREREE=S
AWS tRF #8 H FHE,

- FERBNIERBS B0 R RAFIE  F2EEAERTHERYNREERIAME N FE
*E g%ﬁ Fé?o

- EEERHEUBRREFIEAACENLERAERNBRCENER  F2R (ERIAMEE
) JAMRBR (BIREEREFRD .

ERRBEEAEETEREFR

AWS Verified Access 8 AWS Identity and Access Management (IAM) fRI&EfE A G, RGELEA
EREZEAZCREFIENE—IAMACEE, RKEFACH "EREFIL BAEx , X138
BRI REFUE A APTE AWS RIS BIPTE R,

BREFACTRECEERBRECREFN , ARAETEEFDHELENER. EREFIL &
EEHRBEEACHER K RESHEER , ARRA 'EREFIL TUERETHAG, ERNERS
FEERAMBRER , mEERFREER MEEMEBIAMER,

NEZERBEEAGCHMBRBNEREN  F2REANAWS R , IAMI R ER S P
SEREERNEHK. EEEAEENRE , URRZBRENREERE S B,

ERRE FEUER IRI5ER A S #EIR

FEEEFE. 2 HABAWSServiceRoleForVPCVerifiedAccess ER R EE B E , EEMNIIRS T
BERAREMENER,

BRAWSServiceRoleForVPCVerifiedAccessI B AR S EE T HRBBREXAR

« verified-access.amazonaws.com

AEERER (&5 AWSVPCVerifiedAccessServiceRolePolicy) t5F TEBRRBEFI. EIEEERLRT
BT 5B -

« #tec2:CreateNetworkInterface¥iFiE FRR ML MFHE K UREEEBENMERAE N E L
#ITEME VerifiedAccessManaged=true

- Biffec2:CreateTagsHATERBNEBTHEE

« ec2:DeleteNetworkInterfaceFEEEZEBNWFIERENE LHTEE

VerifiedAccessManaged=true
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS B EFEL EREES

« ec2:ModifyNetworkInterfaceAttribute i E X 2B EMNEBHEBNERBENEHRITE

{E VerifiedAccessManaged=true

&40 0] BUTE AR R 4R b SR BE AU BE PR AWS Management Console
AWSVPCVerifiedAccessServiceRolePolicy , &R A LAE (AWS ZEE
#9AWSVPCVerifiedAccessServiceRolePolicy REE B E 1E/) FRITKE,

BBAREHER , TRAFFAVER FINERAE, HEgAR) BY, FEIMRREBEFAR. NF
HAES  F2RIAMERERPHEREEEAGER,

BYCRIEFINEBEREFAE

BAEEFHET —BARKEZLEAR, EEMLCreateVerifiedAccessEndpoint AWS Management
Console, % "E2MEFE. K AWS AP, EALEIRKEZL AR, AWSCLI

EEMMBNREERZEAR CHEEFREY , AUUEREFHERERERFEFRIAR, EF
HCreateVerifiedAccessEndpoin X BT EFER , 'ERF|FIL SERALEILRKEFAE,

mECREFIENBEREGAR

FrEMBEFEE. TAFEREAWSServiceRoleForVPCVerifiedAccess RIS B AR, HAEREESE
Tﬁ'é%’i‘%‘ﬁﬁi%iﬁ%*ﬂ@ UG ELIEBEVACCREFACER, BR , U\ FRFRELAENE
RIAM, MEFHMER , FEBAMERAEETNGHERESEEA®,

MErEREFNENRBEEAR

B EEF B MBERAWSServiceRoleForVPCVerifiedAccess A, ERF
i DeleteVerifiedAccessEndpoint AWS Management Console AWS CLI, = "EEEEFE. B AWS
APl , EERERA AERBRREEZAE,

EEZERFMBRBRBESEHE IAM

FEAIAMEIRA AWS CLI, =HMBRAWSServiceRoleForVPCVerifiedAccess RIS EfE A, AWS API
MEFHMAENR , B2BEAMERERROMRESEE AR,

EREFIEBEEACHXEES

"EREEEIL XEEFMAEARBEHN AWS B A EARKERLAR. MEFMAER ,
BIAWS [& i3 B & o

s
¢
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS EafE1FEL
AWS EERFEFIRNWZERREA

FAWS BEENEMEHRBYNEENE IR AWS, AWS ZSEEN KB ELEATSERERARA
REHER , UEETURBSERERIEGERE, FANAR,

FARCIE , AWS REENBRTRIERACHBECARFIREZEERER  RASLEERAHRAR
AWS BEFER, RMZBLERCARIEBNESEEBCR , MEE—FSBDEF,

ERAEER

TEEBESZ AWS EERBPERNER, MR AWS B AWS ZEERAFERNER , AILE
FaENMRANREERAR (ERE. BENAR®), AWS BB RNHAPHERE T HIRE R
E AWS BRTE Rl , &B ATREER AWS X ERAYRES

WEFMES , F2RIAMERERPHAWS ZEERE,

AWS ZEBWREE : AWSVPCVerifiedAccessServiceRolePolicy

WERAIMMEZERBEEAE® , 7ZE "ERIFEFIL RKXREHTHE. UFRFHER K F2REARE
BiEAR, EERFLREHER , &7 BLAWSVPCVerifiedAccessServiceRolePolicy £ 1 & | AWS
Management Console , & E AT LLFE (AWS ZEEHAWSVPCVerifiedAccessServiceRolePolicy &
BSEERE) PREERE,

AWS X EE R ERBFIEN

BEEE "ERETFEL AWS XEEFRAINFAER  BALKRBRABERELEE, NFFHRLE
HEEFNEBHET , Fil R CREFIRFERGE., EH LNRSSHE.

gE

AWSVPCVerifiedAcce
ssServiceRolePolicy-BlR 2 B
#

AWSVPCVerifiedAcce
ssServiceRolePolicy-Bl 3R 2 &
#

AWSVPCVerifiedAcce
ssServiceRolePolicy — #BUE

DU

EREFHNCENHZIEEN
BUR , BAE Tsidy ML TE8
PRAEMER R,

EREBFTHNCEMESZIERR
Al , 2L MEEERNE
Fec2:CreateNetworkI
nterface PR,

EREFIFTEERE , AftH
IR B R P AP 2 5 A AR S P
FENEIR,

B

202311 A 17 H

2023 5 A 31 H

2022 £11 A 29 H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html

AWS B EFEL EREES

gE DU B
EREFHRKBERESE ERFEFIMERBERHE AWS 2022 F 11 B 29 H
ZERRANEE,

EEE TN SR ERE

AWS Verified Access AILABIE A FHBEERERZE (FIPS) 6. NEABRECHEFI
FIPSEHRMMNFEMEANFMEN , FBEFIPSEREFFIH S H ML,

HERME AWS % REBRISERMAERLRNEER , F2HEAWS i EESASETEHFRFH ,
WRELERBEBNESRAR, WF-REHR , FSEAWS REFTEIAWS,

WO LAERATERE = I E AWS Artifact, MNEFMEF , F2EATEHFIWHREFH AWS
Artifact,

BEFRAKNSRETETOR AWS B REERNBEM. NANERBRURBRKEENER,
AWS R4 T 5 &R LAt B8 & AR

- ZEMEGHAMREAMER — EENEEMIREEEE , URETBUZESMNESHRME AWS
AERNEERENSR,

« 7£ Amazon Web Services FH#{THIPAAZ £EEREE — A RERALANAEABILFSE
EHFE AWS AREHIPAAR,

(® Note
WIEFRE AWS BRI ABHIPAARF S B, MEFEFHMET , FBHREHPAARRES E,

- AWS EREFRAWS — W THEBAIERES TeEARENEENE,

- AWS BEFEHEN —EBaRNAERRIRNETER. ENERRAGETEZELEE (BEXE
BIREEZEE AWS BRI BERAMTFAZRAT (NIST), XN FEXZSEREZEE () MEBREE(LAR (PCI)
FREZSIEFESINREME , YHEZEZSBFIEE, 1SO

« EFAAWS Config Fi g% A S 155 VR BIFHE &R — It AWS Config IR 5L SN ERBERFS
REER. EXENMERANEE,

« AWS Security Hub— i& AWS R 2t T REPL £ MREMN L E KR E AWS, Security Hub % £
7E, AN AWS ERERELZNEZRERREFTELRLEREENREERK., NEZIENR
A EI7EE | 5528 Security Hub controls reference.
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https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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« Amazon GuardDuty — ZEIBEERIRIEARH AWS IRE AT SRFMEEES , It AWS R EREHNT
EEH., AHENEBNWEERE. GuardDuty AIHBIERERESRMUFER PCIDSS |, HIHRFEHR
EEHRMEBRERNARERER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS EAER , UELEEE RN
R, UREFERMNERBEENE R,

E B FE FHU PRV

AWS £IKERRBEER AWS B MATHAEESELN. AWS EE RESEER S BR8N TA
EE , BEEREERKILEE, SWEENSERENRKER. SBTRAER , B URTEREFENE
RAEANERE , ETRAES BEBREBEMNASRETE., TRESNTAL, FEEINEER
e, IRE-HSEERPONERERREES.

W AWS B AT A ESGRMET | BSWAWS 2 s EREE,

BT AWS SREREBZA . TRBEFDL ERATIME  UBHXELNETARER.
ZETRBEASTAK

ELEVEHTEHRELERIFIGHE , BULUE S FRBEHIZRIRE. HinMEBRNSET
WML ABRTENTRAED, EBEMSEFREK , ETUERSETHRERERS TR,
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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BEs AWS Verified Access

B MENTEMY., THAMEMMEENEZHERIED AWS Verified Accesso AWS IR THIEERTE
RELIR TERFEEE, | ERAERPREBRE  YEBERENEBEETE

- FHGEGH —HREREFINERRN 2R RNFHENR. MEFHEHR , 552 Bthe section called “B
EFEEWAF .

« AWS CloudTrail— HEVHE KA REH HWAPIRIFMEESEH , AWS IRF 1% B HEEXIE
IEEM Amazon S3 RFETEE, FBU LR BIFEWAEAEMIKRS AWS, #EHTFHILARIR IP fu ,
RF 4R, MEFMEN , F2[Bthe section called “CloudTrail H&E o

BREFHHER

AWS Verified Access FHEEEIRIEFERE , cERHFMESHRER. ENELERZEEARERER
ER , WiIHB SRR EZEMEHNEZER, REFNIERBMFER TS LB HEEERE (OCSF) &
o AW

FAREE  CUOARESEATENE 0L, AREEEEENBNAVIEAESERENER
FHESERRS, CTNEREEFNRSERADHEHNSETHEENENABTAMER, "CHRE
FEL XETHIE MR AR

« Amazon CloudWatch B A 5848
« Amazon S3 fF1FETE
« Amazon 8% Firehose X1k

B &

- R FENGCEMA

- BEEFIGCHEER

- BASEAEREFNGCH

- BHASEHEREEFREEAT

« OCSFRZ 0.1 B RPIBRE A

« OCSFhRZ 1.0.0-rc.2 HFERBIBRFBHVEAE
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B A 7 ENRC 8RR K

MEEBAT , BB BFRREARREEREZEENESR (OCSF ) A 0.1, EALAIEAROCSFhR
A 0.1 HES R pIERER B E T B EIEAMRA 0.1 WEHIFCHRE.

ERFTHYEC 8RR ZANEE 1.0.0-rc. OCSF 2 IRMER, BANRBH EBMET A SIEEEKFIOCSFARE, &l
EARREEERAMRA 1.0.0-rc.2 BEHIFCERE . OCSFhRA 1.0.0-rc.2 ARG HY5 F

MREEFREEFEANCERE , BFEATIERF.
£ F £ 8 & FHREC SRR A

1. 71£37B¥ Amazon VPC &l & https://console.aws.amazon.com/vpc/o
EREERD , EE [ERIFFI HTER.

EEEERN CREFIREITER,

ERBTFRESTERCHFECER L  EEECUCRETIHTERCHKERE,
& TEFRREEMRA ) TR XEEHIZER ocsf-1.0.0-rc.2,
BESNCREFIHITRERK AR

2

= EF ARG EERA AWS CLI
{# A modify-verified-access-instance- H 56 Bl B & 5 o
B TG SRR

RRERERZENHHNIAMERLEERKENER , FEIEEEFHK, THSHENEELEEN
o P SR Y RERR o

ZEEHEXZE CloudWatch 50824

+ ec2:ModifyVerifiedAccessInstanceLoggingConfigurationfEBEEEZIES L

* logs:CreatelLogDelivery, logs:DeletelogDelivery, logs:GetLogDeliverylogs:ListlLog
MFflogs:UpdateLogDeliveryE &R

* logs:DescribelogGroupslogs:DescribeResourcePolicies.
Mlogs:PutResourcePolicyfE B yth 5o 6% EE4H

FOSRARA 92


https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS B EFEL EREES

3R Amazon S3 :

+ ec2:ModifyVerifiedAccessInstancelLoggingConfigurationfEBEEEZIES L

* logs:CreatelLogDelivery, logs:DeletelogDelivery, logs:GetLogDeliverylogs:ListlLog
MPArlogs:UpdateLogDeliveryE&R

+ s3:GetBucketPolicyifs3:PutBucketPolicy7E B K 4E

iEJ%: ZE Firehose :

« ec2:ModifyVerifiedAccessInstancelLoggingConfigurationfEBEZEFINES L
- firehose:TagDeliveryStreamfEFIEEIR
- iam:CreateServicelLinkedRoleZEFTIEEIR

* logs:CreatelLogDelivery, logs:DeletelogDelivery, logs:GetLogDeliverylogs:ListLog
MFflogs:UpdateLogDeliveryE &R

A SE A ERE TR

BRMERAREPNEFREANEARLH. MALER , SAAREEGECHN BN, ARRE
A NBHNIAMERXAEARENER , FTRESEFERCHEK, BN ERFEFIGHERAEHFE
3B ERC % B RV K L EIAMEERR.

B 8%
° E&Fﬁﬁﬂy H %:L,\
. BRERAR

1)
SH

R A 17 EY E 58
5 I B B0 T2 BN AT 5

1. 71£37B3 Amazon VPC & https://console.aws.amazon.com/vpc/o

2. EREERT  BE [EREJFI HTERE.

3. EmMCERIFFIEMITERE,

4, ERJTEIBTEBIEFALER L  BESHACRBFIHTEBIEERE,
5. (BZEM) REGELHETIEREGERHEEEINETEN , FHITTIEHE .

5 G ERE S 93


https://console.aws.amazon.com/vpc/

AWS BB (&SR
a. % "EMmREERE, TRXIEEPEB ocsf-1.0.0-rc.2,
b. #E[IEBEEAR]
6. HTUTEE—E:
BRL [EiXZE Amazon CloudWatch B3], 1212 B #8848,
BARK3 ¥ ZE Amazon S3, WA BKEEN B, BEEENFTE,
R TIXZ Firehose, EIE B MR &E R,
7. ERBUCRIENIITERELHHERE

£ F A 2 BR = 7 HURC 8% AWS CLI

£ modify-verified-access-instance- B 56 it E i &

FREFHAR

EAILRERMER TCREFEL ATEEBNEFINGE. FRAFIRHER  ENKEEERSREECK
Bivih , EREHEEMBRA L,

o

£ C B 38 7 ENRC 8% 48

1£$T B8 Amazon VPC #2#l & https://console.aws.amazon.com/vpc/e
EREERT , EZ [ERIBFI HTER.

EMERETFIERITHER.

ERBTIBTEBRSKABES L  BECUCHB TR T EMICHKAR,
EA R 8 EIXA

BEESUCRIFFIBTRELFKERS

o gk~ w N~

HEERFRACREFIGGH AWS CL

{# A modify-verified-access-instance- B 5Bl B & T o

RBASFEHEREFIREEAR

BREEM I MARGIREEEENGEERES K UEELNERBENGHEY., EEERATR
EERARAFINRAKRER. BMATZR , FEATEEdataM THRHEET KT, MRE

REAARR , AldataBUEREANLL, FERERIFFDREAECHEEFISEERE , FHT
ToERF.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS B 1FE EREER
@® Note
£ "ERIEFEIL BREPIEEERE , FEARERHTNRKHZRSocsf-1.0.0-1c.2,

JRFRRECRARE. RTRER , F2RANRBAENHFHETERERF.

B s
- BRAGEARR
- FREERE

BAEEAR
ERERALECREFNEEETEREERE

N o g A~ DN =

1£3T B8 Amazon VPC #2 %] & https://console.aws.amazon.com/vpc/e
EREERD  EE [CRIEFI ATEE,

EEEEN EREFIETER,

ERFENFTERTHERER L  EEENCRIFIMHTERILHERE,
ft TEHEEEMRA ) TR BEHZER ocsf-1.0.0-rc.2,

R[22 FEERR]

BEEUNCREFITEELSHKER

EEECRIBENLZETTSEETAE , BFEH AWS CLI

{8 A modify-verified-access-instance- B 5Bt B &

PN
TIo

FREERE

MREFRBHELHEPIEEERR , TUEBBIT FIRFEEBER.

ERAFEAR "CRIEFEL LHEEBREEAR

1

2
3.
4

1£$TB8 Amazon VPC #2#l & https://console.aws.amazon.com/vpc/e
EREERD , EE [ERIFI HITER,

BEEGEEN CRIFNHITER.

ERBFRSTERCHKEBES L  BEESUCHEBTIHTEMRCKAER,

RASEREERR
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/

AWS BREIFER EREEE
5. B3R "EEEEREL
6. BRESACRIFEFNINTRELKHERE

EER ERJBEN EHEBRETASR , BFEH AWS CLI
{8 F modify-verified-access-instance- A 55 Bl B &

OCSFHRs 0.1 B SR fI5%5h A
BAT 245 A R ROCSFHRA 0.1 MBI,

o

g4

B2y 7 EUE OIDC
EZOIDCHIH) 7B JAMF
EZOIDCHAY 77EN#E CrowdStrike
RS cookie MIEMR
BURIEEFE

RAWEEEHIER

*_\\I
*_\\I
*_\\I

Ry FHE OIDC
ELEPREEES , "ERBEFRL AFFREFOIDCHEMAEEEREE VIR,

{

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
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ERAEER

AWS B 17 HN
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "https",
"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
},
"http_response": {
"code": 200
I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,

"version": "0.1",

"product": {
"name": "Verified Access",
"vendor_name": "AWS"

}

iy

OCSFiRZ 0.1 BF&HIBIF
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"ref_time": "2022-11-16T06:29:54.3449487",

"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "20800101",
"type_name": "AccesslLogs: Access Granted",
"unmapped": null
}
RELOIDCH B FELE JAMF

EuEHEFEES , "CREFIL AMFFHEREROIDCHIAMFEEFERHAEN RS,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": O,

"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
.
"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
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"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"

iy
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,

"version": "0.1",

"product": {
"name": "Verified Access",
"vendor_name": "AWS"
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}
.
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

R EZOIDCHIKY FENHE CrowdStrike

EHEFIFREEES , "EREFFIL A FIEREBFOIDCH CrowdStrike & BEFRHE R IRk
Bho

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.173.3",
"os": {
"name": "Windows 11",
"type": "Windows",
"type_id": 100
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},
"type": "Unknown",
"type_id": 0O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al-d504-fd5e-010d-5ed11EXAMPLE"
}

I

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
Ilpathll: II/II,
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

iy

"http_response": {
"code": 304

iy

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
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"uuid": "23bb45b16a389EXAMPLE"

iy
Ilmessagell: Illl’
"metadata": {

"uid": "Root=1-c16c5a65-b641e4056ccb6cb@eeEXAMPLE",

"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706

.

"start_time": "1668816620814",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

HRAER4 cookie TIEAB 55

EUEHIEHEES , 'CREFN SRRDEE Cookie MEBFH.

"activity": "Access Denied",
"activity_id": "2",
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"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",

"device": null,

"duration": "0.0",

"end_time": "1668593568259",

"time": "1668593568259",

"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
},
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",
"version": "HTTP/2.0"

iy

"http_response": {
"code": 302

iy

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-5cf1lc832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

OCSFiRZ 0.1 BF&HIBIF 103



AWS B EFEL EREES

ip": "10.7.178.16",
"port": "46246"

}I

"start_time": "1668593568258",

"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
BREEFN

EHEFGREEES , "EREFI SHEECRIENER , EATFHRATAFEER.

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
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"version": "HTTP/2.0"

I
"http_response": {
"code": 401
},
"identity": {
"authorizations": [],
"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "Qel281ad3580aEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
},
"start_time": "1668573630955",
"status_code": "300",
"status_details": "Authorization Denied",
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"status_id": "2",

"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
REWFCERIE R
T EEHIRESRER F

REEFRELFEEHBEBFF,

"activity":

"Unknown",

"activity_id": "@",

"category_name": "Application Activity",
"category_uid": "8",

"class_name": "Access Logs",
"class_uid": "208001",

"device": null,

"duration":
"end_time":

"0.004",
"1668580207898",

"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {

"hostname": "hello.app.example.com",

"path": "/",

"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I

"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

}I

"http_response": {

"code":

iy

"identity":

"message":

"metadata":

"uid":

200

null,

mnmn
’

{
"Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",

"logged_time": 1668580579147,

"ERFEFEIL BEELATENGHER Rt ERHARANCHER . EAMHR
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"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:30:07.8983447Z",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"
}I
"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "0Q",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

OCSFiRZS 1.0.0-rc.2 B RBIER AR
AT 2 ERFE#OCSFRRAS 1.0.0-rc.2 #Y & 450 8% 48
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{
"activity_name": "Access Grant",
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"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"

1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",
"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"

},
"user_agent": "python-requests/2.28.1",
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"version": "HTTP/1.1"

.

"http_response": {
"code": 200

},

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

.

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
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"name": "Test User Display",
"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",
"locale": "US",
"nickname": "Tester",
"email": "johndoe-user@test.com"
.
"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"port": "80",
"hostname": "hostname.net"

EABRGEATR THFEE

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
1,

"invoked_by": "",
"process": {3},

"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoeeexample.com",

"uuid": "@Qubwj481bxTAEXAMPLE"
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"session": {}

},

"category_name": "Audit Activity",
"category_uid": "3",

"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
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"svc_name": "Verified Access",
"uid": "vai-002fa341aeEXAMPLE"

}I

"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
"data": null
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK40OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "jdoe"
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},

"eventTime": "2022-11-18T20:44:04Z",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

},
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
"verifiedAccessTrustProviderSet": ""
},
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791de@9"

I

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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