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IAM B BaE R R Al

"ERBHER. BERRARIGEASNER. SERCHEARITUCRBER AP, RAK
AWS Management Console fEA & BECHRF MR ENFHREFH Cedar RAl , BULAFBHEN
IAM FEBR,

LE5@ERAERNRAR JSON BRRERIX M4 , B LMMES SRR |, Fl IAM E£AE. £RF
FHANAE, ELEBERAEHE S D EAEGRG TREBLEERANTHLEDSE. EEBRBNMAEILINS S
B AERNEER  F2E IAM ERABERNET IAM K,

FERNIAM B9 AEBNERE | BULUIEEAFRIEBNEENER , LR AFRIEEEENRG
(TF5). BEEZESPEBRRHIEETRE K RNACESEAZEENFERAEIAR, EEBRETA
JSON BEHRFRANMERTE , F28EH IAM EIEEPH IAM JSON BETESEZER,

Action Description

CreatePolicyStore BAHRAERENEE,

DeletePolicyStore I BR R B 77 14 [= 9 B 4

ListPolicyStores SIE P ERBFHRENEE AWS tRF,

CreatePolicy FERBFREFRI Cedar REIMWENE, &
VA3 37 75 A 5K BE BB AL T SR MG E AN SRRE

DeletePolicy e 5K BE 17 1R B I BR SR B HO Bh 1.

GetPolicy FIELE BAIE E R 2 AN B,

ListPolicies BI| i 5K B 17 1R B P I  SRRE R B4

IsAuthorized RBSEERPERNSHIEGRECENS
&,

EYEREPR AV 45 IAM JR CreatePolicy 8 :

{
"Version": "2012-10-17",
"Statement": [

IAM BERE IR B Al 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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Amazon Verified Permissions EREER

{
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicy"
1,
"Resource": "*"
}

BVEHE—E "BEER, RA
EEE-XBACRBERINAR  GTRENARY S5 —ERAFHERN Cedar FEl, &

B (AWS BEAFERAEER) WMAEAAWS FEFBESEAEHEERANEAEFRE. £XHAEEH
£, i#H Amazon BB RIS . BIFBHBER.

BV B RAFE

MREREE-REACRENER K BREEAEP—EHE/RERNFAERBECHIEREES
X, BHRAARBFREEABELERNRERINGERER,

EREMRARFRART ZEYFRAUFKE

1. EERENER] FEZEa+ , BN [(BIHRAEHE
2. # [RBEHE] BRG , EE [#EEFRRTFRE]

3. HE[EHER)ERY , BREEMFAN [CREFER) EABNEHERE, YRARKERE ,
EPhotoFlashZIRBEZH [E .

4. RREERBLEENEJER , A BELEPRATHESRBERN DB ZH,
5. EREVFRRMEFHE.

3
s

THRAFRERERARR, RASANSEHNRAFRENFERERRET,

T B PhotoFlash AR FREBFEERANERER 2 BHRERK,
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BlockAccountAccess
CloseAccount
ManageAccount

FullPhotoAccess
LimitedPhotoAccess
SetPrivacyFlag

.| CommentPhoto
SharePhoto

UploadPhoto
DeletePhoto
ViewPhoto

Uszer Alice

ManageAlbum

ManageFriendGroup > 8%

Alice's Friend Group

AEPIFRAFHEER M SEARERFA

0 PhotoFlash fIRAIFREEZSRA, RAUSANGEEER, S SURREHI R R F R EREM IR
EARZE N EAEFRRA

BusflRAFRENSEAES R

1. £ https://console.aws.amazon.com/verifiedpermissions/ B TEERBHER TEA. BER
WEBRFHE,

2. EEANSEERKRD , #EE Policies (B).
BE EYRA], AREE [BYSEESEREA.

4. EEQSRPANBREARZTENERZE REFMALAEAFNTREFERE , RERE [T -
Flo

5. &£ "Xf&, &b, By APhotoFlash: :User::"Alice", ¥} "T&R, , Bt
APhotoFlash: :Album: :"Bob-Vacation-Album",

6. BEIEF [BusAEFRA,
MNEANEGHREERE [FR] To

R EPIR A7 R B T A E R R A 15
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7. ABEHIREBFMREREI S —{E PhotoFlash Si4E#FE R, 1#EF [BAUFRA], AR BEF [BUSHAE
FEIEAN.

8. ERECERUNBREAZENENIZME  RTIIFMALAMEENWEREINE  REBE[T—
Fo

9. £ "XH, v #APhotoFlash::FriendGroup::"MySchoolFriends", ¥® "&R, ,
B8 APhotoFlash: :Album: :"Alice’s favorite album",

10. BE (B EAEREFEA,

MNERNEGHRRGERE [FR] To

RS EHERENT —SFHPREATNENELZHRE, UETRHREIHNELBRNENEZEH
PhotoFlash , 552 El. PhotoFlash®i 2% 5 B 5 i1

ARSI R A F =

BVEfRAFRENENERFR <R  GUUER "CREER) AIRTHFEPTEEREEX
RRAFES TCERFEVER) BRERMFEAERSFRR,

BRERVEPRAFHENKEME  ENRUERTRENEFFHNSRIE. EERBRABRE
HIE—&B7zul , FRELNHEPRAFRETRERERBHNZERA PhotoFlash 8748, WMREH R
ATREELRA , FRBEBRA , Sk (#HIER] #ERELHREAFKEPHotoFlash,

BRTFHEBARZER N TEHBER

permit (
principal in ?principal,
action in PhotoFlash::Action::"FullPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };

BRTFHEBAXZERFNERIEER

permit (
principal in ?principal,
action in PhotoFlash::Action::"LimitedPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };

REE G RAFRE 16
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ERAEER

HEAFEORAERERR

1. 1£ https://console.aws.amazon.com/verifiedpermissions/ BIEX "EERBHER, FEE, BEL

BRI RIE,

2. EEANSEERS  EE REIEEL

3. EERRER,

4. & "EBERE, REYP , RAENETEEB HAEEPhotoFlash: User, EXFHRPEAEAE

A BIES, #lan Alice,

5. BAORATSHEERE "HENE,
6. ¥R "RF.-ER, B, FERECENPhotoFlash:: t(RFER. WARFHEBIT. Filn

Alice-account,

7. TEERZ D , iEE:PhotoFlash: Photo EREE, EXFHE P A EBTS. Fla

photo. jpeg.

8. BIEMERR , RERFEEPhotoFlash:: IRFEABRER, HHEAEFREN "1RF BB, ML
RIEENMES  BARIKRFAMEEBEBIR, Fl0 Alice-account,

9. & "EME, ERY , REMBEBEFIEEPhotoFlash:: Action:: ViewPhoto " J o

10. 7% [HMEE) BERG , 2E FELER) UHEESNEFER.

1. REAERRY [BTREZER], UERGEHRAFHRED Cedar RAINREER, AFEEE

RAFFRAREVRE.

TREREUTLUER "'SRIER AIRTFEEANENET2EE, ERNBFENHMEE. EREESER
#& PhotoFlash IR FHEMEE < BERANREERRE , UREE L —HPEYNERES

IRAl,
REEE FIRF : B8
=]

PhotoFlash:: PhotoFlash::
FRE | BE R | BEMK
4 PR 5%
PhotoFlash:: PhotoFlash::
FRE | BE R | BEMK
4 PR 5%

&RE

PhotoFlas
h: A
photo.jpeg

PhotoFlas
h: M A
photo.jpeg

BERRIEE

PhotoFlash::
FEO | PERER
B

PhotoFlash::
PRER | B
PR 5%

RERTE

Action

PhotoFlash:: EE
BE:: "4 Vie

wPhoto

PhotoFlash:: R
B T, Vie

wPhoto

REE G RAFRE
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ERAEER

rEEE

PhotoFlash::
FRE | BE

PhotoFlash::
FRE | BE

PhotoFlash::
FRE | BE

PhotoFlash::
ERE |8,
PhotoFlash: |
FriendGroup
MySchoolF
riends

PhotoFlash::
ERE | &,
PhotoFlash: |
FriendGroup
MySchoolF
riends

RS  BE
]

PhotoFlash::
MRI% | BEM#
PRER

PhotoFlash::
PREE | B
PRER

PhotoFlash::
PRER | B
PRER

PhotoFlash::
&RE | — ARk
B
PhotoFlash::
&F | — ARk
B

&RE

PhotoFlash::

5 & Bob-
photo.jpeg

PhotoFlash::

#H 5 & Bob-
photo.jpeg

PhotoFlash::

5 | Bob-

photo.jpeg,

IsPrivate: %
HIE

PhotoFlas
h: A
photo.jpeg

PhotoFlas
h:: B A
photo.jpeg

BERRIEE

PhotoFlash::
| E
EEEp:

PhotoFlash::
HE | M E
48 =

PhotoFlash::
8| ME
RHAEE

PhotoFlash::
HE | BB
RENWELE

PhotoFlash::
HE | BEMH#
RENWELE

Action

PhotoFlash::
BE:: T, Vie

wPhoto

PhotoFlash::
e T Del

etePhoto

PhotoFlash::
e T Vie

wPhoto

PhotoFlash::
B T, Vie

wPhoto

PhotoFlash::
B T Del
etePhoto

fEFLERRR API M & 7@l RREE B R RFRE

Amazon BREBFINEREARGIEREREREXAFIREIZIR API R, AWS EEHARE
BREFAF B MRFEMIRI : Amazon Cognito, AWS thE—{EZ2FEER API IR¥E : Amazon API
Gateway, EZEHBERFIFTHEREMERIFHERSERRE AWS R , S ERARER

E48

E48

>
Eilql!

ik

B AP EREHRAFRE


https://aws.amazon.com/cognito
https://aws.amazon.com/api-gateway
https://aws.amazon.com/api-gateway
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FHFERAEEERIEN AP REE-BNEPXREES. REBRBOFTBEFHRERE Amazon
Cognito FAEKEF 2 #EBIZRIRM APl Gateway APl X &,

EERVEREREEAEEEN APINERERE , FEEVHNBEFREREZE "#/A Cognito
F API Gateway &€ o

APl BEEMNRAIFHESHHREZRABHRENREERMNER. £ Cognito M API Gateway
BUIBFEELESERAEEES D BBIRRNBEREFRE , LUKk API Gateway E#RE CERFHEIR
Y Lambda RE&E, —B%E , B ABRBRERAENFEKSEEREE API EX, flm, "EERIWN
R, REEFEERES ADirectorsFHEMBNERE,

BEEAEFNEER , SUUEHAAFBMM OAuth 2.0 SIEERMUERE, Fl , CRFNER
REEREFIEREREPESemail BN E A Emycompany . co. uko

BEL APl IREERE R M THEINRREEHELERAENPEL API EX , URHER
AEHE.

MEE-STH , F2RAP EEHNRERIE,

B AP EREHRAFRE 19
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Amazon BFEFF AR ™E]E

FAEHRERRAMRIEANER. SEARIEHERLE —ARHEHE , TARBREFEERE
HENRE, 2REASERARXEY —EARAFKE K FHEZHRAFEARAEY —ERAFR
BB o uzﬁﬁktﬂk*ggtﬂj'* EEE\UT?‘M'%O

EMESREERNEFREPER Cedar BRI EZME , BHLLEN, o2 ZHREENZRFEH
B, A-HER(:: ) FRAIRTIR. REFRRIESARATHAE—BaE=E WFEFMER
A2 M Cedar BRESSEEETINDEZEH,

F&E

- BEUBEERENFKE
- AP BEREHNRERE

- YIRBRBRERENFHE
- MBRESREERFAREE

BURFAEERRBEFENRE
AR TSI R R FAERE -

- BESIBNRE — EBVE—ARK 2z , EREREFENBENEISEERTENERRE,

- £/ API Gateway M1 B9 RIREZE — FA S DEBESRE (dP) BEANEAE , LAKXIEIB Amazon
AP| Gateway WEBIENEREBRERLZNEEER, WREFLERARKNUERAEREREER
RIE API ER | BREEFIRE,

- RHEHRAFRERE — ERRAERNEFERFAETRE. WREEETHE 'CRIENE
Ry, WEBERBNUEREGRR , RAZBEEALRER,

- BUZARAGRE — £EETESRBEANTATIERL, IRACERERERIFHRE
RS A P LR

Guided setup

ARSI EXREAELT ZEYFAFERE

SIEXREREGSIELREREVRAFRENE—ARBRENERF. SRAE—BEREEE
VERHER, HAEARNZEREENEE  UARCERBERNESRERE, AR, LEY

B RRERE 20
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R —ERR, TREBECR , ERAUUFHEERAERE, BREBERUEREME RN
ISREFE , UIREM R MR,

1.
2.

w

N o o k&

10.
11.

12.
13.
14.

E[ERENER) FEAF , BN [(BYHMRAUFRE
i (REEE]) BT , EE [BIEXRE]

WA TRAL FRERB. KXFUUAREAESEEBHNYXT , EABBINBEREFREIE
MHBiLBE , SINMRRER.

£ [FAEH BRY , G ABBRERNDEZHE,
EE-F_io
i ERERREY K WAEREENERE,

(EFEY) BEEMEBUHEEREME. EABNLERE  YKERNSEBHEE—EBLE
B, EZSEBUREAS HE, . REERERBERELARERRE K SEAEENEBHE
H,. FEBREHEEREEMENEY A FEEBMUZEN [BER]

£ TEEL (Actions) R  MARHBEEEREERENSE. EEAERERMEH M
B, FRE MEDEF.. EEBREHVEREEMENDE  FREBESEN (B

E[ESEREFENEE MUP  BASHHEREECRAEESEcI2RERTENER,
&E-F_io
E TESREFE, RED , BETSREERNEBIHIF,

- MREEH IDNBEHGHEEN 'ERTFER, EARNERRMY  F2E "85, . &
EREBMUMEIZ2EERE. GABMER  AEXASENRBHEE-—BABHERE,
BERRERBEBERRIRNE K SERAEENEMLE. FEBRESHHNRIRRNE
WEH  FEEEMZEN "B (Remove),

« WMRFEB Amazon Cognito EARY ID SFEVERIRA TR ID MBMY , 7FEE Amazon
Cognito FAEKE, EFZF Connect FAEERE, EEAWS EF I A ZELRH Amazon
Cognito FAESRENERAERERAIT, BIFER, MEFMENR , 528 Amazon
Cognito B A BIERPHEA Amazon BRFEFT A RE,

EE-F_Z’FO
£ [REFAER BERYP , BRENE —E Cedar A AREMRFARA,
i [F2HEEGE) MuP , BEBRFAREERNEZHEE,

- EEREXZHRE  SREERAEFENESRE, £ "EBRE, PEEAFKNBEN
IBHRE  REBATSHEENERRIT.

- BE A X2HEE) #RAERERMEREFNAEEZEE,
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15. £ [ER#EE] Mup  BEEREEEFSHEEATNER,

- ER [BEER  BRBEAZREER. £ (WXBEERANER) MuPREER , AR
WABRNERBE.

- ER[RER RRBREAZRAEREFHFREER.
16. # "BMFEE. WT  BEERBEETSREVTHEF,

- REREDFE  BEREREREEFE. ENMRBEEANEETE] MLTEES
8 AV EU B

- EE [REF  RRAEAZRAEREFHFREERHE.
17. @6 [RAFRE] BRFHERAY, BERIFRRFHRE.

Set up with APl Gateway and an identity source
fEFERE API Gateway & 75 38 5l SR RE 5 = B I R R FHE
AP| Gateway ZIEEA "CRENER. BRRREZE APINE:  ELEXBEERBEAESRE
HASMEHRERE, LEESEVFRAFRE  UMERS D REBIRFREENERE  URER
Lambda R HE R M AP,
IdP A E R EARAEHNERE (ID 98 ) BN ETX (SRS E ) . APl Gateway API Y
FENBRERALNBERBRENDSE, ENEAENERAER. LIERENERR, 'SR

WY, S8V EAEFERE. Lambda BIER API Lambda 2# &, TR ITERER K B4 AE
#% Lambda R 1E & 154G 188 AP,

1. T [ERJFOER] AT | BR [(BUFRAERE
2. 1£ [FARIE] B , B2 [ API Gateway F1 & 2B BIRIRERE] , RARBW [T —F].
3. E[EAERMNEMETBNWAPT , BEEUHARINFTFHEERMEIEERHN AP,

a. AP RERENBRERBRIZNBREE , ARZIEA API, WE API BERIVEFMER |
B Amazon API FiER 3 A EER P AVERE REST APl IR ER,

b. RMEEAZERMBENME.
c. EEEMERIBEE, FBEREN API BEHFE , RREINEA AP,
d MWMREFEENEE 6 FEE "T-%..,
4. EHDABREFEF , BESOBARMEEE, BLUERE Amazon Cognito FEAEEED
OpenlID Connect (OIDC) IdP ##!,
5. MWMRIEEEFE Amazon Cognito:

2
s
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d.

BEHEFRAERENE AWS IRF B AWS B WEAELRE.
EBEREEZEERCERTUETREN AP WSHEER, T—ESHRERFTISHFE
ERUL AP SR REERNER,

£ "EARXAFRPERE. T, EUUBERTFHRENEERFHAZHAFREAEEES
Amazon Cognito EARXAFIRNFEE, EERFAEZEBEAEEETN —ZE
EEEAEXAFPRETRE A FBEN [EEZEEHRYEARIXAFR ID WER BEE
SEAEEEETRINEMACERAE  FEN [(TREEAEXAF IR D).

&E-F_io

6. WMREZEEF OIDC =#HtE

a.

ERTEMBULD , A OIDC RTENBEU, 0, EREMREMBRSE. HS/ANH
iRt E R E M RIS Bihttps: //auth.example.com. #EHIEITHE URL HEHE
E5EE OIDC #®REXH. /.well-known/openid-configuration

EREAEES  ZREFERARENERETREN OIDC JWT FHE, MEFMENR ,
2R TR e R A R B o fE A B 0 BB SRR o

£ Token EEH , RELEEXRBEFREPREEHEBEN TN, EEBEER T EN
BERALUBENES,

i RE TREL KR

A ERHTRAITHE , FEER IWT EREHP RN EFIRTEEREN JIWT 1
BREH. WT Z2EE , EREHNES, SR IWT BEBRBALEBN
BA. FEENAR , HEIHEEG
B. FEWALEHCHNEME K FEE "FHRARE.
i. WANRREENHEERERFERETSHEENBFEREBBENFE Token
ELEEBNEEERE,
HE(ERENFEES) P, BESOBBIRRN (EFRAE) ES. EBERREEMN ID R
FETENERsub , Z ID RFHBTHESSETENERNE — R, REER OIDC
IdP W& BB EHRERREFREPNEREFERE,
i (EAENFEES P, EES BB RENFEES, ER—EZHgroups , BE
RESSAFMAIRN ID XFHBTHE. ENRAFTHKEEREFERSERREER,

£ THRBRE, S THERID, F, RARFERREHEEREERPESNAS
i ID YR URL (MR EWFE). HRFEESR , FRMAHKRERE , fllhttps://
myapp.example.com, ¥/ ID T , BB AELINEFik ID lexample23456789,

BURAEKE
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10.

11.

12.

13.
14.

g. igj%-lt_io

MR EEIE Amazon Cognito, "EREFENFI. EEHLNEAEEETRHEHE. ¥ OIDC
RitE K BFHWAFEER. (BBFERGEE] TREALNRUFRERLRA , LA
AR ERTEE.

a. EBERMELETTEERKEPOEE,

b. ASEMEERG SRS EEE

C. igj%-lt_io

EHEERAEREZASY  RECHRIEREINBEREMEN Lambda ZEEFIRIN S B,
ELERBEFELHERE , FiEE [BLNTE.
RIFBERTVRBTHERESBEABBOREE , UER "CREFENVER, EREREIE
B

RiB—EREE (BEN—/DE) , E "#E Lambda BEE, SBET "I, B, BREL
WIREE,

b
5\7}

N

REIBERTE T A ASTELM API Y Lambda BB Lambda REXE, #E "R AP L8

BEEEW APL,

EE T @ISR Lambda 2##& |, 5528 Amazon AP| Gateway Bz A BIEEH M ER API
& Lambda S,

a. BMEEH APINEEE YT TERIBERAZNZEENERE.
b. BEFER , ARE API FIBEUEE /%,

c. BEFEBERBETHRE.

d. BEREEXBERECZUREINEEEHSE,

e. BEHTTP EXREFEHE , M ABBHAUTHORIZATION , REEMHKE,
f.  E¥ API BEER

9. FEEHNEE,

EREE [BESDBBIHR] ZRPIZEH Token EENFEAELEERBARENREE, W
FRBREAEEEZANBEIEMNFEER , 52/ Amazon Cognito F3 A SRR E
REEESHRERE.

58 API 55RAUTHORIZATIONZEHRH At EBHIE B DR,
BELSHWFRAEFEHE, FIGMBEEL,
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Sample policy store
EAESRARTEARS EE Y RAFHE

1. i [FRRER] BRS , BEF [#E6RAUFRE]
2. H[FEHER]EETD  EZEFEAN [CREER]) EREASHRE,

* PhotoFlash2 —fBE @& F# Web BREF A , €A F AT AR K ZEER A MHE
. EAETUEE RFHRR, ESNEFIZHFWASRERMOVER. (RFEFEH
ISR S AEAE | IASAE BRI R AR

- DigitalPetStore 2 —ERHIEARERF , EMABUUERPEMIKLSES. FFALRM
EHENEY  BREVNTITE, ERNEYNBEESEEEABWEAN. BUEAT
DEMEMNFEEE , LEEYBHIMREYEE. ETIIENTF SRR ERR
EH. FTERAE UG ENFREANBURGE, BYEKEEREEHBRR,

® Note

[DigitalPetiF i [E] EHIRAIFHRET IS RAER, PhotoFlashFEETinyTodofl R
AiFRETERAIEAR,

» TinyTodoR —E&HIEARERN , AIREAERI taks MTERE, FEHBETUETEN
2 EAFIREE | SWIEEH A R iR EMRFIRIEE,

3. RERBLRENEFER  ABELHAFFRATHEFBHRN DB ZME.
4. EBEERVYRIEFEHE,
EHRAFRERERGEZNHESFRRTHRENRRNEBERREN, MFEAEHHEHER

AlERREYWEANEERANFMAER  F2R. CREEREH|RAIF I 56| s AE
fa R A

Empty policy store
ERZARARERERT ZELRIFHRE

1. & [FHRBRE] BRYP , BE [FZRAUAFKE]
2. EERVFRAEFRE.
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BYNZARAFRETSERBELR  EXRT"TERFRA. UFEFRRAUFRERSBHERNVH
&, F2HAmazon BT I HEREFHE.

NEAFEUTHERYFRANHEEN  FSMAR Anazon RENTEEBENRE Y @5 EEE

AWS CLI

EEFABRALZAEBFEHRE AWS CLI,

BALAfE A create-policy-storefFEE I FRIEHRE,

(@ Note
EEREM N RRFHE AWS CLI RZH,

- ZEMAERERE  F2BAmazon BEFAIBREERER,
- BEMWERA , FBHEIE Amazon BFEFF AT REBUR,
- FEMERBES  F2REVRBER,

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{

arn "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",

"policyStoreId": "PSEXAMPLEabcdefgl11111"

AWS SDKs

BT LAMER CreatePolicyStore API B BXRERE., MEFMEEN ,
CreatePolicyAmazon 55T Al APl BEZ P HNFHE.
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¢
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APl BENRERE

£ Amazon BEF AT EEAEPEUFTNBERERER , ATSLEEMEA API Gateway M & 7 RIRR EE
H, EAEE , BUEY API EFENBEERE , ER—EREER , AR&ERB Amazon Cognito

AP| BN RERE 26


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
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ERAEKER OIDC H7RHEE (IdP) ETREMNEARERX , A Amazon APl Gateway EVGE#l,
EERBER , F2REAERN AP 153 REEE I RAFRE,

ES]

- BRREHERR AR API 553

- FTIESIBME SERFEIZE (ABAC)
- AP EFFRIERENEE

- BREHHE AP ERENFEAFRE

/A Important

IBER [CRBER] TRADTH A API Gateway M5 23 BI3R] iREBZE YW R BERE
FEARILEBEZLEERRE, FALNVRRAERE  EREEER  YERAIFHES
JREEH ZE CloudFormation. A AWS Cloud Development Kit (CDK) LARRR &5t G E B
ENFFASMEBINEERR, WFEFHEEF , 28 EBIEEIRK AWS CloudFormation,

EERZE API NG 2ERRENRAFHRES , EEARERE API BEEXRE  ERARXSER
BEFEPEREAEEEER. RAEHENS 2B IIRRERCEIBERNWEMRRE. SHER
IsAuthorizedWithTokenAPI FEfprincipal EREFER. CRENEREEEFRENFENEER
BYFEA , e o5 (D) MEEER (Flilcognito:groupsEAEERE) FHEBEESMTR. £1
AP| 87 Lambda REEHPEERBEAEINER , YHRIGCREFNFTUUETRERE,
ERM APl IE) Lambda REENRERER , CERBEREBELREZNERNRRRIELZFER.

BEEERFBERN G 2B REM APl Gateway RIER Tt

o AEEAEETERFEN 2 ER Amazon Cognito EHEEED OIDC IdP, A&/ Token 2EAE
HREER , URFRAERED "ERFER,) FTENERIRE.

- —{8 AP| Gateway HE&k API, i1, "EBMEHNHER, FEHR AP BN APl 5 ERNE
YEMYAPI: :Action: :get /photo.

- EHARE API #Y Lambda E(E#] Lambda #Z1#88. Lambda M ERENERAEEEBEWTLEE
o, RERJBOERERERE , AREREEEIE API Gateway, "fEH Cognito B API Gateway
REL IERESEBHALEY I Lambda ZH#ES,

- BRBERFUEHE, FRAERESPBAREREZNERAEERE, RAFHESBERS R AP
MERE , MBEREKEREFEEGEE AN API B11E,

- R IdP BREFEAEASERMMNE API EXNERARER,
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https://aws.amazon.com/cdk
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-rest-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
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F IR IR API TR

EXREYHNEREHREIEE [£H Cognito # APl Gateway 3XE] BEE | [ERFNER 28
FRAFHEESHRNREA, SEHANREERR AP 8F , AREEREFHTHENEAERRE
i, CREBNERBEEEY Lambda MBMNEEE., ELAE APl NS ELEEFHNERRESL.

ERAEER
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=
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quests

| e
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X H Authorization request 1 1 Authorization response
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L P E@}

1. BB E & EIB Amazon Cognito S E A OIDC IdP EHEHNERERNE A, IdP ELUERAENE
W ID MFEVER

2. BNEREFFRH JIWT, MFEFMEF , 528 Amazon Cognito B ASEMANELERAES
[ 15 F B AL

3. B EA B ERENEARR L AR API HER B,
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
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4. B EARENEHR API Gateway H Y REST APl ER&E R, THM—1@ ID Kt TEIERES
%o

5 MREZK API EERARBRERENER , AIRE LGN EE, MREFERREDR APl ZE B IR
HY , APl Gateway B RSEBEER U AERMN Lambda BEE,

6. Lambda B EEB IsAuthorizedWithTokenAP| B EREIXE "CEBRIEMNER, RAERK
2, Lambda REEERERKWTE :

a. FHENERMATE,
b. APl 53£E2 API B RME S , flaiGetPhoto , fEAENE,
c. ApplicationfEAEIRIVAMIEE.

7. CEARMERSHRIER, MEAGBUNMEF Amazon Cognito BRHIFEMEF , 5528 Amazon
Co gnito B ASEEFNER Amazon BEFARE,

8. "CRIFMNER.) ERBRAGHETNRIFAREER , UERRERE,
9. Lambda Z#EE S & API Gateway EDenyEAllowsk EfE,

10AP| €& EIACCESS_DENIEDEARANERREE, FNEARXSREENFE R API EXRNE
=,

#iE LA % A ERAYFHEES] (ABAC)

B8 0P WHERRIR THMRERSED D MFRER. SUUEERAEFRBERPBELSHRERPHNE
A—BIERABRTIEREER AP, REBLERYFRAFEHERNERE, "SRENER, STHHEME
ERERANHP -, EMERLRTSERAFENEERNES. WFE Amazon Cognito FHERE
B FFMHERR , 5528 Amazon Cognito IS A BisRT N EAENEEREREEE,

BYFRAEREZR , SUUHFEMERER, fli , SR ERBHEMEEERAERER  AA5EN
BERA, HRENBRFRECSHNECRAEEENERERFENTR | Rt ST UHHERHBUR
RYAE AT AR 4R AR R AT — M BV 1E.

Lo RIEERAEBN  SUAFEAERNFRFEEERAAERENER, AFLTHERISEM
RAFEEE , EEERETAAYRRERE,

BHETHE

ID THEAKRAFNEY  YEFSSMRAINBEMEAEES, BENGEFHB4LL  ERRBIAE
B (HIWIBPIFLCE ) |, BITME ID PR,
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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TFHEUER

FREASHEARES OCAuth2.0 S BN A FER.,. EEMEREBSREHMERMNESR  BF6EE
BN, flan S RBAFRAMANEENHEPR  YEEHLUNEEPetStore.read , BFE
REYH API AR, AR MU EEEREEENTHANBEEREE Y EETHERAS
MEESR,

SRR RR R 5 5 9 B BISORME ID AR SRR RB R 0 R AIRR.
APl EFRAIERENEZE

Bk [CRENER] TRAPEY AP EENRAFKER , EEERSRRNEERZRMLAF.
EBELEEREZH AR APINEAEEERVEEHRRE, FEBUTRERE

API| Gateway 1REX[E] &

£ API EZEWRAERESR , "ERENER. §83 Lambda HESE , HRERER TTL & 120
¥, BULUEREETRABRLESEMET. ERARRNEREES K SHNREESIFEEEME
EMEE , BZ TTL 2fiAL, EUUBRERBEREENET TTL NIFERBRERAF GBS
R ERE DB,

Amazon Cognito B¥#H n] LAE £ £
Amazon BRFEFFAISRIZFEAE ID IFEEER P M cognito:groupsEERREFAELEFEH

ENFHEREER, KETHNEREAEMBZEREREFHAZCABNES, KEIEERE
55 [ B4R B0l — R B B 2 ML BA B

ERBRMEFEINEAEEERE , HEBEERFEERERIFHEFHNEREE, EER
FEREEEPMREER  SRRIFTHERBRBEENTES R,

API| STEM B ZEEMFEBIER point-in-time
BEERSEXEASHEEIUEN AP . EREELEIFFHEREHEN AP, B APl i

BREALEBEBER AL AEHMFRUEMREMN Lambda R#E , REVHH AP EZEBERER
B, OCRENERSE AP NEBITLERAUFRED S ZH,

Lambda EREURE VPC #H7E

ERFEFF U AEN API REEEIUM Lambda BNECREMRE VPC, MEBEAT. ERNILAE VPC
R MRS P EUAERY AP DR ER Lambda BRBUETER , KHBERA CRENERREFIGER,
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html#user-pool-lambda-pre-token-generation-accesstoken
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html#user-pool-lambda-pre-token-generation-accesstoken
https://docs.cedarpolicy.com/schema/schema.html#schema-namespace
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ERFHNERITESREEEIR CloudFormation

EEZEV AP EENRAFHRE  ZXEKSERNEREA "CRENER. AWS T4, It
FHESPEEZE AWS RIEEILERHN AWS CloudFormation #&, WFEIEEEHECERE
FFAl, |AM Lambda #1 API Gateway R T8 ME N ERNVER., KEMEE , S2HEABPIHH
tHRAEEEEHAELRE,

WMER R A EIRE AWS CloudFormationECBRFEREVNEREE  F2H.

\

%

B R £ EIRE AWS CloudFormation

AP EFERAIFHER —BRREE AP| Gateway API REBEN S E, EMERFTRERERER
REEHNAERE. BUARRAFREZR  FEKEBBEEE, SBHEIEN Lambda REE,

EALIHE AP WARE , FEURTHERBHENBERETENHRE. AP EENBRERETS
AP REEDENMHERELR — RBRFNVERASHELEVRAFRERRA AP, MREH
API ERANRE K SuRLAERAFTNRAFREERLERF.

EANEARNREREL CEHITBBILEEREN K BESLHEHGBLERF RN API B
FRAIEHRE, REEEZR , BELSRIEHEEBHANRERELZEHEEEHMm AWS 1RF FHY
AWS CloudFormation 74 AWS [E15,

AP EEBRENERFNERAVNBBEREMREM Lambda R#E&, Lambda Z#EE EEHEMRKE
B, CERBWERESE BEE CloudFormation £HIEEBFHBELE R, EERBINEERE , X
B FRAERERN Lambda REEERKERE A, APEENRAUFERERTYERMEX

1. AWS::VerifiedPermissions::PolicyStore : ¥ EBIBIRER F|SchemaDefinition¥#. #
FUAERA\".

2. AWS::VerifiedPermissions::IdentitySource : #3815 5% B& 2 & P R R H GetldentitySource FHY
B, WRBEZTETEI

3. —= %@ AWS::VerifiedPermissions::Policy : &N BERBHERZEIDefinition ., BF"TE
£22A\".

4. AWS:: Lambda:: B%,: AWS:IAM: Role,::: FKE& AWS:IAM:: & &, AWS:ApiGateway: RIEHE,
AWS::Lambda::Permission: f B BEREFRERDEN "CRIER, HEPEREGX,

UTEBARRAUFEHENED, BT Lambda REEERIER G HB M NS,

{
"AWSTemplateFormatVersion": "2010-09-09",
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policystore.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-identitysource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetIdentitySource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
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"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"
},
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{3}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{3}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{}}}}}}"

}
}
I
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE|testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

1,
"DependsOn": [
"MyExamplePolicyStore"
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ERAEER

1,
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,

"GroupConfiguration": {

"GroupEntityType": "PetStore::UserGroup"

iy

"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

3,
"PrincipalEntityType": "PetStore::User"

1,
"DependsOn": [
"MyExamplePolicyStore"

REEHEAF AP BN R FHRE

£ A LR B EA AT 15 B I8 R2 i ME IE 2 31 Amazon BaF 5T 7] API ERBRERERNE REE,
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- BEHTRNBE , BRERERG RS
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s RBEITERTINEERE , RERBREEE

« REEREWN Lambda BEESHICE

+ M Lambda BEETFHE

- BW APIURFAE VPC H |, BEFAARES
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- BEEHREFE, BFNREBHBEENE RN

REHFTROME , ORI RS

RIBFER , "ERENER) S5E Lambda REEMERBERER 120 %, FEMTERBR X,
HEARBENRE, WEFMEER , 52 Amazon API FER#ZABIEEHRHEA APl REUE
RO REE.

FA& Lambda RERMMMEIFKRY API , BEERBERREFRK

HERBRERERR , BLHANEMRMREERN AP R, WFFMAEF , F2E Amazon AP| FIER
B ASEMTEE REST APl

BETERTINRERE , CERRREES

AP EENBREFREREFEALNERBERI Lambda ¥, MEERS HBHEBEARNEES
BIREBERBT, EUUERYRAFHEZRIRE , UREMEHRRBFEE,

£ E# AWS CloudFormation 2 A &3 Lambda HE , FREHFERENKE (B8] EELW [(BE
e RS

B A L AWS Lambda #2 5| & R EIER . EREEFAFTKES AWS BE WERE , KRR
SHEFTANEBEMAVPAUthorizerLambda, MREEEIZE AP EFENFRAUFKRE , FE
REEN ERERER , SCARRATREREE.

RIEEREMN Lambda BREE SR H

Lambda BXE{EUNEEIEIE |, A 1E Amazon CloudWatch PR B AL R, EEMBIGEE BT
Lambda £ AR K I EHE , REBBEERRS|ZER, 1BH [#178 CloudWatch 50888 I # B Fc &%
HHEPHNIER,

W% Lambda B AN FMAET , F2BAWS Lambda BiE A S35 AWS Lambdad Y32 it & A

Amazon CloudWatch HE.

FE M Lambda REELREFE

SR AP BEREBRERENRER , B84 Lambda RESRK MERMN APl, IR APl Gateway
FRAPRTIRES  ARAEHENEMERTEEABRERTBR, APHEZNRIRBEFEERE
g REN BB R AWS CloudFormation o
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ERTNER,) SEEVERFRERBERESE "RE, BBEBNERE., NREACHHLER , 3
HI{E CloudFormation TR AW EESHIENHE  SKRAEFARKNEE. AVPAuthorizer-<policy
store ID> CloudFormation E#&LBMNE HPIRHE SR MR ENR,

INERHHEA CloudFormation HERIEREA |, 552 BAWS CloudFormation £ #§® CloudFormation
Y £ B B R

B API (VRAFAE VPC A | EXTFRSES

ERFENERTIEEB VPC imFFH Lambda REE ., BHEAE AP M AREERN Lambda &
i ) B R B B 1R

BEERNREREPERBHMOHFBX

APl EENFRAFREEFEREAERRPHHEESITE "ERIFNER,) R, BEEMRER
HOEZEHMEREBY  FHELEMESIENRBT.

&R L& B Amazon Cognito EF & SEERY ID MEFRER PR ZESHREERFENFTUBERR
RX. Hlw , KZHAFEH ID TP EHEenail BH, NIEHESRE I REMEZTBRNFMRE
7, FERERBHERNER P ER S 98B RR.

BEEMEEE,. BFRRENBENERENE

AP EFNBEEREREFMEILMN Lambda REEHRER. point-intimeEMEEELFRIR API
HAREE, RBEFHNEEFBERTERTMUNREHBELEREEE  tFE8EAEMEIREEIRIGTE
%Application&Ro

EERKEE RENGTE) FEE AP B, BLAEFRIEREABREREE, KELHEH
Lambda R#E#E , LEEFBENRER R, LALEHNNEAFHESMRE LA AEFRENE
AEFERE.

EREMAANRAUENE  FRELNIIE, REBHELRHEPHEBE  IMUEH , UREHE
B, BHRETRBE, ARGEENEBERATESHBENERL.



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html

tsEmERRFEAFEHE

AWS Management Console

PRFERIEHRESRET HMFEAEHRE

1. ¥ https://console.aws.amazon.com/verifiedpermissions/ BIRX "EERFENER, A, BIE
T BERERE,

2. EEQINEERKRT  EE [BeRAENRE] =20 [1#],

3. WU EBRAENRAFHREzEBYRSET HMEIFERE,

- FEYRFATHE  FREEZNRENFENFRERBIR.

- FERVFNRAFERE  FEE [BAFRAERE], FEEPHRAETELREER
FAFRE

AWS CLI
NRRAFREREL ERUFEKE

AWS CLITE#E "85 FREFENE. Hkitt , KZEHAWS CLISE M --policy-store-
idRIEEBETSEFANRRFRE.

EEBVHMNRAFRE , 5B Mcreate-policy-storedp fo

il R 2 B e REBR IR R R

AWS Management Console

i BR SR B 17 L[

1. £ https://console.aws.amazon.com/verifiedpermissions/ B "EERBHER, LA, BIE
BHBERERE,

2. EEAINSEERTP , EEF Settings (RE).

3. EE [MREEREAFERE]

4. TEXFFHifdeleteF A , REIEE MR
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
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AWS CLI
il B 5% B 17 14 [

B MfEAdelete-policy-storefEEMBRFERERE,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

MRKY , kS AEELE@EL,
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Amazon BT AT BIERERHER

REBHAREARAMXECERELEBNES  UREHEAEX TREEREERTRENBE,

MEFHMET , F2H Cedar BEFESZ2E M TR Cedar faB R,

(® Note

EeRENERPEAGBEERTEN , BB BBELEERRPEAELEEBELR, BL
BufRERE  CRENBERITUERGRERARRISENREFSROERNEE , Ui
RAREFRBETHEBFNRAPNEFNER. NREMBFERBE , AFREHRASSEA
HEWME,

AWS Management Console

BRI

1. 7E https://console.aws.amazon.com/verifiedpermissions/ IR TEERFBHIER LA, BE
B BUERTFRIE,

2. EEAINEEERS , BE [EEHER.

3. EBEEBURABER,

AWS CLI
EERXMEBEL , AERAERREHMEE AWS CLI,
AT R T FIEEHIN AWS CLI e RE M RAIFHE.
AEREE T3 Cedar REHEBHIR -

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}

38


https://docs.cedarpolicy.com/overview/terminology.html#schema
https://docs.cedarpolicy.com/schema/schema.html
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions EREER

},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BUAE LA JSON BRAETFRE , YAHBBERNWERHEITSHE : cedarJson, F5IE
flgEAT52E JSON FEERE L RANschema. jsonlBRAR.

® Note
ERWAITRAT TRMMBRIT, LLARBERRRE—TH , DITHEZT,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\Il:

{\"principalTypes\": [\"Employee\"1}}},\"entityTypes\": {\"Employee\": {\'"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"1}},

\Iltype\ll: \IlRecord\ll}}}}}ll}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [
"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
}
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AWS SDKs

O LAEF PutSchema API B BEREHE, MEFMER , 552 E Amazon BT API 2&
¥EmPutSchemaf i,

ERBEAFREERR

Bk [CRENER) TEAPEN [ERER) &, REEXSEIBRGERERY 8] 52N (B
£l EEEEBRANEMERNFMAERD  ETLIRE [REGEHE] HRERENEBEIL.
RERXTEARELEEBHEREN | Sl EAMRE K.

RBEBERRERE-RIERRL , ELERRACHRBIERCBHOER. 2E "ER. |
AR AL B H B R BB

BFE

"BF BERBAEIHEERAFREPRENESRERR, 'EHFE’EE*%*M?E’JEM’E BAR At AF
RERHEHTEFEN "ER, . ERZENRERTEEARLFRR  BE2EEHERERNEFE.
NRENBEERAIELHMEERCENBR , ZLXAXEIMEERCEHORR , TRERRP R
FIERT, ENERUEFBMHE YA TEFURRTRFMEN. BEF [BEEHER] | [ERER]|
[(F2HEESE], INERKRTFERESSHASERNER,

BEREAE

3

ERNREEREFENTISREEGRANBER, NRELERFFBHRPERNERIER , FRr

BItER. SEEEEEERL Lo THEAEMEGHRERR.

ERENEXNTHERBELNRENIIREE, ECREVRRESERFERERERNFREA
,/%ﬁilﬁﬁ#%ﬁ}ﬂ ENERFFHEANTMER,

EREBIERNDPFECRIFNVERSEER

1. ¥E https://console.aws.amazon.com/verifiedpermissions/ R "EBRBEHNER, FEE, BELR
NBEREFERE,

2. EEANEBSE®KT , BIE [EEHER].

3. HEF THE, &£, SEEERRER A URICEHEBHRETHNEE, KUNEER—EE
FTEITENE | Dles HELH f E T Ay B B E

4. RERBEBEIL.
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10.
11.
12.
13.

14.

15.

16.
17.

i [FHAER BERTD  BABBERNGE 2/,
i (EREE] BERT  EE [FEEERE]
WABRNERE.

(BN B THEOR) UHEHNEEMBNAEER., "ERRCHEZTERNE  FEE
RIFZRE R [BER]

EEFEBEEUKEBENEEERE, BABLERE  RARZAEENSEABLEEBEEE., BRER
[RERBEBHERRERER K SEAEENENLE, ZENESEABMEREALE, REBKREHE
FERNEY K FREBMZEN (B

BENMEEREE  KERTHEEERER,
® "B BERY, BEF THEEME. .
BWABFENERE.

(EEN) B MBER U EBFEANEREE, FEBRCHTEZDENERER K FHE
BEREHEEIEN B

(EEH) B "THRISHESE RNEEADFNEISHEEEE, KBRCHTEEDENESESE
BE A FERFSHREFRELBEZEMN "BERL (Remove),

B [FTEEM] LB EEREERPDFNREBHOEE. A "Eit, 28, LEES
BEEER "EE, FE RERRERBEEBHELIRERKE K SCEREENEBLEE, ENEEE
HRBALE. ABRECFEZBENEY K FREBUEZEN "B .

BEIERT B F,
HITAERERENBENREEEBER R A FEE (RFEEL

£ JSON BA T iREFEBER

HE% JSON EXFiRECRENERGEBHER

1.

5.

£ https://console.aws.amazon.com/verifiedpermissions/ FAR "EREBEHNER , TBA, BER
WEBRFHE,

EERINBEERSD |, BEF [ERET),
B JSON B , RREE [REEBEE].

£ "REL MAPBEA JSON BRERNAE, EFRFMEFEERZY  LEEIEEFREE
BEER. BULURE "ML JSONL | LEBRNVBENGEI KR LEBIERN JSON FEx.
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il BRAE R

AWS Management Console

il Bk E B E KRR G B R

1. 7E https://console.aws.amazon.com/verifiedpermissions/ IR "EERFBHER LA, BE
B BUERTFHRIE,

2. EEAINEEERS , BE [EEHE.

3. EE [MBEREE

AWS CLI
il BR £ B8 38 O REPRAS B I

REMBRERBERT S, B EcedarlsonBuPFEAEEZQEBE RN put-schemafm H R
MIBRER A FREPPEBER, —EAENEBERE —BAER ' R

$ aws verifiedpermissions put-schema \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition cedarJson='{}'{
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [],
"createdDate": "2023-06-14T21:55:27.3475817",
"lastUpdatedDate": "2023-06-19T17:55:04.959447"
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Amazon B8 5T 7] BUR Br 8 A5 5

R LAE [ERFRVER] FRERAURFEER | ZFREHY R FHESNEEHERERERAE
=2

/A Important

ECHBRERRRER  SREBFRAFTKEDNGEBERREMNE EHE M S E#H R AR A
AWER. MERBRERR, "CRENER, SEEEXR,

AWS Management Console
HERERAUERENRBRIREX

1. £ https://console.aws.amazon.com/verifiedpermissions/ B "EERBHER, LA, BE

B REFRE,
2. BERE.
3. E[RAIMEEN] BERT , BEE [IBK.
4. BMITUTHEE-E:

- FERBRABELBFMERUSELARBENEERR  FEERE (EF) B.

- FERMARSENFRRAERE  FEEF (BEF] Bift. @A confirmIH#ERET BHHENE
B ERE R A ER.

5. EEREFEE,
AWS CLI
EERERIGEHENBRIER

& 7] LAfE Fl UpdatePolicyStorefE ¥ 3 & ValidationSettings 2B ERNENE , REEFRRAEREN
EmEEN,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefg111111
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ERAEER

"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

MEFMET, , HHW Codar REBS SEEWINFAURE,
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Amazon Ba B FF AT BUER

REMRATRZLFTREE RIS EBENRARR . SERBATAEEAEMREER. WF
BB Cedar RAIFEBIERFHEL XNNEFMER , FBH Cedar BRFESSZEETH Cedar I RE
EITRAEREE.

/A Important

ELRBF2RISNRE, EFRMBEN Cedar RAIR , LR LUERARNSETREAME—RB T
., BMaZigRm Q8RN T RERCE -

- BATA X2 8 E N E IR B R6E A BE R MBS (VUID) FE.

flan , MREAEjaneBHA LT , MEHEBREHMAEAZERBjane , AIEZHEAESR
NS NASRRAFRENFAEEBWEEMEUser: : "jane", Cedar EEDFAF
MERAF, EERARESHENERENE. EEAREE—BB8TEEFANEBIN
DRARETERARAPEFEERNBEMES PR TFFEHE,

ELRERMEAUVUD K, RMARBEEA/ERRANGNERN "RiF, 2BREEE.
ERPREENBRERZEM, Hl . KK == AF:: "A1b2C3D4-E5F6-A1B2-C3D4-f
%

« BOBEAZRBER., MEIBRBREFMAZTSEERE R BB, ELZRINE
€7 AWS CloudTrail Bt FHREEEIER .,

Amazon BBEFF AN ERER

Amazon BT R A Cedar HERFES REVYBR, XENFRAFENENERNS Cedar BKRFES
ZZEEYP Cedar TEXENERFEZEHERNFEZMEREE | UK Cedar TEMXENER
A, 78, fRUEREERE , "ERENER, M "Cedary AEEBRASEFEES,

CREERPEREN JSON &N E Cedar B TEETE :

- EEBRENERSD , JSON L AR EFMARSIREHETEE JSON Y+ , BRecordBR.

- CEREERTA JSON BELABRESRABBATER JSON £|EHEF , Set BER Cedar KR
%% JSON BE,
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« ¥HStringlong., #BooleanEHZH , Cedar P EREEHHESHCEREER P JSON ¥
HER. MENERBERKRESREME, £ JSONYHF , E—ERSIEEHR , HEPRSIBEREE
EEMNEREM (String. Long, HBoolean) MI{ERRH Cedar EEMNE,

+ Cedar KRN ERBEREBOFELMNE THTR :

EMHERN ERFEEREN
uid Identifier
type EntityType
id EntityId
attrs Attributes

parents Parents

THSEHIRRAAERA Cedar RXLFERHNER,

"number": 1

"sentence": "Here is an example sentence"

"Question": false
}
]

T % exmple SR 5% 8] Cedar BEEHIPHHRERMNAECSRIBHNEREPERL,

{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
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}
I
{
"Record": {
"sentence": {
"String": "Here is an example sentence"

}
}I
{

"Record": {
"question": {
"Boolean": false

T OB R Cedar HER MR AL LAFHEREE R AR RA

[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
b
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
},
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
b
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
b
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{
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {

"type": "PhotoApp::Account",

"id": "ahmad"

iy

"parents": []

"uid": {

"type": "PhotoApp::UserGroup",

"id": "alice_friends"
},
"attrs": {3},
"parents": []

"Uid": {

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

iy
"attrs": {3},
"parents": []

T3 g 5 H R e — {8 Cedar EHIFMEEERIME "SHRFTAVER .

"Identifier": {

"EntityType": "PhotoApp::User",

"EntityId": "alice"

1,
"Attributes": {

&AL,
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"age": {
"Long": 25
},
"name": {
"String": "alice"
1,
"userId": {
"String": "123456789012"
}
1,
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]

"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"

iy
"Attributes": {

"private": {
"Boolean": false

iy

"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"

}I

"Parents": []

"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"

iy
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"Parents": []

I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
},
"Parents": []
}

£lZ Amazon BB T A FRAEBUR

BRI AR Y Cedar FREBUR , AFRIER XS HEESHHEARINEEE R TIEENEE,
AWS Management Console
EEEVHREEE
1. ¥£ https://console.aws.amazon.com/verifiedpermissions/ Bl "CERBHER, FithH, 1BE
BNBERERE,
EERINESEERKSF |, #IZ Policies (BUR).
BE (EYRA, AREE [BUFRERK]
E[RAKR BERYF , BEEERFERAK , RAIR [£FF] ER [FEL].
 "E2EEGE) Butd  EEEZEARANEISHEESE,

o & 0D

- EEREIZ2EE  BREERAERENIZHEE, EEFSRENERRENEBLG U
2 REUR AR R E R B F,

- BEFSREHE  BRAESAEISREHE. EX2EEFEMCTOATSREER
HEH,

- EE [AEX2HEE], SRAERERAFHRERNMEESEE,
6. # [BREE] #Mud ZEFEEEARRMNEREER,

- EE (BEER BXBREAEZEREER. EEREAXRKcERNERER MBI,
- ERERBELSRBERZERFE. TERFEAMCTRAERHERRE,
- EE [RER  #RRXBREAZRAEREFHFREER.

7. % "BMFEEE, BET  EREEEARANEREE,
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- EERERESE  KEXREAEZ -HBE. EMZTEARKNEES BRI K.
- BE [hEEE  SRAERAZRAEFRES A BIE,
8. EE-F_Z’FO

9. 1 "BE. BEYT , BEIEM Cedar BIR, BALLEE [KR], UEZNBEEMGEIENLE

AIWFEE. MEFMEF , 528 Cedar BERFES 2 EIEMTH Cedar FHEARFAIERE,
10. % [FFHER] BT , A RRIANRFEHER,
1. BERIBK.

AWS CLI
BEEVHEBRE

A LAE i CreatePolicy R U FREBR., TIEHFSRIBHENTRERA,

$ aws verifiedpermissions create-policy \
--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

\
--policy-store-id PSEXAMPLEabcdefgl11111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl11111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

Wm¥E Amazon BB R I R REBUR

LA ERIFREPRER AN Cedar ERKR, SREERENHFERA, KRESEFEBR

MR LETE

- FRBIFfactionZ2BH,
. FHF4a , flfwhenFunless,

TR RR AR
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RELBEBRERRNTIITE !

- BRAHFERREERBREZBXR,

« RpermitFEEFFEFEUNURforbid,
- HPEXRMprincipals| A,

- HFERKresources| Ao

EESFTHNELBER  BONBARAEREAR, MEFMENR B30 FERKELR,
AWS Management Console
EEREBFRERE
1. ¥ https://console.aws.amazon.com/verifiedpermissions/ BIRX "EERFEWER, EEA, BIE
B BEREFERE,
2. EEAINEEERKP , BIZF Policies (BX),
EEEHFEENFRERKSENELTE  RRIRE [RE).

4. E[RBEE ERY , FHFERAMNactionBiFEGFa, BEEZEHEBresourceI N
Bprincipal. o

5. BEE#BUR,

(® Note
MRERAFREGRARARE  NEFFERUSEYR "CRENER, srHFRE
FREPNERERRERD, MREMNFEBCRAREBHF , AMFREXRKR , X E
TEHEER.

AWS CLI
HEREBERK
A LA E A UpdatePolicy ERIBEBRBE, THHHISFBHENBEBE.

W EHIFEAERdefinition. txt KRB EREES.

{

"static": {
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"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",

"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

}

LT an 5 5l R

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl111111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}

AR BER

AWS Management Console

BRENERBRRBGR

1. £ https://console.aws.amazon.com/verifiedpermissions/ IR TEERBHER, TEA, BE

B BREFRE,
2. EERANEEERD | 2 Policies (BUR). RS REREEM WA KK,

3. EEESXFHH , KETSHEENERKEFRRKE,
4. REXRBSENESE , ERARRENFMAES , MR, EMRBENKENRERR,
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5. BALREXRMZENETE AR EZFMERTMERKRE . 1BEF [MERFA] SAHEEMBRER,

AWS CLI
SIHRRIFRES AR AR ERA

BRI LA YRR KRR R AIE GetPolicyE, THIEfISHMINISFERRMBRELZRAUNEE,

$ aws verifiedpermissions list-policies \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"Policies": [
{
"createdDate": "2023-05-17T18:38:31.359864+00:00",
"definition": {
"static": {
"Description": "Grant everyone of janeFriends UserGroup access
to the vacationFolder Album"
}
1,
"lastUpdatedDate": "2023-05-18T16:15:04.366237+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"policyType": "STATIC",
"resource": {
"entityId": "publicFolder",
"entityType": "Album"
}
1,
{

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"definition": {
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

1,
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {

"entityId": "alice",

"entityType": "User"
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}I

"resource": {

"entityId": "VacationPhoto94.jpg",

"entityType": "Photo"

& B WA ER RN FEER

&R LAfE Fl GetPolicy F R BEEUR RIAVEF R E A, TSPl S REE 8RN FMAER,

$ aws verifiedpermissions get-policy \
--policy-id TPEXAMPLEabcdefgl111111
--policy-store-id PSEXAMPLEabcdefgl11111

"arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/

TPEXAMPLEabcdefgl111111",

"createdDate": "2023-03-15T16:03:07.620867Z2",
"lastUpdatedDate": "2023-03-15T16:03:07.620867Z2",

"policyDefinition": {
"templatedPolicy": {

"policyTemplateId": "PTEXAMPLEabcdefgl11111",

"principal": {
"entityId": "alice",
"entityType": "User"

1,

"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

},
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {

"entityId": "alice",

"entityType": "User"
1,
"resource": {

"entityId": "Vacation94.jpg",

BRBUER

55


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicy.html

Amazon Verified Permissions EREER

"entityType": "Photo"

Amazon B 5T ol TRAIBGR

T35 "TEREER, FRISEHRBIE Cedar RAIFES2Z M "HOEEEL, —& 5 PhotoFlash
ﬁLWﬁmﬁﬁ&ﬁﬁE%%#ﬁhﬁ%gﬁomﬁCme%mEm#ﬂﬁﬂ #2[E Cedar BUR
EE2EIEEYPMN Cedar FNERFAIZERE,

BUR S

- RFFEERIER
- AFFEEREE
- AFEREMER

AFFFREREM (ABAC)
EBFE

b

ARFFFEER EE

WEHIFE R E N R FERAERRalicet M ERIVacationPhoto9%. jpgo.

permit(

principal == User::"alice",

action == Action::"view",

resource == Photo::"VacationPhoto94. jpg"
);

AFFFIREREE

U EE IR R AN M A B AP Falice_friends{ ARZAE S YK
% VacationPhoto94. jpgo

permit(
principal in Group::"alice_friends",
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"
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);

WEHIEE RIS R EAFaliceRBAHEBFEMMBH A BKalice_vacations

permit(
principal == User::"alice",
action == Action::"view",

resource in Album::"alice_vacation"

);
WEIBI B R R |, A EaliceiR, mERMEREZFNEMMEFalice_vacations

permit(
principal == User::"alice",
action in [Action::"view", Action::"edit", Action::"delete"],
resource in Album::"alice_vacation"

);

WE BRI R A TR Ealice R EAEFIERMWE Alalice_vacation , EfFadmin2E
EFEZNEA K HPaSwmR, HEMMERE SRR,

permit(
principal == User::"alice",
action in PhotoflashRole::"admin",
resource in Album::"alice_vacation"

);

WE BRI AT AR Ealice P EAEFEVERMNIRAlalice_vacation , H#viewerZ
FEREDPEENEHE  HPGERGMEAFNESERNEE, BERPIHNE—_ESFh2RE
ffaliceA&Eedit MR,

permit(
principal == User::"alice",
action in [PhotoflashRole::"viewer", Action::"edit"],
resource in Album::"alice_vacation"

)

AFFFREMER

WEIFI B R AR Y AT A EREN B RAMEEZNEalice_vacation,
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permit(
principal,
action == Action::"view",
resource in Album::"alice_vacation"

);

Lt AR IR BER , AAFFEMAEaliced|HjanetkR FHRAVFREHME. | HBEMEZHIE
B, AR RRERNER

permit(
principal == User::"alice",
action in [Action::"listAlbums", Action::"listPhotos", Action::"view"],
resource in Account::"jane"

);

WEHI BRI RIS | LA FERAZalice HHBHMERBTEMEEjane_vaction,

permit(
principal == User::"alice",
action,
resource in Album::"jane_vacation"
);

AHFFIMEREM (ABAC)

BHREFEES (ABAC) 2 —EREXRE , JRIBEBMRERNT. "'CREERE, UEBMMMNEE
SHE BERER, RAETUERAMwhenFlunlessFATRSRELEM K ELFRASTHERS
RulkEBcT2EHE, BENERNBM,

THEFEERTE Cedar RAIESSERERE (€641 PhotoFlash #iR) —EIPFIRMRREAER
RERAEM.

WEHI BRI R |, foffHardwareEngineeringZBFAARE M IEBRARARER 5 WX S HE
ERAMNP HAEZFERHME device_prototypes,

permit(
principal,
action in [Action::"listPhotos", Action::"view"],
resource in Album::"device_prototypes"

)
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when {
principal.department == "HardwareEngineering" &&
principal.jobLevel >= 5

};

HEHIETRMARY AFEAEliceRREMERERE RN KM IPEG,

permit(
principal == User::"alice",
action == Action::"view",
resource
)
when {
resource.fileType == "JPEG"
;

BEEERREBEY, EXBEEREERPcontextFEELBM, WEHIBERMMETL AFF
FR&alice#TE readOnlyBEH KL, BB A UAAKEBIERPNEEREappliesToB
M, flin | BEEEERREAEREEDFZEViewPhoto BN ERE  ESBEERNEXRH
fEPhotoFlash: :Photo.

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
context has readOnly &&
context.readOnly == true

I

B, EEBERTREBEBENEF S EZRE MBS R Thaett EER AP,

fBlan | BT LA I FReadOnlyPhotoAccess BReadOnlyPhotoAccessitiEy
EPhotoFlash::Action::"ViewPhoto" REREMERENENEIE, LLEFBRNOMFMEILRE ,
LR EE Alice FEVGEHEPHEEBENER.

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
action in PhotoFlash::Action::"ReadOnlyPhotoAccess"

ARFFFEVERIEME (ABAC) 59



Amazon Verified Permissions EREER

i

LeEEHI R AR M KRS, AAFFFIE E2RHEHEERowner BN ERATEMEIF,

permit(
principal,
action,
resource

)
when {
principal == resource.owner

};

HE IR AR R, NEEZESHENBERFSERNdepartment BHER , AFEMESHEE
BIREMER, department

(® Note

MRERREERAUAGGPRERNEYE , AIEHTRERER , ARERBNREAFTERME | &
22HEZRR, Hlu , EMRBdepartment BN E 28R EHEELSEB I R AR EHEME
TR A9 7 BV

permit(
principal,
action == Action::"view",
resource
)
when {
principal.department == resource.owner.department

Iy

e B RMARYRA  MRESREREFNT2HEE K RENRETSRERE RN adninsEF
tHownerty—#% , Al AFHEMNESREWEFRATEMEIF,

permit(
principal,
action,
resource,

)
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when {
principal == resource.owner |
resource.admins.contains(principal)
i

HEEFH

MRFERIEFRAforbidtIRR , AIERHER , MR REER.

/A Important
ERERD  MREEASHTpermitMforbidBiR , BB forbid &IERF,

THEFEERTE Cedar RAIESSERERE (€641 PhotoFlash #id) —EIPFIRMRREAER
REREM.

IS BRI RN SRR |, R EAFEalicereadOnly BHEMERMITAI A BIE,

forbid (
principal == User::"alice",
action,
resource
)
unless {
action.readOnly

1Y

WE IR RINAE KRS | SIEBEFENEAprivate BEMNFIEER , BRIEFSHEEEGZLER
Howner B4,

forbid (
principal,
action,
resource
)
when {
resource.private
}
unless {
principal == resource.owner

EBER 1


https://docs.cedarpolicy.com/schema/schema.html#example-schema

Amazon Verified Permissions EREER
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Amazon Verified Permissions Permissions

BRI ECREBEWERFEL Cedar RAIER , LERRFHNFEEZFRE, BEEARZE Cedar
R ,KHphEsEEEMNENprincipal,resource , AMEBRMAEZ. RRAISATHEESRZ—XFEA |
%éﬂ’ﬁlﬁﬁbﬂ:%ﬁfﬁiﬂﬁﬁﬁﬁo RBEEANENERUEFEARBEINFAEESHEHENERF,
MEFHBES , FSESNBEESNBERESSEER.

BZFEBREERARASEAREZY T ERERRAEXRLRANERA. Sl , B SIRERRE M R A
X, REAZRRIEANESRENERREHAFTN, RENZHER,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

e

HESREEETAERNEESRK , CHRABRATUEASEERESLRA  URHESREVERH
1TRREL. WmEEN LM EBENRR,

B RES SR

AWS Management Console

BIRBEE A

1. 1E https://console.aws.amazon.com/verifiedpermissions/ B TEERFBHER ., LA, BE
EHBEFHE,
EERNBBERF | BE [RASEK]
BIF [BIRREE A,

i [FHAER] BRD  mARRBSEAHRH,

£ [RAESARN] BEH , FHAEZEME , ?principalifi?resource AFFRIFL EIARE T
HREE BETHIREMWER, B EE (K], UERNEENEHEENCRBIERNEZE,

6. EE [BURKEX],

o k& w0 b

AWS CLI

ARG S

B RREEA 63


https://docs.cedarpolicy.com/policies/templates.html
https://console.aws.amazon.com/verifiedpermissions/
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] LAE A CreatePolicyTemplatefE£E R AIEE AR, THEHFISELRAUER  HhaSESH
ENRENE.

ZXftemplatel. txtBELUTRR,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefg111111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll1111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

By SAERRA

BH RN SRNEGHREEFEREHN, HNEGNRAISERARSEIRGERS, NRESE
BREAPHBRER | EEXE ARG BERERE B B 3 HY BOR X R EE 2 18 38 — ZI P ey i
BRERE,

AWS Management Console
FEIRE BRI E AR I S AR E LR R A
1. £ https://console.aws.amazon.com/verifiedpermissions/ FARX " ERFEHER, LA, BiE
B BUERTFRIE,
2. EEAINEBESRKT , EIE Policies (BXR).
3. EEF[EVURRA, ARBRE (BUSEFAELRA]
4. EBEEEFANKHEASZSENENSR K AREET -,

By s ERERA 64


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyTemplate.html
https://console.aws.amazon.com/verifiedpermissions/
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5, WAEARBERNERRAZKHEREFNEISRENER. HENESERE [RARRR] &
ERP,

(® Note

"F2EE, M "&ER) BRIV AHEFERKER, fln , EEEEEISHE
FIAdminUsersE##l , S B# AGroup: : "AdminUsers", MR&EE AAdminUsers ,
Blg@EREmEER

6. EE [EVSEREZRA,

MNERNEGEHRREERE [FR] To

AWS CLI
BB E IR A S5 SRz 3T A E A Y SR Al
BULRNSREARKESNEERRE , A AEANEAEECEEEE,
THEHSRYEAER THIRRN 2 AW AERERA

permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94.jpg"

THEFEA T definition. txtERREMHdefinitionZEHE :

{
"templatelLinked": {
"policyTemplateId": "pt-4651be67-c128-4d22-8e67-9b068980c631",
"principal": {
"entityType": "User",
"entityId": "alice"
}
}
}

BHERRREANENER , URRERSHIEN IR

By s ERERA 65
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$ aws verifiedpermissions create-policy \

--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl111111

"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
.
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"

i 85 R B SO AN

AWS Management Console

B EREENBRER

1.

£ https://console.aws.amazon.com/verifiedpermissions/ FAR "ERENER,, FiBE, BE
EHBEFRE,

EEANBABEERT , BE [RASEEX], FIRASEREERRIFREFEINMERE
g,

BEFRAUSAZENES , UERERARANSERNFMEF , fIWEL, EHEREDS AR
B, ARRBIESRRENEFRE,

B [RE) URESWERSELR, AEEEMHM "REFRAL AN "RTBAXL , REEE "TEH
REREIA ,

A LGERERBEREENETS , AR BEMERRMERRAEE A, BIEHE URSIMERR A&
o

fm B SR RS E A 66


https://console.aws.amazon.com/verifiedpermissions/
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AWS CLI

ST IR B H AR

& T LAE A UpdatePolicyfF R M BREBR., THHSMSUERPERNFTRUMAEEN R E
B, UEMEERRRISEA,

EREABtemplatel.txt :

permit(

principal in ?principal,

action == Action::"view",

resource in ?resource)
when {

principal has department && principal.department == "research"
};

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl11111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

E B 78 162 PR 20 51 JR Rl 77 1 28 Y 6 5] s A E 5 JR R

ESEAEMNRAFRESEE "ERENER.) PEUFRAFRER  RESEARLERNERA,
RASEANEMBRGIERVERERRELFRAUFRE, T5CBERERBAE G F R $6)] mT a5
PIRAIEREREZSANERR, RASANEBERREER,

PhotoFlash$E 258 % B3k €5 51

L gE Bl R R AR M E A BUREANBAERBER , RTRMBLEMAEMEFRERAXLAEFNER
TFEUE,

5| R R 17 hR B Ay E 5] S A A5 SR B 67


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
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® Note
Cedar BHREERA—EERInAIHMEER, Eltprincipal in User::"Alice" , #
EMprincipal == User::"Alice".

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

teEE IR TR A RRISEANEAEFBR , RTE@BERENBEZIFMARLABRFHAER
TFEUE,

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

L g Bl R AR M E A BREANBARERBR , RTREPRFHENERMEANFERARZHINE
PRIFHE,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

L EE B R AR ERABREANBRERBR , RTREPRBENREZERAREEAINERE
HE*EO

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

)i

PhotoFlash & 78 8 4 Bk £ 451 68
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St ga IR AR M A RS AN S AEFBER , RTEBPRFENERNAFNERARXZEEAFE

permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action::"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

b % {51 5B 7 40 A 222 ST {6 P SR BB AN S SRR SR BV 62 P 3B Y ST AR A R BK

forbid(
principal == PhotoFlash::User::"Bob",
action,
resource in PhotoFlash::Account::"Alice-account"
g
DigitalPetStore

# DigitalPetStore IR I ZFHEF B EEMRERIE AR, & LAER I DigitalPetStore £ HI R RIFHKE 2
%, EEANEEERPIRE [FER), R RAEREFRESENEEL

TinyToDo #i781E 77 BSR4

g8 B R R AT T A EAS VR R | R R RISEAGE A T A BB E A E M THEBERMHERAE FEUER
By R Al

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

It 8 I BB R AN ST S A IE RS Y IR R R R RSB A AR IR RU BB A R 18 B £ I & M TR B B iR im e 2R
ﬁHR*EO

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",

DigitalPetStore 69
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ERAEER

action in [

TinyTodo: :Action:
TinyTodo: :Action:
TinyTodo: :Action:
TinyTodo: :Action::
TinyTodo: :Action:
TinyTodo: :Action:

1,

resource == TinyTodo:

);

:"ReadList",
:"UpdatelList",
:"ListTasks",

"CreateTask",

:"UpdateTask",
:"DeleteTask"

cList::"1"

TinyToDo #8738 2 B 5% & {5

70
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BB & 7R ER Amazon BT

55 8B 3IR =2 Amazon BEFF I HAER S 2 REBIRMEE (IdP) WRTRER. B0 BBIRRREERE
MEF , ZIERAEBBRENFRAUAFTKREESEEEEN P £1TRE. ELNEREXERS 2
BIZIREY Token HHREERE , EFNRAFTRETURBEHAEBENFIRERMERERE, B
RENERS 2 EHRREREREREPRE 5 EBBFHRENRETRERLERE,

B LAER EE S EBRFBREPRM OpenlD Connect ( OIDC ) BARIEIERF (IdPs ) » EHERREN 1L
/8 OIDC &% (ID) ELXFEER , 1ZE JSON BEEH (JWT), EiB ID Token , "EEFHE
R, @XEAE ID NIBMHESENABMHIEFEUES (ABAC) WEE., FHATFEIER , "ESBRIFN
R, 88FAE IDBRATR , UREMESHERAE HAEME Token HE | BUUKEEEH
FEgroupsEXBE#E K WEUFHAGEFEES (RBAC) WWIFREAI,

& T LA Amazon Cognito A& &K E B ETH OpenlD Connect (OIDC) IdP 78 & & H & 5 58 Bl 2Rk
Ro

&

- {8 Amazon Cognito &% %R

- £/ OIDC & 7 &5l 2KiR

- AFmNZRRE

- IWT WAFIREE

« EY Amazon BREMNFTAIH 2 RIE

- fm¥E Amazon BRFEHET I & 9 RIR

- ERABHERTERPERS D BBIRE

£ Amazon Cognito & 2 K&

#E1B B AYET AT B2 Amazon Cognito A EEEZH YIS 4. Amazon Cognito INT EF A FRRIER.
RENERAIBBLERE IRCTITENEETESRANFTRE. flW , EANUER ID TRIF[AS
SERENAGHEHRES (RBAC ) BEHEE,

89 Amazon Cognito FREEEE D RKEZFTETHER :

. B AWS EHF.
- FHEEREID,

& A Amazon Cognito & % 3R 71


https://openid.net/specs/openid-connect-core-1_0.html

Amazon Verified Permissions (R
- Bltn , BEEE 75 E B RRELEBHNEAEEREREMyCorp: :User,

- Blan , BB G 5B RIREL BB BAEREEMyCorp: :UserGroup,

- (EEM) CERBYHRAAFHERHERNEAEEETHAFRK ID,

AR ERFFTUEEARMERR Amazon Cognito FAELE AWS 1RF , Rt BB EEHMIRS PIE
EEDRFR, [ERFNER] SSERER L EEHEERAEEERISTHENRAHS BN
B0 @B E-RIRRE) REAEHAELEN ID, 0, us-west-2_EXAMPLE

AEbLSERBHETNEESEY B8, H, 5K ID MIBEEZEIE. Amazon Cognito INT RESHEE
BEER , ELEFATUNECRBENTITHARERAEHEEM, HPEE

1. EBcognito: BIERA A F & FAE =
2. HEIFAEBM custom: prefix
3. EETRAINBEREH

4. OIDC BREREE , HIANH sub email

BAFMENETELRR , URNFAE "CHREBER, REHHEETEERE  EPEEBERNEFEAF
152 /3 & 20 5 Bl R o

/A Important

& SRIE W LAFE Amazon Cognito R ZIHIRIHER , B IWT R AEREER , HEFREN

B, S JSON Web ©i# RFC 7519 MRS ERRETHE Y EFFEQHITE
RETHE., EERFITUARBERENRTHRERMBRNVAFNSTERE TFHEERESREN
BR, R7TREEERR  RMAZBEUKENERBRAEZSHE  AEEMRRELUEER
& 58 RHBUE BT 5 M.

ERERERTPEAEREES D HABIRIFEN Cedar RRISHHIZFHH

FHRR Q) MANFINESERERERTEE. EBFEE2 T/

( Wcognito:username® ) WA FMEIBEHcustom: department, EERE
ZHBcognito:usernames custom: departmentELEW R BFY , BT EMO BB
Aprincipal["cognito:username"]fprincipal["custom:department"],

& A Amazon Cognito & % 3R 72


https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
https://datatracker.ietf.org/doc/html/rfc7519
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® Note

MESHEBE®HBcognito: Fcustom: AIBNERUREEXFENERAE
#custom, cognitomE , EERIRMEEE RIsAuthorizedWithToken#A§ KB , I 58
~ValidationException.

MWEHIFE RIS BUER |, ASEEERAAREBAE L Amazon Cognito FRAEEREEE S,

permit(
principal == ExampleCo::User::"us-east-1_example|4fe90f4a-ref8d9-4033-
a750-4c8622d62fbh6",

action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
};

NEEBHEELSHNFMEENR , 5204 ID SEMSHEERX, W%F Amazon Cognito & RENFF
&R , 528 Amazon Cognito FE A BIEE T E A Amazon BT AIRE,

£/ OIDC & 7 =& Bl AR

&t ] USRS 1E 2%/ OpenlD Connect (OIDC) IdP 3R EAR B ZHREN & 23 Bl . OIDC 18
& B Amazon Cognito FREEEEL : SMEEE IWT HAEETRBNEMR. S EFHIE OIDC 2
E , BAERMBEITE URL

## OIDC FHBAIKREETHER

- BITEBU. CERENERNLERHEL URL % .well-known/openid-configurationif
L

- REEREBRPEANSHER, EEEERT K LEETHHTH,

- Blan , BEERG 5B RIRELEBNEHAEEREREMyCorp: :User,

- Blan , BB G 5B RIREL BB BFAEREEMyCorp: :UserGroup,

« R ID SHEE ID SREDERBANESR.

f£/ OIDC & 7 & B 3R 73


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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- REERAEFERENFEER IDWETEF. 7 CLI M APl & |, B LB AIER. 0, &
&E M [BXE APl Gateway M & 2B BIR] =X 51 EXFRE] BEEYNRAUEHES , [ERE
WHERR] SR ERBHRERR X=https://MyCorp: :User: : "auth.example.com|
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

OIDC &n#ARENRESEAREFHAEREES P RBIREMERHN API 4E
% : IsAuthorizedWithToken#l Batchls AuthorizedWith Token,

PR RMARYBER , UAFENEAHMNEINFRERE. ETHRESE  URTEFERLE
F, "EERFMNER. SR ID Token FHELITEHELE M,

permit(
principal in MyCorp: :UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
principal.jobClassification == "Confidential" &&
!(principal.location like "SatelliteOffice*")

};

R P im A 32 R ER %

EXRKE B AREFEZFAFHER , "ERFBOER,, SRMEEREE , UBE 1D MFEER
RERMAESHER, BB SEREIsAuthorizedWithToken# BatchIsAuthorizedWithToken
APl EREE#E1T, 1D FMFEVER 2 B L% Amazon Cognito 1 OIDC & & Bl R R 2 BT AEFIT
G, £/ Amazon Cognito FREEERME , SREFHOFF A Ao o] o] AR BEEREE ID FMFEER P Y
FAFi% 1D, £/ OIDC =#fitE , "CEFAMER . LB ID Token FMVAFi% ID , U R FEUER
FRE R,

AFEIRZBIEREEMEIREN OAuth 5 OIDC & A2\ H B H Y B!
BB, lexample23456789¥REHERERARANREEHE B EE FARBBIN URL BBE , 4
Whttps://myapplication.example.com., audZHIFHEREZIREHR,

ERENRRAITE IR RFHRNAFiRERE , AT
Amazon Cognito

Amazon Cognito ID R EEIEEAREXAFIK ID NaudEE. SHEASHE—FEclient_id&
B, B EEESEARFEFK ID,

FAFmMZ RERE 74


https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
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EREFPEIIREPMAAFHEARIXREBN —RZEER , "CHRENER. SSLERRE
XA Fus ID JEEE ID Token aud EEFHFEEM client_idEHFHETLHR.,. ERIFNFITIR
E83¥ Amazon Cognito 2B BIRENERNREEH R URL.

oIDC

OIDCID S HEEEEEFim ID JIXRMNaudEHRH, FATSTHEEEZESTHNERE URL Waud
BB, SETREESESTHEBEF K ID Wclient_idEHH,

&R LAER OIDC RIEEWM A —HSEELNET "HR, BE. EESEEF ID Token K Token
B, "ERIRR., SRT|AFK ID, YRBaudEEHPHAFK ID PELEF —ERERER
CESEL G

"EREER, ERFHRNEFIER , IRBaudEERENESHRERE. LFHBHTHEETE
REEH , BURRZHaudERAFE , AITURBEcidSiclient_idaud®8, F@EER |dP £
IEfER 2 MM,

ID ThHEZREBEMN ~FlAlexample23456789,

FRERSZREBIBENES Bhttps://myapplication.example.coms

JWT B A FigiRiE

BB EERAREAPEE JSON Web Token , ¥ HEEFEEE "EHRENER, A MAEAK
RERES DREBIRIER. LA JSON Web Th (JWT ) RiIZIEREM , WEHBTAEREN
ER.

I EBHIRE R a{a 4 OIDC IDP." FEAL E B FY HEFR

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

var principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
I
var resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type

IWT R R &



Amazon Verified Permissions EREER

entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
var action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
var entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
var policyStoreld = "PSEXAMPLEabcdefgll11111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1}
attributes[key] = {

IWT R PR 76
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set: attibuteltem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
}
I
return [entityItem];

}

TR RBIER aws-jw-BFEEREFEH OID RER JWT #H. IdPs

#37 Amazon BFEMIEF A B 2 2RIR

TIRFERSTBIREHEERENFRAEFTRE, TEEIHBIRR 2R , BLREBENREERS
BHER,

B3R B RR 77


https://github.com/awslabs/aws-jwt-verify
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ELE CRENER] TRATEYHNFAFHER , A/ LBY S 2RBEIRE. FliBES , &
AL & 5B BIRIR Token FMNESEHBEABRBM. #ZEF [5IEXRE] : [£A API Gateway
BRI REERE] #EH, ELBERUEFETNRER,

® Note
EEEVRAFEREZH , o8 RFELEELANSEERPER. BEYN S 5 HBIK
REE B A HY R B 7 HUE A BB

EIRER [EBRFEER API] AWS CLI 5 Createldentity [3R] R[22 & 25 B 3R] 2 37 3 Bl 2R
R, IULERIEEREE, 2, ZOERENEEVERERI SNABIRIRAWS: : Cognitoo
HWERZBERAEHEEZBERTHE. ZEEH Amazon Cognito &5 BENBIRER EFZBIHRE
&, BU AR TR EREAREATENER TR EERE.

&
« Amazon Cognito &3 3R
- OIDC H 5 #BIHKIR

Amazon Cognito & 3 3R
AWS Management Console
#EE Y Amazon Cognito FA&EEE 5 % 3 5I5RIR

1. £ https://console.aws.amazon.com/verifiedpermissions/ FARX " ERFEHER, LA, BiE

B BRERE,
EEQANEEERT , 1BE (55 8BIHE]
BIFE Y 5 5 8BI KR,

£ Cognito FAEEEFMER S |, BEAWS B XA F 2B RNERAEERE ID,

£ [(E2HEE) AR | BERRRN [(E2HE] HE, REDER Amazon Cognito FAE
EENEDSEER RN ERER,

6. MRELEHEFHEEREcognito:groupsE s , B [BHARE] H&E [£A Cognito B
fH. BEREAFSHEEFUIENERER,

7. ERAFRERAEARET K ZERETRIAFRERER ID,

o & w0 DN
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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- FERFAFPREREN D, HEE EZESEEHAAFRRERAEX DN AERENS
BRAFRERREN D REFEAFRERER ID. EEBRCHEBNWAFRERARZERX D,
ERERAFRERER ID Z2M [BR).

- MREBTERFAFREAER ID, TRETHRIBIAFKEAER ID,

8. EBEBIEDEIIKIR.

9. HEZAUUBER Cedar BEFN B D EBAIRFEEMBERNBEZH , ELAXENEER
iR | 3 Cedar MIELNE P RBIKFFAEYN EEER, FEHIANFEEESLEEELRER
Cedar REIFSRBHBM. WFEH Amazon Cognito R BHHEE Cedar TEB M EME
7, BSREEEBERNERFER S 2B HRE,

BRI AP ERHNFRFRER , ERENERSEAHENEAEREETNEAEBNE I
BUGHBER  HPENI2HEEEREREACAERERML,

AWS CLI
& E# 17 Amazon Cognito £ & &£ [E & 253 5l 2KR

IERILAER THIR, EEEN 5 5 BICreateldentity IR, 5 EHI € E I 7] # Amazon Cognito
FREEEENERIFS SN G 5B TR,

T%lconfig. txtE 2R3 E Amazon Cognito EAEKENFMER , Aftan S M --configuration
BEFEM, create-identity-source

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp: :UserGroup"
}

AA .
mT

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
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}

--principal-entity-type "Usex" \
--policy-store-id 123456789012

"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

HIEA B ER] Cedar RPN F 2 RBI N EFREMBEINBL 28 , BLALEREEELR =
Cedar fEZHN H 7 BRI RFFRLNEHRER, SBHRNHIEEEXETEEERE Cedar RE
FSRNEBME. MFS Amazon Cognito B BHHEE Cedar TEZBUNFMEN , F2EER
BHEAMRAFERS 535 KR

EeR AP ERNEFRFRER , CRENERSEACNERAEEETNERERYE , EY
mREr  Hh SN2 RERAeEACRELEEBL,

MEERHHERBNMEAEFER Amazon Cognito FEEN & 2 BB AFFHEFA , 528 Amazon

Cognito FE ASIEEFHEA Amazon BEFTAIRE,

OIDC & 4 & Bl 2R

AWS Management Console

EE# 7 OpenlD Connect (OIDC) & 458 Bl KR

1.

o ~ @b

£ https://console.aws.amazon.com/verifiedpermissions/ BBl "ERENER,, TiBE, B
B BUERTFHRIE,

EEANEEERT , BE (55 8BIRIR].

BEEHHHEBIRIR,

Z1E TH\EB OIDC RBEtE,

FERTERUD , WA OIDC ZITENMBU, flin , ERRMUBEMRMRSE. XELB/MHEM
REEEEEANREHEhttps: //auth. example.com, B EITH URL HBE LFEE
OIDC #EXH., /.well-known/openid-configuration

ERERERED  EELFERARXRIUETREN OIDC IWT HE, MEFMER , F2
B EREHERAREA P ER S 5 HEIRIE,

T (ERAENBEEES P, BEESRIRENEAEZERNERAEES. FAEERR
BRAGERERN —EER L SRESERE OIDC RHENFERAE, User ZHHER—EE

\

¥
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10.
11.

Bsub , BERBEHN ID RFHBEGHE , & ID RSB TERTESTHNEROME —ZEBAF, XK
BiE#R OIDC IdP WA SN EEENN ESHEERR,

E(EAENFEES )P , BEES/RFIRENFHERBNREES, HHEREFEARAEE
BORXR, HESHSHEZHER, Group EER—EESgroups , BERBEHN ID HE
HER K HEPFEEEFEcERNTSE, JSON RERIRNERAERERBFESR, RAER
OIDC IdP A I EHEEEMMN TS EERA,

EHRBER K AALFTEBRERETREBRPEZINAF IR ID HR URL (R
B)o

BIFRN B 5 HEBIHRER,

EHENEBER | F Cedar MBS D EBAIRFEMELNWERER, SEEANTBEE XA
TERET Cedar FRAIFSRBWEBM, WFER Amazon Cognito BB MUY EZE Cedar T EE
MWEERER  FEREEBRRNFER P ER S 2B B RR.

BRI AP EREHNFRFRER , ERENERSEHENEAEEETNEAEBNE X
BuFwiEr  HPENFI2REFESEAEAEREEBM,

AWS CLI

ZEE OIDC B0 EBIHRIE

BT LMER "THRIRL EEEN 5 5 BICreateldentity R, TFIEEHIEE Y T % Amazon Cognito
FHELEEENCRIFS 2N T 92 BBIRIR,.

T%lconfig. txtiEZRIZE OIDC IdP WEMERR , AMIESH --configurationB & E
M. create-identity-sourcelt&EfIE A ID EHEYL OIDC & 7 BIHKIR.

{

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"
b

}
"entityIdPrefix": "MyOIDCProvider",

"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
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}

T5lconfig. txtiEZRITE OIDC IdP WFHER , AMIESH --configurationB & E
. create-identity-sourcelt#E & AFEREBZEIL OIDC & 2 & BIRIR.

{
"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {
"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"
1,
I
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}
e

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

EETUABER Cedar BRTHNH 2 HBRFREERNBEZA  SXALXEFEBELR =
Cedar MEZN EHBBIFMELNERER, SBERNIIEEE X ETELEE Cedar RAI
hS2ENEML. MFEAK Amazon Cognito B BIHHEE Cedar TEBUMNFMEN , F2RER
BHEARMERPERS 5 HEIRIER,

OIDC & % 58 Bl 2R 82
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EREY AP EENFAFRER , ERENEREENENEHAERETNEREENE R
mREr  Hh N2 RERAeRAERERERLE,

#m¥E Amazon ERFEMEF T B 2 RIR

BRNMERY B S EARRZEZREBECHELS Y. WRENFERTFHRESBHEREEN S 285 3R
BN , IR, EL4RERNERGEBER | URREH 5285 RN E,

ES -]

« Amazon Cognito I EHEE 5§ 25 KR

« OpenlD Connect (OIDC) & %58 Bl 3R

Amazon Cognito Al &£ [E & 2 KR

AWS Management Console

B REHEBFEDACR EERRES 285 RIR

1.

9.

o o M w DN

£ https://console.aws.amazon.com/verifiedpermissions/ BIRl "ERENER,, TEA, BE
B BERTFRIE,

EERNSEERT | BE [H5ABIHR].

BEZREEN S 2#EBIKR D,

BERE.

£ Cognito FAEEEFMER S | BH AWS B WA 50 HRBIRNEHEERE D,
EEXSHEEFMHERTD  BUUEMBERENERER, RKE2EFR Amazon Cognito £
EEENS S KEHETEMNWEEER,

MREEHEFEHEEEcognito:groupsEs |, FB7E [BHHRE] HIRE [£/A Cognito &
fH. BEREATISEEFUIENERER,

ERAFRERARARID  EERERIAFPREARER D,

- EERTAFPREARER ID, FEE "EEIERAANAFKEAEN DN AERFENE
BRFimEARER ID BEHEAFRERER ID. #EBREHTENAFiREARER D,
FEERAFIRERARER ID Zi2MN B

- MREFERFAFKEARER ID, FEETHEAFREAERN ID.
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10. MAEVFHFIFFENEREE AL AEMEBEENERRRENNESREFE,

B LLGEZRE S D REBIRIRZENVESR | REBFMERS 585 R RMER S 2B RF. EXFH
fideleteFEA , REBE [MERS 08B HR] LAHESE M BR & 2 58 B 3R o

AWS CLI
EEEH D HBERAERERE S 2 BB

BT LMER TRIRL EEEH 5 2B Updateldentity iR, THEHEEHIEEN T 2ERBIKIR |
LAME AT E# Amazon Cognito fER & EIE,

T%lconfig. txtE=REE Amazon Cognito A EEEMNFFMER , AHH S FH--configuration
S8 MFEH, create-identity-source

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

AL
mT

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MREBEFRRENESHEERE | AIXAETHERERUERRREMN TS HERE,
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OpenlD Connect (OIDC) & % 38 Bl 3R

AWS Management Console

B OIDC & & BIRIR

1. ¥ https://console.aws.amazon.com/verifiedpermissions/ FARX "EERFBHER, A, EiF
BBEERE,

2. EEANEBEBERS , BIE [528BIRIEF]

3. EEREEHFEMNFHHEBIRIEID,

4. EIEFERE.

5. & OIDC RtE&EFMEAY A REEZLFHTE URL,

6. 7TE [#% Token EEFHEZEBIERBEY P  REELEFAENREESHRAFTHRESRE
HYyENRN, SEERBA %, ZXEEHMRANGEBHABY  TeEAEZTINERE
B,

7. EHREBEF , EIBREEZRFBITHERE.

8. EHEEREFEE.

B LLGEZRE S D REBIRRZENVESR | RERBFMERS 585 R RMER S 2B RF. EXFH
SideleteFEA , REBE [MER S 08B HR] LARESE M BR & 2 58 Bl 3R o
AWS CLI

E# OIDC & 738 Bl IR

AT LAMER THRIR EREFH F 5@ Bl Updateldentity iR, oA S EFHIEEN F 5B BIHRIR
LUERTER/Y OIDC Rt #E,

T%lconfig. txtE 2R3 E Amazon Cognito EAESRENFMER , Aftar S M --configuration
SEFEM, create-identity-source

"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"

}I
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3,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

}

DA
T .

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

MREBEFRBRENESHREER | AIXAEHERERUERRREMNESRERE,

B HEDR A R A A R & 258 B SRR

BURERREBELSGDHEA KR EERUEFERE , X4 Provider EHFHBELNRATHERBHE
R, BRAEBYMTHEFAFRHENEREL. EREEENE-HITESTIER

- AT EBKBHIEARBEREZBIER
o MMAEEH ERFEST T BEFEA Amazon Cognito A OIDC = h# &8
- MAIFBEE S 5B RRENEBIER

EBL|I EXREER G DREAIREN AP EFERAFHENRAUFKRERNEER S 585 (ID) Token
BUFBHEEERHER., BUUAERAESRES OIDC Token FHVBMRM 'CBREENER, X
BUBEACAEBENGERER, 1D SHRED  CRENVERSEHRFITRERNES. &

THMERT , BOREEEF B4 Amazon Cognito ERE EZEBHER -

- BEREMRIZEARAFRERFRAFRE,
- BHRERFBTHENERRRIERSECREAEES (RBAC) 25,
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- BALFERAERENER REST API, AWS SDK % AWS CDK.

= EZF A Amazon Cognito 5 OIDC &7 #&BIIRMHEE (IdP) A CRIFN ITBREREFHNE 2

KR, BHEBRRAF X EEERHEBY., REERIFIEHREN TSR ID Token HHIIER
MEEFEBHEAGZEBHER , ERAUURERE T, MREELRZEE BB RFEBERN R
RAlfFmK[E , BIAZEH Provider BB EEBER, ZHEXN X EHERREHEFTEEIENE
#8|sAuthorizedWithTokenzfBatchlsAuthorizedWith 5 & API 583K, A% , BT LAE AR HE Token
B RBEER,

MEERS Y CRFBHEREEA Amazon Cognito ID MEFEERMNEEMEN , 528 Amazon
Cognito B A SR HER Amazon BREFFARE,

&

- ERAMENENIESE

- # ID SHERHFFERX

- REFHESHE

« Amazon Cognito B2 BBV E KRR

EERAEH e BT
BIER L M BT

ESHETHERES  CREVEREZHMRF I LT, % ID TERED , EREBAVERSZ AR
NXEBM. YREE CRIER] TREPEYUNFRIERE  REZANEHRAFRESRE

RESDBBIRER , YEREGELBHERFTIEN ID Token RENEAEREEB Y, FEEMRER
EARENEERESHAGEEIUES (RBAC) AE® , BEFSEBKAMEEHEERAIRER

%o

TEESOHEBIRRBE

ERE [CRFENVER] TRAPEISHBRRER , TEHTABUEELALE, SRS LR
DEREFREFRPVREIER. CALUATELBUERERLE , EMARBERTHLAHRIE
LB,

RBAC TEERBHHEM

57085 RV E B R BURA SR8 & 2 BB RS AT 2 M N EREB ., 5285 KRS — @
EFHEECREEREE IR FAEEHEZFAEREE, SLERURER S P H5 RFHEREN
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B, BTERREREES  ERATURERAY  £AGHFEUES (RBAC) BEAp | stEERET
RREEKENBEEAENBEHENTRESRE. & Token BARMEEADRE T KB EFREN
RELE, XA D THNAFBEESARAMEEERBIHEMNFRES (ABAC ) RENAFNE
B. REFRSHENLETXEHEGREN OAuth 2.0 B ENER , ELEETMURHEKRBRMHRE
FREAAGEZEFES  EFEETHEARRX

[ERFTER] TIEA P A API Gateway M & 285BI RIRRE] UK [BIBXRE] BEEHK ID
Token EREMGHEBER, SBTHEZAWIFML, EERFFEFIERESEHEEFEREL
B4 AHE JSON B THREFEETESR , WHE CommonType B, MEFMEN , F2H RHFFHH

Tho

OIDC FEEAXESERN

#iE OIDC MU ER , EUUREEHRERAUAFKEFEAEFEKNEERHN ID NFEER PR
HEEEHE, CRENERTEBUATIBANFHEES !

1. FRBFREZEH : "groups": "MyGroup"
2. LD FBIEE : "groups": "MyGroupl MyGroup2 MyGroup3". S{EFE#H 2 —EEE.
3. JSON (%% % F@) /B : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note

BEERSERBEVEZRATNESEFREHRES —EEBNE, EEKEEZERF TN
BEEBHRERE B K FIMRIIBRESTHNZER, Bl , BX{LEMy GroupRHIE
#MyGroup.

EERsEE

FHBEFHERS S ZARBRREEAN S NEAR S 2B RFHEEBPIN —BEERE . B2
BRIE ID ERFEER ., FH Amazon Cognito &0 BRI , B AR APl EREBERFNE
RFREREMER, ECEL AP EENRAFHER K SXRBRERSERE ID RFIVERNERRE,
HEASTECRERREAZRAFEHRENEBIERBEM , AR API Gateway APl iy Lambda &
]|EE. A OIDC RIEER , BUEEHEBES o BAIRFRZFEMER, SILLERE ID HFH
ER, MENZESRZENENBEERECHNBRERETRE. BRRNREFER "CEE
R, #HE&FHN ID STHEBHESMAZIBMETZS  FEARSARZIBEREERENTESE
B, 8% Token HRFEZRENBZHREBENBRNGEBIER, THEERHA ID MEFRERBER
AERENERASTR.
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Cedar RTEs T E—EFHFIER

REBESUEUNEXSI AEEHARB M principal .username, EAZEIFFREH

FEEF (B ., W) TREERESEEASBINERLT , "ERJER. BLEH
#rprincipal.cognito:groups®context.ip-addressZ B RHFE, BLBERAEEAERH
B IESRAEST E R principal["cognito:username"] X context["ip-address" J{bLiEL4F
., ERFA_RELEEBINERTT , LR HERNKE —FEREF TN

LEA T REHAI D EHEBER M TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,

1,
"email": {
"type": "String",
"required": false
}

LFA N AR B D S AIB BRI TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
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"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

ERIRL SRR R < BIEAVEE BRI TR

permit (
principal in MyCorp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "aliceeexample.com" &&

context["ip-address"] like "192.0.2.*"

A% 1D T RS RN

BRERREE ID SHERESAFNEN  MNERNEE  aMVEAXSER , MNBRE
Bo ID THEERBEAEIEES (ABAC ) REEEPZEMH. ELAFE "CREER. RBRLFE
RKOAEDWEREIN , BR85S 285BI HFZEE ID Token,

Amazon Cognito ID k&

Amazon Cognito ID FHEEAR AXZE OIDC EfREERNE, M@ BHEMmREER T OIDC HIh
BE. ZHERAREX ATLUEIR Amazon Cognito fFRAERESETE AP RIESFHAERRETEN Ul R
ERRERE, WEFHMET , 552/ Amazon Cognito Bz A EERIFRYE R AP ik 2,

Amazon Cognito ID < h#75 F kY &8

cognito:username  preferred_username

EREERERBNER.
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sub

FRENHE —FRERBIT (UUID)
BHBcustom: BifRH REE

BEZAFMBMHMNGIR , flfcustom: employmentStoreCode,
BREZRE

=% OIDC BB Clemail M, phone_numberBEEZEE ,
R IRERR  HhaSRERE 2.

cognito:groups

$52 B OpenlD Connect #1: 1.0

ERAENFHEKNEER. TUACAERNFIIRG (RBAC) AERNREERD K HELEER
B RAIRFHERN B S,

RERE

BRTEAFHEMY  BEETHAAFMESELER Lambda fEEERM. TRMEZHBLURE
B  BFREEFEESER , flltenantTHdepartment,

ES2EEH: 2R Z Amazon Cognito BEMNBES | B
Hprincipal["cognito:username"]18EBH., A®EScognito:groups Ltk BIH B 7R
M. CRFNVEREZUHESHARTEEZFAEERNEER,

2F Amazon Cognito £ EK[E ID BREBNFFHER , 5526 Amazon Cognito Bi# A SR+
MIEEA 1D ML,

LTRRAID THEENEBHERPNE —&, HP 3 Amazon Cognito EEE
Bicognito:username, BHiJE#&custom:employmentStoreCode, ZEERBMEEMR
Bfemail. tenant

"sub": "91eb4550-XXX",

"cognito:groups": [
"Store-Owner-Role",
"Customer"

email_verified": true,

"clearance": "confidential",

"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",

e D 21 57


https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html

Amazon Verified Permissions EREER

"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",

"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "xl1llapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

{5 Amazon Cognito fEAEEERI D BAIRRE , B EERERRPEENCREFTH
FRERER, IsAuthorizedWithTokenA#% , EMERAITMLCAEZTENBY | EATEZER
H—E0., BRNEBERSERE /B RENTEERMNEBMYE  REEBOLUE Cedar RRIHZHRIE

LEM,

BHAEERR D ERFHEESITENFEEREE, AREEXRY , CRENERSSHESES
MNEEXEHEEZHEBRERE. £FRAG , EUSAFEERSRAT2RE,

T 5 EHIRE R [ BR [EER B RER] B IR P EHHIFRE Token BN, MEHFEEHEEBNE
ZEA ,FSH O £ IJSON ERX TiRELEESE. URENE DB FALERET TSHES
Buser , BB LI SELUTHIEFIAIEE |, 32 Cedar AILAERELEM,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
},
"custom:employmentStoreCode": {
"type": "String",
"required": false
},
"email": {
"type": "String"
.

"tenant": {
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"type": "String",
"required": true

FHFEBER R Amazon Cognito BMR , BRI LUEISEELBHNEER,

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

};

OIDC Bl iS R

FEAMRE OIDC #E&M ID A EFEH Amazon Cognito ID BB AKME., TREZEEREE. &K
IdP AJEER 2 HIEE OIDC B , IEFBITRBHER, ELE [CRIEER]) TREPBRIFNERAE
TREEE , WA SAEFE B ID Token #18 OIDC HABRIRIE , RELATUFBHSENSEHEEEH
EBM, ARERBNERTHME IdP WEBMHEBER , Rt E&XARBLER,

WEFMER , F2E EUREERFAFHE,

LT 2EHR OIDC & 738 Bl 3R 2 IR Al 17 1 [ 1Y S8 Bl s A 1k

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
},
"email_verified": {
"type": "Boolean"
.

"name": {
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"type": "String",
"required": true

iy

"phone_number": {
"type": "String"

1,

"phone_number_verified": {
"type": "Boolean"

}
}
}
}

THIBRERAR OIDC REHEFWEEKE,

permit (
principal in MyCorp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,

resource

) when {
principal.email_verified == true && principal.email == "aliceeexample.com" &&

principal.phone_number_verified == true && principal.phone_number like "+1206*"

};

BR 5 5 8 & b

ERENEREERTEZHEABFENBUER E T XBEUNNFRETEER, RTHEKEER
S\, 1dP N EEER A REE S B E API FRMEF. EEAERAENEHBEEG ( RBAC ) HIRER
B SBATEEEER, KABEHENSEERMINFRERESNREREZEHNN THFREBA

8E,

B8+ Amazon Cognito B k&

Amazon Cognito s S EE AT ARKENER .
Amazon Cognito FFE &RV E A

client_id

OIDC EEAMAFHERENELNE. FAAFKID, "CRENER. TURBREZIRRE
RAERENAZFAFIR, £ machine-to-machine ( M2M ) s | BERRXKEAEF KRBT
BER , WIREEFIR ID NEEELSERE.
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scope

OAuth 2.0 #E , R A THEAFRENHEER,

cognito:groups

ERAENFHENEER., EUACRKERNFEIZRE (RBAC) RERNREEREE D K HELEEHR
B ERAIRFHERN B,

RERE
TRIFIER , ERACAEREINBEEL Lambda R EFEHTRBRMENES, TRHLE

BB EER  BREEEFHEER , flitenantHdepartment, FEFHNBEERSEE
#9 AWS BREEIE IR 7N,

WMFEAR Amazon Cognito EAE LB FEEREBRIFMEN , 5528 Amazon Cognito F# A &S
PR FERER,

BEEECSHRI|FFUK , Amazon Cognito FEUENEHEZEARYH. SBTENBMERAERS]
Fcontext.token.attribute_name. AT RBIFFETEE$Eclient_idMscopeEHA,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
}

THIEFI BRI R AR [ERFER] SBERTEGFEEMNEBY, NEREENEBNESE
A, E2E () £ JSON B MRELEES.
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ERAEER

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
},
"resourceTypes": [
"Application”
1,
"principalTypes": [
"User"

iy

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

.
"client_id": {
"type": "String"

3,
"type": "Record"

PR &4 5A R b
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ERAEER

EHEBHR R Amazon Cognito B1E#R , BRI IEVSEELEBERNEK.

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)

when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")
};
B5t OIDC BhfE & h&

R EIEB OIDC REE W X Z B EFEER EREE Amazon Cognito FEUER B 4] — 2.
BEZECRIERE  OIDC FIERSHEZARYH. SRETHENBMER LA
Hcontext.token.attribute_name. A TRl OIDC hE S EZERHIEARER,

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"

1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",

"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",

"username": "alice"

THISEFIRE RN R [EREER] HEHELPEMFIRERNEE. NIFREENRBNESE

A, F2E O EISON EX TRELEBER.

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

}I

PR &4 5A R b
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ERAEER

"resourceTypes": [

"Application"
1,
"principalTypes": [
"User"
]

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {

"type": "String"

I
"client_id": {
"type": "String"

I
"type": "Record"

ERTERHERURER |dP Bz ® , SR 2 REB MR,

permit(
principal,

action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"],

resource

PR &4 5A R b
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when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")

};

Amazon Cognito & 3% 7 R Z AR B RFIR

BB R EF A1 BF | Amazon Cognito RN BB EBHLEE
#cognito:groupsifcustom:storeBRELETHEIBFE , MEAKF . tEARE 2 BRFHE.
EERXBARANR. fln, BB Eprincipal.cognito.groups®cognito:groupsERA%
el A, #HABTUBEEALER  ERMEBEFERERECKREEEBIHAMERL, FEEHKR
B, BB Eprincipal["cognito:groups"]F#cognito:groupsKAHEIAH. % TEBRIT|H
R, IREACEAELRRE D B BBELENEBERERERELE,

& B LATE F B2 ST MY AE B3 IR A Amazon Cognito &2 B RRMBUER FEEF A B AR, BREMHE
fEEK OIDC IdP , BARREEMERRAPEARFRITMHMIEREF T,

LN EBERE . FaNESESTERBHRER cognitoRcustomWIB S EN FHE , T HIEHI
iR -

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

}
}I

"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

Amazon Cognito & 5% % F@ & B Y B R R 99
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}

1,
"email": {
"type": "String"
I
"tenant": {
"type": "String",
"required": true

ERLEXNEBEL  ERUEYERMERENERER , MTHIEEHFR

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};
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k)zmﬂﬁ@ﬁﬁ*i_ﬁnin-l_&*g*iﬂu

EfEREEBEBARXRER Amazon REFFAIRBE , F-FPEVAREISREREX TREERE
#, ERURNERSRERAREZHTHEFRE SQL BRI API R RFAHKRFAREARE
ANEME D, B, EEXEERAERRAL  FEREEAEEERAER Ul PEZERFEX
FINRA. AR, REBERORTENEIEES .

ERMERTH, RERRACHNEE , m:

« BRERRMAE? AR EREAR? flin, EREBVUNRERKRH?
- EIBERETUHASEERATHLERE?
- FRUNMHISELMER?

- BREFECRAERERLERNER (Pl "EEE, . "THFE,L = "ReadOnly, ) , ERER
BYVRHBRERREH? SEMEHZ?

- ERETEZBERER , HI N1 R AR REY ST ?

- SEHAFERFEVLEEENEM ? flU , EREFTEIHFTRTUAFERNABER , U2RKE
RENER?

- FRAEREAET MBAECHEEACHERZN? ERERERR?

?‘&IIE

FRENGRGERBAREEE  CERTEIZHEE, BR. IF , UARTARKLENBEY, EE
IEBREE Cedar ; "ERFER, BRENBRAIRE. MK ZHNR , €8 LR EHERRIGTHR
B, MEEMEMEGRE —&  XETUERERRT , SN EER, BEER , ARERTDMR
EEREEEMPTPEINAESNERERD, Cedar WRAHTBEEMEUMEEENEFER , MT2E
EERTER BB LTS Cedar WEIE. it , BAAFWAFEREEWNN THREIKEEEN
RETEo

REPRHEAMMAETRARE,. FEIENSEE , URRSEACREERNREFELIRSH —KIE
5lo

BRY WERIRMHZERISN | BLEER Cedar HRESESEERTHNREME,

ES |

- REREH "IERHE, BH
« BIER AP EEUANEIR
- EEREREEN
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- ZHFZE

- WRTHEE  FEARASHE

- BEERBFEREEET

- BESREHEEFRBEREDH

- TEEBHEFBRARER

- REERTWEEER , IYEEREMTEPEEER
- ZREMRENEMFER

REFE "IEHE, RE

ERRGT—EREREER , REE-N , H—NERER. TENEARERF ARt SBLRNEES6E
ATENREER  ERALU, fln, ZBRERERIFENVRTAR. ELEE Unix WERRKF

BYEBRE  cTEEDERARERRNVER, ARt , EFZSEMERRBNASHR LERARAR
B, ERSEAHRENRVER. EMERERZENN , ERIURREARAREILAER.

REMRARNERESIFEHYE  BRZIRBHEAEFAEEBRN T XUREEUFRHN SN GRE
BERRWR, MRENRERBEREHRTE-H , BETEKII,

ERRATEUMENERAERBRERFTREIAUEEEESHERAN LR FHANERER.

SERN APl ER LN EIR

ERZEEEHEENERERY  FAEREUEARIXENEREE, fl , ERAFEARER
AERESSERRRATHERNERKRATWEE, ER—EREHN 6 SEMNERE K mREKEERMN
#®is APl B214E,

Mt T, HtERENEAREX (B2 Web IRT) BESRET AP EXXRSFHER, flan, R
Web R#EIREE BH APlcreateThing() , AIREER TS ERHENHER , actioniE Cedar
PinB AcreateThing, EEFZERNTHER , Y EZREMRER, EEMMcreateThingfE
¥, BFZcreateThing®B R, FERRBHE 6 HE?

raRE  [CREMER IRATHAFRFOSEEN AP BESRABENEE. ER—BEAN
H¥  SEREHENLEEN APl 2 HNEERE,

B2 , BB API RENFETRTNZEN , IS API AREFEEERRBHAE : ERERA
B, MRBZE AP 2HHERERNEFRN , IRKEESTRH#NERELERNVIRE | WKt
EEFEG
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plan , BRERBERBRENEAER K. AFALEBRE  HP—ER:BEERBLRERENSE
RAREERK, BEEILEMEBSNRESREAME API X :

* listMembersOfGroup

* listGroupMembershipsForUser

EFANEARP -—HERRREFEREER. Rt , EREESXARTE , UHFHERMIEERN
FH, MRELBBEFMIN AP RERFREMASF , FIMUTAR | EE—TEH,

« isUserInGroups ( ARREAEAFREEBR —ENZEHEME API)

REZEMNBERE | It AP EFMEZARRHEREERNER  KMPHRREEEROVRE
HYREPR o

BMEBREZE APIEE  MEFEIRERENNERRHBEIBERX, SUSLERAEHEREER
O SEEMRER , HlMlviewGroupMembership , =B API E¥ W E —E#H L BESEZEERE
PR,

APl £7& AT

listMembersOfGroup EEH BN viewGroupMembership #RR
listGroupMembershi EEHHAFMviewGroupMembership R

psForUser

isUserInGroups EEYHAFMviewGroupMembership #R
EFHERE—EER , RREESTUNDZFHRAFEXSERNTFEIUE , ERATERKE, FA

Bl , 36 AP REREBLRCHHITREFTENELEER  YEERSHERFERISAERILX
B, VER K EWRR—EEMNES , LARENEEEX,

BERERIEEN

EE-EAEED (flnE-TEABRX T ETNRE) FESEENREEARYEREANZED
i, REREEARE, fln  BERBEERRAEINFEZTRFTEZETEANER : KRB &
MERERMEED, BERNEZEREHNED , AR TREBHERESNED (RERARXME).
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MRERFGTERERENHF |, AMRERABERBERRELACERREEA DHEN, (8187 A8
HEREMNERNTAERNBERER, BRL  CRAESEEURNENLELEHENRERER
BR. RURGTNREREN —EEHESER  ELRERASBNE/BER , BNESERE (W
BEXMH ) TUEBEHNETRERERT.

RLEBECBRENS—BIEAR , EZH2RARTHERNERES, EE—EHEMB &K, EhEAETLUR
FHEANKE, —BEEENTERRTRAZGENETMANER, ER  NREFLEAFEERAR
AN EES ? E5IAT —EEFHRE , EFAFNERLXAREREER, HEETHILERE , &7
BEIAS—BREEERAENER  UEECAERSTUMEEEMFEARNBERHE. EFUEER
ERRREMEEHAK K BAERXLEAFATERNWE : FUEEFKKENEEEEFANE
R, WEHEMENERERAEEFEMENER, ARN-FRAEFEFE  ERFERNEENESRES
3, SEaRITE NN EEED .

MREBRFBACBI THRSEERNRGTE K MEETEFRUNMELERER | AITRRALHES
EHERERS, EEEFERT , ABBKREIBAZEERNRERERKIFRT R,

ZHFEZE

BRRRERREARAHSERTF (ERALEREANEEIEAF) £/ , AiEHE Amazon BFE
ATARES, EREREERCH , BAFESHFRER, SUUE—EXARAFRETEET PR
X, ABERRAFER—ERIERE,

1. —EXARRAEFRE

FERAFLAE-RATKE. BARAGSHAENEREEELARIEHE.
2. SEMAFRARE

SEEAFSASANRATHE. EARKERBRHBERNAEA  SHTENRAFHEL

HATRERE,

EMERBBTESREZMHRANRERZR , EELBRURSHEMREELETE, AWSHE , W
], BBEE , {REERAANAIERETARAVITENE ? AT RAREAREN SRR A SHFRERBHE RK
o

AP R AR

HEEEAAFNBEREEtGEFRHENRZEHFBEBREEZ, EBEAEBASFTECHRAFRK
B, AsEASBEECEYNRAE.
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ERAEER

RERE

BaERESERAFRAFARENERPHFERFHRERSR HREE# B REERNEABA, £

RAARARAEHRER A AAEERBESERABRNRAUFKE ID.

BEANGRERERE

Sy F RS AN R A7 i B s

SIRBREE

reESERAFHREFEN—EBMNRTNEBENET,

BARBRESRLELgRAEAESEAREA. EE2E8RANENERERERALANESERA

FRAFREEREMAMTE,

HETH

REFBEASRENERERNERPIBRENRURATE. EEAFTBEENBEBER LA+

R , MEREBRAEERE

AR % & IR 2R

ERFENERESERNERRENE , Teax e

ERECHE.

B HE AR ERENSEEA S RAFR
ELANSERRFRAFRERET SEZESEETACHRENERER.

ZEBEI

HAFRAlFREE

REERRE

SEANGRHEAEE

HARREREFNIFER
1

FZ, Mustinclude tenant
identifiers in policies and
authorization requests.

{€. All queries target one
policy store.

{&. Must make one schema
work for all tenants.

ENZHEFPRE, MEEGHENFHEESN ,

THEEEERERHMEAFRENEEMAMRTE,

T
W
&

BEAAFRAFRESRNT
1FE

K. Isolation is default
behavior. Tenant-specific
policies are inaccessible to
other tenants.

%, Must maintain
mappings between each
tenant and their policy store
ID.

=, Schemas and templates
might be less complex

AR RAFERENSEERFRAFR
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individually, but changes
require more coordination and

complexity.
LIRBKREE {€. All policies are globaland &, You must add global
can be centrally updated. policies to each policy store in

onboarding. Replicate global
policy updates between many
policy stores.

HPTH &, Mustidentify and {€. Delete the policy store.
delete only tenant-specific
policies.

R &R ELRE &, Tenants share resource {€. Each tenant has

quotas that affect policy stores  dedicated resource quotas.
like schema size, policy size

per resource, and identity

sources per policy store.

AR E
SEZHEAFEARKSTRE. EMHEBREZYN , BRALRERE AREEBAE.

MRENEARXTIFTERABABERR , MACRE-S2&85RE , AIFAHEAFN—EXARA
FHRETERSREMNERIR, ERTUAHIRERENSSFRREER, A EXAHRAFRERS
REAFRERIN I, RARARXTEEMBRABRARERAL

B2, MRENEABRKXSENZSAEARERL , SIEAZES2HEEIRE , MSABAFRAE
HETRSEREN. BUAERSSEERFERREIAMSERRZREN FRRIREHAEBEARRNEF
B, BHEAEASEMBEREFREAERE ; 7 shared-policy-store IJRIEF | BAHBS K I MIBRAEBAL
ERAl,

R ATRE , FRIEAR A E

BUREIE R Cedar HERBH 2 EN —HopermitHEforbidBRBFZMERE M,
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permit (
principal == User::"e3527bb8-f74a-48da-818c-f7e6ef79bf7c",
action == Photo::"readFile",
resource in Album::"615e85bc-f03d-4915-b4eb-4c184b8da25d"”

)

when {
resource.private == false

5

BRMEZBEAATHIEE : principalMresource REETRE, ENE "CRENER ) B /FEA
MRS, MEFERNE N , #MKE NREEEBEENERREFZTRNESHERER ,
ERLFERABRRER , UKHEHNNEZESEEZSHEHENERLIY.

BREPEY —ELST2HEENERFENAERBwhen A, ERMARSEREET TREEM
[REISIRERE. Sl BERFRPHNARBRBEPTBABRE—FRE  LARDNEERR, FE
BE, TREREAHRA  UREEEESERS HEEENEEREENTHR, MRt , EBERAGT
SR , TENBREAERGTEABRERAEERAENE - R —KHE,

FEERSBFERSHT

EERGTRERER  SEDHFERSARSEERMEE. ERENLENEFviewFile , &
AUEATENERRER : BEEXMH , NEATREXHRANNHES. BR , HZEE
fEcreateFile T AER., BEEBUERNINEK  CEEAIBLEER? ETERXMHES , RA
RN FETFHE,

ERERAEZNER[EN—EL 7. ERAIZR—EIERHE, ERFERFE , W4 FF &S
EXREGRARERNER. BRARERBISEERBLEAFEREBARSRET , YATCRERELS
ZFEERAOEI, fl, MRRETEFEERR , IEUERNENTURLAZRERNRNER , B
RERERILHMERMEERNLE.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource == Folder::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"
);

BR 6 MRRENHRELER ? HAER—ELHNEFIRFE , ZHMARFEERNERERFP, EE
BIERT , MAE—ELTXANRBHRESRLER FREWERURIRT G ? £FFH LM

BITBERBARRR 07
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RRMEEMEREFIRFRAIRYH. HR  F—EBSNLTX . EFACHIRFRR. FHit , tR%
AERRANRBYERNASR , WA ATUERL T &6 R FARER,

// Grants permission to create files within an account,
// or within any sub-folder inside the account.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

BR , MRRBIRFEER ? SANEERFTEFEMIERE , MEEREPEIUMERS, MRR
B, CREE-—ERRREMNEFTUERPEUIRFHRINERR. ERBRRBRRRTIRBEEFES—
EREE , WS ES "REBL . BR  RERBFEERM , URNFHECTERRE , BRAERF
FR%E,

HRIEBHEAREN  EENRREBESRLERNOT

System Root

Account 1 Account 2

AN AN DN
[File 1] [File 2 File/e.] [$ 3) (Files) (File 6] |File 7) [Fite 8]

[ Foider'a’ | [ Folder's | | Folder'c | [ Foldern' |
[ [

ER—(EHFIEE. HttAtLRENN. BEXLENR K EFRAEEKBLEEEREF[N LT X F, EL
REATURBEN , flukFER , YARBZBHEM. ERIRERER  FHLIRELREN
B, MECHAUERBEREE P ENRRENERT.

HESEERE R R B

EERGTEREER , ERNERz— , BIRYRERCEAENEARER  REAEFNERER
AT FIRFAERNESR.
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4 Account

customer _id: "12345"
name: "Jane Doe"
email: "jane@example.com”

\ J
AN

Folder 'A' ] [ Folder 'B'

7 7N
(riet) (Fiez) [rie3) [Fiea)

BMEBRERUERBESRER, ERAAEESENEAREFFBRED RSB ERE KRG H A
Fo plan , &I BLRES| A "RE, tRF , BEMERETURAAKRKER. Bt , £EEFARE
EREREINZEXEEESIRFHINRES. BREFERIRFNEEHRERGEMERE
i S AR E RS HFE— .

FRAERAES DR AIRKNERSSR , TNRHISEESEMHELLER, ETARENR , R
HMAUEER EZR THIRFAB[NWHEER , Ut EEPERFEXRAF IO ARENRHEER ,
FlanE ek Jane BV E F B4R B 8RR IE,

Rt , EARENBRT , EEBMNAERSET2EERERAR[IM , AEAFED "EREER,
"BER, CENBISREL M EREREER,

TREIBO 109



Amazon Verified Permissions EREER

/f,-",-" Permission to perform an*,f_\‘l

// action within the account
permit |
principal == User::"12345",
action,
User N resource in Account::"98765" Account
u1oagen \ 2 IS
id: "12345 T id: "98765
name: "Jane Doe"  [prosmssssssssssees ittt payer: User::"12345"
email: "jane@example.com" ) ’_.__-—"‘# email: "admin-team@example.com”
A -t
User e Folder's' | { Folder'8' ]
id: "56789" LT i
name: "Alice Jones" i
email: "alice@example.com" :,
1

:File 1] [File 2] [File 3] [Fi|e4]

/;,-“ Read only permissions \'1

// within the account

permit (
principal == User::"56789",
action == Action::"viewFile",
resource in Account::"98765"

\ /

MREZHEEWEABRINELIFALBRRBER K RMEBLERGTIRERERSTREEERSE. fln, R
E—BEANBISNERAREFCustomerHERAF &4 , EHREBENMEMEENEIR , 0TS HRS
BE—(ABREESRNEEER Customer Identity (BEHE , EFE4SE ) N—EEBNEEE
B8Customer ResourcesZ#&Customer Account , FAEEAECFEE RN REY., MESEE
AILAHAERId, BEEFRREType,
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ERAEER

// Permission to perform any

// action on their own resources

permit

principal == Customerldentity::"12345",
action,

resource in CustomerResources::"12345'

Customerldentity i CustomerResources
id: "12345" id: "12345"
name: "lane Doe"  [rommsssssssssmees bommmmmm oo
email: "jane @example.com” _‘},-*’
Customerldenti T
ty Folder'A' | { Folder'8' ]

name: "Alice Jones"

r

i

i

customerld: "56789" o i
email: "alice@example.com" i
1

LN LN\
[File 1] [File 2] [File 3] [File4]

i

[ Read only permissions on another

[ customer's resources.

permit |
principal == Customerldentity::"567839",
action == Action::"viewFile",
resource in CustomerResources::"12345"

);

TEEB M ERARER

BUSTFREGARBRE. TEFABUERRTIEREAS  SINMERF LBARS "FFAIAI 4R

B :

// ANTI-PATTERN: comingling permissions into user attributes
{

"id": "df82e4ad-949e-44cb-8acf-2dlacda71798",

"name": "alice",

"email": "alice@example.com",

"permittedFoldexs": [
"Folder::\"c943927f-d803-4f40-9a53-7740272cb969\"",
"Folder::\"661817a9-d478-4096-943d-4ef1e082d19a\"",
"Folder: :\"b8eels40c-fa09-46c3-992e-099438930894\""

TEEBUEPRARR
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K&, ERBEHERABMYE

// ANTI-PATTERN

permit (
principal,
action == Action::"readFile",
resource

)

when {
resource in principal.permittedFolders

};

EESIEREERERE HhEEXRTUAFIREENR) B AEFEHEENERBENE
Hii2Hl (ABAC) RE, ERNEH -2 , EREREHBREFRERSEENRE., EamEAIEH
o, EBHEHEATUAEREEERR  LAEEEEESEACLAE  UREEABHPRBIHZER

xR, W EHEEERRRREFIER,

EEH‘EE’J%—MJ—L BREERTEE—BEE-—NARE , BRERUser® MRAAFAUGBRER
, AIEZF R/ UserB iR |, UFHELEMRRFREBNSEARS,

Mkt , RMEBEEASEEBNRARKRTUERS , wFFEARREREEENEREIRIE,

//BETTER PATTERN

permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"c943927f-d803-4f40-9a53-7740272cb969"
)
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"661817a9-d478-4096-943d-4ef1le082d19a"
)
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"b8eel4@c-fa09-46c3-992e-099438930894"
)
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RENERTUAEREFEHEEMEREIZER. FHENERER. BESENER , JLEEH K
ENEZREBNTEZ,

REFEEFNBEER , Y EFERAENEPREER

RGTETRREEREN —BRBEERTERFEERZNTHNREEE | fltlReadMWrite , BRRE
BIEANENBERLEN. BEFREEFENFIES  IETHREERERNEAENZLE
BERS , vTLABREH BRI B R,

MRARFEAEREHUNVER , ATRFEETEMRNESR  TREEARIEXBNERERIREE RS
EREERMNER, Sl , CadHRENEDFERBNEARXEABREES R , TRERABH
HVENE. A, EFEEMRAUNRKRBE

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
// action == Action::"read", -- coarse-grained permission --

commented out
action in [ // -- finer grained permissions
Action::"listFolderContents",
Action::"viewFile"

1,
resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

ARTEHZEESENER K RESAERFENER. ER , NRENSKRERERREE
REESMMAER  EWREEHEUE  BRIRNRASBEFHRAENERFRIRE
BliReadMwrite, ATEBMLHE , BUNKBHNERIEIBEERNEST |, 6
tReadMwritefE A RIS ANEMFHESHE, ZBEAEEL L FRFASEIRENENE
R BERE , CERBBEABNEEREEABRRENES  URRABRARFEORR, EFF
RRRABSERE , TRRELFABHENER,

ZREMRENEMRE

BMBEESREREERAFFREEH. RERYEERAEREERYTAERNERN G E, R,
BT UERARBRBRYERARFRENRGT. S, SRS EE R —EXEH , HPRER—
RERETUFRNEREE, BRERNFEEAR , EURFENARBERERAETUEZERL
TR,
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ELEBERARESSEESIAREREHD, fiil, RERBENRBRWNSHRBRS (ABAC ) R AREEE
BREEE "HEASEGEMTE?  SERELEENRE ERRAANEZEEZTEHHFEESRE
NERRESMERR  UBRERSFEMNEE, Bit, FEHHEIHERETFINERETRE
LEm , TRREREEANACAERNFEUES (RBAC) RE, ZEBEM RBAC , AJLLER S it
ER/YTHMNEEAENABRA , U EEREFIE,
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A[IE D
I/E\IJFII A

"EREHER. ARTFaUREHHEEREFERFRUITREZRIGAAMBHIEFRELFR, AE
ABREALZEENSERRERNFHERHN Cedar RRIREEREER, SuUEAIHARERERE
ERBEEAMN JSON EX 2B, BE Cedar BRMABRENTMNESEE , F2EH Cedar BUE
BES2EEETH Cedar FHERFABE,

(@ Note

EEEACREBENERRUEBEEZRE , SNE HOER] ERTREISEENEREE
MBFBRN -0, BR , EELLSERRENFAER. ML AER/BHERPIEERR
FASRHEEN 2R, BEBEAE (HUER) BRTPHERFE.

RREAFRANEBBRRNET , F2RALEE,

Visual mode

(® Note
BoAERATREFERERER , FREAIRTFEaNRBIER,

EEERBEXFREERER

1. £ https://console.aws.amazon.com/verifiedpermissions/ IR "EERFBHIER LA, BE
B BERFHE,

2. EERINEBERYT , EE REIESL

3. EE "HRE, &KX,

4. # "EBRE, BEY , MMETNESREFRERE "FBHE, BKNEF. EXFART
WATSERENBEIE.

5. (BEM)BEE "HERNE, K AEENIZRENENRER. sEBRECHEEISREN
R, FRENRBHEZEN "BER, (Remove)o

6. REEIZHENSEBMEE "Bt EH., IRSEAERREFERPEENBIEE.
7. & TERL BED  ZERFSREMEAN TER. . EXFHRPEAERNBEE.
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https://docs.cedarpolicy.com/policies/syntax-policy.html
https://docs.cedarpolicy.com/policies/syntax-policy.html
https://www.youtube.com/watch?v=Gi3joEySMPQ
https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions EREER

8.

10.

11.
12.
13.
14.

15.
16.
17.

(EEM) B MEXR]) UHEEEERNAER., FEBRCHEZERNIE  FRE
RIBBBEZ RN [BIR]
RETERNSEBtEEEBLE. ARAERARREREFRPEENBMLEE,

£ B BEYT  REENISREEERNARBESTEPREISRELEHNTHN "B
o

RIETEFNEEBMEE "Bt EH, ARSEAERREFRTEENBIEE.

(EEM) £ "H4ER, BERT EE THEER UEETENRERENER.
RTHXFETZZFERERNE , ARAAEREBIR,

(EEM) BEF THEOR) UEEEERNRER. FEBRCHTEZERNIRE , F&#
BRIBEBWEZEN B

RECTEENSEBMEE "Bt EH, ARSEAERREFRTEENBIEE.

BIE (WY IS ERFEERNREE,

BIE [FITREER], LERFRAUFRES Cedar RRINREER, ARTHFEESR RN
ERERIRE , URAECHEHN RN EHBETNERNET.

JSON mode

HETE JSON = T RIERA

1.

£ https://console.aws.amazon.com/verifiedpermissions/ B "ERFBHER, FiEEH, BE
B BERFHE,

EEfNBEERS , &2 [AEITEEL
#E1E JSON &=,

E TEXRFMENA. BRF , IRECEERHEE  FREEZETNEISRERHPRE "F8H
) REEME. EXFHERIBATSEENBBE.

MRAEBREERERER , FEXZSRERNBEXFZFRTBAETSRE,
MREEERFBHER , FREBHRPNERERPREER, EXFARPBABROE
B,

MRIERBERGERER |, FE (BER XFHRTBAER.

MREEERFRER , FREETSHRENERNENBESBEFREE "B (Action),

MREEHARERGERER , FE "BF XFARFBAREF,
£ "R MUPBAZERECERNAT. FRETXRITARKERENEMES
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8. & "ER., MUY K BAEHEHREARTIANERREBHNEEE.

9. EE [BMITREEX], UEEHFRIFMES Cedar RAINBREER, AR THELESERAFH
HEBERNAE , LR EHERZHN RN EHEETVERNERA.
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£ Amazon BEHF I ERRE

BYRAERE. BER, @R, BRERNRERE R B UARBER Amazon BT AT RER

RT7. BEENF CRENER., RE , ELAKRANERE AWS BEAERANESES. BERKE
REERELNERRENES , FHE AWS SDK X EEF IS HMFBRER API 5% | WHHENER

AFHEEERERE.

SRCRIRRNREANNEAREF T UX RN AP #REERH.
A F e

EREREHERARERN UXWER. SUUAAFEREARRAMTIEFINEI)RE, &,
FEMEMER. Sl EAFREE  SWRBAEREMMNIRFFRETUNES 'EBEE, &
o ST LURFIEA E AT UK EE, Sl , ER—ERTEARFD , EUREAERERS
RFFENRAFERXRZEH.

API 35T

EFEERAEHENNEIE. BRRAERFBERD M RKH— , WHESNE API BIAE R, &
"EREHER, AFET TEBES, #ﬁﬁﬂﬂ’]iﬂﬁ@ﬁﬁhrmﬁﬂqﬂ , BERNAFRBERE A 4A
MHEEHNRBERR. "CRENER.) TUARBIHNTEERBER RN BAMIRFN API 5F
R, RRREREBHEEHAIRFNER,

RALARNEGIRBELFAFHE, eEETRE  FELENARRRPELFHESFFRANFR
&, DigitalPet

MEFEAMAXREEE UX IR RS AR , 3528 AWS Security Blog £ KREEA
Amazon B FF AT AR BN BARE,

RARRERN API 1R1E
EBRRRER API EALUTRERE,
IsAuthorized

IsAuthorizedAPI R EREECHRFBEBNRERBRNWAON., BXARRESEHE, F¥. &
R, BIEHRERELE, CHRIENVERSRBENRIEHEEBIERABRIFRINER, B
BRFENER, ZESRBERFAEHEFERZERFERNMERIFFGEHESR,
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https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://aws.amazon.com/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
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IsAuthorizedWithToken

ltIsAuthorizedwWithTokenf#E%#&# Amazon Cognito JSON MR (JWT) REREE R
ELEEEER, CBRENFT A E#EE Amazon Cognito £ EER , MABREREFTHN & DK
R "ERJHER., SHEAE D AFIERPESHNERPNMEBHEEATR., SRR
Amazon Cognito FAESREPNEREBMRBFEXNEERBEBENER,

8L IsAuthorizedWithTokenER B EHERFEAE TR EHNMEBEEN. BAEGT
BXEEREARIBMHEY JWT A,

Batchls B 2 &

BatchIsAuthorizedFREHHE — API ERPNE-FTRIBEREESHRERR, FEXS
EERDERE-—HRERE , UEAREMBRDEEERE | Wi 2E 30 EERERDEED
RIERK, EBRE-ERNASLRERE  SUNUGREAETHERITHDEF, EBE-—FBHRE
RYHERRME | BT A ERRE A & T H E R B FRN E IR,

BatchlsAuthorizedWith < k&

BatchIsAuthorizedWithTokenfE¥ & — 1 API ERHEHE - FTREESERERE. £
BEHENFRARTFEIRLRRE ID HFEER PR, HEXSEFERD ERE—HRESE,
DEAREMRBISORECAE , YEHSEBENERRSZ 30 EAFREDRERAR, EEWBE
B, A LAHE Amazon Cognito A E SR ETHBURFEAKEERREELFERR,

MBER —#IsAuthorizedWithToken , BEEZEERP LIS EHEERFTHE TRER
MBatchIsAuthorizedWithToken&., EHEMFTA X EERHEAGZIBHN JWT &,

ARG RERER

FERFETERAERNCREERRBRRNTE , EUNERZRFRAUSTERA , AEE W FEH
HTTPS REST API EREEEERENER. AR ITHEERTERRFHEFHREERNDENT

B, AWS Management Console

ER R REST API REHZTIM T —EL R , EERBSERERIEARENR. BRIBER AP
32 ) [E 19 IR 15 % B iR it IsAuthorizedIsAuthorizedWithToken, FBatchlsiZ AT 28 AWS AP 55
ROREER, EEAHALCHNBRERR S UEREMA API AFRELEER , YHEAZECHNBERRS
miEHAEE R REIR R

Blgn |, BELAERA T SIRZFIsAuthorizedZE 61 R Al F M E P ETRIR.
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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Test bench
1. 1£ https://console.aws.amazon.com/verifiedpermissions/ BIRK "EERFBHIER, FEA. KB
BA [FHE] WEEslRAEF M EREIRRIDigitalPetiF R E.
2. EFRAFHESRER TAEIESL

3. % TEEEMER AP, 2E|sAuthorized FIEAZKRR TEAER. THFHMBEASESEHH
4 28R DigitalPetStore £3589 #5&4

a. BEEFEHARE. HAXBRIUTE , FiREDigitalPetStore: :Useriti

AAliCeo
b. REEBMEAETFNAR, #E "#HMWLE, DigitalPetStore: :Role , EEI
A r%FJ o

c. KERRERIEF 1234, ., stHFSREEANEIR , B
#DigitalPetStore: :Order¥M ¥ A1234,

d. #DigitalPetStore::0rder/REE—HownerBit. KEBMREAITENEEE,
i#iEDigitalPetStore: :Userd# A Alice

e. FEMEREERE. #fHFTREERINEHE &
#DigitalPetStore::Action::"GetOrder",

4. BE THOIRERRL . ERBANRAUFRESR , LERSELALLOWRE, FEEEDR
EH NmEy RRl

5. REMAEEFRE "R, . REER "EFAC-HUGTE. RPNBREEK.
6. IR A6 CRIENERAAFER K HAXFSREREFAG  YHRERNEEE.

REST API
1. £ https://console.aws.amazon.com/verifiedpermissions/ BIE TEBRBIER, £EA. ®B
BR [fFHRE] WEH R B 77k [E 2 7 R AlDigitalPetiF i &
2. RTHRAFHRENRAERKE D,

3. WREFTHER API 2EERIsAuthorizedd , BRLZE DigitalPetZ I EEHIFVEH 4 HERA
X,

4. FRAPI AP , YALNBREREEZ Y EHRBIHMHER, NEHFREARE,
5. BRL#EHIERTE  IRNEREEpolicyStoreIdBE LRI AT TR FHIER B
6. RXFRAUBERLR. EFEKAIDigitalPetFERBFRESR , LERSEBALLOWRTE.
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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AU FARRREDNERERR, SRERNER , M8FEER Y EEFEMIIRE,

1. LB F CRIJ[ER)RENAFRNEEFER, HII0, 15 Alice WABEF AEmployeeHAGIEF 1234
Howner B E ¥ ABob,

2. UK ERBRRNFRNEERR, Hl , A "EFAG-IEITE, HREXREA , UBKRUser&
ARNERENRYE , ResourceX EHBobERUMRITE,

3. BFABHWIRLATBRMEEEMAIREK, EFMERER |, = Alice BEHMEFNER, Hln |, f&
BMEL tUserfF AActiveUsersHWK BEInactiveUsers, EHBER , LEREEASEH
EMUMEBCHETE, ENMERSEE | =F Alice REATHEERTNFERE,

HEFARERM AWS SDK 4

HRERARENPEN Amazon BFFT , BLAERFERARNBHMTHERRNGEBHEL, B
TENREEEYEBARR , ENT—IRREERATHRBEL API FX. FEEEMR , B8
ARERARNBBRREFAEEN , UHHEAREER,

FERRAMMAER CREBERREER

1. WEEBETNAFNEERE. B  AFNFHEEERBESMRENESFZNFMERPREME , fiw
JWT = Web &F cookie. LLERAEER TRERBERZZELBEFEMER Amazon Cognito %
IR, RIREHAh OpenlD Connect (OIDC) 2t HE,

2. WEFEAEREFNCERNEREN. —HKME , EEAEENERENEREXHANEE
i, BHNERAEXSRITEERNES.

3. RELHERELERMAVEIE.

4. SHEREEREEERNEISEE, BF ERNEREL "CRILR IREER, "SRIN
ER, eRBRATHETNRERAFEER , YERRERK,

5. ZBNEAENESRHCRENERFENAIEELE , WHERENERBHAITRE.

CEFRMER API E2AEN AWS SDK 1, EXERAEBFHEE "CRENVER, |, BEMMEE
B AWS SDK £ ZIFEAREF 2,

1]II|I

EERATHIETH AWS SDK , 552 8. Amazon Web Services

LT REE AWS SDK # ERERRE R XAFER,

« AWS SDK for .NET
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
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ERAEER

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript
AWS SDK for PHP

AWS SDK for Python (Boto)
AWS SDK for Ruby

LUR AWS SDK for JavaScript #E#I2IsAuthorized/RAEA Amazon B 5F 7] A Amazon Cognito
AR E IR,

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
},
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
1)
EZHBEER

» Amazon B8 &5 Al W5
» Amazon BT A-E R

BoaERAER
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https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
https://docs.aws.amazon.com/sdk-for-go/api/service/verifiedpermissions/#VerifiedPermissions
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/verifiedpermissions/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
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« £/ Amazon BRFEFF A A ASP.NET ZOEREAEBEBTREFRIRMESE
- £/ Amazon BB A ARERAERRNE VSRS
« {F Amazon B2 EF 7] A Amazon Cognito fE{t AR 1% #E
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https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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whlET

HEBHMREBFARMEENES , EFREBHE, BFIBERIZTAIIN -0, BURIABER
FFRE—HERIR IP ut W EE , HEEECNERECER MFA ZARS AFEE. ZNERERT
DEBEE E TSRS, YEXERHIERTRERER. REERRESR RPN LT XBEBESAET
FEH#IT JSON X contextMap,

RALABTNESIRBEGFRFRE, FEETRE , FELKHRAEREFZIUDigitalPetStore £
RAFHE.

T %151 % B B 0 - = IR IR €1 5| DigitalPetStore [RAIF B , $HEEARXE S SE Cedar ERIFEE

o

"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true

.
"AccountCodes": {
"set": [
{
"long": 111122223333
},
{
"long": 444455556666
.
{
"long": 123456789012
}
]
}

"UserAgent": {

"string": "My UserAgent 1.12"
.
"RequestedOrderCount": {

"long": 4
},
"NetworkInfo": {
"record": {

"IPAddress": {

"string": "192.0.2.178"

124



Amazon Verified Permissions EREER

1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}

}
1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"

}
}
}
}
RELTXHHEIRER
Boolean

“#&ltruesifalseE., ELEHID |, truefor WA MEMFaAuthenticated R REEFEERH
BETECHEHITZEEZEZNE.

1 —

AX e
LtTXRENES. EEHEAURMEHARNER , RIBEERES FP—& , CAURTRNE
B AREBREES, EEMGd | TFHE 3 BT E/RSHEBIE,

F &
F&, BFRFROFS , UF"TEE. EREHF , UserAgent FERREFARERBIZH
RIERBIESRR,

Long

Y, FEHIHP , RequestedOrderCountRRIERBRIXN —r , AR HEFERR
REHBENETEMEEN,

Ao 8%
BHENES, EXETERABRHPELSTELEME. EAGBRRANRATHREXETEBHRTE

SHEENSENESM., EHEHIT , NetworkInfoildS& B EEMEA LR IP. AFKREN
IP #hIBE , AR ERP mZENEEEHR.
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Entityldentifier

HEFKRentitiestEZHEANERNBEMENSIA, FLHEHIP  EAENTECHEIRK
}EBObo

= ZE#EHIDigitalPetStore EAREXN P RBEBLEHIAR , BLEEHFERentities, RAFHELSE
HRURFERE , HRBA "EFAC-IBETE, .

&K DigitalPetStore IEZHEE LT X

&+ , FDigitalPetStore —EFFE M KB EFRE. ©NESEMATRER R R A% BB 1+
RERMFMERNIREBH,. "EEALMATEATEREEZRES , FHENRAUAFRENRER
REIT T FME R,

Schema

BTHEHREAZENRATHEEEBER  UXEFNWIREMHEBMY. GetOrderEHE
$factions , M AR,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"UserAgent": {
"required": true,
"type": "String"

.

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

},

"AccountCodes": {
Iltypell: IlSetll’
"required": true,
"element": {
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Iltypell: IlLongll
}
I
"RequestedOrderCount":
Iltypell: IlLongll’
"required": true
I
"MfaAuthorized": {
"type": "Boolean",
"required": true
}
}
I
"principalTypes": [
"User"
]
}
}
M RERAZEBNetworkInfoFiEEMNrecordEREE K FEABRAPEN
CommonType B4 , I FFTR. commonTypeBER—HEHANEBY , BUUERETRNWE
TCo
(® Note
"ERBNER,) AEFBRARFEESRB T EcommonTypeZiE, EEECMMBER

BHRE  SREEZBURBCEN RAERESR.

"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true

},
"SSL": {
"required": true,
"type": "Boolean"
},
"Country": {

"required": true,
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"type": "String"

},
"type": "Record"

Policy

THRAERESAASERHANNRAMTERENGRS. CUREREBRAER K Hpas
"EFAG-IGITE) R, KRR -FARREREHERNEIBREERNHETSE,

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.MfaAuthorized == true &&
context.UserAgent like "*My UserAgent*" &&
context.RequestedOrderCount <= 4 &&
context.AccountCodes.contains(111122223333) &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.SSL == true &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.approvedBy in DigitalPetStore::Role::"Employee"

};

BMBEAEERBAGTENBRFSRAMEZERNEMRARERLE.

1. FRAEXECER MFA B A,

FAENBEEBERUser-Agent X BB EFHEMy UserAgent,

AFMYEEREE 4 AREDHETE,

AFHRFRBZ —2ER2111122223333,

EAEN IP uut HAERBEXE , BRMNME TR , BH IP (it #ALBIH192.0.2.,

ETXACKREHFTE, EREFRKNentitiestEzF , HMAEBHEFTBbNIEANA
FEmployee,

o o & w b
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Request body

FHAEENEERANRAZERATHREZR , BB REEREHECHRBER API /£
#¥l|sAuthorized, FEE |, entitiesERBEWERZBob , BB ANFERAEZENployee,

"principal": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
1,
"action": {
"actionType": "DigitalPetStore::Action",
"actionId": "GetOrder"
1,
"resource": {
"entityType": "DigitalPetStore::0Order",
"entityId": "1234"
1,
"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true
},
"UserAgent": {
"string": "My UserAgent 1.12"

},

"RequestedOrderCount": {
"long": 4

.

"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]

},

"NetworkInfo": {
"record": {
"IPAddress": {"string": "192.0.2.178"},
"Country": {"string": "United States of America"},
"SSL": {"boolean": true}
}

},
"approvedBy": {
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"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
}
}
1,
"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{
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"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"

I
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
}
}
I
"parents": []
}
]
I

"policyStoreId": "PSEXAMPLEabcdefgl11111"
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REZ2ERA. F=ZAERASEEHAENRIRMZSMNANRY , F5 AWS SRTEIN—
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- BEREFHEASEERRE (MFA),

- fEF SSL/TLS 8 AWS ERB#A. RMPEFEETLS 1.2

- {5/ AWS CloudTrail 3% API R & T BT 8%

- /A AWS MBRARAR , ARk AWS fRIE ANFTETEREZ £ E4E,

- FRAERNZELZSRE (B0 Amazon Macie) , 1% BIRZEMREMIZE Amazon S3 HBURE

- MRFBEFBGSHNER API FE AWS K, FE FIPS 140-2 BFE N INZEE , FEMA FIPS
iHE., MEEE FIPS M FIPS WmEWFHMENR , FSRB I EFRIEZE (FIPS) 140-2 #H,

- RMARZIBRCBUETEREFNETFEH U EHBRBRBET , HEERFBEHBIAN
FHAF |, HlI0 Name (BHB) B, EERELFEHACHIERNEMERAWS RIEFEHEE
B , APl , AWS CLI , RAWSE R EMH, REEERBHAXANFTRA P A TE R T8
FARFTESZE B, MREEMATRIREEN URL , RFEZIEBZBVEREB LY AREES
W URL FEEBEEN.

- BNBESBTIRISTAHBEA.

- EMEBNERECHRKRAER (BRVER ) £AK— , TSN TEECLANSESS. TR
REEF , BULLEREABENERERE , fliljaneNEbobHRERNERAEBUser, B
=, BEEREY  HRZ2RR  £ARLZERCRANE—EZHER. RMARBEERFENE
FME—& BT (UUID) < BB, BN , ZEBAF jane® Bk T 28, ®#R , (RERIACLREESA
Fjane, ZHEAETUBBFRNARSRNRENARTFHABEBUser: :"jane", ERENE
BRH Cedar FAE D HEAEMETAAERE

KESIFREARESEENERERNR, —FEAREHE-—BETERERANEBE , URRET
ERARAPEFEERNBTMESPRTFIE,

« BRERHNFFERERZLongMDecimEEBSERENERHEBRN, 5 , FRAEGEAETANE
MEEN AT EEHANEELINNE. NREHER , AFERSEIRMHINRT. SLPBEHER
RERAl  EFRR (/o5 RAITRRE R B A AR FE , 3 (i) RAITE RNt B A B EHF .
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Amazon REFAESEBNEFRAERTFER , SIMEEKAWS ZEER , ALEATFEENRRET
RHLEN , BFXHE,
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Amazon B8 FFF AT & 0 MFEEE

AWS Identity and Access Management (IAM) AT BB RKEEE R L hiRF AWS ERFEHE, AWS
R% IAM EEERFIHTRR (B& ) NRE (GHER ) FACRKRIERER. IAM2—EXL
AWS BR#§ ATEAER , BEBENEA,

FE

/i

- ERSDBRE

- ERABEKEEFIUE

» Amazon BR 5T an{ATEE IAM

 Amazon BRFEFT N & 2 B BUERE I

- SEEPEAR Amazon BREHET A & 5 MEFE

c/hes

RIBEERIEBRPHTHIHE , FHF AWS Identity and Access Management (IAM) 8 BFFF
Ei

WIEAE — NREER TEREAR, BEATIE, AEEASAERATENRRNMR. &
CEAES TCRBER, DERERIER  CTEEELCAR. TRERFTNERSXTHE
EHERAFRERNHT. NREHLFRERBERTHE , BS WAL Amazon BEW
T 55 AR,

[REEEES — NREEENTN "CRI|ER, ER , MITEES "CHREER. WEEFZEER.
RELNREERAEEEIHECRIERNAENERREENIHE, RE , BX4ER IAMEEEREXR
ER, TEEESEREFEHENER, RELEMmLENET , UBBENEERES 1AM, EERABRMRS
N R IAM BB ERFBERER , 5F52BAmazon BFEFT AT AT EE 1AM,

AM REERE — NRER IAM REEEE |, CULEERANTRERUNGECRBERTIE
REOFEMET. BERACTUETERNCRBERERN 50 FREH 1AM , FSH., Amazon B
BT 50 MR E

ER 80 8mE

BEELAWS FAEPRBEANTN. B4A IAM EFRERRBET IAM AN ESBRE (BA
AWS), AWS tIRFRERE
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B LAEREIR AWS B2 BRI RIRIEHNFER , UBSF 2B 2 2E A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A& #
HMEBSHrEBNNES, ERURBEEIEAR , ZHNEEELATEMEMA IAM ACKREBRHS S DE
al. BEMEAWS ARBETFEN , B ERTIAEC,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS IRE S H & A BN,

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREMN (SDK) MaswF @ (CLI) , AMERK
WRBUMBRFRELBER, MRAFTFEHAWS TE | BIXEHITEBEER, NEFHREN S EEH
THEEBERNFMET , FSEEHIAM HiEEPHNEE AWS APl ER,

EREERAES S REN L SURBFERMEINRZEMEN. flln, AWS EREFERZE
EXBE (MFA) RIEMIRFHRZEE. BERARE , F2EMEMAWS IAM Identity Center EI5rH
MZRERENEAZEERRF (MFA) BV AWSEREEIAM B,

AWS tRF RERE

ERREIF AWSIRFE , fER—BEAG HR , XS TZEEERXIRFRNMEER AWS R
MER, LESTEE AWSIRFE root A% , IEBFERALARENIRENE FEA U NBRBEEA
REFEW, EIEBRETEURCEAEREREEK. RELZNREAERE , LAEARSTRER
BEAERTHERE. WEFTEL U oot FRESSBEANTEIHEEE #2828 (ERER) $H
(EE root FHEFENIAM THE) .

BE 55

REFEZRERABCERE (CRFERAREESFIENERE) ARG RFRMENER , S
REE A PR ASRERE AWS IR ZR7FEL

BEBoHRIERECEFEAEEENFERE, Web B0HEBIIRME. Identity Center B , SHER
BB 5 9B R IR AN ERE T FE AWS R BEMFEHAE. AWS Directory Service[d BB & 7 77
HUEF AWS IRF | i 2RBERAE  MACAIRMAKRIRE,

HREFXEREEE , RPEZREEHA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGAENEE  SNERYESENESHSBBRERHN—EERAENEFE , WEEMEER
2N AWS 1R F MERAEXFFER, WE IAM Identity Center IFEHAEF , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?
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IAM {3 & F B4
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BERBBREN IAM £RE  BERECHNENESR. UEFAEF  F2HE (EAER) T8 TIAV
EHmBRERER IRREERMFBENEARSL.

IAM BHHERIEE IAM EREEESNEPER, BEEZUBEESHEE, SUUERARER—XAES
BEAEEENT, #FETHEEEAEMAEFTNEFEESEARS. U, BULHEE—RBEA
IAM Admin BYE#ME |, SWis FEBAEE IAM ERNEFR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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JSON BURRE Action JUEBRE T AR RAFFHIEBBR PR EME, RRAUBFEEFLREBY
AWS API EREBMHREIN AT, B—EHISGRR | FlaL AR APHRENERFFTEMF, e —
EEXFERRPNZEERFE, ELBENNBERSBKREE.

BREERBERE TFUTHBBBENFTT.
EREERCRENTHERE K F2EREEESE T H Amazon BT AT E RN B,

TERJIER, PHEIBEEEEFEZAERATIIRER
verifiedpermissions
WEEE-—RRAXPEESEHE , FRERD R
"Action": [
"verifiedpermissions:actioni",

"verifiedpermissions:action2"

]

B UERERTT ) REECZEEE. flU , EEEEHER Get XFWFERE , FEEUT
BiE

"Action": "verifiedpermissions:Get*"

EERBCHRBRES S BRRANEH , S8, Amazon BRI 5 5 B KR
ERFEERAREER

X EBRER =

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., thRIHR , WHEEREMEHRE T T
BT BEERAITHELE 4,

Resource JSON R TEZTWIEEEZEEABENYH. BRERRXNX4EEE Resource = NotResource
TE, REEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) KEEM.

HRAIXEERERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.
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"Resource": "*"

HEEECRENVEREENE ARNWEE |, F2 ES]HE?%?EE“%EP B Amazon BRFEFTAIERMNE
FEE, BETHAILNEABLEESFEESEERN ARN , 5528 Amazon BEFF A EZNEF,

EREERYRARG R

X BRI EBR GG 2R &

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHMER , WEERETBEERET TR
AT EERANITHEE/E.

Condition jt# (8 Condition EiR) AIEGIEEERAX LR R, Condition TERERAE
H. ZUUBRIFEARHEE THREEER FINERFIR) , REEHBERF W ERGEFNBERPHE,

HRERRXFIEESZME Condition THE , REAEE — Condition TEPEESERSIE , AWS
EEMAELE AND BRAFFT M. WRE/E—RUHERSIRIEESEE , FEABBORER R AWS 5
fhiktt. LENEREHRE , TEREFRXVFFT.

BT L EEERERERAAZNESY, flm , & REE%%E%E IAM f Fi & B TB1Z R |
BENERNEFTRTFZIAMERE, MEFHMEENR  F28H (AM ERER) FHIAM BETE
BEMER,

AWS X ELEFRG SRNMBBEERE SR, BEEFHME AWS 2EKGRIR |, F2EH (ERE
) PHAWS 2ERGERIAM BZR5I#,

ERFEERTH ACL

<& ACL a

FEUEFIEE (ACL) ATEFIBLERE (RFKE., FRAENAG) HEFIEEZRNTT. ACL EER
EREBR , BEMAER JSON BERXAHEN,

ERCHFEERA ABAC

X & ABAC (BURFHVRER)

7|
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html#amazonverifiedpermissions-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html#amazonverifiedpermissions-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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B RFEUES (ABAC) B —EREXRE , TRIREBMRERA, £F AWS , ELBHBAERER.
B REBINE IAM B (ERERAE) NS AWS BiR. AERNERN LFRER ABAC HY
B—%, BEFERT ABAC IR , A EETRNEREAEE TN ERERATFERE,

ABAC ERARMRENFRHPHEREE , WRERREESESHERERIG,

MERBERIZFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , THRNWEETEF , REEBEA.

MRBHEXESEEREEN M =E RG-SR DEZBBEMS , EA Yes, IRBBEIERLE
REEN =@ Fk4 K , BIEA Partial.

WMFT ABAC EHHAEH  FERTER ABAC? £ (IAM EAEER) . EERRESERE ABAC
FERNHERE , F2H (ERAEEM) P8 (EAUBEAERFEUES] (ABAC)) . IAM

EHERCRERRNREE

X 5B B i R R =3

ERERRSRBREEE , XL AWS K TEER. NFEHMER , SFEWLE AWS R RiREE
ABRFEEER AWS T |, F28 (AM E£RER) IAMRRER G K.

MREFEART FAEZBNBBUANEMAEEA , AISRIEE AWS Management Console £ F i
e, fla , B AWS EHARIMNE—&A (SSO) EFAENE , ZEFEAHEVERRE., &
"‘J«)\@Fﬁ%% TRAEEAS  ARUBRACK  CEEDHEVHEREE. NEEBEYRACHEFHEE
A, E2E (AM EAEER) P GIRIAE (FEA) .

EALAER AWS CLI 5{ AWS APl FEERIUBREAER, A% B UEREERREAERRE
B AWS, AWS Eﬁ%""@jﬁ EXRRFEAER K MARERARPENEE, WEFMEHN , EF20E
IAM R E LR 2 BE.

ERFEERNEREEEER

XETBRA =

ERER IAM ERERNAREFHITEER AWS , CERRATR. EFAREREE  SRREHNT
REEE , EMETBRBPRE S —EEE. FAS E£ATRITIUMNER AWS B , YEESER

Amazon B85 W 20 EE 1AM 143


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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AWS BR#% B TR EEER, AEERBBRIFTEREE AWS k¥ tEREE S BETRIVFERE ,
FEHE FAS BR. BEUBRT , ELEERYTEMBEEBFHNFFT. WFERE FAS FFREHBURFF
WMER , FoH (EREMITFER .

ERERRNREAE

XERKAE )

BREACRRBBREAREMTHENIAM B€, IAM EESTURTEY, BRNBBREEEE
IAM, MFBFHMEEF , F20R (AM EHEER) PNEILAGUEIRFT T4 AWS R,

ERFEERNEREHEEAE

X ERBEFAG. )

BHREEFACRE-—EERE. AWS RERZ I URBEAREATEFNACG. BRELGACERETE
B, AWS IRF BEBRIREFIE. IAM EESTLURE (EE:FERKEEAR) WER,

NERBEEUNEERBEEACNFRES , F2REM IAMBIAWS i, EREPSEEE  H
TEERBEELACHTHN Yes, BRIERER , DIREKRBHRBES S

Amazon B & T BV B o B B SR £ )

RIBEFEE  FAENACREELSABUACHREEREFRHVER, ME&EER AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API R#1{TT/E, IAM BEEEXEEY
IAM B REEFEAENACER , THEEMENERHTEE. EEEEEXERELBREES
EEELHUNFERE,

HEBEFAMIERIEL JSON BER X4 EHIREY IAM 5B RA| |, F2REAIAM EREHHNET
B IAM %,

ERHCRIFTERNIENESRELNGFMEN S REEERERN ARN KX | FS2RERBER
EZ2EZ9H Amazon ERBEITHNEE. ERANFRTESE,

£
- BRREER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html
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- EHCRENEREGE
- AFERAERBMFIECSHETA

HRREER

UEDHARAERNBEREREZARETUEY, FRERERERFTHNERBRRER, SLEE
TREEREN AWS IRFELER, EREYRRES 7 EBKRE , FER I ERRERSE .

- FREER AWS SERRAUBOREERER — " ERGRERREEAENTHEAR  FEAT
REFAZERERARGERNAWS ZEEFRA, SMUTRAELN AWS IkRF. EREEBERRBER
IRERARGIN AWS BEFEEBGR , E—FREERER, WEFEET , F2EHAWS (IAM fEH
B PHETHEBENAWS SEERRAZTEENEKR,

- EAREHERER — EACEARAGRERRE , IAM AREHTILEMENER, RERLEHN ,
BUNERBERERG T UUARKEERRINNEE , ELBARKEERTT. NFERBRERAERE
R IAM WFFHIER , F2E (EREE) IAMBHIAM CGREEEER) .

- A IAM RPN RGE - SIRBIFER — SRR DI GRE , URFIHEBENERNEFR.
flan | WU LRBBORRM | BEL AL SSL EEMBRER, &t 7] LUE A R4 R R EH R B

ERN RV (BB E) FEHIELEE AWS IR , 0 AWS CloudFormation, MFEFFMER , 5
20 (IAM E£H &) B IAM JSON BETE : &

- £ IAM FEE O HTEEREFE LN IAM XK | SREZSMIIEEMERN T — IAM Access Analyzer &5
IO MBENBER , UEBEREST IAM BURFES (JSON) M IAM REEK., |IAM Access Analyzer
RHE 100 ZEBERERVBEUTWER  THHERELZLEEANBER, NEFHMEHR , F2
BIAM ERAERRETH IAM T DS BERF,

- FEZEREORE (MFA) — NREHRHIFE IAM EREIRERE AWS tkF , FBE MFA
DEBSENNRZSME, MEEMFW AP RERER MFA |, 38 MFA REFTEZLNBR, MFEH
HESR  F2EEAEEAM BHHERE MFA RER API FEUE.

MEFEEBPREFEENFREA IAM , F260 (AM EAER) IAMFBH "Z2MHEFEE .
EH CBRENERZS A

HEFH Amazon REFF A ERE | BLREARD —HEF . ELERMA AT H LR IEH
AWS IRF. RGBT BERNVEFTEBRRN S 7HEEK , AIHRESRBRNER (EREWA
&) ms , TRAREEZNFARER,

BAREEAEY AWS CLI 5 AWS APl #THIUNFEREAHRETEEA#ER, k2 , REAHER
BFEMMERIITZ API BENBERTLLT .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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EEMACEAENARNMNUER [CREER]) X124 , BRI [CRBMER] ConsoleAccess B,
[ReadOnly AWS SEEMFA MNEEE, MEFHMEN , F20 (EAER) 71 GEERHE
EIAMERE)

RFFERERAMMAECHEFT

e flE RE MR BE |, 05 IAM EAERGHMBMERES SRR ZEBRER, WEHRE
BEEXEE LHURAREFTHRER AWS CLI 3 AWS API TR LB ER R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1)
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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SEEDEE Amazon BREERYET AT & 2 MFH
EATHEAT B EDEREEERERBEBAS TS BN LMHE AV,
S

- BREECRBERTHTHENEE

o REZEFEHIT iam ; PassRole
« REAHFRUAWAGER AWS IRF HEREBREIBEER

KRB ECREERTUTEFNRE
MRMBBIER  EALKEREHTHE  CHBRELEEN , AFERTBE

TH&EHIsEER G Emateojackson IAM ERAEERAERAEZEARE —BERS my-example-widget
BRWFMENR , BAVEER verifiedpermissions: GetWidget FFAJBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget

EWERT , HBEH mateojackson FRHEHNBER , AFEH
verifiedpermissions:GetWidget BIMEFE my-example-widget BRo

MREBEEWHE |, BHEEN AWS RMEEE, FNEEBEERHEENEBEE.
RKEEFEEHIT iam : PassRole

MREWBIREREHTiam: PassRoleBIFRVIRERAR | AIAAEHREHER , LAFERAGCHE
Eie "EREVER. .

BE AWS B# A ESREACEEGEBRE K MAREBEYFNEBXACIRBEEAE, NFH
TR , L ARERACBEEZRBNFTT,

EEZAN IAM EAEmarymajorERFEAERAECRBI TP HTEER , SRETHIEHIEER,
BR , BEBERBREEERBACGR TN T, Mary REKACEEEZXRBENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MREFEERE , FUEEH AWS REEES, CHNEESRUCNEEER.
REAFFRISNHAGER AWS 1RF HERFERER

BANUEY —EAe  BEMIRFHTNERAERNEEBATNASTRENER, BUUEEERFTH
LEFYHDEXAR, #HITEERERNBERIFIUZHIEE (ACL) MR , &R LUE A ARL
RRETAEFRENE RN,

MEE—FTH K F2EUTRE .

- FERBCRERRESTXEELIERE , 52 HAmazon 5iFE ST Al A1FEL 1AM,

- BETHNAREEEMERER AWS IkF WFEUE  52H (EAEER) B0 % —EE%ES
AWS BRF B9 IAM IAM 5 F #& iR (7 BUE R

- BEFRBNMKERTFIERMBE=S AWSIRF | F2E8 (AM ERER) PHREHEE=S
AWS iRk F #8897 BV

- HEEBRBOMEBBS S OB RHEFIE  F2EEMAERTVRANNIREERAM EHNfF
HE (BOBE).

- EERBHHERRTFIEAACENERAERNBRCENEZR |, F28 (ERAIAM &1
) IAMBH (EBIRIRERFED o

BRAM Amazon BRFEF TSR R

HEEE AWS R EEBREERKERSRNEER , F2EAWS B EREAMTE LRI ,
WREFELRBBNESRLR, WFE-WEHR , FSHEAWS REETEAWS,

BRI LAEA TESE = 5 S AWS Artifact, WIEFMEN , F2R TEHPHHEHH AWS
Artifact,

BEEARNSREEEUR AWS B REERNBRME. 2FANEREEURBREENER,
AWS R T 5 EIR A5 BIEREER

- ZeMHESHAMREAPIERE — ELEMEEHNREABEE  YREMBUZEMNSRE AWS
AREMNEERBNISR,

« 1 HIPAA Z£ M E SR M Amazon Web Services— & A £ A\ T AFEHAE LTS HIPAA
BERNIE AWS AR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H8 HIPAA ERRESE,

- AWS £ ERAWS — L TEBNIERMES B AR SN EENPTE T,

- AWS EFEHIEE — ZEBREANAEBRRLRANETEN. ENERRARE T ESEERS (BFEX
Bl B RAEZE AWS BRIE BREATEAZEAT (NIST), Xt FEXRLEEZE S (PCI) MBEBEE/LAR
(ISO)) # , REIESIUHEZRZLEHNREEL,

- EFAWS Config B A ST IR AFEER — b AWS Config RE A ENERERFTS
AHER., EXENNMERANEE,

« AWS Security Hub— 1& AWS BR#% =Rt T RE T &REB L ERE AWS. Security Hub AR %
7H, RSN AWS ERERELZNEZREBREFT R EREENREER, NEZIENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — ZEIBEERIRIEARH AWS (RE AT SRFMEEEE , Et AWS IR EREHNT
EEH, ARNERNWEBERE., GuardDuty BB ERESEESHRMEER , Sl PCIDSS , WmE
BEERMEERBAREN AREBEIER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEE RN
R, UREFERMNERBEENE R,

oo FE Bk B FE BT AT AR RV SR

AWS £REMEBRI AWS B BAARHEAPOREN. AWS B R4 28576 B RN ER
TAESE , YUERREE, SWEENSERRFENBEAEES. SBTRER , BT UERETHE
RENERAEXNERE , ETRAESCBABREBEMN IS RETE. TRESNTHAE, G
HH|RRES , HBRE-RSEERNPONEBRERREES,

B "CRERER., FRFRER , SEEAPEIAWS B , YEEEKXESTAERNE
BPRLcEEBER. Bal, 'CRENER, TXEETMNEESER.

W% AWS Bl BTAESNFEETR  HSMAWSS REBEE,
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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B EEEmERTA

B R HEEE Amazon BRBER UK HEMAWSHE R SRV TTEM, THME. THAM. UERMATHER,
AWSEMTUTHERTEDERE  SETESERAHEERFOER , I B B)BERFEEEE

* AWS CloudTrail FEU& AWS 1R 5 8 AR LAY AP IFIUAFEBASF | WEECHERELE
FE M Simple Storage Service (Amazon S3) fEFETEE . &R LAk I HRLEF F & Mok S iy AWS, 2
HFFALAY SRR IP bt , AR I BERE, MBEFMEEF  F26 (AWS CloudTrail £/ &S
) o

EREC & Amazon BRFEEF AT API 58 H AWS CloudTrail

Amazon BRI ER RIS B S £ —AWS CloudTrail , ZIRETRMEERAE, ALRCHRIBHFTHHN
AWS R FTERER AV Bh¥ERC 8%,  CloudTrail A5 ERFBERMNTE APl HILEERAS 4., HEMEILIE
RECHRIBIEREZANTLY  URECEREER AP EXNENBTW, MREEEBER | &7TLL
RUA#FER T CloudTrail E#-Z| Amazon S3 #77irEE , SRECHRIBFFINEH., WRERFREEHR ,
IBMARTLATE [BHRBRECE] B MR CloudTrail T AFRIENEH. FHKENEA CloudTrail ,
B KRR TEEREER, REMNER, BEHERMW IP L, REERNAE, REHERNWERD ,
DR EMEEMER,

EE#—% 7 # CloudTrail , 2B EAWS CloudTrail &£/,
B E M ERE A CloudTrail

CloudTrail FEERIEIRFAWS IRFRA. ERBREECHRENER TR , ZCEEEE CloudTrail
EHELEHETHWEMAWSRBEH —REEKESMHT. BUER, BSMTH AWS IRF W&H
B, MEFMER , F2HEEA CloudTrail E4FERRREHFMIESEM

MELAWS IEFHEANSERS (ECRBEROEY) , FRIDEK, BT CloudTrail B 5
BT Amazon S3 BFEE, AR EEETRATRIEHE  HEREEAEAEN AWS
Bi, EOSHARMRE AWS 9 AERTREASHH | 26 B E@ET GBS Amazon S2
B, A BT MBEEMAWSIRE | LU — 5547 CloudTrail S8R XS MY 4 R A 57
BB, MEHMAT RSB THAS

BB MR BLER
 CloudTrail X EHNREHEES
2 Amazon SNS &4 CloudTrail
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html

Amazon Verified Permissions EREER

« RRZEEEEW CloudTrail B i34 1% 2 @R F U CloudTrail B &34

FrIEERFBEr I BEIMEH , CloudTrail MERERKTE Amazon BRFEET T APl 2E B+, Hln,
MCreateIdentitySourceDeletePolicy, #MListPolicyStoresE)¥E&4E CloudTrail 58+
E4EE,

B-SEMRARBEHSILSELFRENEA. FoEATHEEHE T5IEE !

EREAFERRHE AWS Identity and Access Management (IAM) R EEAEREH,
- REBHERE , REEATREACEHMEI»ERAENERELRE.
ERERAHS—E AWS RS,

Y/

MEFHME , 552 CloudTrail userldentity 7T,

BB EIsAuthorizedWithTokentF BB FHER , TEERER T T2 8B SlsAuthorized MY & £
EH, EERHE CloudTrail BiE4 , BXEREFEEWE TN EERINERER, WEHA
B, 528 (AWS CloudTrail fEA &) FHEREH,

B AF 2B s B BRFC SR A2 1H B

EBHtE—EHE  TESHLAFENERNEEREEEN Amazon S3 f417Er#8, CloudTrail F28&#E
BE—HLEERHER., SHARKRETARRNWE—FR , LIEEBFERWIRE , BEN B
B, FRSEERFE. CloudTrail BREXMH4TE2HE API FANEFHERRER , kMg UEW
BEIEFET.

&
* |sAuthorized
* BatchlsAuthorized

» CreatePolicyStore

» ListPolicyStores

» DeletePolicyStore

* PutSchema
* GetSchema

» CreatePolicyTemplate

* DeletePolicyTemplate

+ CreatePolicy
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
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exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"principal”: {
"entityType": "PhotoFlash
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash

::User",

::Action",

: :Photo",

EREERE
» GetPolicy
» CreateldentitySource
» GetldentitySource
« ListldentitySources
» DeleteldentitySource
(® Note
B8 S E R BB FARE E0 5 1Y T LE L,
IsAuthorized
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
I,
"eventTime": "2023-11-20T22:55:037",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
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"entityId": "VacationPhoto94. jpg"
I
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
I
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a09a-5ebbf@715bbc",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"
}
BatchlsAuthorized
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-11-20T23:02:33Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
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"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl111111"

},
"responseElements": null,
"additionalEventData": {
"results": [
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
I
"action": {
"actionType": "PhotoFlash::Action",
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"actionId":

iy

"resource": {

"entityType'

"entityId":

},
"decision": "ALLOW"
},
{
"request": {
"principal": {

"entityType'

"entityId":
},

"action": {

"actionType'

"actionId":

}I

"resource": {

"entityType'

"entityId":

iy

"decision": "DENY"

iy

"ViewPhoto"

': "PhotoFlash: :Photo",

"VacationPhoto94. jpg"

': "PhotoFlash: :User",

"annalisa"

': "PhotoFlash::Action",

"DeletePhoto"

': "PhotoFlash: :Photo",

"VacationPhoto94. jpg"

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"
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}

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T0Q7:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T0Q7:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-22TQ7:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
"requestParameters": {
"maxResults": 10
1,

"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",

@II’
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"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-16T12:58:57Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

GetSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T13:00:24Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.4444047",
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"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:11:4872",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl111111"
},
"responseElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa05dc6",
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"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [

{
"accountId": "222222222222",

"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:42:30Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
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"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z2"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:29Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
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"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-19T0Q1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

:policy-store/

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"configuration": {
"cognitoUserPoolConfiguration": {
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"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
I
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.5995347",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "f1l3a4l1dc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:3172",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9as427",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T20:05:32Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
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"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": null,
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"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,

"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": '"Management"
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