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LERBETAREMAENHE VPC mENES NRFHE, ZEEEREEN GB ERFE, WEFHMAE
A, 528 AWS PrivateLink E{E,

B g

- BE

- DNS F¥EH

« DNS f##f

- A% DNS

- FRRETARESE

« IPihut3gH

« AWS fR# EZ®ES AWS PrivateLink
« AWS fR# A% D VPC i F5h /A
- RENERHS

- B ERSBEANIRE

o BRI iR Bh

- BB E

BE

BRATLUE AWS RIS B H /N H R 255 |, B AT LA AWS BR#& £/ AWS PrivateLink. I8 & L&
BLHZE,

b3 CYNCY L U E e
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https://aws.amazon.com/privatelink/pricing/
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TERETHTEEINME AWS R B2 ARKIHEEFER. AWS BRE 48 FREPHTEEREX
ENRESRHE VPC NBKRBEEE K ARKHE. AWS RERLLEFBHPOBITERE AWS R
¥ HRESKHE NAT FiE , RAELKHE VPC NEKRMEKRRE K SEBERBEZE AWS RiE. #ARL
REER Internet FiE , BT8R AWS L,

oy
______________________________ N N
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. O
4 . E
3

BB Connect AWS PrivateLink

TEBERETEENEFEEG AWS R X AWS PrivateLink, B% , BERYNE VPC % , Zin%
£ VPC Y FHERREE AWS IRFS FRMARNH2BEELER, BN RESMER DNS @i A%
BN HEMAE IP ik , A% AWS BRFE £H VPC B, AWS BRFE AWS BR#S

BE
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS fR¥ BEMERERER, RBFEEZEB VPC inFi0ERZRLFR.

DNS #£

REZH AWS R RE AL EHRS , HFEEOT,
protocol ://service_code.region_code.amazonaws .com

530 | us-east-2 CloudWatch # Amazon BY/A HIHE T,

https://monitoring.us-east-2.amazonaws.com

{5 B AWS PrivateLink , A LAE AR B IR B REELD RS, EEEINE VPC imEEF | FR
RV EFHMESE DNS B8 , B AFERELZEBE VPC #1T AWS RIS EFH.

MHE VPC K [E1E DNS EBEA T HIFEE !
endpoint_id.service_id.region.vpce.amazonaws.com
2 DNS 2 MEA THFEE -

endpoint_id-az_name.service_id.region.vpce.amazonaws.com
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EEEMKNNE VPC imAK AWS R¥ , BRI LUBATLE DNS, fEM%.AHE DNS , S i@ mA A
NEIHEN DNS 2O REZHFER , AEANALBNE VPC mHNALEER, MEFMENRA B
21 the section called “DNS #4717,

AR describe-vpc-endpoints fn R &R T HE WA DNS HE,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LA 2B A FA CloudWatch & DNS B2 Amazon frHmS#N S, F—EE2AEEEHRE
(private Regional endpoint), % TR =1E 2B [E1F xS (private zonal endpoint), & —EXREE
BN ERERE TR LABRENERBEMNARERENENTE IP i,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}

DNS #&Z 8 "


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoints.html
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DNS &4

RPAENANE VPC inBiE A DNS S22 M., Hit , B DNS BB LA REf. T8 , XK
H VPC #\ZBEY DNS RN EE R HFER N ENFAE IP it | FEERIEETEAEFER VPC , BRIE
L |P it £ 5% A FEUS B AR S o

& DNS

MREHNE VPC imBAFAE DNS , HE# VPC ERFRAA 7 DNS =#EBF DNS f##i7 , RMe
AR BHEN AWSEENLAREREE. AEEHITSRFE 2HK DNS EBHNHE BB K
HIEMA VPC HinR R T ENFLE P ik, it , MRERENVEAERS AWS R EALA
EFFEHEEERE  ASLERRESEBRMMERNEET , MAFELHELRARRNETEM
8E,

BREAB VPC ImH M AFAA DNS BB, AWS AR50tk o] /e fR 65 2 A BR 5 o B B9 SR (51 7318
AWS SDK #ZHHER) SMMTELH VPC in B,

Amazon A& VPC 124t DNS {@AR2% , & A Route 53 Resolver., Route 53 Resolver & B B f###7 4
#VPC MEEBNLETXEREPEHE, BR , BEENR VPC 4 E5# A Route 53 Resolver, IR
HMERRIIBMAIEFE VPC ix %, AT ELE A Route 53 Resolver i i #l Resolver 38, MEFFME
A, FSBAWS Transit Gateway B2 AWS PrivateLink 224 Amazon Route 53 Resolver,

FHARGEA ] A [ 15

BT LA VPC ImHERE RSB E A EE —E 7Rk, RMASEFEBPREIL VPC inRE im 2B
o, RASRIZ VPC imFiay P it A | RREFRE P IP hutikie S ER AN E. WA
BRITHERY IP Mt EE VPC mHNEFRHAETERE,

REERRD  ATESSTHEMNEL  BREIITUTRE

- BEl VPC mEELREME AR , WEBLAFIELATHESE AWS BRI 78 AWS EiR.
« RXJE VPC inRBVFAH DNS &,
- EAHESD DNS 28 (LBALRimH) AWS IR RFE.

TEEREE—THAEFH CloudWatch 5 i MK R HEHA Amazon VPC in3, & VPC FREMF
A P HEMER CloudWatchfE A B /A B B 1ZE Amazon B , RIS RERT AR EMEKAEMN
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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IP fit, ESFERHEMTAEREF FHRENRE, B2, MRTAREE 128, TREE 2 W&
RS £ 17HL Amazon CloudWatch,

CloudWatch

TEHEREMET A ESH CloudWatch 5 %K A Amazon VPC w3, & VPC I T
PR PN EMNEREAEANEREEZE Amazon CloudWatch B , RISt ABRREBEEREEELET
fzERFEEEERTFNIRESMRAE, £F RSB REBNTAFNHERIEMERN TN IP #hit,
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(Q

CloudWatch

MREFEERENEARE , MUNEAR-TABSEPNIRIHBIENE , SERVAEBEEE AWS
B . EEHTIRE  FEALEESRMH NGB EH IP it
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@

VPC endpoint CloudWatch

..............................................................................

..............................................................................

IP ith 31t 5 HY

AWS BR#% AT BB AR B RE S IPv6 , BIEEMTBBHAHIRH X IPv6, & IPv6 AV
LAE A AAAA F2é%[EIFE DNS £,

AN ERERA IPve WER

+ AWS fRiE A EFEHRF I TIEIR IPve EH., MEFEFMER , 552 R the section called “#245%
IPv6 &7,
s NHEIHEH IP it BB LN FRNERBN FHEMES , TR :
s IPv4 - # IPv4 st IERG B EER T EH. REEFMEERINN FHEEES IPv4 it SER |
T EiRE,
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* IPV6 - #% IPV6 it FEIRAG R Im BB T H. RABEEAZEMMN FHEEE IPv6 FHE  FXEI
BIE,

» Dualstack - #§ IPv4 # IPv6 bt 8RS BN IR RERNEH. RABEMAEERN FRHFEER IPv4
IPv6 #bit SRR | F SXEILIRIE,

WRNE VPC imE S E IPv4 |, BIisHMEENHEHESR IPv4 ttitit, RN VPC inBiXE IPv6 , Alim
BN HES IPv6 i, SEERAPRERERIFEMERAEN IPV6 tbit, MREREFER IPv6 it
R EAMBRAE |, 55EE denyAllIgwTraffic BEA,

AWS BR#E BEE4S AWS PrivateLink

LLTARAE AWS BR#E B2 AWS PrivateLink. & LAE I VPC in B AMER TEBZEL RS , MEFHRER
HO® VPC R#11T—%.

BEAWS RBRPHER , WEFR B 2 RBHFRAXM AWS PrivateLink, [ARIEH ] ERAT
BEEHERUNE VPC mBKEENREERE e ~BREEE RS,

AWS BR#% RIS E B

Access Analyzer com.amazonaws.region.access-analyzer
AWS Account Management com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api
AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

AWS App Mesh com.amazonaws.region.appmesh

com.amazonaws.region.appmesh-envoy-management

AWS BRI T E com.amazonaws.region.apprunner
AWS App Runner 7% com.amazonaws.region.apprunner.requests
Application Auto Scaling com.amazonaws.region.application-autoscaling

BELSH R 22


https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
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AWS PrivateLink

AWS BR#%

AWS EEREXER

Amazon AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B & #}3c#

AWS Backup

AWS Batch

Amazon Bedrock

AWS Billing Conductor

Amazon Braket

AWS Clean Rooms

AWS fEEEE ML

RIS A

com.amazonaws.region.mgn
com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming
com.amazonaws.region.appsync-api
com.amazonaws.region.athena
com.amazonaws.region.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonaws.region.backup
com.amazonaws.region.backup-gateway
com.amazonaws.region.batch
com.amazonaws.region.bedrock

COM. Bk, ## EHENARE
com.amazonaws.region.bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime
com.amazonaws.region.billingconductor
com.amazonaws.region.braket
com.amazonaws.region.cleanrooms

COM. %, ## BETEZH
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https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-privatelink.html
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BR#%

AWS Cloud Control API

Amazon Ei B

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

Amazon CloudWatch

u
51

Amazon CloudWatch H

Amazon CloudWatch #B4& E5 2

AWS CodeArtifact

RIS &8
com.amazonaws.region.cloudcontrolapi
com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
com.amazonaws.region.cloudformation
com.amazonaws.region.cloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips

com.amazonaws.region.data-servicediscovery

com.amazonaws.region.data-servicediscovery-fips

com.amazonaws.region.cloudtrail
com.amazonaws.region.evidently
com.amazonaws.region.evidently-dataplane
com.amazonaws.region.monitoring
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics
com.amazonaws.region.logs

COM. af5#,k, ##. ###182%
com.amazonaws.region.codeartifact.api

com.amazonaws.region.codeartifact.repositories

BENRY
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https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
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AWS PrivateLink

AWS BR#%

AWS CodeBuild

AWS CodeCommit

AWS CodeConnections

AWS CodeDeploy

Amazon CodeGuru 2 #7858

Amazon §Fi# CodeGuru 3

AWS CodePipeline

Amazon CodeWhisperer

Amazon Comprehend

Amazon Comprehend Medical

AWS Config

Amazon Connect

RIS &8

com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonaws.region.git-codecommit
com.amazonaws.region.git-codecommit-fips
COM. i B, ##. ##1E3E api
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codedeploy
com.amazonaws.region.codedeploy-commands-secure
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonaws.region.codewhisperer
com.amazonaws.region.comprehend
com.amazonaws.region.comprehendmedical
com.amazonaws.region.config
com.amazonaws.region.app-integrations
com.amazonaws.region.cases

com.amazonaws.region.connect-campaigns

BENRY
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https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/codewhisperer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

AWS Connector Service

AWS 2] B &

AWS Data Exchange

Amazon E#& Firehose

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

Amazon DevOps Kl

AWS Directory Service

Amazon DynamoDB

Amazon EBS direct API

Amazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

RIS &8
com.amazonaws.region.profile
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector
COM. TRf5#&, ##. #%IB &%
com.amazonaws.region.dataexchange
com.amazonaws.region.kinesis-firehose
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
COM. BRf5#&k, ##. ##R. BE

COM. B 5%, ##. R B2
com.amazonaws.region.devops-guru
com.amazonaws.region.ds

COM. i Fi&k, ##. E)R&
com.amazonaws.region.ebs
com.amazonaws.region.ec2
com.amazonaws.region.autoscaling

com.amazonaws.region.imagebuilder

BENRY
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https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BR#%

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Amazon Elastic Inference

Elastic Load Balancing

Amazon ElastiCache

AWS Elemental MediaConnect

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

RIS A

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonaws.region.ecs-telemetry
com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticbeanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elastic-inference.runtime
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips
com.amazonaws.region.mediaconnect
com.amazonaws.region.elasticmapreduce
com.amazonaws.region.emr-containers

com.amazonaws.region.emr-serverless
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-and-vpc.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elastic-inference/latest/developerguide/setting-up-ei.html#eia-privatelink
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS BR#%

Amazon EMR k7R

AWS Entity Resolution

Amazon EventBridge

AWS Fault Injection Service

Amazon FinSpace

Amazon Forecast

Amazon Fraud Detector

Amazon FSx

AWS Glue

AWS Glue DataBrew

Amazon Managed Grafana

AWS Ground Station

Amazon GuardDuty

RIS &8

COM. i Eifk, ##. ###M.
com.amazonaws.region.entityresolution
com.amazonaws.region.events

COM. ZRf5i#k, ## BEHIR
com.amazonaws.region.fis
com.amazonaws.region.finspace
com.amazonaws.region.finspace-api
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips
com.amazonaws.region.frauddetector
com.amazonaws.region.fsx
com.amazonaws.region.fsx-fips
com.amazonaws.region.glue
com.amazonaws.region.databrew

com.amazonaws.region.grafana

com.amazonaws.region.grafana-workspace

com.amazonaws.region.groundstation

com.amazonaws.region.guardduty-data

BENRY
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
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AWS PrivateLink

AWS BR#%

AWS Healthimaging

AWS HealthLake

AWS HealthOmics

IAM Identity Center

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

AWS loT Core Device Advisor

AWS loT Core for LoRaWAN

AR &

com.amazonaws.region.guardduty-data-fips

COM. ZEE®&, ##. ##nnBEE

com.amazonaws.region.medical-imaging

com.amazonaws.region.runtime-medical-imaging

com.amazonaws.region.healthlake

com.amazonaws.region.analytics-omics

com.amazonaws.region.control-storage-omics

com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.workflows-omics
com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api
com.amazonaws.region.deviceadvisor.iot
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups

com.amazonaws.region.lorawan.lns
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https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BR#E
AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (3& 1 Apache
Cassandra)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

Amazon Lex

AWS License Manager

RIS A
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager

com.amazonaws.region.license-manager-fips
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https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
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AWS BR#%

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for

Prometheus

Amazon Managed Workflows for

Apache Airflow

AWS Management Console

Amazon MemoryDB for Redis

AR &

com.amazonaws.region.license-manager-user-subsc
riptions

com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.ops
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db

com.amazonaws.region.memorydb-fips
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https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
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AWS B #% A% & %

AWS Migration Hub Orchestrator com.amazonaws.region.migrationhub-orchestrator

AWS Migration Hub Refactor Spaces  com.amazonaws.region.refactor-spaces

Migration Hub & 2 5%

Amazon Neptune Analytics
Amazon Nimble Studio

Amazon OpenSearch BR#§

AWS Organizations

AWS Outposts

AWS Panorama

AWS (B FE

Amazon Personalize

AWS Supply Chain

Amazon Pinpoint

Amazon Polly

com.amazonaws.region.migrationhub-strategy
com.amazonaws.region.neptune-graph
com.amazonaws.region.nimble

S inE R E

COM. B2 fEi#k, ##. #Ai#8

COM. mmFi#&k, ##. #HE-FIPS

COM. B2 5%k, ##. HiH
com.amazonaws.region.panorama

com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane

com.amazonaws.region.personalize
com.amazonaws.region.personalize-events
com.amazonaws.region.personalize-runtime
COM. B2 fF5i#k, ## .scn
com.amazonaws.region.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2

com.amazonaws.region.polly

BENRY

32


https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
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AWS BR#%

AWS FAA 5G

AWS Private Certificate Authority

AWS Proton

Amazon Q Business

Amazon QLDB

Amazon QuickSight

Amazon RDS

Amazon RDS Data API

AWS RE: FAABEX

Amazon Redshift

Amazon Redshift ¥} API

Amazon Rekognition

AWS RoboMaker

Amazon Simple Storage Service

(Amazon S3)

RIS A
com.amazonaws.region.private-networks
com.amazonaws.region.acm-pca
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.proton

Aw.api, ## .q %7
com.amazonaws.region.qldb.session

COM. TRfE#,, ##. ##RIRMAM
com.amazonaws.region.rds
com.amazonaws.region.rds-data

COM. TRfE#&, ## EFMBMHER
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips
com.amazonaws.region.redshift-data

COM. TZf5#&, ##. #E)EIR FIPS
com.amazonaws.region.rekognition
com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips
com.amazonaws.region.robomaker

com.amazonaws.region.s3
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https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/redshift/latest/mgmt/security-private-link.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
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AWS BR#%

Amazon S3 Z B FEE

Amazon S3 on Outposts

Amazon SageMaker

AWS Secrets Manager

AWS Security Hub

AWS Security Token Service

Service Catalog

Amazon SES

AWS SimSpace Weaver

AWS Snow Device Management
Amazon SNS

Amazon SQS

Amazon SWF

RIS &8
com.amazonaws.s3-global.accesspoint
com.amazonaws.region.s3-outposts
aws.sagemaker.region.notebook
aws.sagemaker.region.studio
com.amazonaws.region.sagemaker.api

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime
com.amazonaws.region.sagemaker.runtime-fips
com.amazonaws.region.secretsmanager
com.amazonaws.region.securityhub
com.amazonaws.region.sts
com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonaws.region.email-smtp
com.amazonaws.region.simspaceweaver
com.amazonaws.region.snow-device-management
com.amazonaws.region.sns
com.amazonaws.region.sqs

com.amazonaws.region.swf
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
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AWS BR#%

AWS Step Functions

AWS Storage Gateway

AWS Systems Manager

AWS EBSBIEERR

Amazon Textract

Amazon Timestream

Amazon Timestream 2 InfLuxDB

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

RIS A

com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract
com.amazonaws.region.textract-fips
com.amazonaws.region.timestream.ingest-cel 1
com.amazonaws.region.timestream.query-cel l
COM. ZnFi&, ## WBER
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming

com.amazonaws.region.transfer
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https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
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com.amazonaws.regi on.transfer.server

Amazon Translate com.amazonaws.region.translate

AWS Trusted Advisor com.amazonaws.region.trustedadvisor
Amazon Verified Permissions com.amazonaws.region.verifiedpermissions
Amazon VPC Lattice com.amazonaws.region.vpc-lattice

Amazon WorkSpaces com.amazonaws.region.workspaces
Amazon WorkSpaces E & F i COM. BE#,, ##. #EFEF .api

AWS X-Ray com.amazonaws.region.xray

BEATAN AWS IR 218

EALAE A describe-vpc-endpoint-services i H RiR X & VPC im B RIS 8.

THEPBREREE "BE, PXEMEHBRN. AWS R --query BRI H R ARE S
.

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THREFE

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",

""com.amazonaws.s3-global.accesspoint",
"

com.amazonaws.us-east-1.access-analyzer",
com.amazonaws.us-east-1.account",
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https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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]

BE RIS HEEEN

MEREBE 2% , BAILUER describe-vpc-endpoint-services &4 R4 18 /8 B & 18 it B IR IS AY 5540

B
T3 EHERIEEEEF Amazon CloudWatch R HE i BRI EEEH .

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

LT A&EF#EE, VpcEndpointPolicySupported RREE X Bif K
%o SupportedIpAddressTypes RAZEN IP it 3EH,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

iF
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [

{

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"

BERBHEEES
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}

1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
"ipv4"
]

1,

"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

AR H R X '

EERABRBELE X BIRIBBER , Wlldescribe-vpc-endpoint-servicesin s , WRE
VpcEndpointPolicySupported BB, AIEEHIEA true falseo

THEFEREEENREREXEREERHPHNIHEBER, --query BEEKELRHA
VpcEndpointPolicySupported BI{E.

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THIREa 58,

True

THEFFHEREERRPZERIERBOEN, AWS BRI - -query BEEGE H IR ARE S
M. HEMA Windows i TRAFAIATHGT K FRREAFTFHEAEWESIR , ITEBEF TR
\BESR A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
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--query 'ServiceDetails[?VpcEndpointPolicySupported

TH R L.

aws.
aws.
aws.
com.
com.
com.

api.us-east-1l.kendra-ranking",

sagemaker.
sagemaker.
amazonaws.
amazonaws.
amazonaws.

us-east-1

us-east-1.
s3-global.
us-east-1.
us-east-1.

notebook",
studio",
accesspoint",
access-analyzer",
account",

“true’].ServiceName'

THIEFIEH H AWS BT EERBFAIXERMRBEHNIREE . --query BEEKE LR ARES

B, EEFA Windows
\EBEA A,

BRFILHATEHGT

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THREa 558,

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

us-east-1

appmesh-envoy-management",
apprunner.requests",
appstream.api",

.appstream.streaming",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.codeguru-reviewer",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.deadline.scheduling",

awsconnector",
cleanrooms",
cleanrooms-ml",
cloudtrail",
codeguru-profiler",

codepipeline",
codewhisperer",
datasync",

datazone",
deadline.management",

ABREATHEEENESIR , I TEETF TR

BRI E X E
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com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

18 IPve X2

&R LASE A T B 28 -vpe- i B AR A% A 5 RAR AR S8 AT LATE 3R TE B4 &I IPv6e f7EL AWS BR#§ RYIR
Bo --query BEEK LR SRERRE,

aws ec2 describe-vpc-endpoint-services \

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

deviceadvisor.iot",

eks",

elastic-inference.runtime",
email-smtp",
.grafana-workspace",
iot.credentials",

jot.data",

iotwireless.api",
lorawan.cups",
.lorawan.1lns",

macie2",

neptune-graph",

nimble",

organizations",

outposts",

pipes-data",
redshift-data",
redshift-data-fips",
refactor-spaces",
sagemaker.runtime-fips",
storagegateway",

transfer",

transfer.server",
verifiedpermissions"

--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

TH A% HE

"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",

B8 IPv6 X
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com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1

athena",
data-servicediscovery",
data-servicediscovery-fips",
eks-auth",

.glue",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

lakeformation",
quicksight-website",
s3-outposts"”,
servicediscovery",
servicediscovery-fips",
timestream-influxdb"

AWS fR#& £ 0O VPC vn 255

B LARIE —{E1#Z 0O VPC s 3 REFEFIIR M X FM IRFE AWS PrivateLink , ‘@¥EFF% AWS R#. a0
FE | 52/ the section called “#5” F 518 AWS R,

HRER VPC REENSE TR BN EFRTELIGMERTE , W TRy SEH SR
FE P i, WHEERAERFEREEENERNE ; BAE AWS tRFFRRERTE , BETEECE

B,

Bl MNsRERRENEEE, NEFHEF ,

B &%

- BEFRS

o B3 VPC k%

- AT

DB R

A2RARRHEE,

- EBEAFE VPC AWS R RV EIR.

- BEEMFHAFE DNS , BAERA VPC 9 DNS T#EZ B DNS i, IFEELEH , 528
{Amazon VPC EH &) hmEFMEH DNS Bit,
s EEANHBHEA IPv6 , AWS IR HEXEFEB IPv6 FHl, MEFMER , 5F2E the

section called “IP #h3t $FHL”,

c BIRERERNEENLTLEHE  UAHKH VPC P ERNTERRE, fln , BERFE AWS CLI 7
LUEE HTTPS EXRZE AWS R , R MBESBEATF@A HTTPS RE,
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
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- MREHERNVNERFER ACL BV TR+ , FFHFRMEE ACL 27 VPC RIVEIR M i B8 N E
ZERRE,.

« &K AWS PrivateLink B/RE 5. MEFMER , 5528 AWS PrivateLink Bt £,

3 VPC %2,

FERATHRFEILERE AWS BENNE VPC %,
EEEVNHEHImE AWS RIE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEBEE K FIEE Endpoints (W H)o

BEEVIWE,

¥ Service category (BR#EEER) |, #EFE AWS R,

HH Service name (RIEHZ ) , FBIBEURT . WMFEFME , 552 B the section called “BESH iR
%,

¥R VPC , BEINEERPFE AWS BRIEH VPC,

7. MREEDSERS PIEE Amazon S3HREER , WEBEREFSE DNS & , FEINHEH MR
E., FAF DNS £, ETEN® K KRS BERIESHHEAREMATIE DNS, BREA
Amazon S3 BN EixBEXEE B E A Resolver inEHIFAHE DNS, HREZE Amazon S3 KA
BinE , BREEHHEARERBATE DNS |, IZEERATHEFNEE —EBSBHFEWE
FHERAA S,

o b~ 0N

o

MR IRELSER 5 HIZE Amazon S3 AR MR IRE R , BIRASTERENEMERE. B
A DNS £#, BEBRETER, it RERER L ARKERSBNER (Hl0iFEB AWS SDK 2 H
WER) SR EEMN VPC iKE,

8. ¥{M Subnets (¥#) , AEETHEEZIW—@ET7#H , BiEEFHEFEE AWS ki, SEEZEMEBN
A @IS E F R, MEFMENR , 5520 the section called “F# %2 o] A [E157,

EMeECERNSE AP ELRNERAE. KER , RASEFRIE P i $TEZEE IP
iyt , WA EMERGRIARNE. &EZEFRIEEBENEL P it |, FEIUSTE IP b HE
T SRS A IPv4 ik, MRIRHRIEE IPv6 , Bt Al AREF MRS b it SEE 8 A 1PV6
ik, FEE , FHEK CIDR BHRPAYRIEE IP utM&EE — @ IP Uit SRBHRIEAR , Hik
BEE R RN EEEE LIt

9. ¢&H¥} IP address type (IP #uib 38R | T 5158 18 iRE

3 VPC iR 42
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« IPv4 - #§ IPv4 th it iERIG R IREMRER T H. REEMEENN FREEHESR IPv4 it EE
BUbBRIEIZESZ IPv4 FEREF , T BB IE,

* IPV6 - # IPv6 thiit iSRG BB BN E. RE
BULBRIEIZESZ IPv6 FEREF , T XBILRIE,

- Dualstack - #% IPv4 1 IPv6 ittt iERGZNIHRHBENE. REEMEENN FREHES
IPv4 F IPv6 it &5E , BUtBRIEEES IPv4 F IPv6 EREF , F XBIEE,

10. R ZREBE | BNEE VPC HENHREERAOEVEABNLSHE. RIRFERE , €8 VPC
MTERR T2 B AERAH .

11. ¥ Policy (BR) , 1#EX Full access (ZEFH) , LAFF VPC inE EFMEE RN ATE T8 ETAT
BigfE, BAl, EE Custom (HEFT) LUEHE VPC imBHBUR |, BRI H 87 VPC in% L HE
BRETEERTEENGT. RERKEXE VPC WmEBBURE , BEBEF WA, WEFMER , B
28 I BUR

12. (BR) EEFWER , 5212 Add new tag (FTBER) , AW AEBNWENE,

13. BEBI IR,

Tt

Tt

FRAIZEEE TR EB2ER IPv6 TR

£ a5 B M AT E w2

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint(#3 & T & PowerShell)

FH F s

L EEGHANTRRPEY., #HR, BURIMBR VPC ink. TR , AJUERSH AN TR E
A VPC im %,

=N = AR L
=X E ) H w24
BYAE VPC 282 % SAEH AL,

%

- FIENBER TR

- Bl eEE

- fm¥E VPC i BEBUR
- MAFE DNS £

A TR 43
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- EEER

FIE SR IR E%

HANMHRS , —EvAEHRERE—FAFHE. NREHMETE  RMASEFRPRILIBEEEN
|, WHRFEN P it SE P AHERAE P hit, NREBRTFE , RMASHRERESMERNEH,
WEFMEER |, 5520 the section called “F#HEREA T A B

BEERATREEE T

1. ¥ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £# &,
2. HEEEBEHKPIERZE Endpoints (i),

3. EBEEUTHEHIRH.

4. JBE Actions (81€). Manage Subnets (B T #).

5

SRS EENGECEENTARE. stESETARES , BIR—EFEK., KER, ZRMHae

FHEES IP bt SEEREN P shut , WA TCMERGHERAENEH. SERERBAENEN IP i
it , FEREUEE IP it W IR T Bt EEE A IPv4 st MRIFERFEZE IPv6 , Etmr L
1 FHEEE it EFE B A IPV6 Hbhik,

MREHEERY VPC inMin HEE M EN FHEBEE IP it , RMAS NIRRT EEH
RinHERNEH, EEEFSLRDE FHERM VPC kR ELR,

6. iZ#E Modify subnets (& F#8)-

EEEADTIRETR

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(# & T & PowerShell)

B % & A AE

BU S F RN ERTEABBRNZ 2R E. REFARUTERH AR VPC R ERRE
Ui R M BR T IRV E

AEERATREEERSEAE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

g B R T 44


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink
2. HEBEBEHKPIEE Endpoints (WwE).

12 BT TH U B o

i#E Actions (Bi4E). Manage security groups (BB Z £ ##),

REZENSBUHENZ 28 E,

iZ1Z Modify security groups ({8 Z £ 8 4H).

o 0 kA W

EEFERADTIIRERSHE

* modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(fi& T & PowerShell)

#miE VPC IR

R AWS BRI X IRIGRRE |, SRS RMN IR R, EMRMERER  SELENTFERES
B, MEFEEF , F2H mAHPE,

BEEATREBERMBER

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEBEE K PIEE Endpoints (IwE).

2 BT H I B o

212 Actions (B1fE). Manage policy (BEBXK).

IBE Full Access (BEFR) LA TEFERY , Ri#EE Custom (HF]) WiEHEBIFTBUER,
BERE

2 R

HEEERPTIIRERMBE

+ modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(#2 & I & PowerShell)

By %.%E DNS &8

BBES VPC imB A A DNS B, AWS BRI 40tk AT #e 4R 62 2 FA BR S um BE RV R (5l 4an3E58
AWS SDK 2 R ER) ST EEM VPC iwE,

fREE VPC m B BUR 45
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HEMEANE DNS |, BL4ARA VPC B DNS E# AN DNS #47, BMATE DNS BBz#® , hAE
IP i3t ATRER B S ES e EF . EERUBTE DNS BB |, RMEIM DNS L& ARLE. RHit
FAH DNS BT BT,

FEFEAEREBEILS DNS BHEHR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. TEEBEBEEFIEE Endpoints (i ).

3. ERNHEIwE.

4. iBE Actions (1), Modify private DNS name (1&2(#,H DNS &),

5. BIBEEREEERR Enable for this endpoint (& itk im ZEEUR).

6. WRRHEE Amazon S3 , EL—FHEMALFHMA , AFENEHHEARREBALE
DNS. MREmIFFERFLEFSE DNS Thae , FHERESHHEANRBBAFE DNS, WRKRT
Amazon S3 BN EiwE 2 , 78E Amazon S3 KBRS , I HiBEVESHHEARERATL
BEDNS , AIZET—EAXrBHREELERSWIERAL. WEFMER , 528 the section
called “¥A§ DNS”,

7. 1##E Save changes (RREEE),

EEEAGTIREILSE DNS SBER

+ modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(#2 & I & PowerShell)

BEEER
EARTENNERE AN CRIBEAERETEIRS A,
EEEATRAEEER

1. 7E https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
FEEEE K FEE Endpoints (W H)o

BEEUT E iR

#1Z Actions (B1fE). Manage tags (BEEBZH).

HAEHMENSEZEE , 55181F Add new tag (FTIEER) , AEBAEBRSBNERE,
EEBRER K BREZESBNELAMN Remove (BER).
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7. BERRE.

EEERABTIREZER

- create-tags Ml delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag(#R & L & PowerShell)

BRI E R RS FAYIRER

B ERMEA , BRENERMABNSESHNIRE, Sl , BEIFIERERFERE
EE,%EB#FO
%

« E SNS EA
- FIBFEUBGRE
- HBEBBEX

# 1 SNS BAH

AT SEREN T ABAE T Amazon SNS =88 |, WETREZIEE,

EEFATFRAEINEIRHENBEA
1. £ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,
2. HEEEBEHKTIERE Endpoints (FHE).
3. ER M HmH.
4. 7 Notifications (BX) &5|FE,EH , iEZ Create notification EILEH).
5. ¥ Notification ARN (%1 ARN) , BB EEE A SNS £EH ARN,
6. BFEFTRSMH , 7B Events (B4) HiEHL

« Connect (Ei%) - R HEBEZEERIMNN N HinE., ESSEEREREBEEERKIEME,
 Accept (%) - REBREEFZIZIERFI R,
- Reject (3E#8) - IRFIRM FHIEBERFE R,
* Delete (MER) - BR % 5H & & MIER T E w2
7. 1#IE Create notification (&),

BWNHIRRENIRE
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HEERABTIEY T ERIEAEA

* create-vpc-endpoint-connection-notification (AWS CLI)

« New-EC2VpcEndpointConnectionNotification(#i & L & PowerShell)

#iEFEUBCR

ﬂ’ﬁﬂll&%%ﬁ Z Amazon SNS 58 , AWS PrivateLink AERXKREBMHEDN , TR, M0
EHAET  F2ENAHEERY Amazon SNS EEHMZEUBEE 2 £ aws :SourceArn
aws:SourceAccount £IHEH S,  UBHIEREEEREANE R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"

1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

B TRMBUR

MREFERAINZR SNS £ |, Bl KMS €81 ERE B4 EEE AWS PrivateLink = 8EFEAL AWS
KMS AP| fE%, €BBEREHIT,

{
"Version": "2012-10-17",

MR 48
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"

I
"StringEquals": {
"aws:SourceAccount": "account-id"

il BR A7 T s 3R

VPC i B RAE A R ED AT MIBR. M BR A T v 3t S M BR EL i BB BR T T o
BEEATEEMBRNEIRE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEEE K FIRE Endpoints (ImE).

BEEU T Eim B

iZIZ Actions (Bi1E). Delete VPC endpoints (B VPC i),
HIRFR K , & —T delete,

B E MR,

o g k~ w0 D

= EER DT FIMBRS EiwE

+ delete-vpc-endpoints (AWS CLI)

I B A TED s 26 49
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« Remove-EC2VpcEndpoint(#R & T & PowerShell)

& & i

8 VPC mB T EERMN VPC EMMRMAERFEDR NAT £E , R ATLURHE Amazon S3
DynamoDB HY A i8R, SEREMEERA VPC i B TR AWS PrivateLink , EBmHETEFEH,

Amazon S3 #l DynamoDB R EFEmHMN R Hink. EHEENLER K F2EUTRE :

« Amazon S3 WERIMAE iR T EE
« AR Amazon DynamoDB W EEM A Ein i EEH

EE
ERARERMETEEANE,

B #

- BLE

- BRH

- RE

- BAM Amazon S3 i R iH 2
« Amazon DynamoDB #Y & 8 i 2

B=E

&) LLEIB 2 8 BR 75 s 2 20358 R & ik B 2R FHX Amazon S3 #l DynamoDB, LBl EELEBHEL S
o

BB M PR AR BE R B 1T P EL

T B 7R 17 1B B8 a0 a3 B H 0 8 BR 75 3% B 2 BX Amazon S3 #1 DynamoDB. AN E FHEFHETHE
882 Amazon S3 = DynamoDB WRE 2R MEE VPC WBEMAKEE K AEXKRHAEZZBRE. LEF
R TEEEES REBEIXE Amazon S3 5 DynamoDB , ABRIBESR , A E FRIEERERE
R FENER, EEZRLE FHERPHHTERKRESEE Amazon S3 = DynamoDB , &5
Eig NAT EEME R AE FREE , UKAEFRBPNRERHE NAT £E, MR Amazon S3 5
DynamoDB Wi £ B AR EREE , BT 2HARE. AWS

8 b B
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Reqgion

.." ﬂ_'

1B R B v R 1T 7 X

T B 8 R A 171 B8 20403 R i& U B SR 17 BX Amazon S3 # DynamoDB. #R#&# VPC % Amazon S3

5 DynamoDB HRES

BRHEERERMN. SEFEEERBLAET—ERKH  ZABHEEARBHF

BRE , KENBARBRBNRESEINFERT. NFFEEN , F28 (Amazon VPC EAEE
M) P AWSEEFEBE,

Region

@

S

£

BE
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B EH

BYREREE , S AAMANFREE VPC AR, THRAE A BHEESENNSERS
®, BNHRAHARBNIEFRZE AWS , BERERERSR,

=R:0p: B
prefix_list_id gateway_endpoint_id
ZEENR

« BULERERMAFEIBHRPOGKMESR , ERZEAIMBREF . EESRIMZBHEERA
*®, ERRHERERMNEEE, EQEUHKRARERERMEB M RFEERME , RASMER
i 6 B8 EH o

- EFEREEBNERAREEN FETNERTEES B BERARERRRTFIRE, RELK
HRIEEBN FETNHTERSEALARERS M ERERR,

- BHKRALURRKEEZE Amazon S3 W% 2 B E| DynamoDB Wik Bk H, B UEZEKH
R BEEHERE (Amazon S3 5 DynamoDB) Him il M, EREEE —BAXRDEEHERS
(Amazon S3 B DynamoDB) # Z i B H.

- ﬁﬁéﬁﬁfiiﬁgﬂﬁéﬁiﬁﬁﬂﬁm fEMmY BT AR R B (RRMFEAN). BRERRIKE
RBEHR , EEREUTRR !

- MRE—ERESMEMAEMAKRE (0.0.0.0/0) EEZHEEMAKEE , AIXFERAHABN
AEHEE TR (Amazon S3 = DynamoDB) WHEEE B, BNt BTRE/RE AWS
BR7 fF A BB AR &

- BW# BT E RS R (Amazon S3 5 DynamoDB) W HAE R T MKRAKEE K RAFEE
BERBEREEEH,

- MRE—EXRESAEHEREEEPHIRI (Amazon S3 5 DynamoDB) {5 EMYIA IP it EE , Al
ZRHEERRERKA,

zZE

B 1T E B8 %8 B B i% 2 FH Amazon S3 = DynamoDB B, A HE A\ G in B REIRE. ELH
TEBNZEFHEXEATELRBENRE. UATR2ELHRAEG, HESRRBENFEEE ID.
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B A9t BABE EIREEE

prefix_list_id TCP 443

ELHTER FHEBAMAR ACL U XAAFTELRBIRE, ATRELRUNEL, BEEEME
ACLBRAIMSRFEFRE , B ARRBENFEFENIGRIEW IP it siE,

=]:op: B E BRI E
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

B R Amazon S3 R & i 2k

Ba LA RE VPC % 2% VPC 17 Amazon S3, BN BEinE%E S lSEREAKRARD
KWE&E , AR# VPC B Amazon S3 IR E.

ERRERMTEEAE,

Amazon S3 X EFEIREMAEKE . BUUFEHAREREEEN VPC B Amazon S3 , MEE A
VPC ERBBREEEEDS NAT £E  WEESZNENAER. B2 BERETAFRAIPIBBMAEE.
Hih AWS EFHNEE VPC EBERFERTER, SLBERT , BXEFNAN @RS (FENMT
B), MEFMEEHR , 520 (Amazon S3 FEAEER) PMEAR Amazon S3 Y VPC inBi¥EH!,

B

- ZEBSRE

- #.% DNS

- BV MEH

- AR BB ER
L

- #§88 VPC BB

B Amazon S3 #Yif 24 53
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oIBR8 b

ZEE

- REGRMAREECRUZRMNESRPEH, FHLER S3 REFrEARNESPEYRERR,

- WMREFHEMABR Amazon DNS faIfR2E , AIAARKA VPC B DNS EH R DNS ##47, 40
RIGERABECSHY DNS fAfRER , FFHARY Amazon S3 12 HAYFER A IEHEAEAT A AWSFHERR) IP it
ko

- BWREBFEEREFE Amazon S3 BWEIITEE , T2 BHENR XA ARFFEDL Amazon S3 BIR
2, BUUERLFHESRAPS R Amazon S3HNFEEE ID,

o HHRAEIRFEREFE Amazon S3 BWEIITERE , FHEKEMARE ACL 4B RFFEL Amazon S3 B
B, BEEEMER ACLRAPSRBFEEE , B Amazon S3 M F E/FE HES Amazon S3
B IP #hit EE,

- RELFEANEEE AWS R ZFHW S3 /IR, flm, RETHEEFNSEAFERNER
i ETREEEREGKESHEIIRNERXTHE EC2 BTHEE. MERELK , FRAENK
ZLIRBE ORF AWS BRIE RERFEMs3:GetObjectBMEFEEUELER,

o BT RS A VPC inBHY Amazon S3 R , EE P BRI RFEFEBBEFFEA aws: Sourcelp
&4, B aws:VpcSourcelp &, & , B UUERKHEE | BHEIHL EC2 HITERET
%18 VPC i B 7FE Amazon S3,

- FERMEXE IPv4 RE,

 Amazon S3 Pl 28 F R F T EBIIR IPv4 bt , S1EANHE IPv4 B ES VPC
REVRE IPv4 bk, IRESSUIIREREERE |, U PENERFRRAY TCP ER. EFH YE IPv4 kY
XAERTERE. EREEEVIBARMR I ENTEEZRS  NERRECETIE , #REE
HEiR e BT BB EHERE Amazon S3.

U BEAR T REREH HH VPC, VPN EiE, VPC BEER, Ei#fE&E= AWS Direct Connect VPC H1
HRE — RN EREEMEARERESE Amazon S3 &,

- BEVMRFEHRNSEESNFERERS 20 @RERS , WEEETHE. 8@ VPC t8F 255 EF
B BRI BR o

#.5F DNS
5 Amazon S3 B BN % | ALBREFE DNS UBELRAE,

Route 53 Resolver

HEHAR Amazon S3 K% 2, 54
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Amazon € A&H VPC 121 DNS f@Aka% , &5 Route 53 Resolver, Route 53 Resolver € B
BT AH VPC BEEBANLEREREPHNGEHF. B2 , B&EE%E VPC AIBEA Route 53
Resolver, Route 53 2121 Resolver i Z 1 Resolver R Al | ALK VPC S\ ZBEH Route 53
Resolver, A Resolver i # &% DNS &t AP B ML E X E Route 53 Resolver, EiH
Resolver % 2 &% DNS &3¢ Route 53 Resolver % E A ZPE B -

E184& Amazon S3 BT HIm B E AEE ¥ E A Resolver in i FEHAFAE DNS & , BISEIEA
Resolver i i, A Resolver it B g4I EE @ Amazon S3 & HEY DNS EH RN AN HE %2
WAE IP i, HEPItEEHE Route 53 Resolver B ALIAS 528&3#71#8 = Amazon S3 EI’J ‘EFEERES ,
LMERE VPC By DNS Z=H 4T A Amazon S3 AF IP it |, 304557 & 5% i 3 R E ik 2,

#.%8 DNS
WRIEAE Amazon S3 N HImHEXEFE DNS |, B REE¥EA Resolver im B EFAHE DNS | Al

D= W"‘B"‘B%#ﬂﬂ%%ﬂ VPC HyEER#BEERAN Eﬁﬁ”ﬁﬂiﬁﬁﬂi Amazon S3., Eltt , RE VPC E’megﬁ‘ﬂgﬁ
RN EmRY , SREARNE  IRREFARERY , ALEFTEANTE,

On-premises Region
]

data center
Private subnet @

rl Gateway endpoint /@
53 bucket
@)

VPN connection Interface endpoint

EERAREA Resolver % FAHE DNS

MR BE S E A Resolver in B EFAE DNS |, BIRBE AN ERENERESFEANEIRIHEFE
Amazon S3 , MR A VPC WHERESFEHRAEREHEE Amazon S3, At , B LURELEER , AAE
AEEEEZFEARERENRECRA N EREE K BIEENE,

B Amazon S3 #Iim 2 55
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On-premises Region
data center

Private subnet @\\“
Gateway endpoint >@
53 bucket

[]

e o
(7] >
VPN connection Interface endpoint

FREPH DNS

A ATEE Y Amazon S3 N EIRE 2Rz R AHRENE DNS, MEFHMER , F2H the
section called “# 31 VPC in 3" (B HIEE) = the section called “BAFAE DNS B8 (B &R
E)o

e VAL BEN R
FERATHREFREIEZZE Amazon S3 WEERKE,
FRERAEVREERY

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
EEEE K FIEIE Endpoints (wE).

BER T B,

¥ Service category (BRFEER) , EIFE AWS R,

R TIRE. | BIEEESREE - ME , REEE com. amazonaws, ## .s3,
§t¥ VPC , ERERHEPETIRBE VPC,

#H¥f Route tables (BEHR) , EMEMHIKIEFEANKEAR. RMSBHHEEH , KURELAEE

HRERE M BN E.

8. ¥R Policy (B3€) , #H Full access (REEFH) , LAAFF VPC B LA EERNAE ERETAT
BigfE, &R, 5ZE Custom (BE]) , E#E VPC inBBR , ZIBRIZEHI T EMLARE VPC B LY
ERBITRIENER,

9. (ZBA) ZEMEER , FHiBIZE Add new tag (FIEER) , REWAERNENE,

N o g & DN

B Amazon S3 #Iim 2 56
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10. BERM W

& BER DT HIEILFER

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint(#3 & T & PowerShell)

£ A EF iR BURE S FH

ZAIERERBRREZHRESERR. VPC, IP ut&EEM AWS iIRFEENFE. SELEHIR
EEARRBHAATENEARIIFAFENFIER,

Example 5] : PR $l4F E i B #Y 77 B

A LAEA aws:sourceVpce HREE €  BURFIBBERRBRHEFIERBENFR. RIEFAEEN
FERE , SRIATHRESEEEAEESFEFIIEENREFIR. FIE  LBEREHHSEB AWS
Management Consolef A 1§ E EIERFEUE EW R FETHE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example £ : BRFI4FE VPC KIFEL

A LAE A aws:sourceVpe REE€8 , BURBFIRBEREHESE VPC WFH. NREEHERR
VPC X EZEmE , B+ EMH. BRIFEFBREZRRBEEN VPC , BRIUTHREERBFERIEED
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EEERIEENMETE., FIE LB HEER AWS Management Consoleff F 15 E B /ER 7 HL
EENREITHSE.
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}

Example 84 : FREI¥4SFTE IP it sEERY 7 E

O LAERA aws: IP U EMEBER | IRHEIESE VpcSource IP (Uit BRI FEL. BRIEFBERZRE
EEWN IP it FEAUTHRXRSERFEAEEHFFREENRFIR, FI1E , LERSHHEHER
AWS Management Consoleff i E B {ERFEUE E N AT,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],

"Condition": {

"NotIpAddress": {

"aws:VpcSourcelp": "172.31.0.0/16"

}

}
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}

]
}

Example €] : BRI FEERENFE AWS 1RS

BALAEA s3:ResourceAccount 1§48 , BIUBKRRRBRHIEISE AWS 1RF mh S3 FEATHEN
FH., BRIEBENEIES AWS IREFIER , BRILLTHRESIEBFERIEEEEFI S3 #1FErE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
EAEER &

RS FERERMEBMARER, EERBKARE , RASEBHERE , BURBAEENRE
EainRAERTEH, EREUERARNERE  RMSEDRBERPBRIGHKA,

AEERATEREREABREHR

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
EEEH K HIRE Endpoints (S Eh).

N PER L

i#1Z Actions (E11E). Manage route tables (BB HRK).
REZEMSEUHEEEH &R

i##2 Modify route tables ({§ B HK).

I T
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HREADTIIREBEHRE

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(#1& T & PowerShell)

#mEE VPC um BHUR

& W] LA R B R RV IR RIS, DA R B VPC RIEIBIR M Amazon S3 BYFEHL, FRERBUIRAFTT
BEHN. WEFAES  F2HE ®RIEBER.

EEFRAIEAEEREBE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEHIKTIRE Endpoints (S E).

3. EEFEEIRE.

4. IBE Actions (811€). Manage policy (BEBK),.

5. B Full Access (REFH) UAFEEFIURY , ZEE Custom (BF]) WiEZEBFTHBR,
6. EERF.

T 51 i 5l v 36 SR Bl A R 7B Amazon S3,
Example g84) : FR%I4$E M FRTIRAYFE

BA VRN BUR |, IRRHIREFEEUSE S3 METE. WREH VPC AWS RIS R EHMER S3 MEET
BYEE , E2REH.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,

"Resource": [
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"arn:aws:s3:: :bucket_name",
"arn:aws:s3:::bucket_name/*"

Example £ : BRFEISE IAM BB FE

B LM BUR | BREFE IAM AT, BXAMEMA aws:PrincipalArn KRR FEH A FE
.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example g84| : FREI¥ S EWRF FEHAENFR
BTN BUR | BRESEIRF B FR.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

i B R 1 i

B RERRE TR, EEMBREERME  RASRFRKRERPBRIRMEH.
WMREATAE DNS |, B LMIBREE 2

HEEATEEMBRRMERER

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEE K PIEE Endpoints (W H)o

SN PER L

i##Z Actions (Bi#E). Delete VPC endpoints (B} VPC %),
HIREIR TR , & —T delete,

B E MR,

o a0 bk~ w D =

& B A a5 5 MIBR R E iR B

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint(#R & T & PowerShell)

Amazon DynamoDB #Y & i 26

B LAEFEE VPC imE# VPC F#2EL Amazon DynamoDB, BV BEmE% , B LUSHEIEA
HEAXTHERE , AR VPC & DynamoDB W&,

ERRERMTEEAE,

DynamoDB R X EFEREN T HinE. FARERS , S L% VPC FE DynamoDB , &
EAVPC FAMMRBEEAERNATHEE K MAEFSHENER, ER , HERETAHRABTER
B, Hit AWS EEHHEE VPC SEBEHFEHTER, ELXBRT , BXENAMTERE (T8
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NNFE), MEFMEA , 55289 Amazon DynamoDB B3 A BB E AR DynamoDB B VPC
BAAZIREHEER,

B g

- EEEE

- BUFERY

- £/ IAM BERESIFE
- BEBEHE

. {miE VPC WEBE

- MiEREEIRE

ZEER

. FﬁLm%/\ﬁEE‘“E_LJ maal B PER, FHLEE DynamoDB & ¥R EE R 215+ 2 11 FE
Uk

- WMREFEAHZE Amazon DNS fAlfRss , BIXERRRA VPC #9 DNS E#E B DNS #if. 0
RFERBECH DNS AR , SERARY DynamoDB 2 HEFE R AT IEFEEMT A AWSFTHEER IP it
Ht,

- ¥H0EIB B IR B 7B DynamoDB W#T{ER , KL FEMN A AXEAFE L DynamoDB Bk
B, BUUERLBHEBRATRS R DynamoDB WF EEE ID,

- ¥R B R FE DynamoDB BV EI1T{ERE , FHEMEEVMEEE ACL X EAAFTEH DynamoDB HIR
B, BEZEMER ACLRAGDSRBFTEEFE , L% DynamoDB ¥ &5 E#H H{§ DynamoDB
B IP byt &6 E

- WMRESE AWS CloudTrail FiEE# DynamoDB % |, iR ES I SRBEEAE VPC #F EC2 #1TE
BHNAE P st , URIEBRHBEHITZEMBEROBEERE ID.

- MERMBEXE P4 RE,

- BRETHEPHITERNRER IPv4 it SREAH IPv4 it 8F A VPC FHFE IPv4 Mk, imEs
SUREKRER  URPERME TCP ER, FALE IPv4 it ETNERTESEE. EREE

BUSEAFERMEFEFIERTEERR. HE , AEHUBERENUR I ERPER BB ENER
% DynamoDB,

Un BEMR TR HH VPC, VPN ER, VPC HHEELRE, HHEEZ AWS Direct Connect VPC A
ERS —mi ERE LS A RFEREE DynamoDB B,

- BHRFENASEESNTEREZEAS 20 EFERS , WEETHTHAE, 8 VPC thh 255 (R
BisEEI PR Hlo
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i A Lol
B8R

FRATHREFENESRE DynamoDB K EE R,

EREE AR RERT

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEE & HIRE Endpoints (S Eh).

BERIRH,

¥ Service category (BRIEIER!) |, &2 AWS RIE.

R TR, | FEIEENESREE - ME , AEEE com. amazonaws, ##. BifE,
¥ VPC , ENERHEPEVRMHN VPC,

## Route tables (B¢ X) , EMEHRRMEANKAR. RASEBHERSD , BUBRKAERE
K RERE O iR MR T H .

8. ¥R Policy (Bt3) , B Full access (ZE7FH) , AR VPC in® LB ERWATE R EITAT
HigtE, BA|, EH Custom (BET) , EE VPC WWEEER |, XEURE4 T B NLERE VPC B Y
EREITRENER,

9. (IR ZEHMEER , Zi81E Add new tag (FTIEER) , RAEZAAEBNENE,

10. BEBRI W,

N o g &~ DN =

& EERDTHIEILFER

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint(#3 & T & PowerShell)

5 1AM B #1FE
BRI LA ST IAM BUR |, BUR SR IAM =8 AEA4EE VPC inEFE DynamoDB &R &,
Example €5 : BR$l4F E i B #Y 77 B

IBALAE A aws:sourceVpce RHEEIR , BV BERRRBEHEHFE VPC in BN FE. BRIEFERIEERN
VPC i% % , BRIT Y BEEELEFZEIRS FH DynamoDB BRI K, WRAIBEEE —EBXER , 1
BN EARBIFTFE N FEER.

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}

Example €4l : AFFRBEE IAM ARHNFEE
ORI RHFERARE IAM B2ETERNEBR, THIBRRSEFEIEEN IAM B,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
}
}
}
]
}

Example &l : AFFRBEFERFHFE
BB EATFRESERFETEFEIRNER,. THBESHEERFHNERER T FIVE,

"Version": "2012-10-17",
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"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

B Bk %5 EH 3R

BUSFRRAERMERNEEER. SCBEHRERE , A EDHERA  SUBBLEENRE

EOREEENEH, ERECERARNEREE  RMAISEBDRBBARTBERGMEH,
HRERAEELREABKEAR

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
FEBEE K FiRE Endpoints (i E)o

12 B 8 i B

212 Actions (E11E). Manage route tables (BEEMHRK).
REEEINEHUHZE I B &R

iZZ Modify route tables (IS HK).

2

EREA DT IIREBEHE

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(#2 & I & PowerShell)

e VPC im B HUR

&R LA m R BB in R AT IR R BUR |, BARHITE VPC ZEiB s R ¥ DynamoDB W fFHY, FARXBURAFFTE

FEL WEFMET  FSE "B
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AEERATRESERMBUR

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EEBEE K PIEE Endpoints (ImE).

N PER L

i#E Actions (Bi4E). Manage policy (BEEB%).

EIZ Full Access (RE7FH) UAFTEFERE , S&EE Custom (BEF]) MWiEZEBFTER,
BERE

2 e

HEREAD IS REERR

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(#2 & I & PowerShell)

T % &6 45 i B R Bl A 58 77 BX DynamoDB.
Example €] : fEFrEBEFEVE

B AR ER G AR TR ER, TIBRER T , U HANMER DynamoDB Bk,

{
"Statement": [
{
"Sid": "ReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"
1,
"Resource": "*"
}
]
}

Example 6 : FR%I4$EERRAFE

B LA JR A, BR&I4EE DynamoDB ERFZMEFE. TFHBXR AFFFEIEER DynamoDB & #}
o
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{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

i B [ 8 i R
MEimFaE R EARD MR, EEMRRAERNR , BN ERERTBERIBIIKH.
& BER A MIBREE W R

£ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
EEBEE K FIEE Endpoints (W H)o

12 B & i R

i#12 Actions (Ei#E). Delete VPC endpoints (flB& VPC %),
HIRHERRRE , FE—T delete,

MR,

2 T

& REA D 5IMEREE R

* delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint(#R & T & PowerShell)
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FIB LT FN1FE SaaS AWS PrivateLink

£ B AWS PrivateLink , A LLFAT1ZH SaaS &Em , MEELEBCH VPC FHEIT—5,

B &
+ B2

« BN ERE

BE

IBAI AR, BEMME SaaS EmME AWS PrivateLink £ AWS Marketplace, fEFMEN |
B AWS Marketplace : - PrivateLinko

3
V2

B AT LR EIR AWS S1EB R T AWS PrivateLink B SaaS BEf. NEFHMET , F2H
AWS PrivateLink §1EE 4.

TEBERNFAIER VPC inRi K& SaaS Em. RBREESEILRIMERS AR TEFHinRRE
WFEE, ERBRBEEE  LAIUEYTE VPC in¥ , ©A#E VPC HH — B 28 78 R ik B AR
T BEMIER.

Region

ey

VPC endpoint Metwork Load
Balancer

BE 69
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- AL Ll
3 37 97 [H Ui B

FEATHRFEILEHRE SaaS EmMMNNE VPC i%E,

BR
TR
EERUAEBABHNN EREY

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEH & HIRE Endpoints (S Eh).

BERIRH,

MRERHIEE R AWS Marketplace , FBHITATIRE

A

a. 7t Service category (AR % E) F , #EIE AWS Marketplace services,
b. BARKERE.
5. MREER "IREMEL EETE AWS IR , BFRIT FHIEME

a. B TER¥. EH, FEE "PrivateLink RIS ERBH#
b. BMARBERE , AREBIEE Verify service (RFERTE).

6. #MVPC, EREERPEREMRN VPC,

7. ¥ Subnets (F#8) , ASETHAEEER—EF#E , ZERPFIER.

8. ¥t Security group (Z£8#4) , ENERGEFEBENEEYBHNZSHE, T2BFERAUMLE
AF VPC FHERMIGHER N EZBRRE,

9. (BA) EEHEER , 5581F Add new tag (FTIEER) , AEWAERNENE.

10. BEEVIRE,

NMEFBRENHRENENR , 552E the section called “5%E JT H i 27
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FEIRFEUE EE R AWS PrivateLink

B LAE A Gateway Load Balancer , #REBBGHERERZENEE., XMETARZERE, &
R, BEREHIAEA AR, EBRILERI VPC HmE R KFIEE Gateway Load Balancer, Hfth
AWS R EEBE Gateway Load Balancer Ui B 3 17 Bl B R 5

EE

BEXRSETAEEMERE Load Balancer in BB/ NFFTE, REEEREEMN GB ERE., W
EHMER |, 5528 AWS PrivateLink E{E.

B #%
- BE
o IP HhyH3EA
i

- BEVMBEZRFKES Gateway Load Balancer i 2 R 75
- f£f Gateway Load Balancer i B 2R EHRER K

MEFHMEN , 2B Gateway Load Balancer,

R

TEEREAEX ARSFNMAEBFEINEZLRME AWS PrivateLink, ERARXARSBERKEESE
VPC M F##1T. B LEME VPC W5 — @ F#+E L Gateway Load Balancer im#, FiEE
BERERREEEARKEESE VPC HRE® £EHAZE Gateway Load Balancer i B A EETRE |
AREBERHAZENEFHE. @K , #EEARXARIBNVIEREZE A ZE Gateway Load Balancer
WmH UEETRE , ARBEBRRBEKREEED,
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Region l
- 3 =

™ 3 ST ™
—_— 5 Y 4 | H
p— r = >, H —
- 9 N T
Application servers Gateway Load Balancer — '
endpoint i Gateway Load Security appliances '
Subnet Subnet — Balancer :
' Endpoint service

R IIERAEXARSENRE (ERFHE)

1. REZBMREKRFEEEAREHEESE VPC,

RIBEHKRMERE | S FREBEEZE Gateway Load Balancer i 2
REFEBZ £ RIEEIEZE Gateway Load Balancer #1782,
RESEME 2 %EDZ Gateway Load Balancer i 2
RIZE A RERE , BREEEXEEARMFRSES.

.0":“.0-’!\3

AR FARFIERERNRE BESH)

1. BRI AKRMERE | A REFEIEE Gateway Load Balancer i 3,
2. REEIBZ £ RIEEZEE Gateway Load Balancer #{THE,

3. REREREZRENEE| Gateway Load Balancer it

4. RIBBRBARERE , KREE:ERKARKME

5. REEEDEMREE.
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|P bt 2H A

RASIRALE T LLEIR IPv4, IPv6, HERRMER IPv4 1 IPv6 [ IRISEVHE R EHRE R |, B4
HLZ2RREXE PY tb—K, IREHAEHELE BEHEEUUEESER Pv4 EEUEN R
&, MmPBEFPULLUEEFEA IPve EEUER R,

R Gateway Load Balancer ix B X% IPv4 , Rlis 2R REESR IPv4 ik, 2R Gateway Load
Balancer i 2 8 IPv6 , Aliz 2B REEE IPv6 thilt, SERABERERGZEE TN IPv6
b, WMREFER IPv6 st R G BRBENE , FFEE denyAllIgwTraffic EMA.

RAim RIS IPv6 RYER

- IHBHARIEH VPC MFHEXEEEMHEIBA IPv6 CIDR E#,
i 2 IR FTE Gateway Load Balancer #AEEAEHEE 1P it HE, 2B HIAIFTEXE IPv6

;ﬁlio

% Gateway Load Balancer i Z5RUH IPv6e B ESR

BRSNS EEEEE IPv6 BN IP it R,
- Gateway Load Balancer §J IP bt ¥ 8 % JHE2 Gateway Load Balancer B F#EMHEZE , M FATR :

* IPv4 - & IPv4 3 EIRIG AV IR RS R E . RAEMAERN FHEEES \Pv4 it SEER | of
XEIIEE,
* IPV6 - #& IPv6 it IEIRIG AV IR RN EH. RABEEMAEERN FHEEE IPv6 FHEE , X XEI
BIE,
» Dualstack - #§ IPv4 # IPv6 bt 8RS BN IR N EH. RAEMAEERN FRHFEER (Pv4 M
IPv6 it SEE RS | o TR ILIEE,
- [RBEAE VPC M FHRERIRHRLERE IPv6 RE , MEL FHRBNMER ACL LA IPV6

;ﬁlio

B EH

EELRERHTIRERE , BBFEHE ID, #§ Gateway Load Balancer in 25 E AR B KR B E,
HALE , BERBFEREBRT , WTR. BEE , SHBHEERITE IPv6 KH.

HEPR MRS B Y R R R
WERAHARXNEEERE , KENEARARXMARSENREEIEZZE Gateway Load Balancer i 2
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B Ky ith B
VPC A IPv4 CIDR =5
VPC A IPv6 CIDR &35
#u#####t IPv4 CIDR vpc-endpoint-id
#A###A## IPv6 CIDR vpc-endpoint-id

BEEEAEXARSEN FRKER
WEBKRNEEGREHR , SEARXARSELNIEREZIEXZE Gateway Load Balancer i 3

B Yt BE
VPC A IPv4 CIDR [ 33
VPC A IPv6 CIDR [&= 35
0.0.0.0/0 vpc-endpoint-id
::/0 vpc-endpoint-id

B Gateway Load Balancer i 28 BB X

HRARSAEREENNREFEIEEAZRENL. YRFRERBFEBRNRE , FHEHSKRE
EERARAARR. YRREERAEXARSF[NRE  FHEEH , S REEEERBRERE
B,

B #ith B
VPC A IPv4 CIDR [ 15
VPC A IPv6 CIDR (&1
0.0.0.0/0 internet-gateway-id
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B iy it B
/0 internet-gateway-id

B MERKES Gateway Load Balancer i B IR 7S

O LU B 2 WERFE AWS PrivateLink , BAmE R, BRRFEME K MELREEZRN AWS
FRMEREIAE,

i B AR5 E = Network Load Balancer 3 Gateway Load Balancer, EUIERT , &5 A Gateway
Load Balancer B\ in R R, WFMEA Network Load Balancer B im#RIENFMENR , F2H &2
3 Vi 2R o

B &

« ZEEIF

o REFH

o BIIRERFE

o BRI A

ZEEH

o U EEARFSE SR M AR R B AT A

- EREEEEFIGERENEBENR MM REFIERERERAELEANTRHES ., REREA
FRBEEEEERTRKRFR , IS ERHEEE (HIW0 us-east-1a) HEZHE AWS IRFHHF
EERTAREE. S@RLUER AZ ID —HtERARENTAER. WFEFHMBER , 528 Amazon
EC2 FREEEHM AZ D,

« &K AWS PrivateLink B/REH 5. MEFMENR , 5528 AWS PrivateLink Bt .

DERAF

- ETHESPRIELEEMEFRNEREREE VPC, MEBRBEETETH, —BFHARZ
2EMTEE , 5 —@FHBARN Gateway Load Balancer,

#1I Gateway Load Balancer %25 iR %% 75


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#az-ids

Amazon Virtual Private Cloud AWS PrivateLink

- ERIEIRMEE VPC I Gateway Load Balancer, ﬂﬂ%"é‘ﬂ%f’ff“‘%ﬂﬁﬁ%tﬁiﬂi IPv6 & |, A
HZA1E Gateway Load Balancer FIAEHEXE, MFRFHEN , F2HFEKEA Gateway Load
Balancer,

- ERBEMHE VPC mRB R 2R , Y@ E R FEEE RREEMEM,

B B AR
FAT5REF , RA Gateway Load Balancer 3 i Zi R 75 -

{58 P £ 12 & 22 31 i 3 AR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

HEEEEKF |, 82 Endpoints Services (i BARTE)o

i##2 Create Endpoint Service (2 3 iz B IR75).

&%t Load balancer type (B 5 F #2558 2) , :#E Gateway (F&).

& ¥t Available load balancers (Rl AV & 8 F#28) , FHEEUEH Gateway Load Balancer,

¥ Require acceptance for endpoint (B3R 2 i 2) , i#EX Acceptance required (ER1E%) ,
DERFEHEIHIRHRBENERGB R, 58, REgaHEs

7. &¥ Supported IP address types (XY P it FH) | ST Y HEH P —ERE -

o o K~ w0 N

« B IPv4 - RAA BRI LAEES IPv4 B3R,

-« IZEHIPV6 - RAAIm B AR IS LA IPV6 5B R,

« ZEE IPv4 M IPv6 - BUA i B AR TS SA3E 2 IPv4 1 IPV6 58K,
8. (1B £EIHMEER , FZiBIE Add new tag (FTIEER) , REZAAEZEBNENE,
9. i#FE Create (B1I)

EEFERAG YR IR R

* create-vpc-endpoint-service-configuration (AWS CLI)

« New-EC2VpcEndpointServiceConfiguration(#3 % T & PowerShell)

R IR i B AR A W A

B RMAELANT TIERE , TRABHEEERHERE.
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- FEASERBEHEEEERIRHRBIFTA. WEFMER , F2H the section called “EFEFF

- ARBEEERERBEBNZIXEZNTRAREE , AEMM TSR T EIRS , EMmERESENR
%, MBFEFHMEF , F2RTENER.

- EZRERBEEENWIREERBE R, WEFHMEN , 528 the section called “EZ HIELELFHE
X7

AWS R LUEIBE Y F& Load Balancer in % , AT ERIF BN IHERLE. WFEFHMBENR ,
31 Gateway Load Balancer i 2o

3
¢
a1

£ F Gateway Load Balancer iw B RFZERE Rk

BRI A VL Gateway Load Balancer i B SUE#RE AWS PrivateLink Sz & #Y im 25 AR 75 o

HRER VPC REENSE TR BN EFRTELIGMERTE , LT Bk B8P A HEE R
FE IP i, WEBRNERAFREEENMRNE ; BUTUAEENBENEHRE AWS 1RF
BEEZRITEE.

BMgofWRES N NGAERRENEEE, WEFMEN , 528 Gateway Load Balancer ix 2 E
&,

B &

- ZEEH

- REHFRH

- BiRE

- REKH

- EEER

- MIBX Gateway Load Balancer i# %

ZEEH

- BRARERKEEE VPC HEEZE—EITRAEE. Z2RBL8F N FE. EEETRFHEPER
Gateway Load Balancer i3 , BI24ZBE2 M #H Gateway Load Balancer i %o

« BALLAEERIEHEE T B [EEZE I B — Gateway Load Balancer i % , {E 44781212 Gateway
Load Balancer XMW A AEE, REEHAEEREEEEZEATRKRSE , A EHERE (Hlan
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us-east-1la) HEZEE AWS IRFFNFRBER A EE. B UERA AZ ID — BB B IR/
AAEE, MEFHMENR , 528 Amazon EC2 FAEEREFH AZ ID,

- DAERBREEEZERBR2R B eEARMRE. REFEEXEB VPC imR@ &N VPC
PN ERZEFER, WEREFEE VPC PN ERMBNRENEFE,

- BEREAHSFEHREIH T XESETRAREE (AZ) S 10 Gbps WIEE , WHEIEFZE 100
Gbps,

- R B AR EL % {8 Gateway Load Balancer #HE8H# , Bl Gateway Load Balancer i 272 8 B 7] A
EEEE —Aa R T EHEEILER,
- FERRERBEHRNTAERER , ERLEEQHEXRENSA A EEFEIL Gateway

Load Balancer % 2.

- EREIEIR Gateway Load Balancer ¥ B 3% B &% ¥ , T %8 Network Load Balancer Al Fif IP 4R
, BN{# B 8 Network Load Balancer {7 RfEE# VPC Bt —#%,

« &K AWS PrivateLink EREELRE, MEFMEN , 552 B AWS PrivateLink B8,

BRI

- EAARHHPEVELEEMEFRENREEESE VPC , B UKD FERE. —EFRBARER
EXfRE , 5 —EFHAR Gateway Load Balancer Jﬁﬁ,i!ia'io

- ZERRIRBREZERLTARESE  BERAEEAE describe-vpe-endpoint-services @ R i
2R A%

- MRENERNVAERREE ACL BV FHH , BN ACL RFTRHMMERTEMN VPC REIRZE

IBE
E"J/)"JEO

32 3 v B
FATIREFRILEREZERERRinE KRB Gateway Load Balancer i o
EEMAEEHARY Gateway Load Balancer % 2

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,

2. HEEBEHIKFIEE Endpoints ().

3. EEEVRH.

4. &¥} Service category (ARFEEER) B , 1#$F Other endpoint services (E i HBRT).

5. &¥ Service Name (fRIEE ) , B ARBEBERE , REIERE Verify Service (B RHE).
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6. &¥ VPC, ENERHFRIIRIER VPC,
7. ¥ Subnets (FHBER) , FENEEHPE L in B FHEHK,
8. &I¥} IP address type (IP bt 3EHY) | £ T 5B IEHRIE -

o IPv4 - # IPv4 bt iSRG BN IR R N H. REEMAEZRIN FREES IPv4 i E5E R |

IR EUEE,

* IPV6 - #§ IPVv6 it HEIRAG ERY IR RiBER T H . RABEFAZEMMN FHEEE IPv6 FHRE  FX&E

IEiEE,

« Dualstack - # IPv4 # IPv6 it 18 RAG SN IR HBEHRNH. REEMEEIN FHEEESR IPv4

M IPve syt EEERF | F B IRIE,

9. (BA) EEMEER , F5EE Add new tag (FTIERR) , AR\ ASBAVENE.

10. BEZETIRE, EHMES pending acceptance,

EEMFASH YR Gateway Load Balancer i 2

 create-vpc-endpoint (AWS CLI)
» New-EC2VpcEndpoint(fi & T & PowerShell)

AR IE B H

ERUTEFARBEESE VPC REBHKR. L TRZLRBHHEEZERARNARIFHEAR

EFTLZEWME, MEFHMENR , 552 [ the section called “BEH”,

EEFRAFEARERA
1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. EBEBEHKD , EIF Route Tables (BEHR).
3. EEEMREEMERBREBITATERE

a. 1#1F Actions (B)1E). Edit routes (¥mEEEH).

b. WMRMELKE IPv4 , FBEIZE Add route (FTi8E&H), &% Destination (B #9ith) |

N RET 78 IPv4 CIDR B3], ¥ Target (B#) , 751 B VPC i E,

c. MREXE IPv6 , FH&EFE Add route (B H), ¥ Destination (B K ith)
A AREE F#@H IPv6 CIDR [E#, &%t Target (B1R) , FHEE VPC im B,

d. EBEERFEE,

R ARARE

, SR A AR
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4.

AERERAEAARSIN FRERGE BRI MTUATERE

a. 1#1E Actions (B)fF). Edit routes (¥mEEH).

b. WMRMEEZE IPv4 | FEIRIE Add route (FTIBESH). & ¥f Destination (B 1) , @A
0.0.0.0/0, &% Target (B1E) , F#H VPC i 2,

c. WMREXZE IPv6 , FFiEIE Add route (FTIEEEH). &% Destination (B£E) , B A ::/0, &%
Target (B 1) , F&EW VPC i,

d EEREEE,
EHVE A Gateway Load Balancer in iz THEBIEHER , WHITUTIRE :

a. 1#IE Actions (B)1E). Edit routes (fREEEH).

b. WMRMEEZE IPv4 | FEIRIE Add route (FTIBEEH). ¥ Destination (B1E) , @A
0.0.0.0/0, £H¥f Target (B4E) , FBiREVBEMREKFEE,

c. MWRMEEZE IPv6 , FFEE Add route (FTIBEEH). & ¥ Destination (B1E) , WA ::/0, &%
Target (B1E) , FBEZEVBREREE,

d. EERFEE,

& EEABTHIRERH

+ create-route (AWS CLI)
« New-EC2Route(#2& T & PowerShell)

BEER

R ERC B W Gateway Load Balancer i3 , AE B ERIBEM T RETHBI R 2,

FEEATREEERR

1.

N o o bk w DN

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEEF K FIZIZE Endpoints (i Eh).

BEEUT E iR

#12 Actions (EIfE). Manage tags (BEEBZH).

HREFEBNSEER , 552 Add new tag FTIEER) , ARAAERSBNERE.
EEBRER K FEZEBEESB/NELAHN Remove (BRR).

BERE
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EEERABTIREZER

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag(#8 & I & PowerShell)

il E% Gateway Load Balancer ¥ 2

iR B R R BN AT MR, MIBR Gateway Load Balancer i B th &M BR iz BB N HE. WRBHES
BiEOmIENER , B EMBR Gateway Load Balancer Ui% 3

= Z Bk Gateway Load Balancer % 24

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC E£# A&,
2. EEEBEKD B2 Endpoints (iR E) , AREBIBEUEMIRE,

3. i®#Z Actions (BifE)., Delete Endpoint (M ERi%2)o

4. TERESREESD | iEIZE Yes, Delete (2 , MIER).

% Z Bk Gateway Load Balancer % 2

* delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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BBLLT AR ER AWS PrivateLink

IERLAFEE B 2 Y AWS PrivateLink St EBRT (B ARRARTY) , WEHAM AWS FEFHA,

B #%

- B2

- DNS F#EH

- .8 DNS

« IP hub 3R

- BEVRMZENRE AWS PrivateLink
- BRERERE

- B VPC imEBRIEH DNS £

- BRIRBRESHNIRE

- T R B AR A%

BE

T E#EREMA AWS EBHAL AWS BEFHLAAFRENRE , URELEF MMEEEIZHRE. EHR
IRME | BT LUE VPC HE 3L Network Load Balancer &R 81w, A% , B LUEET VPC
i B RIS AHRE RSB EUL B B P @188, B LIEESE AWS T ER TR | LMEMPHEZERENRE, £
AREEEE K BEFTELRE VPC HE , EUEMARE VPC FIZEH FRAE S iR B RE 2
BUER. EETEHRSRIRERBEEENER , LECMEEERELRREN B E,
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Region

VPC endpoint

Metwork Load
Balancer

ATERRIEENS AL , EREEZOWME A RESREAEN RS,

DNS =#&Z 18

ERBRHERL VPC mRBRBEE , AWS EABRBELRIISEN DNS THEHE. ELEHWESR

THIFEE :

endpoint_service_id.region.vpce.amazonaws.com

LA 2 us-east-2 BiFH VPC iw B ARFEHY DNS T #ZBEH

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

ERBEEEREYNE VPC naE , RMSEVESSBANEE DNS 28 , R EEETEAEMN
BEinRREET. BHEBEATIEE

endpoint_id.endpoint_service_id.region.vpce.amazonaws.com

TEEBERTIFEE

DNS T#EH
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endpoint_id-zone.endpoint_service_id.region.vpce.amazonaws.com

#.%8 DNS

AR R E th T LA H i R ARIEHIFA DNS 288 |, IERBEEE T UEEERERSE DNS 28
REDMRK. MRBRBRMEEILE DNS BHEHGMRBHRED , AIRBEEETUAAENEIRE
RAA#E DNS B8, MRBBRMUERMAILE DNS , R EEETREEENHERREN , I8

£/ VPC im B BRIEH 08 DNS B8, WFHFMER , F2E EE DNS B,

P ith 3 255

RAGIRME T LUER IPv4, IPve, HEREER IPv4 Ml IPve QR EHEZIREHRRKIRE , BIFER
BinARBFELE IPv4, IREHAEHESTE BEHBEETWUREMER IPv4 EEUEHN R , M
ZEFEALLEEMER IPve FEUEH RIS

WRNE VPC imE S E IPv4 |, Bl HMEENHEHES IPv4 titit, NRAME VPC imBiXE IPv6 , Alim
BN THESR IPv6 i, SEERMRERERIFIMEERAEN IPV6 ik, MREFER IPV6 i1
R EMBRAE |, 55EE denyAllIgwTraffic BEA.

Rin RS RA IPv6e RYER

- IRFEARFSAY VPC M FRALAE R HEEBAY IPv6 CIDR B3,

- In BRIV FTE Network Load Balancer #iABFEREHESE 1P thut FH, BEFEEXE IPV6 R
E, IRBRFEERBREBEBEAGESE 2 MIZBENRIR IP it | T K ERE IPv6 i,

AN HEHHEMA IPv6 FHER

. HERBSLAXE IPV6 55K,
o NEIREE IP it FMAB A EENEREN FHEMEES , TR :

« IPv4 - #& IPv4 bt iSRG BN IR R T H. REEMEENN FHEES IPv4 it EIER |
B #EE,

« IPV6 - #% IPv6 it R SR EMEENEH. REEMAEZIN FRAE R IPv6e FHEE , TXEIt
®EIE,

« Dualstack - # IPv4 1 IPv6 Huiit 8 RAG BN IR N EH. REEFMEIZIN FREESR IPv4
IPv6 it STE RS | oF X IHIRIE,
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N E 2R DNS 504% P it 3g#Y

NHEHBZER DNS o8k IP it R ERERPIZEILA DNS 5C8&. /T HEHEHY DNS 5Lk IP i 38
RNEAEN RN P it ERER , TR

- IPv4 - BYAEERE., BEBENDE DNS B A iCik. P it FRUEAL IPv4 HE

Dualstack,.

- IPV6-BUMNEEE. EFGBBENOE DNS BHEH AAAA 5Bk, IP it ERNMNES IPv6 &

Dualstack,

« Dualstack - B FAEEZHE. EHEZBHNSE DNS ZBH A 1 AAAA 528, IP bt @R NKEAER

Dualstack,.

BIURMHEZEMNRIE AWS PrivateLink

&R LAY B C AYBRHE AWS PrivateLink , BARHNRYE. SRBRFREME K MESHREE L ERN
AWS TR RBRBEHEE.

i 2h AR 7% E E Network Load Balancer = Gateway Load Balancer. BT &SRS REIREREEEE
WER , YA CPHEEZEENRE. EEBERT , &£ A Network Load Balancer 2 31 % 2 AR %% o
WMZEfE A Gateway Load Balancer B\ in MRV EEMERR , F2E FEUE R iE.

B #%

- ZEEF

- DEFEH

o B inBRE

- BRKEEEE LR SN IR R

ZEEH

- WERBELERLZBBNESFATH, SR UEHA VPC BE R HAib[E 517 Bl 2R

- IREREEXE TCP LHRE.

- ERBEEEEHEGERENEEENR  mMAREEIERKREEARNTARED, REREH
EHRBHEEEEENTERFE , TEESHEE (HIW0 us-east-1a) HEEZEME AWS IREHHT
EERUAEE, BALAER AZ ID — Bt REN ATHEE, MEFMHEER , 5528 Amazon
EC2 fEAEIEEHRM AZ ID,
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- EREEEEEENERERREEERER K REGEARIHRER IP it A8 BT EHI[HHD
AE P MARKREEEEN IP tit, MRELEEHVEHF LRANREBEBERAGE , BAITU#%
REBAHBEEETRESREEEEN MU A ERENERBIT. MEFHEER , 526 Network
Load Balancer £ i & &R H Y Proxy B E.

. WK% B AR EE % {8 Network Load Balancer 1HE8H , AISERMEAE N EASHE — A8 S L HE5/HE
B, RMBRBRHEMENENE —EERE , RPSFEEEIMER A ES A E 4 —1E Network
Load Balancer fEAmEMENEH. RENKIFEHERNENAEREERFERBEEHENNEHRT
#Heg, BERCHHRERENFEARTEHSEREARWEEREXMN B E8EHERE , mik—X , R
BEB—EE8FEHS , HEEMEEKTFERIRHRE,

« M9 AWS PrivateLink EREHE ., WMEFMET , 528 AWS PrivateLink HALZE,

BRI

- EREBRBNSETAREPELEDES —E RN RN RBE VPC,

- FEZERBKEHEERMNALN R RBEEL IPv6 /M HE VPC inE , VPC MFHEXAEEHEBN
IPv6 CIDR [E1#,

o E&H VPC HE I Network Load Balancer, A& ET A ESRZEN—EFH , T FHEPREET
HEREEEEFER, ATEREKIEENRE K BELEZESNZELMET A EEIRESHN RS,

- MREH Network Load Balancer EEZ£MEH , AIXBEAHFREA iR IP UitWB\ARE, =
E  BEu L EREAZ S M EER TS , UEEIBRE AWS PrivateLink, MEFFMERN |, 8
SRR ERTEHSEREIRETIN LS R E,

s FEERURKTEEMIES IPv6 555K , H Network Load Balancer 4B EHE P g8, B
TEEXE IPVE RE. MEFMAET , F52E (Network Load Balancer fEF & ) Y IP it
iﬁ:ﬁ!o

MREBEERBREBAGES 2 IBEMRIR IP it | BERETTER IPv6 Hbilt,

- HEZRHEBRENESETRARETREBHATHEE TSR FERESREEREMN. IRERE
FIERANTAEBETRBATER  SURABEESAETE , UAXEFERAESE DNS THEET
HRBNERBEEE. ECRAEERARHTER K BXNESENEHER, NRFHAER A F2
AR EHFESREAEERETNERSAEHTE,

22 3 viw B AR A%

FEA TSR , FA Network Load Balancer % 37 i 2 R 15 -
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EF E12 6 8 M un 2 R

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. TEEBEBEIKD 1B Endpoints Services (¥ BiRTE).

3. i##Z Create Endpoint Service (2 3 i B BRT).

4. &% Load balancer type (B 8 #2558 R) , 1##F Network (#858).

5

&H¥f Available load balancers (7] AR B & ¥ #85) , 12BN Bdum B AR 75 22 31 BB AY Network Load
Balancer, @A EEES| LB FMERKERLEHEMAN A RS, BHVimEREKEE
el A B P RE,

6. ¥R Require acceptance for endpoint (ER#EZinB) , #EX Acceptance required (ERZE) |
DNERFEZEZIHIHHBEENERER, B, RS EBEZELHER,

7. ¥} Enable private DNS name (B #AE DNS &%) , i#H Associate a private DNS name with
the service (%45 DNS Z BB R ZE BN , SIBH R EEE T AR TFERENFTE DNS
8, RARWATAE DNS B8, B8, R EEETUSEARRENRHRISE DNS &8, AWS
EREEEEFERATLE DNS BB zal , REREELARIMMMETZEE, NFEFHER , F
28 €% DNS &,

8. &F¥f Supported IP address types (XM P it FH) | ST Y HEH P —ERE -

« EH IPv4 - AR m B AR IS LA 2 IPv4 B3R,

« EHIPV6 - BA A im B AR IS LA IPV6 3E Ko

« ZH IPv4 A IPv6 - RR A im R AR LA SZ IPv4 1 IPV6 FEK,
9. (IR ZEHMEER , FZiBIE Add new tag (FTIEER) , RAZAAEBNENE,
10. iE#E Create (B1I).

& BEA DD IE LR R

* create-vpc-endpoint-service-configuration (AWS CLI)

« New-EC2VpcEndpointServiceConfiguration(#2 & L & PowerShell)

2 IR 5K B & 1] LUGE A AR RY v R4 AR A%

AWS EBAILUEBREI M E VPC iRmE R T ERIEHIRE RS . RBREELANTTIRE,
F gem B %5 H B & R IR .
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- EAHSERKEEEEREDIRFRBENTAT. MFEFMAER , FF2E the section called “EIEFF

A

- RRBEEERUBRBEBNZIXIENTRAES , UEMAMTURL N RS , {EmEEIE R

%, MEFEER , B2RTIER.

- BIREBRBEEENRIERFBR. MFFMWER , 552/ the section called “EZ HIEBELRTF

- o

LARIEH B & & 20 B 52 s 3 IR 15

AR #H B & A T BA2 Fr 2 31 o T e 3R AT 2 B SR Y o B AR S o

EEEATEAEYNEIKR

1.

2
3
4.
)

o

£ https://console.aws.amazon.com/vpc/ BRX Amazon VPC £ &,
FEBEEHKFIREE Endpoints (W E)o

BEE IR,

&+ ¥f Service category (BR#&FER!I) & , i#EF Other endpoint services (H i B AR )o

& ¥t Service name (IREE) , MAREEE (10 com. amazonaws. vpce.us-
east-1.vpce-svc-0el23abc123198abc) , R&EE Verify (RFEIRTE).

$H¥ VPC , EREETHDPB KN VPC,
&%t Subnets (F#8) , BEES R PR RBEN F8 (THREE).
&%} IP address type (IP it FEHY) | T 5)5RIE HIRIE -

« IPV4 - 3§ IPv4 iSRG IR BER N EH. REEMAERINN FRREES IPv4 it EE |
Bin B RIGIES IPv4 3R | FXEBIhEE,

* IPv6 - #§ IPv6 it HEiRAG ERY Im RBER T H . RABEFMAZEMHN FHEEEHRER IPv6 7/
HinMRFER IPv6 FFRE | T XEIER,

« Dualstack - #§ IPv4 F IPv6 b3t SETIG B IR MR N EH. REEMEERN FRRHEES
IPv4 # 1Pv6 i3t E5E , Bin R AR##ESZ IPv4 M IPv6 R , I XEIEE,

£+ ¥f DNS record IP type (DNS fi&k IP 38R |, EIFLUTHAP —ERE .
« IPV4-BUMEEZE. EEZBENOE DNS BB AL, IP it ERMKES IPv4 HE

Dualstack,.
- IPV6- BURMEEE., EFEBZENDE DNS BHEH AAAA k. IP it RN ES IPv6 &
Dualstack,
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« Dualstack - 2V EEZHE. EEEZBALE DNS Z2BH A Fl AAAA 8%, IP bt R NEA

Dualstack,.

« Service defined (EE&ERY) — AREEHE. EFZBANEE DNS BBEL ALk , BEHE
BEAET DNS BRBEIL AAAA FB&%, IP it A X E A Dualstacks

10. &F¥ Security group (Z£#H0) , EMZHEIGRBE N EAELBBHN RLEE,
1. BEFEE RS,

£ a5 B M AT E i R

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint(#3 & L & PowerShell)

A% TE Ui h PR 7%
RUBBRBE % , OTEH AR,

£7%

o EZIEEEREKR

- EBEHTER

- EAREFLAE DNS 28

« ERZEN IP it FFH

BEETA

£ A REPR I 2 EE AR S T 15 B 42 B IR R IF VA & (AWS E£88) T A FEUERN ImREBRTE . flu
BURAIRTEEENREETR  ABEIMAERER , REASFAIRTEANEREHE , UF
I AEZEEENBEERB R,

BIFFER , REHEEELEACN KRR, SXAFEAFEE AWS TREYTE VPC mEN
BRI IRRRBNER, EEAR AWS TBRMEFT , BFEH Amazon EREHE (ARN). U TEE
DEERARNZEN AWS ERHEHI ARN,

R v R AR 89
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F AWS Z2EER ARN

AWS IRF (SfEIRFHHNAMBEESREE)

arn:aws:iam::account_id:root

y=:h=:)

arn:aws:iam::account_id:role/role_name

ERE

arn:aws:iam::account_id:user/user_name

EWPNABELEE AWS 1RF

*

ZBEIN

« MRERTFAEAFIRREBRBNAT , LRMHBBREAEIMARR , IEEHFEHRLIEL
BIP i, EHERLEN,

- MREBHRER , ATSRERBELINEZNRE <BNREER,

ER R A AT R RS E T v

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. MEEEBEBEIKD , 22 Endpoints Services (3% BiBRTE).

3. EBEUREIRTE , AREIEZE Allow principals (RFFE8) R5IER.

4

= EHIERER |, 5521 Allow principals (fLFTE£88). &% Principals to add (T8 ER) , WA
FEM ARN, ZEEHIBHMETTA , 5E1F Add principal GFEZEFEA). BERHFTEEEE | 3B
i#Z Allow principals (/LFF X 88).

5. EEBIKRIFT , EREEEE | R%EIZE Actions (BIE). Delete (IBR), HIRMEERIRRE  F@A
delete , R&REIZE Delete (MIER)o

B EZERDTH RSN R RE G

» modify-vpc-endpoint-service-permissions (AWS CLI)

« Edit-EC2EndpointServicePermission(#2 & T & PowerShell)

EEHA %


https://console.aws.amazon.com/vpc/
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X IR ERREK

£ AREFR IR EE AR S T 15 B 42 B IR IR IE IV A & (AWS E£88) T AFEEN IR REBRTE. flu
BARFIRTEEENBETR  BBESIMAEERBER , REASHTRTEANEZEREFE , UF
BAAEZEEENRBEERFER,

BRI ERM R A BB ERFR, B8 BLAFHESIFIEECH. URETEZERFE
R, REHBEERBEEZFRENRIER,

EEIPIERERBRE , CSRIEH, NFFHES , 552 [ the section called Wik 2 RIS
FHEvIREE",

ZEBEIN

- MRERFIEAGERUGRBRBEOEET , Wi nHREREAEIFERER , IFEEHFHRIIEL
B IP it , SR LNENW,

- MRLIEBEHZINER , AIFSHE IR ERE < BrER,

ERAERAERIRIRE

1. 7E https://console.aws.amazon.com/vpc/ B Amazon VPC £1#2 &

HFEBEEKSF |, BE Endpoints Services (i 2 IRFE).
12 Bim R AR 3%
i#1Z Actions (E14E). Modify endpoint acceptance setting (15 tUim B2 R E).

E1EHERR Acceptance required (FE# ),
#12 Save changes (A7 &%)

o g A~ w N

» modify-vpc-endpoint-service-configuration (AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(#3 & L & PowerShell)

ER ER A EZ SRR ERFS

1. 7£ https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
2. HEEEBHKT , iBIZF Endpoints Services (4% B IRTE).
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3. EEURHRE.
4. % Endpoint connections (i B IERR) BB |, EEUREER.

5. BEEZERFER , FBIEIE Actions (B11E). Accept endpoint connection request (1% 3 it BERFE
K)o HEHERIETRE BB A accept , REIBRIE Accept (EX),

6. BEIELEMRFER , FHEIE Actions (B11F). Reject endpoint connection request (1E 48 1% BhE 4R 8
K)o HIRFERRIERRE , BB A reject , ARIEE Reject (EL),

HEEAD TR RIEBERFES

- accept-vpc-endpoint-connections 3, reject-vpc-endpoint-connections (AWS CLI)

« Approve-EC2EndpointConnectionzf Deny-EC2EndpointConnection(¥3 & L & PowerShell)

BEEAHTER

U LB R R B RSN S H T EEE. MRIR O EZEI RN IRERE , AELEUHEBREHF
#85,

WRIE A Network Load Balancer BA A EHM o AESE , Ll A A BN IR RERATAESE . AinHR
BEATAEE% b RERAETUS FREEZTAERSEFIEZEHENE VPC iwmE,

FREEAEE RSN EEH TS

1. ¥ https://console.aws.amazon.com/vpc/ B Amazon VPC £# &,
2. HEEEBEKD , ##Z Endpoints Services (i BRTE).
3. EEURHRE.
4. JBIE Actions (B11E). Associate or disassociate load balancers (E3k/EUH EI B & 5 F &23),
5. REESERHRBERE, Hla:
- ENAHFERAVKZEUTR | DS HE BRin B IR = £ R

- FREHTERNZIAR , UBUEEERMRBOEE, SLARBEVEN—EEETE
o

- MREBBRLASHFEHBMATE—ETRAES , ceHREESNTRAER T, MREET
—EFRPREEE  ESRAN A R R,

6. IZJE Save changes (RFZ8F)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-endpoint-connections.html
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https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

EAN TSI ERRRREN ST ER

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration(#i & L & PowerShell)

EEERTAANTERRANTARSFRARERY , ABERRERBEN ID FUSSH,
BAEEF.E DNS 21

&AL FAE DNS B BRIV iR R BR IS 2 M BAM . ERAHALE DNS Bk , ML AT DNS Al
fRez L EFHBEIEE, ERBEEEFERAIE DNS Bl zn , RFREE L F#RBAMEEZEE.
WEFMES , FSE EE DNS B,

ERERAERRMRIEFLE DNS 28

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEBEIKD 22 Endpoints Services (¥ EiRTE)o

3. EHURRER®.

4. &E Actions (B)YE). Modify private DNS name ({&24#.,%8 DNS &),
5

#HY Associate a private DNS name with the serivce (%, DNS & BRI E ) , WA
#.75 DNS &,

- HEEBLERINE,
- BULERFEEBPEAERFT (HlM0 , *.myexampleservice.com),

6. EEREEE,

7. BRFTRES verified (BERE) 5 , A5 DNS BRI HRKEEEFEA, NEBREBREEE
MNERFBRGERIERE , ERENERTZEE,

HEEAB SIS RRRRHETLE DNS 28

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration(#3 & L & PowerShell)

BEEATFRERMBAABREREF

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

EAHiFAE DNS B8 93
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2. TEEBEBEIKD 1B Endpoints Services (¥ BiRTE).
3. EHUmER®.

4. iBE Actions (B4E). Verify domain ownership for private DNS name (B2 #,5 DNS & B
FrE#).

HIRERIE R | B8 A verify , R%BIBE Verify (FEER).

o

HEERADTYIRBBREREREF

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification(#R & L & PowerShell)

{EUZER IP it FFHR
BB EIRMREEN P thutFFE,
EZEEHE

EERIRYRIGREMIES IPv6 555K , H Network Load Balancer 4B EHE P i g8, B
TEEXEIPG B, MEFMEN , 55208 (Network Load Balancer &) FH IP i 38

7,
EEFHATERAENEN IP it

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEBEKT , B2 Endpoints Services (i 2 RTS).

3. #HVPC ik BR,

4. iBE Actions (B4E). Modify supported IP address types (1§ B 1Y IP it FEH),
5. &¥ Supported IP address types (XM IP it ) | ST 5 HP —ERE -

- ZEHIPv4 - AR R BRI LA S IPv4 FER,

- ZEH IPv6 - B iR BRI LA S IPv6 R,

« EHIPv4 # IPv6 - A RE RIS LAES IPv4 # IPv6 ER.
6. EEMRTFEE,

B ER IP shuHE 94
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ERAWTIMERTERN IP iy A

» modify-vpc-endpoint-service-configuration (AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(#3 & L & PowerShell)

BEE
AR ENER , UEBERBEBF RRETHEL NS E.
EREERAALNRREEEER

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKF | 82 Endpoints Services (i BARTE)o

#E VPC i B BR 7%

#12 Actions (E1fE). Manage tags (BEEBZH).

S EEERENER | 55212 Add new tag (FTIBER) , AEZAAEBHNENE,
EEBRER K FEEZEBEESRNELAHN Remove (BER).

BERE

N o o k& N

ERAERERAENRGEREEER

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEEKF , B Endpoints Services (3 B ARHE) o

BHL VPC B EiBRTE , #A1%%12#2 Endpoint connections (i 2E#R) &5 EXK,

RE BNEAR | RRIEE Actions (B)YE). Manage tags (BEEZEH).
SHYSEEHIENER , 52 Add new tag (FTIEER) , AW AEBNWENE.
EEBRER K BREZESBNELAAMN Remove (BER).

BERT.

N o a bk~ D=

ERAEERERENRIMBHFAIEERR

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEEBHKT , iBIZF Endpoints Services (4% B IRTE).
3. EHLVPC imBiIRTE , ARKRIEIE Allow principals (St FF £ 88) R5IEHK,

EEER 95
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4. EEER , ARIERE Actions (B1#F). Manage tags (BEEEZE).

5. $HYSEZHIENER |, FFiRIE Add new tag (FTEER) , RAERWAZBHNENE,

6. EEBKRER A FEEEZESB/ANELAHN Remove (BRR).

7. EERE.

HEZERAB T I ENBERER

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag(#2 & L & PowerShell)

EIE VPC i B IRT&HY DNS &1

BHERAETUARERMRIERENLS DNS £, ERBRERAEEARENLE DNS BBELAH R
MR IE DNS 2B, R HEEITESEXRARE LA DNS EBHNEAEAEN, AL
RYim B AR TSR EFLE DNS Bl , B4R THREMERRERE | UEALEEZBEE,

ZEER

- U R BRI R AEHER —EFLHE DNS B,

« BEXBRIE DNS BHEIM A ik , LERFRBEEE VPC iV AR REAEHTHAE DNS &
.

« Gateway Load Balancer in 2~ X &8 DNS & &,
- BTRIEE , BLEHEELEETHEBILE DNS 2EEE,

- BUTLABRE FRMAE, Bl , O AR example.com , M3E a.example.com, =& DNS Z%
RZUaE 63 EF T, MERERASBEBTESEB 255 BAFTWERE.

MREFIBHAM FEE , BXEARTFFRERE2M8E, i, BREREE—@ a.example.com &
EEEH example.com., EBEIER b.example.com #{ABFHE DNS ZBH I8, BLELRF
example.com B b.example.com , [RIGHEE T REFERAZBE,

WA A R R R

BB — BB AR (DNS) FCskHHEE , MAGER DNS REEREFEL K, TXT iLixR
—} DNS e EE | IRHBNENEENESZEH . HRBNEENK. EREBRET , B4EE
TXT R FTEE LN A MBI DNS AR

EIE DNS 218 96
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ERMEMER DNS REFEREFHE TXT iy , BEmEEREES K.

FigEeek® | WA LER Amazon VPC =R &R ERERBEFNWME, TEBEEFKTP |, 1BIE
Endpoints Services (i B iR#). BEURBRE , AR E Details (FEME ) EE S Domain verification
status (MAEERFEME) WE. NRPERIFEABERE K FEFL-EWESHEEER, WRFE,
BRI LA F BB BB IE T, B Actions (Bh4E). Verify domain ownership for private DNS name (5% 5
F.FE DNS BB BEFTE#E),

ERFERER verified (EERF) K , 05 DNS 2BHIAIRERBEEEER ., NRABERELE , FH
BEIRFARGEREE  BERANERTXHE,

MREFARKES failed (KkB) , 52 M the section called “¥I #8155 75 B REE TSR S HEAR

EmEBANE

R SRMEBE TXT P EANBZBANE, Flin , EFAE AWS Management Console R AT, iE
En R , AR S EiRE R Details (FEHE) BE Y Domain verification name (#3155 3% &
#8) M Domain verification value (F3E B8 HH), & th 0] LA T 513 -vpe-in B AR #54H 58 AWS CLI @
T, HEEREERIREZFA DNS BRBEEBNEA.

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

THAREH@EE, BHEERY TXT L&A Value M Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@QERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Flin | RERIEHMBIH B A example.com , M Value # Name MBI E MY &3 6lE HFT R, T2 TXT
FCEREX EE B,

EREBANE 97
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z28 Type Value

_6e86v84tqgqubxbwi TXT VPCE: L6POE 45 RxITt HJt
i1Tm.example.com

BMEBREMEA Name EARHKRTFREE K RAERPHABIREESEEA P, TiB , WREH DNS 12
HETAF DNS iR B B I SRR , B LIERL " _6e86v84tqgqubxbwiitm” , M7E TXT FCekFERE
A "example.com"s

EHRMBERTE "_6e86v84tqgqubxbwiiim.example.com" 2% , FRIHBE W LUEH "example.com" & F
#83E (Hlan |, "service.example.com” B "my.service.example.com"),

¥ TXT o#x &4 DNS R ARSR

T8 TXT e & EIRHBEH DNS RRES 2 RS R IZEH DNS RIEHERmME TR, £4 DNS #
FERG A BER Amazon Route 53 =% — B EZ BEME.,

Amazon Route 53
BIEN A EBRERHEIFH. FRATIMNE

. B Type (BH) , #E TXT,

- #H¥ TTL (Seconds) (TTL (¥)) , @A 1800,

« ¥M Routing policy (BHEXE) , 551&FE Simple routing (BEHH).
- #¥ Record name (RESk B ) , FH AR 7.

. & Value/Route traffic to (/A RERBE]) , B ABEREE

WEFMENR , 552 (Amazon Route 53 B ABIEE) FMFERATEAEIHE,

—REF

Bl {E/ER) DNS RHUENBIE L B ABIRS . EREEAEFMEER DNS ik, URMRUNERE
FMERHE TXT #28%. DNS RHEMAUTRREFEERSIE 48 MyF AIEN , EREMKEABEESRR,

MEEEBNIET , 526 DNS REEN XM, TREHELETE R DNS RHENER, LFE
YALH , B FRHELNFARUNERIBRBHES,

#TIE TXT S8R 2E MR DNS RS 98
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DNS/FEE At FER XA ERE
GoDaddy 8 TXT FC8%
Dreamhost #7318 BT DNS FE %
Cloudflare B DNS o8
HostGator £ F HostGator ENOM B DNS o #%
Namecheap n4r] B 3R BV #8131 i8 TXT/SPF/DKIM/DMARC FE &% ?
Names.co.uk B F EAIEM DNS RE
Wix TEEH Wix 1RF PRTIE S EH TXT i
BE TXT BHEERC#M

B ERU TSR , BREENFE DNS B BBIATE T TXT 0T ER M ZH DNS @R
2. G E1Tnslookup@n & , S W AREE M Linux.

B EHHENBBIRMERIEN DNS AR , RAELARRITE LW KRS up-to-date EF. #
HERAEESHM DNS RIRBR TeEFE— LR,

= EEIEH TXT ;L8 C B M EIEH DNS A BRER
1. EAUTESREXBINEBRKR.

nslookup -type=NS example.com

WHEIHREHGEENEBARSR. EET - SREEIEP —ERRS,

2. FRAUTHS , MR TXT Bk EMRM , HA name_server REEL—RBIBRHPHRIINERE
AREEZ—-

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. EL—SEmHd B text = REMNFHE TXT EER.
ERMWEGD  MREFCEERM  WHEHEIRATAR,

BE TXT CERECBM 99
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_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

HiBEmRE AR TR PR
MEMARBRF XY, THEAEPAY BELTRY IR,

- FEER/EH DNS EHERTANE TXT RHEBTEAKR. MRAK DNS REETAFERR
8, AL TXT R NBSREETE (HI |, _6e86v84tqgqubxbwiiim”),

- TEFRIEH DNS R ERBEKMEEBHIINE TXT BHENER. FL DNS RHUES 8 B EMAE
RYBZRBHIINE TXT SEHMBEERE. ATEHREENPEEERE , BEEY TXT SEFREEEBE
BEM LA, ESHHER DNS #H1EF  EFERBEHBBHMNE TXT Lk,

- HEFVER DNS RHEREBCH DNS LR EXXNA/EEANEFR, AFERELKNBHEERR
MRENETSMEFR , RITSRBENESE., MR DNS RHER TXT BKELESIER D
BFEE , BhEMAS R,

- BUREEEZ BB LENEE K NALZXEZEESHZME AWS tRE, HREHN DNS ZEHETRR
e SESHEBM RN TXT 84k , BHEEN DNS BHERBAH LSS EABLEEIK
BHEEIRY TXT 508%, flan |, R AR DNS B Amazon Route 53 & |, A LEATIRF.

1. £ Route 53 = EH | BELEE —EESPERIAERMEILDN TXT 2%
2. $t¥f Value (fB) , BEBREBHENER , REIZ Enter #,
3. EHMESNBME K RAEFERLESE,

HRIEHY DNS REETAFEK ZEERIRIGHERIE TXT fiixk , B LR TXT EEBHEREH
MERRE —ABEE  YES - IRIFPRBUEEBPBRZXE. T8 , £REREFARNEIMIR.

1 W R R I S RV IR ER

EEMBIBA , ERRERREABOSESHNRE, N BESRIBEERERE  GEKI)
BT B4,

5%

« B SNS EBA

© SR EIBE

. HHSMBE

HiPE R R B EE TR 100
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33 SNS @A

FERAUTSRENA &A@ MEI Amazon SNS £ | WETEZERE,
EEFRAFEAETRERENEL

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC &,

2. HEEEBEHEIKH , 22 Endpoints Services (3% BiBRTE)o
3. EHURBRE.
4. £ Notifications (&%) 5| ZEHA , :#IZF Create notification (BB A),
5. ¥ Notification ARN (B ARN) , SERIELER K SNS T ARN,
6. EEFTEEH , B% Events (B4) #i&HL,
« Connect (%) - R HEEEINN N HinE, ESKEEBERELZZRBFIEMHEE,
* Accept (%) - RBRHEZZERFR,
* Reject (E%8) - RBREEHEBERF R,
- Delete (fIBR) - BRI EEE MR EIHE
7. 1ZFE Create notification (B3I @A),

HEEADTIEViREHREHE A

« create-vpc-endpoint-connection-notification (AWS CLI)

« New-EC2VpcEndpointConnectionNotification(#2 & L & PowerShell)

HiEFEUBUR

EEFEURRIFTIEZE SNS £/ , AWS PrivateLink LMERREBMGEEH , TR, MEBFMEA , 35
SR WNAHREIRA Amazon SNS EEHFEUBEE ? £ aws:SourceArn # aws:SourceAccount
RG-SR UFLEREEEREANER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

B SNS BA 101
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"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}

BT WBUR

MREFEAMEZER SNS £ |, B KMS £#RH EIRR A4 AE1E AWS PrivateLink = sEREIY AWS
KMS API 1E3£, SRBUEREHFIMT.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
I
"StringEquals": {
"aws:SourceAccount": "account-id"
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}
}
]
}

i B v 26 AR HS

A RBEREARDATMER. WREEMiHFIEZESER available H#F pending-
acceptance ARAERY % BEARAS | B4 E M BR % B AR S

MBrmRE A ESMREBMN AR TER I SXEQRRTEREEHAZMOERAEX ARKS.
& BER 124 MIBR i B AR TS

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEEKSF | 82 Endpoints Services (i B ARTE)o

12 B # PR A%

i#1Z Actions (Bi1E). Delete endpoint services (M BRif 26 BRT)o
HIRFERIERE , B8 A delete , AKRIEIE Delete (MIBR).

o ~ w0 bh =

= B E R a5 5 M BRim R AR S

« delete-vpc-endpoint-service-configurations (AWS CLI)

« Remove-EC2EndpointServiceConfiguration(#R & L & PowerShell)
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https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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B 5 o Rl ERFEEE AWS PrivateLink

AWS Identity and Access Management (IAM) A B EE & L& 126 AWS ERFEHE, AWS IR
IAM B2 B35 HLE A W] LUBE 5 B RFE (BA) FIRE (EE#R) 2kREH AWS PrivateLink &R, &
AILAERA IAM AWS R |, EEEALE,

B &

/i

- FREDEBE

- FRABRKEEFIE

o }0{aJE2 IAM AWS PrivateLink &8l

- UE 5 #EBRERNEFERIESF AWS PrivateLink
o FRAMmBBURER VPC i 2R % Hl 17 B

c/kes

&5 AWS Identity and Access Management (IAM) WA REEMATRE , EBEURAEEHITH IE
AWS PrivateLink,

RISCEF & — WREFER AWS PrivateLink lRFE#T T , AIEEES S /LR FAVFIEMER,
ERMEMEZ AWS PrivateLink hREREX TIEE | BRI EEHMER, THREFEFFTNEELRX
A 17 B R B B & 5K IE R RT Al

REEEE — MBHREEF/NTM AWS PrivateLink EiR , B seEE T BN FZEUE AWS

PrivateLinko. RTE &M RIS A & FEZFZEUIFLE AWS PrivateLink HEERE R 2SN T/E, 1EE |, B4
BARBEBRERBEN IAM EEE  REFLRECEHAENGTT, RELEELELNER , THIAMHE
P

IAM BEEES : IRER IAM EEE , ERECEENMREBERUEE AWS PrivateLink 77 BV Y F 41
&l

e/ & 20 B sE

BERIEAWS FREDREZEANAR, BHEL IAM EFRES P HER IAM BEETHRE (BA
AWS), AWS tIRFERERE
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B LAEREIR AWS B2 BRI RIRIEHNFER , UBSF 2B 2 2E A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A& #
HMEBESH2ERBNNES, BUBESESEAR  CNEEELNCRESER IAM BENEBIESE D,
BE AWS ARBEEHE K SeHEREAR,

BRIBENFEREERR | & LL% A AWS Management Console 5, AWS ZERA OB, MEZEAKGE
HEA AWS |, FFSEAWS B A FAEERTPHINAEAE AWS IRFH,

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREMN (SDK) MaswF @ (CLI) , AMERK
WRBUMBRFRELBER, MRAFTFEHAWS TE | BIXEHITEBEER, NEFHREN S EEH
THEEBHRNWEMER , F2H AM FRHERETHEE AWS AP| &R,

EREERAMNES P RES L B ESEERHENANZTEHERA, I, AWS BEEREHEAZEE
FERE (MFA) REMEFNEZ LM, WEEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHBIEEFNE AWSHERASEEZRK (MFA),

AWS tRF BERE

BIUK AWS IRF | BER—EZRASIRE , XS0 TEBEFIXIRFFHMEER AWS R¥ ME
Ho LLH DA AWS IR root fERAE |, AEBMEREAREIIRFHNE FEA U MBBEEARE
B, BAEBETEUREAERZEAEER. RECHBRERAERE  WHEARHNTREHARER
BHTHER. IFELEBNTREE , THEURERAEZANER  F2H IAM EHEERESD
MEEREAEBINER

L =)

REFEZRERABCERE (CRFERAREESFIENERE) ARG RFRMENER , S
REE A PR ASRERE AWS IR ZR7FEL

BEEoHRIERECEFEAEEHENFERE, Web B0HEBIIRME. Identity Center B , SHER
BB 5 9B R IR AN ERE T FE AWS R BEMFEHAE. AWS Directory Service[d BB & 7 77
HUEF AWS IRF | i 2RBERAE  MACAIRMAKRIRE,

HREFXEREEE , RPEZREEHA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGAENEE  SNERYESENESHSBBRERHN—EERAENEFE , WEEMEER
2N AWS 1R F MERAEXFFER, WE IAM Identity Center FWAHRIE R , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?
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IAM f5£ F3 & R & 4H

IAM EAEREABNE D , E AWS 1RF BE-ASSEABRANBET. BREETRKET

AR K MARREARILKRHBE PINEBNEFREER) NV IAM EHE, ERNRBEEARIFE
BARYBEN IAMEAE  ERCHNFNIR. IFESEN , F2H AV EAEEETNAT
ERPBENEARIIERHBRTFMER.

IAM BHER —BIEE IAM EREEEN S D, BREUFES S EE, EUNERAFER-—XAZ
BERAEEENT,. HETREEABRCRENTNEFEBEARS. fl , BB —ERA
IAMAdmins FYE#E , 4G FREHEEE IAM EIRHNFFA,

ERERAGTE, FRERGRE-ASIEAEXEZIRE K BAGHNENREHEMNREECNA
BHE. EAEHAXKANRYERE K CALERHEREE. NFE-—FTH A F2H IAMERE
EETYHNEL IAM ERE (MEHE) ARHE,

IAM A

IAM BERE AWS IRF ABEEREFITNE S, THLUIAM £AE , EFESEN ASHEEBB,
WAL A R | EREERTIAM &6, AWS Management Console & 1] LUE B FEAY AWS CLI =
AWS AP e EA BF] URL RigEAE, NEREAAGNAFEESHBEN , F2H8 IAM £AF
EEPNER IAM A6,

EAERREN IAM BBETIERPIEEER .

- BEEOEREEN - EENBMEESERGT , FEYAG  YAACBERNT, EMETDE
TEIBRES  ZE/)HACEVRAY K UERTHAGERNGTYT. NFEEBHSACHWMEEE
A, E2EIAM ERAEEETNAF=FS7REERVAR, WREFEA IAM Identity Center ,
BIEERETIE. AEHSRIJETVUFEHMHAS , IAM Identity Center 53T I 55 IAM 1Y
AR, NWEEBEFUENENR , 526 AWS IAM Identity Center fEF & BB HFT T &,

- i IAM EREFT - IAM ERAERA BT LUEE IAM A REKHHFEEHRATENETT.

- BIRFFEIE - SO LUER IAM A® , RAFFERFAFHNEA (GENEFEA) FRERFHHNE
o AERRTEIRFFRENEESN, B2 , HRELEKE AWS IRF , S0 USRS E M N
NER(MTAREAACEANRE ), FETHEBIRFFIEACNEREABRENEZE , F2HK
IAM EAEEREFHN AM AEEERELNBRNEZE,

. BSERASISR — AL AWS FRES EAEME AWS RISThAL, BIN | MAERBETEUR | HRS
BE®E Amazon EC2 F#{TEARX W4 EFE Amazon Simple Storage Service (Amazon
S3) ., B TRESFEATUERNFT., EARKEACKEARBERARRYITIMESE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE  SURENATEEDE , EMETRARBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B T HEBREZHER, AFERBUIIFTER
H AWS BR#% B REB T ETRIFERE , I8 H FAS R, BMEBERT , ELAERHT
EMERERNFTR . MFRE FAS BRENBERFRER , F20 (BREFNITERER) .

- B¥Ae - RESERRBEEIN AM £€ , TRREMTBE. IAM EES TR IAM RE
M. BERNMREREAR, NMFESEF , F2H IAM EREEETNELAGURIRT A
AWS BR#5.

- BRERAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNEENT , AWSIRF BEBRBRBEFAE. IAM EEETLUMAR | BFaemEREE
AR,

* 7 Amazon EC2 E#THEREN — ErILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API SE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYEREGHMEEARN , FEEREHTER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LIATHEXNSETRE
Ho, MEEZEA , F2EH IAM EREEETHFA IAM BB REFFFAiE Amazon EC2 #{TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAMEAEEETRNEYL IAM A6 (MIFEH
&) R,

E AR EE 7 EUE

WA LAE AWS BRI R R EHKMIME AWS B9 B RERREHPHEFER. RRAIZ—EYWH
AWS | BB RS RBINEREREE K SEXRHER. AWS EXSHE (FAE. oot FAESAR
THERER) BHERE , FMHEEFRR, BRPNFTRERBAFIIERHER. KZHEFEAE AWS
LA JSON XX REEEP. WFE JSON BRNHEBNATNELHEBEN , #2826 IAMFEAE
FEEHR JSON BURBLE,

EEEWLER AWS JSON BERRIEEH AT AFIMLERS ., thHIR , WHMEEREERGE T T
Y EERITHEEE.

HEREBERT , ERENACRKRAEFT. BERTEAEHEMZERITDHFENT , IAM EEET
BLEM IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.
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Amazon Virtual Private Cloud AWS PrivateLink

IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

B0 BEEE

SoBRBERER KM ME 55 (Flan IAM EAE, FAEHEERAR®) K JSON FFABEX 4, EL
BURT 24 5 o EMEFEG TR Y MEERIANTHLESE, EETHRINAEI S ERBEE | F2H
IAM EREEEPNEL IAM BEE,

B BEBRAE-—F7ERRNBRBEERZTERR,. ARBEREEEARIE-ERE. BHEZAR, =
EENRBEEBIURE , BULSEMMNEEN AWS tRE. SEBKREE AWS ZEBXRNEFERE
WK, EETHNAUEZEBREARBEBERE  F20 AMEFAEEETFNESEBENAR
BUREEE,

EREBXR

BERBBERREZEEIERMN JSON BEXH, EREBENREREHIZ IAM AEEFEBERMN
Amazon S3 REEIFBEX, EXEEREBRNEREES , REEEETUFERACAHREHESEER
WIFEVER ., HRMMBRMNER , BREEREEN TR IUEZERATHEEUREMERYE
THITHEE, EXAAEEREBFRDIEETE, F2RETLUGSEIRE, £HE. A, AEERE
H. AWS RIS

EREBRRNVNAZBRBEFHRAREEK, SEEFENERAERIBRBER IAM B AWS XEIK
Ho

FERFFE (ACL)

FEUEFIEE (ACL) T EFIMERTEA (IRFKE. ERAENAR) AR FIREERNTT. ACL E
RERBEBER , BEMAER JSON BERMXHER.

Amazon S3  Amazon VPC % & ACL IR & Fl. AWS WAFEEH—% TH#E ACL , 5F2H
Amazon Simple Storage Service BI# A BIgmP R FEUEHEE (ACL) #i#,

Hin BeREHE
AWS XEEMBTE RN RIS, SERRERTRERE AHRRRLET ANRA T,

\

%

. HARE-FURER—EERDE  THERES S RREEET AV BB (AM EAERAE)
WBAHT, ETUASERBEHTRR. FELNFTERERN S H DRENLHTRRHR
. B Principal MUPHEEAERACHRRLREATESIHTRBRS. SRR
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RPN AREEHEBRXAN. UEFTHENEZHBENR , F2H8 IAM ERAFERTHN IAM
BRFrUEE,

- PRIEIEFIZKRE (SCP ) — SCP & JSON KBt , ARIEEPHEMAEMEN (OU ) WRAER.
AWS Organizations AWS Organizations @ —EAR D EMEF EBR R ERE AWS IRF BN Z@E
R, BEMAEBTOMMEIIRE , SRS REIEH B (SCP) ERARIEARAAERS. SCP R
FIRERFPEBNER  TESE AWS IRFREAERS, MFEBF SCPNESHBENR |
i22 B AWS Organizations £ EIEREFH SCP EEHSRK,

« THERBRBE - THRERBRRE-EEMBER  SUAEZEBREEAN T ABRILACHBS A
ENTRTERRE  FR2BEE. MEETERRNFFTE ﬁﬁﬁ%:ﬁﬂ@ﬁ’]%"*‘@l%%ﬂlﬂz
PEERBURMI RS, FFARAURAERERE, AIAEEBRTHNAREENSERA . 0F
ZEH , F2EH IAM R E R T TERERBUR,

ZRBRER

REZERRERERIFRE  HEREANAISEREMR, EMHBELIER, BETHENFAEIRZHE
BUREHE AWS ERR E‘Faﬁik A2 (AM EAEER) PHBERGEEE,

n{al B2 |IAM AWS PrivateLink 1&g &

EEER IAM EEFHUHERR 287 AWS PrivateLink , 555c 7 f2HRLE |IAM ThEE R ELEH AWS
PrivateLinko

A LU ELE A/ 1AM ThAE AWS PrivateLink

IAM Zh&E AWS PrivateLink X
55 HBE 2
SRR 2
BRBHE =
BRER =
BEGEREIR (RBEE) 2
ACL &
ABAC (B5 B ) 2
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IAM Zh&E AWS PrivateLink 3%#

B AR 2

e Hilo) 2

REAE &

RBEEAE B

B ZRABRAMATEL AWS PrivateLink & Bt a0{A £ AWS BR#E B RS 1AM Th8E , F2E IAM £

EISE R ER IAM BEERHAWS BK.
LB 7R AERME B AWS PrivateLink

XESGDEBE =

BoBEBERTMLLGEES G S (HlM0 IAM FHE, FREFHESAR) Y JSON FTEE X4, B
BURT B4 5 o EMEFEG T MEERIANTHERSE, EETHRINAEI S ERBEE |, F2H
CAM EAEER) PE IAM BUER,

£/ IAM S BEBER | BUMIEEAFRIEBNBENER , UREMERG T RAFREEBIME. &
EELESSERRPEETR  RASESEAZEENEAESAR, METHRELE JSON BERHE
RBFrEtE , F2HR (AM EREERE) T8 IAM JSON BETES £,

L& 2585 A E M AY R €65 AWS PrivateLink

ZE TR LL AWS PrivateLink 0 AERWFERIES |, F28. e oHEAERN EAEH AWS
PrivateLink

DLERAEBHBER AWS PrivateLink

XEUERERAYBUR =

ERBPBERZMINEIERHN JSON BERXH, BREBRNGEE REFIR IAM BeEEEERAN
Amazon S3 fEFITREBR. EXEEREBRNEBEHS  RBEEESETUEACAREFHBEER
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WEZEER, WRAMMBENER , BEREERIEEN T B 0 AEZERHAITHEEL R E MEFG
THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

HEZMABIRFER , SUlEEEHMIRFANAAEIRSSN IAM EE | FREREBRNER, &
HERFIREZEREBR  RAREVEEBRRN—¥, EXTRNEFRTER AWS IRF , ZEEIRF
FEY IAM ERE UL ARETIRER (FRENAR) BR , TEFNER. HEBKS 7 EBRER
IERRRENT, 718 , MIREREBRESMEAIRFFNEIRETFR , ERBAIFTERNANE D
BRR. MEFAEF , F28 (AM £REER) $0 IAM SERERARREAEE,

AWS PrivateLink R F—EBEANERAERNKE K BARKMKRE, HEBEREHIWHL AWS £
B AR FERE R, MEFHMER , 552 E the section called “Ui B BE",

B B AWS PrivateLink

X EHREME =

EEEWLER AWS JSON BERRIEEH AT AFIBLERS, thHMIEHR , TEEBEFERGT TN
YA BEERITHEEE.

JSON BURH Action TEBRE T AR AFHIEBBR IR EIMF, RRAUBEEFREB
AWS API EREBHREIN AR, B—LEHI5GRR |, FIENL BHARFE AP RENERFFTEMF, E—
LEEXFERRPNSEBE, ELBEINNBIERBIBKEE,

BREEABERR THITHBBB N,

AWS PrivateLink B2 Amazon EC2 £#ZH API s B 2=/, FHREEEEEEZH AWS PrivateLink
FERATHRER :

ec?2
MEEE-RREXPEEZEESE , FRERS K.

"Action": [
"ec2:actionl",
"ec2:action2"

BERDIE —
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BUALUERBRAZER () RIEEEZEEME, flan , ®EREERTER Describe XFWAMEEE , F2
SUTEME :

"Action": "ec2:Describe*"

EEEF AWS PrivateLink BIEBFE |, 552:E Amazon EC2 APl 2Z R JAWS PrivateLink E14E, 0
EHINER | B2 (RERESE) FF Amazon EC2 E&M Bk,

WK ER AWS PrivateLink

X EBRER =

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., thRIHR , WHEEBEMEHRE T T
B BEERAITHEE 4,

Resource JSON BERTEZTEEEZEEABENYH. AKX XAEEE Resource = NotResource
TE, REEEEMFEAE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) KEEM.

HRAXEERERFTAINEE (PIF HiRE) , FEABRAFER () RRTEEAXBRARFABEER.

"Resource": "*"

BRIk 5188 AWS PrivateLink

X BRI EBR GG 2R =

EESWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEERETBEERET AR
AT EERANITHES/E,

Condition 7% (H Condition Ei#R) AIBEEEFERRRN ERNEL. Condition TREEEAE
B, #AUEIFERFTEE FHRFEER BINERAR/DR) , REBBERPHRGERBERPHE,

ERERRRFPIEEZE Condition tE , AREE — Condition TEFRIBEZMEESIE , AWS
SEAEE AND BT MMM, MREBAE—RHRSIBIEELSEE , FEAEHBOREER AWS 5T
Rt DEFESFEGRG , TERERRXNVETFT,
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A EEERGREARBMLESZH. flW , BAURECERECRE IAM ERERBERRE ,
HENERNFFARTXIAM ERAE. IFESEF , F2H IAM £AEERETHN AM BETE £
BHER.

AWS X E2EFASRANBBBEFRG TR, EEEEMA AWS 2EK4ER  F2H (AM £
E1Em) PHAWS £ EEHRE SR,

THIME 245 E R AWS PrivateLink :

* ec2:VpceServiceName
* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName

BETHRETUERBLEBENEREARG SR 5B E Amazon EC2 EEH E)F,

ACL £ AWS PrivateLink

<& ACL a

TFEUZFIEE (ACL) FTEFIBL TR (RFKE, FRERNAC) HAFIEERNFFAT, ACL EHR
ERAPR , BEMATEM JSON BERMXHFER.

Bl 2 52 B2 AWS PrivateLink

18 ABAC (% h 011 =

B R FHUES] (ABAC) 2 —EREXE , TRIBEEBMRERTA, £+ AWS , EELBUBATER.
B G RE IR IAM B (ERERAG) MFFS AWS BiR. KERBNERNLFERR ABAC HY
B—F, BEZERST ABAC BE , A ETENEREHERA TN EREBRMEFRERE.

ABAC EMRRENREFHEREY Yt ERREELERERKRERAH.

EERBERILHZE , FFH aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys k&8 , EEERNWGEGTESD , REEREA.

NRBHEXESEEREENLF=BRGER  RMEZBBMS , EA Yes. NRBHEIERELER
REEN SN =EFkH<® , AEA Partial,

ACL 113


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Virtual Private Cloud AWS PrivateLink

WMFT ABAC EHHAEH , F2H (AM EREER) PHITER ABAC?, NEEESHRE ABAC
FERNHERE , F2H (AM E£REERE) PHOEABEEFEES (ABAC).

A B AE R AWS PrivateLink

SRR =

EFERRFRIEEGE | HL AWS R FEER, MEHMER , BIEWLE AWS RS BEREFE
AERHEEAWS k7 £H , 5F2E IAM EREERPH IAM,

MREERARTEAEEBNBBIUNNETMEERZA , BIBIEE AWS Management Console 5/ &
I, B, EEAWS ERATNE LA (SSO) ERERE , XEFEADR Y HEEE, &
BUERESHBAZRE  RRVAAGE  CEEDRYKRNER. IRVAAGKIEER B
20 (AM EAEER) FRUREAS® (F28).

SRR LAMEA AWS CLI 2 AWS API FEIZ I IREEAER, RE , BUFERELHEIFEAERNRE
B AWS, AWS BEERLBEELGEREAER K MFECEARPFHEHR, NFEFHENR , F28 AV
TR ERELERE.

Y 5 IR 7% = B2 FE PR AWS PrivateLink

XEETFIITERER (FAS) 3

ERERA IAM ERERAREFHITEER AWS , CERRATR. FARLEREE , SRS T
REEE  EMETEREPRE S —EEE. FAS EEATRFIUNER AWS IRE , LHEESER
AWS fR# BT RFRBEZRHER, AEERBRIFTEREE AWS R tEREE T RETHATERE |
FEHE FAS BR, ERIBERT , ELAEFYTEMBEBENFTTT. WFRH FAS BRENBREF
WMEFR AR (BREFHTEER) .

R A & AWS PrivateLink

XERBAG -

REAGRREETN AM S€  AIREMTEE, IAM EEE LR IAM RE., 18K FNM BR IR
A, MEFEZER , F2H IAM EREREREFNEIAGUERTIHE AWS Ri%.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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RS E 4L A & AWS PrivateLink

XERBEEAE, )

BHEFAGRERE. AWS BBRETUABEAREITEFNEC, REEESCSRRELN
F, AWS 1RF BEBRBRERE. IAM EESRRE , BETERERBEFAGNFT,

L o#E R AERN R AE 5] AWS PrivateLink

RIFTEER , FAENAGTEMEILRIEH AWS PrivateLink BRHER, ffithEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2% AWS API R#11TT/E, BER
THEAEHHMEERVITEENTT , IAMBEESTUREY IAM BUR, A% , EEE WL IAM
RMEEAG , EREEREBTELAR,

EETRAOAERIE LS JSON BERXHEI IAM S5 EBER | 20 (AM FAEER) vHE
I IAM IBZBEO

EBRHERNEENERENFMER AWS PrivateLink , @ESEEREEMN ARN B | F2
BREEESEDEAR Amazon EC2 WENI{E, BRFFRTER.

\)ﬂ

g4

o 5% VPC im B A

- BIBRBHEE ERE VPC imFhE T

- BHAA VPC IR RIFIEENFTLAE DNS £
- 2HUA VPC mEHRBIEENRE LB

¥l VPC i BRI 62

RIBTER , EAERBERARENGT. BUNRN S 2EBOR , 2., B3R, RE\NMERHRE
ERETFEMRE, LTREH,

"Version": "2012-10-17",
"Statement": [
{

BBERAE T


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"

WMEMEA VPC in Bt HIREEFEIWER , 582 B the section called “Im B BUEE ",
BIERBEEEZE VPC mB &L

BRI AR VRREME B R % (amazon, aws-marketplace iRF ID) , A
ec2:VpceServiceOwner 4 £ E Y VPC ixE. THEHASSHEFERIEENREESS
B VPCIHEMETT. EEMCALES , FERESE. 1RF ID MERE#HEE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {

"StringEquals": {

"ec2:VpceServiceOwner": [
"amazon"
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}

H A& VPC in R R IFIEERVFAR DNS &

BRI AR YR EE VPC in Bh AR IS HE BB AV FAE DNS &% , H ec2:VpceServicePrivateDnsName
RESWIEH TS RHELN VPC inHRE. THEHFISREFERIEENTE DNS EBE VPC if
HRBEHNEFTT. EEFHALES , FEREE, kP ID MFAHE DNS B,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

"example.com"

]

}

}
}
]
}

HI A VPC i R Bk 5 18 TE 1Y IR 35 & 38

BT LAARYE VPC B RIEE M , 1 ec2:VpceServiceName EH£@ZFI T Z K VPC iwE,
TrHgEHEREFREENRBERBEL VPC in BT, BECA LSS  FEBRESE., tRF ID
MiREE R

"Version": "2012-10-17",
"Statement": [
{

BH A VPC W RISIEENFAE DNS 218 117
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"Effect":

"Allow",

"Action": "ec2:CreateVpcEndpoint",
"Resource": [

"arn:

"arn:

arn:

aws:ec2:region:account-id:
aws:ec2:region:account-id:
aws:ec2:region:account-id:
aws:ec2:region:account-id:

"Allow",
"ec2:CreateVpcEndpoint",

aws:ec2:region:account-id:

"StringEquals": {

'ec2:VpceServiceName": [

vpc/*",
security-group/*",
subnet/*",
route-table/*"

vpc-endpoint/*"

""com.amazonaws.region.s3"

arn:
]
},
{
"Effect":
"Action":
"Resource": [
"arn:
1,
"Condition": {
}
}
}

5 iR B R B VPC i B ARz 41| 7 BUAE

MR R —EUERAERIRE AU EEES VPC unih |, LUEHIHL AWS ERAILUER

Zim FRFE. AWS BR#E

HMBRTEBRIAMKE T EBRREFREBR, Hl , MREMEHREHIEEE Amazon S3

BB E A Amazon S3 T EBERREZH B ERMIFE VPC BREFIFENFIUE.

B s

- ZEEH

R AR i 2 BUR

9 T i R BRSR
EBELEES

E# VPC i BBUR

I B
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=
ZEE1H

- IREBEREMEA IAM BERFESH JSON BERX ., HHHEEE Principal TR, wHEBRNKNFT
#i8 20,480 EF T (BEZEHK).

- BERBMHNNERFEERIER AWS BRI, WTLUSE —in MR BN m R 87 LA RE B 35 v R
o MREREZHMBK , AIRFISEETE RGP R,

- WIEFTAHE AWS R X EIREKE, R AWS R TXEREBBER |, RO AFEREN TR
BT REE, MEFMAENR , 5528 the section called “BRim B BEZE,

- BEA AWS BRBUNRBRBEY VPC indiiE , RS AFTEFIZIRE,

B E e
ERHER R R T RENEEFIE,

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}
1 i B BUR

WMEIRBREHNE S AWS RIS , 552 Ethe section called “BEH R . RIEFHNE—WEEZE
AWS PrivateLink X #H0E#& AWS BRFG., R AWS R X%  EREAXHESaLSHEE
& 5451

EBENE Y e

FERAFBEmEE , Principal RS ERER*. BEEEEXR , FEMAaws:Principal Arnffk &
518,

"Condition": {
"StringEquals": {
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"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MREUTIRAEEETSEE | ARSKFEERTIRFHN AWS IRFIRERE HE—ERAENA
&, MFmAERENSE,

"AWS": "account_id"

MERERNRBERAES , F2ETIIEE -

T

« EHAR Amazon S3 Vi B,
« DynamoDB K9 i% 2

E# VPC i BBUR

FEATIEFRENH AWS RENIRIEBE, BEMRHBRE  BELEVNFTEREDE,
EEFRAIEAENHAEBR

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEHEKTPIRE Endpoints (IwE).

3. #EEUVPC iwmH.

4. JRE Actions (811€). Manage policy (BEBK),.

5. 1B Full Access (REFI) UAFTZEFIURE , SEE Custom (BEF]) WiEZHFTBR,
6. EERE.

EREADTIERRRBUR

» modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint(#2 & T & PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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AWS PrivateLink By CloudWatch 3§&

AWS PrivateLink &8 HE % 2. Gateway Load Balancer i 2 % 25 AR 35 89 & 1 2 2 452 Amazon
CIoudWatchc> CloudWatch AIZEE A —EREEFIERNERXRBEELE R ENERRTER , B
MEEE. EUUSEERAZERNEY , BENNEXERETRAREENE, SAERMEEN
Bﬁﬂﬁﬁﬂ’]ﬂ-rf'ﬂéﬁnﬁﬂ_llgﬂ’ﬂ]a“flo

BRI EREERERRENEENSES. Sl EEEEBLARARHRINEE , BT NEY
CloudWatch B RREZEENERILHNITEME (FINEEBHEE FEHibL),

ST E N EIR B, Gateway Load Balancer in B fin B REEMIEE, T2AFERMBMHTEM. A
BT , AWS PrivateLink Ffe— %2 #[@ CloudWatch EiXx#E1E , |MEEAER,

WEFMER , 552 Amazon CloudWatch EHEIER.

AR

- ImEEENMEE

- InE R IEEN MR

« B1R CloudWatch 3542

- EAREM Contributor Insights 37 8l

In R R M E

AWS/PrivatelLinkEndpoints i A ZEEE T 5 Eix 2 Gateway Load Balancer % BBV 51Z,

BE iR

ActiveConnections ERPEITEENEE., ESEEMN SYN_SENT £ ESTABLISHED
AREERYIELR .

HERY  REHE—DERABRNRE,
RETEA - RERANKITETAR Average, Maximum E& Minimum.
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

ISR E 121
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BE iR
* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
BytesProcessed IR MR 2 AR T, EMEFALERE. ERIHE

FEEFENENVTER. IRESI GB KRENMERILE,
HEFRNS  mEE - ERNERNRE.

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

NewConnections ERmEETWINESREE,
BEHG . REE—SEANBRBANRE,

RETEA - RERANKITENAR Average, Sum, Maximum
Minimum,

HEE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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BE

PacketsDropped

RstPacketsReceived

DU

mMERNECHE, ESURTIEHEIAEHSBR, BNNE
] BE 3R 7R Ui 2t B s e AR A5 1B AT R AN o

HEHRY  REHE—DEABRNRE,
RETEA - RERANHKETEAR Average, Sum & Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

IR IR RST HIBE, WM EER R RINBREETRET

+
+ o

HWERY  REHE— S ERBERNRE,
RETEN - RERANKITEHR Average, Sum B Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

EEREMBELER  FEATIME,

MR
Endpoint Type
Service Name
Subnet Id

VPC Endpoint Id

EPUN

Rin BB EIRIEZEER (Interface |GatewayloadBalancer ).
KRS BEEEREER,

k¥R ER R R R E B,

& VPC im R EFR B R E R,

I RE RN E

123



Amazon Virtual Private Cloud

AWS PrivateLink

HEE

VPC Id

iR
&k VPC EREiERE R,

i o AR 35 S R A HE

AWS/PrivatelinkServices @& ZB SR BRBEH T IER.

BE

ActiveCon
nections

BytesProcessed

s

1

EBRFH AP IRE B ENERPERNZAEE . BNNET
ERRHOERNEER.

HERY  ERTRERBNRBE— P EREERE.
MEtES - XERANKTEFR Average BE Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EMESE L, 8RS 2~ B 3 T B

W R ERER BRSNS EE - D ERNEERE,
RETEN - RERANKITEFAR Average, Sum B2 Maximum,
HE

e Service Id
* Az, Service Id
* Load Balancer Arn, Service Id

e Az, Load Balancer Arn, Service Id

b = — 5
BeIxk /o

IR RIS IR A E
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BE

EndpointsCount

NewConnections

iR

* Service Id,VPC Endpoint Id

1B R ) i R AR 5 9 i R

BERMS . A ERBERE.

METEA . REANKEFTEF =R Average B Maximum,
HERE

* Service Id

BB R P inE B R EMAVFERBE, BMNETRERIEED
SHHERTEEE

HERY  ERTRERBNRBE— P EREERE.
METEA . ZRERANHKITEFAR Average, Sum B2 Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR RIS IR A E
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BE iR

RstPacketsSent R B RS EIXFIIR B RST HE8E, WIMNEFRERSEERRTE
1 B &,

WEEY  ERIIRERENIREE D EREERE,
RETEN - ZRERANHKITEFAR Average. Sum B Maximum,
HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

EERMBELER  FEATIMHE,

HERE PO

Az KA A R EEIERER.
Load Balancer AT EHRFEERER,
Arn

Service Id Kin R AR EEIEFEE R

VPC Endpoint Id fix VPC im B ERE ISR E R,

248 CloudWatch 1512

A LAEH Amazon VPC £3#4& . CloudWatch £ A5 AWS CLI R#gtREL CloudWatch 384 ,
TR

## CloudWatch #51& 126
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ZE# A Amazon VPC £ AMIEIEE

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. HEEEBEHKPIEE Endpoints (imH). BEUEWIHE , AREIERE Monitoring (B12) B,

3. EEBEBEHKD , i#IZE Endpoints Services (BRI, BEENIRIIRT , RERFEEZE Monitoring
() 28,

£ CloudWatch =& ®RBIEE

1. 7E https://console.aws.amazon.com/cloudwatch/ BRI CloudWatch £ &,
2. HEEEBEHKP , EIE Metrics (EH).

3. i®H AWS/PrivateLinkEndpoints #5% ZE &,

4. JEH AWS/PrivateLinkServices in & Z= M,

EEMFH AWS CLI R1RIEE
AT % list-metrics 5! 77 H %% 2 A Gateway Load Balancer Ui B89 Al S 4Z -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
£ A T3 list-metrics an 5 i BRI 7 A IE1F -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

FERARER Contributor Insights & Al

AWS PrivateLink 2 &9 im BiIRIE IR AR Contributor Insights 3 R | LAE B &K B HRLEix B2
BEZXEEENSRAERE. WEEZEA , 52/ (Amazon CloudWatch £ EIERM) FHY

Contributor Insights,

AWS PrivateLink 2t T IR 8 :

 VpcEndpointService-ActiveConnectionsByEndpointId-vl — ZBEA P EHFEE B HinE
/\iﬁo

 VpcEndpointService-BytesByEndpointId-vl - IRBRERENN THEHIRE D E,
 VpcEndpointService-NewConnectionsByEndpointId-vl — IZBRHINEZ S in 22 5,

fEAREH Contributor Insights #8 8l 127
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 VpcEndpointService-RstPacketsByEndpointId-vl — IRBEXETIHEMN RST HAHEY
w5 B,

ERAEBARERATEMUER, MAKRANE K RAUSHRBRWESEEER. W0F Contributor
Insights K& , 528 Amazon CloudWatch E1E,

BB T HIFF I F 8EE A Contributor Insights :

« cloudwatch:DeleteInsightRules - fiEk Contributor Insights # 8l

« cloudwatch:DisableInsightRules — & Contributor Insights # 8,

+ cloudwatch:GetInsightRuleReport — BRBE R,

« cloudwatch:ListManagedInsightRules — %l "] Y Contributor Insights #2 8l,
« cloudwatch:PutManagedInsightRules - B A Contributor Insights # A,

%

« EXA Contributor Insights & Al
- £ Contributor Insights # Al
- MIBX Contributor Insights #& Al

F{F Contributor Insights #5 &I

#EiB AWS Management Console 2 AWS CLI , & AWS PrivateLink £/ T 527 2R A R E#H Al
EAEE A A AWS PrivateLink BUA Contributor Insights #7 &I

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEBEKT , B Endpoints Services (i 2 RTS).

3. EWNEMiRERE,.

4. 71£ Contributor Insights R5[#Z% £ |, i### Enable (BXH).

5

(RA) RIBTERR , MERUBECRA. EEEMABERE  FEINTERMANRL , ARRE
Actions (BifE), Disable rule (IFRAR ), HIRMERIERE , 38112 Disable (1FR).
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Amazon Virtual Private Cloud AWS PrivateLink

£ AWS CLI & AWS PrivateLink BXf Contributor Insights #3 Al

1.

FEAM T list-managed-insight-rules Sr B A ZI B AT AR Al, ¥ --resource-arn iBI1E ,
EEmHREH ARN,

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

f£ list-managed-insight-rules S HEEHA , # TemplateName WU ERE RN EHE,
T AL g5,

"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"

FEAWTHH put-managed-insight-rules S ATBUA R A, EAEIEEin B RN E AR E B
ARN,

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-v1,
ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

{£H Contributor Insights #3 &I

R

R\

AT LARERF A AWS PrivateLink FRARERR, FRAKRAE  cEFLBESREER  BRANS

BEGRERE 15 R, FRARANER , BULEECERRA , EEBRESREER,

EAEE A A AWS PrivateLink £ Contributor Insights #7 &I

1

2
3.
4

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEEKS | 82 Endpoints Services (¥ B ARTE)o
B EURHY i B RS

£ Contributor Insights & 5|#% L , i#Z Disable all (£ EH)IEAFERE, HE , ALl
BB Rules (R A HiR , INEEFANRA , REZEFEIF Actions (Bi4E). Disable rule (2 AR Al)

HIRFEERIR R | 351&12 Disable (£ F).

{5 AWS CLI & AWS PrivateLink £ Contributor Insights #% 8

f#/ disable-insight-rules ss S A& AR Al,

£ Contributor Insights %3 &I 129
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fHlBx Contributor Insights #% 8l

iEiB AWS Management Console 2 AWS CLI , & AWS PrivateLink £ T 5|12 7 2R MIBR 22 R Al
MERBR A% | RASELRESEESR  RMUSHBRRENSEEER,

EHEEE A AWS PrivateLink filBf Contributor Insights #% &I

£ https://console.aws.amazon.com/cloudwatch/ BIEX CloudWatch £# &,
EEBERERYP , 1B Insights (EE) , ARE1EEF Contributor Insights,

BB Rules (R A Ex , AZBEURA,

i =12 $F Actions (E)1E). Delete rules (fiBx#3 Al),

HIREFRIE TR |, FRIRE Delete (MHBER),

o ~ w0 bh =

£ AWS CLI & AWS PrivateLink filB& Contributor Insights #3 Al

{# /A delete-insight-rules & ATMIER IR A,

MIB& Contributor Insights %3 8l 130
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AWS PrivateLink Bt %8

T &R B &R FSEEER AWS PrivateLink ERELRE (ERIBAREE). BRIESMRA , BERLE
RIEEELHEE, MEFMER , 5208 (Service Quotas FRHEIEE) PHFERESELE.,

NMREFRREFSREFEANERE , RMAISENZAESFAAERERE,

=L B EIE:E: REA

=18 VPC /T E M 50 = iE =/ Him#F Gateway Load Balancer
Gateway Load Balancer i Ih B S OHELEE

2

FEEENFEE VPC 2 20 2 B8 VPC ZZ AT LA 255 18 & im 2
18 VPC inHBUERMF T 20,480 E VPC B BEN KD ER , ZEEHK

THZEERANEIR VPC ImRERE,

- RIZFER , BE VPC HEAXESETAEESSIE 10 Gbps HIEE , EAEBERESE 100
Gbps. Hﬁ’}ﬁﬁ LEIFFE A ARER , VPC mENEAEEATAEEE A FEL 100 Gbps, HIR
!@E@@Fﬁ*ﬁﬁ%“%%ﬁ%ﬁ’ﬁﬁﬁ% , FBIEAE AWS X iE,

- WEREHENSEAEHEN (MTU) RAFFER VPC HENSEAHIR/D CMLTHEBEN), MTU #E
R, E—HOURBEENERBHEZ, VPC mEx#E 8500 LA MTU, K/MKK 8500 fztiE A
EiE VPC ImH N HIEREE,

« FXERE MTU &% (PMTUD)., VPC InEiF~EEL T3 ICMP F& : Destination
Unreachable: Fragmentation needed and Don't Fragment was Set (EZ 3, i
4),

« VPC ImRERFMITAEHINZERER K/ (MSS) REl, MEFMER , F2H RFC879,
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By SR S0 52 8% AWS PrivateLink

TRERAHRA AWS PrivateLinko

g

IEER IP bt

IPv6 =

Contributor Insights

IPv6 =

CloudWatch E£

Gateway Load Balancer %2}

DU

&R AR R M S VPC i
BB E E b BAEER T EIAY IP i
ko

BRI LAER E Gateway Load
Balancer i # R # 1 Gateway
Load Balancer %2 , AR
£ 1Pv4 H IPv6 {uit |, SiEX
£ IPv6 i,

BRILUERAREN "SHER
B, RAPRERBFERS , E
LEim B2 CloudWatch 3R
FEEBAE, AWS Privateli
nk

AR R AL & T LA L b B AR B
#¥ IPv6 K , BIEERIR
FRIGE X IPv4, 20Rim 2R
HEZ IPV6 BR , RBEESE
AUAENERIEA IPv6 X
&, MEMBPIITLUESR IPv6 7
HY i 26 B %5 o

AWS PrivateLink 24\ E i
2. B8 Load Balancer %2
i B AR FEHY CloudWatch 1§
Z,

&R BAE VPC HE Y FES H
FERRIRE S REREAE

B

20238 A 17 H

2022 €12 A 12 H

2022 8 A 18 H

2022 5H 11 H

20221 H27H

2020 €11 A 10 H
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-cloudwatch-metrics.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html
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