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——————— Response traffic

BRLIBILRHIZIL TIIEIR

- =8 VPC., MIEE VPC WFHMERR , 552E Amazon Virtual Private Cloud A EERPHEL
VPC,

. ERBEE, MEFMER , 5520 the section called “E I E#EE",
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« ={@ VPC i&%% - 1@ VPC — {8, MFEFHMEF , B2 E the section called “E B VPC B {EHiE
BiEE,

HREE VPC i , FESETHEETIEE TR, YRAZRHK VPC , EERREARIEKHA
MERAEIEE VPC W FK. £ LR  ELRFMAKARMC,

R VPCCH VPC Kitth , BRARBREAXE , UEREREREAE VPC C FEFRFREMERY
AR RS,

Amazon VPC £ A X EREEN, BH A LA Amazon VPC API, AWS
SDK. AWS CLI REx A fEER , 3 AWS CloudFormation, |30 , % fi--options
ApplianceModeSupport=enableZ| create-transit-gateway-vpc-Ff 3% modify-transit-gateway-

vpc-MifF .

® Note
EHREMRE VPC HIREMENERERBERBREIFNREHN .

A 5% TE AR RE Y B R M ER iR AR =X

WMREN VPC BEEMSEARESE , I BEFEREBE — B FHE B EEN E G EE 2 BEH
MEBLGETRERE | FErHRIBIEN VPC EEBARMBREAZE.

WMEFMER , FSE AWS BERPHEFTRERE

REARBEREXRNTA

RipEXRBAR , ERFESESRERATARETH VPC EECBRIFRERH , EXHEIE
E B RlE, RERAFERLETAEARERZTRARIETRBE VPC EEB@H&E’J%%@%H# MES
ERHEZ BN ATRAR.

=
2

TEERRMARBEXZERNRE, & VPCB R AMKE 2 #YE ERE S & h & FE R Ex
FVPCC HHERWHAREE A FUZREEERER , BATARES 2 PHRERERNRE VPCA H
FRAY R 98 A AR BR & K o
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Awvailability zone 1
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X ]:
Subnet D |

VPC C (shared services)
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VPC B
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B F

B8 VPC HE—RSERmE , MEBMEEERERHE,
VPC B H &

VPC A #1 VPC B

VPCA M B EREE 2 EREMNEERK, F—ERER VPC F4# IPv4 BEMNTERER. HERE
B A&l VPC MVERRILEF. F-ERBESHSMAEEM IPv4 TRERERAEEIEERRAE.
AR R VPC A By H ko
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B it BiE

10.0.0.0/16 B

0.0.0.0/0 tgw-id
VPC C

HEWR# VPC (VPC C) H##E F BB H R TRV HR, MEBREFM TR A (BHEEIL VPC K4
RIS E I FHEER). FHERR A MBRHREEFTARERHEEE TR B PHRE,

B it BE
192.168.0.0/16 [ 15
0.0.0.0/0 appliance-eni-id

TR B WERHAR (BERR) BRERHEDERRIE.

B ity =k

192.168.0.0/16 [ 35

0.0.0.0/0 tgw-id
EhFERmER

ttEBmRESHE VPCA M VPCB A —EEHEEX , 5 —EBEXRMARKZRHE VPC (VPC C).

VPC A # VPC B E#E T Sl KM . RAXRSKAAERERAEEE VPCC.

B it A& B A
VPC C ### ID B
0.0.0.0/0 g
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VPC C Mi#HEE T 5l RMEERE . ©ERRERBEIAE VPC A M VPC B,

=X:0p:1] BZ gz s il
10.0.0.0/16 VPC A ### ID B &%
10.1.0.0/16 VPC B ### ID B 8%
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R EaEE

BO] LSS BB B Amazon VPC 3 A3 AWS CLIEEF A,

B &

- ERFE

- EBd VPC Wy {E5 M8 =R

- EBEE VPN &

- B} 0= Direct Connect B8 K E44 B8

- BRFEHEMMA

- Transit Gateway Connect M Transit Gateway Connect ¥
- ShFERRAK

- BRFEBREREK

- ERFELNZREE

BwEE

BaRERREERE VPC M VPN B , Y ETCMHERERE, AHXBRETEBER AWS ik
F , &AL AWS RAM REEMIRFAELNARBERE, £LES —EAXEREXARBERER
AWS tRF | tRFHEBEETTLUEE VPC M MEIEHNS@mRE, ELRF &R H D0 FERM BRiER,

BUNEERFE L MAZHEE AREVEOMESHEERE , RSHELIRETEBREMEA
BBy VPC EHE  RSMEXRFEEESHEAFEARE,

18 VPC = VPN B LHE - MAREVHEN K ZIRARGRERZEREZEEAZCKRENT —
EiEE, EHFEERANKBERTAH IPv4 = IPv6 CIDR R B , BERE VPC M VPN E#R, £
B RE LRI VPC Y VPN ERER | B SmEEHFENTEREHRE BB,

FZaEEaFEPETHMEMEK , WA VPC = VPN ARELRAREVEIR , it ArElo 48
BRo Hlan , BRI FEE A VPC R—ERMREMER YL ER VPC EXEKAREYER , &
] AT B AR IR R R A B (VRF) M EmREES |, B REAR.

BHREXEECERE VPC M VPN EiR . BETEEMBRERME. S0 ASNE RS EEEN RS
BiE, CaRENSFEREXEFERE, R  SEEZNEEOMERSTMESHRE cHHEEN
R
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WA LUEE S — A Z{E IPv4 = IPv6 CIDR [ERELERH (B FIERE, &&H¥ Transit Gateway
Connect JE#E 3 Transit Gateway Connect ¥1% , AL {¢ CIDR [E#RIETE IP b, 7] LARGBIEM
NEHFE IP b1t EE (169.254.0.0/16 BEAMMULERIN) , LUK E VPC B A EF 50 B85 it
WHEENEE, WFE IPv4 M IPv6 CIDR BRIVEZEA , F28 (Amazon VPC EAEREE) HHY
VPC HF#85% .

%

- B ERFE

- BREBRE

- FENEEEHRENER
- BRERFE

- HEERFE

- BRERAE

- BRHAFEERE

- MERE@RE

2 EmEE

BUEHRER K RMASEURERERRERHER , EMARNBERARREBREHER, WREE
TEVERNERRERHER , ITUBREY —ERAR. WFKANKARNFRER , 528

777

EREEEEVYEHRE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEEIKD | BIF Transit Gateways (& EE),

3. i#IZ Create transit gateway (B B#H &),
4

TEBEER b, EEM AGRRENER. SRERTELEERRRAEFTERHERS
EFE, #1E Name tag (BBER) & , LHEBNE8®A Name , HER RSP ANE,
FERAS |, ALl A\ EwEFEENRE,

6. 7E Amazon side Autonomous System Number (ASN) (Amazon i B J& R #ifma% (ASN)) F , &

AREAFREFRAER ASN ,, RERCHEHREHNALE ASN, EEXREFMEBAGE
(BGP) T AWS EREEx 351219 ASN,

o

16 fZJTHY ASN EEEFES T 64512 F| 65534,
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10.

11.
12.

13.

14.

32 fu ThY ASN EBEFESH 4200000000 E| 4294967294,

BERRAZEAIE | AEBED B & %8 s FE A ME—# ASN.

ERFLEERBEZZEEHRFAENS —E VPC RMHTEREITERE , VPC 825 F IPv4
DNS F#BZBEETAFAE IPv4 bk | 557E DNS support (DNS X 18) FiEEULEIE,

EREE VPN BEHRESESKE (ECMP) BB XE , 57 VPN ECMP support (VPN ECMP
Y8 FIERULEE, ZiEEASMEE CIDR, AREMREREZBEE 9 M,

BEHULIRIRER | 2055 H) BGP ASN, BGP B4/ AS-path M AN RFRERN LA REE
fYo

® Note

EE[H ECMP , B AR FREBRERAHN VPN ELR, FHABREAHN VPN BEEFXZ
£ ECMP,

£ Default route table association (FEE% & H R ERH) b , BEFLEE , o B EHHEERENREE
B4 B A TEER BRI R ML BB

£ Default route table propagation (FEEZ S RERE) & , BIFWEE K TEHHSEREEEEE
EEERRENTEREAR.

(BR) FEFHERRFEMRAZSEEARENE MBS , 551EE Multicast support (ZHEEXE).

£ Auto accept shared attachments (B B2 L FiER) F , BIENIEE , TEHESIBERFNE
%

(i#H) £ Transit gateway CIDR blocks ({5#iFi& CIDR B#) # , AN ERFEEE—ExZ
18 IPv4 =% IPv6 CIDR E#,

BRI LA IPv4 SEEKR/NA 124 CDR N ERSHERESR (70 , /23 = /22) , = A IPv6 EEK
‘NA 164 CIDR B E R EHR (Hl10 , /63 = /62) A BEBETALAERFAE IP i #E
(169.254.0.0/16 EEE ARt HEBRIN) , AR ER VPC EEMRA I HERR b SN EE,

i#1Z Create transit gateway (M F#EE).

HECEAEEHRFE AWS CLI

£/ create-transit-gateway @
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B EREE
A T2 ARG 5

1. 7£ https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
2. HEEEBEKP , EFEF Transit Gateways (BHFEE), WFHEFSRTSEERLNEESTETH,

EERBENEREE , 5 5FH AWS CLI

f# R describe-transit-gateways %,

#iE iR e E B FEARR

HEBRMEEENER , URGRBAR, BEEIREREEYHBER, ELASEEHFERR
BZERE. SEERFENRESRLARE—NER, IRMHENER  HERCENERRE
SRR ALBFEEMXERNE. NFEFMAER , F2HELER Amazon EC2 iR,

EREEAKERFTEEERnRE

1. 7E https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,

2. TEEEBKD , BB Transit Gateways (E#FHE).
3. EEENMESRESENERREE,

4. EEMET HIRE Tags (EHR) R ER.

5. EEREEER.

6. #EE Add new tag (FTIE1EHK),

7. AEBEA Key (£8) M Value (fH).

8. iEIE Save (fE1F).

& B8 FE

BE SR ERRENAREREE, ERABRNERRER , CNENEEREEAEZHNERREEK,
LEAN SR FEEZEREIE N, 0RA HREMPERBNIET

BRSNS AN EER R E,
WRE IP #3k B 8B Connect 15 | AIEEBKREHFEEN CIDR EHi,
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e ERnRE

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. TEEBEBEIKD , iBIZE Transit Gateways (E#FHE).

3. EEERguEBREE,

4. RE Actions (B11E). Modify transit gateway (15 X {E&i &),

5. REEEUGRIE , A%IRIZE Modify transit gateway (1§ EEREE),

& EZERBREHRE AWS CLI

# A modify-transit-gateway #%

HEB@FE

BRI LATER AWS RAM i F 5 iR = = 2 (B 4B 480 A S % F18 AWS Organizations, 5B T5EFR
HELBENERFE

BRARSEBNERRFMAERAEZ., UEFHEBAERLANENR , F2HBAWS RAM A
BRI ERA B Organ AWS izations # o

HEEnRE

1. BARBE AWS RAM 25 |, #1t A https://console.aws.amazon.com/ram/.

2. IZ{E Create aresource share (BRI &R A).

3. 7 Name (B%8) F , WAERLANKEMEERE,

4. 71E Select resource type (BZEVERIER) B , #1F Transit Gateways (E# &), BEEEHFE.
5

(GZR) & Principals (ZFEA) F , BEFRAFBEERHAA, HFE AWS 1RFE. OU SiE#iE
EH ID , RERE [Fi¥].

B [RFFINEPIRIR]  BERED LFTE AWS t1RF BN EIIRIRH AL &R,

6. (M) &ETags (BR) ET , A ASERENRESRIEREY. ELERSEAZTERAE
BrEeEAEERRAE.

7. 1Z$E Create resource share (B &R A),

AZEBME e
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://console.aws.amazon.com/ram/

Amazon VPC AWS Transit Gateway

E%szﬁil\/\ql

BB EERAR , CERIMARER—ANEBE. BLREIZERKA , I FEALAN

&R
EXERAH

1. BIRKE AWS RAM #£5& |, #8115 https://console.aws.amazon.com/ram/,

2. HEEEBKF , ##E Shared with me (EBFK £ A). Resource shares (ERHEMA),

3. EmMERHH

4. JBE Accept resource share (EZERHEH).

5. EEMRAZEHEE , 55E Amazon VPC £ A H B Transit Gateways (&5 &)
EEHEER

NREERVEBORERABABDESHEEEIDE  INAFHEIEBIRF (1F) B,
?EEX/\ E

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. TEEEBEKD | iBIZE Transit Gateway Attachments (2% 8 EE),

3. EREINENREEE.

4. iBE Actions (Bh4E). Accept transit gateway attachment (35 & B &),
EEEAESIHLANYS AWS CLI

{# f accept-transit-gateway-vpc-Hi E & 4o

il xR e =58

LEERBRERRAEENERRE. BLALMEBRAMEER , T aEMRERFE,

ERAEREMREHEFE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EREEMBRNEHEE

B,

EXERAE
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3. iEIF Actions (E11E). Delete transit gateway (RBRE#FE). WA delete , AKIEE Delete (M
BR) SARERDMIBR

= EFFAMBRERRFE AWS CLI

A delete-transit-gateway &%

£ VPC Ky B 8 E

#% VPC ERZERFER A LARSETHARIEEE —EFHEE  UREaREEARKARE, *
AEHFEE—EFER , TRREBKEXTREISTAE FHEBENER.

BR 1

- B VPC ERZERFER  VEUAEES , EEEHFEERENTMAERGELERZEE
FE, MR THEREARPEERFENKS , AIREEERFETMARTAEEN FREPEER
B, RESTSEXEEHMAE,

- MitnEE@EEN VPC ANER , EEFNEEMNEXERFENTE VPC ANZEEE,

- ERFABETIEHER VPC BWER] DNS 27 A DNS #47 , mit VPC 7 Amazon Route 53
FEAMEEEEEAMREN. EEAERET Transit Gateway BFTA VPC REMEEEEIN A
B#AN |, 52 B A Amazon Route 53 #1TESEME 3 DNS FIEHM AWS S EiE,

- EWMFEETXEESGHRE CIDR Y VPC 2B E. MR VPC EiEF{EREFEE , B VPC W
CIDR EEE#EZEHEEN S —1E VPC # CIDR #E , BIFE# VPC WA SEE I EHFE
3= EC

. BEEABRBEAEEEMN VPC FHRREBIER, B2 , B LREMRE  ®MAKEID M 718
RAZEBRXRAABRHEREEWMAE, MEFHMER K F2RSAEES TR ESEEEHREE,

- IRESEFERER IPve W AR EHEEEE, EHEEEEFRLSETE IPv4 thil,

- BREAEEOMEE—E VPC ERE , TS ERBEMEERER,

B &

« VPC B4 il H

« BV VPC H 8RB
« 1ERIEH VPC EH#E

- 1BIEBH VPC EIEER
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- B8 VPC &

- MiER VPC EH

- SREPER VPC BRI

VPC E#Z4 iR Hf

VPC EESEBZEMRE , RERREEHEA, SESERRDH TS E ; EdBHER
% , VPC EZ{MERE RN Amazon Virtual Private Cloud Console 1 API #5558 H &,

TEEREEEE—IRSERES | RIEFB Auto accept shared attachments (B B)iE2 L ZE#E) WK
RS | AREREHARRE,

Available

-.__‘

‘ Modifying }—

Rolling back

‘ Deleting ‘

Failing

- 4

g o
ra Ty

No longer
visible

b -~

»
*
i
g

+ Pending (7€) : ©RE VPC EEW FEAMEBREFFIWER, EEMPEE , EZETH
HZEA LB E available,

+ Failing (%R%) : VPC EEMFERKK. EEMFEER , VPC EEBE failed,
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* Failed (k&) : VPC EEMFRELKRY. ERILRER  BEEEMBR. KB VPC EEEREF
AR 20, RRTBAR,

+ Available (JF) : VPC E##Z WA , BERETLE VPC MERREEC ERE, EEMEE , EEL
BZE modifying , B ZE deleting,

« Deleting (BRA) : IEEMIBRAY VPC E#E, 7EIEEPEER , EEAUBE deleted,

+ Deleted (EMIBR) : EMIBR available VPC &E#, BRALLRER , VPC EE&E LB R, VPC E#E
SREFTR 2 /M, ARTBIR,

 Modifying ({62t H) : BIRHFERB N VPC EENEM., EEMME , BETUUEBE available
HBZE rolling backo

* Rolling back (BJRH) : AETK VPC EEEHER , EREEEERMENEMNEE, ZEEMR
B, EETLUBE available,

T El#E R E#EE BRI Auto accept shared attachments (BB S HZE1E) WEBIRFEEF | TRELE
A ARRE

Pending

Available

acceptance

T )

‘ Modifying }—‘Holling back

v - > - d

Rejecting Failing ‘ ‘ Deleting ‘

- 4
P —

‘ No longer

visible
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 Pending-acceptance (FiRE#¥) : VPC BEEFBREETZFHFES, T EMEARER , EEUUBE

pending, BZE rejecting , B ZE deletings
Rejecting (IE#& ) : IEEMIBRAY VPC E#E, EIEEMRE , BEUUBE rejected,

* Rejected (E3E#8) : pending acceptance VPC EEZEHIEE, BRALLIREER  VPC EZEEE

W, VPC BEESREFTR 2/ B RETBU R,
Pending (7€) : B2 VPC BEEY FRAMEREF B, EERMER , EETAES AN , HETL

¥ % available,

* Failing (K®) : VPC BEEZENFERKM, HEMMEE , VPC EEBE failed,

Failed (k) : VPC BEMNFEREL XM, BERILRER , BEEEMBR. KMH VPC EEERE
AR 20, RRTBAR,

Available (AT F) : VPCB#E WA , B RETLE VPC MEHRE B R B, EiSERER , EEELl
BZ modifying , ®BZE deleting,

- Deleting (MERH) : IEEEMIBREY VPC E#z, EEMERER , EEUTUBE deleted,

Deleted (EMIBR) : ©MBEX available = pending acceptance VPC &E#, ERLLARRE
B, VPC EEEEEN, VPC EESRETR 2 /M, RAEFBIR,

 Modifying (182k /) : BEIREFERER VPC EEZENBM., EEREMEER , EZEAUBE available

HBZE rolling back,

* Rolling back (ER™) : AT VPC BB HFER , ERREEERAMUNEMERE, EiEMEME

B, EETLBE available,

BB VPC YR R B E

EREREET VPC &

1.

2
3
4.
5

o

£ https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,
EEEEKT | B2 Transit Gateway Attachments (i & EE),
iZ1Z Create transit gateway attachment (2 37 &% B EE ),
£ Name tag (BBER) + , I EEG AEHREERNEE.

£ Transit gateway ID (F&iF&E ID) F , BEAREENEREE, SUREZEECHENER
BiE A6 RRELHLENERFBE,

T Attachment type (E#EEHE)F , ##EZF VPC,
BIZEE S ERA DNS Support, IPv6 Support MEFAEEERN X &,
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MREFERAEERN , AIRENE Nt HAHNREEZRENFEHNR , VPC MHS£AAER
YA A [

8. HRVPCID, FEEEEZRZERWMEN VPC,

itk VPC R AZEDH — B T8I 58,2 2 M BRI

9. EFHEEIDH , ARETRAERHENEHREMARKAREN —BFREK. ELRAREED—(E
FHEEE. — B AR R AE @ EN — & T8 8%

10. J&IE Create transit gateway attachment (2 3 2 B & iE#),

EEFRAEY VPC Mi4E AWS CLI

{# /A create-transit-gateway-vpc-H4E a5
1EIEHY VPC B

EREERAEREN VPC Eix

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. HEEEEIKD  BIF Transit Gateway Attachments (155 B&EEE),

3. #HUVPC i#$E , ARRIEEE Actions (B11E). Modify transit gateway attachment (1& i & & iE
)o

ZER A DNS X#E | F5i2H DNS support (DNS %),

5. RERFHEBRFTEEFRKZENEEY  FEINZZIG R,

ke

EEZEMMEUUREER |, FiESE VPC EEFREIESEFEENRE,
6. iZIE Modify transit gateway attachment (15 & & B & iE#),

i

2= F A&k VPC Mi# AWS CLI

{# A modify-transit-gateway-vpc-Bi & 4 o
EHIEH VPC EiEEE

EAER BB RERN VPC EEER

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
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2. HEEEEIKD | BIF Transit Gateway Attachments (1R #i B&EEE),

3. i®H VPC E#E , REIEE Actions (B11E). Manage tags (BEEER),

4. [FEER] BENEER  XHITTIIEE

- ¥ Key (£18) , M ASRERE,

- ¥ Value (B) , EAEIBE.
5 [BHRER] TEHSZE , EIF Remove tag (BRER).
6. % Save (EE).

VPC EEBEBRAREAEEEB N,

R VPC &
ERATRARIREMN VPC Eiz

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £#24&,
2. HEEEBEKD , B Transit Gateway Attachments ({5 R EE#E),

3. 71 Resource Type (EREHE) i+ , 23, VPC., EL R VPC E#,

4, EEEERBREHFHEER.

= E A% VPC K4 AWS CLI

£ describe-transit-gateway-vpc-Hi 385

il BR VPC E$z

EREZAMER VPC E#

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEIKD  BIF Transit Gateway Attachments (15 B&EiE$E),

3. EHVPC Ei,

4. iBE Actions (Bh4E). Delete transit gateway attachment (i B &8 B8 & 1£),
5. BHIRIERE , WA delete , REIZEIE Delete (MER).

HEEAMBR VPC M4 AWS CLI
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{# /A delete-transit-gateway-vpc-Bt E & 4o

SESPERE VPC EHE Y

T ERE B EEE Y VPC BEERH mRe B A VBB E TR B I

Gif]

VPC E# k¥,
R&A
RETEERTIZ—

1. B VPC EENERERTELRKES AR ERET T,
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EEEEKT | B2 Transit Gateway Attachments ({5 & EE),
EZEHY Connect &E#Z , AA%RIEIE Connect peers (Connect ¥ ),

EH Connect $1% | KL BEFEF . EEER,

EEWEEE |, 21F Add new tag (FTIEEE) , AREECESBNRE,
EEBRER | F5i21Z Remove (BE),

i#1Z Save (E1F).

N o o bk~ W Db

£/ AWS CLI 82X EH Connect E# M Connect HHEEHK

A create-tags M delete-tags %
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& Connect ¥

O LAMBR T B EEM Connect &,
5 = A MBR Connect ¥&F

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. ESEERY , EEERREERE,

3. 1#EX Connect &%,

4. 7£ Connect BHEZEF | #H Connect BE , AZIRE BE. MR Connect B,

5/ AWS CLI Bk Connect &

£ delete-transit-gateway-connect-peer %

fER Connect E#

MRBFABEE Connect iE#E |, TS EMIBR, &8 5% MIBRIEZAEM Connect &,
fEAEE A MBR Connect E#E

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. EESEBEERT  RESWREEE.

3. ZEH Connect attachment (Connect #E#2) , A& ##F Actions (B)¥E). Delete transit gateway
attachment (i Bx B B8 E ),

4. B A delete , RRIERE Delete (MHBER),

fFH AWS CLI Bk Connect &2

£/ delete-transit-gateway-connect 5%,

EwmRERER

158 A {5 R 1B B PR 2% R 1B 16 R BB SR Y BB FR
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F= VAL LBER: R
AR AR H MBS ERE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEEBEKD B Transit Gateway Route Tables (BEEERHAR).
3. i#IZ Create transit gateway route table (B E#REERHAR).
4

(ER) & "H%. BED  aAERRERARNERE. BRI —EFER K HPERERA
"Name" , EREAREEENERE,

£ Transit gateway ID (& RE&E ID) #F , BEARBEHXNEERFE,
6. IEJE Create transit gateway route table (B E#HBEERBAX).

o

FREERFERHAR AWS CLI

{# A create-transit-gateway-route-R& T

BREHMERBX
AR A BRI M B MER b X

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEEEEKD | EIZ Transit Gateway Route Tables (B#FERHRK).

3. (BEEM) NESHRBERARY—ERAR  FEFERGCEVBATREI-HMINEE,. RN
Bk,

4. BPRARNEEGHR , SUEZFEH D, LERAEBERNEEH, S5, BENERNEA.

FEARRERXERERBK AWS CLI

{# /A describe-transit-gateway-route-tables %

B EZERARRAHBERERBRNEEHA AWS CLI

{# /A search-transit-gateway-routes &%

58 F 1 452 55 8y 90 S B EH R Y B R (580 AWS CLI

&/ get-transit-gateway-route-table EiE a5 o
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158 A 1 45 155 80 ) S B E SR Y BA B AWS CLI

{# /A get-transit-gateway-route- R B T o

5 {5 R & 5 E R 222 M2 B

18 0] LA 55 a0 90 B Y R SR R B R A A

ERAERERBENFERBR

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEKT | 82 Transit Gateway Route Tables ({5#i B E K HRK),
BEEEE 2R

EEEM TS , &2 Associations (BE3Ef) R5|1ZER,

i#IZ Create association (23 EH).

BEZBVEBMBMAER | RREIF Create association (3 EH#).

o o A W D

158 F %2 8 R 8 B% FA R BB AWS CLI

{# F associate-transit-gateway-route-FR & o

i) R 55 o RTS8 % PR 2R Y R

18 °] LABNH &80 18 3R Fh 2% B2 8 i 9 8 1 12 09 B

{52 i 42 & BUH B8 B8 8% 1 R A9 Ba B

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £#25&,
HEEEE®KT | 1B Transit Gateway Route Tables (BHBERHAR).
EEUR AR

KEEEMN TS , i#F Associations (EBH) &5 EH.,
RIZBEE T ABANEE | REBI12I2 Delete association (M EREIE) .
HIRFEFRIR REF | 551812 Delete association (M EREIE).

o o A~ W DN

5 A BUHE (5 8 B8 R AV B3 AWS CLI

ER & FOE B% P R 2 1 BB
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Amazon VPC

AWS Transit Gateway

£ H disassociate-transit-gateway-route- R o

AR HERE 0 FERH K

EREEBERE  SEENEBHNEERAR.

R EREERREEREHE

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEE®KT | 1B Transit Gateway Route Tables (B#BERHAR).
BENEACEYEENRER.

i#1E Actions (Ei1E). Create propagation (33 &%),

BARK Create propagation (21 &%) M , BIEERE,

i#1Z Create propagation (23 {&#%).

o o A W N

{55 FA BR A % B 8 AWS CLI

{# /A enable-transit-gateway-route- R BB T o

1= F 3% B 1%

RERE B FRE IR B BR AT S I AV B% H

ERERAFRHKAERE

1. 7E https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,
HEEEE®KT | 1B Transit Gateway Route Tables (BE#BERHAR).
BEEE R MR BB AR R R

KEEEMN TS , BIZE Propagations (%) &3 ER,

BEUERE | REIZIZE Delete propagation (Ml BREE).

HIREFRIR R B | 58I 1E Delete propagation (M BRE#%),

o o A~ W DN

EEFRAEFEAKBERE AWS CLI

£ F disable-transit-gateway-route-R BB T o

R EEEERRERAXR
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< En4b
B FREIRH

RIS VPC, VPN SiESHREHFEREYRERE  WANBYRLERH , FAHENSRE

BE
ElglJll..Eo

Site-to-Site VPN T2 EHZEHFEERARPL VPN EZABENTFRERH., FHLL BGP AE#HN
VPN i | ETREE R ATAHNELRE,

ERAERERNFERH

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEBEBHKD B Transit Gateway Route Tables (BE#EERHAR).

3. ENEZERHEVEAMEHR,

4. JBE Actions (B11E). Create static route (B3I BRERH).

5. 1f Create static route 2N FFRENRH) EEL , WAEZEZIUEHK CIDR B , REZIRIE Active
(HERAH).

6. EEFHIRANERE,

7. #1E Create static route (B FFEERKH).

ERERARYRERERH

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
HEEEEKT | B2 Transit Gateway Route Tables (& B E K HR),
ENEAHEVEHNEAR,

i#1Z Actions (E14E). Create static route (BRI BRERH).

£ Create static route (B FREEH) EE L@ AERUKMEM CIDR E#] , A7%iEIZ Blackhole
(BEEH),

6. iEIZE Create static route (B FBREIMH),

o b 0 bd =

EEEAEMFERBERBIFREEHE AWS CLI

{# A create-transit-gateway-route &85

il B 8 RE % ER

S8 T] DAY (R 80 B B E R M BRI RERE E

B RRRERA 67


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-route.html

Amazon VPC AWS Transit Gateway

2 F 42 & MIBRFFRERR H

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEBEEKF |, iBIE Transit Gateway Route Tables (E#FERHXK).
EMEHRHEMREHNBHERE , ARIEE Routes (B8 H).
EEEMBRAVERE,

iZ1Z Delete static route (MERFFRERH).

EREREFE AR |, B2 Delete static route (MHBRFREREH),

o a0 kw0 N =

& ZERAMBREFERHE AWS CLI

{8 delete-transit-gateway-route 3%

H AR REER

S8 ] LAR A B Y R RE B R SR ENAX (5800 (RSB B8 B R P Y R RERE E o

£ E2 A KRR FEKE

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
EEBEEKF |, BIZ Transit Gateway Route Tables (B#BERHRK).
ERARTPEEEIANEE.

£ THMEER, BRY , BERHARIER,

EERE. BUNFERERER,

HRER  BEEERAPHEBRE

EEEMATHNFES  EEENRBRBAXRT BERBEEN SaFEE.
EERAFERAE,

© N o a bk~ 0w D=

EEFEARNRFERS AWS CLI
{# F replace-transit-gateway-route &%
B REHZE Amazon S3

BRI LS EREERBARTHIEHELZ Amazon S3 f#17ErE, MAMESR JSON ERXFHIEEN
Amazon S3 fZETEE,

A HR R R 68
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ERAEEREEHEHFERBR

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,

2. HEEEBEKD B Transit Gateway Route Tables (BE#BERHAR).
3. EEASEEHZERAMNEAR.

4. & Actions (B)YE). Export routes ([EHEEH),

5

£ Export routes (EEH ¥ H) BEE L , 557 S3 bucket name (S3 fEITE B ) @A S3 FEITE
B,

MEFRFTELEREH  SBEEMEMN Filters (BHEE4) 2018 EEHEIFHS B,
7. 2 Export routes (EH ).

o

%“ET?—HRE&E’J%EE 557E https://console.aws.amazon.com/s3/ , BB Amazon S3 24 , R%E

EHEENRETE, EEEBEE AWSIES ID. AWS #1[E, BHEX ID MEBERRC. BEE
?iﬁ , $R#%1%1F Download (T &), L T2 JSON ERMEH , HPaE VPC E#EHN M EEEE RN AE
BEH.

{
"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
"./0"
]
}
1,
"routes": [
{
"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [
{
"resourceId": "vpc-0123456abcdl123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”

"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"

}I

#& & R EHZE Amazon S3 69
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{
"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [
{
"resourceld": "vpc-abcabcl23123abca",
"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",
"resourceType": "vpc"

}

1,
"type": "propagated",
"state": "active"
}
]
}

WS RER AR
B 42 4 R R RS RE P

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEEBHKD B Transit Gateway Route Tables (BEBERHAR).

3. ENEMRNEBHRK.

4. J##Z Actions (EIE). Delete transit gateway route table (Ml & FEER B K).
5. EA delete , REIEIE Delete (MIBR) LAREERMIER,

ZEFAMBRERFERBEK AWS CLI

A delete-transit-gateway-route- R
FEHRESEER

FAUSEZERFERARTHNFTERE, FEFER—BANZELERLEERN CIDR EREENE
G, BALFERFEEERBICEEERTSEN IPUUEE | URAEXERRE, S, mRE
REEZEAEGRERARTEEHENEN CIDR, I EE—FESEHREEEL CIDR, M
FRESERHRTFTEESRBERN CIDR, NMELEEBRE WM CIDR B , AIURFEHEFEGR
BREIER , MAREBEZIFENBHRBRZEH,

EXHBRFERHRTEYFERESER , FEAETHEEREE S UEHRERARKPIEE
H&RBR TR
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MEARFIRWFMERNR , 552680 (Amazon VPC EREIER) PHETRSIxR,
BYFEHFEBZENR

RO EBHFRERHRPEYFEFENSEZER.

ERERARYTERESEER

1. 1E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

EEEEKT | B2 Transit Gateway Route Tables (& B E K HR),

B EE E FEE B &

i FFiZ$ZE Actions (Bi#E)., Create prefix list reference (BN F B BES

£ Prefix list ID (¥ B/EE ID) BEFEHEFEMN ID,

 Type (FE) & , BERE AR (Active (FA ) B (Blackhole (BB E)) BBFEILFHE
BNRE,

£ Transit gateway attachment ID (5% F&EE# ID) F , BEEKRERHMENERE ID,

8. &IE Create prefix list reference (BRI FEHFESEER),

o g A W N
H
bt
?
aft
i
*

~

EFERVAMEESEER | BEA AWS CLI

£ create-transit-gateway-prefix-list-reference &5

BEFERESEER

BU L EERFERARETREFZEFESZER, FHUULERERERBARED , SERKEAR
REEEFEFNESERH., FEHSERHANEBEERA propagated,

ERAFRARAFEREZEEN

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. HEEEHKD B Transit Gateway Route Tables (B# B ERHAR).

3. ERfE@mEERHRK

4. HETHBEED , BIZ Prefix list references (B BBESEER),. RAERILFEFTESEER,
5. 1## Routes (}8H), BEFRFEWAEEHSI ARBHREPHIRA,

EERGARBEESEEN |, BBEA AWS CLI

s
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£ get-transit-gateway-prefix-list-references %
BRFEFESEER
FBOERSEREERAFEEINMAHRBRFEFTESEEN , REH 2T EMPRER HAE/FNR

=
Eo

AT "IHAL (Routes) EBHERFEBEENERRKE, EEERFTEHFEHTNER , FFH
Managed Prefix Lists (R EBENFEHEE)EH. WFEFMEENR , 528 (Amazon VPC FEHEIE
) FRIEHREIREE.,

ERAERABURFERESEEN

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,

EEBEEKF | BIZ Transit Gateway Route Tables (BEBERHRK).

EEE R FER AR R

ETHBE®T | 1B Prefix list references (BB BESZEZER),

BREFEBESEER | REBIRIE Modify reference (82 ZE H).

£ Type (E) b , BER A AT (Active (fEAH)) A EE (Blackhole (BB E)) ERFLFEF
BENRE,

£ Transit gateway attachment ID (5% F&EE# ID) F , BEERRERHMENERE ID,

8. #{E Modify prefix list reference (IR F EFESZEEH),

2

~

ERERNREESEER , FEM AWS CLI

£ modify-transit-gateway-prefix-list-reference

MErFEFESZEER

NRETEFTEFERESZER LU RERFERBRTMERRSZER. RRSEENTEM
BRFERE.

o

EREBAMBRTEEESEER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEE®KT | 1B Transit Gateway Route Tables (BEBERHAR).
12 BV & B E B R

BIEFEBESEER , REI1ZIZ Delete reference (MRS EZEH),

A
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5. #1E Delete reference (M2 EZ&%),

£/ AWS CLI RIBRRIRBEESEEHR

5/ delete-transit-gateway-prefix-list-reference i

BRFEBRERK

ERFEESERAFEABRERREH AWS Cloud WAN R HRE., LERKREEAAKBERBMY
SR RENBERRL , AREFESRUNRERSE BERBR,

BUEAERFRENDRERE , BEHEYEERRESREIBRRBANERELIER. EFERBETE
2 , ATLURIRMBE IR (PR R AP ER) RETRANRKRBARE. BHEREHRHESN—BL:
ﬁ%ﬁ .Eﬁﬁiﬁﬁﬁﬁjkﬁh,TMEW?WE%%EMEo

(® Note

B Al {ERE I E5 MEH SERFE Cloud WAN R EEBRERRER K. EUHEER
B, A LSRENREEREEEB, AR LEHSSERRUBHEABRRE.
#%E Cloud WAN ¥ EERRFMMEF , 752 E AWS Cloud WAN EREREHNE S,

2 ERRAERRER K
ERAERARYERMEIRERE

1. HIfE https://console.aws.amazon.com/vpc/ BARL Amazon VPC £ &,

2. HEEEBHKT , B Transit gateway policy table (BEBEEBRFERR).
3. #ZE Create transit gateway policy table (33 & FEBREERK),
4

(ZA) 7 Name tag (B BER) 7 , B AERFERRERRNEHE, BB —EREK K HPE
BREAMCEENERE,

£ Transit gateway ID (E#iE&E ID) 1 , ERARBEER KRN EREE,
6. IEJE Create transit gateway policy table (33 & FEBREERK),

o

ERE I EmEEREAK AWS CLI

{# 8 create-transit-gateway-policy-R &
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il B e BB BUR B R &
MRERMERRERR. NRENRE  RENRANFERERUBERME.

EAEREMRERFEBRER K

1. BIfE https://console.aws.amazon.com/vpc/ BAEX Amazon VPC X## A,

2. TEEEBEIKD , iBIZE Transit gateway policy tables (B EBRERRK).
3. EEEMRNEREEBRER R,

4. 1EIE Actions (Bi1E) , REFBIEIE Delete policy table (RIBREIE R).

5. BFRLERBRERE.

= (5 F M BR & da BB JR Rl AWS CLI

£/ delete-transit-gateway-policy-FR &5

ERFE NS Ex

ZHBERANKE-BENBREREEAI S EREMNBEAGE. Transit Gateway 3z B 1 FiE
VPC N FRB < B MZHEEIRE  YEASHEARASR  HIATEREEUSEREHTEER
%Egml)lhio

ZHEEHR
UTRSHEENEEMS :

- SHEXEE — AFSHERPEIIRTENEE  AECHFEXRESESHELRHR, &
TUEFEBERERSHEXEIREER.

- ZHEBERE — BSEENBZEUMEESHELREN A, SHEIFERHEE P bt
whl. ZEREBEFHENEERZHEREE EC2 MTEBMN AR EMEMEAEAER.

- BB FAEEBANE IGMP) — —ERBRARHE , A EHMANRHESEEE S HEEH
HREEK., IGMP SHEXBEEHAEESEA IGMP BABEMA, HENEELASN I, AWS X
& IGMPV2 BIAHE , AR IGMP FEREE (AP &) BHAK S &% 2 HEE B,

- ZHEERF —EUBREFAREAEEZHEARENZXE EC2 HITER BB EIERR T
Ho %%M%LJEEFHE%E“ HU?@%%

MR SR REBRER &R 74
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BERFZHEEEHIESTER IGMP HERMA, BENSEASHNEH, &7 AWS CLI LUE
R ERFENBFARE, UBEAAMENRESEESHEEIRE , MUBARRSHEEIRE,

- SHEABEARE — HERZEEERENSIE EC2 HTERBMEBHRAELMER T, ZEHE
FHEEEZE#RERE. ERERRHEREERAEY S HEEAFEKEREBZVRE, &
IGMP BHfHiEREAR | B & T AR R EE FZRURE,

ZEEH

- WEXEEFHWFHENR , 52/ AWS Transit Gateway & REE &,
- BURBIUHNERFENZESREE,

. ZYEXEBERKESKEFE A Amazon Virtual Private Cloud Console 2 AWS CLI, = IGMP K&
H,

- TR ABUR —ESHEEEET.

« WMEREFEAIE Nitro 11TEEE |, BI2EEA Source/Dest (FRIR/B Hith) B, MESEARENHEBE
A, BFSE Amazon EC2 FHEERPHNEFEREN B WibRE,

* 3 Nitro BT RER 2 HEENEREE,

. FXEZBEZEKEB AWS Direct Connect, #3 Site-to-Site VPN, ¥ [+ =X & RIE Connect Hff
%,

- EHFAETXEZSHELAHEN . 7BNSHEEXHTKERE, MEFMENR ,
BN (MTU),

- BREIEF | IGMP = EEEZE IGMP JOIN AR , UIMAZSBEXEHE (BEB2E3XRER). &
FARUTEENERT , FTE IGMP JOIN FAEEREIEL , TRTERAERHES BEAFEN—
Do EERT , FREEFHEABRIBESZE , fEMEHBE IGMP JOIN FAE.

- BEAKEERRERRFEWE IGMPv2 JOIN FAEE , ILEWE IGMPv2 LEAVE FAE E#?**Fﬁo
BaRESERRIMAFEN TR, CaMEFEAZSRSHEERASR  SMoERSHH -
IGMPVv2 QUERY FARIRFIE B, BEREHSEE—E IGMPv2 JOIN FABKEE LEEZEE
MESEERNAR. IRKEELDNEBE=EEEEH , EWRESRMEMANFETBRILKE
g, BR , CEREDZRERIXEN 12 /MF , REF FRH to-be-queried FI R K A MBRZ
B, 2# , AR IGMPv2 LEAVE AE SV BXK A BEREH , MELETE - TN S HEX
BRI,

- ERFESERAIMAFENEHE, TEARETENERT , LIXKIIEE IGMP JOIN FEZ

% EHRESHESSHEXEHEXTIMT7 98 4200, EHRESRESKEERENE
EEFHEZ 12 /M, HEZWREFEHAE IGMP LEAVE A2 ALE,

2
¥

B & A

g
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- ERFESKREEREHHIEELENE IGMP K8 , WMEEMSHEXEBEREER, EL
IGMP ZEHE DR IP & 0.0.0.0/32 , Bty IP & 224.0.0.1/32 , BEH 2. IGMP E# (#1718
B LNREBEARE  UREHMTFHER LT ACL HEH KA AFTEL IGMP HERALS.

- ZEEERFEMBNAR—@ VPC Pl , BMiEARLFHESE KBV R BEARERES
RERELZEHENRE,

. ¥THAE’“AE%J§E¥%E$D5EJ? Amazon VPC Transit Gateways & B E)BRTBFER ENI FFEEFEMN
KRR, FEBERE Transit Gateway FRFBER A S LUERIRF R R ENIS 2RE 1T B E,

- REBESHEEXE IPV6, BESHEETE,

5 Windows Server #1T% &

B LB LME A Windows Server 2019 2022 Y E@HEER K SEEHTHMSR, £
PowerShell , T 55 :

1. # Windows Server 2% A& A IGMPv2 M3k IGMPv3 ##4T TCP/IP # & :

PS C:\> New-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services
\Tcpip\Parameters -Name IGMPVersion -PropertyType DWord -Value 3

® Note

New-ItemPropertyR1EE IGMP [RANBMEERS, A& IGMP v2 2% FHEIAZERAR
X, AtRABValueSER., 3BAILEIT RIS , # IGMP RAERER 2, MA2iwEE
Windows & #,

Set-NetIPv4Protocol -IGMPVersion Version2

2. Windows PA A BTERR ASEZ RIS H UDP RE, ZREAEEREMFAMEEEREREETS
# -

PS C:\> Get-NetConnectionProfile | Select-0Object NetworkCategory
NetworkCategory

Public
3. EMLE—RBIBRAERRERE , LA FEFTERN UDP EEIE .

PS C:\> Set-NetFirewallProfile -Profile Public -Enabled False

f# /A Windows Server #1T%3% 76
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4. EFRE EC2 H1T{EHE,
5. AIRENZBEAREN , URERRENASBRE.

Z R BRI H

EfEERRELLASHEER K CERESHBERER, EAKTFERTEESHELSRER
BEMedmESsRERREEEERZS REEHEHEE B Eh FE,

A% ACL

Mk ACL RAISE FEBERENR, HERARSHEEIRE  RAERREMR FREKR 2N, WEHF
HMEF , 52K (Amazon VPC A EIER) PV ACL,

HABBRERFEEREBRAGE IGMP) ZERE , ATAKEEARA, BERTHREXASHELR
EEIJI*%O

E-Fil BAHE IR iR
BHETHE IGMP(2) 0.0.0.0/32 IGMP &3
B:T UDP & UDP RGP bt BASEEERE

LT & IGMP By S REH R Al

i BIAHE B Kt HiR

BETHE IGMP(2) 224.0.0.2/32 IGMP 2B

HEIHE IGMP(2) ZBEARE P it IGMP fnA

H:T UDP & UDP LBEARA P it BHZHEERE
T8

ZEBBRIESEFTERERRE, EERITUERAZEEANBEESHELRE, THEEHER
REME, HAFMTEREKEHTEE K SXBAFREFERENEARE, MEFHMENR K F2H
{Amazon VPC &™) PHLZ R,

et bedind=: 77
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HRN IGMP ZHBEERE KX AELEETHEARLY, BERIUEEESHEIRENIH, &
BERRZEBEEES UDP BAR IR RF,

Rl BAHE IR iR
EHERS 2 0.0.0.0/32 IGMP &3
B:T UDP & UDP EimEME P bt BASEEERE

HRIGMP ZHEERE , BLEELEFTIIELRAL

il BIAHE B 19y ik

BiIHE 2 224.0.0.2/32 IGMP BB

EHE S 2 ZBEAEA P itk IGMP fn0A

B:T UDP & UDP ZEMEIXEHA P bk BHZHEERE
FEHRZHEE

A LAfE A Amazon VPC # A3 AWS CLI £ EHEE LR E S HEIX,

HEEVUZHEZBEHH , CRENEIREESEARBRKRHEEERE IGMP) RSHEIERE,

B 8%

- ZEBEEREEEN

- BB IGMP #H5&E

- SEBERRELE

- EEBRRAKEHRE
- EESHEXESE

- EESHEAEE

- FAAZMNSHEXBSE
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TREMRATSHELEIBE. BEEKRAEWRBML.

B iR
Igmpv2Support (AWSCLI) WEMHEERERSMASBEERSREXFENSX,
IGMPv2 X & (XA FRLLE%E  XEFESEEKEMEEBE,

MRBED—EXREFEM IGMP HE , FRALEE, REUT
SRR —EARAMASHEEEE

- XEIGMP WK ES#EA JOIN # LEAVE AL,

- % IGMP WK B4 AfEA Amazon VPC £ A= AWS
CLI (BB P FIE R BER,

MRFMT S HEXRBERE , WXL EEEEUEE. EHEE
SRABFEFIGNEERKSFTEIZN IGMP LEAVE FAE,

StaticSourcesSupport B EHARO R ERESHEERER,

(AWS CLI)
B L BIEEF |, BB register-transit-gateway-multicast-

BREREXE (F#£8) group-RiR &2 HEXBEMEREFE. RABSHEERFETUE

BUBURERER  AIREEENSHEENRR. BSHEX
MEEABEY TR PN EMRTERR I UEESHEERE
mEHE RS Rl R Z REIS R E.

‘EIE IGMP fHEE

BELBE-HERER IGMP HEETZSHEERE , Bl AWS SEZRFITERR IGMP JOIN
EREDRNSHEEFE  ARSYTEENREALFETHIRE, B ERABERSE
IGMP E#FT 8 SFENKE. AWS CLIEE S RHEE MR T 1858 B AV RT3 1T (8 B8 38 v] LA
RE , MEMEKSRTERSREERE.

O 3

if

)

ot

£/ T 5 2 BR 5 A RERRE
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1. BY VPC. WIFBEEIL VPC NFMEF , F28 (Amazon VPC A EERE) HHEL
VPC,

2. HEVPCHEN T, MFEREEMN FRKRNFHEEN , F268 (Amazon VPC £ EERE) H
HY7E VPC 2 M T3

3. BUHYZEBEEIRERTNEREE, MEFMEN , 5520 the section called “2 3 (&
pE
4. FE3I VPC EiE WMEFMEN , 5520 the section called “Z I B VPC By EEH FEEERE,

5. EBI$Y IGMP XEBREMZHEERPE., WEFMAES , 52 the section called “ZE3L IGMP
LB EEBE,

AAEA T HIRE

- BA IGMPv2 support (IGMPv2 Z18),
« = Static sources support (FFRERREZE).

6. EEMRAE VPC EENFRRESHEIMECHRIREE ., MFFMEEF , F2H the section
called “#§ VPC B F A S HEXBEE Y HH .

7. EC2 BV78% IGMP [RA%& IGMPv3, ZBREEZEEE A IGMP BEKEMRA, BT T IS

A .
T .

sudo sysctl net.ipv4.conf.eth@.force_igmp_version=2

®

BAER IGMP HENKEFNIEE S BEIXEHE, MEFMENR , 552 B the section called “[1%
BEAEEGRERE,

HZEES  RREUAFEANMEFATNSHEERR. EHTSER IGMP 15 E R 0A HEER
ZHEEHE, CREEUBEAANERRSHEEIRENFHEKS,

£ T 5 25 BR 5 B RERRE

1. B VPC, MBEEMEY VPC WEMEH , H28 (Amazon VPC EAEISE) hMET
VPC,

2. ®EVPCHEMNTHEE. NFERHEY FHEBNFHEENR , F2680 (Amazon VPC EAEER) #
HY7E VPC 2 M T3,
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3. BUHYESHEEARENRTCHNEREE FHMMER , /2B the section called “B 3 EH
pE
4. FE3I VPC EiE WMEFMED , 5520 the section called “Z 3B VPC By S EERE,

5. EBIUHE IGMP XERENZEEEPEE K IXEUFEFNFERFE, MEFMER ,
B the section called “Z2 3 B RE 2R R 2 B A AE,

3
¢

AR THIRRE :

- & IGMPv2 support (IGMPv2 Z18),
- ZEFEHFIERIR , A Static sources support (BREHRFZE),

ERAZEY  AIRRERE -—TUBESHELIRENER, 78 , BSHEXEEHRHN T
RPN EMSTERSTUEESHEEIRE , MBFARER TRERSHEEIRE,

6. EEWRE VPC EENFRRESHEIMECEHRIREE ., MFFMEEF , F2H the section
called “#§ VPC B F K S HEIXBEE T H.

7. YIRRBKA Static sources support (FRERRZE) , AIREIHIEELHEARFHE, WEFAE
A , BSME the section called “[A1% B EE B M RIRE

ﬂ%ﬁk MEESEEEREE, MEFMES , 52/ the section called “[6 % FEEFHHFE ML

o

EEFERENEHARE

HEZEES  BREUFESF A SHEEIHNENEERHE, TRELER IGMP 15HERINA LB
SHEXHE. BSRECHARBN TERPNEMATERSIMEESHERRE , MEFERKE
AITRIR 2 BEERE

AT 51 5 B 5T B RE R E
1. EYX VPC. MFREEN VPC WFFHEHN , F2H (Amazon VPC EAEIEM) THEY
VPC.

2. TEVPC HEIN FBE, WEBBEEN FHEENFHRENR , 528 (Amazon VPC A EIER) +
HI1E VPC I FHEEE

3. BUHHZHEERERTENEWMAE, MEFHMENR , FSE the section called “2 37 F i &

&

4., FI VPC EEZ NMEFMET , 5520 the section called “E 8 VPC W EHEEER",
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5. EBYUHHEIGMP XERENZEEZ BT 6 IXEUFREAFXFERR, MEFMER  F2
B the section called “Z 3 FFAER R 2 B EX 431,

ARERATHIRRE :

+ {£H IGMPv2 support (IGMPv2 £ 18),
+ {2 Static sources support (BREHRF L E),

6. EEWRME VPC EEN FRRESHEIMECEMRIRB, MEFEE
called “#§ VPC E# M F K S B EIAMEE T .

7. BREFEESEHEABE, MEFMENR , 552E the section called “[a] 2% BHEIX B AT X
g%

A, 552 [ the section

EEZHEERE
EERBEAEARESHERE  FEUSHEERE , AR 7R REEE T,

&

- BY IGMP Z R EIERE

- BUBERERSMEEEE

« & VPC B T 18 B% B8 % RE A 18 532 37 BRI
- RS HEAREEB

o 7§ FHEEK 81 2 B (A 18 5 A B o

- HEERESHEEREE

- MBRZSHEXBE

B IGMP % BhEX 4

MR REREM , FRETRANSHELABEEN. MFFMWER , 52/ the section called “fEH
ZEEE

Console
FERERAEN IGMP ZEEXEE

1. BI{E https://console.aws.amazon.com/vpc/ BIEL Amazon VPC £ A&,
2. HEBEHHKT , 1B Transit Gateway Multicast (5 R 8 2% B EIX),

FERZHEE 82
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3. #{E Create Transit Gateway multicast domain (2 3 % & = BEX 481) .

7£ Name tag (BBER) 7 , G AEINERE,

£ Transit gateway ID (F#F& ID) 1 , BERESHEEIRENERHFE,

$H¥ IGMPV2 X 1B | AIERZEVS R,

SHEBERIRXRE | BREZEUT .

FEAHETHSHEABENBIRS FHAKEER , 55EE Auto accept shared associations
(ﬁiﬂ%x/\;ﬂ'g Egﬂﬁ)o

9. #{E Create Transit Gateway multicast domain (2 3 % & 2 B EX 1),

© N o o &

Command line
EEFHAEY IGMP Z B EiXMEiE AWS CLI

{# M create-transit-gateway-multicast-33 &%

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0xexampleidl12345 --options StaticSourcesSupport=disable, Igmpv2Support=enable

B BFERESHEAESE

MBEEAKRIEREM , ERETHNSEEEREEM, WEFMEN , 5528 the section called “f#
ZEEE,

Console

ERAFERAEVYBESMEERE

1. BI{E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC E£# &,

2. HEEEEIKD | BIF Transit Gateway Multicast (& 2 BHEZE),

3. I#E Create Transit Gateway multicast domain (2 3 £ 18 % B EX 1),
4. &% Name tag (BRBER) , I A AREFIBEHHE B,

5. 1£ Transit gateway ID (B#REE ID) F , BERESREXRENERHEE,
6. &H¥ IGMPv2 X , BRZZENS $,

7. 7E Static sources support (FBRRERRLE) |, BEEUS .,
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8. EFEEHEINZEEXPENEIRS FRAKEDE , 7528 Auto accept shared associations
(QEEX/\;E’JEQW)O

9. #ZE Create Transit Gateway multicast domain (2 3 &% 8 = B &% #813).

Command line

FREFRES E{EIEMAE AWS CLI

£ create-transit-gateway-multicast-iF &5

aws ec2 create-transit-gateway-multicast-domain --transit-gateway-
id tgw-0xexampleidl12345 --options StaticSourcesSupport=enable,Igmpv2Support=disable

1% VPC IE M 1 48R 52 = R 1A 8 1502 3 R

EATHREF® VPC M4 RS HEEMEE B, BYEBE  SUUENESSESHEEREY
PR TR

i<l , ML AESWREELEY VPC it MEFMES , F2H E VPC WERREEE,

Console

ERAEEEM VPC ERES M EXFEE B

1. BI{E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ 4,

2. HEEBEKT , B Transit Gateway Multicast (8 &8 % BhEX),

3. BESZEEIXMAE , REBIBRIZE Actions (Bi4E). Create association (% 3 EBE#).
4. 7E Choose attachment to associate (B ZRIBAIERE) b |, BRI EHFEEE,
5

#t¥ Choose subnets to associate (ZEZ BN FRK) , ENECSESHEXRIEHPNF
W

6. 1Z{Z Create association (E 3 EAEf),

Command line

£ A& VPC Fi 522 REEIA M8 EIAE BB AWS CLI

5 F associate-transit-gateway-multicast-3 a5 % o

ERZEERE 84


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-transit-gateway-multicast-domain.html

Amazon VPC AWS Transit Gateway

WA S HEE AR B

BU LB SHEEEE  URITCHARETA , IRBECMAREISE

ik

B -8 B M B 4

Console
FHREEASRRSHEERE

1. BI{E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC E£# A&,
2. HEEBEKD B Transit Gateway Multicast ({5 R E % B &%),
3. EMZHEEME.

4. J##E Associations (B3H) E&.

Command line

5 AR 2R EEAE AWS CLI

£/ describe-transit-gateway-multicast-i & %o

A% T W8 3% 52 2 RhEIA 18 15 AR R BA TR
£ F T 532 7 REUH 71888 B2 5 R SR I i ay B st

Console
5 1= 5 BUH B B T 183K

1. BI{E https://console.aws.amazon.com/vpc/ B Amazon VPC ¥# &,
2. HEEEEIKD | EIZ Transit Gateway Multicast (i & % BHE*),

3. EMZHEXAEH,

4. 12 Associations () E&.

5. BENTHREE , AA%IEEE Actions (B)YE). Delete association (il BRESEH),

Command line

= EfEABUE TR I AWS CLI

R disassociate-transit-gateway-multicast-i# & .
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MERRESHEERE

HEBTEEENER , UAGKREBAE, BEEIREREESWRER. EUNAESEREREE
BEZHEEAE, SESHEIMINERSRLSARE—N. IREFENEREFCEMEERN
Zin  AEHSENMREBNE. NWFFHAES , F2EELEN Amazon EC2 ER,

Console
FRERAKEBTEESHEERBE

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC E£# A&,
HEEEEES |, BIZF Transit Gateway Multicast (55 8 2 BEIX),

B BB,

#12 Actions (B11E). Manage tags (BEEBEZH).

HRSEFR , FHEZ Add new tag (FTIBER) , RAEWASEBNRS|EMNE.
BERT.

2

Command line
EEMFAKELHIEEZRERERSE AWS CLI

£ create-tags 5 5o

il BR = B EE A E

15 A T 572 Fr SR M BR 2 B EE M

Console
FEAEEAEMBRS R EERESE

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,

2. TEEBEBHIKD , iBIZE Transit Gateway Multicast (i & 2 B EIX),

3. EWZEEABIE , RERBEE Actions (B)fE). Delete multicast domain (MiBR 2 B EXE ),
4. HIRHEFRIERE  F# A delete , REIZIE Delete (MIBR).
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Command line
= 5 A M BR =2 2% R 3B HE 38 AWS CLI

£ delete-transit-gateway-multicast-i3 &

EEZHEERE
&

< 05 MEXBFEEMRRR

- DZHEXFEERKRE

- RS MEXBFERUEERRIER
- RSUMEXBFERUEEMKE
- BREN S HEEEE

6] % B EA B 4B S SRR

(® Note
RAEELCESBEREXEBUREARAR , IFERER,

EATHREFESHEEFHEZMRR,. RREEESHEERENFERRE,
EHBRR 2z , BFEETIER :

o ZEEERAEMN ID
o RIRHEEESFHEA ID
o ZEEIAEE P bt

Console
FREEAFMRIER

1. BIfE https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ &,
2. HEEBEKD , B Transit Gateway Multicast ({5 R E % B &%),
3. EWMZEEEAPE , AREE Actions (B11F). Add group sources (T8 EEHKIR).

ERZEERE
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4. &% Group IP address (BH4H IP sdib) |, 5 A Ei5RiE 2 BHEIXBER IPv4 CIDR E#R R IPv6
CIDR E#t,

5. 1£ Choose network interfaces (ZZEMEAEH) KT , ENZHEEAFHENRRRHE,
6. iZ#E Add sources (FTIERIR).

Command line

&= EEAREMEIRE AWS CLI

{# Fregister-transit-gateway-multicastB # R %o

[0 % MEXFEEMKE
EATIREFESMESFAZMBEEARES,

MEHEZH , BEETIE

%II

- ZEEEPEH ID
- BARKEMENAEMN ID
- ZBEAEA P it

Console
FEHETEAEMRE

1. ®I{E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. HEEBEEHKT , B Transit Gateway Multicast (55 R 8 % B EIX),

3. BEZEEIXMAE , REBIRIE Actions (B11E). Add group members (FTI8EERKE).
4

&% Group IP address (B¥#H P #r3it) , & A\ BI85 RiE Z BEIE P IPv4 CIDR ERE IPv6
CIDR [E#f,

£ Choose network interfaces (ZZEMAH) KT , ENZHEAERENBERE,
6. 1% Add members (IR E),

o

Command line

EEMEMA AWS CLI
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Amazon VPC

AWS Transit Gateway

{# A register-transit-gateway-multicast-{ F{ 2 5,

1t % B EE BHE BUH M 3RR

BRIECFBDERFEHEESHEELTE  FAFFTEERBLER.

Console
FERAEEEBREKIR
1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC E£# A&,

2
3
4,
5

HEEEEKS |, 1BIZF Transit Gateway Multicast (55 8 2 BEIX),
BN M EIAAE,

i#1Z Groups (F#l) E%&.

BEUR |, %1212 Remove source (BBRHEIR).

Command line

= EEABREIRE AWS CLI

{# A deregister-transit-gateway-multicastB {8 KR IE T o

RS HEERERUHERRE

BRIECFDEKENEESHEELTE  FAFFTEERBLER.

Console

EREEAHUHEMKRE

1.

2
3
4,
5

BI{E https://console.aws.amazon.com/vpc/ BARL Amazon VPC £ A&,
HEEEEKS |, 1BIZF Transit Gateway Multicast (55 FE 2 B EIX),
B BB,

i#1Z Groups () E%&.

BEUKE |, AREI1EIZE Remove member (BERKE),

ERZEERE
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Amazon VPC

AWS Transit Gateway

Command line

EHEMEMA AWS CLI

£/ deregister-transit-gateway-multicast-#8 X B &5 5o

BREN S HEXEFE

BRI RREESREEFEANET  UHEFEREER IGMPV2 BERRKERE. B AWS RRERE
ANBENKER , KEEE MemberType (E#H & F AWS CLI) = (£+F) E8°F IGMP,

Console

ERAEEaRASHEEETFE

1. BI{E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ A&,

2. HEEBEBHKD , B Transit Gateway Multicast (iR E 2 B &),
3. EmMZHEEASE,
4. E#2 Groups (B48) E&.

Command line

HEMAZRERERE , BERA AWS CL

{# A search-transit-gateway-multicast-B #8155 o

pZE A

R IGMP B EBR RS HEEHEKE,

aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-
domain tgw-mcast-domain-000fb24d04EXAMPLE

{

"MulticastGroups": [

{

"GroupIpAddress": "224.0.1.0",

"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",

"ResourceId": "vpc-0065acced4EXAMPLE",

"ResourceType": "vpc",

"NetworkInterfaceId": "eni-03847706f6EXAMPLE",

"MemberType": "igmp"
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ERARENZHEEBSE

FERSZBERELE  SHEAPEEEETERLAMANEM AWS tRFRE AWS Organizations H
BEEBHZERE., FAZSHELREREE  SUUEPFEVNEESHEXRE, AETUERE
Y 2 BEE R L AT T 5IESE -

- ESMEEPEPEMMBUHEEMEEK B REFERIF
- BTRRRESHEXPEEMER WA T8RS M ER P AR R B

SHEEREHEFEUTURNT SRR ESHEXBSE

« @R AWS Organizations FZ B AWS IRF
- ZHEBANEBEMNAWS Organizations

- FREBEHEBAWS Organizations

« AWS Organizations 7\ E8#9 AWS tRF,

= ZEEMBAN I AWS IRFE £ Z 2B , B4 EFERA AWS Resource Access Manager B3 &R
HE AREENZESEEIHAEINIRE , EEATECAARE, NFBRVERAZHNFHEE
A, =28 (AWS RAM FAEER) PHELERLIZAWS RAM,

b
1)

ZREEBEN S ERGE

= |
B (ot
2
5

- BAAESHA

- HESHEEESE

- FUERZEEHAENSHEEESE
- BAHRENSHEEESE

- AENSHEEEEF A

- ATEBHNEE

+ BF
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HEZHEX BN D ERYE

- EEASTSHELRE , KAE AWS IRFHEEZMAE., SELREAERENSHELABEEH
FH%

- FEEMBEME AWS Organizations REVERE N L= 2 BEERE |, BXEER AWS
Organizations BAAH#E, MEFHMEN , F28 (AWS RAM FEAEIERM) PHERE AWS
Organizations RAFA £,

8 B3 AR %5

Z B EIX A L Z B AWS Resource Access Manager (AWS RAM) 4, AWS RAM 2 7] BIEiGIEH
AWS ER 9 Z/HEM AWS 1R FE5EiE AWS Organizations REZHIRFE. EALUEIR AWS RAM 2
VERRE U ELBEENER. ERAZEEESIENER , URAAECMNEEE, HEETU
=ERE AWS IRF |, 3 AWS Organizations 5B 48 #8885 v s & EAE & -

WME AWS RAM WEHEEF |, 528 (AWS RAM R ERERE) .

¥ Al B 4t A

AREAERIEZEEHETNMETAERS , THAERHEBIHEEREARSENER., ETRERIESFZ
B AESGEHRER, 0, B AWS IRFMTHEE us-east-1a BEEE M AWS IRFH us-
east-la ARERER —LE.

EEERZHNIRFREB S HEXAFESNEENE SV ESATARES ID (AZ D), AZID AR EE
EFE AWS tRE 2 fEtE— B — BRI BIRF, 0 |, usel-azl 2 us-east-1 EBHH AZID , ©EE
—1& AWS 1R PRV EEBAE R o

BREIRF P AR AZ ID

1. 1& AWS RAMhttps://console.aws.amazon.com/ram BiEl A,
2. EWEAAIM Your AZ ID (88 AZ ID) B &R B BIEEH AZ ID,

HEZHEEBSE

EHAEENAEAZSHELAE , AZETUMT TSR E

« EEMPAIEUHEMEAE K S A ERIR
- BRI AR PR OB T ARG
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EEHEZHEXRE X AR TCHEZEERLAE, ERLAERTHEE AWS IRFZBE2EER
W—& AWS RAM ER, ERXZEEESENER , URHEATCHNEEE, FEFEH Amazon
Virtual Private Cloud Console%;%%ﬁﬁL%ﬁiﬁ , A ZBETEERENERLAE, EEXZH
ExrREFEEFNERRE , XALFEH AWSRAM ARV ERLE,

WMRER AWS Organizations FAEBH — 5 F , YEMAREFBEBLZNIIE , AEBPHEE
EERABFIMAENZHEENE, B8, AESRINMAERAZNEBFE  YAEEIBHFER
FEREFNMHAEN S REXEE.

B A LAfE A *Amazon Virtual Private Cloud Console £3#4&. AWS RAM 32 A5 AWS CLI , £E#&
AN Z BEERE,

£ A *Amazon Virtual Private Cloud Console X E R 1y 2 Bh{E % 815

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

2. HEBEEKD | B Multicast Domains (Z BHEEBIH).

3. EWZEEAPIE , RERIZE Actions (B)1E). Share multicast domain (2= % BEIXME),
4. BEHEHNERKZE , ARA%IZIZE Share multicast domain (R EZHEZEMBIT).

£/ AWS RAM A HEEHEAN 2 HEXEE
A2R (AWS RAM EREERE) FHELERLE,
£/ AWS CLI HEZEHA N 2 BEEEE

£ create-resource-share &85

DH

Hylﬁ/\?—axx?—m%%éi%i_‘.ﬁiﬁ
EHEZHEEEGTHE  AESHEEEIERSRETIER

- BAEFERSRSHECRIAIUERB. TEBEREEDAFRF R,
- BEAEFHERRNFHER SRS HEXBEHEUEEE | KRREBUAEIRS MR,

a%ﬂm IS L HEIXEPE  YAKERERAZHREE, B0 AWS RAM 2 A5 AWS CLI #
TR 4E,

FEREHRESHMENHREZREEBEE , BXBARERAEZFERE., BAILFEA *Amazon Virtual
Private Cloud Console E£1#2#&. AWS RAM & AWS CLIE{TEEEE,
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£/ *Amazon Virtual Private Cloud Console BUE £ Z &S A L E M 2 B E XA

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. TERIBEBERD , i#IZ Multicast Domains (Z B EiEME).
3. EHZEERAPBIE , AREIZEZ Actions (B)YE). Stop sharing (BLEHEF),

FH AWS RAM = AFCHRAERHEN A E S BEX B
520 (AWS RAM EFHEIEM) FNEFERLZS,
/A AWS CLI BUE R ESHEN R Z 2 BHEIX AT

£ disassociate-resource-share i 5

o

AR ENSHEERE

¥R EFMEAE R LAEA *Amazon Virtual Private Cloud Consolef AWS CLI 334 5l £ Z /Y 2 B X
A

f£ /8 *Amazon Virtual Private Cloud Console 3% 3l Z # 2 B &% 4315

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. TEBIBEBEED , iBIZE Multicast Domains (Z EHEIEHSE).

3. EWEH S HE®ESE,

4., EEBRSHEXAEIFMEARTE L , BRHEEE D USRI 2 HEEBEN AWS 1RF 1D,

£/ AWS CLI BRI =/ 2 BEIXAE

/A describe-transit-gateway-multicast-domains f ., ZW T R2EEEEENSHEERAE , UK E
BHENZHEEPEE. OwnerId BMRSHERPEEBEEEN AWS IRF ID.

HENSZHEXEZFT
BEENTH

BEEEEEESHEAREE  REIMINERAEEIEHBRARENERE, FEEEULUMREEENME
HEFEVE, LA AWS Organizations R#g4R, SRAMREAEEXEZN 2 BEX BT
FESIHNER,
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HEERFTA

HAZERAUMMERINZSEEEZRE ERANEBRAR  EAENSHEEABH LT IR
E,

o« S REERE A EE A EUE RE M EHE A 8 SEHE SRR
- BTRBRESHEXAEEEYER WS THRES MEXPEEREB

HAEAEEEMMNEAEZNSHEEAEE LRINER,

ERFEIBAIEAEMNAENSHEIMAREFTEMREENER , SR EBAEEMNAZNZHE
EBE.

HE iETE
WEERMAEATSHELBIRTENRA,

ke

HENSBELBEART AREENIAEN S BELBARE,

ERAZHEE 95



Amazon VPC AWS Transit Gateway

EhREREZE

& A E A AWS Resource Access Manager (RAM) , iR S % AWS Organlzatlons HEBLEEE
RER VPC E#, LEMA RAM , YEEBAAER, MEFMEN , F2H (AWS RAM A&
fE®) FHEIB AWS Organizations BUAH A,

HEERFER , SR TISENAEZE,

* AWS Site-to-Site VPN E## 4 A E A ERREENHR AWS tRFFEIL.

- Direct Connect BB EEEF A ERFERB , 3 B 7775 Direct Connect FEM R AWS R
Er , 2 Direct Connect FERRKIRSE #,

BRERT , FAELREMEIREH AWS RAM ERNFA, BEEAFFEAZTEYIRBRERL
PITER , BHEEY IAMBER , HEREFERABEERM API BIENFTT. RARELEKELBE
EEEFEELEAMN IAM ERAEHEE

RAEERERETUHITTIIRE

- BYERHAE,
- ERERAE,
- BRREFRHE,
- REEMBERXEFHENREFHLENER,

- RRERMBERT , REEAZTERNETA. BRELEAERZENETA , TEZLHEBLEAS
AT F AR ?—ﬁ/ﬁo
° ﬂﬂ'“ﬁ%ﬁlﬁ/\?—o

- ITFIEEEEE, Transit Gateway Attachment FE& EER B K APL,

BRI ERERZENER EHT T HIESE

- BEZRIERERLZERE.

- BRREFRHE,

- REEGUUFRNHZER,

- RREGHEERCAMEZEANTE, BKAUEEMMAEEERAENERNERRLE,
« ALA#IT DescribeTransitGateways APl
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« E£H VPC F#ITEEMNERMHEFH API , a0 CreateTransitGatewayVpcAttachment
DescribeTransitGatewayVpcAttachments,

%ﬁﬁ‘ﬁﬁ/ﬁ/\?o

HEHASERFER  SEERT, SN ERE SRS B R E 0 FE R B R A SR BB,

BySwmFEsk  IexafBRIRFNTARSTREYERFE , WHREMEIRFPEIL, ShikiER
ERERVATERSE , FERATAES ID REER—But@BI ATAEE., fl#0, usel-az1 & us-
east-1 BIHM AZID , ©ESE— 18 AWS IR FHI L EHAHE,

BEHA EE@mFE

HERFENEHEEGRER  SERATIRA

EU}

« Transit Gateway Attachment R 1% 1IE &i81E,
- HERFELZHRERHREE,
- ERFEBEHEEENHEZHEE TUMBR Transit Gateway Attachment,

MREMRAEES —EAWS IRFFAHABHFE , RENREARELAN AWS tRFEEBHE
Bk RlEmRERSTEZIRE,

H R F#ag

VPC R E T UKEBaREEZEEHA VPC TRk, 2REEZL, RESHEERITRE 7 LUE R
f, EBRBURR VPC SR EEHA VPC T LRREMNEH.

MFFHMER , F2B (Amazon VPC EAERERE) PHEEMIEFHLZE VPC,

HEH=EaFE 57
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£ A &5 B8 7R 2 B 555 R

EHFAEREAFIETELENEARBELERRFEN IP RENMEEEN. REBFERTLURMA
B| Amazon CloudWatch B, Amazon S3 B Firehose, BRI RE A Z% , BH L RENBES
ﬁﬂ&ﬁﬁﬁﬁﬂomg ﬁﬂmﬁﬁ%mg%WZ%WE HitrgXERRmiEsfitE, &
DEVRMBRREAR  MAFHERBWE, EHFEREAFHEIERESEHFREMBHNER , W
me%mmmwaiﬁﬁ%ﬁmgﬂmﬁﬁ:*%Lom%@FEﬁm“VH3¢EKﬂEEﬁ% HZ
IP REEM , @A VPC REBF. WEFHMEN , 5528 Amazon VPC £ %?Elﬁq:'ﬁﬁﬁﬁﬁ VPC
RE B IP RE,

® Note

EERVERFERELE LLARERFENEREE. IRETRERE K SaREHESA
BELARTIERR,

FREREHnRMENRE B FECHARE AFRKE  REARENMUERN BESEHN. NFEFEE
7, A2 EREERE A,

- EEVREBARHNER
- REHFRERNERMGER

E“Eimg w2k, HAREER2ENKRE  TERRBREERTRENSHMEZRENER. R
RAEHEEERRENEIRERSR. MFFEES , F20 B RERR.

“TR%F%E%E%E o BERRECSHAERN —ARIRE—EERE, FERTHEER
BRE , Planfk iR R SR & B2 B 5.

yu%’{dz_ﬁﬁ'ﬁgl)lbi y E”E.I-JI:I%E'H:H'IJ Bﬁo 'H:H'IJ B?/)lb*i H =) r% ﬁlﬁﬁ’]/)lh*ﬁ H Hﬁi% ETQE_L%EEIJ
mhﬂmﬂﬁjﬁﬁUwawmeﬁﬁAmﬂmS&,H@m&ﬁ ST EMRERFENTMRE
TRAE B FFECEk N CloudWatch HEESER (BAR BF) A FEYH (BRAM Amazon S3), & EMIERE
ﬁE’J L8R |, FEEAEC CloudWatch #E#2A. BEMBRRENERYH , FHEA Amazon S3 12

- EEMBRARERF 2R , CUREERENRRE , T2ELKEER., WEFHAER , F2E
HHIJ Fﬁ?uwi H&so
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THIPR&EEA R Transit Gateway FF2 5084 -

- TXEZREERE,

« %1 Connect Mi#F, FIE Connect RIBCHEHSEREERM4T , RS BEEEHFAER
Connect E& ki LA,

S P& R E B Sac 8k

MEBAFCHEARCERRETNRERR. SELKTRLESWMUNTFSR  HPRUEHZHD R, §
ﬁ\i@’% BRI THNE , SRR, BENBEAGE.

BIUAREBHRE , S EARE ASLENARER , IEEBFTHEN,
B s
R
- BETRRN
- AR

FARE

EAFERBAE , REARGEHERBUARURETETNIET , SEABRA 2 ZRA 6 ML,
BELAFTRNEERREN . FEHENEARUINTENRLTE  FRAR/EEBTHER.

EHEi:5:

A BTHRRE , B LEERE AFCETESWEMUUARIEF, ERARERIEFIEHHERN
RERR , B THBMML. EABTEXNTURDEREEREFEERMNRE R SHEEBEEN
MER, EAEETMNHENTARERFMMY  EEPSEREE—E.

a] ARV L
THRERSEERERE BFESEMNATE T AWML Version (RA) MR RE A BB ALH RS,

BRERFEREME Amazon S3 B , BN ERBRERAREAFERN. NREXAHXF , Al
FrEMWE A STRING E, MREKRA Parquet , FSRBUERERNER X,
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MRBMUTBRARBEFERERSE , ARSKSHYRRBE R —@ - k. FEEREHTERN
FREERMURREICNE K MACMANETRSERNTER,

Wz iRk TN
version RREALBMMERE, AREIXTEMERE 2 8 , HETIEFR 2

EREFHIEFHEE.

Parquet ER3EH : INT_32

resource-type BAUTENERER, B Transit Gateway RIZCHEE B2 6
TransitGateway,
Parquet ER3EH! : STRING
account-id RFEHEENEEE AWS IRF EBITE, 2
Parquet ERIEEH : STRING
tgw-id IEFfE sk B S FIER 1D, 6
Parquet ER3EH! : STRING
tgw-attachment-  [EfER&RENERHEEEREDN ID, 6
id
Parquet ER3EH! : STRING
tgw-src-vpc- IR VPC RER AWS IRF &I, 6
account-id
Parquet ER3EH! : STRING
tgw-dst-vpc- B &yt VPC RER AWS IRF B BITS. 6
account-id
Parquet ER3EH! : STRING
tgw-src-vpc-id EHHmEREENRIR VPC ID 6
Parquet EREA : STRING
tgw-dst-vpc-id HmEHEN B & VPC ID. 6

Parquet ER3EH : STRING

] A RO
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Amazon VPC

Rz

tgw-src-subnet-id

tgw-dst-subnet-id

tgw-src-eni

tgw-dst-eni

tgw-src-az-id

tgw-dst-az-id

tgw-pair-

attachment-id

srcaddr

dstaddr

srcport

iR

=i FE SRR R E R F#3 1D.
Parquet ERIEEH : STRING
i FE B SREN 7R 1D,
Parquet EREEA : STRING
THI [E] 7 A2 Y 2R IR {5 e R IE I 432 ENI &Y 1D
Parquet EREA : STRING
TH [ 7R A2 A B R 3580 R IEE S ENI &Y 1D,
Parquet E#HEE : STRING

ARAEIN ID , EFSELHEREN R REEHREE
FE , iR TN - iR,

Parquet ER3EH! : STRING

AAEEN ID, EFREIERHEREN B EERHRE,

Parquet ER3EH! : STRING

BIFRE) S @ , ERREEHMEANEE D,
Parquet ER3EH! : STRING

BAREN IR

Parquet EREA : STRING

BEHRER B bt

Parquet ER3EH : STRING
TR R BRRE IR

Parquet ERHEH : INT_32

] A RO
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Amazon VPC

AWS Transit Gateway

Rz

dstport

protocol

packets

bytes

start

end

log-status

iR BR A<
MEH B REREE, 2
Parquet ER3EH : INT_32

umiﬂ’] IANA BB ERTE. MEFMER , F2RERNEEERE 2

I8 b TE A B o

Parquet ERHEH : INT_64

ERENEERNHE IR 2
Parquet ER3EH : INT_64

EREHEE@mA L TAR 2

Parquet ER3EH : INT_64

REREBRRERIIE —EREN SRR (M Unix B REN). 2
EEFERRAUEREERFE L EXEEHT & 60 ¥,

Parquet EXHEE | INT_64

RENEARAZKEREE —EREHTHERE X Unix BAE 2
i), ERERRTHEREEHBEE LEARERFEZ2E 60 B,
Parquet ERHEE | INT_64

TRE A FEHAREE - 2

« OK — EREECHEIRENBENH,
+ NODATA — EEEEFREER AR B EMRA DR K AR R A

%/}'LEO

« SKIPDATA — EE#KEERAE BB -5 RE BFiLiFk. E
ARERRARIBEENFRELNR , RRRIPEEE,

Parquet ER3EH! : STRING

] A RO
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1z iR [ES
type TREER, WEEMNES IPv4|IPv6 | EFA, MEFMENR , FSE 3
Amazon EC2 fEAE g EMERMREEB N EF,
Parquet EXHEH : STRING
packets-lost-no-  HBEKRIEERHMIER. 6
route .
Parquet ER3EE : INT_64
packets-lost- HOXBREMmEX. 6
blackhole .
Parquet EREH : INT_64
packets-lost-mtu- B E KX/DiEEiB MTU miE X, 6
exceeded .
Parquet EXHEE : INT_64
packets-lost-ttl-e B HE AEIHAMIE X time-to-live, 6
xpired

Parquet EXHEE | INT_64
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AWS Transit Gateway

Rz

tcp-flags

region

flow-direction

EEPUN
T3 TCP R TiEE1E :

* FIN-1

+ SYN-2

+ RST-4

+ PSH-8

« ACK-16

+ SYN-ACK -18
+ URG-32

/A Important

ERERFEEEIE ACKHE , AIEREEA0, MAR
16,

WMEHE TCP ZRCH —AXERA (0 FIN, SYN M ACK EERLHNE
%) , "2 B Wikipedia £# TCP segment structure (TCP [BER#E
).

EAFEBERAN TCP Eid A OR BEE S, H¥EEER ,
B MR E A SFRC8ERER —1T , Hlan , SYN-ACK f FIN &
19, ™ SYN # FIN & 3.

Parquet ER3EH : INT_32

SBELERENERRENESE.,

Parquet ER3EH : STRING

BAREERRENNENRES . TEEMNEZS : ingress | egress.

Parquet ERIEEH : STRING

JIES

3

] A RO
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1z iR S
pkt-src-aws- |P {75 B FBEIE (srcaddril RAE IP it 2 ¥ AWS AR 5
service ). AIEEM{EA : AMAZON | AMAZON_APPFLOW | AMAZON_CO

NNECT | API_GATEWAY | CHIME_MEETINGS | CHIME_VOI
CECONNECTOR | CLOUD9 | CLOUDFRONT | CODEBUILD

| DYNAMODB | EBS | EC2 | EC2_INSTANCE_CONNECT

| GLOBALACCELERATOR | KINESIS_VIDEO_STREAMS

| ROUTES3 | ROUTES53_HEALTHCHECKS | ROUTES3_H
EALTHCHECKS_PUBLISHING | ROUTES53_RESOLVER | S3 |
WORKSPACES_GATEWAYS,

Parquet EXHEE : STRING

pkt-dst-aws- dstaddrififzz IP Ut EEFENER (WRENH IP ubEAR 5
service AWS %), WMFEAEEERIEE , 552 B pkt-src-aws-service #1i,

Parquet ER3EH : STRING

EhRFEREBREE

ERMBHFERERR  EEANBRFNERENNRTFEN. WERERMIKBRKEENF
& , B Amazon CloudWatch EE , ARENBARTENAFAS KA E R

B EMHZE CloudWatch 5C8EHRIEECEE
e B LSRR A A E R B ZE M E] Amazon CloudWatch,

B2 CloudWatch e #ER: | RELHKENSRMHELGHE , AsEAGRFEEREKFATHER
—WREHERR. BFERTESREAFLH. CUNUBRYZEAREDF , KENRHEMEEHN BFEH
B, BEMERFFETN-—SZEREEFREFEHARNEREE  cESRE—ESHBEFER. &
LEEHP-—EREAFEEIEERE YEEETHMRE AFEMEIEZRE A6 RFERE
SHEMERE.

RIS MAGEEER  TERLENERNENMNHFERASER, CloudWatch MIEFFMEN |, 38
2B Amazon CloudWatch E1{&.

f£52 CloudWatch &% , BREB R BN EHER RELSPEEMBEKBEE, ingestionTime Mg A
SWERIZECBFZECEKNV BEAMEER, CloudWatch ZBREEE i ARE BERC &P EENE RE”E,
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WNZEARE CloudWatch BEEMIEEMER |, 552 Amazon H CloudWatch 8 &EIERmPHNEES
CloudWatch BRI B &,

B &

- ¥R HFEME CloudWatch HEEH IAM &6
« 1AM £ E EIR A B AYFT Al

- BIB#MHZE CloudWatch 528k TR 50 8%

+ CloudWatch B R EERIE H i

KRR A2 CloudWatch HEH IAM B &

A2 BHESEABERY IAM AR XKAEREANGTH , FEERERFRME BEHEEN CloudWatch
BFEEE. IAM AL EBREN AWS IR,

SO 1AM A EERN IAM BESEQRED FHE—FT :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"
1,

"Resource": "*"

FREEENACEAAMRE ASERBREETACHEERK.

"Version": "2012-10-17",
"Statement": [
{

H 2 B3 M2 CloudWatch BEEH IAM A& 106
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"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

iy

"Action": "sts:AssumeRole"

BEBEMEA aws:SourceAccount M aws:SourceArn £  REBCRZEEREAREN
WE. il , B TIRGERFTEZELTVETER. RERFEREAFGNHEEE , BRR
ARN R EZ B3 ARN, NIRETERLRERF D, BULMEABRET (*) RS H ARN |, A
BEBIREBRBZRENBR,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
I
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-1log-id"
}

BIUNEHRELGZEN IAM A&
Bl LERENACEFEATIEFEAFTNACUFERARERR.
BIYREBFNIAM A6

1. BIEMBUE https://console.aws.amazon.com/iam/ BIRL IAM £ A&,
2. EEEEIKD | EIZ Roles (Af), Createrole (B HAR),

3. ¥ Select type of trusted entity GEEUSERERER) , 1##EF AWS service ( BR#). £ Use case
(FERRM) PIBE EC2, BET—F,

4. 7E Add permissions (¥T385FA) EE L , ##F Next: Tags (T ER) WREMTIEER, &
E-F_io

5. 1£ Name (&%), review (#B3) # create (&) HH , MAZHNAEER , ARBRIEMHEH
Description (i), BIEFEZIAG,

6. EEZLAGHNETE. HMN Add permissions (HEFFA) , 5512#F Create Inline Policy (23 AHIIK
%K) , R%BIEE JSON RE|ER.

H 2 B3 M2 CloudWatch BEEH IAM A& 107
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7. R ERIEBFEME CloudWatch HEEH IAM A6 ERFE—EEK K AREBREREHRE L, &2
Review policy (% BBUR).

8. HMALBEMNETE , ARERIEIE Create policy (BIBXE).

9. EHZAGKNSBZMRE, ¥ Trust relationships (S1EEIEE) , 122 Edit trust relationship (#mEE
EEEEB). ERANWBEXHD , BRI ec2.amazonaws.com BE A vpc-flow-
logs.amazonaws.com, iZ3#E Update Trust Policy (EFEEBUR).

10. 7 Summary (BE) EEL , S TEAEM ARN, ELRMRE B , FEUL ARN,

IAM fE EEREACET

FERAEOSNEERST , stEAENARE BFHEBE 2 IAM A1 iam:PassRole B1E.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": ["iam:PassRole"],
"Resource": "arn:aws:iam::account-id:role/flow-1log-role-name"

B B E CloudWatch SC#EMRIESC 8%

ALY ERFEENRERR. MRENIAM ERAESIHITELSR , FRELCHEEA
iam:PassRole BIFWVFTH . MFEESFHMENR , F2EH AM EHEEEA BT,

ﬁﬁﬁﬁjiﬁgfiii_Lﬁgiﬁﬁﬁ /mééfﬂéf

1. & A AWS Management Console YL Amazon VPC £ & , #8itA https:/
console.aws.amazon.com/vpc/o

FEBEEIKF |, 1B Transit gateways (BHFE),

B - ZEERFEENZETR | REBIEE Actions (B11E). Create flow log (B K& B ).
#Y "TERH, |, EE TEEE CloudWatchit 815

$#HY BEBFEE  FEFENEFRAREENERE,

o & 0D

IAM £ & EE A SR 108
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® Note
MREBEBFFHEAETFE , BB AFEBEEEYRN B FEBFEE.

6. HRIAMAE , FECEEHEFRMIAFZNERNAEREE, CloudWatch
7. $R Log record format (H&EEE&ER) , HEEURE HF L&KM E,

- BEFEHAERER , FFEE AWS default format ( FBEEER).
- ZEFHBAETEN | FFIEE Custom format (HEFTHER) , REHK Log format (B KR :ZEE
i,
8. (#EH)EIZE Add new tag (FTIEER) KEBEAEZRE R
9. I#IE Create flow log (BI R E B

+ create-flow-logs (AWS CLI)
* New-EC2FlowLogs (AWS Tools for Windows PowerShell)
- CreateFlow H & (Amazon EC2 &3 API)

T35 AWS CLI S8 U EER FEEANRELE. RECHKSER IAM BEEEERF
123456789101 HHY CloudWatch my-flow-logsits&iE P vEC &8, publishFlowLogs

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1a2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs

CloudWatch B EERIE HFEaC 8%

BRI BEETMEMREEF—RREERELHKER CloudWatch k., MFEERAFENNIEREGE
2RV FFMERR , 52 [ Amazon CloudWatch EA ERREHHNESMEEHFER,

i : BRI RTRECHEM CloudWatch 152 EHESEME R

&P | BB —{E tgw-123abcs56bca WRE . BFERVER , £ 1 B/ EHEARER
EiB TCP E#1E 22 (SSH) ERFEMHITER , HhE 10 XFBB 10 X EHREIIERRIRESL,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/MonitoringLogData.html
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B SLABRMNESERVERCREEANERERFRE, AR CUMBRYIERGERRGNE
o

B4 SSH REBMIERENZRMRM4 , REVGHEHFFNER

1. BERBE CloudWatch # & , #8it A https://console.aws.amazon.com/cloudwatch/.

2. EEEBERTMFIRIE Logs (B5E). Log groups (B5EEHA).

3. EBEAFEMEANKESHR , AREBIRIZE Actions (BIfE). Create metric filter (B ISZEEFREH).
4. &+¥ Filter Pattern (BRRF4HER) , @A -

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport="80”, dstport, protocol="6", packets, bytes,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. ¥R Select Log Data to Test (ZENZEAIGEM HFFER) , BERERRAEN BFER. (B Z2ER
REAEBREERMN BFERT , 55IBIZ Test Pattern CAIEHER), MiER , 55BIZE Next (T —
o

6. WABEMREEHR. EETEZHANERER. BERERER 1. TR%E , FiEE Next (T—
%) , SREIBIZE Create metric filter (BRI IEEEHRIFM),

7. EEEERT , EIE Alarms (BR). Al alarms (FIEER).
8. IEIF Create alarm (B E'R).
9. ERSEBIYCEEGERTFNTEZR,

B ERRE , TRAPITFETRITINEE
10. BEVEREIVIEEZERT , AERIEREFE Select metric (BEUEE),
1. MTEREER , AEREE Next (T—F),

- 1f Statistic (JRFTER) HIRIEZE Sum (), EURRLHINRIEEREERNER BEL,
« 1£ Period (BFEY) Fi#E#E 1 hour (1 /NEF),
« ¥ Whenever (FERF) , 1212 Greater/Equal (KRA/ER) , RE@ A 10 EARES

- ¥ Additional configuration (Eftz#H4E), Datapoints to alarm (BB RNERE) , REER
1,
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12. ¥ Notification (BH) , FEZEIRAH SNS £ |, SiEZ Create new topic (B ERE) KETL
WMEE, BET -5,

13. MABTHERBNRE , REBIEE Next (T —H).

14. TRBREBETRZE , BiEE Create alarm (BRI ETR),

B 2ME Amazon S3 VAR E HEs

BEREBFUERE BFEREME Amazon S3,

ERME Amazon S3 B, REAZERBBRHELRIEENIRE Amazon S3 f#iFFE, MESERE
BFENRE BRI , BB EFEREXRTEIrEN — R BFERDG,

ERE HSERME Amazon S3 B , & Amazon CloudWatch #F¥1{4E B s WENE RN ZEE
A. mEEE{SE R CloudWatch EEMFFHER , BB Amazon CloudWatch EE , B#ER ,
RESHRMAEBRE,

EEEVJANRE B Amazon S3 f#FErEE , 5528 (Amazon Simple Storage Service £A &S
B FHNEILFFITE,

NMERBZERFREENFRER  F2HE AWS RS REXEPH R,

MFEAFR CloudWatch BEEMFHHER , 5528 Amazon HEFEAE BRI EIEE Amazon S3 #
CloudWatch B3,

B &
ﬁ% E Elb\ﬁ?
KRB RARERMHE Amazon S3 Y IAM ZEEAW IAM BUE

- FREHFHK Amazon S3 REFEFEETT
 ¥HE SSE-KMS AKX ESRBUR

- Amazon S3 HEERFA

« B EME Amazon S3 HREH
« Amazon S3 FHEIEiE HFFaC &%

gnll

E BFE
VPC RE BFINEGWERE BFCHK ﬂ%E%Eﬂﬁ%Az’% HRER K AREBR - 7B AFERE
ﬁﬁfz Amazon S3 ﬁﬁ,ﬂd’ﬁ%o §1 H %%%@% EFﬁ'naﬁZ IP IJILEE’JIJILE H %ﬁ%ﬂﬁo

2% Amazon S3 1


https://aws.amazon.com/cloudwatch/pricing
https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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BEENAXNERSA 75 MB, MR BFERE 5 7EREIERADLR , AIREBFEFLEHER
B RFRHK. AR, HREBFRME Amazon S3 /TR , YR BFRER.

£ Amazon S3 & | 2 B FEEERM Last modified (LR IER) WLig HER EEZE Amazon S3 28T
REAHMNEE, SAFEABRAEREBINRERERL , Y EBESHER LEZE Amazon S3 #FETREAT
HENREmMEMAE.

HAESERBR
IREREREETIET-—EEN, BEAERNEBMIEE— Gzip BRF.

® TeXt—mzio Etk’ﬁ%ﬁ*%ﬁo

« Parquet — Apache Parquet @ —EEMEREN, EAXFHEREHMEL |, Parquet IEXHWERE
HEER 10 B 100 2. £RA Gzip B Parquet BN ERMEANREEZELER Gzip BN
MXFED 20%,

AERREE

BRI LLEREE T SRR,

« Hive A S3 5I#&k — BUE Hive HAMHIESR K MAREPZEEA Hive HENITE, EHITE
#H2Hl , 55 A MSCK REPAIR TABLE %%,

- HOHDE - MREEXRENHR , MABBHHERBENGETEN , EESNEIE B, A7
ERERNEREEHEEH KL,

BESR S3 RiFIrRES

|

FHEAREBFN ID, BiF, BYHAPUREBERENERNRERE  SHFERRBEEEEN
Amazon S3 f17ETEE,

RIBER , EREEEETIIVE,

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/

WMRERA Hive HEN S3 78 , EXREEEETIVE,

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/

TR E R T
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NREBABIRDE  BREEETTILE

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/

WMRERMA Hive HEN S E , YEB DRI ERERR K BERSEEETINUE

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

HEREE
BRERENEREBLRERR D, BEEUAREY ARNKREAER, EREBEATIIHERK.

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

LT R AWS BRF 123456789012 &H¥f us-east-1 EIFAHEIR , £ June 20, 2018 # 16:20 UTC &
YHWAREAFHNEFEREN, EXLSERBFEBNN 16:20:00 F 16:24:59 W E HFH5C 8.

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.gz

KRERRME Amazon S3 Y IAM ZEEAH IAM Bk

BYREBFN IAM TRAAEFUTAFENFT , TS RE BFR#ME B R Amazon S3 RFET
8.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelogDelivery"
1,
"Resource": "*"
}

B BERME Amazon S3 B IAM ZE5EARY IAM BUEE 113
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2 AR Amazon S3 FEFETEFA

RIBFERR , Amazon S3 RFTREEMISNNHERLE. AAREFTRBEFETFIRETER
FRREFHYH. ER  BRETEHSETEARSFIER  SEIERTEMERNERE,

MRBIREAFNEAERERFITREEAAMTAEAY PutBucketPolicy #
GetBucketPolicy 7l , RIS BB UTRREEEZRREFTE. LBXRSERHMNERER
ENEAREEX,

B RECTREEELEKLUBERFBEMTIIR. BEEREAFEILEN AWSIRFE ID, FAIR
EAFERIAY, MEFHMEENR , 528 (Amazon Simple Storage Service fEAEIER) HH "F
RARERETEBEER, .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "my-s3-arn",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": account_id
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:account_id:*"

}

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": ["s3:GetBucketAcl", "s3:ListBucket"],
"Resource": "arn:aws:s3:::bucket_name",

"Condition": {
"StringEquals": {
"aws:SourceAccount": account_id

iy
"ArnLike": {

FE R Amazon S3 fE1FETEEEFA 114


https://docs.aws.amazon.com/AmazonS3/latest/user-guide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/bucket-policies.html
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"aws:SourceArn": "arn:aws:logs:region:account_id:*"

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

- 2 Hive 4B S3 FH

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*

BRIEEER  BRCSELERIBECHEERE T , mIEMAIAN AWS IRF ARN, Eth2FEH
aws:SourceAccount Hl aws:SourceArn R ERRKAREBECEZT EEREABNENRECREE
%, FERERREAFZNIHEEE , BERE ARN 2AEFRBHERZT (*) ARN,

BB SSE-KMS EFRAN S ESIMIEK

FEIBRAEA Amazon S3 2 E €8 (SSE-S3) K fRE_ iR A HERA KMS Keys (SSE-KMS) I fa] AR
BN | A LARE Amazon S3 REFEFBHRHNER., WEHMEN , 528 (Amazon S3 FRZE
) PNERRRSIRMZREER,

EIB SSE-KMS , LA LA AWS ZESRIAETFZESHR, FAT AWS ESRK , BEELERAE

IREEX, REARBEREAREERFEE , ISV ERTHEIREFEENFIE, Z2ERT S3 #fE
FEABIRFEIE BEAHEFEEC B EARTFIBNZEREEEFZES®M Amazon
Resource Name (ARN), MFEFMER , 5528 (Amazon S3 FAEER) HWER AWS KMSIEE
1A BR 28 4% hN 2R

B8 SSE-KMS HMEFFEECSRABBRMEAR , BL4ARUATARMEESRVSWIEK (MF2
S3 RIEFIFENMEREEBER) , UE VPC RERFAURE AL S3 REFITE.

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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"Principal": {

"Service": [
"delivery.logs.amazonaws.com"

]

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

Amazon S3 HEEERFT

BRTLSENRFFIRERZS , Amazon S3 EAFEIRFIEE (ACL) REEREBFITEMY Z BFHRE
ENFH. RIEER  RETRESEHEREAFERMN FULL_CONTROL A, HEERXNHE LR
RETRHEEETRRN , EEEMT. BEFEXIIRFH#E READ B WRITE FFAl. MEFHMENR ,
528 (Amazon Simple Storage Service A& ERM) PHEFEEUEHEE (ACL) #E,

B EBHZE Amazon S3HIRE R
BIIWERE Amazon S3 REFETRE , I EREENRE B,
FRAIEAEIIEMHE Amazon S3 WERBEERERS

1. 8IfE hitps://console.aws.amazon.com/vpc/ BARX Amazon VPC £# A&,

2. HEBEBEKD , EIF Transit gateways (& FE) = Transit gateway attachments (£ 8 EE
).

3. EE—NZEEnFRE NS R EEEN I R,
4. &IE Actions (B)E). Create flow log (B3 E A5
5. MEREBFHRE. WHEFMENR , F2ROERE HFHRE,

HEEATREEERE HFERE

1. ¥ Destination (B Z) , i##2 Send to an S3 bucket (}: % S3 #1FTE),

Amazon S3 HESRE R 116


https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://console.aws.amazon.com/vpc/
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2.

FEHTSHITERET OEME Amazon S3 HWRERF

&%) S3 #E1FATEE ARN , #I5E R B Amazon S3 #FETEEHY Amazon Resource Name (ARN), &
ALLREBEES TERRK, flin , ZEBER A my-logs ZHEEETFEFMN my-bucket FERIK ,
EHEALT ARN =

arn:aws::s3:::my-bucket/my-logs/

EIEArB T A EM AWSLogs A TERRERE , BAERKEHEE,

2
¥
&
s

ERBERETE  RMZEDEVERBRILKCERZEZRFITE. MEFHMEENR ,
2 B/ Amazon S3 EFEFEHT,

¥ Log record format (B #55C8&1& =) |

5.11»

IR ERE HSCERRI B,

- FEEAERNRERFLEEN , 5EE AWS default format ( FEERAET).

- BEEBVBIEN , 351EE Custom format (BE] ). &#¥ Log format (AFFHER) , FEEE
/FE = T:I_:ulbz H %Eﬂﬁq:' EI\J*%ﬁIZo

HR Log file format (AFRERER) , BEEAFERNER.

« Text-#MXF, WATEREN,

« Parquet — Apache Parquet @ —BERMER KR, EAEXFHNEREHMEL , Parquet BXHE
REBEER 10 2| 100 5. A Gzip BMEH Parquet BN ERMEANRFEZELLEER Gzip
BB FED 20%.

(EHR) EEM A Hive HEM S3 F8 , 751##E Hive-compatible S3 prefix (Hive HEH S3 F
B). Enable (BtF).

(2R ZES/PRB2EFRERST , 55121 Every 1 hour (60 mins) (8 1 /N (60 £8)).
(ZR) EEFMEEBERERNR , H52Z Add new tag (FTBHER) , YiIEEEBSRNE,
21 Create flow log (B FTE B )

AEATIEF s,

 create-flow-logs (AWS CLI)

» New-EC2FlowLogs (AWS Tools for Windows PowerShell)

« CreateFlow H & (Amazon EC2 &7 API)

B %% Amazon S3 R E B 117


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html

Amazon VPC AWS Transit Gateway

T% AWS CLI &4l 2 3 —ERER , B VPC WATE E&@FHER
E , tgw-00112233344556677#iE H 56 E1E E|& Aflow-1log-buckethy Amazon S3 AT
f8. --log-format ZHEEERE BFLHNBIIHEN,

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"

Amazon S3 HEREE R E HFE 0 8%

AFERCRBHE, NRZEEH Amazon S3 AR ARER  ELEERSSHRER  YHETREAR
WiciRk, MRETHELESR AV AMRBHETEMETRE BRI,

& RIEC ek M2 Firehose

S|
- BIEFR{IH IAM A&
o BB E Firehose MRTEEC 8%

MIBCHE LU RIEREE R EERME Firehose, B LUEEMRRE AFRMEHEERERRM
[E] Y bR 517 5 3% 5 = T B RV IR

an

FRMRAF

2 Firehose B |, RIBRHBER UM X ER R BME Firehose BIEE R, BHAXEM
Firehose A B R, MEBRIURNERNLE , 582 Amazon EF Firehose FAZE A S5 P ET
Amazon & ¥} Firehose X fJ &,

EE

EXNEEFRANRNER. MEFMENR , JBE Amazon CloudWatch EE , iBE AL S K
EH®,

BikFZIE IAM B&

¥ 2 Kinesis Data Firehose B , B A SLUBEHEEEZENERVURE —RF RIFRSF) ST REIERS
(B HRF) FRRTHER. BERABIRS X RERHEE Firehose , BUATERIFRS PEL
IAM €& , WEBEIRFFEIL IAM A,
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing
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At

- XRIRFAE

- BRMIRFAE®

RFRIRFA®

ERERFH , BEURTTIFINAR, EHEF+ , AEHNEHERE mySourceRole , BEA L

ALtACREZEHMER, RE—ARRIAHFENHIREFTFHNACEILAR, FHKRIRNX TR
AEEGEEZAFXIRE , MEREEEREENERRISEE. BUBER , SEAKRESR
iam:AssociatedResourceARN EEEEZH VPC., HBENER FHRRK.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::source-account:role/mySourceRole",

"Condition": {
"StringEquals": {
"iam:PassedToService": "delivery.logs.amazonaws.com"
1,
"StringlLike": {
"iam:AssociatedResourceARN": [
"arn:aws:ec2:region:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

]
}
}
1,
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

1,

"Resource": "*"

1,
{

EIRER A1 1AM BB T
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"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole"
}
]
}

BRERLEBEEATIGEERRK , UAFEIXNBREEETAE.

oy
[

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"

}I

"Action": "sts:AssumeRole"

ERFRE , FATIRFEYAR,

BURRIRFA®

1. & A AWS Management Console Y BRK IAM 8 4& | #8it A https://console.aws.amazon.com/
iam/

2. HEEBEHKP , BEBE

3. i#IZ Create policy (BRI BUR).

4. 1 Create policy (B B%) RE L , 1T T3 EF :

1. 1E$# JSON,

2. B RENRABIN A4 B HERYFF AT BUR.

3. IEE Next: Tags (T —% : &) M Next: Review (T —% : ).

4. MABHEENBBABAER | ARIERE Create policy (BIBK).
5. REEBHBKT , EZ Roles (B8),
6. 1#EfF Create Role (BRI AE),

EIRER A1 1AM BB 0


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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7. EEENEBRERAY  BEBFIEEBK. ¥ Custom trust policy (HFIEEBUER) |, #
"Principal": {3}, BRATIAZR , MEEAFITHR®E. BET—%,

"Principal": {
"Service": "delivery.logs.amazonaws.com"

iy

8. 7£ Add permissions (FTI85F ) EE L , ENELENELEFPRINBERNZEUT IR , REBRE
Next (-F_i)o

9. MAZLAENER K ARBEMHREMARR,
10. 3##2 Create Role (BRI A®),

BRYEIRFAE®

EERIRE S | B ZBAEAKN A BAWSLogsDeliveryFirehoseCrossAccountRole, Lt A& 2478
g il 7 e

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

ARALAGEETIGEEREK , TRELERFIRFFRINAGREEILAR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

EIRER A1 1AM BB =
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}I

"Action": "sts:AssumeRole"

}

]

BB ENERSE  EATIEFRIAR,

BEYEBHNIRFAE

1.

9.

E A AWS Management Console Y FERX IAM 32 & |, #8ik 5 https://console.aws.amazon.com/
iam/o

EEEERYP , BEEX,
24 Create policy (I HX).
£ Create policy (B BUR) EE L , #1T FN5IEE :

1. #$E JSON,

2. BB ENARIR SRR FF AT EEER,

3. IEE Next: Tags (T —% : BE®) M Next: Review (T —% : ).

4. I AR RIBISE A M B AWSLogDeliveryFirehoseCrossAccountRole , A% IZE [ZREA.
EEEEKSP , BE Roles (AB).

i#1Z Create Role (BRI &),

EEENERERYS BEEBEEEE. R Custom trust policy (BFTEEBER) , #
"Principal": {3}, BRATIAZR , MEEAFXTHR®E. BET—F.

"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

+

£ Add permissions (FTi8FF ) EE L , EREANEREFPELNWBENZEA R , RREE
Next (T —%5).

BWALABHNER , RAREFHREMHER,

10. 1242 Create Role (I Af),

BIRFRXAH 1AM A6 125


https://console.aws.amazon.com/iam/
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B BME Firehose MU RTERC 8%

EERIVMFERATIEABME Firehose W& EERIECHE

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,

2. HEEEBBH®KP , BIF Transit gateways (F#HFEE) = Transit gateway attachments (i &
).

3. EE—ZHZE SR FIE N EEFEEE RN RIS R,

4. &FE Actions (B)E). Create flow log (B & B

5. EBMHF , FHEZFEILE Firehose KT R,

6. 1E Firehose {18 ARNF | FEZEEEHPRMRE AFHN T ER ARN,

7. ¥ Log record format (A &) , FRIEERE B HKAER,

- FEFATRRNRE AFLHEEX , 551EE AWS default format ( FHEREX).

- BEEBVBFIEN , 351EE Custom format (BE]#ER). &#¥ Log format (AFHER) , HEEE
E’, = ’T:I_:uu,i wn, naﬁq:' E’Jﬁﬂl_o

8. (EA) BEHEEBEREBF , HEIE Add new tag (FTIEFEE) , WiIEETEBS|ANE,
9. ®EIZ Create flow log (I REHFH)o

EEFHAGDY ITEEIBME Firehose MR 8%
EEAUTHER—ESDS

- BEMRERHE (CLI)AWS
* New-EC2FlowLogs (AWS Tools for Windows PowerShell)
- CreateFlow H & (Amazon EC2 &7 API)

T % AWS CLI S84l €2 RERS , UEEEREEEN , YA RERLRFEEXEIBEEN Firehose X
=D

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1la2b3cad \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream
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T3 AWS CLI SR RiEaisk , UEIREHFEEN , YERERHZRRFIREEELAEZETRN
Firehose X &,

aws ec2 create-flow-logs \

--resource-type TransitGateway \

--resource-ids gw-1a2b3c4ad \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

£ FE@mFERE B

EA LAEA Amazon EC2, Exf5i#& VPC Hl Amazon S3 £ A Transit Gateway 12 B #.
CloudWatch

7%

- BEIRERRNEAAR
- BMREHF

- RRREH

- MERBRREAFNER
- BIERE AR

- BESREHFRH

- MBRRERR

« API #1 CL| BLE A PR %

EHIRERFEHNEAEN

RIBTER , FREREFEARERGNGT, BB ERAEREK , BB, HANMERRRER
SNFUEFERE, NEFHMET , 528 Amazon EC2 APl 2EZ 40 MET IAM EHAEZEEN
Amazon EC2 EJE&F 1,

UTREFEAERY., #iR, MERRE RFETRE IR EGIBR,



https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html

Amazon VPC AWS Transit Gateway

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowlLogs"

]I

"Resource": "*"

FE-LLENN IAM BEMFAHRE | EEIURAEBERME CloudWatch BHEFIE 2 Amazon S3,
WMEHMER B2 BIURME CloudWatch FR8&RRIEEC 8 B B B4 F Amazon S3 HRE B
o

BIREBRR
BO L AERMBERIRERR , MEZEREME CloudWatch BES. Amazon S3 = Firehose,
MEFHMER  BFS2ETIRE :

o B EME CloudWatch SC#M RIEEC 8%
o« B EBME Amazon S3ARERTD
o BB E Firehose MRTEEC 8%

WARRE B

S&W LAFE Amazon VPC 2 & PEBRRIEEERH Flow Logs (RE B ) R5IER , RRELR
BRZHNHEFEN.,. ECENERR , ESIHMAXERNRERR. BrNEFAESRERRN
ID. REEFMERE , URRE B FRENEEER,

REBnRERE BENEEER

1. BI{E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEEBEKP , EFEF Transit gateways ({F#&i &) = Transit gateway attachments (£ EE
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3. EHEREEREHEEERE , REIEE Flow Logs (REBR). BB LAIEERHRE BHHIEE
&, Destination type (B EHEE) MUBREMREAFT ZBEE,

MBS BERRE BFENER
B0 LAE Amazon EC2 #l Amazon VPC AP HEZBRAEEIZHNER,
S BRERFEEREBFNER

1. BIfE https://console.aws.amazon.com/vpc/ BARL Amazon VPC £ &,

2. EEEBEKP , BEIEF Transit gateways ({E#iFi&) 3 Transit gateway attachments (& EE
#).

VS 8 = E e FEEE,

AFTERRE HFEIEE Manage Tags (BEEBER).

EEMIBHER , 552812 Create Tag (BUER), EEBRER , FEEMRZER (x).
i#IZE Save (1F).

2

RRRE B ST %

B[ LAfE R CloudWatch B XA Amazon S3 THARBRIEAGCHE , S RENEMNBLEREM
Eo EREBIRERFRZR , TEEEE D ENEE , e AP ETE,

£ EMFBMECEKNRIELR CloudWatch &

1. BARKE CloudWatch # & , #8114 https://console.aws.amazon.com/cloudwatch/.

2. EEEBEBRTIEE Logs (AF) , ARENMTSLBRE RGN AFEE, HMABERSESHHER
ERMAEE,

3. ENEELFEMBRRERRFRKHZNERERE IDWAKSER. NWEFMAEH , B2E EaFER

£ HFSaC#%.

WM ZE Amazon S3 W2 AsECE

1. FELLTHBULBIRL Amazon S3 £ A : https://console.aws.amazon.com/s3/o
2. £ Bucketname (RREFFTEER) PEERMHREAF 2B ERETE,
3. 7 Name (BR)FPENAFERZSENEE AR, EMHSEHERL , EZ Download (T#).
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;4

R

P4\

SREBFiICE

{%14:5'5%12%5 wb\naﬁo ‘;ﬁ;i wb\naﬁfEl’/{ ﬁJ\Bﬁ‘-io

fE AR T2 A ERE CloudWatch Foék

> w0 D

6.

BRKE CloudWatch & |, #8115 https://console.aws.amazon.com/cloudwatch/o
EEEEKT | B#IF Logs (AFE) , REBIEFEE Log groups (A FERHHE).
ENEZSRRERFNAFGEGE., BAERSEERFAERFERNBEE,

MEZAEZESHNEREE  HEIVER BFER. HE , #IF Search Log Group (=
B LESEEAFHEE, URENWARZHAEAPENZEHFAE  EVATE L5 , *Ei’.&
HY B9 B S E5 M %

¥ 1A Filter events (EFRE4) , BBATIIFH, ESHRFRELFCHEEAEREES,

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

REFEZBREEMVERGHERFRE. TIHSEMASREBERR IP i EITEE,

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,

AILAEARC kB A S M E CloudWatch Logs KI5 #E CloudWatch FC8%. & 0] LA 1512658
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packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

T S &5 & ik 58 R 8 38 5 55 tgw-123abc456bca, B HY i B 538 My jUH SUETERE,

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

MIBRRE B
A LAEA Amazon VPC A MIRE&REERE B,

EEEFEEAERNAE BFRSE. MBRARREBFAETER Amazon S3 MilBR CloudWatch B 5588 B
FERFNEBEERREER. BENREEFERVAFRASRENEZREETMR, i, MBREGAE
Amazon S3 W RERF YT EBKRFEFIFEFEAIEBFEREFEIUEHIEE (ACL),

il B Sk R B & B &

1. BIfE https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
EEEEEST | B2 Transit gateways (BEIEE),

i#1Z Transit gateway ID (B#RE ID),

£ Flow logs (REB#) EERH , BIELEMERARE B

i#1Z Actions (B1E) , AREIRIZE Delete flow logs (MBRFEE B ).

#1Z Delete (MER) , EREEMBRILTRE,

I T

AP| 1 CLI B & bR &l
BRI LA SIS AP BT L EEPIR RS,

£/ CreateFlowlLogs API 8 create-flow-logs CLI B |, AL TRA :
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=

PN

--resource-ids By TransitGateway = TransitGatewayAttachment ERER LR A 25
1l

--traffic-type TERERNLERNL, IREAERFEERELIZMHLE , AleERESR, It
BR il 38 A A B B B R AR EL,

--max-aggregation-interval WiE{EA 60 , TAREHFEEEREEKE —EINE, R
LERERTMEAME , AIgEEER, LRFIEEANEHEEERER,

--resource-type XEMBENMNERER : TransitGateway M
TransitGatewayAttachment,

MREBRBEETEWLEMN , --log-format MG T EERFEEEREENE BFEL. EE
EAREGREERER,

<t

Him

i

H

g

(N

create-flow-logs (AWS CLI)
New-EC2FlowLog (AWS Tools for Windows PowerShell)
CreateFlow H & (Amazon EC2 &7 API)

RIRHYRE A 7%

describe-flow-logs (AWS CLI)
Get-EC2FlowLog (AWS Tools for Windows PowerShell)
DescribeFlow H & (Amazon EC2 &3 API)

RBEHRE BRSC (BFEMN)

get-log-events (AWS CLI)

« EV4§ CWL () LogEventAWS Tools for Windows PowerShell

GetLogZE# (CloudWatchAPI)

BRI & B 58

+ delete-flow-logs (AWS CLI)
* Remove-EC2FlowLog (AWS Tools for Windows PowerShell)
« DeleteFlow H & (Amazon EC2 &7 API)
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EREnREE

B AER T HI R RERENERFE. 2MREER | UREHI A EHRENBE.

CloudWatch $5&

BT LLEA Amazon CloudWatch #EEVE B S B EE B BNAETER , (EA—BHEFNEEF 5
BE (BAERE), BulFHELEERERENRARSSKBANHNT. MEEZHMER , B
S0 BAREERREER CloudWatch 151,

ERFEREBF

SR B RE R 2 B SRR NS0 FE LR RENFIER. WEESHFMAES ,
ﬁ Eﬁﬁﬁﬁl)lbi El b o

VPC RE B

E
V2

IERLMER VPC RE B , HIEBAREHERDEREFEN VPC WAEFMEN. MFEFEE

2, 5528 (Amazon VPC ﬁﬁfl EIE®) T/ VPC RE B,
CloudTrail B

A LAfE A AWS CloudTrail HEEREHEEEEE AP I EHAET |, UHSEHMA AFEERE
Amazon S3 #, A LAEHIELE CloudTrail BEEXRMETIR H 7 WL ey, 12 4 FE YAy 3RIR IP 3
., RHMWUHWAERBESE, MEFESHMENR , F28 FH AWS CloudTrail ic & & FEN
API FEOY,

& F Network Manager B9 CloudWatch 4

B LAE A AWS Network Manager #5483 % CloudWatch , ARASELEHEHEIBERE
HAE M. Network Manager BEEEREERE, BAEHNREENESEH  IEELEESHHATAR
RECEHRAENEE, WEFHHEF  F2E (EHFE AWS £RERERAEER) PNEA
CloudWatch 4 EE R R £ BRI

B A RIS EsmEER CloudWatch 151E

Amazon VPC &5 & ¥l B2 # 2] Amazon CloudWatch , LA # #9255 Re 8 A0 &0 B 8 E 248

F. CloudWatch AJZEFEA —HARKBFIERNFEARMBEELERBNEBRITER , tREEE,
FU UK EERAZERNEY , BENERREBEETEARBHENE. SEER LI EEREH R
B MTERNREEN,
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BRI EREERERRENEENSES. Sl EESEBLFRARARINEER , B NEY
CloudWatch BRREZIEENIEFRLATEE (PIMEEBANEE FEHAbL),

Amazon VPC € L4 60 ##Y & [E B bR B & 3 A% H 542 EIX £ CloudWatch,

WMEHMER |, 5528 Amazon CloudWatch EHA&EERM.

o
. BRMEEE
. WEEEN R

BaREERER

AWS/TransitGateway A ZEEIE T HIEE,

BE EPUN

BytesDropCountBlac  HE¥E blackhole MEMEREMNTHEE.
khole

BytesDropCountNoRo  REHZERHAMERZENTHBE,

ute

BytesIn SHmEFEEERTEEE.
BytesOut REHREEEEN L THER,
PacketsIn EHFEERRNHIHE,
PacketsOut ERFEMELANHTEE,

PacketDropCountBla FHE¥ZE blackhole HHEMERENHIHE.
ckhole

PacketDropCountNoR  REHZERAHAMERZENHTHE,

oute

BRmEEE e


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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BERERER

THEEEARNERREEE, MEEEEEHSXMEEREEHREENIRS, @A EEEERER
HEEEBEENIRE, EEESE G ECEENEE, NEERXENEEEINFMENR ,
552 the section called “&FERE",

ER iR

BytesDropCountBlac HAHENESERWMAEERE LM blackhole HBHEAMBERMNMITHER
khole Ho

BytesDropCountNoRo RAHSREHFEEE ENEBATHEAT , MABRNLTHEEE.
ute

BytesIn S FEE R E RN THERE .

BytesOut S S X B R E M TR

PacketsIn EnREtERZKINSTRE,

PacketsOut ERREEXEERENETHE,

PacketDropCountBla HACHFESEREEERZ LN blackhole BEAMBRENHIH
ckhole Ho

PacketDropCountNoR RAHoREEHFEEE ENRETHEAT , ARSI TRE,
oute

BRFENEREE

EEGHEGRRENER , BEATIHE.
WE 1N
TransitGateway i ERFEEEREEER,
TransitGa SR EEEEEERER,
tewayAtta

chment

EhRENEREE
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£ AWS CloudTrail it &k & FEER API Y

AWS CloudTrail 2 — BRI EFEAE. ARH AWS REFTEEZ BEN R, CloudTrail 4T
BEHREE API HIERASH, ZFUNEETER AWS Management Console BYFEAL | LUK
EHREE AP BENREBEWY, MRELEIRE , AL CloudTrail EHIFERTZE Amazon
S3REFTE  CEERRMENSH. EEREERER , (AT LIER CloudTrall & HH Event
history (B4 E £ i 8%) MRKFEM4. B LAFRIA CloudTrail AU EE#YE FA IR B 1) S8 FFE API &
HEESR , URBHERN P i, AS., BENHEMGEMAEA,

WMEFGFEE API WFMAER , F2B (Amazon EC2 API 2%) Hiiy AWS i FEES1E,

WFEAR CloudTrail KFHMEFR , 2B AWS CloudTrail £/ & /.
CloudTrail A &Y &= FiEE

ELEMIRFE , RKEISE AWS tkRFF A CloudTrail, EZEBEHREE AP 1T EERK , 2B
EEEAEERRHEPHEM AWS IRFEE4 —EFCHE CloudTrail E4F., B, RSN TH
AWS IRFH &M B, MEFMER , F2HE LA CloudTrail EHFE L CERITEA

MEERAWS IRFHPEREETEHNES (S SERREE API WEH) , FEER, REEER
CloudTrail # B ERRXFE Amazon S3 EEFTHE. BIEFER , EREZREE L ERFE & |, B
RESERIMERESE, ZEMEHRRE AWS DEIBFFIERENEH , WigARFERINREE
EHR Amazon S3 #7FETE, LA, BALREHM AWS IR , UE—F 2 FEE CloudTrail HFE
FRTIRENEHER,. MEFHER K F2ETIARE :

- By BMAEIE
 CloudTrail XEMWRENES

« FXXE CloudTrail B Amazon SNS &4
- RZEEHIEW CloudTrail BFHER , URA S MRS CloudTrail BEREE

CloudTrail €5 &¥ S FEBENAMTEMWN, #l , ¥ CreateTransitGateway EhEZE HAYFL
&7 CloudTrail HESERFPEEIER,

B-EEM4IARREHE TS ELFRENENA. FoERATHEHE THIEE

« ZEREBFEHBR AWS Identity and Access Management & ZE A ERHEH,
- REZERK , REEATHEACEHME I EFRAENERELRE.
ZEREAHS —HE AWS RERE,
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MEFHMEN , 528 CloudTrail userldentity T3,
THERHFERFERER

BMERR—EER , BB HUARERNEARAREIEERN Amazon S3 f#FRT#, CloudTrail B
BRYE-—VZMAFEE, —ESHAEARFRENE-FR , AIEFRBDE. FREBHAE
B, FRZBHFEH. CloudTrail BFFERIIEMARE API FEAAERERIGF , Rt A EUEMRE
JEFF 3R

HEERIESEMW AWS IREWATE API FIUMNEH K MAREEREE API FEL, BAILUER
eventSource EME ec2.amazonaws.com Jt& , WU ENEERHEE APl, EERBBENEE
BiERYACS% , I CreateTransitGateway , FEEBHEBBME eventName TE,

UTREATREEYEHFEERE EHRIE API 89 CloudTrail HFSFCEEA, & LA
F userAgent TERPEFMER A, EBULUER eventName TTERPEBRE API LY, FHZ
(Alice) WWHEAEARIAIE userIdentity TEFHKE,

Example #ij| : CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-11-15T05:25:50Z2",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {

"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable"
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}I

"TagSpecification": {

"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {

"Value": "my-tgw",

"tag": 1,

"Key": "Name"

iy

"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c20l1-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {

"tagSet": {
"item": {
"value": "my-tgw",
"key": "Name"
}
}I

"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fch",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@boda",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel@b0da"
},
"state": "pending",
"ownerId": 123456789012

I

"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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ERRFEN S 7THEEFIRE

AWS F AL £ B AE R RPN EIL T FEHYE AWS ERNIFEE, & LUERH AWS Identity and
Access Management (IAM) K9Zh&E , RAFHMERAE, RENEAER TR D E PR & ih A&
W AWS BER , MAHELNLZ TR,

RIBFER , IAMMERETEFEY., BRIABRAWS ERNF, BEAFCAEENER (HluE
WEE) MBTER , B4EEL IAM BERRRTEAENT , MEABMAEEZREERM API B
1, RARBUBREZIEAEMBNEE. SBERERIERAEREAEFAER  BEREAFIIEE
EREEREER L MITEEEKNET,

EERESREERER  THHEP—EAWS ZERATMHRZENFER

 AmazonEC2FullAccess

* AmazonEC2ReadOnlyAccess

 PowerUserAccess

* ReadOnlyAccess

EEER R IERBR

AT 2SR EN SmEEE IAM RBIE 5,
BYEBEEAMXEEBNEHBEE

LT EHEFERAER Y E@EIE, aws:RequestTag fHEREEFAEMFEHER stack=prod
EEHEIE, aws:TagKeys &8 FE M ForAllValues 18858 , R RFBRPRAFF stack £
B (TUEEEMER), NREAEERENFERREELFEER K REMHATLIEEER
%, IFEREXRE,

F_EABRRNEA ec2:CreateAction REBIRFIFEAERE CreateTransitGateway BIRGHTF
AENER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
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"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
1,
"ForAllValues:StringEquals": {
"aws:TagKeys": [

"stack"
]
}
}
I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
£ SR FEER B K

T 51| 5 51 R A5 R B 1 A 9 45 T 1S e R B 22 1L M RSB RE B R 3R (tgw-11223344556677889),
FERELTUEEMERFRESRHRPEINRAEH  BEEEANEEER network=new-york-
office E’glzﬁ-1q:o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"

1,

"Resource": [
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"arn:aws:ec2:region:account-id:transit-gateway/tgw-11223344556677889",
"arn:aws:ec2:*:*:transit-gateway-route-table/*"

"Effect": "Allow",
"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

]I

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

B AWS Network Manager H9 B3R &35l

MEBEREH |, 5528 (AWS Global Networks for Transit Gateways £ &Em) FHEE Network
Manager B BUR & 41,

EREGFENRBERSE

Amazon VPC AR KERAE , EHAREFUEM AWS RIEPIFFTT. WERFHEN
28 AM EREERPNEARBESA®,

3
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BnFERBEEAE

ESERBEWRER , Amazon VPC EABRKERZAE , IBEAREF U HEA AWS RFEFIENFT
G

RIS ERABR TR

& FA B RER | Amazon VPC €4 & B AWSServiceRoleForVPCTransitGateway I BR#5E 4 £
BREFILITEE :

» ec2:CreateNetworkInterface

* ec2:DescribeNetworkInterfaces

* ec2:ModifyNetworkInterfaceAttribute

* ec2:DeleteNetworkInterface

* ec2:CreateNetworkInterfacePermission

* ec2:AssignIpv6Addresses

* ec2:UnAssignIpv6Addresses

AWSServiceRoleForVPCTransitGateway A& EE T HIRETREZAR -

 transitgateway.amazonaws.com

AWSServiceRoleForVPCTransitGateway i ¥ & Bk
AWSVPCTransitGatewayServiceRolePolicy,

BYMERENT , IAM BR (NERAE. HENAG) TTRY, FEIMBREKEESE, MEFA
&, F2H8 (AM E£REERE) PHRBEEASF .

BYRBERZAE

IR EEFEE T AWSServiceRoleForVPCTransitGateway &, E&HEIEF R VPC EE 3 &
&R , Amazon VPC S AKBEI LA,

AT Amazon VPC ERERREEVBHKERAE , BLRAEBMENFA, WFFMER ,
B (IAM R EIERE) PHRBEES B .

3
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mERKEGAR

& T LAME A IAM HAwmEE AWSServiceRoleForVPCTransitGateway B iR, fNEFMEA
(AM EAEERE) PWRERSEREAC,

M BR AR 5 E S A

MREBTEEEMFRERRE , BEEMBER AWSServiceRoleForVPCTransitGateway.

, B2 H

:nl
\\\

REEE AWS IRERIBRFIEEREE VPC itz ® , BT UMKRLERBES AR, ETRFRES
AR NOBRRIFEL VPC M FTREFF T,

EALAERA IAM £32 4. IAM CLI = IAM AP| IBRIRIEERZ AR, MEFMENR K F2H IAM FERE
P HRBRREEEA G,

fIBR AWSServiceRoleForVPCTransitGateway 2 #% , Z&#&IRF A VPC EREE&EAE , Amazon
VPC @BREBIAR,

EHHFEEMN AWS SEBEE

AWS EEHNEERER AWS EYMEENBILBER. AWS EENBRNFGTERANZERERARS
REFTA , WS LRBRFF TERGERE, BENAE,

FARCiE , AWS EENBRTRIERTEREEARFINREERTT , RATHITHAE AWS &F
FfEM. RM2BREERERARFIEBNESFEERE , WEE -SRI,

FEEEQAWS EENBERPERNT T, MR AWS Ef AWS EBNBERPERNTT , EFNS
FEBREENMEIRE Y (ERE. HEANABG®), EHEHTHN AWS RIE AT API R4AERTH
BERRBERR , AWS RUBRSEN AWS EENBR.

MEFHMENR | F2B (AM FERAEIE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
access_policies_managed-vs-inline.html#aws-managed-policiesH ¥y AWS ZE K,

FERRSREERER K THIEP—EAWS ZERAARRENFER

» AmazonEC2FullAccess

 AmazonEC2ReadOnlyAccess

 PowerUserAccess

» ReadOnlyAccess
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AWS ZE B : AWSVPCTransitGatewayServiceRolePolicy

W BEREEEZE AWSServiceRoleForVPCTransitGateway &, & L5 Amazon VPC 5 & &iEiE
BEEYNEERER,

EERBLBERNFT , F28 (AWS ZEBXSEERE) B
AWSVPCTransitGatewayServiceRolePolicy,

AWS SEB RN SRR EEH

48 Amazon VPC 12 2021 ¥ 3 ARKERS@RIE AWS ZRERKREHMURNBEFBEA.

g% iR H HA
Amazon VPC FIREHEE Amazon VPC FRRBMEH 2021 £3 A1 H
AWS ZEBRHNEE,

& ACL wn{r] 5 FA S 8

W FEURHEE (NACL) BEREMNZEME.
MR FEURHIEE (NACL) RRAISUARARNER , BRAMIE :

« the section called “EC2 17 1Bl 8% F {5 & 8 & B3 Bt 1Y AH [5) 7 #9588
« the section called “EC2 17 1Bl 88 F {5 & 8 & B B 1Y 1~ &) 7 #9588

EC2 #1718 /& M & R E BBV AH B 7 8%

EZEREXR—EHELE , ENEAERE TP IEE EC2 BT EB N EmEAERER, HRNWAE ACL AR
EC2 HIfTEBIEHRAENRE K UK EHRAEIHNTERNRE.

SHERMITERIERRENRE  NACL RAZEUTETER :

« EHEAGCEHENH IP TR,
« BEARACEHARIR IP i #1TEEE,

SHERBRRFEHNTERNRE  NACL RAZEUTHARXETER :
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- BHBRATEETME
- BARATEETME

EC2 #1T @M Et FEREBAY T E F#%

ZRER—EMERE , BE—EFHERTEHES EC2 HTER , MEMMEEBMUNRTEFHEES , XE
BEFRERHET R ACL HEEIH,

MRE ACL B AT EC2 MTERE TR T NETER :

=
Bo

- BHARAER B/ P i ERIATERIEERENR
- BARAERRR P R EERES T ERNRE,

SHEEMRE MR , NACL RARUTARETER :

- BHARAER B/ P it G EREER T ERNRE.,
- EHANTARFARATEEIERERNRE.

« EARAERRR IP it AR T ER I ERRENRE.
« EARUTARFI AR SR FEDNTEEBNRE.

RIEEH

ASESRRE VPC EREAMER 7Rk, HRESE MK  FEMANE CIDR (Bl /28) , MEHSR
EC2 EFRMEZ Ui, EEFEMBIUMN FRKE , BALRETHIER :

o {RIFE S RS AR A0 R B AV B A M NACL Z B,
- REWHKREME , B NACL EAZIHEEH 7K,

W% VPC EEEFELANFHE

%II
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REiEE  WH T RENWEESRIESHEE., MEFHMEN , 528 (Service Quotas FEA &) &
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R Service Quotas HRIBMAIFABRNVELE , BRI ERY,

— %

=t R CIECE:
SEES N ESEE 5 £
SEEHEEN CIDR Bk 5 =
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