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B 2% 2 & Client VPN % S MEEAER VB8R . 1A VPC M T#85E 2 B =ZHE, A5 FHEEKEE Client
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£ Client VPN
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AWS Management Console

FiE A A Client VPN 121t Web BFERAERE. WREZFHM AWS RS |, BITLLE A Amazon
VPC #2& , AREEEF K FEH Client VPN,

AWS Command Line Interface (AWS CLI)

£ AWS CLI ¥ Client VPN 2 F API BE$#7FHl, Windows, macOS # Linux #iEHXE, &
ENESEBAFNESZEH AWS CLI, 5528 (AWS Command Line Interface FH&EIERM) . W
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« BRPTEZFER IP LubELRE Client VPN %3, HR Client VPN 22 ER%E , At EEZER
DNS ZEMEMHAY IP it BARE, i, BEE CloudTrail 5E#&HE+F 2 Client VPN #E T HE
CMBRI T ET ., BEHREFRMUELN DNS BBRELEER Client VPN w2,

« f£/ AWS Client VPN R EEAENEK , BoIAXE IP BiX, HttAFiR<E P HiX,
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- WMREH Active Directory EAHZEERRE (MFA) , AIERAERBTREERA T HIER,

SCRV1:base64 encoded_string:base64_encoded_string

- MRBZEERECBAERERRR  MEEREREI VPN EiR,

« Client VPN RIFER I FimiEAR /Y IP {Z31LEE Client VPN %2549 DNS BBET AN IP AT, 849
FEER , WNREAB Client VPN 5 ZEREHFT DNS foék , RAZ S REEIATHE DNS BB ANE
BRIP fuut , BINEREMEECEARIE AWSRENAFHERE, FEBUHRARATERERRSE IP X
B  WTANR : TunnelCracko

« Client VPN JRIEER A Fimdt B EHMAEE (LAN) IP it BEXEE T HEENE IP (it EE
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BR A6 UY2EBEAEEFIMNAFK. Client VPN inBHEE RIS Client VPN in2H9 DNS 28 , UL
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BAERRBER2EEAN AWS EFNE—AEREE, HEAAREREAFAFHELKE Client VPN %
2, MBHSEERT , A FHEEIET Client VPN B2 7 VPN TEMRER, MRS EBIBL
By, BERIER , Wt AFIREY VPN TERER,

Client VPN Rt T3 EENAFix & 2 5

- Active Directory 5 5 & (AERHEAER)
- REEDERE CLEREER)
-« E—F A (SAML EBE 57 BE) UAERERER)
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/A Important

EEE Y Client VPN xS , BHBEHPMHEFIRESEFT AWS Certificate Manager , T #&
FRNERIBERAN, MERYNGEMARDISENFMAEN , B2EXESE?REPNS
BB,

Active Directory & 7 B 3%

Client VPN BB &£ IR E 8 B 85 AWS Directory Service, 3&Eif Active Directory & 7B , #%
SRIFZEBM Active Directory BrHE KRBT A Fim. AR AWS Directory Service , Client VPN B 3L
ERF AT EBMEE AWS IR BEREFHENREEATER, EVELEARENAFP RS D
EREEMNE, MRECEEFEARNFBERATESR , MBBKREREGN AWS ZEE Microsoft AD ,
R AZB % TE/EF o B 8% #2858 (AD Connector), &0 LAfE A —1{@ Active Directory {7l BR 25 5% Bt 3% & F
&, W Active Directory BEHIFHHHERR , 5828 (AWS Directory Service BEEIEFE) o

# AWS & Microsoft AD = AD Connector BMAAZ EEZREFE (MFA) B |, Client VPN XEBEZEER
B (MFA), MNRRA MFA , AF iR A ATEERE Client VPN I E R AR E BB, ZiHFM MFA

P& 5 RE
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KRB, MERRA MFA BEEEERA |, 5528 (AWS Directory Service BEEIERE) v A AWS &
Microsoft AD B ZEERZEFEMA AD Connector BUAZEERRE,

WFETE Active Directory FEREREAEMBENERENRL  F2REAENFELE.
RES5BE
BBXE S EE , Client VPN A BRERAFHNARB[<BHTE I BRE. BRABRBRERE

(CA) HBHNBNFEXN B P RH, EAFIRERERT Client VPN %26 | ARSSEHAAFIRERER
HAFIRETE RE, EXLEARNARSEEENSE  URELP—RBAHAFREINEIE,

8B A IRES B LB ZE AWS Certificate Manager (ACM) , I 7E2 37 Client VPN i BB N LA g
E, #ARFZEELEZ ACM K , BH A LUIEEREBREME CA). REERAFIREBEN CA Ff
fRESBEH CA TR , BFFEHAFIREBFE LEE ACM, WFE ACM WEFMER , F2E (AWS
Certificate Manager ACM &)

BT ARAGERRE Client VPN in RN SEAFiREMERNAFRBEN TR, EREEERER
FRENEBRBBEBENRAFREE. EEERBRT , BRI Client VPN inRE | B LLA M Fik
BREIEEMMRRERE ARN , IR FinB & 2 HREARF[BEMARN CA ATET,

(@ Note
Client VPN im B E X8 1024 LT 2048 Lt RSA £ K/D, A, AFREBESEARE £
5.1 WP ES CN B,
£ Client VPN R £ AN EFRIEIR ACM BEBWmiI, FHEANBEIRETEERNERE
IAM Identity Center , #{TE#kF , Client VPN RIE&E R ERHPBE R BB EFH A S VPN
wmE. WEBLEFRZSWREEE 24 M,

Linux/macOS

TSI FHEMA OpenVPN easy-rsa E4EFREEMNAFHBRERER  AREARIRINEH LE
Z| ACM, WEFFMEN , 552 B Easy-RSA 3 Quickstart README,

ELERARFRMNAFREERZHRI EET ACM

1. #& OpenVPN easy-rsa @ FEERIFHER W EEZF easy-rsa/easyrsa3 ER K,

$ git clone https://github.com/OpenVPN/easy-rsa.git
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$ cd easy-rsa/easyrsa3

2. WIHRLHEH PKIRE,

$ ./easyrsa init-pki

3. BREEREFHNERREEME CA , FHTLGTEKRRBRTHIT,

$ ./easyrsa build-ca nopass
4. ELEARFBENZR,

$ ./easyrsa --san=DNS:server build-server-full server nopass
5. BEXRAFRBENER,

BYXREAFRBENAFRALABER  RALERERFREFECH,

$ ./easyrsa build-client-full clientl.domain.tld nopass

BANEENHASEFTERAFRBRNESRNAF K RinEAE) EEILIR,
6. KARFBENTREAFKBINCRENIN[TENR , REEEIHFTER K,

BERBENEW 2 , FEA mkdir W TEYBIERRK, TIHMSEENETEHRPEY

EHE-¢-2'H

$ mkdir ~/custom_folder/

$ cp pki/ca.crt ~/custom_folder/

$ cp pki/issued/server.crt ~/custom_folder/

$ cp pki/private/server.key ~/custom_folder/

$ cp pki/issued/clientl.domain.tld.crt ~/custom_folder

$ cp pki/private/clientl.domain.tld.key ~/custom_folder/
$ cd ~/custom_folder/

7. BABRBEINSE  URAFREBENLE LEE ACM, EFHSEEEEERE Client
VPN inZ AR EEH |, SHE L&, THHSER AWS CLI LERE. EEXAFEA ACM
FHRAEEERR , B2 (AWS Certificate Manager A &) HHEARE,

RE G5B
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AWS Client VPN EEEER

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

$ aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

BR—EEERAFRBELEE ACM, RFARBMNAFKEERHBITHE —REHRE
A (CA) Frk1T , RIEEE I Client VPN im 3R |, B LA A [ IREF A A F i £ A [ k25 R
ARN, ELRZRF , BEAHERN CA REIEMERE. A , REATZEMY , 838
tERAFRBRNS R,

Windows

THEFE%E Easy-RSASx B , RREACRELARB[NAFRBENER.

EERARFNAFIRERE N SR EEF ACM

—

BRK EasyRSA IRAEME , FEHIHEEUEARE Windows IRAH ZIP iR,
FRGSER , ABREESE EasyRSA-3. x ERRFEIMIINLE,
#1T T 5 a5 LB R EasyRAS 3 &RJB.

C:\Program Files\EasyRSA-3.x> .\EasyRSA-Start.bat

MBILFH PKIIRER,

# ./easyrsa init-pki

EERBHMNBRERERE CA) , FRThGSEKBRRAT,
# ./easyrsa build-ca nopass
ELARBRINESE,
# ./easyrsa --san=DNS:server build-server-full server nopass

ELXRAFRBENTIR,

# ./easyrsa build-client-full clientl.domain.tld nopass

RE G5B 10


https://github.com/OpenVPN/easy-rsa/releases

AWS Client VPN EEBER
BALLEEM M ABESZSEAFRREENESBNARE KRiRFERE) ERILTS R,
8. JEi EasyRSA 3 shell,

# exit
9. HBARBEINESH/EAFKEENSBERIBITERNRK , AREEFFHITER K,

BERBENEW 2 , FEA mkdir S FEYBFIERRKR, THHMSERN C\ BRMgHE
M EFTER K,

C:\Program Files\EasyRSA-3.x> mkdir C:\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\ca.crt C:\custom folder

C:\Program Files\EasyRSA-3.x> copy pkil\issued\server.crt C:\custom_folder
C:\Program Files\EasyRSA-3.x> copy pki\private\server.key C:\custom folder
C:\Program Files\EasyRSA-3.x> copy pkilissued\clientl.domain.tld.crt C:
\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\private\clientl.domain.tld.key C:
\custom_folder

C:\Program Files\EasyRSA-3.x> cd C:\custom_folder

10. BEARBBENSE  URFAFHEEXRNLE LEE ACM, BHNEEEEERET Client
VPN InEEREEH , E LE, THESEFER AWS CLI R EEEE. BEXAMFEH
ACM £ A LEE®E , 552/ (AWS Certificate Manager fEF&EIERE) HWEAERH,

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

BEr—EFBRRAFRERE LEE ACM, NRAKRFMNAFREERHEXTHE —RBERE
18 (CA) ST , RIEER )L Client VPN unRERF | &7 LA A BR 28 A A 5 b 2 A ] BR 25 B =2
ARN, #ELRZRF , SEAERBN CA RELEMERRE. A, RKATZEMN , 282
LERFRBENIS R,

XEEDBRE 11


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html

AWS Client VPN EEEER

SIS A AR 2R B

BALEFRALEHMEACBHRANARFIEE, RIFEEBI OpenVPN S RSA HIRA |, HIBREKE
FiTE. BRESFHMEESR 526 Easy-RSA 3 # & E M MEE IR,

EXENRARSRERE

1. BATTIEP—TREE
- % RSA RA 3.1.x

- BITRBEFDD.
$ ./easyrsa renew server nopass
«  f85 RSA M7 3.2.x
a. ETBE®S.
$ ./easyrsa expire server

b. WEHMBHE.

$ ./easyrsa sign-req server server
2. BIUBRTERR , #MERERIZERNRD  RREBEEZERK,

mkdir ~/custom_folder2

cp pki/ca.crt ~/custom_folder2/

cp pki/issued/server.crt ~/custom_folder2/
cp pki/private/server.key ~/custom_folder2/
cd ~/custom_folder2/

B A B B H

3. BHEREAACM, FBLEEFIE Client VPN imEEAZAEREZF,

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

XEEDBRE 12


https://github.com/OpenVPN/easy-rsa/blob/master/doc/EasyRSA-Renew-and-Revoke.md

AWS Client VPN EEEER

B —%& A (SAML 2.0 BB 4 B 2B FE)

AWS Client VPN &t¥#t Client VPN ix % , SEFARLEEEFKEEE 2.0 (SAML 2.0) B9 & 7 5% Bl B
Go BULERASE SAML 2.0 WEDEBAIRME (dPs) RBMNEFXFHEE DR, RE , &7
LA# Client VPN inBi52 A A SAML BREBE 5o 5RE |, WAGHEE dP B BB, A%, FAEAFE
REEFXEAERLERE Client VPN 3,

HEZE SAML EAEH IdP &£/ Client VPN i ® , BLABMIT T HIES,

1. EGERER |dP PE Y SAML BEAENEEEM AWS Client VPN , SiERRENERAER.
2. BE IdP B BN EERAR AWSHIEEIR , 5528 SAML £ |dP #HREE R,

3. E IdP HEA X TEBIS FRER M , SUSENEBERA 1dP, tLEFEFMN XML X447 ARE
M E IdP 2 & AWS KEEEER.

4. 7£E2 Client VPN ixEi#EH AWS tRFFZ I IAM SAML 5 #EBIRMEE. IAM SAML & 2 #8751
HESHEA IIP EEXNPREN X RERBB IdP HAWS FEER. NFEFEES  F2H
(AM EREERE) FHENL IAM SAML 5 7RHEE, MREWRENR IdP FERAENERE , &
EEFNPRBER AL EHR IAM SAML F0RMHE,

® Note
EREERY IAM A@EAERA IAM SAML &5 8R#5,

5. B3 Client VPN i %, EEHASErRBMAS»BBER  WIEEEEIHN IAM SAML 5124
H, MEEZFHMENR , 528 EI Client VPN InEi,

6. ELAFMMEEER , YEESRACHNERE., ERERAETH AWS EHIAF K2 RFR
A WEAERFABEEZILELLEE Client VPN %%, HE , IREA Client VPN B E A B
BIAOMY , BIERENERENEEADBLUIRERERETN AWS EHHNA iR, MEFHA
B, BE2E EREBRXA O\,

BoBRBIERRE

TEERHSIBBIEREEE  EHAAEHA SAML ERHES 52 FEN Client VPN 25, BIIME
iE Client VPN i # B |, 381EE IAM SAML B 52 &,

BE—ZA (SAML 2.0 BB{& 59 EE) 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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a3

un

L+ 1]

Client VPN endpoint

v SAML identity provider in 1AM

N "
|dp LR N

www.example.com/idp-app

User name

martha.rivera ‘

vt [ |

1. ERESHEERKE LR AWS REMNAFin , IWRKEBNER Client VPN i FAER

2. Client VPN imF&1R1% IAM SAML & 5 Rt EPRHMNEFT | # 1dP URL S S REFRED A
Fio

3. AWS RN EFIREAFHRFBE LITRA—EFNBABEREQ, BBERMG P BRHBFERILBEREAR
o

4. FREBEEZAEMEBAZRAESR | B IdP Si5% B/ SAML BrAELEE A F ik,
5. AWS £ A FimES SAML B4 &%= Client VPN 2,
6. Client VPN i 2 2EFEER K I AFIIEEEFERENFI

SAML 2B S B0 RBEVFERNZE
LUTRE SAML BBE S5 BRBOERNEER,
. WEE SAML R |dP AR EFAENBRENERENRL  SSBEAENBERSE.,

BB A (SAML 2.0 BBA B 5 BE) 14
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- KHAZEE SAML EEHH SAML X,

« AWS Client VPN E £ SAML E& H /Y NotOnOrAfter " NotBefore 1 "FlI" {5
##, AudienceRestriction

- SAML EIFERZEAR/N ERA 128 KB,

« AWS Client VPN TR EZBHNEBEER.

« FAEXESAML E—FH., FAEATURE AWS RENAFRDPENERRED , E S WAL LLEE
o

- Client VPN im B {E X BE — IdP,

- £ 1dP FRAAZSEERRE (MFA) B , IXBSEERERFE (MFA).

- EREXAMSER AWS RENFAFIRERE Client VPN 8. BMUEFEARZ 1.2.0 EFHI AR
X, ME/FHMEN , FSBEEHAWS EHH A FimiET Connect,

« UTBIESRXE IdP B9 8™ : Apple Safari , Google Chrome , Microsoft Edge %1 Mozilla
Firefox.

« AWS RN AFIRSEEAERE LRE TCP E#EIE 35001 , MAft SAML EIERFEA,

- MREATERFLZEN URL BT IAM SAML S REENPRER XY , ENEEEBFERAES
SEBMEEE , IEBRRNARE., Fit , RMEZJEFEA AWS CloudTrail B4R % IAM SAML &%
RMUEEFMBENES,. MEFHENR , F2H8 (AM E£AEERE) FHEA AWS CloudTrailig# IAM
F AWS STS Ry,

- AWS Client VPN i&Ei& HTTP EFfE %4 |, # AuthN EREIEXZE IdP, Et , IdP EEXZE HTTP
EFSnRE K MECEZFER IdP WHEERXHP,

- #% SAML B | B AR NameID BHAVE FE A,

SAML # |dP fAREE IR

TRIIBEMEKLAFB IdPs AIEEEAR SAML AWS Client VPN , SUR AT 57 BY&EERE IdP &
R o

IdP BR
Okta AWS Client VPN £/ SAML BB EAE
Microsoft Azure Active Directory MEFMHEN , 552 B Microsoft X4 £

MEZRE . Azure (ERHP B #E — & A (SSO)
B AWS Fig VPN B4,

BE—ZA (SAML 2.0 BB{& 59 EE) 15


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://aws.amazon.com/blogs/networking-and-content-delivery/authenticate-aws-client-vpn-users-with-saml/
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
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IdP BIR
JumpCloud B —%& A (SSO) AWS Client VPN
AWS IAM Identity Center /A 1AM &5 H/0# 175 AWS Client VPN 4

BARARANBBRAEES

EEMFHALERRYIHE AP B3I SAML ERARER , BEA T HEFAREE AWS Client VPN IRFIFIR
EEA,

- BIHBER (ACS)URL : http://127.0.0.1:35001

« ¥R URI : urn:amazon:webservices:clientvpn

IdP #y SAML B g X AT EL —(EEME, dHIFEMT,

Wi RS

FirstName FERENEF,

LastName FRENEK,

memberOf FEREMBH —RZEEE,
(® Note

5/ Active Directory 2 SAML IdP FfE B RER A FEE member0f B, XBHTED KX
N BV AZTLERECETHRE. NEFHEA K F2E UERAERNEE N RER
Al

BBAO@EGXE

WMRER Client VPN imREUA BBIA OB | EAE T AEAE SAML EER IdP BEAERZEAAD
N

BE—ZA (SAML 2.0 BB{& 59 EE) 16


https://support.jumpcloud.com/support/s/article/Single-Sign-On-SSO-with-AWS-Client-VPN
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
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MEEH IdP X EZEBFEEHERIS (ACS) URL , 5548 T % ACS URL IS ERARER,

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

NRIEEFEE GovCloud EiZH M Client VPN w3 , 55ctA T3 ACS URL, MR EEAERER IDP
FERARRRBFEZEMN GovCloud EiF , BT LAERHIEIERE URL.

https://gov.self-service.clientvpn.amazonaws.com/api/auth/sso/saml

WMRIER |dP FXEZE ACS URL , FF#IT T IES -
1. EER 1P PEMFEIN SAML BREERER |, ¥HEE T 5 ACS URL,

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

2. EXEYX T HBS 52 P RERM.

3. 7£H Client VPN % 254 EH AWS 1R F 257 IAM SAML B9 BI1RME, MEHMEF |
CIAM ER &) FMET IAM SAML B9 H#HE,

e
W
ot

(® Note
MRTEBAFTEERENEVNZI , BEEL 7EMHE IAM SAML B9 R#E,

4. 217 Client VPN im 2 , WIEELEILH IAM SAML B 512 E,

EFRimRE
Client VPN XEMER F#SMEL : 24 HANBBELEE (EAEERY).
R R

#Y Client VPN iR , WA LLIESTE VPC IHEEEM E Client VPN IR N Z £ 88, ELE T
E%Eﬁi Client VPN in RV B@EiF , RS BEBER VPC WERZLEHE. SO UEE Client VPN
InMEBELREHE, NEESHBE , F2HR SL2HEEAIEEHR, REBAHE Client

VPN #3557 E AR RA B

BRI R AR EAEXNZ 2B EUANEAZIEBR R 2B AERNRE , 3 Client VPN £
AERUEER VPC R EAR,

EFREN 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
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FIEHA , AFFRKE Client VPN ImBE R FENRE

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,

2. HEBEBHKP , #IF Security Groups (Z£#H8).

3. EEFHZMERIEABRIMHEABNLT2EE  RE22EHE, RESARAL
4. &I Add rule (Frig#E A,
5

#H¥ Type (EE) , BIE All traffic (FRERE). HE , EAURFFIESERENRE , HlW
SSH,

&H¥} Source (RIR) , I8EEE Client VPN I 2 B {Z#85% (T8 MHEBNZ2EAE D,
6. IiB¥E Save rules (EFEHR A,

MR, BUNEATEEEAZABNR2EE | ARBERBE Client VPN T2 FENRA
HERH Client VPN £ ENFR. LFENRZ AR At EBURNEERER VPN FEEE,
MEEZSFHMER , F2B AWS Client VPN #Y =B EE 5

MERSBHEWFHRER , H2H (Amazon VPC £ HIEE) hM VPC Z2BHA,
Ll A ER RE

DB AERNEERERBERIREER, HACEERAEINEEAE , S4AREEERAIR
REEFEENERAE. BRIEENBEEE , FBRE AT Active Directory BH#HZX SAML & |dP &
He AEBRIEEFENEAE , T UUFEUEENRERE. MRETZFEMA Active Directory 3 SAML
HIME S RE K I=SLFERMAMEERENFEE | SUEERIRGFIERERFIERF
im. MBEEZFHMEN , FSH REHRAL

BRI

IET LS Client VPN i35 E "TAFIRERBEEE N, . REEXITRERBERE. EHENERE
, BITARBMERNBITEE. AFREREEEXNEE Client VPN RBBBRENERAES
2 EHAIT.

BHEA Client VPN inHBREAFREREEFEN , FEUSKE, FAEZNERELREAE AN AWS
Lambda BNE , YA ARFRIEBINEZHIREMED Client VPN BT, &R LUE Client VPN ixEHIEE
Lambda EE, EHBERE Client VPN ixZ 8 | Client VPN [REEREWUA Lambda . RERK
Lambda B SRR ERR T Al LLESRE] Client VPN s B

LRk A ERARE 18


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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® Note
BaiE—XENAFmEREEERNEER Lambda EH.

ERNEZEEER
THRAFHEREEE NN ERAZRESE .

 Lambda BB B /A AL AWSClientVPN- BI#XBASE,

- XEASHEM Lambda HE,

» Lambda BE{ XA EE Client VPN i% B AMEE AWS EiF B AWS tRFEE.

- Lambda BNE&E 30 WERE., HWERLIEE,

- BUESHXFW Lambda B, ERJFHZENEAES &, TARERBEIFEWY,

« MRESFELRFI Lambda BH , 1B Client VPN R AR EHBIEESTARIAYEFE , Al Client VPN
R EHEELERER, Fla0 , MR Lambda BRNEHFE, REFTEBHARFAHNER , HEK
BNEEERXTER , SeRESEBE.

« BEBEAH Lambda RBREMBILT , EHEEFEREERBNBER T ERE.

o MRIBEFH Lambda HE , AW Client VPN ImBEBFRTEZINFE, BUUKRILLRENER A
BIETHAFREBIMIER, MEFMHEF , F2E RILAFPRER,

- MRAFRKMER AWS ZUEHN A FiRESZE Client VPN %2 |, BI£4ZE %A Windows £/ 1.2.6 SLE#H
FRA | T macOS BIAEMA 1.2.4 LEFMMA., MEFMENR , FSBEEH AWS =BHH A FimE
#Ro

Lambda & EH

Lambda BRBEREEBME. E£AEBUEMERBMHRARE Client VPN RBHI A, AR , HEHK
AFFEIERERRREERD Client VPN RS,

AR BRI

Lambda ES & 22 T SIHE{LAY JSON blob 1R A A

"connection-id": <connection ID>,
"endpoint-id": <client VPN endpoint ID>,

ERNEESH 19


https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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"common-name": <cert-common-name>,

"username": <user identifier>,

"platform": <0S platform>,

"platform-version": <0S version>,

"public-ip": <public IP address>,
"client-openvpn-version": <client OpenVPN version>,
"aws-client-version": <AWS client version>,
"groups": <group identifier>,

"schema-version": "v3"

« connection-id - E#E % Client VPN imE M A Fi% 1D,
 endpoint-id - Client VPN %289 1D,
« common-name - £ EXBFF. ELRAXERIVNAFIREET K BRAABRERNEE,

« username — fEAEB A (WREH), &4 Active Directory B9 5 F | Eaﬁ}fﬁ%%ﬁo 2o
SAML BEE B9 HFT , EE NamelD, EEXEH 7 HRE , KB AZT

« platform- AFREERKEE

« platform-version - fEERFKENIRAR, EFRFIHERE Client VPN in% , BAFWIERESIT
Windows F &8 |, Client VPN RIE €7 OpenVPN A FisfBREFR HIR - -push-peer-info oK
R4t —@E.

* public-ip- EERELEENLE IP Hbiit,

« client-openvpn-version - AFixEZEEAK OpenVPN kR,

« aws-client-version— B AWS FighRA

« groups — FERBM (WEREA). &4 Active Directory &0 B , E#& = Active Directory Ef#H Y
BE, BERASAML ZBIES 5 7RE  ERSoRMEE (IdP) BHENBEE., BEXEHIEE , I#
UAZEH.

« schema-version - &#BERRA, FERES v3,

Bl FE S 1B R

Lambda B4 B EE T 51,

"allow": boolean,

"error-msg-on-denied-connection": ,
"posture-compliance-statuses": [],

Lambda 20
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"schema-version": "v3"

« allow - &E, HMME (true | false) , FHHAHFRIEETELR.

« error-msg-on-denied-connection- 4%, MR Lambda HEIERER , BRI IO A Fini
HMSRNIEERA , RETHIB 255 BF T, ME Lambda BB THIRBRERE (Hlm , RAHR
f) , AT SERASEEEAFK,

Error establishing connection. Please contact your administrator.

« posture-compliance-statuses - #E, MREFEH Lambda BHEFTEAREE |
WA RERBRENMRETE, BUURBREENMRETLENERMREZR , HlW
compliant, quarantined, unknown %, SEEBNRELRA 255 BF . BRZAUE
E 10 FEREE,

« schema-version- #E, EBHARA, FERES v3.

B\ AMEEEEFHZE Client VPN i 2 {#E FHHERBH Lambda BE.

WFERE T Lambda HEBHFMAET , 5528 (AWS Lambda BIEAEERE)Y B/ AWS Lambda A
.

£ A FinE iR B E Gk RE

BRMERAAFREREEEAES Client VPN mENRANKEEEBARAAR , FHMEERKEN
RESHE, BER Lambda HBMARERBRERENEF , 5B Client VPN inRERARXE 5 7 5
Fo BALAEERE Client VPN iIn MM EERFix (RKE) BUM-—HWAFRBIENEE|®, Lambda
HEAEARAFIRBRENE—BAEM (1€ Client VPN BRIEL) RABIKE , IRENKEETEHR

FRENERESHRRE, EUUEXESTRERERAERS S REESER,

¥ , BAILME Lambda BB #ATE AR AREFE, Hlan | BATLLFTAE Client VPN BRI EER
Lambda BKEH platform M platform-version #{i,

(® Note
B REARE TR E R A A R A& E 1T HRE AWS Client VPN FERRRR A | BEEEEHE R aws-
client-version® B EEAR AWS Client VPN FERRER , BT RERE LHVIRE
BEIEA,

B P RS EE SR TR 21


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
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A A FimEREETEN

EEMARFPREREEER , FEILREH Client VPN w2 , AIEE Lambda BEHY Amazon
Resource Name (ARN), MEESFHMEN , FSBE L Client VPN in g, RfEck Client VPN i
2

BHEEAE

AWS Client VPN B B £ &8 AWSServiceRoleForClientVPNConnectionstR E P 2 R EE B E,
HRZ Client VPN imZhiF | AR EEMI Lambda KBTI, NEEZFHMEN , 552 £ Client
VPN AR ELE AR,

ESERRERY

ST LARAR Client VPN in BERMERBEMRE, NFESHPEN , F2H0 8 AFRER,

EAAFImEREREF X ARER , &t A UIEER B SFREERE Client VPN i ¥ 2 & B
RERMRE, MFESHMES , F2H ERBFLE.

MREEBEFRELAK , AIELZFBFEPH connection-attempt-failure-reason HUEERET
NABRENEPZ—

« client-connect-failed - By EFRH Lambda B E,

« client-connect-handler-timed-out - Lambda B & 2® &K

« client-connect-handler-other-execution-error — Lambda & &4 RFAHMEEER,
« client-connect-handler-throttled - ZiBFAEH Lambda EE,

« client-connect-handler-invalid-response — {EE WG EH Lambda BIE,

« client-connect-handler-service-error — ERELR IR RIS s 2 4§55,

AWS Client VPN um 25 £ H 5 El &

RIRFER , B18H Client VPN in R , REAFRNAAREHEER Client VPN BiEigH, EE
XA Client VPN in % L 2 E@ER , IS Client VPN Im FiE% H 5& E B R I#EIX BER E Client
VPN in B R E, ETRARIABGHEEBZRE Client VPN in M H R ZBEHMMFNRE , F AER
Client VPN BEHH.

MRFTHFEFREFERAENREREEBR Client VPN IR H |, B L EH 2 EIEE Client VPN im 2,

RARFREREEER 22
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AR €86I1E Client VPN iz B ERAUA 7T 2 EI@E, RBEL VPC (172.31.0.0/16) BEZEMREF AT
B Client VPN BiEiH. BEEARBSHBERNRE , TEEIB Client VPN BEKH,

On-premises network

=
Client VPN E @

endpoint tunnel

&

wak-—[SESEL: R RS

Client VPN in B EH 2 2@ EE THEY :

« BAILIRZEANA AWS BWFREEEE VPN BiE | UEECREAFHNRERE.
o EWALUBA KRB AWS HWELRE |, & MR {EERHER KA

RHELAEE

- MEBASZEEESR , AIFEEL VPN E#EEF | Client VPN in B AXRPHAMERBEHSHIEEH
FimEhE. MIRETERTERITA , tFH2LIER 0.0.0.0/0 ZERAFREHE , BUEIB VPN
RHEEEAFERE,

(® Note
FEAPZBEERR K BETEHIEEE Client VPN B BRAKXN 0.0.0.0/0 BH.

- BAZEEEENE , # Client VPN 35358 B R EMME MBS EHERMNA A FmER,

R A 7 BlF&E
BAMEFRQRFEN Client VPN B ERAS BIEE. NHEFEET  HSHTHIEE -

W

o 737 Client VPN # %,
« {&K Client VPN i 24

2 EIRRE R B R 23
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B #R B 3550 8%

HAR B 55082 — I8 AWS Client VPN By ZheE , T EZHAER Client VPN i Eh8YELR B &5,

ERAFESEKRAREE, SEERARREHISERSHNEBES  BAF R (REERE)
iR, ERERZPE Client VPN IRFEAERRE, SR SUMERLLEFRNITER. 247 Client VPN %
HHOERATR  EFERBE,

B LATE R it AWS Client VPN Bt B EFER B, ERBFSRMETIREPH
CloudWatch Logs B i&E4H.

® Note
TEEHABNEEREES,

E#R B IH B

EiRBFEE 2R 5/8/EHEMN JSON 8= Blob, LT RELRBFEE A,

"connection-log-type": "connection-attempt",
"connection-attempt-status": "successful",
"connection-reset-status": "NA",
"connection-attempt-failure-reason": "NA",
"connection-id": "cvpn-connection-abcl23abcl23abcl2",
"client-vpn-endpoint-id": "cvpn-endpoint-aaalllbbb222ccc33",
"transport-protocol": "udp",

"connection-start-time": "2020-03-26 20:37:15",
"connection-last-update-time": "2020-03-26 20:37:15",
"client-ip": "10.0.1.2",

"common-name": "clientl",

"device-type": "mac",

"device-ip": "98.247.202.82",

"port": "50096",

"ingress-bytes": "0",
"egress-bytes": "Q",
"ingress-packets": "0",
"egress-packets": "0Q",
"connection-end-time": "NA",
"username": "joe"

B A SR 24
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}

ERAFEESETIEE
« connection-log-type : ERBFEEE B (connection-attempt I connection-
reset),

« connection-attempt-status : E#RFERMAMEE (successful, failed, waiting-for-
assertion , = NA),

« connection-reset-status : BREESBHMAEE (NA = assertion-received),
« connection-attempt-failure-reason : EfLXBWER (BEH).

« connection-id : &K ID,

« client-vpn-endpoint-id : B E4EH Client VPN %% 1D,
 transport-protocol : ARERNEWERABE.

« connection-start-time : EFEHBIHERE,

« connection-last-update-time : B LXEMEFE, WEZHFTSEHREN.
« client-ip : # Client VPN i 59 F 5% IPv4 CIDR EEE B A S 1P #hit,

- common-name : ARNBRERFIBENBREAER,

« device-type : ARBRRERAEERNEEER,

- device-ip : £EEWALE IP ik,

« port : ERHERERE,

- ingress-bytes : ERWEWA (EA) L THE, LEEAFZTFEEHEN.

« egress-bytes : ERENE L (EW) L TtHEY. HWEEZBFHTSEREN.

- ingress-packets : BN @A (BA) H38, WEEAFTFESEHEH.

- egress-packets : EFEN@AE (B #8288, LEERFHTEEHEN.

« connection-end-time : ERMNERERE, FERDEETH , NEREFAKXK , AILESR NA,
« posture-compliance-statuses : fl FimiER R E S EEMNRESTME ERA).
« username — FHERERR (AD = SAML) ARIREE K SLEEAEEH,

« connection-duration-seconds — HERE AW BEN), TR "EZEFEREB. N EES
REE. 2EREE,

m
%

WMFERAEMREC S BN FEES | F2REMAERBF

B
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Client VPN IERZ &

EREI Client VPN I3y |, SBZEREFTEIZEMNIIT VPN EEHE LR, ZEZZEEHIXEN
BFEIREE , LURIEM Client VPN i B 2R EEREBEANER (WMREE),

THREZEEFE Client VPN iH 3 E AT ER W IT VPN EREE LR,
FAFim CIDR B X/

BRI Client VPN ix 20 | A EIEERFix CIDR EE |, ZEER NN /12 § /22 BRES 2™
# IPv4 CIDR [E#2, =EEE Client VPN inZh#9 VPN EEE SR A F ik CIDR £EERME—/H IP
ik, FFi% CIDR EEF# —EB2 bk th A8 Client VPN i ZH AT AR | B & LIS
e FPim, #I Client VPN inB# , BE L8 F A Fis CIDR £E,

—mE , BMEREIEEAFI CIDR B , EHh @S &5 27 Client VPN s EXEM IP i
i (AR IEITELR) RIS,

BAR TR 2

B8 TR EE Client VPN in 22 T EARG RS | A LAZEEHAER I VPN TERERZE Client VPN ik
2, UL ZE TR EE Client VPN In BV BAEE , LUV ST AMY , YRABABENANERBE,

LT 2EMR Client VPN in 3 FHREBBEBBEC S ENIIT VPN BEEHE,

¥ H8 B% EA B XENERBE
1 7,000

2 36,500

3 66,500

4 96,500

5 126,000

BT R B MEE T A REN S F KB —1E Client VPN in ¥ 2V EBH, Rt , FHREREABAH
BHHEURN AWS BT AR TR ESHE,
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Bltn | IR EFEE X 8,000 1@ VPN E#E Client VPN %2 |, 5515 E /18 WK/ A Fif CIDR & E
KN (16,384 {8 1P hiit) , WigZE D 2 {8 F#EEEE Client VPN i B2 37 BE

WMRIETHE Client VPN IR FR TR VPN ERHE | BEEETE /16 CIDR BN A/NREKEH
B,

WFEEMAFis CIDR SEE M B RV RAMRFINEFHRET , F20 RAUMNKEME AWS Client
VPN,

0% Client VPN in BB EERIFEMME R , 7528 AWS Client VPN E 4,
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AWS Client VPN HY 22 {51 K0 & {51

REFER L EI IR REE A A FimZ M MERGE Client VPN FH,

B #%

« £/ AWS Client VPN #£H VPC

- {#/ AWS Client VPN 2EU% VPC

« /A AWS Client VPN f2EU A ZRER B 4B 3%

- £/ AWS A Fi% VPC FEUBBR R

» fEF AWS Client VPN lient-to-client 58 C
« /A AWS Client VPN PR i1z BUS B9 48 3%

£ AWS Client VPN 72EX VPC

HRONEEISE-—BR VPC, MREFEZAFHAFINE— VPC ANER , RMEZRLA LA

1=}
R,

D \\ E Subnet

- Client VPM
D }"/ Czlal: ; ;:ET network interface
—=

BRI Bl , AT T EE

- BUSHBEHNELEE @ TN VPC, #BIE Client VPN Im MBI VPC I Fi3% , BEET
H IPv4 CIDR #E.,

« B8 VPCCIDR AEEMAF iR IP it BEER CIDR €E,

FEL VPC 28
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« R BRAIMFEME AWS Client VPN #B8 Client VPN i 289 5% Bl R &l

EELiERE

1. 78 VPC tHEIMWEHHEL Client VPN B, BEEHITU/EE | 5FHTE L Client VPN i
2. PRTRHITER,

2. #SFHEEREE Client VPN in B2 T EAES, & EHTILESE | FHITETL HEZERIKE Client VPN in %5
HEB P FPRAN SR , REBELEEFZRBIN FHEEMN VPC,

3. MERERANFRAFIREN VPC, EEHTIHIEXE , FRTARERBFIEZE Client VPN In 23
FTRRY P ER ; WHR B W biERE , 8 A VPC B IPv4 CIDR #E,

4. BRAFEEERNZLEAE  UAFKRELSB 2 FEAZFARBERNZSHBEEANRE, W

FEZHEEN , F2R 225,

5/ AWS Client VPN ZEU¥ % VPC

WRHIWBEIIEERM VPC (VPC B) HEMWEIZE VPC (VPCA), MRBEEZAFIRENEE
VPC MEME S VPC & (Hlin VPC B) WER , RIFBZBEE A LLAERE,

(® Note

KA Client VPN InH ERER D EIBERNE , FEBRF TREEF VPC FEENERF.
ExBEERAT , MERSAFFHSE VPC FRE,

Region

Subnet

—B| "

ng'n

Client VPN Client VPN VPC peering
endpoint network interface connection

FHHE VPC 29
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BRI Bl , FBRITUATEE

- BYHBHEDER—EFHEER VPC, #HIEE Client VPN inREAHRY VPC Y F#88% , WEET
H IPv4 CIDR &,

 # 5|8 VPC CIDR TEEM A Firw P iuhEER CIDR #E.
- R BRBIFFEME AWS Client VPN #2B8 Client VPN i &89 #57 BI K BR &l

BELERE

1. 7 VPC 2B VPC #EE#R, BfE (Amazon VPC $EERIER) PHEVMES VPC %
FERNIER, 58 VPC A PHEITER o LAER B FIERE VPC B RVHTEERER.

2. 7ESIEME VPC MR EHFRY Client VPN 1%, #EE&S , 2 VPC A, H#T 27 Client
VPN 5%, SRS,

3. MEMBRBIN FHEREEEILMN Client VPN SmEE B, HEMTUAEE , FHT BIEE
#AEEEL Client VPN i BV EARE FATRMSER |, IBEL VPC M F#83%. KR , BME8 VPCH
FEER LR F4HEE Client VPN im B 7 BB, SR LAEA the section called ‘L £ EHERZEIB
B PATIR SRR E T 2 B,

4. FERERVZAFIKTFIMER VPC, EEMTIESR  FRITHEREBFIFIEE Client VPN in
HHPFRNS R, EERANBNERD WA VPC B IPv4 CIDR £E,

5. WMEEHERESIEEHSE VPC, EEXRF , ER VPC B, MEHITIIRME , FHIT EUIRE
B PATANS R, £ BRAEMN b, MAHE VPC WY IPv4 CIDR €E, £ B VPC F#I%
ID , #ELER Client VPN % BhER Bt Y T HBE o

6. WMERESRNBAFIRFIHHSE VPC, FEEMTIAESR  SRTRERFIFIEE Client VPN in
HPFRNL R, £ BRI F, @MAHE VPC B IPv4 CIDR &E.

7. EVPCAMVPCB HALHNBTERBIERAZTZSEE  LAKRELSE 3 FEMA Client
VPN IR E M LR BERE, WEFAESF , F20 228 H,

5/ AWS Client VPN ZELA B 2485

HRONEER TS FNREHEER. NIREFEZAFKAFRRSHEMRANER , RMAES
£ A AR 8

FERAEDERE AR 30


https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html
https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html
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On-premises network

I
[<b

@ =

)

L

/ . Site-to-Site
Client VPN e VPN connection

endpoint network interface

FRIG Bl , BT AT EIME -

s BURRBAELEE —EFHBEN VPC, HBIE Client VPN inBHEAERAY VPC IV F#8EE , KT

H IPv4 CIDR €&,

. HRBIE VPC CIDR FEEMAFH IP #iuEEH CIDR #E,
. A BAIFBEME AWS Client VPN HBJ Client VPN i 256913 BI A1 BR %1

BEFutianE
1. JiFF VPC & A CHIRERERE MR < MEB AWS Site-to-Site VPN EIZETEH . HEHTILLE

& , BBF1T AWS Site-to-Site VPN A & EmR T AFIFIRINS B,

(® Note

& , BALAER VPC BRI B ML < B AWS Direct Connect EAR R EBEILL 261,
WEHMMEER , 528 (AWS Direct Connect A &) .

BB ST E—ESBBEIM AWS Site-to-Site VPN E#E, EE#HITIHEE @ FHIT AWS Site-to-
Site VPN £ & Em A HI5 Site-to-Site VPN EZFHRN S B, MR VPN EZENEEFSTER
BRERET —ESER,

#£52 VPC AEM EHF R Client VPN 8, EES{THIALE | HHITEIT Client VPN i
25, PRI,

ST AR TABEE EE Client VPN MBS T BIN, BESTIIEYE | BT B EEE
Client VPN i Z5#0 BB chAFR Y 588 | R#IEER VPC MBI,

FRAEBE RS 5


https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
https://docs.aws.amazon.com/vpn/latest/s2svpn/HowToTestEndToEnd_Linux.html

AWS Client VPN EEEER

5. FiEE AL AFFEE AWS Site-to-Site VPN 2, EEHITIEE , FHTE LB HPAIR
WS WAKRMBE ML | 8 A AWS Site-to-Site VPN E#Z#) IPv4 CIDR B , YA B VPC
F#AE ID |, iBIZE Client VPN % 2540 BB AV T 4855

6. ¥IEZERBZEAFiHEE AWS Site-to-Site VPN iE#, EEHTIEE | FHTEEERY
8 Z Client VPN in B FTAN SR . R B A , 8 A AWS Site-to-Site VPN iE#2 IPv4
CIDR #[E,

HH AWS AFi% VPC ZEUBBR 43

IERANERESE - BR VPC NFEURKRRARK, NREFEZAFKRFIE—BE VPC ANER
MAFFFERRERE  BHEZREEMLLERE,

MRBETTM AWS Client VPN AFIH2RE | BB S EELESN,

Region

Subnet

E@ = D

/,//l Client VPN Client VPN Internet

endpoint network interface  Qateway

L

[

)

FRIG Bl , FBRITUATEIE -

- BUSHEAELEE B FREHN VPC, HBIEE Client VPN in B BIBIAY VPC Y F#8E% , YT
H IPv4 CIDR #E.,

« Al VPC CIDR AEEMAF K IP it BER CIDR €E,
« R BAFZEME AWS Client VPN #:B8 Client VPN % 258938 BIFN PR 41,

BEFILERE

1. WBELSAR Client VPN it BN 2L HEAFELABRBENELRE, EE
FFHTTP M HTTPS REH#E H 0.0.0.0/0 WEHRER A,

SHM , AR

f"|||

T BN PR AR 32



AWS Client VPN EEEER

2.

BUMRBRKREE , YT ERSEN VPC, MFFMEN , 52E (Amazon VPC R & &
) PREYNERBRBREE,

BB EEN BRI R ERAR , LR EN 7@K, £ VPC X124 |, iBZ Subnets (¥
%) , EENVEH Client VPN i 2 AHBIH A F#BEE |, 1#1F Route Table (B§H k) , ARBEFKH
3 D, EFE Actions (B)E) , i##F Edit routes (AR¥EEEH) , ARIERE Add route (FTIBEH), BHR
Destination (B ##t) , #iA 0.0.0.0/0 , B Target (B1E) , #E L —ESBH BB RE
&,

82 VPC MHEM EFHHE I Client VPN xS, &HEHITIAAESR | FHITEL Client VPN iR
2. PRTRHZER,

#E 188 R PRI AV F 4R ER Client VPN in B2 BABE, BHEITUER |, FHITEL B SRR E
Client VPN i 2 89 BE B FRFTIR R P BR | AREREE VPC 3.

FIERERNFRAFIRERN VPC, EEHTIEZE | BT RERBFIEZE Client VPN Im 2
TR ER WA ERAN B i@ , A VPC 9 IPv4 CIDR #E,
FERAUAROMERARNRE, EEHTIEEX  FATEYRHRADAMEANSER ; 1Y
REHENH WA 0.0.0.0/0 , R B VPC F#85% ID , #2128 Client VPN HEHHHN 748
o

FERERZERFREEMEERAN. EEHTIEE  FATEEZEBRBFIEZE Client VPN ik
FFTAMNSER  HRBMNBAEE , WA 0.0.0.0/0,

BE VPC PERNRSHEEE AR E Client VPN B BN R BEFINRE, E0=
BH A FigEE VPC R ER,

£ AWS Client VPN lient-to-client 5 C

I RPINREAMZAFinFHNE— VPC , Y EAFRKILEHEXRE, WRERFHMEE Client VPN
IR PRt FERILET , EREEARRE. ERFWERE Client VPN inRE | BRI LUERA
€M Fim CIDR $EE#5ikia A F ik HE— P it @A,

C lient-to-client 5 PR 33


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Attach_Gateway

AWS Client VPN EEREE

i Client VPN
Client VPN _
/ flent VPl network interface

R al , BT TEE :

- BUYRBRELEE — @ TN VPC, BB Client VPN imZiEABIRY VPC I 785K , XET
H IPv4 CIDR &H.,

- WA VPCCIDRAEENWAF % IP it BER CIDR £E,

o A RAIFFEME AWS Client VPN # 7 Client VPN % 2589 35 B K1 PR &,

(® Note
FEHRIPFXZEFER Active Directory B SAML £ |dP BHE AR IRER A,

BEELiARE
1. 7EE VPC #HEIMWEE L Client VPN in %, &EHITIHESE | BHITEL Client VPN i
2. PRTRHITER,

2. EBEEPEBIM FMRRE Client VPN in BV BEEE, HEHTIER  FHTELE FERKE
Client VPN UmZh 89 BB R AT Ry HBR |, SREZEIZEL VPC M -F#8E% .

3. ERHAXDHERAZTEEHMAK, EEHTHERE  BYTELREEHPFIRNSE, ERHE
FEWMT @A R Fi% CIDR &8 , ¥ £ B VPC F#% ID #18E local,

4. FEZERNFAFIKER VPC, BEEHTIIERE , FRTHERERBFHIEE Client VPN in 2
FIREE R, EEMANBEWHERES | @A VPC # IPv4 CIDR £ E,

C lient-to-client 35 REI4ER 34
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5. MERERL , UEAFRFINAFK CIDR 8, HEEATIESRE , FHTEERERAUNES
Client VPN i B PR R P BR . EERUAAY B Wik + | 8 AR SRy CIDR €E.

5/ AWS Client VPN R $|ZEUE 0 48 5%

&R LARRTEE Client VPN in % , BR&I%E VPC R EERNFE. SHHERAERES S BE A Ld
A BARARTFEL Client VPN im B CEF & B4R | A& FEXR B — 3B 0 RO MBEK o

£ Z £ BB BR 7 HL

BB BHIERBRSEZEAZTHERRER cZ S8 (Client VPN Z£ 8 WEZLEHHERL |
RIZEIEE VPC RS EE RN EZEUE, HLABRERBEFE A AWS Client VPN 1B VPC PRI R
Bl, BRTYZRFIDBRENRERR  ESERAIERE,

EERESEERNEIE  BRENESTERNSTEBMBEBRNZSEE. A% BIAAKHXRE
Client VPN Z2 B HNREMNR A,

ETEYP , Z£8H A EClient VPN K28 , K28/ B B EC2 H1TEBMEEE LK MLXE8HEC

BIEE EC2 #TIRBEIRREE. EESRAIFNMEEZ2BEBR, AMKRARTSHE ANEEER , BIAS
WA AFEEE R 2B B BB ST AR, BB E C RERIAHKRALREEE A NEIUER |
BAFIRELEIEZ A C EBNSTEE.

Region

Subnet

Security group B

Security group A ____H_,,ré

— -
@ ]
///' ey Client VPN Security group C

endpoint network interface

L

[]

)

PR 77 B AR Y B 35
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IR Bl , FFEME Client VPN T2 FHEREHE VPC N HMERHEN,. MREHERBHRSE
Client VPN Z2FEMARA , Lt e REFEEEBEHRERNFIE, EBBREREN , 7
2 45 B 3 LR EL Client VPN im B E AN L 28,

BYZEBHERR

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEHIKT , B Security Groups (Z£E4#H).

3. EBEEEITERHTERMEEBNZ2EE.

4. iBE Actions (B14E), Editinbound rules ({REEE AR A,

5. #1F Add rule (FTER A , REHITTHEME

- T£ Type (BH) # , B Al traffic (FTERE) IBEAFNBERERE,
- 7£ Source (3RJR) # , i##F Custom (BF]) , A& ARIEE Client VPN ZL2EEH ID,
6. IiEIZE Save rules (REFEHRA)

EZEBREBEERNEIE K BREEFTERCHATEEMEEBNZHE#E, WRBAAAFRE
Client VPN Z£HHANRE , FREEMBR,

T

3

BRERSFHERD

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEHIKT , B Security Groups (Z£E#H).

3. i##Z Inbound Rules (B A Al),
4

BEFAIEE, MRAHEAM Source (BRIR)= Client VPN Z£E#H , F5iRZ Edit Rules (B3
Al , R ZEHR AW Delete (MBR) (x BR). ##8 Save rules (REEFEHR ),

MR IRAE A & B HH PR & 7 B
MRER Client VPN Im BB EAEAEZEN S /BRI , FUURESEEAEFEHERESERIH
FEE, EEFTHEE , FRT TSR,
1. 7 AWS Directory Service &M IdP HEREFAENEH, NMEFEFMHEF , FSETIEE !
« Active Directory & 9 B &%
- SAML #BE S BEBENERNES

RIBEE R E B ARSI 36


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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2. REW Client VPN InF2 M RER R , UAHEENHEFIEHNNE 2B, NEESFHEE
7, FEE RESRR,

WRIEH Client VPN iInRRESEITRES S BE  AIREARECRAERE, ELEURERAUK
BUREFIRREMEERE, fERRECAEHEFIENABRNEBELRS , BUUNELZE
Client VPN im&h, fltl , R FEGERNESECRAERE , BT THEE

1. REREREREEY —HARFTVAFHERENER, NEESFMEN  F2R XE55RH.

2. B Client VPN im %, MEFEZFFMENR , 5828 E37 Client VPN im ¥, o
3. BURERL  RESHNM, MW FERE, fln  BRARKEEESFIFERAM Client VPN i%

o, UL BURES IRREREREBRNEFEIE, IEEZHMEN B2 SZERAHESE
Client VPN i 2,

RIBEE R E B ARSI 37
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AWS Client VPN AF1

HEAHER | BHRGEI T TIHERM Client VPN imE:

- RERBEAPIRHEE— VPC NFEUE,
- RHEFE AP iR T EUER R
- FAXESDRE,

UTERETRELTHAZHER , VPC M Client VPN i HaV &,

T

},/’/’ Client VPN

endpaoint

Client VPN Internet
network interface  gateway

R

BERLT

SR EEARSTNAFHRBEREHR
FER 2 . B Client VPN i3

SR 3 BN BHEMHKEE

SER 4 : ¥ VPC HMRERE

SER 5 REUHARERNFIER
SEB6: BEZLEHEER

$EB 7. TH Client VPN imBHEER
SR 8 . E#RE Client VPN ix 2

&b

38
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AR

FRIEAKBERECH , FRESES

« f£/ Client VPN B0y R EZF T,
- $BHEEA AWS Certificate Manager BIEF o

- EAEL—EFHEBEN—EERAERFER VPC, HEFiEMMEEBA RSB RLAETBIERER
FERY B o

SR BEEARSFSNAFRBER SR

HHEREFEARESTBE. BBRXES 5 RFE , Client VPN FEHEEEMAFiwmA Client VPN %2
ZEPITEDERE, EHERYARSERINEE  UREL—EAAFREENLSE., ELEERKAR
2 BFEE A AWS Certificate Manager (ACM) , S FE&RZE I Client VPN in M EE. BEFIREEE
A ACM ZiZEMHM,

MBHBEREFEAALARNER , BT OpenVPN easy-rsa ERREFEIIELEE. BRAFEH
OpenVPN easy-rsa EFEFELARSNAFRERRER SR , AR TMEAN ACM RIS R
BZEATEEDRE.

® Note

AR RE X EMESEAERN AWS EE AR AWS Certificate Manager (ACM) , #&#§7E
LtE 37 Client VPN i o

HER 2 : 3 Client VPN iR B,

Client VPN i B 225 7T BAMEE Client VPN TEREBEMEY RBRENER. ER2MAERAFE VPN
T YEREERAVAR IE B,

# 3] Client VPN 5%

1. HIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEBEBKF , #EZF Client VPN Endpoints (Client VPN % 2) , A& ### Create Client VPN
Endpoint (237 Client VPN %% 3).

3. (#A) 121 Client VPN In B S BEB MR B,

DRRM 39


https://github.com/OpenVPN/easy-rsa
https://console.aws.amazon.com/vpc/
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4.

%A Client IPv4 CIDR (F B IPv4 CIDR) , L CIDR fE52EI5E IP it €58 | LUEhIERA S
i 1P i,

(@ Note

bt SEE 115 EE B AR MR iyt EE . VPC th it EE NAEAAFEE Client VPN i 25 BI B A9 3%
HER, AP mibit BEKEED AL /22 EF KR /12 CIDR B KX/, B Client VPN
mER , SEREEBERAF iR EE,

HRAMREEE ARN | BREEDS R 1 PEENARIRERE

£ Authentication options (& 7 58 F&#1H) T , i#1E Use mutual authentication (EA XX E & 7 58
), REE M Client certificate ARN (A FIm/E& ARN) , ERZEEFAARAFHEENEE
ARN,

MRFERSEFMAF IR EERHE —RBERERE (CA) T , AIETEERFinMNARSER
FWENTE ARN, EEERRT , BARBZEBHENEAZFREEFOTARETS 2R
o

REHMTEIRERTE , A%IRIZ Create Client VPN endpoint (23 Client VPN %),

B2 Client VPN %2 | HiR& B pending-associate, REEZEE L —E B EB R BB
% , AFmA B VPN E#,

M Client VPN MBS ERREFMAER , S0 23 Client VPN 2, o

HER 3 B B E R

HRZRAFIREN VPN TR , B4EAK B REKE Client VPN i REBI, BRMEER VPC 1Y
TR

B BERAKEE Client VPN i 2519 B3 B

1.
2.
3.

4.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEE®KD | B2 Client VPN Endpoints (Client VPN 1% 2).

BERRE AT TRPAEILR Client VPN in S , ARIERE Target network associations (B 543
HEEFEH). Associate target network (B3E# B Z#81R).

R VPC | EEFHEIRFIER VPC,

SR 3 BY B RN 40


https://console.aws.amazon.com/vpc/
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5.

~

¥ Choose a subnet to associate ((ZEEZ R FHBE) , BEERM Client VPN in HEIBHHY 18
B o

i#1Z Associate target network (B3HH# B Z2H8E%).

MRBRERAUAF , —EFREREABREARAFREFN VPC WEERERE. S ABEBME M TE
B, LE—ETAESBRESERRERS TR,

BI85 — B F#8E R Client VPN Wn B2 M EAHREY , S RETHIHER -

« Client VPN i3 RESE T A available, AFWIRERAEYT VPN EE , BELZIHIGRER

Blz8l , #EFE VPC HEAEIR,

« VPC WA HE B EHIEE Client VPN imEEE AR,
« Client VPN i ESEHBER VPC NWFERZ L &H,

HER 4 #i8 VPC WiR#ER A

BEREFMIRFHEVPC , Client VPN RIREI XAV BB R P HEERER VPC WERHAMRER R, BHE
REL—EXRTFEDHE. EXAHEREP , RMALESEFIERTREERSE,

HEME VPC WERERA

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBEE®KT | BE Client VPN Endpoints (Client VPN 3% 2h).

ENEFERER AR Client VPN imBE, 1##F Authorization rules (IR#EMR ) , AREIEE Add
authorization rule (FTi8Z#H Al),

¥ Destination network to enable access (BRI FEVERM B (Vi 8E%) , BB ALE AKFFER
2B CIDR, filan , ZEAFFFEEE VPC , F51EE VPC B IPv4 CIDR E#,

EREFRERY  BEAFMEEAEFRER.
(ZH) ¥R Description (#R) , WM ARERBNEFEER,
212 Add authorization rule (FTi8 & Al),

SR 4 #i8 VPC HIRER A 41


https://console.aws.amazon.com/vpc/
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SR 5 RAHRERRRNFEUER

SRR E VPC MER HAMEERAYFEL , Bl AWS B, ¥BE VPC, REEHERRNBERE
Bo WREEENWMEL , BLEE Client VPN inFhR S B R P BIZMERAVIRA |, YERESFN
BERR T P imayRER A,

EAHESD  BAFLERTAEEAEHERERN VPC WEFEUER. LEHREYH VPC WFEUE
R, Rttt S ERR AR 7 EUE PR AR .

REHBBRAROER

1. ¥E https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ &,
2. HEEBEEHKF | B Client VPN Endpoints (Client VPN % 2),

3. ENMZBALRHEBEIM Client VPN inE, ##F Route Table (B§HK) , A& 1EHE Create Route (&
MEEH).

4. ¥ Route destination (BEH B #Iit) , 81X 0.0.0.0/0, ¥ Subnet ID for target network
association (B 2 BN 745K ID) , EERBRERLIBN FHAEKHN ID,

5. iZ#Z Create Route (B3I} H).
6. 1#EiF Authorization rules (R Al) , A& 1EIE Add authorization rule (FTERZER Al),

7. ¥ Destination network to enable access (ZR{ A ZEVEFRHY B K1 48E8) , @A
0.0.0.0/0 , SR#%IEIZ Allow access to all users (L FFFIEFERAEFZE).

8. 1Z{E Add authorization rule (FTi8Z#E Al),

SHR6: REREEEEX

EARYEFR  EFB 2 FEI Client VPN inH B RIEEFT ML L EHE, EEWREE B EHEMKER
B VPC NFERZR2BBEESEHEHERT Client VPN %%, Eitt , VPC WIER LB BREEZHE
Client VPN i ZhEaEH#

BRETIREFHBEER

- HERBRELEN FRKEBNZ2EE (EAFHh AR VPC Z25E) AFFEHREEARER
Mg, Mt FHEANAREEAENH 0.0.0.0/0 WEHRAL

« VPC HERNEZLHEA —HRA , LFFREME Client VPN in IR EE (ELLHI P STRERM
VPC Z&#HH) #1TFN. ENREENAFRFR VPC HHER.

HER 5 RAHERERN FEER 42


https://console.aws.amazon.com/vpc/

AWS Client VPN EEEER

WEFMER , FEH L8,

FHER 7 - TH Client VPN im B iHRERE 22

T—RESEBRTEHMEM Client VPN inBEEER, HREEREE Client VPN inE5FMER , URE
3 VPN EEFFENEREENA. BuUURHLEEREEEERE Client VPN IR B REERE, &E
FREFERAZEREREZEH VPN AFiEERAER.,

THEXE(E Client VPN i BhiHRERE =2

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBHHKT , iBZ Client VPN Endpoints (Client VPN 3% 2h),

3. EBEREAEHBEIM Client VPN inBh , R#%1EIE Download client configuration (T 8 A/ im#H
AE),

4. BHESR 1 FEENAFREBEMTR. EEHM OpenVPN easy-rsa EFEMN TIIVES |, 7
BB AP mERMER

- AFIR/B® : easy-rsa/easyrsa3/pki/issued/clientl.domain.tld.crt
- FIFI%$#8 : easy-rsa/easyrsa3/pki/private/clientl.domain.tld.key

5. ERAZREFNXFimESRBR Client VPN iR BERER, #§ <cert></cert> M <key></key>
EBEFEERRY, SAFREENABTNLESRNATKNEHENEZBZE , WTFAR :

<cert>
Contents of client certificate (.crt) file
</cert>

<key>
Contents of private key (.key) file
</key>

6. fEEIEIRA Client VPN ik BhiHAERE 2=,
7. # Client VPN i BHEEE RS ER BN HRKRERE,

fE Client VPN inFARERNFHET  FSHEEHNREMFiRiEREE,

SER7 . TH Client VPN i B fHRERE R 43


https://console.aws.amazon.com/vpc/

AWS Client VPN EEEER

FEF 8 : EHERZ Client VPN % B,

IEATLAER AWS 2 A P iR Ett OpenVPN EREMWAFIRERRER , URERIZE T MHEERRR
HEARE Client VPN w8, MEFMER , 5828 (AWS Client VPN FEREERE) -

SER 8 : EFE Client VPN %25 44


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/

AWS Client VPN EEEER

£ AWS Client VPN

T EERBUAFER Client VPN,

H #

- FEIEPXA OB

- BESRL

- AFHRERBEE

- FFEImER

- AFmEAEIR

« Client VPN i 24

- FRERBR

- EHMERERFinEEE
- BRH

- BEMAR

- VPN THRBHREEERRE

FHE B A O

WE A Client VPN inHRAA BN A O@EY |, BAILAAFREEBEHXA OB URL. PR
AT web BIERBRFEMAOMEY , YEAEBCHEAERZAEREA, EAOMNF , AR
T# Client VPN im BiAHREMESR |, W AIBAT 8 AWS RENA Fim&#HARA

BRANRENT :

- FRAXESTREBETEIRENAFREEZERBHXAOM,

- BB ADPEUFRANERESR | BEMER Amazon VPC £ A5 AWS CLI E A REE =8
B, MREFELATAECER K BEMCAF R , CHXABTHILATHRERBHIGA PR,

-« BMARLA Client VPN in B HY B BIX A OMMGEE |, TRIAFREEFIMA QMY WAREALLE
I |, B L&k Client VPN i B AR AR 1E,

RAEBXADRBUEREZR  FRAAFREHTIIES—E URL :

* https://self-service.clientvpn.amazonaws.com/

FEAEBXA DB 45



AWS Client VPN EEEER

WMRAFREAL URL FERA O , HXALBA Client VPN w28 ID , FBEE A,

* https://self-service.clientvpn.amazonaws.com/endpoints/<endpoint-id>

{F & Client VPN %2589 ID (#1420 cvpn-endpoint-0123456abcd123456) ER{X AT} URL A #Y
<## id>,

&t A LATE describe-client-vpn-endpoints AWS CLI S S HH PR BB A O H URL, =
& | B #% Amazon VPC £ # & Client VPN Endpoints (Client VPN 3% 25) B HH# Details (FF#IE )
FE|IEBEHPEE URL,

NMEREEBXADBULEBRS S oRBEANFAET  F28 BHAOBUEXE,

RS A

RERUBAREFIMRBNBARERR, SR ERERL  SUUREARENAFRFNEEEN
ik, CRZEASEARAFIECABNRERR, SUUEREREAN AWS CLI, #RERA
#1i8E Client VPN in %,

(® Note
ERER AR | Client VPN 8 FRARRFELY . 828 (Amazon VPC FREIER) FH
WSR2 BT £ 78 Active Directory BHH A IR AR BIR aNFEHAMIEE MR B EIEFLAREBE S
MEHR.

B #

s BIRERAFIEE Client VPN in 2
« £ Client VPN w2 B BRIZE R Al

- BERESRA

- RESANEEHI=RH5

A IR ER BIFTB ZE Client VPN iH 3
£ AWS Management Console # %R AI#Ti8 = Client VPN %2

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

mERA 46


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority
https://console.aws.amazon.com/vpc/

AWS Client VPN EEEER

EEEEES |, i Client VPN Endpoints (Client VPN 3% 2).

EMENERER BB Client VPN imE: |, ##F Authorization rules (IR AI) , ARERE Add
authorization rule (FriERERA),

¥ Destination network to enable access (ER A ZEVERK B FY1bH8E%) , 585 CIDR Z8EW
AERAEEAEFIEE P it (I VPC 8 CIDR Bi).

EEAHFMLERFIREFEIUEENMAE. ¥ For grant access to (G FEVERE) , BHTUTHEHS
—I1F :

- HEHFFIERFIREE , 5% Allow access to all users (RFFTEFERAEER),

- ZERFISERAFIRNEEE , 5522 Allow access to users in a specific access group (/o5
BECIEEDFERENIZEE) , AR Access group ID (FFEREHE ID)F |, MAEREEFR
FERVBEAE ID, flg0 |, Active Directory FHER Z 2 BIAF (SID) , RE SAML B H o iRHE
(IdP) FERH B ID/BE T,

« (Active Directory) HFEHE SID , & A LA{E A Microsoft Powershell Get-ADGroup cmdlet , 1
wm

Get-ADGroup -Filter 'Name -eq "<Name of the AD Group>"'

¥ , BB Active Directory FAEMERTE , REFENRE , BE "BMHFES. ol
B® , ARES objectSID WE. MBXKE , FRIBERE. EREELIEA "BHYFE
%EJ gﬁo

- (SAML EEE 59 5RF) FE ID/EBEKE SAML BRRPERNFEBMTE

6. ¥ Description (#iX) , & A RER B0 T R,
7. i##E Add authorization rule (B8 #R Al),

R AFTI®ZE A Fis VPN im B (AWS CLI)

{# A authorize-client-vpn-ingress &%

& Client VPN im BB KR # R A

BEBMERRERR |, BB RS E R R P EUE.

o

WA LAERA =AM AWS CLI, # Client VPN im BB ERZER A,

& Client VPN i BB BRI B
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https://docs.microsoft.com/en-us/powershell/module/activedirectory/get-adgroup
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/authorize-client-vpn-ingress.html

AWS Client VPN

£ Client VPN in BB R BER A (X2 H)

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

2. HEEEGHEHKT , iBIZ Client VPN Endpoints (Client VPN % 2h),

3. EWMCHERERAM Client VPN inE , REIEFE Authorization rule (R Al),
4

B EM R EER A | 22 Remove authorization rule (BBBRIZER A) |, R%iE#Z2 Remove

authorization rule (B ERIRER A),

& Client VPN in BB BRI Al (AWS CLI)

{# A revoke-client-vpn-ingress %

B RER A

BRI LMERA TR EAM AWS CLI 1745 Client VPN inBHEV RS A,

BERERA (XE8)

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEGHHKT , iBIZ Client VPN Endpoints (Client VPN % 2h),
3. ENERGRESRAM Client VPN imB , REIERE Authorization rules (R Al).

BRZRERA (AWS CLI)

{# F describe-client-vpn-authorization-rules 5%

RS R gy saHI =5

AREIFREA AWS Client VPN RERAIREREST RN, EF 2B THRERUNER. S6248
EHHIZRBAVEHIRBIFTR.

B &

- THREESRINER

- RESRROIAVEHIRE

- R FRE—HAM

« Xl 2 : £AE{TE#YH (0.0.0.0/0) CIDR

, AR e

WA RS A
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-client-vpn-ingress.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-authorization-rules.html

AWS Client VPN &

- ROI3 . BEIPFEMEHF
4 : E8 CIDR (MEEH)
« 5415 : H440.0.0.0/0 8
6
7

. ¥738 192.168.0.0/24 W5 8l
. R EE R B AN FEE

THREERANER

UTHMEETRESIN-LTR

- FEAFFRENMER  XEREFTERESRA, FRITAREERFI.

- BEEBIRES IS ERGFEIE K,

© 0.0.0.0/0 CIDR BEABHKBERREE. THEURERINIEFAM , EHRREERE,
©+ 0.0.0.0/0 CIDR AR A TEMBMNH, & "REAEMRERINERNEIME N, .
- BRFEHFREBEITHRAL

RER RPN EHIZRE

TEERARAE P ROy FIRE,

EtyaES
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AWS Client VPN

Client VPN VPC Public Internet
192.168.0.0/24
LoTTTTTT T mm s L "
/ ¢ User Groups \.' l
: 0@
: .- i On-premises
' Management | network
' i 172.16.0.0/24
A | e |
AWS Managed ' .h A
Actve |  Engineering | |
Directory i Internet
i [ ] . ' gateway
E Developers i _+é§9
\ ________________ Transit S“‘fﬁfﬁhe
Subnet Gateway
Client VFN 172.16.0.0
o [172.16.0.0}
—'ll?E.IB.I.UI
2 C@
Subnet
] Route Table VPG Development
Peering VPC
10.0.0.016
Client CIDR
10.10.0.0/22
&
e ——
Client VPN —
Endpoint Remaote
Client
RH11 . FRE—BRi
# BIFREA D ARFAFIEEAEFR
BETEFEFIRA S-xxxxx14 False
EBER B W B

B /it CIDR

172.16.0.0/24

EUDAES
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AWS Client VPN

3 RIZREA 48 1D AREFFMEFEREER
1R {4 B 2% B 4H 17 BN BE S-xxxxx15 False

2 VPC

RESESHETE S-xxxxx16 False

Client VPN VPC

EETH

- TRREHEAREFIN172.16.0.0/24,

- RBFEREFN10.0.0.0/16,

- EEEHAREFE 192.168.0.0/24,

- A EMREHSH Client VPN IREE R,

® Note
EEERGIP , RAEREEFHETAFIRL R RBERER.

=612 . FEAEAE#H (0.0.0.0/0) CIDR

RAERA B4 1D REFMEFEREFR
RETEHEFIA S-xxxxx14 False

EBER B 4 B

R 3 B H T ENEE S-xxxxx15 False

& VPC

REEESHEFN S-Xxxxxx16 False

e EER: op: ]

B i CIDR
10.0.0.0/16

192.168.0.0/24

B /i CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

EtyaES
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AWS Client VPN

EETH

- TREFEREFI172.16.0.0/24,
- PAREERAEFE 10.0.0.0/16,

- EEEBA TR EEEMEKI 192.168.0.0/24 , BEXFE 172.16.0.0/24

10.0.0/16,

(@ Note

EEERGS , RAREAARAZ2E 192.168.0.0/24 , HZBBNFHNEE 0.0.0.0/0

BARE,

ERFAUNEILIEFRMT , 22 0.0.0.0/0 R —FHEFTME, Bk, Bk, &
0.0.0.0/0 ZHEIFHEMIRA , SERE 0.0.0.0/0 FEUR FHLER HEBEER.

=03 : R IPFEMEA

B AIEREA #48 ID

RETEHEAFIA S-xxxxx14
EBER B 4 B

R EE 3 B H T EEE S-xxxxx15
& VPC

RESEESHETE S-xxxxx16
FA B 19 itb

RESESHETE S-xxxxx16
B3 VPC RE—=F
e

ARFFAAEREFR

False

False

False

False

B /i CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

EtyaES
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AWS Client VPN

EETH

- TRRFHERBEETFR172.16.0.0/24,

- BREETLIFE 10.0.0.0/16 , RTE—*# 10.0.2.119/32,

- EEEBA TR EEEMEN 192.168.0.0/24 LA VPC RRVE — 14
(10.0.2.119/32) , BEEIFE 172.16.0.0/24 5EI% VPC hEYEHER T #,

(@ Note

HFiEE  FE2EIEERR IPFENAINMELAEERE IP ZENRA, REFER
BEMEATLAEFR 10.0.2.119/32 , RIEHER FHZERKEN 10.0.2.119/32 HWEENR

Ao

=fl 4 : EL& CIDR (tHEBHE)

AR

RETEFEFTA
EPEDE B

R R
#& VPC

RAEEESHETR
EA B Ay 3

RHEEESFHEFR
fZ% VPC FIVE—=
1

RETEREFTA
EPER B B
T

48 1D

S-xxxxx14

S-xxxxx15

S-xxxxx16

S-xxxxx16

S-xxxxx14

RFFFBEREFN

False

False

False

False

False

B i CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

172.16.0.128/25

EtyaES
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AWS Client VPN

EETH

- BIREETLIERN10.0.0.0/16 , BRTE—F#10.0.2.119/32,

- EEESFHATTUEINAEMAEMAEK 192.168.0.0/24 5 % 10.0.0.0/16 M AHIE — i
(10.0.2.119/32) , BE£17E 172.16.0.0/24 5 10.0.0.0/16 MK H A H R T #,

- TEEETFE 172.16.0.0/24 , ‘BIEEHEN FHEK 172.16.0.128/25,

=4 5 : Eftk 0.0.0.0/0 Al

AR 48 1D

RETESHEFEIRRA S-xxxxx14
B ER B 4 B

12 L B 2% B 40 17 BN BE S-xxxxx15
2 VPC

RESEESHETE S-xxxxx16
F4 B 19 itb

RESEESHETE S-xxxxx16
BA% VPC FHE—F
;-

RETIESHEFEERRA S-xxxxx14
ERERB AR B
THARE

R TEFEFIUE S-xxxxx14
1] B #9 it

REFFEEREFN

False

False

False

False

False

False

B i CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

172.16.0.128/25

0.0.0.0/0

EtyaES
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AWS Client VPN

EETH

- BIREETLIERN10.0.0.0/16 , BRTE—F#10.0.2.119/32,

- EEESFHATTUEINAEMAKMAENK 192.168.0.0/24 5 % 10.0.0.0/16 M AHIE — i
(10.0.2.119/32) , BE£1FE 172.16.0.0/24 5 10.0.0.0/16 MR H R H R,

« TIREME TR AEMHEEMEN 192.168.0.0/24 A% 172.16.0.0/24 , SIEF RN 7@K

172.16.0.128/25,

® Note

FHEE O IRNEHEESREAREH TLFE 192.168.0.0/24, EEEAMEEEEH T LE
H0.0.0.0/0 {EME M) BIREEMBAIEESZE 192.168.0.0/24,

2241 6 : F1E 192.168.0.0/24 HIR Al

AR 48 1D

RETIESHEFEIRRA S-xxxxx14
EBER B 4 B

12 {4 B 2% B4 40 17 BN BE S-xxxxx15
2 VPC

RESESHETE S-xxxxx16
£ B B9 #tb

REEEEHERFE S-xxxxx16
BA% VPC FHE—F
B

RETEHEFEIRA S-xxxxx14
ERERB ARG Y T4
%

RFFFBEREFN

False

False

False

False

False

B i CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

172.16.0.128/25

EtyaES
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AWS Client VPN EEEER

3 RIZREA 48 1D AREFFMEFEREER B it CIDR
RETEFEFEE S-xxxxx14 False 0.0.0.0/0

0] B B9 3t

RUHEEESHERFR S-xxxxx16 False 192.168.0.0/24

Client VPN VPC

EETH

- BEESEYMATLAZEN 10.0.0.0/16 , BRTE—F#10.0.2.119/32,

- EESFHENUERAEMABERE 192.168.0.0/24 L% 10.0.0.0/16 A E — T H#
(10.0.2.119/32) , BfEFE 172.16.0.0/24 % 10.0.0.0/16 M HHIHEREH,

o TRRETLUEFEIRAEHEEMENK 172.16.0.0/24 A% 172.16.0.128/25,

(® Note
iR AEESREMEFE 192.168.0.0/24 RN EHEHRFETEEEXEN
b 4 B Y 7 IR R

=67 REEAERENTFEUE

5 RIER BF B8 1D RHFFEEREREFER B #93 CIDR
REHIEHEAFTIA S-xxxxx14 False 172.16.0.0/24
ik

IR B B4R I HYEE S-xxxxx15 False 10.0.0.0/16
2 VPC

RUEESHAFI S-xxxxx16 False 0.0.0.0/0
11477 B B9 b

EtyaES



AWS Client VPN EEEER

3 RIZREA 48 1D AREFFMEFEREER B it CIDR
RUHEBEESHERFR S-xxxxx16 False 10.0.0.55/32
BA% VPC HHE—F

e

REHIEHEFTIA S-xxxxx14 False 172.16.0.128/25
ERER B ARG Y T4

iz

RETEREFEAM S-xxxxx14 False 0.0.0.0/0

y=F ke

RESESHETE S-xxxxx16 False 192.168.0.0/24

Client VPN VPC

RUEFBEAN T N/A True 0.0.0.0/0
i

EETA

- BREHETLIFE 10.0.0.0/16 , RTE—*# 10.0.2.119/32,

- EEERETUENAEEEEEK 192.168.0.0/24 K% 10.0.0.0/16 MM AR E — %
(10.0.2.119/32) , BEEFE 172.16.0.0/24 5 10.0.0.0/16 HBEEHHIHER T,

 TREMATLUERNAEREEMEEK 172.16.0.0/24 A% 172.16.0.128/25,

« (EMEAMERERA (HI "admin group, ) BATAFRAREERER , EFEREMRATESR
RV AR EL At B B 3B 48R

AFHERMAEE

ST LAER A P in B R ERE E SRR E A Fin BEY Client VPN i 3589 7 U,

RAFmRBRAEEE 57



AWS Client VPN EEEER

® Note
NEEEEERABRENAFRBRIRERNFREN , F2RAXES S RFE

METHEERAF IR BRMBFTENEEMFMES , S Client VPN B,

B s

- EXBAFImBERIBZFE

- EABFImBERMBZFE
- EHAFIRBEMEEE

EXAPIREREMEEE
Linux/macOS

ETHREFF , B LUER OpenVPN easy-rsa s S A LA AR ELERAF IR BRBBEEE,
£/ OpenVPN easy-rsa E4F Fin/SEBEEEE

1. BARARELEBEZFTE easyrsa ZEMN RS,
2. EBIAXHEFAETFTETH easy-rsa/easyrsa3 ERIRK,

$ cd easy-rsa/easyrsa3
3. MEAFRBRALELEMAFIHMEEE.,

$ ./easyrsa revoke clientl.domain.tld
$ ./easyrsa gen-crl

HIREREF , @A yes,

Windows

THRFEMEA OpenVPN HERELEAFIRMBEE. CRFEERLEA OpenVPN HER L

BRELAFHAAREERANSM,

ELXRFRBRHAEEE
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{5/ EasyRSA A 3.x.x EX A Fim BEMIEEE

1. BIRGSIRREKESR EasyRSA-3.x.x B# , WEHRAELENRFELLZENMNE,

C:\> cd c:\Users\windows\EasyRSA-3.x.x

2. #1117 "EasyRSA-Start.bat) #= , Bi#s EasyRSA shell,

C:\> .\EasyRSA-Start.bat

3. 7t EasyRSAshell # | #EB FiBHE.

# ./easyrsa revoke client_certificate_name

4. HBRTHE @A "2l
5. EXMFPIREIREE,

# ./easyrsa gen-crl

6. RESETINEEZYAHFIRMEEE

c:\Users\windows\EasyRSA-3.x.x\pki\crl.pem

£ EasyRSA RAEX A F IR BEMEEE

1. PSSR, AREEZE OpenVPN H #,

C:\> cd \Program Files\OpenVPN\easy-rsa

2. #1T vars.bat =,

C:\> vars

3. WEERAFRBELELERFIRMIEE.

C:\> revoke-full client_certificate_name
C:\> more crl.pem

ELXRFRBRHAEEE
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AWS Client VPN

EEEES

PR i B a5 B8

BYARTEANAFRBEMBETEER. NFAHELEAFHREBRMABZENFHEEN
R F iR B REEE

G MERAEZ AN AWS CLI REAAFin BERBEEE.
EAMAFRBRBREE (X28)

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,

FEEEE®KT | iBZ Client VPN Endpoints (Client VPN 3% 2),

BEHE EA M Fin B M SRFER Client VPN im R,

iZIZE Actions (BhE) , A%E3IZ$E Import Client Certificate CRL (EA B Fi%B& CRL).

HH Certificate Revocation List (RFEHEEEE) , m A\AFHBERBEFTERRNARS
Import client certificate CRL (EE A Fix/&&E CRL).

o M o bh -

FE A M Fun B R /5 (AWS CLI)

f# A import-client-vpn-client-certificate-revocation-list 5%

$ aws ec2 import-client-vpn-client-certificate-revocation-list --certificate-
revocation-list file://path_to_CRL_file --client-vpn-endpoint-id endpoint_id --
region region

Bt P i R R SRR B
AL A T AWS CLI SRIEH: il 5 i B S B,
A S BRI (X2 A)

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEHEIKH , Z#Z Client VPN Endpoints (Client VPN 3% 2).

3. ENZEEHAFREBERMIEFEN Client VPN iwE.
4

s
$
dn

i

, RBIEE

22 Actions (Bi1E) , i Export Client Certificate CRL (FE i i F i /BF CRL) , A% iR Export

Client Certificate CRL (E& i Fi Fim Bz CRL),

FE i A P R 88 (AWS CLI)

EARFIRBERBEE
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/import-client-vpn-client-certificate-revocation-list.html
https://console.aws.amazon.com/vpc/

AWS Client VPN EEEER

f# A export-client-vpn-client-certificate-revocation-list 54 o

F F umiZ 4R

ERERAFIREREMA VPN TERE. AFImMINELRE Client VPN iRFiE | BIRREBIER.

EE A FimER

SERLAMER TR EM AWS CLI R FimiEfR. EREFALERAFiw CIDR SEE IR IP L
ko

EERAFIRER (E28)

1. £ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEEBHHKT , iBZ Client VPN Endpoints (Client VPN 3% 2h),

3. ENERSGAFPImERN Client VPN ik,
4

i##2 Connections (IE#R) & 5|12%. Connections (E#R) REIEZBIHFAEERATNEKRILENEFE
IHIEAR,

BEERAFmER (AWS CLI)

{# A describe-client-vpn-connections &5

£ 1E A PumiE AR
BRI A FIRESRE | VPN TERREE R,

o

i}

SO LR EERA R AWS CLI R 1EF B imELR,
RIEAPIRER (X8H)

1. £ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,
2. HEEEBHHKT , iBIZ Client VPN Endpoints (Client VPN % 2h),
3. EHAFIREELZMN Client VPN i |, SR%IB1Z Connections (E4R).
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4. BEIEKILHGELR | 212 Terminate Connection (# LEIEAR) , A% 122 Terminate Connection (£
IEEAR) o

1L R FimiE R (AWS CLI)

{# A terminate-client-vpn-connections # %o

A FimE AR

AWS Client VPN 124 7 £ AWS 128 Client VPN SHEARERR LE RN FZHIENRE (EREEL
7 VPN TEFSEREF), UL EEXNFHEBHNABRRKREERESHNER, HRZSLER 1400 @
UTF-8 #mi& =+ JT.

® Note

BATRHFREARIER K SEESESERTELN VPN TEEER L. BA VPN TEREERT
2Pl EHBRESEEMEYRA THERREET.

28K (AWS Client VPN fEAEER) 1 "AWS BEHMWAFikrA Bt , BERAFiRIEER
BEANFEEA.

B #%

« BREE Client VPN i B HIREM A P B A KR
- :REIR A Client VPN imZY A B in & A &R

- ZHIRE Client VPN im BV A F iR B A IR

. &% Client VPN in B LR EEIEXF

- BRIEEIRENEAEIRE

ERTERE I Client VPN #E HIRK A B iR & A Eig
MERRFAE Client VPN S BRI A Fis 2 ARIE 2 SHESE 88 21 Client VPN 25,
RTEIRA Client VPN iR B B i & A &R

EATHEER , BRERA Client VPN in B H FinE AHEIRE,

AP mE AR 62
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A Client VPN s % (E28) LHNAFREARER

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKF | BIE Client VPN Endpoints (Client VPN 3% 2h).

BEUEE(E WM Client VPN i % | i#IZF Actions (BiE) , #A%31&$2 Modify Client VPN Endpoint
(1824 Client VPN i 2h),

[ % E E M2 Other parameters (12 8) E.

BARX Enable client login banner (B A A F i & A E18)o

¥ Client Login Banner Text (A FmEAEIIEXF) , WAERKEL VPN TERBREE
AWS RN AP ERPRETINXTF, ERFER UTF-8 STt , &Z AFF 1400 BF 7T,
i#1E Modify Client VPN Endpoint (&4 Client VPN i 2).

BUA Client VPN 25 (AWS CLI) E# A F i A £15

& A modify-client-vpn-endpoint &4 o
£FAIRA Client VPN iH 2K A Fis & A EiE
FEATYSE , £HBAE Client VPN i HH A F mE AR,

& Client VPN in % (£#28) LN AFRE AR

1.

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,
HEEEEKH |, B2 Client VPN Endpoints (Client VPN 3% 2).

BEUEE(E WM Client VPN w2 | iZIZF Actions (BiE) , A%3I&$F Modify Client VPN Endpoint
(182 Client VPN % 2h),

6 T~ E E M2 Other parameters (12 8) EE.
E3BH Enable client login banner? (B A Fim& A& ? ).
212 Modify Client VPN Endpoint (&2X Client VPN 3% 2).

£ Client VPN #25 (AWS CLI) L& B i A 1215

£ F modify-client-vpn-endpoint 854 o

{&2k Client VPN w3 EMVIREEEXF
ERTISBEN AR ARIE L WEEXE,

ZRIAE Client VPN 1w B8 A Fin B A &R


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
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&K Client VPN in B (£ &) LHREEBEXF

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,
2. HEEEEIKD | Z#Z Client VPN Endpoints (Client VPN 3% 2).

3. EEUREEHM Client VPN ixE |, iB1E Actions (B11F) , R i%3#E Modify Client VPN Endpoint
(83 Client VPN 12,

4. ¥ Enable client login banner? (E&Fﬁﬁﬁﬁ“"*l#ﬁﬂlﬁ '?) BETCREERM.

5. ¥R Client login banner text (A FinB ABIRXF) , WIEBEE AWS RENAF IR &R E
THEHNFRBRBEEXF (ERKEILT VPN IﬂEF Eﬁ)o EREM UTF-8 fRiE=FErT , LRA
1400 = 7T,

6. 1Z#Z Modify Client VPN Endpoint (#&2& Client VPN % &)

&3 Client VPN 25 (AWS CLI) LKA E %% A #&ig

£ F modify-client-vpn-endpoint 854
BIRERRENEAER

£ T35 R MR B i RENEAERE.

4R Client VPN %2 (12 8) W B T E A

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEEKT | iBZ Client VPN Endpoints (Client VPN % 2h),

BZEUEERRE Client VPN 5,

SERESIZE T Details (F¥HE ) R5I1EHR.

¥24% Client login banner text (Al FIRE AKIE X F) 3 B BIRENZEABEIEXF,

o > o bh -

R Client VPN i B (AWS CLI) B Bi 38 E /I Z A IR

A describe-client-vpn-endpoints &5

Client VPN % 2k

FIE A F it VPN T/ERREETE Client VPN inE#&1E, F55%E Client VPN i B REBMITHIFFE
AFEiwH VPN T/ERER,

BREFREN B ANEIE 64
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B &
- B

3 Client VPN % 2,

.

2k Client VPN % 2

« ¥R Client VPN i 2%

- B

3 Client VPN i 24

3] Client VPN 5%,

By

™,
IR

Client VPN in & , BEMAFIwREY VPN THERER.

BEMEFTE B ZRENRE—B AWS IREH 237 Client VPN,

DB AR
IRz hl , FRLMEZTSIER .

o BRI BRI SEMSE AWS Client VPNH Y38 BI FIBR &,

- B

By
1.
2.

AARREE  IRFENSAFREE. WFEFMENR  F2H8 AFRE 5 HE.

Client VPN im & (E#£H)

BI7¥ https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ A,

FEEEEHKSF |, i#EF Client VPN Endpoints (Client VPN i 2) , #A#%1&{F Create Client VPN
Endpoint (37 Client VPN %% 2).

(EF) 121 Client VPN Im#H A BEEFRA,

$ A Client IPv4 CIDR (i Fift IPv4 CIDR) , LA CIDR A E IP it &8 , UFERAF
i IP ik, G0, 10.0.0.0/22,

(® Note
P #th 31t 8 B 7 7] LA B2 B AR AR % S A AiG B2 Client VPN iR S 2 U BB E R, A/ iR
it BEMAETDS /22 BF KR /12 CIDR I K/, EI Client VPN imEi# |, SHE
BERA ity 8E,

# A Server certificate ARN (fAlfR25EE ARN) , IEEEHARZEAM TLS BEMN ARN, AF
S {5 P R AR 25 /R A% SR Y ELE AR MY Client VPN IR ZiH#E 1T & 9 B FE.

1 Client VPN i% 5, 65
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® Note

AR BRE ML EEEER Client VPN inBRY @15 2 AWS Certificate Manager (ACM)
HIFE. BREALUER ACM 2 , th A AEAZE ACM,

6. HEEAFWEYL VPN EZE , ARBRERAFRNS SRES L. BLRENSDBESE,

- TPEFRAERAERESBE | 55 2H Use user-based authentication (FEAEAERH 5 9 BE) ,
RBBETHHES—IF .

« Active Directory authentication (Active Directory & 2 B&3¥) : A& Active Directory & 70 B3 i2
E®EIE, ¥ Directory ID (B # ID) , I8 EZEFE AR Active Directory ID,

« Federated authentication (& 5 28 %%) : B SAML EEBIE 5§ 5 BRFRFLRIE,
%% SAML provider ARN (SAML 32£t# ARN) , 553572 IAM SAML & 2128t 1 ARN,

(M) 7 Self-service SAML provider ARN (BBIZX SAML 1R{#tE& ARN)FIEELAZEEY
XA OMFTE I Z IAM SAML &5 A4t & ARN (1REA).

- PEFAXEEERE , 55 &H Use mutual authentication (fEA XX E & 78 FE) , REHR
Client certificate ARN (F Fix/&5 ARN) , I8E M AWS Certificate Manager (ACM) F {2 &Y A
F iR & ARN,

® Note

MRARSFNAFIREERHAR —RBEREERE (CA) T , AETRKARMRR
MAFimfEAARSRSBE ARN. IRAFRBERHATEN CA & , AIEXEEAF
im B & ARN,

7. (EREM) HRAERE , BIEERA A Amazon Lo CloudWatch gs ie#E B A FimiE RN
¥ ¥, BB Enable log details on client connections (B F A P imiEAR Y B 555EME ). £
scCloudWatch B HFHEEBT , WAEFANCHEEEHE. BN CloudWatch & EE R
RER  FRAEZFANTHBREE  LEEEREEH , FERMA/LEULHERR.

8. (EA) HM Client Connect Handler (A FimEiREEE) , BB Enable client connect handler
(BMARFIREREEER) LT EFTERE , AFFRIEB/FHH Client VPN IHEHERR, £ Client
Connect Handler ARN (i BiREREEE X ARN) H15E Lambda BHE# Amazon ER B
(ARN) , KRBT E A RIEBERNEIE,

1 Client VPN i% 5, 66
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9.

10.

11.

12.

13.
14.

15.

16.

17.

(EA) I5EWL DNS AR EAR DNS . ZEFH BT DNS ks , ¥/ DNS Server 1
IP address (DNS fa]iRE§ 1 IP #z#it)F1 DNS Server 2 IP address (DNS Rl fiR&S 2 IP #usit) , 5518
EEMFHAK DNS AR:S IP thit, HEAFFH VPC DNS fARES , ¥/ DNS Server 1 IP address
(DNS falfR25 1 IP #iit)s DNS Server 2 IP address (DNS falfR25 2 IP #uit) , F5557E IP it |
I8 VPC DNS fRlfR&F IP ik,

® Note
REHETE A i FT LABBE DNS fAIARER

(2 f) BIBEFERR |, Client VPN i B & UDP ERiHE. EEHNA TCP EREAHE , ¥R
Transport Protocol (B&#IEA G E) , F51EEFE TCP,

(® Note
UDP BYSRBE@E L TCP ¥, 3 Client VPN Bz %  BELEFTEHIHE,

() EEZIRHNADEEE Client VPN i3 |, 55BIRX Enable split-tunnel (Bt 2 E@E). 18
IRFERR , Client VPN in¥ LR 2 BEEEE M.

(#F) 74 VPC ID i##ZEE Client VPN B2 T BBEAY VPC, Security Group IDs (Z £ &
BIEE) BRE—RZEEEHE Client VPN %58 VPC R84,
(EFA) ¥R VPN port (VPN E#Z1E) | FEiRI1E VPN EIZRENE, FEFRA 443,

(ER) ZEEELRAFPHMBERX A DI URL , 352 Enable self-service portal (BtF B BI=X A
O #8uh).

(ZEF) ¥ Session timeout hours (T/EREEBUREFIFE) , KT AIBEAIRZFEFTEN VPN TR
BERE LR CUNSAEN) , AIRBHREATERD 24 M,

(ER) EE—REMAAFPmE ABEIEXF. B Enable client login banner (XA A FinE AR
&) ¥H Client Login Banner Text (A FmBARERBYF) , MAERKEIL T VPN IERE
i, 87 AWS RENAFInNEERPE TN T, ER UTF-8 {miEF . &% 1400 EF T,
i#1E Create Client VPN Endpoint (237 Client VPN 3% 2),

B3I Client VPN ¥n Rz % , 55817 TSI BIE LA ST AR REG 328 A im B R

- Client VPN i E #1888 A pending-associate. REELRELE—EE ZRKENENKE , B
i = 888 4R | Client VPN % 2

- BURERE , SHEEMLER F ik EAERNFIE,

1 Client VPN i% 5, 67
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« TEI#ESH Client VPN imFAEREESR | UEMHis A FiR.
- BERENVAFRER AWS RENA FirsiH M OpenVPN B FigfE AN LUEFRE Client VPN
inRh. MFEFHMER , F2E (EHEERE) AWS Client VPN,

B3I Client VPN # 25 (AWS CLI)

{FH create-client-vpn-endpoint #8% o

{&2k Client VPN i 24

EY Client VPN 2% , BRI SUE R T IME—FRE :

- AARERBE

- FFIHELR ARREKRE

- AFmEREEENRE

- DNS falfk&s

- DEEEIRE

- B (EA S EBEEERRE
- BEWIEFE (CRL)

- RERA

« VPC M= & FH1E

- VPN E#IRRE

- BB AD@LEE

- &R VPN TERERISERE
- BASERRFIREAEREXT
- AFREARBEYFE

(® Note

¥ Client VPN i ¥ETRYIE N , SLIEBRMIFBE (CRL) EFHEA , #&M Client VPN BR¥ 5=
ZEREMN 4 DRFRER,

RV Client VPN in® 2 & , SEVEEE WA Fik IPv4 CIDR 88, BRFEH. AFRERE
HE@WHE.

&3 Client VPN %25

68
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EIREW Client VPN i B F T 5| 2805 | EHESER

- fAfRARBH
- DNS fafkas

S EBERE (FRSEMXE)

- IXH (ERER D BBERITR)

BEMIEEFE (CRL)

- RESRA
* VPN EERIRT

WAl LAMER A5 AWS CLI 182k Client VPN 52,

184 Client VPN i % (£ A)

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BIBX Amazon VPC E£# &,
EEBEE®KT | BE Client VPN Endpoints (Client VPN 3% 2h).

BEEES QA Client VPN inE: , B Actions (Bi1E) , A#%1E1E Modify Client VPN Endpoint (1§
2 Client VPN %2,

£ Description (3#i)F & A Client VPN i B G # R,

¥ Server certificate ARN (Al lRE5&5E ARN) , IEEEH[ARESFEAN TLS FRITH ARN, AF
v f5 P e AR 25 /R % SR ¥ HLE ARV Client VPN in B 1T B 5 8%,

(® Note

AR BEMLEELER Client VPN inRRY [E15H 2 AWS Certificate Manager (ACM)
REE. BETLUER ACM 2 , b T BLEAZE ACM,

EE—REMEA Amazon CloudWatch A BEAFimERNE R . ¥ Enable log details on
client connections (R A FimiE R M HFFFMER) , FEITUATHP —IF

- ZERAAPIREZN AFCE , BB Enable log details on client connections (B A F i%
EARW A&, EicCloudWatch# e BEE R , ENMEFANGHEEHERE. ¥
MCloudWatch R EERRERE K FENEFANCHEERER , L BEREEL , EFR
M AEE M IBHRER R,

EEEHABPIRESN BEEECE |, 5583 Enable log details on client connections (BXF B F i
EARWY AFFFMEER).

&3 Client VPN %25 %9


https://console.aws.amazon.com/vpc/
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7.

10.

11.
12.

13.

14.

15.

¥R Client connect handler (Client E#REEER) , HERUA client connect handler (FimE#R
BEER) , 3 BF R Enable client connect handler (BXf A FImiEREEER), £ Client Connect
Handler ARN (A FimiE#REEE R ARN) HI5%E Lambda EEHY Amazon ERE T (ARN) , LLE
B IS AFRIERERNEE,

BRI BARA Enable DNS servers (R DNS A fkES). &EMEHABET DNS fAREF , ¥/ DNS
Server 1 IP address (DNS fal R8s 1 IP #4k)F] DNS Server 2 IP address (DNS falfR25 2 IP it
i) , FFIEEEEAK DNS HAREs IP thit, FEMFA VPC DNS fIARET , ¥4 DNS Server 1 IP
address (DNS falfg=25 1 IP #ziik)= DNS Server 2 IP address (DNS Al iR&S 2 IP #hit) , FEIE7E IP
bt , YW HTIE VPC DNS fARRES IP tbiit,

(@ Note
EHEE A Fisa LA#BiE DNS [ARSS.

BBk R EARA Enable split-tunnel (B 2 EEE), RIFETEFR , VPN mE L5 EIBEE2REIR,

#H VPC ID , i##ZBEEE Client VPN %2 BIEEA VPC, Security Group IDs (Z£ B BIT) 38
BE-IZEEEMZE Client VPN ixEH VPC Z£81H,

7/ VPN port (VPN E#3E) | 55E1F VPN EEIEBRT, FHRA 443,

EEEECAFRHN B A DM URL , 35121 Enable self-service portal (BAA BBIRX A O #8
),

¥ Session timeout hours (T/EPSERIFAFR) , fE A AEIEFZRZFFERN VPN TERRIGER
BLER (ANFREN) , RREBEREATERM 24 N,

B RR =X BARA Enable client login banner (A AP iR B AER), MRESEEFAAFHS AR
WAERKIEL VPN THEREE , €& AWS RHENAFIRNEIRPETNX T, ER UTF-8 fR
BFT. &% 1400 fF T,

i#1E Modify Client VPN Endpoint (&4 Client VPN i 2).

1824 Client VPN # 25 (AWS CLI)

{# A modify-client-vpn-endpoint 8%

¥R Client VPN % 24

O LR AT AWS CLI k#2458 Client VPN iw2tHIHEEIE A

¥R Client VPN %524 70
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EERE Client VPN iR (EH)

1.

2
3.
4

£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEKF |, BIE Client VPN Endpoints (Client VPN 35 2).
EENERIRR Client VPN w2,

£ Details (F¥#H& ). Target network associations (B 243 B@H#). Security groups (Z 2 &
#8). Authorization rules (1% ## Al). Route table (B§H ). Connections (%) f Tags (&)
BEHREFHFBEA Client VPN i B EA.

18 0] LAE PR BB AR 4 SR 15 BY MR N R S 8T E

ZEMR Client VPN %25 (AWS CLI)

{# /A describe-client-vpn-endpoints &5

37 Client VPN % 2k

B EBUEFR B B B 24888 , T BEMIER Client VPN iw B, E&MIER Client VPN imB# , HAREE
BF 5 deleting, MERFimEEBERIZ IR,

B LAMEAER A AWS CLI fiIBR Client VPN i B,

fiiB% Client VPN i% 25 (2 &)

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEEKS |, i Client VPN Endpoints (Client VPN % %),

EEEMBRA Client VPN %2, 1#$F Actions (B1/€). Delete Client VPN endpoint (fllB& Client
VPN 3%,

IR E R@ A delete (MBR) , AEIERE Delete (MER).

fBR Client VPN i 25 (AWS CLI)

{# 8 delete-client-vpn-endpoint #8%o

f£ FHIE 4R B 5

BRI AR A TEY IR AR Client VPN InRiE#RCE B S , FMRMEEUELR B

E1 Client VPN %2 71
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BB, BHIRE S 4 EH CloudWatch Logs A8 . WMEFMEN , 528 (Amazon
CloudWatch Logs £ &) PRVEA BFFEHERMN B FE M. CloudWatch Logs &4 R, WHE
FHMMER , 2B Amazon CloudWatch E{E,

B EAR BESacekis , MU\ E HFBEPEEEFERNEE, IKREE 7 , Client VPN AR
i%é?;%ﬁﬁﬁi_L 1@]5 aﬁumo

BYF#T Client VPN i BhHVE 4R H 5550 8%

FERAEERAHWTINEILFH Client VPN inBhi | B0 AR AIELR B S #.
ERAEEASRAE Client VPN im R AYERR H 55aC &%

1. 7£ https://console.aws.amazon.com/vpc/ B Amazon VPC £ &,

2. HEEEEKD | E#Z Client VPN Endpoints (Client VPN % %) , %122 Create Client VPN
Endpoint (237 Client VPN 3% 3).

3. SERIEIE | EFEZEE Connection Logging (B4R BFEicER) ER AL, MEBREMEFEEHR
2/ B3 Client VPN i% 8, o

4. 7f Connection logging (GE#R BF%ac#k) T , BARK Enable log details on client connections (Bt A
FimiEsRr BEEFFMER).

5. CloudWatch Logs log group name (CloudWatch Logs B 5&&$40 % #8) 551242 CloudWatch Logs H
WEENER,

6. (#H) CloudWatch Logs log stream name (CloudWatch Logs H &6 &#8) 55122 CloudWatch
Logs HEEHEREHE,

7. 1Z$E Create Client VPN Endpoint (£3I Client VPN % 2h),

3

£/ AWS CLI B AT Client VPN i B RYE4R B 75 5C &%

£ create-client-vpn-endpoint @ , I 3EE --connection-log-options 28, EALIERE
JSON #®XHERBFER , MTIEBIFTR.

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

BT Client VPN i BhEYE AR B 5550 8% 72


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-client-vpn-endpoint.html
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BYFAER A Client VPN U BhHYELAR B 5550 8%

BRLMER TR AT HIRARE Client VPN i EEAYELR B FH5C 8.

ERAFEAMAERE Client VPN xR RYELR B FFC i

1. £ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £#4&
2. HEEEHKF , iBIE Client VPN Endpoints (Client VPN 3% ).

3. EH Client VPN im® , 1#1E Actions (B11F) , A% #1ZE Modify Client VPN Endpoint ({£2X Client
VPN ¥% 3)o

4. 7£ Connection logging (GE#R BF%ac#k) T , BABEK Enable log details on client connections (BtA A
FimEiRr BEFMER).

5. CloudWatch Logs log group name (CloudWatch Logs H 5+8#H % #8) 5812 #F CloudWatch Logs H
wEHN B,

6. (i) CloudWatch Logs log stream name (CloudWatch Logs B35 &7 E #8) 55122 CloudWatch
Logs HEERMNEE,

7. 1##E Modify Client VPN Endpoint (#&2% Client VPN % 2).

£/ AWS CLI BtAIRE Client VPN i B RV ELR A 5550 8%

BE

A modify-client-vpn-endpoint @5 , §7E --connection-log-options 28, &I LIEE
JSON BAWERAFENA , WT & BT,

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionlLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

RARIELR B S

IETLAE A CloudWatch Logs 3 A MRELR B 5.
FHEEARRERARE

1. BI{E https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch £3#2& &

2. HEEBEBEHKPIRE Log groups (AFFEIA) , ARBIITSLER B BFEA,

BUFIRA Client VPN im 2 HE 4R B 5650 8% 73
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
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AWS Client VPN EEEER

3. JEH Client VPN % B B5E 87,

(® Note

Timestamp (FFREIZAC) BB TEMR B 72 M2 CloudWatch Logs FYEERE , T2 IEARRY
H%Faﬂo

MEES AFERNFMENR , 5528 Amazon CloudWatch Logs User Guide {Amazon CloudWatch
Logs A& 1ERE) H#Y Search Log Data Using Filter Patterns (£ AEHZ 4 ERNIES BEER),

BARHERR B SERC#%

A A ERAERAEE WS SIEER Client VPN iR B R ER AfFic ik, EXLEMAERAFEERN , X7
fIBR CloudWatch Logs IR EHIELR B 5.

£ £ A RFARNELR B 35 &

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEEEEIKD | 1 Client VPN Endpoints (Client VPN % 2).

3. EHX Client VPN i % , 1#1F Actions (B11F) , A& iEIE Modify Client VPN Endpoint (82 Client
VPN i 2h).

4. 7E£ Connection logging (E#R B5$5C8%) T , B3FA Enable log details on client connections (Bt A
FiniEsRm BEEFFMER).

5. & Modify Client VPN Endpoint (1&2& Client VPN % 2).

5/ AWS CLI| BERERELR H 3550 8%

3
#
i

£ F modify-client-vpn-endpoint @54 , S $§XE --connection-log-options 2&,
Enabled B4 false,

[ HH MR E A P im Al REAE

Client VPN iR EHARERERE A F iR (A %&) L Client VPN IRB 2 VPN EEEBFTANER, B4%E
THR(EBH) LER , ¥oRAEFMEEEEFEN VPN WA PR, 5% , MIREE A Client VPN %2 EA
BEXAORY , AAFRANEAAOMEY BT TRERER, WEFAEN A F28 FHEY
A O §u,

FARAEAR B FEEC 8% 74
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
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WMREH Client VPN mEFEARES ORE KX AKAF K EBENAFRALESRTEELTHR
HY .ovpn #ARERE R, HEFIBEA 2R , AP wmALHE .ovpn FEREAZE OpenVPN A FimEiag,

/A Important

MREARBAFRBENAFKLEEREFANEEER  EAXREG I REBETRENA
Finig L ELRE Client VPN Im &,

RIFFEER , OpenVPN A Eiw#HREF M "remote-random-hostname . ZBESE A B A F st DNS, HRA
ERFt DNS ERA , AF A SREURER IP it | MEASEELL Ping 1858)i% 289 DNS &,

WMRIEE Client VPN in B £ Active Directory 0 58% K MBS EZRMRAFPHmERER %R K TE&
TRATZEERZRTE (MFA) , IXETHMERTSEENEHERAFR. AFRELZFEALIN
HARERE RIEARE Client VPN w2,

[ i A 5 i 4 B AR
EAMERER AR AWS CLI SRIE H A Fikia e,

PE A FimiERE (2 8)

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. HEEEGHEHKT  iBZ Client VPN Endpoints (Client VPN % 2h).

3. EEETHAFIKHEAREM Client VPN i3 , A#%1#E#F Download Client Configuration (T & A F i
HHEE),

B tH A P iR AR A& (AWS CLI)

{# A export-client-vpn-client-configuration ¥ s EM HERERE,

$ aws ec2 export-client-vpn-client-configuration --client-vpn-endpoint-id endpoint_id
--output text>config_filename.ovpn

HBRAFRBENEREN (RESDRE)

WRIER Client VPN BEFEAXESDRE B4 EKAFREBRENAFRILNESEBHEELTH
# .ovpn HHRERE R,
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https://console.aws.amazon.com/vpc/
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ERERMES T RER  EEEXAFRER.

MERAFRBENSREN (RESTHRE)
BT LAMER T FIH P —E=RIE,

(BE 1) KA FREBREMERE Client VPN inREEER—ERMIERAFiR, EREBERT , FEAR
BRI EEBINSRVERE., CALREFNNFRESRFREABER YU TARTBIERE
i, UAFIRBENEBNMUEIN /path/ ((IEREERERZIHHHN A FiR).

cert /path/clientl.domain.tld.crt
key /path/clientl.domain.tld.key

(BIF 2) #§ <cert></cert> EEBZENWAFIRBEARE <key></key> EEBCENALESRAR
MEEHABER, NREEENRE  IREFEBERS BIGRAFIR,

MRIEREERE Client VPN In BN S ECERAEREL TENNAFRBENTR  FASEERE
ER/UITR,

LTREZAFREBEMEIE Client VPN fHEERRXEH,

client

dev tun

proto udp

remote cvpn-endpoint-@@llabcabcabcabcl.prod.clientvpn.eu-west-2.amazonaws.com 443
remote-random-hostname

resolv-retry infinite

nobind

remote-cert-tls server

cipher AES-256-GCM

verb 3

<Ca>
Contents of CA
</ca>

<cert>
Contents of client certificate (.crt) file
</cert>

<key>
Contents of private key (.key) file
</key>
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reneg-sec 0

B EH

FE A Fiw VPN iR ER A B R RE IR o AR B R, BRARTHSEREREERREER
I, XA RFE Client VPN inRBRHERERBERR , LUSEMRLER F ik o] SUFEL B R85

ESEY VPC B FHHEER Client VPN i ZEAYBAEEE | VPC MRS B BV #TE F Client VPN in B AY &
H&R, EERMAHE VPC, RENERN., EEHENR FEAFRKILET) ERAREEGERNT
HER , BLAKBRAFBHHIEE Client VPN ImF VIR H R,

® Note
MREBRZE T HREEBE Client VPN ind , FELABETRBELRSE , MR
¥ VPC. Amazon S3 SkABFRHEEE BV FENETENEE. FEEABN THREZXS —EHENE
Fo

B #

 Client VPN in B FHN S EIBEEZE
- BiREKA

- BRIKHERA

- MiBRIG R A

Client VPN in B EM D EEEEZE

SR Client VPN iw B L EFA 2 EIEE , BIFEEY VPN B |, Client VPN BB XTI AT E R BESH
WERFPIRKHAR, MREEET VPN cEFIBEE , BMNBEERER , LESHRBHEEEAF

BBESEISW Client VPN IR R 28, £ERAFREBAEENKEASKE.
32 37 i B

BB KA, BIEENMEIEE Nt ERN TR,

BRAFAFRFIERMERE  FHEEN0.0.0.0/0 BBH.
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A UAEREE A AWS CLI A4 HBFTE E Client VPN 52,

I Client VPN i B8 H (F2A)

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEEIKD , E#F Client VPN Endpoints (Client VPN % 2).

3. EIEFEEEMBM Client VPN %2 |, i#12 Route Table (BEHK) , AAKIRIE Create Route (B
H)o

4. ¥ Route destination (3§ B #yith) , I§E B Wit iBEEHY IPv4 CIDR EE., fl0 .

« HEHE Client VPN 3%F5H VPC KIBRE , FF8IA VPC &Y IPv4 CIDR £ E.,

- EEXNERRERFHNESR , FWA0.0.0.0/0

- BEMEYHSIK VPC WA , FWAYF iR VPC & IPv4 CIDR #E.

- BEIERIMDEMKOIEE , FBA AWS Site-to-Site VPN E#E# IPv4 CIDR #E,

5. ¥ Subnet ID for target network association (B 243 iE B E Y 74885 ID) , :=ZHEE Client VPN %
ZHERE Y T HBRE .

RNE , MREEFHIEEE Client VPN iHEH B AVEEH , FBRE local,
6. (EH) ¥R Description (iR) , ¥ AR H G E R,
7. iEFE Create route (BRI HEH),

17 Client VPN 1288 H (AWS CLI)

{# A create-client-vpn-route ¥

45 v 3R B EH

ERMERA AT AWS CLI RBEIFE Client VPN imBEHI B H

47 Client VPN imBh88 H (£ 12 A)

1. FEEEEKS , iBZ Client VPN Endpoints (Client VPN i 2h),
2. EWMERGIEBL Client VPN inE , R%E2 Route Table (BEHRK).

4R Client VPN i B 3% B (AWS CLI)

5/ describe-client-vpn-routes #F

A5 b B B R 78
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i) R v 26 % FR

ReeMEREFEIEHER A, MEMPREEY FHRE Client VPN inBHEAIE B BT B ER M. BE
MR B BB AVER A |, A ARUHEETE Client VPN in B8 2 T HEXAIBAME

B LEA ER AR AWS CLI #E Client VPN i B4 BR & o
filER Client VPN im363&H (E128)

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,

2. HEEEEIKD , E#F Client VPN Endpoints (Client VPN % 2).

3. EIEMBREEAE MR Client VPN in S |, A% iE1Z Route Table (B X),

4. BHEMBRAIEEH , 22 Delete Route (MBREEH) , A%RIEIZE Delete Route (MIBREEH).

fiBx Client VPN i B53& H1 (AWS CLI)

£ delete-client-vpn-route &5,

B R

B R R VPC F Y F#8i%, Client VPN in¥EDNKERF —E B B , TR P ImERLET
VPN E#,

MFAIRRE 2 FEERENFMAER (FINZR FinFEREEREER) , F2EAWS Client VPN #9524 7 £
B,

B #

- B BZRIKE Client VPN i Zh 9 B3 B
- BLEBEEERT B EHER

- HUH B Z#33% B Client VPN i 26 ) BF B
- WREEER

3 B EHEIREE Client VPN i 25 19 B3 B
BT LS — R 28 B A (F4BER) B Client VPN % B522 37 BIE
BRAMKRENT :

I Bk s 22 % 79


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-client-vpn-route.html
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- TRRLAERED 27 L TEER CIDR B3 , /40 10.0.0.0/27, FH#EE b4 BERFEDH 20 E

ATARY IP tbdik,

o FHEMRHE CIDR E#HRTEEE Client VPN i E A Fi% CIDR SIEE &,
- MREZEFHIREE Client VPN in B2 VAR |, AISEFRBESENVNATENTAEE, RMAES

LEEOMEFERELRD , REHTHEISRE.

- MREEEI Client VPN ImEFIEE 7 VPC , BI 7ML ENAHEERN VPC ., MRERREL

VPC E Client VPN im BRI BB | @ AN#ZF(E— VPC PE— FH5%,

A HMFEREBE L ERBHEBEN VPCo BEERTE VPC B FHAKEE , B4 ARXBR
Client VPN i1 2 F R EAREIHERY VPC, MEE ZHMET , 5528 54 Client VPN %2,

EAFHRE Client VPN in RV BB | RIS BB E R HEMRBE TR VPC A#ERH
#1183 Client VPN in BRI ER AR

(® Note
BB R Rl &R , BEMERN VPC M NBEREM CIDR & , BLRHTUTHH —E
BRIE , LEHA PR VPN i 35 8% B R AN HEER R
- B EMEREBUHREIRE Client VPN imRh , R&EA Client VPN i RBABEE B R
- FESRAMEEAF G VPN R HA R Fin VPN ih3 38 B RBERIEH.

B 18445 — B 7% EE Client VPN in B EZE B2 | Client VPN Im BV AREEEE pending-
associate M available , ME A FimeesE T VPN EE,

% 7 E EHEIEE Client VPN S BEM BRI (12 4)

1.
2.
3.

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
HEEEEHKS |, BIF Client VPN Endpoints (Client VPN % 2).

RENEE B ZEEE MY Client VPN w3 |, 1832 Target network associations (B Z#355 BIE)
SR1%I1ZIZE Associate target network (E3H# B ZHEER),

R VPC , BEFREBMEN VPC, MREEE Client VPN inBREE T VPC , EZLE L
BIH TR BN , AIHXERMEEN VPC,

¥1H Choose a subnet to associate (E1E E A FHEE%) , BEZEAH Client VPN in 2EEBHHN 118
B o

E37 B 28K EE Client VPN U B HY B35 80


https://console.aws.amazon.com/vpc/
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6. iEIZE Associate target network (B3HH# B Z2HER).

By B1EBEKE Client VPN w25 (AWS CLI) #Y B Bk

£ A associate-client-vpn-target-network &

HEZEBEERT B S/

B3I Client VPN inRiEF | B LEEEEAZEEMRN R LAE. 8185 — 8B FRBIRE Client
VPN im B2 ARt , RIS B BEAMEN T EEAE VPC NERZEEHE. WEESFHBER ,
RS ZEEHE.

&R LA E Client VPN IRV R £ 8. EFENZLHERA , HURREERER VPN &
B, MEEZFHMER , F2E AWS Client VPN B =I5,

L EHEEMTIERRER (X£8)

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

HEEEEKS |, i Client VPN Endpoints (Client VPN % 2).
ENEERAREEFEMN Client VPN i3k,

iE1E Security Groups (Z£##H) , ARIEE Apply Security Group (ERZ £ &),
& Security group IDs (Z£ 88 ID) EIFHENZL£FHE.

iZ1Z Apply Security Groups (EfRZ£81#H).

o 0k~ w0 b~

KL BHERT B EBE (AWS CLI)
8 A apply-security-groups-to-client-vpn-target-network o
BUH B ZEHERKE Client VPN w2609 28 B

HELEUH B RERA B | RMSMERF BHEE Client VPN inHEBRARNE[EE , AREYE
R BRI E (VPC (VAR E), MREBUEFE B EMAEKE Client VPN ik BiHIFE
Bt AFmmMEEBEM VPN B,

BUH B 248K B2 Client VPN im B EAE (12 AR)

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
2. HEEEBHHKT , iBIZ Client VPN Endpoints (Client VPN 3% 2h),

REEFEEAT B REE 81


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/associate-client-vpn-target-network.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/apply-security-groups-to-client-vpn-target-network.html
https://console.aws.amazon.com/vpc/

AWS Client VPN EESER
3. EWMHEEBPRERBM Client VPN imE , R&RERE Target network associations (B 1F#8#% 3
B#)o

4. EINEBCHRIBR B EMEE |, i#Z Disassociate (BUHBH) , A% I18Z Disassociate target
network (BXUE B3 B B ML)

BUGH B 2 4B BT Client VPN #5525 (AWS CLI) K BIH

£ H disassociate-client-vpn-target-network a5+

W45 B R

B LAER £ A AWS CLI 2R3 E2 Client VPN % 2hHHBEBERY B 42,

WA B RER (££8)

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC &,
2. HEEEBHHKT , iBIZ Client VPN Endpoints (Client VPN 3% 2h),
3. iZH Client VPN im B , A& $E Target network associations ( B 2435 B3 H#)

5/ AWS CLI R#15 B ZHE%

£ H describe-client-vpn-target-networks &5

VPN TERE B RRIGER D

AWS Client VPN & VPN T/ERERISERFRE LRIEM T2 ERE, B LURERERN VPN TEREREE
BEFEELERRERERZEMESENER, BIBETER , VPN IEREERISERHEA 24 N,

(® Note

E VPN TEERGERSE LRERDE , HFERAS VPN TERRANREESHRFER |
RIAFE R ENE L TEREER

20 (AWS Client VPN fEFETER) S8 "TAWS REHMWAFimir gt , BERAFiRREER
BEANFEES.

B &%
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disassociate-client-vpn-target-network.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-target-networks.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
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AXTE Client VPN um 263 7 HiE#HY VPN TIERE B LR
- Wi B VPN THERRGERE LR
« B VPN THERERIEERE LR

&% i€ Client VPN im 222 7 HARIAY VPN T/EREER LR

WEFRE Client VPN inBE T HIBA VPN TEFRSER LR 2 FF Ml B8 | 5828 2217 Client VPN i

¥R B Al VPN T/ERSERISERRE LR
EEA TS ERREIE B B VPN /e RSB LR,
4R Client VPN i% % (£#2 &) Bal#9 VPN TERERISERE LR

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

HEEEEKH |, iBI2 Client VPN Endpoints (Client VPN 3% 2).

EHEEREH Client VPN in S,

SEFESIZE T Details (FEHHE ) R5I1EHR.

¥248 Session timeout hours (T/EFE BURBFAFE) 5589 B 51 VPN TERE R SERRE LR,

o K~ w0 Dh =

#2458 Client VPN 3% 25 (AWS CLI) B 5189 VPN T/ERSERIS/BRSR LR

£/ describe-client-vpn-endpoints &8

28 VPN TAERE B RS ] L BR
HEA TS BREURE VPN THERRSERE LR,

&k Client VPN im & (E1258) RBER VPN TIERRIGERRE LIR

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEEEBHHKT , iBZ Client VPN Endpoints (Client VPN 3% 2h),

3. BEUEEEUM Client VPN 5% |, 1B Actions (B11E) , SA%i2Z Modify Client VPN Endpoint

(1824 Client VPN i 2h),

4. ¥ Session timeout hours (T/EREEREFIFE) , BIZFTER VPN T{ERSERIGERFE LR (B4

A EAL).

FXIE Client VPN in 22 HARAY VPN TYERSER LR
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-endpoints.html
https://console.aws.amazon.com/vpc/

AWS Client VPN

5. i##Z Modify Client VPN Endpoint (#&2& Client VPN % &)

&k Client VPN %% (AWS CLI) IRERY VPN TIERE B IS @R LR

{# A modify-client-vpn-endpoint 8%

1&ek VPN TIERE B EISE LIR
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AWS Client VPN Ay 24

ERmZER AWS RERW—R. A AWS NEF , SHERENPONBEBRRBEHER  BLEHNE
BEARERZT2MEARBMKRETI.

ZE£ R AWS BEAERANERF. HEFSEEESERHRABRNZ2ENBRTHESMY

- ERAFHES - AWS B EREE AWS Cloud #1177 AWS BRIV ER LR, AWS ti24ET
SERANRE. FZARZAESEHIRNBIRMLESMNERYE , EA AWS 2SI — :.B
o BETHERMN AWS Client VPN W& HRETEl | B2BEHRFTEH AWS RIGEE,
- ERRPNESE - FNETECRAMERN AWS B, SHXEHEMEEZEE | 9iFE MR
M, BTN ERMNBEREENER,

AWS Client VPN & Amazon VPC BRI —& 9. MFE Amazon VPC Z&MHFFHER |
Amazon VPC R ERREARNZ =4,

3
¢

B

AXHGEBRET RUNMEMEA Client VPN RERHABNSEER, THZETEERBUNMRE
Client VPN , LLUER N L2 HEEBEEE, Sdig 7R NAEHEMm AWS RIS , EBEEETRE
Client VPN &E,

RE

- AWS Client VPN & RIHRE

« AWS Client VPN ¥ 5 2 i 5l BB EE R
« AWS Client VPN H#y1HR#E 8L

- AWS Client VPN A ER#EHBZ S

- AWS Client VPN B R REEH

« AWS Client VPN #J IPv6 ZER =

AWS Client VPN I ERRE

AWS HEHWETERBERAR AWS Client VPN Y ERHRE, MERFNR , AWS BEREHTAT
B AWS Ein WL KERERE, B4 ﬁﬁ%%ﬁﬁﬁﬁtgﬁﬁéxﬁﬁtfﬁzW@E’J}““%IJEO rtnEEE
BERN AWS RIS WEZEHREMEE I, yu%ﬁ%ﬁﬁﬂﬁ%ﬂ%mnﬁlﬂﬁnﬂ BOREREIE
FRAEEE. NEEHRBNERMRENMEEENR , 528 AWS T2 MHER LN AWS HEHNEEE
HH GDPR EZEEE,

ERRE 5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERMREZEER , BRIEMEH AWS IAM Identity Center 5 AWS Identity and Access Management
(IAM) 1#3& AWS 1RFE B , WREEBIEHE, t—%  SEEHAEHRIASESEETREEKR
NEANHT, REACEZEEATHARRESR !

- BERFHECASEEZRRE (MFA),

- £/ SSL/TLS BE AWS BEFBEM. BMFE TLS 1.2 WEZRMEA TLS 1.3,

- {£/A AWS CloudTrail 52 API F1{ A & E EFc #%.

- £/ AWS MFZMERAR , LUKk AWS R ANFIEEREZTSEFE,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

- MRBEFBHGSHNER API FELAWS B | EE FIPS 140-2 BRFEHINZREE | 556 FIPS i%
2. WMZEFEI FIPS # FIPS inBMEHAER , B2 EBI T EFEEIZE (FIPS) 140-2 818,

ﬂllll

BB ESLEUIEREFNETBH L SREIHBET , REEBIBEABANFER
iz, Blan Name (B78) W, ETHEELRMEA Client VPN B | SiEAEEAS. API. AWS CLI &
AWS REBEEMFNEM AWS R . SERBIEARAXFRUTBANTAERBTRANRTE
HDH A, MRERENFAEMKIEN URL , RABIRBF D ERFEEZXARIIFRY URL BE
2BREEA,

&5 &

AWS Client VPN f#H Transport Layer Security (TLS) 1.2 iEFHMRARH L 2 EHEE,
AR RE R

& P i PR A B Y

RE] LA EE B 145538 Client VPN S ENEE DA VPC FMEMEE ., MEMETMEH |
AWS Client VPN R Z=Z 511 £5 451,

R B34 48 B% BV 7 EX

&R LARREEM Client VPN in % |, FREI%E VPC R EERNEFN. #HHEAEERS I BE A &
A BURIRFEX Client VPN im RV E R EEAE | S EFERBIE -0 @K, MEESFHEESA
=2 E £/ AWS Client VPN BR$I FEUR K 3

HRFmET S0 mE
BoBmRERE AWS BERNE —EEARENF. HSAMNRERES AR FmERE Client VPN iR

2, MRS SBERI , B FHEELE Client VPN #2327 VPN TERER., MRS 9 HE
KB, BIIEABELR , WL AFIRET VPN TERER.

T
W
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Client VPN R TSR A Fin & 2 85
« Active Directory 5§ B3 (LAER & AER)
- RES7HBE UBRARAER)
- BE—FA (SAML 2EBERE) AMERELER)

AWS Client VPN ) & %55 5ll B2 17 B & 18

AWS Identity and Access Management (IAM) AJiBI RREEE L L 2SI AWS ERFEHE, AWS
IRIE IAM EEE LSRR TE S BRE (BEA) NESEE (2G5 T) MBLEA Client VPN
EiR. IAM 2B LAEAMN AWS BRI  BEENTE,

&

/i

- FRASTBE

- FABREEFIUE

« AWS Client VPN #Zn{a g3 IAM &8 8 A

- Client VPN ) & 5 3 Bl B R BI 2565 AWS

- ZREEHERR AWS Client VPN 5 % #177EX

« £ Client VPN A RBEEAE

cZhes

RIBIEIE Client VPN FEIITH T/EME , F£HAS N AWS Identity and Access Management (IAM) &
BRAFRE,

RBEERE — MREMEA Client VPN BITER , EEESALRUMENERENFT, EGERAES
Client VPN ZIRER#IT TIEE , LRSS T EHEINNF T, THEFEGFINEEL X TSR EE
BFEREMNTT, HFEEEFE Client VPN R EIRINEE | F2H SFE A AWS Client VPN 5%
MFEL

REEES - MREEENTAM Client VPN BIR , B EEE(H Client VPN W EEFZEER. &8
E7% =1 BT AR S 68 Al & FEEX IFENRLE Client VPN HEER BEIR. #E , BL4AEBERERGEN IAM B
BE K REFLREEAENGTT. RELEELNED , THIAMNELRES, ZEE—STHES
AT A EL Client VPN £/ IAM 5, 5528 AWS Client VPN 2082 IAM BB,

S RENEE 87



AWS Client VPN EEEER

IAM BEE S - IRER IAM EES , BRLERNMRTERLUEE Client VPN F IR FHEET.
EERGIEALE IAM FREFARESI Client VPN B2 BBUR |, 552/ Client VPN K & 7 5851 2 7 Al
g5 AWS.,

EF & 2 B

BBEREBAWS FASSRBZANAR. BLAL IAM EHAES S HMBME IAM BSEETHE (BA
AWS), AWS IRERERE

B LAEREIR AWS B2 BRI RIRIERNFER , UBSF 2R F22E A, AWS IAM Identity
Center (IAM 270 FRE, ERRANE—BZASFDRFE , UREH Google = Facebook & A& #
HMEBHESH2ERBNNES, BUBESELBZEAR  CNEEEALCRESER IAM BENEBIESE D,
BERE AWS AREBEFIE , CeBEEREAC,

RIBENEREER | £ L% A AWS Management Console 5 AWS ZELA A#@%h, MEEBEEA
MEEER AWS |, 5ESE (AWS & A ERER) AWS RS A& A B0,

RIE AWS BRI A RFE , 55 AWS RHUEERBEN (SDK) Mas S 3N E (CLI) , AEEA
FBHRBUAME LSRN BZBER, MREFTFEH AWS TR | BIXEABTHEER, WECHESRN A E
BITHEFRNFMRET , F2H IAM EAEREREPHEE AWS API R

EREERAMNES P RES L CUESEERHEIANZTLHENRA, i, AWS BEEREHEAZEE
FEE (MFA) REMEFN LM, WEEZEN , 528 AWS IAM Identity Center £ & BRI+
MWZEZZEHIM IAM EAEERPNE AWSHEAZEERZRE (MFA).

AWS tRF BRERE

BEERIE AWS 1RF B8R —EERASIHE , X80 TTEFIXIRFPHEER AWS R
MER, B2 AWS IRF root EAE , ANEBERAERAREZLIRFHNE FBABUHENBRTEA
REFH, BARBETEUREAEREREES. REENBREAERRE  LRHEARHNITREHAR
EREATHNER. NFELEBNZRFE , THRFUREHAEZEANES , F2H8H IAM EAEE
MPNEERCEAEBRRENER,

BegD

REFEZRERABERE (CRFERREEESFIENERSE) ARG BRRMENEDR , X
REfE FA ERBFRERE AWS BRAE 2R7EFHL

BEGoRIRRELEFEHAEEHENFERHE, Web B0HEBIIRME., Identity Center B , SER
FEIB & 5 @B SRR REEITER AWS IR WERFEAZE, AWS Directory Service BB & 777
HBF AWS 1RF | tifIgREAR K MARRRMEKRERE,

FEREDRE 88
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TEPHER , X/ LHEACEURNE , UERTHACGERNGT. NEEHRHSACHNERE
A, F2EIAM EAEEETNAS =S oRHERYAG, MREFEA IAM Identity Center ,
AIEEREHTE, ARHSFPBRBRITUERNAZ , IAM Identity Center #$FF AT 52 IAM FHY
ACHER, WEARTUENEN , F2 8 AWS IAM Identity Center fE A E BB HHFT A&,

- HEIAM ERAENT - IAM EAERASTUES IAM SERE G HSEETEERATRNF,

- BIRFFEE : BRI NUER IAM A6 , AFTRIRFANEA (BENER) FEERFHNER. A
EREETFERFFIENEIEAR, B2 , HAR LRI AWS IR , B0 USSR BE B 525 2 &R
(MTAREAACKEARE ), EETHEBERFFNACNNUERAERNBECENER | 28
IAM EREIEETH IAM h N EIRE S RFE.

FEREDRE 89


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Client VPN EEEER

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XK Y4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTHER AWS , EERELE
B, ERELERKE  SURENTEEDE , EMETRRBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEREZHER, AFERBUIFTER
H AWS BR#% B REB S ETRINFERE , T E8H FAS R, BWEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFMRER , F20 (BREFNTERER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BURNMRREAR, MFFMAET , F2H IAM EREERTNELAGURIRT G
AWS BR 35 BR %5

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFRE. IAM EESTLMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
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LAKES %E%E’Jzéﬁo WMFEEFFI AP RERTER MFA | 3848 MFA (REGFTEBZEENEE. NEE
ZEH , FSE IAM FRHERERTERE MFA REN APl ZEL

WE IAM HREERNVEBEENR  F20 IAM FAEERETN IAM 22 5EEK,
AFFEAERAMMHE ST

e flE REMAREYEE |, oFF IAM EAERGHMEMHERES SRR ZEBRER, WHRE
BEEXEE LHURKERFTHRNER AWS CLI 3 AWS API TR LB ER R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

EESHERR AWS Client VPN & 5 M 17EL

AR LT EFARG B &2 B NS EE M Client VPN F IAM B34 E REE,

e

s RAEEHE , 757 Client VPN H#1TEE

o BZEREHIT iam : PassRole

o REAHFRIUINMAT AWS 1RFE BIERE Client VPN &R

KAEEE , 151 Client VPN F & 1TENE
MBAKBIESE | SOEREREHTEE  CHBRELEET | AXCHTEE,

TH&EHIsER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
ERWFFHER , BAVEER ec2:GetWidget FFRAIRFRAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHBERT , ABEEH mateojackson FHEMNBE , AFFEA ec2:GetWidget BYEFE my -
example-widget EiR.
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MRIEFEME , BEIEEN AWS RIREES., ENEESRHUENEZRE.

REEEEHIT iam : PassRole

WMREBURTEEES | SHERERFEHIT iam: PassRole B , BHNBERMLEEH , LA ARE
IE4S Client VPN,

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

& A marymajor 9 IAM A EERFEAEHEAE Client VPN FETEIMER |, AT SIS HIEEER,
BR  BEFRBELEREACKE TN T. Mary REKAGEEEZRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEERH , RFFMHIT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREES, FNEEERHENEZRE.
BAEAFFBEUNN A AWS 1RE B Client VPN &R

BRUEY—EAE  BEMIRFHINEREREEBABHNASTFIRENER, EUUIEEE R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFIENE RN,

NMEE-STH , F2RUATAS

« ZEE T Client VPN 2E X EELIHEE , 552 R AWS Client VPN 20{a] E2 IAM F& B2 A o

- BETHITRMEHEFTEEER AWS 1RF WEFEVE | 5528 (AM FREER) FEHEENS
— AWS 1R F 1@ IAM { F & 12 FEUERR.

- BETHRIMIME=SFIREHERNEEE AWS IEF | 520 IAM EAEIEEPMNiRME=
AWS 1RF 5 N FEUE,

- METHRIAEBHS S0 IREFEE , 20 IAM FAERETNEFIERMGENDETS
PRENERAE BISED).

- FETHBIRFEFIEASCNUERAERNERCBNER , F268 IAM EAEERETH IAM
B RF EIRFE.

'iu
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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£ Client VPN E A RIS EFE AR

AWS Client VPN f#H AWS Identity and Access Management (IAM) [RI&EE AR, REEEARR
EZEZZE Client VPN W —EHR% IAM A2EE, RKEZLHAEH Clent VPN BEER , Y IEX
BRI BRI H 4 AWS BRIEFFENFIEF .

-]
« £/ Client VPN &6
- FRAGHTERZE

f5 /4 Client VPN &€&

AWS Client VPN f#H AWS Identity and Access Management (IAM) fRi&EfE A E, REEEAGBR
BEHERE Client VPN B — 4% IAM S8R, REKEZAEH Client VPN BEER , X ITEX
BRI EEILE A AWS BREEFTENFIERF .

R EH B EZHERE Client VPN EAEE | RABRTLFHMBLEMNF A, Client VPN EEHAR
BEEABNTT , RIEZEES , BEEE Client VPN A BEEAR, EENFUSEEEHRE
FEFRTBRER |, 3 HXEF T BUR TR E BRI H A IAM BB,

BB ALERMBRBHESACHMEEER , FEEEMER, Mt REE Client VPN WEIR , BRIET
POBBRERNENGTA,

NMEARZERBEGACHEMRKEENR K F2E (TEE IAM EERN AWS RE)
Service-linked roles (AR EZAR) MPETA Yes (B) WK, BEEFEREM Yes (
Z IR BRI E A A B,

#
), LARiR

B

fim

Client VPN B R T ERE A B EF A

Client VPN €1# & A& AWSServiceRoleForClientVPN BRI E#E A€ — 2 FF Client VPN B FE
HE VPN EFHERENE IR,

AWSServiceRoleForClientVPN R EfE B EEFE T IRBEREZEFTLHAE -

 clientvpn.amazonaws.com

£ A ClientVPNServiceRolePolicy B & &FF Al BUK /25T Client VPN s E &R TSI B E -

o B)E : Resource: "*" EH ec2:CreateNetworkInterface

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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 B)fF : Resource: "*" LM ec2:CreateNetworkInterfacePermission
« B)E : Resource: "*" EM ec2:DescribeSecurityGroups

« B)4E : Resource: "*" EM ec2:DescribeVpcs

« B)fE : Resource: "*" LE# ec2:DescribeSubnets

« B)E : Resource: "*" EM ec2:DescribelnternetGateways

- B)fF : Resource: "*" EM ec2:ModifyNetworkInterfaceAttribute
- BjfE : Resource: "*" LM ec2:DeleteNetworkInterface

 BjfF : Resource: "*" L#J ec2:DescribeAccountAttributes

- B)fF : Resource: "*" EMY ds:AuthorizeApplication

« B)fE : Resource: "*" EMy ds:DescribeDirectories

- BjfE : Resource: "*" LM ds:GetDirectorylLimits

- BjfE : Resource: "*" EM ds:UnauthorizeApplication

« B)fE : Resource: "*" EM logs:DescribelogStreams

- BjfE : Resource: "*" LM logs:CreatelLogStream

« B)fE : Resource: "*" EM logs:PutLogEvents

« B)fE : Resource: "*" EM logs:DescribelogGroups

« BjfE : Resource: "*" LEM acm:GetCertificate

- BjfE : Resource: "*" LM acm:DescribeCertificate

« B)fE : Resource: "*" LMY iam:GetSAMLProvider

« B)fE : Resource: "*" EM lambda:GetFunctionConfiguration

BYMEARENT , IAM BER (NERE. HENAG) T TRY, REIMBREKERSE, MFEFA
&, B2E (AM ERAEERM) PHERBEEAGTA,

##37 Client VPN RIS EE AR

BAEEFHEY —EARKELEAR, EZMFEH AWS Management Console, AWS CLI 5, AWS API
ERFPEIE—1@ Client VPN inB2EF |, Client VPN Bl @ AL E IR EZ AR,

EIEMBRLEREEEAR  2REERANEY , BUUEREFDEAMEEFEFEYAR, EEER
Er23 % —1E Client VPN w2585 |, Client VPN B X AKLRI AR,

ERARBERAE e


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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#mEE Client VPN RIS ERZ AR

Client VPN T At 55124788 AWSServiceRoleForClientVPN R EiEAE., HAEREERIEasE
REEEEE  FIUSEIERIVAGCRBTFACER. AM , Z0#H IAM RiFEAER, W
EHMER , B2 (AM FAEERE) FNEERKEEAE,

B Client VPN IR EZ A E
MRERBEEMHA Client VPN |, ZEEMBR AWSServiceRoleForClientVPN FRIGERE A,
BB MIBRIEEEM Client VPN BR, EHERERETNBRERNEINGET,

£/ IAM 4. IAM CLI = IAM API RIBRIRISEH B, WEFMEN , #5208 (AMEAEE
) PHMEREEELE A,

Client VPN RS EF AN X EESE

Client VPN #EFF B IRt R BN+ = EEARBEASE, NRLMET  BSH AVS EFHEE

£ A BETERRE

AWS Client VPN f#H AWS Identity and Access Management (IAM) fRi&EE A G, REEEAGRR
BEEHERE Client VPN B — 4% IAM S8R, REKEZAEH Client VPN BEER , X ITEX
BRI EEILE A AWS IRIEFTENFIBRF .

RS EEAETERTE Client VPN EARBE  RASTFLXFHHESXEMNT, Client VPN ESHR
BEEACNTT , BRIESEES , FH{EE Client VPN B HAR, ESNTFTSEESERE
FEFRTERER |, 3 B XEF T BUR TR E BRI H A IAM BB,

BB ALERMBRBRFEZACHNMEEER , FEEMER, Mt AREE Client VPN WEIR , BRIET
PMOBRERNEFNET,

NEERASZERKEZACHIEMBRKEEN , F28 (TELR IAMEEN AWS ) , S
Service-linked roles (RIEF AR) WHRETRA Yes (B) WK, BEEEELEN Yes (B) , AR
Z RIS R ES AR,

Client VPN B RS E L A B EF A

Client VPN &{#H & A AWSServiceRoleForClientVPN B BRI E #& & & — Client VPN E 4R HY IR IEE
wAae,

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWSServiceRoleForClientVPNConnections fRIEERE A BEE T IRERBEZAE :

* clientvpn-connections.amazonaws.com

% & ClientVPNServiceConnectionsRolePolicy & & Al Bk /o 5F Client VPN BHiEEERTH T 5
1k -

« B#E : arn:aws:lambda:*:*:function:AWSClientVPN-* E£& lambda:InvokeFunction

BYMARENT , IAM BR (NERE. HENAG) TTRY, FEIMBREKERZHSE, MFEFM
&, F28 (AM EREERM) PHERBEEAGT A,

#E3 Client VPN RIS EZE AR

BAEEFHEYT —EARKELAR, EEMFEH AWS Management Console, AWS CLI 5 AWS API
FEWRF PRI — 1@ Client VPN i B8 | Client VPN Bl @ /R RBEFEAE,

EIEMRLERFEEAR  2REEFREY , BAUERFHEAMHEEREFERELAR, EEER
F &% —1@ Client VPN 28 |, Client VPN B XAZEY R ELZAE,

#mEE Client VPN RIS ERZ AR

Client VPN 7F A 5518 4m ¥ AWSServiceRoleForClientVPNConnections RIS EE A, RAESES
BURSSZRBELELEE K FUSEZIEEVACGCAEFAGER. AM , B0FEH IAM RiFiE
AtiEr, NEFMAET , F208 (AM EAEER) PNGHEERKEEAE,

Bk Client VPN RS EE AR

MBRELFBEEMA Client VPN , B&EZEMBR AWSServiceRoleForClientVPNConnections BRIEELE
A,

1A STMERIEEIRY Client VPN BiR. & W #RE 2 ET/NMNOBREFRNFEIEFT,

£/ IAM 4. IAM CLI = IAM AP| RiBREREERE AR, MEHMAENR K F2EH (AMFERERE
) PHMRREELEAE,

Client VPN RIS EHE AN X EESE

Client VPN #EFF B IRt R BN X EEARKERSE, NEHMET

ﬂI‘H

2 AWS [EiTF B iR

ERARBERAE T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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AWS Client VPN Y1k 1E&E

AWS 2 HREBFIEZL AWS EHETABSATLOREN. AWS BRIEHSESBEARBNERT
AES , YHEEE, BH:ENSEREREYAHEER, SBTAES ST NRHERIENE
AREANANE  £TRESZ MADSHBENTERETH. TAERN TR, SEEHTER
e HRE-RSEERTONERERRIEGES.

Mm% AWS EHSTREANFMER , HSMAWS 2 RERD

BRT AWS £ BRERESZHESL , AWS Client VPN BiRE X EE R ERMEHFE RN ZIEINAE,
REST AN ZE B ZHEE

&R LA B R EEREE Client VPN Im BV RIS | UM FwEM VPN THERER, BRERIE VPC
R FiEEE. BEKE Client VPN in R M BB TR  BLEBRTRNTHESE, BANEZ
187 #85 E2 Client VPN ymE52 MBI , LAEBS T Atk

AWS Client VPN PRV EREREEZ £

AWS Client VPN 2 —BZERH , 3 AWS £HBHERLNRE. WERE AWS Z2RBEUR
AWS MAREBEBRBHFMET , F2EAWS EnLs, FEXAERRETSMNREERR
RETEN AWS REE | FF2HREMXHE AWS RRRFHNERTHERZHERE.

&R ER AWS B MR AP FEIL | EIBAAEEf7EX Client VPN, A FmAAXE TIER !

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZFHMFEA TLS 1.3,

- BEffEEEXIR (PFS) WEBEH , 45120 DHE (Ephemeral Diffie-Hellman) 5, ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRAAREE (40 Java 7 MIEMMRAE) KL EXEELERERN,

AN, BERSACAFIZESIE ID FE IAM ZRMEEBNAEFIERSIBREE, RF , EAUEH
AWS Security Token Service (AWS STS) RE4A TR LBEREBER,

AWS Client VPN &2+ REEW

ELHBRNEEBACHNTLBER , fZEFH AWS Client VPN 2B L2 8, UTREER
B—RER Y FARERZTENZEHERAIRE, EEBEEXVAETEASEEZRELSNRESER , Bt
EREAAERERHREY  MAEERRE T
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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RERA

EARER ARG ATUFRGEBNERE, WFEESHFMESA

E
¢

2R B

)‘<ﬁ*\

BRERE,
Security groups (Z £ E##H)

ERAREFHENRHERETRER VPC FERNER. WEESHMBENR , F2H 225,

E=1]
JI]

AP mBEMERFE

BRI AE A A F i RR BB FERBMBESERAF R EBFEY Client VPN mHNFEE, flw , EFEAE
Eﬁﬁfﬁo ﬂﬂﬁﬁgnﬁtﬂiﬁaﬂ nﬁ 2 ﬁ FH}EJFE sy nuﬁﬁﬁﬁlﬁio

EETE

EFAEE T BERIEME Client VPN in 2RV o] A EFIKEE, MNEEZFHMEF , F2E B2 AWS Client
VPN,

BrRsnER

/A IAM EAERM IAM A5 IAM BERREEY Client VPN EIREM APl WEElL, MEFEZHME
Z , 5528 AWS Client VPN ) &9 i Bl B FEVE HE,

AWS Client VPN By IPv6 Z 2K %=

B & Client VPN BRI EEB VPN BERH IPv6 RE., TiB , EXEERT |, IPv6 FEEZBIE
BMZE VPN && , LS LE IPv6 HiR. & IPv4 M IPv6 EIRREAILERZE VPN B | S ATee 2284 IPv6
HiR, 18 VPN 7€/ IPve RERBHEHEE, EEEERT , ERZERMA IPve WE N , BER
EBARER ISP 21 IPv6 (VHHER., ELRRENEE IPV6 itilit, AT RASHBENTA IPve KE
®HE VPN EE,

T 5 1Pv6 tHEATE REA R ZE Client VPN FRERE , AP LE IPv6 B :

ifconfig-ipv6 arg@ argl
route-ipv6 arg®

gHITRER

ifconfig-ipv6 fdl1l5:53b6:dead::2 fdl5:53b6:dead::1
route-ipv6 2000::/4

IPv6 ZE2R % 107
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FEWEH|F | ifconfig-ipv6e fd15:53b6:dead::2 fd15:53b6:dead::1 ESAEBELE
IPv6 b1t ERE AR fd15:53b6:dead: : 2 iRl VPN %% IPv6 #it3RE A fd15:53b6:dead: : 1,

T—{@&e , route-ipv6 2000::/4 & IPv6 Hbit ¢
2000:0000:0000: 0000 : 0000 :0000:0000: 0000 FKHEZE
2fff:fFfff:ffff:ffff:ffff:fiff:Ffff:ffff VPN EEE,

® Note

fFlan | ¥ Windows FEY TTAP, 5%{&E&H , ifconfig-ipve WE—RBS BB HAE --
route-ipv6 WEEH B &,

Organizations FEZERE ifconfig-ipve XM MESH , I B AT LUE

F 100::/64 (£ 0100:0000:0000:0000:0000:0000:0000:0000 &
0100:0000:0000:0000: ffff:ffff:ffff.ffff) = fcoo::/7 (¢
fc00:0000:0000:0000:0000:0000:0000:0000 =

FAFf: FEFF: FEFF:FAFF:FRFF: FRFF: FAFF:FFFF) MMM, 100::/64 B TEREIE
B, , M fco0::/7 BME—a#,

5—1EgEHIR

ifconfig-ipv6 fdl1l5:53b6:dead::2 fdl5:53b6:dead::1
route-ipv6 2000::/3
route-ipv6 fc0@0::/7

HEHIP | RESHKE BB IPv6 RERHEE VPN E#,

g

ZHEBTREEECHAR. EXRBRRETERE VPN Ei , ARER IPv6 thit#§ pingé #11T
Z IPv6 falfR2S. fAIPRESHY IPV6 Mt ERXTE route-ipve BRIEEMNEBER, EM@ ping AFEEZS
KB, TiB , MR IPv6 X EBEARMKII®E Client VPN RIS , EF e e, MR ping K3 , MAE
AUEUZEEEEERF TGS , AR TREEE—SHRHELRE, RO UEBFERH—L
NETATAN T EETRE , W ipleak.org.
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EE¥E AWS Client VPN

ERIRHEEENISY , HeeME AWS Client VPN FE M AWS R AF RN AT, TRAMRMEE.
B LAE A T 5 ThEE SR EE R IR AT Client VPN inBh. 2T REER |, LUK EE Client VPN i B8y B EE
THERDE.
Amazon CloudWatch
BNEFEEIR MY AWS EIRMEE AWS EHITHEARER, S UREMERIEE, B BT
BRR, URREER , EREEEEIZEENRERBREIEKIEE, Hltn , BT LAE

CloudWatch &}t CPU F A2 M Amazon EC2 #i{TEEIEE K Y EEERSHBRBHINHIT
E88, WMEFMET , 5528 Amazon CloudWatch EHEEM.

AWS CloudTrail

REEUR AWS IRF B S RFHA API HIUFIMEREEY , W EXLHEERELRIEEMN Simple
Storage Service (Amazon S3) f#fFETEE. Z ALK H LA FE R A FEIY AWS, 3 H LRI 2R
R IP thak , ARSI RERRE, MFEFMHER , F2E (AWS CloudTrail FAEERE)

Amazon CloudWatch Logs

A RIREE 2 AWS Client VPN IR BETHERER . LR LIMRAR Client VPN EEAERE ENE
MER. HRERER , BUUBIRIMERMEERER, ETLIEE CloudWatch Logs HES
TMACHERFMEN. MF/FHMES , F2RER BN (Amazon CloudWatch Logs £/ %
EHED) o

AWS Client VPN B CloudWatch 1§

AWS Client VPN € T 552 2% Z/& Client VPN % 2589 Amazon CloudWatch, B8R D ER &5
E 2 Z| Amazon CloudWatch,

BE iR
ActiveConnectionsCount Client VPN im BV {EF P IEREE .

By : 58

AuthenticationFailures Client VPN i Zh 89 & 70 B 3% K BUR &,

CloudWatch $84& 109


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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1eiE

CriDaysToExpiry

EgressBytes

EgressPackets

IngressBytes

IngressPackets

SelfServicePortalClientConfigurationDownloads

AWS Client VPN &% #i Client VPN 3% 2689 T SR BEFTAH

B

ClientConnectHandlerTimeouts

ClientConnectHandlerlnvalidResponses

DU
By : #tH¥

Client VPN w2 EFTERE
BHA 2 BB KRB

BEMEBBE (CRL)

Bf: X

& Client VPN in B EIX N TEBE .
By : i

i Client VPN in S EXHNHIRE .
B : 58
Client VPN i S #Z IR EIRV THEBE .
By : i
Client VPN im BRI HIHE .
B 5T

®BBXA DM T Client VPN ik E 4 AERE
EHRE

 FTEL

ERF LR,

iR

I A Client VPN i 25E 4R 89 B F i
AZREBHE,

EAREEE

By : 5t 8

Client VPN i ZHE AR Y A i
Zﬁ%&@@;&io

EREEEAED

CloudWatch $84&
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BE DU
By : 5 H

ClientConnectHandlerOtherExecutionErrors #1T Client VPN in BV ERHV A P IR EREEE
NEFZ RTEHEREE,

By FE

ClientConnectHandlerThrottlingErrors A Client VPN i BHEARH A FimE R R IEE
X2 BEHRYE,
B 5T
ClientConnectHandlerDeniedConnections Client VPN i EERN A FREREEENIER
ZIEREE,

By : #¥

ClientConnectHandlerFailedServiceErrors #1T Client VPN i BEEN AP R EREREE
ANFZREmEREE,

By : 5t8

& 0] Uik B EFIE Client VPN im BV B,

CloudWatch Al EH — K EF I ERN A RBEIRELERBNEERTES  tRRER. &9
UREERAEEZNEH  BENNEZBAETARBMNE. SEERRHEHBEBASERRT
MA R RBELN,

FRIAEREERERRENEETSERN. fln, EEERBLRAENEINEGEE , BUNEY
CloudWatch BRREZIEENEFRLATEE (PINEEBEANEE FEHAbL),

WEFMER |, 5528 (Amazon CloudWatch FEREERE)

¥2#8 CloudWatch {512

&R AR ER T B S ER SRR AR Client VPN Im BB 1R
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£ A CloudWatch i & ®BIEE

ERELEREHEZBA2E  BRESEZAATENMERSSE

1. 7E https://console.aws.amazon.com/cloudwatch/ BERX CloudWatch 32 &,
2. EEEBEHED , BIEF Metrics (I81E)

3. 7 All metrics (FAEEE) T , &1 ClientVPN EEm B 2/,

4, EBERBIBE , FHEE by endpoint (K BIHEE D) WISEHE,

EEMFEH AWS CLI R RIEE

TR , AT S TRIEAAR Client VPN B,

aws cloudwatch list-metrics --namespace "AWS/ClientVPN"

AWS Client VPN B CloudTrail Hi&

AWS Client VPN 28 AWS CloudTrail 25 —ER®E , TiRMUBAFEAE. A AWS REE
Client VPN R FTEREREIERYEC 8%, CloudTrail €#% Client VPN B9FTE API FEIUEEER AE 4, REEUHI W
WaEERE Client VPN =AM | LAEY Client VPN AP 2/E2 HVE R IBMEA, RGN
RFE |, AT LU CloudTrail B4 @R E] Amazon S3 17578 | 24E Client VPN NS4, EER
REZEIBHE , AT LUEIR CloudTrail £2 & A HY Event history (B4 B £ 508%) RIRRZRFTEH. FH
CloudTrail WWEERER , ¥IBT¥ Client VPN 12HHMVFER, R IP ik, BHFEE , BHEROEE , )
REMEFHEER.

A BE CloudTrail KEHAE , 5588 AWS CloudTrail £/ EigmE.

CloudTrail &9 Client VPN &&A

BIRREMIRFE | RMEISE AWS IREF B CloudTrail, Client VPN HE4EEE | RRESHEX
SEENEEH Mt AWS IRIEE B —E5C 8% 7E Event history (B4 E $ 584%) Y CloudTrail B4, &AL
BiE, BENTH AWS IRFWRHSEH. NFFHMEF , FSBEA CloudTral EHE L LHERIASE
#,

EERFEREE AWS iIRFEHPIEEHITHEH (818 Client VPN BWEH) , BEVER, BHIAEE
CloudTrail #% B3R+ Z Amazon S3 REFITHR., RIFTER K ELREFTRAEUERRE K BRSEH
BIFrE AWS EBiF, ZEMETERE AWS 2EEFFAEERENEY , Y AFERIMNIEIEEN
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https://console.aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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Amazon S3 fE1ZETEE, A\ , BAILIEREH M AWS RIS , LUE—FS 2 FMEE CloudTrail BT
WENSHER., MEFMEENR  F2ETIARR :

- BIUERHSBIE

» CloudTrail X EHRBNES

 EXJE CloudTrail #§ Amazon SNS J&Al

- BWREZEREEH CloudTrail BFER , URIZEWR B ZEIIRFH CloudTrail HFEZR.

CloudTrail &F2#FTE Client VPN B4 , 5c#k#E (Amazon EC2 API 2E) i,
o, ¥ CreateClientVpnEndpoint, AssociateClientVpnTargetNetwork MK
AuthorizeClientVpnIngress Ej{EE HAVFFAYETE CloudTrail HFFERPELIER,

B-SSEMRAREEHNSTSELFRENEA. FoEATHEEHE TFIEE !

o ZFERREBEBBH AWS Identity and Access Management (IAM) fER & BERIEH,
- REBGBERE  REEATHEACEBMS I ERAENERLZERE.

ill 1
B
%
fim

BH5—E AWS RFR T,

MEFHMEF , 552 CloudTrail userldentity 7T,

T#% Client VPN B IERER

BHtR—EEE , EREH U BRERNEARNEEIEER Amazon S3 #FATE. CloudTrail BHEE
BRES-—VZEEFEBE, —EEHATARFRHENE-FR , LIEFRBDE, FRHBHAE
B, FRSBFEF. CloudTrail BFEE IR LE AP IR HEEREREF , R FAE MBS EIE
PR,

MBFHMEF , F28 (Amazon EC2 APl &) HHEA AWS CloudTrail 28 Amazon
EC2. Amazon EBS X Amazon VPC AP| FEILRY H 5%,

T ## Client VPN BEERER 113


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
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AWS Client VPN B¢ 28

&/ AWS tkF BB T5IEE Client VPN inREAHBARVECHE (SERIBARE). FRIEZHRA , BAESER
BHREHARERE, LUUBRESELRSE K MEMCREELIRS,

EEATAREREFREMELE LR |, 557 Adjustable (ATAE) E#TZIE Yes (B). MEHMEE
A, 5528 (Service Quotas EAEIEE) PWERESEEE,
Client VPN Bt %8
Z%| FE% CIE:!
1@ Client VPN i B 2R B 50 £
BEEHA Client VPN i 26 5 =
1@ Client VPN imBE 1T B iR E R B EUR A =18 im 2 =
K FHEREHREE,
- —ECE
- 2-36,500
- 3-66,500
- 4-96,500
- 5-126,000
18 Client VPN % BHRY 6 1T 4E + 10 =
Client VPN ix &z A Fin BRMSFEFMER 20,000 B
18 Client VPN 3 25895 B 10 =
tiREESE
- EE SR EH BA B A%
« B SRMIEREE
- BUSMBREARMELRA
Client VPN Bt Z8 114


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-9A1BC94B
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-8EA77D34
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-C4B238BF
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-401D78F7
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- BUHMBRZ2EE

£ Fl & MEHEBEC

B8 % Active Directory 3% SAML # |dP FREFEAEMNEFER , RRSEATIIEEE -

- ERERSATLUBR 200 EFFE. HFIBEESE 200 B2 RVEMEFE,
- BH IDHRELRA 255 fHF 7T,
- AW IDWRELRA 255 @F . BFISHESE 255 AF T2 BHF T,

—iREE
£/ Client VPN 20  SFEZEEBTHEIE

- MRIEFHEH Active Directory REFEEAE , Bl Client VPN im B4 BB R EEA M Active Directory B
FHY AWS Directory Service &R EHIIRSE

- MREFEAL SAML BERNBS B 2 BIBRBEFFEMAE , Bl Client VPN im B X EEREAESE IDP
HEMTERMEILN IAM SAML B2 B AREEFMBHIRSHE. AWS IAM SAML B 2 & BliR#E&
AT LAIE[E— AWS 1R E Y Z1E Client VPN i B2 B,

fEF & MEFEELEE 115
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SEH#BEAE AWS Client VPN

B ERE A 15 B 8% Client VPN I R Al sE 3 A Y B REE 1T iR FE 2R o

WS B SR SEHEAR A 5 A SREAR E Client VPN 2 OpenVPN BB E S & |, 3
Client VPN EAEER) RHEER Client VPN EEETHIEDE.

B

s
\

26 (AWS

FREE

o LM Client VPN i% 2k DNS £

s RETEEFREZEDE

« Active Directory Bf 8 8V IR R Bl &k a0 78 B A iEE

- AFIREEFIYSE VPC. Amazon S3 S8R AERE

« B VPC., Amazon S3 s8R Y 15 B B 18 18

- AFmEEED TLS $#R

- AFGHEERFEHESBNEGHR (Active Directory & 2 B8 7F)
- AFRHBBENEAESBANEGRHE (MEBE)

- AFmELER RESDRE)

- AFmEENBEAERBIBA/NLRIER (BESDRE)
- AFmELFREER BEa 2 RE)

- AFmEESZEAANERERR MasoB=E)

- VPN EEBAR IP FEmRmAZL

- BHRERBT LAN EENERREE

. #5R Client VPN ik ZiHSE B BR

LM Client VPN 325 DNS &8

RERE
R SEREAT Client VPN #2589 DNS &1,
E&H

Client VPN i B4R AERE R A E — K A remote-random-hostname S &, LB EHEREHFik
£ DNS BB uEMN LFE# =8 | LABh1E DNS 1RE, BLAFIREEINEBEESE , RteMFeEE
DNS B E N E X EWFE#F S,

L BRAT Client VPN %35 DNS £78 116


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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R R

F R RIFHN X FHREESBIRK Client VPN iR BHHRERE R, HHIEE Client VPN ii%2 DNS BT |
SWHEFEMERE#EE | F8RXKE random_string.displayed_DNS_name. 130 :

« % DNS &% : cvpn-endpoint-0102bc4c2eEXAMPLE.clientvpn.us-
west-2.amazonaws.com

- 1EBAK DNS &8 : asdfa.cvpn-endpoint-0102bc4c2eEXAMPLE.clientvpn.us-
west-2.amazonaws.com

REFLSEFHEE2EDE
&8

REREMEFHEBEcEHIEMEBERE. WAREBEEELE FHRKEH K MEKRERREREZRELSE
FHEEERH, ER , BIERCSHEMERBEFHEE Client VPN inREEHKRF , HREH—@EHEH.

R &A

B Z 8 TR FiRk VPN in R ELERB , E-ETH B RENE—E 7Rk, 878K
FABNENEARAFRREHSTAMNTHAESFE, T8 , AFiK VPN TERGEES S BIEA
Fim VPN i 318 BB EY T 1858 < B R &

AFimg#Ri% DNS RIREEEREE XERIIAF iR VPN ind, EXRTHEREATUERIERESE
BB 7R HEE, Rit, MRAFKEREERIAVERAEBNEH FHERL  TEaE
FEREE.

Blan | RERIERE T 5 FHEE% BB A 3R B

o FHER%ERE
- EAEE 1. FHEE A (us-east-1a)
- EABE 2 . FH#AEE B (us-east-1b)
- BXH
- B%EH 1:10.0.0.0/16 B EFH®E A
- B&EH 2:172.31.0.0/16 BEE|F4A% B

HUEHI P | ERGEETRR A NAFREEFIINMH 2, MERSEETEE B WAFPRELR
HYBRER 1o

REFEEFHREEZESE 117
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R R

LA Fim VPN iR MRS EEB AR B RE A HENIKRAIRE . EHAMFiREHFINAER
B, e E R 2 R &1 THME T 18 B% B8 B &%

Active Directory BF#H KV IR # Bl R 20 78 HARGEE

Ll

FEEAFKD Active Directory BHARERER R , BEEMEKRMFBHARIEE, BFHET 0.0.0.0/0 89
RESARIREFMEBENRE , ERSER N CIDR WRENAR KK,

R &

SRR MBS CIDR LARRISRE|. AR AL EER Active Directory B EMH CIDR KN
. 0.0.0.0/0 WERRUSRARKERKEE , DL TR SEANNIETF A, FRBET
S

Bl BEREATIEFRY AERERA

- RAI1: BE1UFHR10.1.0.0/16

- A2 B#E1 7 0.0.0.0/0

- RAI3: FHE27FE0.0.0.0/0

- A4 FE3FE0.0.0.0/0

- #BI5: B4 2 AJ7¥EL 172.131.0.0/16

EHESS | RETEER 2, RA3IFRA 4, BHH1EE6510.1.0.0/16 WEFEHE , mEE 2
E#EH 172.131.0.0/16 W1zEVE, B¥H 38E 10.1.0.0/16 5 172.131.0.0/16 HWiZEUE |
BEe A FIRE £l MREBRRFA 18 5, BIFFE =@ E88 0 LAFEI G 8.

SPLERERAIE | Client VPN BEASRETE LY, HSH Amazon VPC 158 E 55T 8 5 I8
FUREESHMET.
WoREE

HEVERBE M AR E Active Directory BB FEUFEMEE CIDR WIRERR, MREHE
0.0.0.0/0 WREHRA , FELFEURRS KR , 18I HEYRESRR W 2SR H H % a7 B3
B o

Active Directory BH#H B 3% fE#7 Bl 5k a0 78 Hi psE4E 118


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority

AWS Client VPN &

AR FimEEFEEE VPC, Amazon S3 I #8 PR 2%
G

HEEIEREE Client VPN in B8 H |, B A FimaAlEEFIEE VPC, Amazon S3 SHEER R
BRI B

THZREBSSDEREEMEE. Y VPC M Amazon S3 EL&REEN SR,

AFEREEFIEE VPC, Amazon S3 SAAK AR
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Clients can’t access
peered VPC/53/the
internet.

Does the
endpaoint
have the required
authorization
rules?

Mo

Add the required authorization
rules. For more information, see
Step 1.

Does the
endpaint’s security
group have a 0.0.0.0/0
‘egress all’
rule?

Add an outbound rule that
allows “all traffic’ to 0.0.0.0/0 to
the Client VPN endpoint’s
security group.

Can you resolve
the DNS name?

Check that you have provided a
DMS server for the Client VPN
endpoint. For more information,
see Step 2.

Can you ping
a public IP
address?

Check that your associated
subnets are properly configured.
For more infoarmation, see
Step 3.

Can you ping
an IP address with a
payload larger than
1400 bytes?

Check the M55 config in the
.ovpn endpoint configuration
file. For mare information, see
Step 4.

A F iR L7 B S PC. Amazon S3 AR AR

Yes
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1.

HEFIREMRER B8 0.0.0.0/0 WRERA
HEFINEE VPC , 54 VPC /Y IPv4 CIDR siE#ERER A

EEZH S3, FHEE Amazon S3 2R IP bk,
ERELETREHEN DNS B2,

W RSESEL RN DNS 218 |, 35M522 5 Client VPN %2 15E DNS GRS, MR LEEEHEH
DNS fafkzs , FEIEEH IP ik, #E2 DNS R fRE: /i VPC FHL,

MRFHEEES DNS [lReSEEWE 1P #hut | 557 VPC Y .2 IP #sib3EE VPC DNS 42
Ko

ﬁ%ﬁ@ﬁﬂ%ﬁ , ERERREREH ping 2 A P buts . AREYE , HIZ0 amazon. com, R
RBWEIELE naﬁmﬁﬁﬁﬁ?ﬁ%m%miﬁﬁﬁ BN, HUEBREEES NAT BERE
ﬁo MRFERIEH O FE , FAHEFIEHN FEBRAEHHEANBH REN MR FEUZHIFER

Ao

MREEEELHE VPC , FHENHEBN FERENEEREFHE VPC WIRAIRR.

MR IEEEELRE Amazon S3 , ERRER FRENEHREERME VPC mBMIKHEIER.,
BEEEBTLER KR 1400 L THENES ping 28 IP #tilt, FEAUTHEHA—FEGS

 Windows

C:\> ping 8.8.8.8 -1 1480 -f

* Linux

$ ping -s 1480 8.8.8.8 -M do

R RESEME A 1400 (U TAALA ERVRES IP sk 1T ping @9 , BEALRITFN X FiRESH
BX Client VPN i 26 .ovpn #HRERER K RERFETYEE,

mssfix 1328

AFEREEFIEE VPC, Amazon S3 SAAK AR 121
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¥ VPC. Amazon S3 = {8 BR A5 1Y IZEN BT BT 818

Ll

EREIYE VPC, Amazon S3 SiiEFREEE , RENEREEEE  EEMTFEBENERIZZE. R
FEPENE R S AmE R R RE R E,

R &

AFImg#R% DNS RIREEEREF XERIIAFik VPN ind, EXRTHEREATUERIERESE
BRI FRRREAEE, Rit, MRAFRERERIEXERMAEENER FHEREL  TREE
FEREE.

R TT B

HELA Fim VPN IR M LS EEBRREN B REGHENIRAIRE . ERAMFiREHFINAER
B, TR R R EIR PR E R B AY F 1R

Bl | BERENV A Fiw VPN im3hA = e 7k (7 A, BN C), MEBERAFIREMAHE
BB ER. AEERM B4 AFE=H0.0.0.0/0 KH - BEASU—EBEBHFHERSEE

- BB 1:0.0.0.0/0 ARFHR®K A
- BH2:0.0.0.0/0 BRAF@E%E B
- B8 3:0.0.0.0/0 ARAFHIK C

MFimEiER TLS f7:R
G

RE R B im AR ] AR ZhiE AR & Client VPN |, {B3R7E OpenVPN 2 A F IR E ERERRSER LT
Mmz—

TLS Error: TLS key negotiation failed to occur within 6@ seconds (check your network
connectivity)
TLS Error: TLS handshake failed

Connection failed because of a TLS handshake error. Contact your IT administrator.

AEEMRERA 1 -

#E VPC, Amazon S3 SR8 A FER BN KR B/ 122
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MREEARESsRBLEAAFHBRBEEE  AIRFRBEMRBEETREBYN. E508RE
FEERHAR |, Client VPN ImHERBEEANAFRBERBFERBREAFHEE. MRAFRERE
BIRFECBY , EREXERE Client VPN iwmH.

RRAERA
£/ OpenSSL TERERAF IR BERBBFEMNEIMA,

$ openssl crl -in path_to_crl_pem file -noout -nextupdate

WHERERIHAPNEE. IRAFRBERNBEECEY  E4ARIHHBELSEEA Client
VPN ik, MFFHMESR  F2E A RBEREEE,

AIREMRE 2 -
A Client VPN % 2t @ BR 23 B S 1B H,
RRFR2 :

£ AWS Certificate Manager 3£ A A AWS CLI RERRFEIFNME, NRARSEHFREB
B, BUHBRRL EEZE ACM. BEERA OpenVPN easy-rsa ERREFELABSENAFRERERS
i, AERBEMEANACM FHFALS R  FSEXES9RE.

®E , WAER A B iR AIGELFE Client VPN B OpenVPN BB ERIE, MEH OpenVPN Rk
THEIEMNEZEN , 5528 (AWS Client VPN Client VPN £ &IER) FRHEEH Client VPN
EEHITHRER .

AP mEEBEEFEREZBANRELIER (Active Directory & 77 B =%)

[

FEY Client VPN w2 Active Directory B 055 |, LLEIRES 5K IhE AR EI Client VPN, {ERIRTE ,
AERDBEMNERESBNZIEHEE,

AR R A

WMREFE A Active Directory 8758 , BESRAFRKERERCEZRAZSEERRE (MFA) , BIfE
RTEERTFEAERAL MFARBHWXAEEA. RASRTEAERBAHCHERBNEE , B
BB R,

R B

AFREEERFERERBBNERBHR (Active Directory & 7 B 5) 123


https://github.com/OpenVPN/easy-rsa
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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THFENWAFRKERBER , YT RIENAF R, BEMERREEEE TIEARIT.

static-challenge "Enter MFA code " 1

MBAMES , FBE ELAREASHEGE. R Active Directory ) MFA 858 , IR
Client VPN i $#52 MFA BB MTRHIE,

AEREREEEHERBNRRER (HaRR)

Bl

EXCABSSOREERARAFENBNEE , WKIER "REANBEFER, FBEEN ITERE
éo d

R&A

RN RER TJEERHMA IdP Y SAML B B2 EL — B,

R R

FRTETE |dP B SAML EIfEF 2 =L —EEM. MEEZEH , F2RSAML & (dP HEEIR.

F FimRER (RES 7 8E)

Ll

R Client VPN WEEAXES 2 BE. AFRERE TLS SMIS KM BIRIBHE,
T FE

RERAFRNACHETISAFRERAAFKLG LN  ARBBNLRTER,

AR R
REMERROSERNAFKBENSR, NEXE  BEHACERLSREN S BN AF
o MERMETR , HS6I EHABEAF HELH,
AFmEENEAERBEBA/DN LRIER (S50 RE)

il

RFRERERERE R BNRRER BaRE) 124
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7 Client VPN in B ERBS 5 0 BRE, EAFIRE SAML 2S5 RMHE (1dP) BIERRETRAH
EREEBNERR  sRIZEAERBEBXEN LRIVIER,

RE&H
|dP & EIf) SAML BEERBIBZENK/N LR, MEFHMEN , F2HE SAML S 55 BENERA

Z&,

R R

b

AERRD IdP REREMBHNFARE  ARBHE —INER.

AP mEEFRBER (HWa 50 mE)

[

7 Client VPN in B ERABS B o 5RE, ERAFREAERIREE , AFRRBTSRMBIERR
A MEEREAEABNEBRERE.

5353

REGAFRNVERBERTES auth-federate 1R,

fRRF B

EHSHHEBESR  #HEA AWS RENAFin , ARBREFER,

A FmERR A W AERRIER (S 5 2 8®)

[ElE

I Client VPN inHEAMES S o HE. EAFRERAERIGHE , AFGKESER THIHER .
The authentication flow could not be initiated. There are no available ports.

R &

AWS REMNWAFIREZEMA TCP EIEE 35001 FrESEHRERE . MEFMEN , FSB SAML S
EBRENERNEZE,

R B

RAFmEERBUSIER (ME 52 RH) 125
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AATERS A Fimpy B R B8 TCP B8 35001 , S ERARTEMNERF.

VPN EERR IP FEE MK L

il

VPN EFEK L AR IRMEESEE T5$558 : "The VPN connection is being terminated
due to a discrepancy between the IP address of the connected server and
the expected VPN server IP. Please contact your network administrator for
assistance in resolving this issue."

R &

AWS RN A FIREREMMELEN IP B Client VPN w2 A8 VPN [IFRES IP ABRF, MEEA
B, 52l RAFMZEME AWS Client VPN,

RIS B
##32 AWS =R A4tH A Fiw A Client VPN i B2 B2 8 DNS K,

BAERBEE LAN S mFERGERE

il

E LAN IP Uit FEARE T EERLE IP Uit HERE , EXSRERBT EFMARE (LAN) EEM7E
HAf%iE/E : 10.0.0.0/8172.16.0.0/12192.168.0.0/16, . 169.254.0.0/16,

R &A

MRERNRN AR ESER MU EEE S FREXEE | Client VPN in2 2 HE3$ OpenVPN 55
F"ENENFEERAE, #HIEZIAFRE , MEEFAE LAN REHEA VPN, MEFHMENR , BF2E
# AR & {EMM5E AWS Client VPN,

fRRT B
WMREE VPN EIRIEFEE LAN 7H , EEREHYE LAN £/ LN EiRM it EE,

#SE Client VPN ik B SA E R &l

[

VPN E#EHR IP FEEmLLE 126
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REZEMSY Client VPN B SEER 4,

R &A

BEEFRAZERE , fINREZNENEEFEAE , LKEMK L Client VPN fEERZERXM VPC
ImE 2 ENRKIEE, SEFEAEEZIEE 10 Mbps WIEER &,

R

BT TS S URBEAR.
sudo iperf3 -s -V

ERAPIRL :

sudo iperf -c server IP address -p port -w 512k -P 60

FERR Client VPN i ZiHSEE PR 41 127
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Client VPN {& i &5 X+ B2 5c 8%

T&RHRHA (AWS Client VPN EEE15F) HNEH.

-3:J
RER RS

VPN TR REERE

il bt s

EEVEWNSE Y

I Fin¥ A P im ey 7 BUE PR

SAML 2.0 B [5) B2 5

ERVHEEELRSEHE

DU
RS Al ey s8I =61

IERLARRTEBIE Y VPN TIEFE
BREFERB LREBELZEMN
HERWER,

EAILATE AWS 214 Client
VPN RHEAZRR LRAXF
g (BEXMAEILT VPN T
PEEREF) UM B EREERTE
Ko

A LA Client VPN im B R A
AEMEHREESE U
REFERN B EE,

A LATE Client VPN 2 E A
SRR FwRBA XA DR
v,

B LAEELR T Client VPN U
20 A FisEHER

BA LAEA SAML 2.0 BB &
B0 BB REFH Client VPN fE
B&.

BT LATE 2 I AWS Client VPN
B IEE VPC &% 2B,

SR
2022 9 A15H

20221 H20H

20221 H20H

2020 11 A4 H

2020 £10 A 29 H

2020 9 A 29 H

20205 A 19 H

2020 3 A5H
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/auth-rule-example-scenarios.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-max-duration.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-login-banner.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/connection-authorization.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/scenario-client-to-client.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
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AR ERY VPN E R

% £ Multi-Factor Authentic
ation (MFA)

xEREEE

HIERA

BRI AWS Client VPN i
RIEEXEN VPN EIRBR

MR E A Active Directory B
A MFA , BI&8 AWS Client
VPN i 22 8 MFA,

&R LATE AWS Client VPN i
HERR D EEE,

L hR A< #E H AWS Client VPN,

20201 A 16 B

2019 9 A 30 H

2019 7 H24 8

2018 £12 A 18 H
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/authentication-authorization.html#ad
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/authentication-authorization.html#ad
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/split-tunnel-vpn.html
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