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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
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https://d20adtppz83p9s.cloudfront.net/WPF/3.10.0/AWS_VPN_Client.msi
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AWS & F VPN EREES

JIES & SpG TESEEAN
SHA256

3.2.0 - BT TERFE x509 B, TTRERS 20231 A23H AFTBXE
AYZ# . VPN

- ERFmEMRATRAKEABER.
« MATHEFIRRATAKBBREN

IjJﬁbo
3.1.0 HETLME, 2022 £5 A 23 H TEXE
3.0.0 « HIAT Windows 11 X &, 2022 £ 3 A3 H TEXE

- {187 TAP Windows EEEBI 2 F i & &
HHMEBHEFEBIITE,

- BETEABE S D REREER
FTRHREE,

- BETERXFHERENXFER.

- EEHNREMEE,

2.0.0 s MATEIUFEFEZAHXEREXFEMN 2022F 1 H20H AFBXE
Y&,

« BBT ERA pull-filter (B2 echo $HE) #Y
#Eho BN pull-filter * echo

- RESHRISIERBATIEE,

1.3.7 - EBSEEREBRATHHSEIREFE 2021F11MHBA8H TBXE
RER.
o REGEE(S FEEIBIRThAL,

1.3.6 o INTEITHEVPNZERSHIE 2021 £9 A 20 H TEXE
connect-retry-max , FIEEE | RIFE
g, ping, EEERL, #I , rcvbuf ,

server-poll-timeout

- REHRIEEREBINEE,

1.3.5 MR K RIRE BHEFNEHER, 2021 £¥8 A 16 H AFBEXE

TR v



AWS & F VPN

ERAEER

JIES

1.3.4

1.3.3

1.3.2

1.3.1

1.3.0

& SpG

o HNTHITEVPNEZEN X : dhCP 2021 8 A4 H

EIE,

- REHRIEEEBRLINEE,

- WINTHEITHEVPNEZERSNXF  BFH 2021 FE7H1H

, PIBRES | BXH.

« B IEEHEARENE P ENERNGE REF

ERREE,

- EEEERFHEH Active Directory EF#H

REHEARE.

- BEERAEXNRERERFTERHN

AR E#EE,

- REGFHRIEEEBRLINEE

o ERERAMPVERITTER 2021 £5 A 12 H
« {EIEfEF Connection (GE#E) TH# Show

Details (BRFFHIEHR) BHRRAJRERE
Y E H R E

- METHERMHEEENZEAFRE 20214 A5H

HFWXE, BHNERREEREE,

- BIETAHARRE , LURDHERER

=
Eo

. EINTY "A IPv6 BIRVPNIES

X

- REFHRIEEEMERINEE,

#IE T EIhAE , MIRRRME . EEAPE 20213 A8 H
SR

TESEEAN
SHA256

TEXE

TEXE

TEXE

TBxE

TBEXE

RRA R



AWS & F VPN

ERAEER

JIES

1.2.7

1.2.6

1.2.5

1.2.4
1.2.3
1.2.1

1.2.0

1.1.1

1.1.0

1.0.0

o BINTEHMEZELN Open EFTHX
£, VPN

« {BIE TIiERR 2 ERYIB R H o
- REFHEBRISIEEBIEE,

/AE?'E{WIEEEﬁ{KIjJ BEo

- # TBRL VPN (ERERFTIE T HEEEN
<&,

« HTETLSRIERRAVERRF
IR ESERRRE E R EE,
BIRTE 1.2.2 IRAHPHEE,
IR ERRE E BRI EE,

o WiINTHER SAML2.0 NBiE B0 ER
EH X,
. BEHYE Windows 7 &R X,

R ERRME E BRI EE,

- T HHEBVPNTFREE echo Thae
Hx#F  URESRERERFRETE
REYXAS,

- REFHRIEEEEHRINEE,

IR

B

20212 H25H

2020 % 10 A 26
H

2020 10 A8 H

2020%F 9 A1 H
2020 8 A 20 H
2020 7 A1 H

2020 5 A 19 H

2020 %F4 A 21 H

2020 3 A9 H

20202 A4 H

TESEEAN
SHA256

TEXE

THEXE

TEXE

TBxXE®E

TEXE

TEXE
TEXE

TEXE
TEXE

TEXE

RRA R


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
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https://aws.amazon.com/vpn/client-vpn-download/
https://aws.amazon.com/vpn/client-vpn-download/
https://support.apple.com/en-us/102527
https://developer.apple.com/documentation/apple-silicon/about-the-rosetta-translation-environment?changes=_1
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
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https://d20adtppz83p9s.cloudfront.net/OSX/3.12.0/AWS_VPN_Client.pkg
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
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https://d20adtppz83p9s.cloudfront.net/GTK/3.15.0/awsvpnclient_amd64.deb
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https://d20adtppz83p9s.cloudfront.net/GTK/3.12.2/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.12.1/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.12.0/awsvpnclient_amd64.deb
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https://d20adtppz83p9s.cloudfront.net/GTK/3.11.0/awsvpnclient_amd64.deb
https://d20adtppz83p9s.cloudfront.net/GTK/3.10.0/awsvpnclient_amd64.deb
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoint-export.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
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https://openvpn.net/community-resources/reference-manual-for-openvpn-2-4/
https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in#to-view-certificates-for-the-local-device
https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in#to-view-certificates-for-the-local-device
https://social.technet.microsoft.com/Forums/windowsserver/en-US/743d793c-ca94-45b3-88c6-375097eaafc0/rights-to-see-the-local-computer-certificates-store?forum=winserversecurity
https://social.technet.microsoft.com/Forums/windowsserver/en-US/743d793c-ca94-45b3-88c6-375097eaafc0/rights-to-see-the-local-computer-certificates-store?forum=winserversecurity
https://docs.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-retrieve-the-thumbprint-of-a-certificate
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https://openvpn.net/community-downloads/
https://openvpn.net/vpn-server-resources/connecting-to-access-server-with-windows/
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://openvpn.net/connect-docs/user-guide.html
https://openvpn.net/connect-docs/user-guide.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
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o FAENBEIE @B LA EE T E 3 AWS Client VPN
« {EAM B Connect AAFE AWS Client VPN 3% VPN Connect Zli% 24

R BN B& & 8 8 LA 3 E 3 AWS Client VPN
THREFERNMER macOS B LM EERFisEAERXEIVPNELR,

(® Note

WMFEEA R macOS M Tunnelblick A F it AR INMWHMER , 5526 Tunnelblick #u £/
Tunnelblick X4,

B EEVTVPNER

1. B{& Tunnebblick BFIRERER K ARBEREHEHEESR,

2. BIERVPNEEEREWIIWBEEEREBMRE "HRE,, EiRF,

3. TEHEEHRTZEEEER K AREEERE,

5 A BRR Connect FHFE AWS Client VPN i VPN Connect i 2%
THRFEBERINAEA macOS EfE LA "BIRR VPN Connect VPN #2 A Bk, EARRNEIELS.

® Note
MFBHMET , F2MR "BRL VPN @ EHIEA macOS EiR EF IR

B EEVVPNER

1. BEBFEBMVPNEAREN K RRBEEA , A HER..
2. BIEZERVPNEESMERIINEREESR A RREE B

RN AEVPNixEREI Connect £ 2| VPN F i i 25

15 LE E B ER B a0 f5E A B A VPN X A VPN B i 22 37 VPNIE AR .

fE RS EE M =R

33


https://tunnelblick.net/documents.html
https://openvpn.net/vpn-server-resources/connecting-to-access-server-with-macos/
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ERRRZE , BRESHNAFIRKVPNEE S 2 Client VPN in g , W ASRAMF 5 VPN iy 2 4H 58
REH.
MFERELENEA , FSEREE A FVPNIwEE Linux A F imkYE R,
/A Important
MRAFIRVPNiGH EREREASAMLEBSERE , AIEEMEARMKVPNIXAVPNF imELR
EI Fl B VPN i 3 o
FHE

- AWS Client VPN £ [FARK] VPN-[{BREES] B EF
- AWS Client VPN £/ "BIR EIEH VPN

AWS Client VPN £/ [FARY] VPN-[{ER BR8] B ELR

T3IEFEROER Ubuntu EREGUI ERRREESMEM "FREL VPN BRAEXNEILVPNELR,
A E2EVTVPNER
1. ERANATHSREEREESER,

sudo apt-get install --reinstall network-manager network-manager-gnome network-
manager-openvpn network-manager-openvpn-gnome

B ZE Settings (%7E). Network (#85§).

BIESZRAMEE (+) VPN, REBBEREREAN..
BEZGEVPNEESEWIIMERER | AR2E FRK.
£ THIE VPN RES |, RE THEL

R FTIEVPNERENE S BV YIHARRD | LUEBIELR,

2

AWS Client VPN /8 "TFEL EELE VPN

THRFREROMAER Ubuntu BES LR "HIRRL VPN AR EIVPNELR,

i Connect [FRX] VPN-[{ERREES 34
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HREVVPNER

ERAEER

1. VPNEA TSR ERM.

sudo apt-get install openvpn

2. HALRVPNEESREWRIWERER | UREEER,

sudo openvpn --config /path/to/config/file

£ "HR. E VPN 35
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5E S HEAE P i VPNIEAR

ER T3 EER B A Fim B AENELRE Client VPN i 56 ] sE & B89 B

&
- EEE M A F VPN i 5 #
. EEOBTECHE% R AWS Support 12 AWS £t A B ik
SREHEAE B B VPNIR B Windows A Bim AV ELR
SR E R B B VPNi% B2 macOS F F i
- SEEPERR A P VPNIHEE Linux A PRk ELR
SEREEERAFiR VPN

EIE S F F VPN im B 5F 8

BUPTREFPHRESER, HttPRAAHEHAFRVPNEESHERFVPNIRGRANS 3
7. THZHARENEMARZEEHRBERREERS.

MESRHHRAFVPNIRREBENEERR , 528 (AWS Client VPN EXE E1E8/) VPNR R SRS
oL

H&32 ESC 8% EA B AWS Support 12 AWS #8 A Fis

MBEFERT AWS BHNAF iR AERRE , BT AWS Support ZEAK LA RGBSR HPERE | AWS 12
HE A Fima LURIEAS S M50 88 EFIX = AWS Support, IEIEIEA#E Windows, macOS # Linux
FimERREX LFEA,

EEEERCH , BH4ERE AT AWS Support N ETRRSEE ., EEEECR  RASELREH#S
ZimaE , LL AWS Support {E 49 5] L3 Bl FEUE R

BIEPE R
ELUTSHSES | AWS B2EHMAWS VPN AFmtES THEE . »
5 AWS 124H Windows A FimE% 2 E 0%

1. BRUAWS VPN Client EARE.

S S KA F VPN B 5 B 36


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html
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ERAEER

212 Help (§288) M Send Diagnostic Logs (Eix 2K A &
£ Send Diagnostic Logs (=2 B B5%) $REF |, 1#F Yes (%)o
£ Send Diagnostic Logs (BiX2 BT A) BT , MITUTHP —ERE -

- EERSERBERIBEE , HEE Yes (B) , RARIEE OK (HE).
- BEFHEMRBERR , FHEE No (B).

B#%BF AWS Support , BEEMFIRESERE.

A AWS R4H macOS A Fin{#ix 2 B 5 i%

1

2
3.
4

BIRL AWS VPN Client ERER.,

i#1Z Help (RBH) # Send Diagnostic Logs (&% B B &)

£ Send Diagnostic Logs (X2 B B ) BRE T |, 1BIE Yes ().
fAaC NERAETRNSERS , REBEE OK (FEE).

Bi4ERE AWS Support , BFE@MMARESERR.

HEMEA AWS REH Ubuntu A Fin{EIA2 B ik

1

2
3.
4

BARX AWS VPN Client AR,

212 Help (8288) A Send Diagnostic Logs (i i B 5%).

£ Send Diagnostic Logs (X2 B B5E) (REF , 1##F Send (fFi%).
BRTEIRETINSEREE. SULURERE R ERD SR,

Bt #&BF AWS Support , BEEZE@MMRESERRE.

KE#HFAE A FVPNimEE Windows A F imAYE AR

THEHIEFEA Windows I FImEREI A FVPNmim B A28 2 < BB B E .

ES- |

- AWS REHHNEF
« 3TB3 VPN GUI
- FABVPNEL A FiR

Windows #FE2 Ef

37
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AWS RHENEFF

AWS RENAFHRERIEALHE IR EMAREELER LN TIVE,

C:\Users\User\AppData\Roaming\AWSVPNClient\logs

LUTRAANBFER .

- EREXAR  @sEAENMEBEEN. EEXBFNFEEML 'aws_vpn_client_'
- FRVPNREE : BEFRRVPNEEREFNEBEN. EXAFNFEEML

‘'ovpn_aws_vpn_client_'s

AWS WA FmE M Windows BRI R#ITIRMERE, Windows fR#% BEREFEERN TIILE

C:\Program Files\Amazon\AWS VPN Client\WinServicelogs\username

F&E

- AEWELEE

- AEREEMER THE TAP-Windows N E . SREEFEER
- AP FEEMERIRE

- VPNEREFENER

- EREXELRS

- AFmELEIRER

- BEPCsHEABE 10 11 BREREAFIHEH

- VPNEZE 58 5 B8 i

P i S R AR

&k

AWS 1RHHY A P im SR E AR B A P um VPN 26
5353

BIWEENRRTRATIER -]

AWS REHEF 38



AWS EF VPN EREEE
« B—{@ "FHREL VPN REEFCELENER LEHT , ESHELEAFRER,
- IRHVFEEE (ovpn) BREN.

R R

RELNTER EREEEMITRNVPNEAEFEEET. WREFE  FELIERELER , A
BHEREFERS Client VPN in %, #ZE "HREVPNZHE) REEHER , YERAFIRVPNEES
RETIIEHR

- HEERTEEHNAFPRSBMNEE., WEFMEN L 528 (AWS Client VPN EEEiEM) #
By FE B P imiRgE,

- EMACRLEERM. MBFHMEN , 520 (AWS Client VPN BEF M) T8 HFVPNiwEE
Connect 2| Fimim 2.

RAPmEEMER " TAP-Windows ST E <. i@ A S ER
Ll

AWS RHP AP IR LERIAFVPNmGS  EFAEXNKEHEPFSHETIERAR . "HRHEL
28 TAP-Windows NN HF. EEZTLUBBETIBEE TAP-> FTETER-> Windows-> BRAREF-> A~
B TAP-Windows E# LA A ERE 2T " 812 —{@ TAP-Windows HE AL 25,

BRHE

BT SURER T 51 EL o — (B 3k S AR EAAR L PR

. EFRD TAP-RENEF.

. ENRS TAP-REEDER,

. AR TAP-REERS.

AP R A EATE RS

ki

AWS $R{E I F % BEIEARE Client VPN 86 , BEREFERRE,
RE

BB P R T LB FRIR A 8 -

AWS RENEF 39
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AWS &F VPN ERERER
N P SEREE RS S N

o EDNSHEEBARBETA IP i,

- BFARRVPNZE Fr R HA th B S IEAR T i B

R R

BRELNEBHCEREEBRER. BENAFPRKVPNEE SRZERERNremotelE RARTHNA
BRW IP ik, BhAILLERE " AWS VPNAF iR, RESR "HENER) RPEVPN T/ERERNE
7, RERBERER

VPNEREFBEINER

Bl

BEZEAF VPN REE , AR REENER.

R&H

TAP-RERLZRELENEK L, FEUHEETEHITHF W,

RRAR

BT AWS REMNAFRZERR , UREME L BN,
FERARXELME

L]

£ Windows 7 £ , BEERBK AWS RENAFRE , TSRS ZAF K.
R&A

o NETEMETEM ERZREL 472 RESRE. ERWITHERNLEER,
RRF R

BT AWS REMNAFRTERR , UREME L BN,
RAFmEEERER

8
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ERER AWS RENAFRERELHRER , BETIIHER

The config should have either cert and key or auth-user-pass specified.

R &A
WMRAFmRVPNIGEEAMERE , QIR (ovpn) ERTESAFHEBENZR.
R B

:ﬂlh

BRELNAFPKVPNEESESAFHRBENSRMESABER., NFEFMEF , F2H (AWS

Client VPN EXEE158) PHEL AP mHERE,

HEPCsEARE 10 11 KEREAFPREH
il

FE#11T Windows 10 2 11 H457E Dell PCs (RERBRMEZHEM) £ , ELRRABEERRRKEA
VPNEREAER: , e A B, MRABLEME[EE , BFE AWS :’fﬂnﬂ’ﬂﬂiﬁuﬁﬁﬂ’\] RO IE P BB
THMAL

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.
at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,
Int32 flags, IntPtr& db)
at System.Data.SQLite.SQLite3.0pen(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)
at System.Data.SQLite.SQLiteConnection.Open()
at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)
at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)
at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()

R &A

Windows 10 1 11 FEYEEE Backup MIXERK e EHEE AWS BEEHNEFHREEFHR , LHE
AR =8 RDLLs :

 DBRShellExtension.dll

AWS EHHEF 41


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-export
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* DBROverlaylconBackuped.dll
» DBROverlaylconNotBackuped.dll

R R

ERRRENEE  FLREENAFRERTIREN AWS FTRHAFiK, BE [AAWS FigVPNT
), MRBEFORATA , FARERITIRAE

LS, SBEAT T HIMESR -

- WMREFEAK R Dell Backup and Recovery ERAREX , FHLEAZIR. —® Dell REXEEH
A ECEEH RN ERAEX PR,

- WMREZBEFEA Dell Backup and Recovery ERRER , IREEDWREE , HEHRIN—LBE. W
BEFEAMERAER b TURBRIEFGBDLLER, BR , 5= , 23 Dell Backup
and Recovery FE AR LU EHGE A,

MR E aF & DLLX 4

1. BIfE Windows & REE W BIE R Dell Backup and Recovery WL ENE, WEARRXBEESRHE
ETHE , BEATEZFSERSTRERER,

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell
2. RZEEHBFHMBRTIIDLLER , IEFGE M. FA—EBERSEESLEERELIT A,

« DBRShellExtension.dll
» DBROverlaylconBackuped.dll
» DBROverlaylconNotBackuped.dll

BRI RIBE X HENARERM T.baky REWE XM, B
40 .dll.bak, DBROverlaylconBackuped
VPNEZ5E 1 5H B K F B 4
L=l

BB HUH EIVPNERESRE | 37 0 TEEEAEKLL  RAEHNREBVPNEREIN A HEBN LI ZEEE
E, FEIY—EMBVPNELE, |
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https://aws.amazon.com/vpn/client-vpn-download/
https://aws.amazon.com/vpn/client-vpn-download/
https://www.dell.com/community/Productivity-Software/Backup-and-Recovery-causing-applications-using-Qt5-DLLs-to-crash/m-p/4590339#M35007

AWS EF VPN A% ER
R &A

TAP-Windows TEF T @& 4 ER R,
fRIRT7 R

MR THEMDescription B AR , FBABER TAP-Windows NHF , RBEFHIT AWS EHEM
AEREZERER , WLREMAELENHEMKM,

C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : Q0-FF-50-ED-5A-DE

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

#TH VPN GUI

T5I5R S BF R E A S Windows 10 RAM (64 fiLT) MR E [ ARET 2016 & (64 L) LAYFRK
VPNGUIZ# 11.10.0.0 A 11.11.0.0 ik £RIE,

HEERREFEERNTIE,
C:\Users\User\OpenVPN\config
B BRREEERA TICE,

C:\Users\User\OpenVPN\log

A RXVPNIEAR F F i

T oI s #EHERE A E £ Windows 10 RA AR (64 i JT) T E @RS 2016 &F (64 1_\"17_13) THIBRL VPN
Connect FAFIRE 2 2.6.0.100 1 2.7.1.101 R LTI,

HEERRTFEERN TIIMLE,

C:\Users\User\AppData\Roaming\OpenVPN Connect\profile

$TH3 VPN GUI 43



AWS EF VPN fEREEE
B ARARETFEERN TIILE,

C:\Users\User\AppData\Roaming\OpenVPN Connect\logs

#EILHR DNS
k=]
ERRAY , WHETIIER.

Transport Error: DNS resolve error on 'cvpn-endpoint-xyzl23.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.

R &A

HLMATONS B, AFIMAAEDNSE BRI E N LR TS |, B IEDNSIREY ; BR , BERAFik
TEEEM.

R TT B

528 (AWS Client VPN BEEE15m) T "EEMETAFVPNimimHDNSERE ) WBRAR,

RADPKIBIB

[

BN EAMEERFENAFVPNIRRIEAERS KA , I HBE TIIHER,

FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

R &A

BRI VPN Connect BFin A A —EEANEE K BNEFACAMEERIETRE, NREBERTS
ERAFRSW/ANEBE , FoRIFS RN

R TT B

ERAPHVPNEERERPIEEEENAFRSB/ANEE , RAREFNVEZEE AR VPN Connect A F
WEE, NE , FATENAER , SIMBERAVPNGUIFE (v11.12.0.0) REBERF (v.1.7.14),

FRVPNELR A Fif 44
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ERAEER

SrEEHERE A P VPN EE macOS A F i

UTHEE L& MEFEA macOS AR mE s BT BEERM THEBEN. fHEER
A B imi &R,

&

« AWS BHWEF

e Tunnelblick

- 3THH VPN

AWS RENEF
AWS RIEMAFREEVEHLHE K UKEeMREETLAER LV TIVE,
/Users/username/.config/AWSVPNClient/logs

LTRAANERER .

- EFARKX AR SsEARNHEREN. ELHFNFEF ML 'aws_vpn_client_'
- FRAVPNERE S ERMVPNEERFNHEEEAN. ELAFRNFEEML

'‘ovpn_aws_vpn_client_'s

AWS RENEFIREATFinTRERRIATRIRE, HBHEXBFBEFEERN TINE.

/tmp/AcvcHelperErrlLog. txt
/tmp/AcvcHelperOutLog. txt

AWS REWRAFHEREEERMEFELER LA TINVE.

/Users/username/.config/AWSVPNClient/OpenVpnConfigs

£

- AP mEEER

- AP FEEREZIRE
- AFmMER M RER

MacOS HFE kR

45
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- B TERLENER

F P um KB AR
Ll

AWS 1RHY A P i SR E AR B A P um VPN 36

R &
BIWEENERRTRATIER ]

—{@ "BIRL VPN REEFCHELSNWER E#T , ESE LA FRELR.
- IRHVFRRE (.ovpn) BREN.

BRI R

BRELNTER ERESEEHMITRNVPNERREFEEET. WREE  FELIBFRELERF , A
BRERERERE Client VPN imB. BE "HEVPNREHE) REEHE , YERAFIRKRVPNEES
BRETIES

- HEERGSERNAFRERNEE. MRFMENR , F2680 (AWS Client VPN EEE1ER)
HY P& i A P im AR RE

- EMACRLEEMM ., MEHMEN , F2H (AWS Client VPN EEF M) FHHF VPN EE
Connect £ Fim ik 5o

R FinREEHEERRE

il

AWS 1R{ELH A S i B EMRE Client VPN 153, BRA EHEMRAE,
RE

B BN RE TR TR —E

- BB AREZTARAKE
o EDNSHBBAREFENA IP f1tik,

AWS RENES 46
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« FRIVPNEE FFER It B EERE iR

R R

BEANEKD ESETHERER, FENAFPKVPNEEERIBEED W remotelE RARBRITA
BMH IP ik, BATLURE " AWS VPNA PR, REHRH "THEHELR, RPETVPNT/ERERHNIE
5 RBEBERER

M P imfE R MR ERE
Ll
ERMER AWS RENAFRERAEUHRER , BETIER

The config should have either cert and key or auth-user-pass specified.

R &
MR FIRVPNIm R E A ERE |, AIMERE (ovpn) ERTFTEERAFREBEMEIER,
R R

BRELHNAFKVPNEESEKAFmERMNSWBIMESHBER, MFFMENR | 3
Client VPN EEE15r) PR EH A FiniiE,

W TERLENRR
il

A2E (AWS

:I'JI
\

ERERERE , BUE T HEERVPN,
AWS VPN Client Helper Tool is required to establish the connection.
FRRAR

w2 B LA TEIN AWS Re: POST X &, AWSVPNE Fin-#E) T E RS ENIER

Tunnelblick

T 5l fER2 B & A 27 macOS High Sierra 10.13.6 Ax#Y Tunnelblick ¥ 88 3.7.8 hx (A% 5180) LK@
A

Tunnelblick a7


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-export
https://repost.aws/questions/QUbch5NzWnSyWbGM0hu4w0mg/aws-vpn-client-helper-tool-is-required-error
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IREENEARERREFEERN TIIVE,

/Users/username/Library/Application Support/Tunnelblick/Configurations

HABENEEEREFEERN TIIVE,

/Library/Application Support/Tunnelblick/Shared

B ARAETFEERN TIILE,

/Library/Application Support/Tunnelblick/Logs

EZERSTEHMEREE | SEHA Tunnelblick EFARRR | 1BIE [BE], ALFAEREREBRMNE. VPN
A BRSEE E 'AES-256-GCM!
G

EARAM , W HEEPER T HER,

2019-04-11 09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 ©09:37:14 Exiting due to fatal error

FER

ZERARFEEFERATIFHEE X AES -256-89 Open VPN kg2, GCM
BRRFR

BBETUTRERZRIZEFHRSH Open VPN A :

1. BARX Tunnelblick FEAER.,

2. BIBRTE,

3. HAITRVPNIRA | 1#1F 2.4.6-3TBASSLARARZ v 1.0.29.
HiRE L O EIW TS

8
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ERRAY , W AP ERTHER,

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,

MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3
VERIFY OK: depth=1, CN=server-certificate

VERIFY KU OK

Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication

VERIFY EKU OK

VERIFY OK: depth=0, CN=server-cvpn

Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

R &

RAFmBRCHME. ERRER  ERSFLOE  IHRKIEARFRER,
R TT B

B FimVPNE E S ERMAVERBESR,

HE{R & 8% A3 % (EKU)

ik

ERRAY , W AP ERTHER,

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK
Validating certificate extended key usage
++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,

FRER
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ARES S D BRERII. 7B, AFRRIBAN , AR FHEECHMARKRSERBNWLE RSB AL
(EKU) #1Z,

R

FRELACANRERNAFR RBENTER. MEXE  FOLWAFKRVPNEESRE, WRERE
AN RARFEE , MARAFmEBRERE Client VPN imE , BIFJsEE R E L ERR,

1B HA 1Y B =
]
AIRERRERY , EAFRS DREAK , WERTHER.

WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”

R&A

AFRBEAERECIBHA,

RRT =R

6 i F i VPNE B 8 R A Fin&E.
768 VPN

THREBMETFSE macOS BFEFENFIS 10.13.6 EHIBIR VPN Connect A Fim# g 2.7.1.100
W 1T A5

HEERREFEERN TIILE,

/Library/Application Support/OpenVPN/profile
B BRREEERA TILE,

Library/Application Support/OpenVPN/log/connection_name.log
$EILHR DNS

[
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ERRAY , WHETIIHER.

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found
(authoritative)

Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...

Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]

Mon Jul 15 13:07:18 2019 DISCONNECTED

Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT

FER
BIRX VPN Connect #3484 FisVPNDNS & &,
RRFR

528 (AWS Client VPN EEBE15r) T L84 HFVPNiminZDNSEE 1 NERA R,

5EZEPERE A FVPNum R Linux A F im BV E R

AT SIS REAGER Linux SR TRBINMBERNT HEER. BRELHTHRELA
Fim ey BRI,
3

- AWS REHNEF
« BIRR VPN (38517)
- VPNE B EE SR (GU)

AWS $RIEHE S

AWS RENAFREREHEENESERETERR LN TIE !
/home/username/.config/AWSVPNClient/

AWS RENAFREREARERFERCHERFERR LN TIVE !

/var/log/aws-vpn-client/username/
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AWS EF VPN A% ER
il

EEIVPNERZEBRNELERT , DNSEANEREFARNRAEBRBARES , MT24 Client in g
REMBBEMAMREE. VPN

R &

AFIRARKENTHED , Linux RELATRAN—ERY , FRAEENKZ LD, DNSERARRER
A FVPNimin B #HIXAIDNSAIRER, <FIAREEEME A RRARREHERLERERSE TIEFR

E AR FimimVPNEFT R At WDNSA RS, Mt , ©E#5MAARERH B AR LRENHRBDNS

ARERBE. Fit , RIGDNSHMRERARNAERRENETIEF , Rt T ARENDNSEM,

BRI R
1. 7 Open VPN BEEXHME—THRMUTIES , IHEARFTEDNSE#EEIXFIVPNRZE,
dhcp-option DOMAIN-ROUTE .

2. f#H systemd-resolved IR EREXENER. FERERRLBIT T IWS , B /etc/

resolv.conf £ /run/systemd/resolve/stub-resolv.conf HW&FEER,

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

3. (i) MREBRZFLERMBEMABREDNSEN K MEF LK EHEER AT ERDNSEBRIE
25, AliSAFeE N A, /etc/resolv.conf /run/systemd/resolve/resolv.conf

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

B R EHTHEFUIBRABITAERE | HIZIDNSEZIREY, S8/ EDNSH

iE. DNSSeci##l#11TE., BELRTEMEFEIFALEFEE L ADNSR & , BB EEA
VPN, fltn , e FAARATES AT 8E B — B FA A DNSHEMTES , HHPBVPCE www.example.com £
ek, AU BT ATE IP, LBREBEAWAREEIHFTALE IP B www.example.com AFEE
#%.

B VPN (l517)
Gk

EREEEREENR , AADNSHETETEEM,

BR VPN (EH1T) 52



AWS & F VPN EREES

R &A

DNSRR=RAREA FVPNimin 2 LERE , HE A Fim K8 R A A AR=R.
R B

AERAT IS RRREDNSAMRRERE S REILIEFELE,

1.

WBELHKEPEDNSHRSRZEH, ETHEFH , HE—1TEEDNSHRES 192.168.0.2 (£
Client VPN % B3R 7E)o

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)
WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message:
'"PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-
gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20, auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0

MRREEEDNSHRES , FERAF®RVPNEEEIE X Client VPN in % |, WHEE 2 A Client i
VPN #EEVPCDNSffRER ( AlINfAIARES ) - DNSIBEFMEF , F2 B (AWS Client VPN B
FM) YA F VPN im R

BTG S  BEE LS resolvconf EH,

sudo apt list resolvconf

WHEZEERUTRE.

Listing... Done
resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]

MRKRERE  FEAUTHTREE,

sudo apt install resolvconf

 EXFRERRPRBAFRVPNARESR (ovpn BR) , ARMETHET

script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf

BMEBAFUES resolvconf R BREECHUA., HFEXZSELUTIMIT
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Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@ 1500 1552
10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

VPNIEB B &8 8RR (GUI)
Eif:d
PR SR ERIRAVPNSRES | B | 3R THIEE,

Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO0] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 1library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol

R &A

remote-random-hostname EEFE4EN , BAFIKEZEMSEA network-manager-gnome £ i
1TIER,

RRFR

=20 (AWS Client VPN BEEE1E5F) F1 "EEHENTAFVPNIRmEEDNSE R, HNERAR,
R E RAPuw VPN
UTREAAFHEFZEAFVPNImIGHETAESBINE REE,

TLSE @833 kB

il

TLSAR W kB, W HHIB AT 8855,

TLS key negotiation failed to occur within 6@ seconds (check your network connectivity)
TLS Error: TLS handshake failed
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AWS EF VPN A% ER
R &A

BIPWEENRRTRATIESR—E :

« BFARRBRREEHHUDPHTCPRE.
« IBRTEMERE (ovpn) BERFEA T A ERNAFRESH/NEBE.
- AFmBEMEFFE (CRL) BB,

R R

BREEM LN ABRARERE T BFIE 443 ;N 1194 BB ATCPH i HRUDPRE. FEMNAF
imVPNEESHB T IEHR

- FAFVPNimixEiHI B X BRI A EHETCPHUDPEFIE 443 = 1194 LHIFHE,
- HEERTEEENAFPHSRMNEE. MEFMENR , F2E (AWS Client VPN BEEEiEM) #
K FE B imAE ARG,

« EMACRLEEMW ., MEFHMEA , 528 (AWS Client VPN EEF M) F 1 FH FEVPNimE %
Connect | Finin 3.

TLSE #8334 KB 55
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T&RMRA (VPNA AWS FirEHFM) EFf.

g

AWS EHEE S (3.15.0)

A Ubuntu &%

AWS R EFis (3.14.0 )

AREO %%
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macOS %%
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% Ubuntu &%
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AWS EHEE S (3.12.0)

NEDO®Hm

AWS EHEE S (3.10.0)

2 macOS &%
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-\+

P4l

PN

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

3

o

2R R AMEREEUS

3

o

2 BB EUS

3

o

A2 B AMEREEUS

3

o

%Bﬁﬁ&ﬂifﬁﬂl

3

o

A2 B AMEREEUS

3

o

A2 B AMEREEUS

3

o

A2 R AMEREEUS

3

o

SR MRAREEIE

= 5

A2 R RAMERE RS

AE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

B

2024%8H12H

2024%8H12H

2024%8H12H

2024%7H29H

2024%7H29H

2024%7H29H

2024%7H18H

2024%5H21 H

2024%5H21 H

2024%5H21 H

2024%4R11H

56


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes

AWS & F VPN

ERAEER

AWS BEMNES# (3.12.2)
A Ubuntu 2%

AWS EHEEFSK (3.11.2)
ABEO%N

AWS EBEEF (3.9.1) 5
macOS 7

AWS BEMNES# (3.12.1)
A Ubuntu 2%

AWS R A Fis (3.11.1) B

AREE S #T

AWS BEHES# (3.12.0)
A Ubuntu 2%

AWS BEEF# (3.9.0) 5
macOS %7

AWS EHBEFS#K (3.11.0)
ABEO%N

AWS BEHES# (3.11.0)
A Ubuntu 2%

AWS EEHES# (3.10.0)
5 Ubuntu 2%

AWS BEEF# (3.9.0) 5
Ubuntu 2%

AWS R E Fim (3.8.0)
A macOS &%

AWS RHEHEFi%K (3.10.0)
B O%h

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

A2 R R AMEREEUS

3

o

%Eﬁﬁ&ﬂifﬁﬂl

w

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

2024%4R11H

2024%4R11H

2024%2H16H

2024%2H16H

2024%2H16H

2023 12 A 19 H

2023 12 A6 H

2023 12 A6 H

2023 12 A6 H

2023 12 A6 H

2023 8 A 24 H

2023 8 A 24 H

2023 8 A 24 H

57


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes

AWS & F VPN

ERAEER

AWS BEE S (3.9.0) 5

BORM

AWS REKEFiw (3.8.0)

% Ubuntu &%

AWS REKEFiw (3.7.0)

2 macOS &%

AWS REKEFiw (3.8.0)

REEED
AWS REKNEFiw (3.7.0)

REEED
AWS REKNEFiw (3.7.0)

% Ubuntu &%

AWS BEE S (3.6.0) 5

macOS %%

AWS BEE S (3.6.0) 5

Ubuntu 3%
AWS REWEFim (3.5.0)

5 macOS &4

AWS REKEFiw (3.6.0)

REEED
AWS REKEFiw (3.5.0)

% Ubuntu &%

AWS REKEFiw (3.4.0)

5 macOS &%

AWS BB S (3.3.0) 5

macOS %%

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

A2 R R AMEREEUS

3

o

%Eﬁﬁ&ﬂifﬁﬂl

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

20238 A3 H

20238 A3 H

20238 A3 H

2023 7 H15H

2023 7 H15H

2023 7 H15H

2023 7 H15H

2023 7 H15H

2023 7 H15H

2023 7 H14 B

2023 7 H14 B

2023 7 H14 B

2023 4 A 27 H

58


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes

AWS & F VPN

ERAEER

AWS REKEFiw (3.5.0)

REEED
AWS REKNEFiw (3.4.0)

REEED
AWS REKEFiw (3.3.0)

REEED
AWS REKNEFiw (3.4.0)

% Ubuntu &%

AWS BEE S (3.2.0) 5

macOS %%

AWS REKEFiw (3.2.0)

REEED
AWS R#tEFim (3.1.0) B

macOS %%

AWS BEES# (3.1.0) 5

RERM
AWS BEES# (3.1.0) 5

Ubuntu 3%
AWS REWEFim (1 3.0.0)

5 macOS &4

AWS REKEFiw (3.0.0)

AREO®RM
AWS REKEFiw (3.0.0)

% Ubuntu &%

AWS REKNEFiw (2.0.0)

5 macOS &%

EAIPEN RS

2 5

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AR EUS

3

o

A2 R R AR EUS

o

3

A2 R R AR EUS

3

o

A2 R R AMEREEUS

3

o

A2 R R AMEREEUS

o

3

A2 R R AMEREEUS

3

o

%Eﬁﬁ&ﬂifﬁﬂl

A2 R R AMEREEUS

o

H

EAIPEN RS

2 5

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

SEFE

2023 4 A3 H

2023 3 A28 H

2023 3 A 17 H

20232 H 14 H

20231 A 23 H

20231 A 23 H

20225 H 23 H

20225 H 23 H

20225 H 23 H

2022 3 A3 H

2022 3 A3 H

2022 3 A3 H

20221 H20H

59


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes

3.6 ) #1 macOS (1.3.5) &

AWS B #HZEFi%A Ubuntu
18.04 LTS # Ubuntu 20. LTS
04 E%7

Support VPN £ Windows &

& R 7 2R o 9 O e B AR

EEVEWNSE Y

AWS RENEF

B R

i 5:]]1"-

o

A LATE Ubuntu 18.04 LTS
Ubuntu 20.04 EfEA AWSHE
HWFEFim, LTS

B LAE A Windows BE Rk
FRVPNER R BB,

R AFELEBYA O/ |, A
IS &# AWS RN AF i
MERERE,

&R BAE R AWS VA F
U 4R 2 A P um VPN 3 o

WIRANTBT AWS & F iR
VPN,

20216 A11 H

20212 H25H

2020 £ 10 A 29 H

2020 2 A4 H

2018 £12 A 18 H

AWS ZF VPN A
AWS REWEFim (1 2.0.0) AR EEEGFAE 2022 £1 A 20 H
AEO%RH Ao
AWS REWEFim (1 2.0.0) AR EEEGFAE 2022 £1 A 20 H
A Ubuntu 2% #Ho
AWS RENEFim (1.4.0) AR EEEGFHFAE 2021 £ 11 A9 H
5 macOS %% #Ho
AWS REZEFIRRE (1 AR EEEGFHFMAE 2021 £ 11 A 8 H
3.7) BA Ao
AWS REWNEFim (1.0.3) BB EEEGFHFAE 2021 £ 11 A 8 H
5 Ubuntu 2% #Ho
AWS REWNEFim (1.0.2) BB EEEGFHFAE 2021 £ 9 A 28 H
A Ubuntu 2% #Ho
AWS REZEFIRRE (1 SRR EEREHEE 2021 £ 9 A 20 H

60


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-macos
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-macos
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-windows
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-windows
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/windows.html#windows-openvpn-cryptoapicert
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/windows.html#windows-openvpn-cryptoapicert
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/self-service-portal.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html

AWS & F VPN EREES

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

Ixi



	AWS 客戶 VPN
	Table of Contents
	什麼是 AWS 客戶VPN？
	用戶端VPN元件
	設定用戶端的其他資源 VPN

	開始使用 AWS Client VPN
	使用用戶端的先決條 VPN
	步驟 1：取得用VPN戶端應用程式
	步驟 2：取得用戶端VPN端點設定檔
	步驟 3：Connect 到 VPN
	AWS Client VPN 從自助服務入口網站下載

	使用提供的用戶VPN端 Connect 到用 AWS 戶端端點
	AWS Client VPN 適用於視窗
	要求
	VPN使用 AWS 提供的 Windows 用戶端連 Connect 到用戶端
	AWS Client VPN 適用於視窗版本說明

	AWS Client VPN 適用於 macOS
	要求
	VPN使用 AWS 提供的 macOS 用戶端連 Connect 至用戶端
	AWS Client VPN 適用於 macOS 版本說明

	AWS Client VPN 對於 Linux
	使用提供的 Linux 用戶端VPN連線至 AWS 用戶端的需求
	安裝提 AWS 供的 Linux 用戶端
	Connect 到提 AWS 供的 Linux 用戶端
	AWS Client VPN 適用於 Linux 版本說明


	使用開放式用戶VPN端 Connect 到用VPN戶端端點
	使用 Windows 用戶VPN端應用程式 Connect 到用戶端端點
	在開啟狀態下使用 Windows 憑證系統存放區中的憑證 VPN
	使用「開啟」VPN GUI
	使用開啟 VPN Connect 用戶端

	使用 Android 或 iOS 用戶VPN端應用程式 Connect 線到用VPN戶端端點
	使用 macOS 用戶VPN端應用程式 Connect 至用戶端端點
	啟動隧道通道以建立連接 AWS Client VPN
	使用開啟 Connect 用戶 AWS Client VPN 端 VPN Connect 到端點

	使用開放式用戶VPN端應用程式 Connect 線到用VPN戶端端點
	AWS Client VPN 使用 [開啟] VPN-[網路管理員] 建立連線
	AWS Client VPN 使用「開啟」建立連線 VPN


	疑難排解用戶端VPN連線
	管理員的用戶VPN端端點疑難
	將診斷記錄傳送到 AWS Support 提 AWS 供的用戶端
	傳送診斷日誌

	疑難排解用戶VPN端與 Windows 用戶端的連線
	AWS 提供的客戶
	
	用戶端無法連線
	用戶端無法使用「無 TAP-Windows 介面卡」記錄檔訊息連線
	用戶端卡在重新連接狀態
	VPN連線程序意外結束
	應用程式無法啟動
	用戶端無法建立設定檔
	戴爾PCs使用視窗 10 或 11 時會發生用戶端當機
	VPN與彈出消息斷開連接


	打開 VPN GUI
	開啟VPN連線用戶端
	無法解決 DNS
	缺少PKI別名


	疑難排解用戶VPN端與 macOS 用戶端
	AWS 提供的客戶
	用戶端無法連線
	用戶端卡在重新連接狀態
	用戶端無法建立設定檔
	輔助工具是必需的錯誤

	Tunnelblick
	找不到密碼演算法 'AES-256-GCM'
	連線停止回應並重設
	延伸金鑰用法 (EKU)
	過期的憑證

	打開 VPN
	無法解決 DNS


	疑難排解用戶VPN端與 Linux 用戶端的連線
	AWS 提供的客戶
	開啟 VPN (指令行)
	VPN透過網路管理員開啟 (GUI)

	疑難排解常見用戶端 VPN
	TLS金鑰交涉失敗


	文件歷史紀錄
	

