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+EE AWS Site-to-Site VPN ?

BIFFERR , 87 Amazon VPC HRIBNETERBTEHEHLBCH (Eik) BEEA. EALUEBEY
AWS Site-to-Site VPN (Site-to-Site VPN) E# , Wi EKHBZBEREERE , SR VPC FHUE HHE
B o

HR TVPN E#, —FARER , BEEAXHPRIELN VPC LN TISEZHER ZENER. WHAaL
U & VPN X ERBEREFAIBEL S (IPsec) VPN E#,

o
. A

« Site-to-Site VPN Ih&E
- LAY UEA VPN RH
o FRILAEHILE VPN

- EfE

B

LUTRIEAHMA VPN WEERS

« VPN E# : AEPEFBERIBEN VPC 2B R &R,
- VPN BE : ERTTUEFFBEBEN AWS 2 BEREENMZERS.

M8 VPN EZTEWE VPN BE , £ALEREAELBENESS T AM,

- BEFFEE : @ AWS RIEEFREEEBHBERAN AWS ER,

- EFFERE WA E VPN EBEVREERNERRESBRBERRER,

* Target gateway (B £FE) : —EBANE , RTWMAE IS VPN E#EH Amazon im# VPN %
2,

« Virtual private gateway (E#RFAEFE) : ERAERERWEAHIEAS VPN EiEZ Amazon ixHY
VPN w3, ATLLE#ER|E — VPC,

- Transit gateway (Ei#ifE) : TAREEZ S VPC MIASBEH BN ERIE  tTREAUEH
vh & VPN E$## Amazon iwm#Y VPN i 2,

]
&b
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Site-to-Site VPN Ih&E

{£ AWS Site-to-Site VPN EiZ X E T 5IThéE

o« HERRIERR IR AR 2 (IKEV2)
- NAT i

- EEAERE (VGW) BEERSEE NN 1 E 2147483647 2 REH 4 (U8 ASN, MIFEHMENR , 3
S8 TiAHIEA VPN EENEFRERE, .

- ZEFERE (CGW) BHEENM 1 E 65535 2B 2 (V8 ASN, WEFHMER , F2H "ha¥L
A VPN BENEFBERE,

« CloudWatch 1542

- BEFREVEELAN IP it

- FEJN\RIINZEIE |, ©IE AES 256 LT NE, SHA-2 #%E , ARk HAth Diffie-Hellman ##48
AR E MY BB IE

- BGP L{ERSERH) Amazon ik BETFAE ASN

- RB 2Rk CA HFABREAWS Private Certificate Authority

- XEEBFIELN VPN ERZ IPV6 RE,

uh B ¥IE A VPN R
Sk A%EA VPN A TSI,

- ERAEREELHN VPN BETXE IPV6 HRE,
« AWS VPN EZEFTTERE MTU &%,

AN, FERILAHIEA VPN B FERTHIEE,
« # VPC ERIBRARBERKE K BRER/BHEERIEER CIDR EHR,

EAMAHIEA VPN
EAAER TIE—RERRY ., FRRERENEAHEA VPN &R

- AWS Management Console — 2t A] 7 EX Site-to-Site VPN &JRKY Web T,

Site-to-Site VPN Zh&E 2
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- AWS Command Line Interface (AWS CLI) - 2t 8#& Amazon VPC FERHI K& AWS R
%, Windows, macOS M Linux &, MEELFHMEN , 2B AWS Command Line
Interface.

- AWS BREHN - RHESHE AP, YREBFZSERFHEN , fINGtERE, BEEFRELANE
REE, WEFMENR , F28 AWS BEEML,

- B API - RO LAER HTTPS FBREMUMEER APl B1{E. FAEM API 27FE Amazon VPC
REEMNFR , EEEELNEARNGEEERREFHEEN  fINEEHEUSEERIRURERE
B, MEFHMEENA , 55208 Amazon EC2 API 2%,

][]

EE

Rt SE VPN EEZIFE (BME VPN EEZBT#FER) RaB{WRER, NEFMAEHR  F2
B AWS Site-to-Site VPN 1 Accelerated Site-to-Site VPN EZEE,

R EE M Amazon EC2 BB R ZHBMER RO EWNENER, MEFMENR , F528H "Amazon
EC2 EEEE., HRE LWERFE

ERETINE VPN BiER  RAERREEILREEMEMNESS. SEMNRSSKRDEERNERE
WER  mAWIRER, MEFMEENR , 5528 AWS Global Accelerator E1E,



https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing
https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/global-accelerator/pricing/
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AWS Site-to-Site VPN BV IEER X

YRE¥EE VPN EER R T A THEMX
- ERNERENEHRE

- EFREZXE

- EFRE

VPN E#ZE AWS I EHLEREREHFEEHRAME VPN BiE , ERHBRBRREH/—EFF
RiE.

MBEAYLA VPN RENFMEET , HSHBAHES VPN BE,

ERLEFE

"ERAERE) RMAHILE VPN E# 2 Amazon in#) VPN 988, ZAUBYERMERE ,
WEBAAFNIEAHIEE VPN EENER , SHEZIEHILEER (VPC).

TEREREAERALEGRE , (VK VPC EEAZIEME 2 B VPN Eix,
F Region On-premises network

=

T

Instance |i| .(_.;9
YPM connection I\_x
Custpmer
gataway

ELRNERLEEER , £ ARBERN Amazon iR EFE BB RFKRIR (ASN). WKIEE ASN ,
HEELATEER ASN (64512) BN EBRILAERE, BUEBRILERE R , ITEEE ASN, ZERE
EEAEREMN ASN , 7 Amazon VPC AN ERLEREEETFRBREFHMEER , SEA
describe-vpn-gateways AWS CLI S &EE,

ERLERE 4


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-gateways.html
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Transit Gateway

BhaFERERTE , ETURRERERE VPC MALHEMRRE, MFFMESR , F2E Amazon
VPC EhiFiE. ERUNEYLEHIEE VPN EEMA SR REEER,

TERERERBRREE , MRZE VPC BRI FMI 2B VPN 2, ERFEER=E VPC &
BN —1E VPN E#,

Region

E On-premises network
= = C
—
WPM connection L\_..)
Custpmer
gatgway

EwmEEE WA A VPN EZA UL E VPN BEAN IPv4 REDS IPv6 HE, NEEZHMAE
2, 5520 IPv4 7 IPv6 i E,

BA LG AE A VPN BN B EZRE  RERLERESNAEREE, MEEZFHMEN , B
21 the section called “f&cf VPN E#EZH B ERE",

EFREXE

'EFREXRE, RUHAHIE VPN EEURNEERNERKENTBEAREN. BUREERESR
By AW A VPN EEREEER. WEESHEENR  F2R EFFEEXE.

RIFFER  ENEFRERELRZBELERELRBERBER W/ (KE) EERF , AENEE
LA VPN EERERBUEE, EAILH# Site-to-Site VPN EEERERIEE AWS LA E IKE =
FFro MEEZFHMEN , F2H WY hE VPN BEMENEE,

Transit Gateway 5


https://docs.aws.amazon.com/vpc/latest/tgw/
https://docs.aws.amazon.com/vpc/latest/tgw/
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EFRE

EFHERLEAWS FEYMER , ARAXBEMB LNWEFHELE, EREITFHEE &
EEn BRHEZSBMHBEEAAWS NEEZFHFMEN , B2 M the section called “FFREIRE",

On-premises network

Fy Customer
——3 gateway — |
v device

Custpmer
gateway

HEfEM Amazon VPC BE M AHILE VPN B | BRENEREES UL AEERFERTFRER
FEEXESEARER, EEEYMAHA VPN EER  RMASEHECXENERENR  HKREE
E-REHTEEER. NWFEFFREERNEENMEEET  F2EEFFHEEXE,

IR R HIEE VPN EENEEEE

BERLEHIEE VPN EEEEIRHERERSE VPC, SEMAH A VPN ERBEMERE , 58
BEHEAE LR P i, MEBERBLERERE. E—EEREEEEAR (B, HiEE
mEH) , MR RESEDRAIREEUAEIEE VPN EETANBEE.,

TESET VPN EEMEEE. SEBERLATETAES , MRHESHTAME, REAERE
EWRE AWS HREEAEMEBE. RE AWS ERHERRNRERFHP —EBRE , B
AWS InBEHE | ALEBRERED S —EBE.

EFFE 6
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On-premises network

B
—

nmer
hway

YPMN connection

EERMNMAHIA VPN EEK  CETHEFREXRESZANERER  HESRENREEA ,
BRESEEENREEN. EAERMMAHIIS VPN EEK  BEETEE-LEBEREE, &
A, AWS EiRHER

(® Note
WLEHMA VPN BERMER TEANFEPREREERATHREZFFENRE , EW
EEEENRRIEFAM, B LAEH modify-vpn-connection-options &< R &l
AWS B ESNRIREE, WHEFHEEN , 528 Amazon EC2 5558 E K modify-
vpn-connection-options,

AT RGBS B Y B8R R,
RMEFER (DPD) &

DPD &R iF 84 2 AIAEBH M, & DPD RIFA 40 ¥, RR VPN InB1E S —IXURIFER K RERE
B3R, FEREFHRE/RN. BAILIEE 30 ES,

JEE% : 40

VPN BEEE 7


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection-options.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection-options.html
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B

BAEEYHEER (DPD) BREF 2 RERKBN B, BAIIEETIEER
« Clear : 4 DPD REFFRER IKE TERE (FLBELEREA)

* None : DPD & F§ 8¢ & B A SR EUE A B

« Restart : B4 DPD &ESH R | SHEEHRE IKE TR

WMEESFHMER  F2HE BB S VPN BEMEIEE,

JE5% : Clear
VPN EC8%218

BB EHE VPN BES , BAILFELIP 224 (IPsec) BEEIL., MEERESRRIE (IKE) X
W, IR A EER (DPD) BEAWHERSNFAESR.

MEBEZHMEN , 2B AWS Site-to-Site VPN B,

ATAMBFEIN : json, text
IKE RRAR

VPN BB RN IKE AN, BuLUEE — B ZEERE,
¥EE% : ikevl, ikev2
BIEREE IPv4

VPN EER (RE8) IPv4 ihat 85E, #TI1E 169.254.0.0/16 EEFISEKR/NA /30 K9 CIDR B
¥, CIDR EREMAERERLERENFIRHEHES VPN EETLARE -/,

(® Note

CIDR BREBHFE LNAMAEZEPAITERE -, B2 , IREMATRE—8 , BT
REEELNEFEELERER, EERHAIE LN ZE Site-to-Site VPN E# L EER £ E
B CIDR EHREF , 75/ DR1F,

LT AEZN CIDR E#f , BAMFERA -
+ 169.254.0.0/30
+ 169.254.1.0/30
+ 169.254.2.0/30

VPN Bi&EER 8
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* 169.254.3.0/30
* 169.254.4.0/30
* 169.254.5.0/30
* 169.254.169.252/30

JEER{E : £ 169.254.0.0/16 EEHF A K/NA /30 IPv4 CIDR B [EHR
BEAE IPV6

(R IPv6 VPN E#g) VPN EE R (RER) IPv6 it EE, B4 £d0o: : /8 BEHIEE K/
A /126 B9 CIDR E#f, CIDR EB#EFEHAEREMmFEENFIELAHIES VPN EER L AR —
B

FERR{E : EA M fdoo: : /8 EEH B K/NR /126 IPv6 CIDR HEHR,
A#% 1Pv4 #85% CIDR

(2R IPv4 VPN E#R) BEFFE (REFERE) ik L AFFEIR VPN BEETEAM IPv4 CIDR EE,

FE&% : 0.0.0.0/0
=i IPv4 #88% CIDR

(EEBR IPv4 VPN Ei2) AWS B A 3FiEIB VPN BIE ¥ T BN IPv4 CIDR E.

Fa5% : 0.0.0.0/0
A #% 1Pv6 #8i% CIDR

(£BR IPv6 VPN ER) BEERE (AFHER) ik L AFFER VPN BE#TEAL IPv6 CIDR £E,

g% /0

i 1Pv6 #8% CIDR
(EEBR IPv6 VPN JE$2) AWS i 2 5FE8 VPN BEE/TEIAL IPv6 CIDR EE,

5% /0

BEEX 1 Diffie-Hellman (DH) B¥#H 5% 75
IKE S HIBSER 1 PR /AAFFHY VPN JBiE DH BHEsRIS. B EE — Bz EREERE.

FEERE : 2. 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
B E% 2 Diffie-Hellman (DH) B¥ R 5515

IKE 335 RIBKER 2 FTAAEFHY VPN B3B8 DH BT, Bl E — B ZEHERE.

VPN Bi&EER 9
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ERAEER

FEERME : 2. 5. 14, 15, 16, 17, 18, 19. 20. 21, 22, 23, 24
PEER 1 MNEREER

IKE X3S HIBEER 1 FR/RFHY VPN BEMBFER L, BAIUEE —EXZEEKE,

%18 : AES128, AES256, AES128-GCM-16, AES256-GCM-16
PEER 2 tNEE SR

PEER 2 IKE ZFFT /AFFRY VPN BEMBEEE %, B LEE — @RS ERRE,

JEER{E : AES128, AES256, AES128-GCM-16. AES256-GCM-16
PR 1 REMERE

IKE 35 HIBEER 1 FR/3FH VPN BEZBMER L. LALEE —ExZEREKRE,

FEER{E : SHA1., SHA2-256, SHA2-384, SHA2-512

PEER 2 EEMIEEE
IKE HHIBEER 2 FR/LFTRY VPN BERBMEE L, B NEE —ENZERRE.
FEE%{E : SHA1, SHA2-256, SHA2-384, SHA2-512

PEER 1 7

(® Note

AWS EEAERR 1 FEHNER 2 FEHMALPRENSEERRBERER. MR

EFENEXSHWREETRE , EW RS PENEEER,

IKE 3SR BEER 1 I8 (BARET). &R BUEENT R 900 X 28,800 2 EHIEF,

FEER{E : 28,800 (8 /) E¥F)
PEER 2 7 EE HA

(® Note

AWS EfERAERR 1 FEHNER 2 FEHERVPRENKEBERBBER SR, MRt

BRIV REETE , EWREE T EEEER.

VPN &85
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IKE 3HHIBEER 2 I8 (AR, R BUEENR 900 Xl 3,600 < BB F. BEEENHRFHLEA
PRABEER 1 FEHNYE.

FEERME : 3,600 (1 /INEF)
REHLZ L (PSK)

HEEREREFRECHREYVKRARER SRR (IKE) BN FALEL A ]| (PSK),

PSK WNREXEANMN 8 E64 BFx , MEFABEFTTAE (0). RAFNFLARHTT. TH () H
JE#R (U)o

FERRfE : 32 AF THEFH,
EREWMEM

EERTREEAARBEZINERTREREI L (AERSIMERIFEIRE).
ERILIEESTR 0 F 100 2B B 7 thE.

&% 100
R A dadi

PEER 1 IR ER 2 FREZIHnMERERD Y AREN) , EILHE , VPN EEN AWS s 91T
IKE EFRER.

ERBHEENR 60 ZIEER 2 FEH—FEZBNEF.
ERERNEYEESRBERSREN AV EREER,

FEER{E : 270 (4.5 7 88)
ENREREENNHE

IKE ENfBERRETNHIRE.
EAMEETR 64 B 2048 2 EHE.

% : 1024
RRENEY1E

A VPN EREVBERERDNVEFE, STUIEETIIER

VPN Bi&EER 11
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« Start : AWS B® IKE B UREBEE RAEEENEFREDRE IP UitKF X&E,
« Addd : BNEFREREXERE IKE XS , TREEBEE

MEFEESHMER  F2E BB E VPN BERMEIEE,

JE5% : Add
S i B A A B H i

BB JE i B 4 0 18 SR R 16 ) A i G SR MRV HERR AR 4R
MEESFHME

iull

, F2E BEmEmBHRES,

¥85% : Off
WU ERNVEA YA VPN EZEIEEEERE , o MSHIEAE VPN EENEERE, MEH
MER  B2ETYEE

- HER5: B VPN EE
. &K Site-to-Site VPN Ei&iEE

B ¥ A VPN BiE S 5 REEE
CALERREATLRDBRIBBUAYIEA VPN BEH.

REHASR

BEAALWEARN G S RREE,

BEATSMRTLUER AN A VPN BERIEENEAHEA VPN BEEE,

HAAARAESRELERERFRERERMAANTS, NREREEFH , RMAISEDACELE—E
FH, NEHEET , F2H EFFEELE.

FAAFEE AWS Private Certificate Authority

MBLFEFERELHLASE®  AITERARE AWS Private Certificate Authority BIFAH 8 75 KB 5B 18
B VPN,

VPN BiE & 5 RE&EE 12
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BB AWS Private Certificate Authority (AWS #A%8 CA) #8)X#k CA BRI AEBE. 2EXRE
ACM X4k CA , &0 LAER ACM 18 CA AER CA., MEBRVIEBRBMNFMEN , F208 (AWS
Private Certificate Authority £ & 8/) PWEIREEFE CA.

AR R EFAG  TREEIFAMAE A VPN BEIRE AWS IR ER. MEFHEE
Z , 552 the section called “IRIBEE A E",

EENARREZE  CHEEVEFREREERR A ARSTCEMAELNEFFEERE.

MRBAIEEZFHAELEEN IP it , RPFLRE IP ik, WERENELKEFBEXERETR
B IP byt , MALEFHRE VPN E#,

LA ¥ LA VPN BB E R E
RBER , COEFMEEELARBELRE LMD ERBE WM (KE) THRF , AL

BYEA VPN EERRBUEE, B URE VPN BE , UEE AWS L ERMBRNEFME IKE 52
FFo

VPN J&iE IKE B EhEIE

BRI AEA TS IKE RUENRIE, £AILAEHH Site-to-Site VPN ER P — S MEBEEFE—EWIE
BE, NFEENEMBEERERENFMAEN , F2H VPN BEREE,

- REBBEE  AFHOSEHE VPN EREY VPN BERERINEE, REFER , ENEFBHER
EEME IKE XSEFRBEBEE, EAILUEE AWS ARSI IKE LREF,

- DPD RAFEIME : HERMBSER (DPD) MF 2 REHRIMMWEIE. RIBFER , IKE TERREF
Ik, EARIEE , WBERIEMH., B LIEERE DPD R LK AWS XAEMME) IKE THERER , B
A LAEEE 4L DPD RS T HREUEMEF, AWS

75 5 S2 PR 1
5 RERRARRA :

- BERE IKERF , AWS FREFREEENLA IP uik, MRES VPN ERREREL R
#,EBEVTEURFFAEERFLRIEE IP it AWS , RIXABRYFNEFFEELIEE IP i,
A%, B VPN B , UEEMNEFREE, MEFHNEN  F2R BEWHaHIA VPN EEN
EERE,

- EXHE IKEv2 # VPN E#R AWS 21T IKE BB (BB EE).

VPN B8R EhiEE 13
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AWS Site-to-Site VPN ERERER
- R VPN EE AWS infEA IKE #1%R1L , AT ERERE. CHFREAEYER , ERHY
ALk, A, B VPN EREREIREEFRENRER SA ARK , SEMHMKE KEXE. AWS

- MREHNEFABEENVNAMS ABREAFERAMBERMUEE (NAT) WEEBRE , RIXBEREREITE
(IDr), WZE IDr PEEMERA , 582 RFC 7296,

WMREARLE VPN BEIE AWS AIHERE IKE F1%81L , B VPN ERKE—EBRERE BER 108 , 8
EBREREME), ABETREEFEILLEE, EEHKEREREN , YU EAMRERTERELFEE
A pingo

£/ VPN BE R EEIE

WMFEMER VPN BEREEENFAET  F2ETIEE !

i

« BIHTHY VPN BN IEE VPN BEMENEER : FB 5 BT VPN E#E
- 2R A VPN EiZAY VPN BEREEE : (£ Site-to-Site VPN JEEEE

BHREAY A VPN BiEiRE

TR B YIRS VPN EEBEMME VPN BEEK , AR TTER, BRE , B AWS HTEEEHE ,
FEELE R VPN EHiER  S8HRH P —@F VPN BEHEY  IMEREER, £2REE R
B, BB EAREE D ] RS 1E i BT Y & & i L B E B AP,

&

- BEER BN ER

- AWS ZEimEEiR

- BB AL mIBEREE

& F R ED Y i B4 R

S VPN BN T AT | S8 RE h —(ERE b R S m B E R B R,

3 API| B){E BEE
&k VPN E Y B ZRE ModifyV/pnConnection EMEFBEBREE  MERE
AL,

fEF VPN B8R EhiEE 14
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3 AP BjfE BEXE

#8F VPN EENEFRE ModifyVVpnConnection EmEMBEREE , MEE
EHEEEA,

&2k VPN E 2218 ModifyVpnConnectionOptions ~ EMEFTEE R , MEE
EHEEEEA,

&2 VPN 8828 ModifyVpnTunnelOptions EBHBEEEHNEEE
R

AWS % & i R & iR

AWS Site-to-Site VPN 2 —IBEX Bk , BEEEHKERERTEN VPN BBin, ELEMBLEN
RERARZ K HPaBFTIER :

- MEBER—ER , SlAEHEX, NEEME , AR HEE5RIh6e
- FAETIER
- BEMLERYE VPN BERHEFERET REF

AWS & — RSB S EHEA TG VPN EENE T —EBE, BEREERMM , S VPN EiE
AT, i, BEXE VPN B REREEE , UEE SR,
B8 8 v 2 A v 1A R 42

BiEum R B RS TR SRR B RANEE | YHBIRE AWS 2 E B iE iR R E 5 A E AR o B
&R, EBLtIRE  BUERERESEEBNEBES AWS REEMIBEERN, NREFE
HEBER , HESE VPN BRREXEE-BEE , FEALIEE.

(® Note
EBLEBERT , BFECHRAEERSEDERESIEE , AWS eV EREHE
AZEBEER.
S|

- BB R A B H R S A EE

AWS ZEImBE R 15
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- RRAIBIE In B A B HA R

- BRBERMEMBREFNRETERA

- RETAEHM

- BZHEEH

- FAPAIEIE i B4 4 A B HA 1

188 v R A i 1R HA 422 1 a0 T

FARR VPN IZ 4R 7 8 B B8 A B8 b B A anB A 2 I ZheE. ©RIBMERI VPN BRA | LT BUEIRE
HA VPN ERAEERIREREA.

RABERMERERESc®R  BULEBMEL NE - PERBHNEBRENBEMBSH

o ISR RN A B B A HE 1T B8 b R B R AV AWS Health B AL,

c GEHBOME  UREZREDEANMHEEN DXEREZENWIFBEER , TEE AWS
Management Console R f£ A get-vpn-tunnel-replacement-status AWS CLI 5 &EE.

i}

BERMEZRTAHE S AHESEEEHERDEARKBAERE  EEHENSEEIER,

NMREREMBEDERABRCNEREN , FAEHMBENFHN -8 , AWS BEFTARH
B TEERME R,

JelX R 388 T i T A i B S 2

&R LAE R AWS Management Console 3 AWS CLI BUA b Th&E,

(® Note
RIRFER , HEARE VPN ERFAREINER | SRKMEEE R FRER, NMREER
RRutzhee , EFREMNEHBBEERMENR , BN ER BBEEE SR EE,

Existing VPN connection
THSRREAAEIRE VPN EIR LR EE % B 4 aniB B2 &,
WMEEH AWS Management Console FX i 8 ik B4 B HA 2 &

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

BE B B 16


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
https://console.aws.amazon.com/vpc/
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ERAEER

2. EERIEEERYT , EZF Site-to-Site VPN E#R,

£ VPN ER TERUEE /N ER,

BE e, R B VPN BEEE,

ENEEBUNBERE , FEREZEEN VPN BB/ IP thit,
£ BEimEmBREG T , Z#E MR &EAE R,

(EEM) EZEN BRBBREETR,

i##Z Save changes (REFEEF),

© N o g &~ w

MEFEH AWS CLI Ri A B8 i B4 dn i HA 2
£ F modify-vpn-tunnel-options 3§ 2R $7 B & i& i B 4 dp @ B 12 1,

New VPN connection

THIGZBRE AR VPN EARE 3 A R B8 b B A& an B B 42

MERFEH AWS Management Console 7E#7 VPN E#R 2 37 FF R B i 2 A4 o B 2 2 41

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £#4&
HEEBEE®KT | BIE Site-to-Site VPN Connections (Site-to-Site VPN ##),
i#1Z Create VPN Connection (3 VPN &E#),

o K~ w0 Dnhp =

i#1Z Create VPN Connection (23 VPN &E#),

WMEEA AWS CLI 7E£T VPN EARER 3 e B A RS i B A an B HA 42 41
£ H create-vpn-connection & 3K B BB & s B 4 an B H 12

mRBERHEm BRI RS ERA

£ OEE 1EE M BE 2 ER BREERY , £ BERMNEwBEREG T, ZE A

& A LAEF AWS Management Console 5 CLI #FR 2B EEIRE VPN EiE LB BB ik B4 a8 B

2,
MEFEH AWS Management Console fEFREE In A B HEHI RS SRR

1. 7E https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
2. EERIEEERT , EIZ Site-to-Site VPN E#R,

BE B B
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3. 1 VPN ER TEEEERER.

4, EW BEFHEEF RoIER,

5. HBEFMEERD , S BERMEmBEHES  RIRHH

3%
ﬂm”*
ig‘!
prd
aw
¥o
gl
s
I
il
fim
u
AF
B

MEFEH AWS CLI R BB R HEDBHEHEREMA
5/ describe-vpn-connections {EHRER 2 E A BEE R B4 B E S,

BREHEN

BAEE R BEEFThREZ % |, B LUER AWS Management Console 5 CLI R 1R & HY
VPN B2 B TRANEZEER.

£ E#FH AWS Management Console & 25 H 1] A E

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &
2. EEREEERED , 1EHF Site-to-Site VPN E#R,

3. 1 VPN ER TEHEERELR,

4. EH BEFAER ZIER,

5. 4R fSH#E WL, MER TH H &

EEMER AWSCLI MERBEWHNEN
f# A get-vpn-tunnel-replacement-status IEHREREE AT HEH,

BREHEEEN

B RANEEEF , B LEA AWS Management Console 5 CLI #%,
ZE# A AWS Management Console 3% 7] f #Y 4 5 #7

1. 7£ https://console.aws.amazon.com/vpc/ BIRL Amazon VPC £ &,
2. EERIEEHBKD , EIF Site-to-Site VPN E#R,

3. % VPN ER TEEEENER.

4. EEF B, ARZEE B VPN BE,

5. BENEENRRNBERE , 5ERZEEEEN VPN BEHNER IP #it.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
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6. % Replace (HUX).

EEMH AWS CLI ZZ T ANHEEERN
£ H replace-vpn-tunnel I8 RFZ A ANHEEE .
[E8 ) P8 s Bt A B E 4R

MREFRBERBERIEGBRRETHEE , WA AWS Management Console 3 AWS CLI.
HIRRARALLIhEERY , AWS EEBIENNEMEBEN K MASLEN RS ELN TFEREAET. B
TRECAXBLE  RABNERLE VPN EEPREMERE , URESTH%.

® Note

HARTANSTEHS  BLBIEHMAXYEREE BBEER R RIB, LKETUER
EF HIBEE SR RENIFR TEMLLIEE , B AWS VMBI BERMER  LEDEHE
AANSEEREN.

WMEFE A AWS Management Console B8R B & ik B 4 driB HA 12 4

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EERBEE®RTP , BIF Site-to-Site VPN E#R,

£ VPN ER TERUEE /N ER,

BEE BE , R 1B VPN BEEE,

ENAEEANBERE , FEREZEER VPN BEINED IP i,
EEEMBRERSEMBEREY BT BEREEmBEGES TER BRA ZEAHR,
(EEM) ZEN BBBEETR,

i#1Z Save changes (2 E),

©® N o 0o bk w0 D=

IMEERA AWS CLI B3 BRIEE i B4 4 n i HA 22 1)

£ A modify-vpn-tunnel-options 8 3K B B & & b 24 4 o B B 32 1.

R AEYME VPN EENEFREEZER

THR#ERE PEVEFREERMEZNER AWS

EFREZRR 19
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ERAEER

HHE
(ER) EBER,

(FRREVERSH) & F FERZAFERE (BGP)
B & REMmE (ASN).

(ER) EFRERENINEDSME IP il

(EEMH) FH (ACM) REEE CA B AWS
Certificate Manager FA A B

DU

A TE88) MAR , UREEENERELE

®,

XESHER 1 —4,294,967,295 WHHETFE %L
B, &R LAE A RAG BV RE L5
ASN , BLATRRBRS

« 7224 - EFF B ERTEE

« 9059 - £ eu-west-1 EFHATEZ

+ 10124 - ¥£ ap-northeast-1 EFHATEH
¢ 17943 - £ ap-southeast-1 [EiFATEH

MRERBLRAHERLBEH , B AL
B & 64,512 — 65,534 5 4,200,000,000-4,29
4,967,294 EANMALER LB, FER

ASN % 65000, WMFEBBNFMHEF , F2HE
WA S VPN BHIEHE,

P bk AR ERREM .

MREBNEERBEEBE MR B U ERE (NAT)
g#iE%S , FBERA NAT £EM 1P tiat, BbA
FEFEEERE 500 /Y UDP Ha (MREA
NAT B , BI5EIEIR 4500) L RFfE BV RE AN
i 2 EEE, AWS Site-to-Site VPN H1ZEE
LEMER , B2 ABSAAL

ERFERARBENFAANEFE AWS Private Certifica
te Authority 1A VPN B | FFE IP {uit,

NREEEABRRES I RE K FRESERF
MEXE LEH 2 ACM AABBER ARN,

EFREZRR

20
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HE iR
ERBIUEFREN , IS EFREREAR
B AWS Private Certificate Authority FAE B
RERFE Site-to-Site VPN,

EEEERIRIER  E8EYTE AWS
AAENLABEREEMN (CA) , HiBBRERME
M. B CA BREME CA BEIH AWS #h B
CAREFNEE,

BUERFEEZH , FEARKLE CAEIF
A E AWS Private Certificate Authority , 8%
EREEFHEREESRR. NEEILER
BEVFEHE , 552 B (AWS Private Certifica
te Authority fEFEIEm) PHELREENE
CA.

(ER) £E. HEiEFREBRBNEFRERERR.

BNiE Site-to-Site VPN & #Z

BOLUREAME A IEA VPN EZRAIE, IEK Site-to-Site VPN E#R (I13E VPN E#R) €H
AWS Global Accelerator RiGRERADBHERREHIRIZBIZEFFEREN AWS BENLE,
AWS Global Accelerator S{E{LBREERRE , FHAREEN AWS 2 HHAEKERERBITRASKEREHA
BAREENIHRE (MEFHMEA , 5528). AWS Global Acceleratorf& a] LA A hNIE VPN jE #2258k &
FEiB B AR R EERER TR R £ AR P B,

ERENNE VPN EEE  BASRKXREEIREEMEMER , 88 VPN BES—@, BEEF
F AWS Global Accelerator £ A5 APl BITRAE R EEBIEL INIRS.

MFEXEME VPN EfRz AWS EEIRVHEREER , FF2BAWS fNE Site-to-Site VPN ¥ REE &,

R AR

KRR, EREMUAHI A VPN EER  SFRAMNE. #ERRFE LRIV AHIEE VPN E
i, BULLEERANE. WEFEFAEFANSR K FSHREILERRE VPN EE,

3 VPN iE i 21
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HOERY VPN EEEHHEEE RS P it EAERIR P it LR, M@ VPN BER IP it R EWIE
T [E] A9 2% [ 35 AP R ALY o

750 810 BR 1

BEMERAME VPN ER , FERTIIRA

- AEEEIEHRAENEAEEA VPN EZESFTEMNR, ERAERERIEMREN VPN E#,

« INIEH Site-to-Site VPN EiRHE £ B AWS Direct Connect A EBR N EEEFER,

- BEEFAMSBERARALSEMA VPN ERNINE, MEAEEZEHMIEBRAMRELEASEHILS
VPN Eif, A% K BENEFAEEERTEAFEAFNMAE LA VPN B | IMREN LS E G
& VPN EE,

. BNIEAY VPN E#EEFEZE NAT-Traversal (NAT-T) , BFERABRBA. MREZH Amazon VPC EE AT
MBS | FRE NAT-TREX R EEHTRAE,

- 103 VPN BEWM IKE thmA BREFREXERE., %%ﬁt??k;%ﬁ{ﬁﬁiglﬁismrtup
Action¥IDPD Timeout Action. MFFMENA , F2E VPN BEEE M VPN BEEME)EE,

- FRBHEIEFEN Site-to-Site VPN ERE 86T A AWS Global Accelerator , i& 2 K &£ 15 X 25
HHEFBRNXEER, MEFMEN , F2BAWS Global Accelerator BEA R, MREBEERF
ARFEREMNMNRE VPN ER , N EFBAERESARE IKE FE&. &R, i 578H VPN it
1Tk,

B ¥ A VPN BREIEER

R AHIEA VPN EEE | SUART T -
- BECHEEEANRAED (BEADLE)

. EHE TR SR

BTN ERARNEHERE O, MEFHMAEA
Amazon VPC BL 28R & R E 7,

nlh

28] (Amazon VPC R EER) &

&

- FREIEBERR

- BEEE VPN BEHELIEF
« VPN J&i& i B 5 57 2 B AV B8 i

# BIFBR I 22
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 IPv4 # IPv6 HE

RSB

;

N

&

ERNEASEIRNEFFEREMMENER, EENEFREREXEERFERE (BGP) ,
HRRELNMAHILES VPN EERIEEBRERE., MREFFHEXRETXE BGP , FiEERHER

o

H T

ERERXEBGP 2ENEKER , BT EREEWLAHMA VPN BEENBERH  RAKESHEH
BGP MEHMLEFELEHEH, MREATZEBCGP AENERE , B4 REINFERH , WA
FEEERILARMEEA BB (IP J5R).

BMEBEEEEMNESR BGP WMWK E , A BGP BABERMUBRENFIEARE , FES
—EEERARA R , SUBBSREBEEE —(E VPN BiE, TX& BGP WEE th Rt BT E/IRER
E, eEEERGYREBEEE _EARE.

BUAREREFRAERE  SRENXANHEMEBHEEIEMEH IS VPN B, HARIURAE
RENBENER, NFEESHEET , F2R EFFELE.

Bt R EE VPN BB CIERF

B EHRERE VPC FMRRRES MR, SSHEEN VPC RERP | B ERYIE b il 5 57 18 5%
B, YEEERLEREABR, EWEAL VPC FUERMRABEENRE K EBRERLERENR
HEHEAP—E VPN BE LR H, SAUAKHEERBAKBER , ALSHERKE A BEEIIRE.

EMecRERaRTRAREFSRENIEE , K ETMMARBERE (RRNVBIEER), MREHE
HRBERIMAANEA , AEERLUTHRA

- MR MR EH Site-to-Site VPN E3#E=K AWS Direct Connect BRI EIRR A EE VPC WAKKHE
& HFEEBERAEARE , NEREFAKER,

« MERRF Site-to-Site VPN E#EH AWS Direct Connect iER N EERE  NEMREFTERH (X
EASRMVEFIR) BEMHREMNEZ CIDR Ei#f , IEE T EENBREEHAEL  HBREKE
B, EBRLERE. MKAmE. $TEE ID. VPC HEHEEER. NAT HiE. SHFEHEE
VPC %%,

flmn , THEEREGERBERARFAENFERAE , URENERLEREN SRR, MERHN
BEHLE 172.31.0.0/24, EHERT , AL 172.31.0.0/24 BB ENKREN SR B INBEERLT
REE — HABERH  RILEXAERBER.

BRESE R 23
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E:0p: BiE
10.0.0.0/16 &35
172.31.0.0/24 vgw-11223344556677889 ({E1E)
172.31.0.0/24 igw-12345678901234567 (FFAE)

REEBRALEREECHN IP 5ik (EHR2EE BGP A ERBRERHER) WJEKRREE VPC WiRE,
EELERERGRANUCEKZ BGP 0%, BRERHIEB N HEE 2 VPCCIDR ABENRE. E
BIAERETRZE IPV6 RE,

EERALERERIRBENR K SERARCRERERERBAIN. EMERENRERY , AEAK
RFEHMEMFER, BERBNEFEREELERHEMKAEY, HELIEFEARERILERENERE
EBLH VPN, MRFEHMER , AEBLERAESKRB TSR BNEELIER , RERIFHESZE
RN R

« B AWS Direct Connect iE#f 2 BGP & KA
- FERIHIBEAYHMA VPN BEEZENBERH
. REWEAHIEAS VPN EEN BGP BB H

- MREMFFENESMELEHLE VPN EEEER BGP , RIS AS PATH , E&&%E AS PATH
R BRI B .

(® Note

AWS sZIZERFER T EIFNBERANE S RERE,
HRZEIGBEHNEFRAERRE , RMTERFER ASPATH 5IiE , AEAWMEREH
BEMHEN AS PATH, EBBRERE VPN BiE G SR , ﬁ:ﬂ’ﬁTEJEJEJ: G EH multi-
exit discriminator (MED) {B 7] AR ¥ ENEE & K IEF

HRFAXEFUBREANT FEERE , LA UER AS PATH BI BN AR , LERW
FEEFEE - RFEFHNEE, EREEHRTCEMEBE  EVREESRE TR,

- B ASPATH WEREMRE B AS_SEQUENCE FHE— 1@ AS EZEREPMERRE , Bl
multi-exit discriminators (MED). &5 H B8 &K MED EMEER,

VPN & & in & E B e & hE TIEF

EHRE VPN BBHRELIEF 24
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7 Site-to-Site VPN E#H , AWS S ZHMETHBENEF —ERATEWHES, WEETRS
THEE  BEBCEEMEREREASTAMEE Y AFTHBIRAEE, BiEnRrEFER
EEANEMRAEY. LEXIEFERRNERLERENSHRELYN VPN,

HEERLERE , ISZNEERELMAMAaHIEE VPN EZNHEP —EEE. WEFEAETR
—fEEE 6 BEREREMSEHEZERE (ECMP) , B@REE LA EH A VPN EEZE IR,
WEFMES , F28 (Amazon VPC E@FE) PHERRE, ERIMERELNIEEHIES VPN
EEFXE ECMP,

SHEE A BGP MIMh A ¥ U4 A VPN E# | T E\EE A LUER multi-exit discriminator (MED) E 1T
Bl, BRCHET BN BGP BARFERBARKE,

SHEE A BB S A5 A VPN B | TEBETNEBR BRI RISELTRE
VPN &8 i & 5 3 fE /9 B%

WHAHIEA VPN EZEMECREFREERENERLERENERFERN VPN BEHEAX.
EBRLERREEMEBEEUSEREE, BRE , AWS L EEHEHN VPN EEHTHIITHE  ETT6E
2REEFA VPN EEMEBEFNEP—E. IFESFHFMENR  F2H BERMERBEH,

EXRME—ME VPN BELBTERE  RPSES —EEE LREBEKNEH multi-exit discriminator
(MED) B, MR ZREKEFFHEREREARDRFEAEMERE , VPN EEXSTREERYEENERH
BEHAS—E (L) B&,

(® Note

HEMRERREERA MED REN LiBE , FRAENEFREXEEMERECLAARN "
BN TARRERE) B (T N TARREFRE) WELIEFSR MED).

IPv4 H IPv6 &

EEHREE LI AYIEA VPN EEZTLXE VPN BERMN IPv4 RES IPv6 B, RIBER, A
Hik4 VPN EEXE VPN BERK IPv4 RE, BALEREHMNLEAYIEA VPN EH#E | L% E VPN
BERMN IPV6 RE. A%, MREMH VPC MAZBIDBMEEILES IPv6 it , BIFTLUSEIR VPN &R
B IPv6 B,

MRERAH A VPN EER VPN BERA IPve , AIBEEEEHEEME CIDR B, —ERX
/N& 130 IPv4 CIDR W EHR , 5% —fER K/N% /126 IPv6 CIDR BB,

VPN 38 i 2 5 37 1A B A9 2% 25
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BRANRENT

« HEBE VPN BEMRAE IP i+ 218 IPv6 ik, AWS imBERISAEREE IP it 2 IPv4 it | BF
FENANE IP it HER IPv4 Hbiit,

- ERLERE LN AHIEE VPN EETXE IPV6,
- BEZA/BENUEEHIEE VPN EERA IPv6 XIE,
- ViEHUAA VPN EETRERRFE IPv4 H IPv6 R E.

WMFEY VPN EENFFHREN , FSRLES B VPN B,

IPv4 1 IPv6 Hi & 26
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B E A AWS Site-to-Site VPN

EFEA T YL BRRELE AWS Site-to-Site VPN iE#R, FEEVHE , BKIEECERILERE, ERHE

% TREB L UMABEREEE, WREE "AREH.,  BEUMWEZEEERESE  wUEHEA
YE AWS Cloud WAN HJ VPN FiitfF, A#HBREAGEEAERLEREREL VPN E#E, ©8RE&

FHIBRE VPC B - & F B,

EEERAERMARERE VPN B | TR T5IHER

(]

- BREHFML

- SR EBEVYEFHEE

- ZR 2  BEYRAERE

- SR 3 REKH

- FR4 . EHTLEE

- SBR5: BV VPN E#

- FR6: THHEREESR

- FR7  REFFFEERE

FEERER

« BEEIT AWS Eix WAN B9 VPN B , 2R ELEAR AWS ElREEMAEN VPN 4,
- FPEEERBELET VPN E#E | 20 BiUEREE VPN EiE,

AR

BEETHER , MERENEIE VPN EEZN TH,

HH &R

EEFFEBEHE VPN BEELERNERSIRBEE, £FE
&P (Hl30 Cisco), F& (Bl ISR RFIEEHES)
DR BEBIRA (140 10S 12.4),
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HE =5
EFEE EFEEHEVEFBEERAWS , BEET
B -

- BRNEEINEDRER AT B ERERES P
b 31t

- BAEE  BEIBRE,
- SFHERERE  BAFERE (BGP) BAR
#EAma% (ASN)

« (i#fEM) B AWS Private Certificate Authority
REFE VPN BFAA R

WEFHET , F2H FELFHEEE,

(B1E1E) BGP BEREX AWS BN HEFELE LU ERYERIERESN R FEIEREEL
pl BE, EAREEE, IESEMAFER ASN, WFE
EZHMET  FSE ERLERE,

VPN iE$ BHEEY VPN EE  BFETIER !

. HABEEE | AREEBNIP 2H,

. (EF) S8 VPN BENBEEE, MERE
ET , FoW ANEA VPN EENEEE
&,

TEB1: BIAZFRE

EFFERMEFRAERENRREARENN AWS HEBEF. WFEFMER , F2H TLFE,

MREITEFE ARG BREREE VPN |, 55 AWS Private Certificate Authority A {E T8 CA By FAH
BH¥. NERILERBOFMERNR , 528 (AWS Private Certificate Authority fEF&18R/) FHE
I REBFE CA

BUEFFE 28


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html

AWS Site-to-Site VPN EREER

® Note
BB EIEREN IP it Amazon EREHE,

EREEARVEFRE

1. BI{E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEBHEKT , EEEFRE,

3. EBEEEBEUEFHE.

4. (EA) &% Name (B8) , WALETFRENEB, BITHEXESMER Name AERSI8# , URE
EENEREILIER,

¥ BGP ASN , i A& FRIEMZ S FEWE (BGP) B ERMMmH (ASN).

6. (IEF) &% IP Address (IP thilt) , IAREFFERECFRE. TJHBEMREMRIEHN IP ik, 0
BENEFREREBMERE NAT-T 89 NAT £E&i% | FEHA NAT ;'*EEI’\J/VE IP b3k,

7. (BR) MRLEFERALERE , YN Certificate ARN (R ARN) , EALEREN Amazon &
Iﬁ% ﬁo

8. (BEF)HREKE WAHEUEFREBRBNEFRAEREER.
9. EEREVEFRE

o

FERESSIE API B EFRE

» CreateCustomer[@i& (Amazon EC2 &3 API)

+ create-customer-gateway (AWS CLI)
* New-EC2CustomerGateway (AWS Tools for Windows PowerShell)

T2 BEVBERE

BEME VPC MR BRI BRI VPN EiR , BLAEER AWS w2V BHREFE, BERERET
R ERLEFENERFE

BYERLERE

BB EBRLERER £ ARERN Amazon ikiEERE B R RFHEE (ASN) , EH Amazon
JEE% ASN, 518 ASN MZEFEEREER ASN BFeEMEE,
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REEMERMERECR , BLATUEEEEN VPC,

BYERNAFEY TLUEEZEN VPC

1.
2.
3.

N o o

EEEHRKT , BERERVLERE,
i#IZ Create Virtual Private Gateway (2 E#EFLEFE),

(BA)WALERLERAENBRBER, HITHEXSEH Name MAERSIR |, UREBEENER
BIUER,

Y BARFERIE (ASN) , REBFAFREIE Amazon FEEX ASN LAEAFEERA Amazon ASN, &
Al , 551#$E Custom ASN (B&T ASN) dta A, ¥ 16 fZ7thY ASN , LHERNEEXEA 64512
3 65534, ¥ 32 T ASN , ILERNEE 4 A A 4200000000 F| 4294967294,

i#IZ Create Virtual Private Gateway (23 E#EFLEFE),
BEERYWERILAERE , AR%BIRIE Actions (B)4E). Attach to VPC ((E#Z| VPC),
SHE T AK VPC | iBIBEM VPC , REBBEEEE VPC,

FEABSIH AP B EBLERHE

- CreateVpnf#i& (Amazon EC2 &7 API)
 create-vpn-gateway (AWS CLI)
* New-EC2VpnGateway (AWS Tools for Windows PowerShell)

EABS

5|k API #EE B A RIEEEE VPC

« AttachVpni& (Amazon EC2 &3 API)
« attach-vpn-gateway (AWS CLI)
+ Add-EC2VpnGateway (AWS Tools for Windows PowerShell)

2 EmEE

MERNERFENFEER

=2 @ Amazon VPC & FE /Y S5 FE

HER 3 BREHH

BEREVPC FNHTEBEZRENTFFE , B4 RRERMBAR , &&4& VPN EEFTF 8B
A, WRAEQENERLERENERRE.
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(EHRFLR FE) £ 5 & RO s B ERE

R LA RN R B ERE | LB BB Site-to-Site VPN B H.

ERFRERE , E VPN EENRES UP K, BAK VPN HEIEENTFRE P slRSERE KA R,
EEkith , HREBEERE , B VPN EENMRER UP i, EEFRBEN BGP A5 HRHEEESIRKA
&Ko

(® Note

WMREREEEPE |, B VPN EEER UP , ITS B BBREHRTIVEMERIRHE, 26X
B, NMREFERETEBEEFERE , FEE M. TEBBERT , B4 AFRHK
HERE , TR BREBEH.

fEF £ 5 A B R ERE

1. FEBEBHKD , i Route tables (BEHR).
2. EEEE TEBEMEEBMNEEHRK,

3. HERAERERSIERL  EFERERHAESE, ENEGELNEFTEYUNERLERE , ARE

® Note

MBEETRARBEE  AIXEFH@ AL VPN EEFTANBERH, EEHTIEE,
RIEEUENEE AR , REBIEE Routes (B8 H). Edit (#R#8). &H¥f Destination (B1E) , #1i8&
Site-to-Site VPN E#EFTFAMFRERH, &% Target (B1E) , BEUERIAEME ID , REBIBE
Save (f#F).

ERERAFHKAER

1. HEEEBET , B Route tables (BHX).

2. EHEEFERMEEBNERR.

3. HERHEGHERSIFERL , RERERHERE. BFRERELEFENSBZET .
4. BEERTF.
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RS API B B8 1SS

« EnableVgwRoutePropagation(Amazon EC2 &3 API)

» enable-vgw-route-propagation (AWS CLI)

» Enable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

AW S5 API =% HEE

« DisableVgwRoutePropagation(Amazon EC2 &3 API)

« disable-vgw-route-propagation (AWS CLI)

» Disable-EC2VgwRoutePropagation (AWS Tools for Windows PowerShell)

(B@mRFE) MERHEENEER

NREEABBREMAKRARERE , VPN EEZNKASERIERRERAR, MFFHER ,

3

2/ (Amazon VPC Transit Gateways) FHIHEH,

WMREHE VPC EEFIE@mEE , YERERMA VPC FMNERUIEENETFBE , AL EKEBT
BEFRREEEK , WEnERRE.

HEER R ETIE = VPC BRH&R

1.

2

EEEERP , BERAR,

BEHEZ VPC MBI AR B &o

£ Routes (& H) ZE, P , i#IF Edit routes (FREEHEH).

i#1E Add route (FTIEEEH),

HREW B AN IP hut&E, &¥ Target (BE) , BIEEERRE,
BEREEE,

SR 4 EMEZEEHE

HEAFIEENERFEUE VPC RHETEE  SXAERENREFARUUBABA
SSH. RDP # ICMP #ZHl,
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IR R 2 BHE P RTIE R A LA

1. EEBEERYD  BETLEHE.

2. AREWVPC HEARERNHTERENRZSEE.
3. EEARURSIERL  EEFHEEARAL
4

i A RANEKFEEA SSH, RDP # ICMP WiEE8| , A% BEREFHRA, MEFMENR ,
528 Amazon VPC &SP ERZ &8 EE R,

SER 5 3 VPN Ei#E

EREFRE , UREHERINERLERERERFEZEL VPN B,
B VPN E#

1. HEEEHKT  BEUHAHMA VPN B,
2. J##E Create VPN Connection (23 VPN &E#),

3. (BHA) #HHEEBER WAL VPN EENEE. BTIEXRSER Name AR | UREEEN
EREIER.

4. ¥ Target Gateway Type (B ZREER) , EFEIF Virtual Private Gateway (ERIALERE) 5
Transit Gateway (BHFEE), A% , BEELKXEINERILEREDEHFE,

5. HREFRE , HEERE , ARRENELNE/FE ID EEFFRE.
6. REENEFFRAEREREXEEAFERE (BGP) , EHUE—EHEX :

- MREBHEFFEEELE BGP , 5% Dynamic (requires BGP) (E18& (FZE BGP)).

- MRFHNEFFABEETXE BGP , FB®E Static (FHE), &% Static IP Prefixes (FF5E IP &
&), EEL VPN EEANEHERNES —E IP 5l

7. HEERBEAL IPRANERRERSRFEE , FEE VPN BEREXE IPv4 F IPv6 i
B, REEHRAELY VPN EESXE IPv6 RE.

8. MREAR IPRAANBEREE IPv4 , B LLUEEM A BB VPN BEETEANEF FE
M AWS iwmiEE IPv4 CIDR B, FREA 0.0.0.0/0,

MREE IPIRAAWBERE IPv6 , BRI LLUREM AT FREEM AWS A FFEB VPN BEi#
TEFANIKISE IPv6 CIDR #E, EME&HEMNERES ::/0,

9. HR "HAZIPMuFEE, | BRBEFEE Publiclpv4,

10. (EA) ¥R BEIRE K SuUAES—REBEREETIENR
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- HARAIEE IPv4 fuik , B7E 169.254.0.0/16 &EH K/NA /30 #9 IPv4 CIDR B [E1R,

- MREH/BEAL IP ARAIEE IPv6 , AIAT /A EEE IPv6 v iutisEE fd0o: : /8 HEHR AKX
/N%% 1126 IPv6 CIDR K [E 3R,

- IKE EEHZ L (PSK)e XETHIMRA : IKEV1 B IKEV2,
- FEFERENWENREE K FEEFEEERE, NEFAEHR , F28 VPN BEEE,
11. 1212 Create VPN Connection (21 VPN iE#2), 3 VPN BEEZETEEEL D E,

3

FERAGSHIH API B3I VPN E#

« CreateVpniE#Z (Amazon EC2 &7 API)
 create-vpn-connection (AWS CLI)

* New-EC2VpnConnection (AWS Tools for Windows PowerShell)

SBR6: THHERBESR

B VPN B ® A THEMNBAEER  UEARKREFEFRERE.

/A Important
AREEREASS , TREELEEYN VPN EERETTEHEAT. BIEET AES128 , SHA1 H
HBIE-HESE 2 EAZEEN VPN EZNKEER , #M1 AES128 , SHA2 M IE-HES4E
14 7£ AWS [Eifl, AWS GovCloud EREEEMFALELASBARE I BE., BLEEREH
JRRERER | UABAHML M EE ., Diffie-Hellman &40, FAERIER IPv6 HKE,
BMEFZAMEFEAEEENARERERPSIAT IKEV2 X | oA SHEMSHEMER, m
EXE IKEV2 WEREREE , #2828 EFFEEE,

AT A

EEHRPERIHATEHMELEEE AWS Management Console , B4 BRR IAM BESEFEHAEEE TS
Amazon EC2 API B9 EF
A] : GetVpnConnectionDeviceTypes#HGetVpnConnectionDeviceSampleConfiguration,

EREEATHALES

1. BIfE https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ &,
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2. EEEERYT  BEESHEES VPN EE,

3. EEUEM VPN EiE | WiEEFETHER,

4. ENHEEFFEREYHENKRE. FA. BHBHE IKE REX, WRRIIHENWEE , BEE Generic
(—#)o

5. i&#F Download (T &),

HENHEMBEESR , FER S5 AP

« GetVpnConnectionDevice#8Z! ( Amazon EC2 API )

« GetVpnConnectionDeviceSampleConfiguration(Amazon EC2 &&f API)

 get-vpn-connection-device-types (AWS CLI)

 get-vpn-connection-device-sample-configuration (AWS CLI)

SR7  REFFFHEEE

EREFIEEERRRELCNEFFERE, TFFAERE ERELERNEBRRENRER
B, MFEEZHMES , F2H EFFELE
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ERAEER

LA E VPN 18
MFR%EMEAHIEA VPN 248 -

+ the section called “BE—f % E VPN jEZ”
+ the section called “f&#Z VPN E#”
* the section called “AWS VPN CloudHub”

B ¥ A VPN E—FZE VPN EEZEH

TERPE-—RZRLEEE A VPN EE,

L)

- BE—yhAHIEA VPN EE

- EEERFENE—IEEHIE S VPN B
- SRIEEHIES VPN EiE

- BEEERFENSFEAYEAS VPN EE

« f# AWS Direct Connect #4T Site-to-Site VPN E#Z

« fE£H AWS Direct Connect ¥ 17F#AH IP Site-to-Site VPN E1Z

E—-Iha¥HIha VPN EE

VPC EEENERLERE , MENARITIE (Bik) HRIEZFAERE
VPN E#R, EBNBEH VPC BBHEEK , FTEMR B ZBEEN VPC BERE

On-premises network

[:" Reqgion

ey

Instance @ .{:
YPM connection +
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pmer
way

&R DN ARR TE LARR A
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MBREUL RO S| , FSHBEMHEA AWS Site-to-Site VPN,
ERERRENE-WLEHIEA VPN B2

VPC BEENEREE K MENABIHE (Ein) BRASEEFRAERE | L4 HURE LA
VPN E#, BHAERH VPC BRHAFK , FTUMEMR B RN VPC BiEREH S EERRIE,

Reqgion

E On-premises network
= i C
s
¥PM connection |\¢>
Custpmer
gateway

MERTERRFNLER , BB BEH AWS Site-to-Site VPN,

ZiRIEBHIES VPN Ei

VPC FEENERNAERE K MERZARSHEMENSHLEH LS VPN B, BEHRERA ,
FREMEIZR B &R H VPC BiGRENERAEEZERLERE,
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On-premises network

gy Custemer
/ gatewa
YPM connection On-premises network
o] AvailabiltyZone — ¢n #
.................................. F——P
VPN connection ¥
|JE| Subnet Custpmer
H[% gateway
On-premises network
VPN connection
Availability Zone T
S ...............h.r ..................... ,‘__*’
e
Custpmer
gateway

ESEVE—- VPC SR AH LA VPN EEE | BUUREE_EEFFE , BYF N LE
MiERER. NEESHMAER  F20 EARENEEHES VPN EEREHRTEBE,

BB EARESEY S EIBANBNIEASHIEAS VPN EE | BHIEABNESEA. NEESH
B |, 528 FH VPN CloudHub 12BN 22 EH.

BEEERBENZHEAEILA VPN EiE

VPC EEEZNERRE K mEEZERSGHBMNENZSRILSHIEA VPN EiE, BEERA , MEFT
BRI ERANRN VPC RENSRHEERFEE.,
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On-premises network
g
&9
= h,
Ijil Subnet /
oy, Custpmer
m gateway
A{:onnemion On-premises network
_________________ Availability Zone — <0 £
..................................... . (7 b
- Transit VPN connection Y
@l Subnet gateway Custpmer
.;_E] gateway
) On-premises network
VPM connection
Availability Zone T
_________________________ tyZone | A
L 3
Custpmer
gateway

ERRINE-BRREN SR AHIE VPN EER , BUURES_EEFRE , B E—SMHMu
15 B R BRIE AR

OO LFERANRABRTZEMEBMNEN LAY IES VPN EiE | BHIEAENZEBEA.
£ 8 AWS Direct Connect #1T Site-to-Site VPN &}

VPC EEEENERLERE , 1)EB AWS Direct Connect EEZEHNAZIE (Eiw) B, &0
LAE%TE AWS Direct Connect AEERAH , EBERLEREERBELAE AWS ERZEEIEH
MR ERR, BOLRERRB , MEEARBEREEN VPC BERENSRBHEERALEREMN AWS
Direct Connect E#%.
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F Reqgion On-premises network
T
—1r>
E Custpmer
VPN connection gateway
Yy
H\h"‘“‘—H-_*E’ On-premises network
—_—
VPN connection (ﬁj ry
.;_9
Direct e
Connect oy cthmer
gateway

E AWS Direct Connect 1 VPN E#EZ#H R EAR —FAEBLERAE LR 8RB RYHTEZER
ERLEBEEEA TIEEKMN, RE, EXRFEHAIEAETEE | #81E AWS Direct Connect #
VPN E#ZEZ B4R | LUSH N aBARIRE. TRILZEEE  EBELERESEE TSN,
AREE,

£/ AWS Direct Connect #¥#1T7#A%F IP Site-to-Site VPN &%

EFAFLE IP Site-to-Site VPN , BREEERFERALE IP it ERT |, INREARIBIRBHE N AWS
Z B AWS Direct Connect 72, 3%EiB AWS Direct Connect FIFAE IP VPN , AIFE{R AWS F R ZFER
ENECENTEZSEERREREHA , EMGBEFFESERANEZEMRE,

On-premises

network

Direct Customer
gway Connect Connect gataway

gatha;r

WMEFHMED , TS T HEBEHRE . AWS Site-to-Site VPN FoH IP VPN T,
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£/ VPN CloudHub R{EEMEMNZ B

INRIEHE ZE AWS Site-to-Site VPN E#Z |, BA[FH AWS VPN CloudHub Ri2EBILEN L €&
Ao ENELMNMARILENR , FRE VPC AMEREH. VPN CloudHub 785 H EhER Vi B R iR
£, ATEESRATEE VPC £, NMREEZES LA ARBRMERKESRNES  BRERELENE
ENENEEEERE. SURERANESHERNER | AMRERFTESE,

B=

TE# R VPN CloudHub 48, ERFETER VPN EREHZRREABNREKERE, SEXEA8T
REEEEN IPEE,
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y I /A
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HRURG , BT THIEME

1. BN E-ERLBRE,

2 BYZEEFFE  SEREBSEARENLSE Py, S#HESEFFAE  BAAEHE -2
REEWE (BGP) HERBMmIE (ASN),

3. BMtBEEFREIER ERLEFENBREIRHIEEHIEA VPN B,

4. BEFREREREANERLERELATHGLBETE (H12 10.0.0.0/24, 10.0.1.0/24), EL
BANEHERIERSENLEESE BGP HE , BEEUARUEEIRERER. HUHAHUA
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VPN E## VPN HEERPEAMRRIES , ATl ER, BEREAXZTELEHZR , /L
ER R AR E M E.

5. ETRBMBRPRERB , B VPC FHHTEREESNBUETES. IFTESHMEAE
#, FEHR (ERLEFRE) ERARTRARHAER. S ERBARPRERERH (HlN
10.0.0.0/16), AEFHEEERERLERECEEAEERNFE,

£/ AWS Direct Connect E#REIERFBRENES , B AT L2 AWS VPN CloudHub ) —#B% . 4l
m, AR 28 EE VPC B9 AWS Direct Connect &4 , Mo /A B AIEA Site-to-Site VPN
EEE VPC, ERLHMANEBMZENS AR EMEENZERER , bt ARSI E R EENZER
B, £&4H AWS VPN CloudHub,

EE

{5 AWS VPN CloudHub EZE#Z—f% Amazon VPC Site-to-Site VPN EZEX L &H., =@ VPN
ERIERLERENE/ MK, R LREBGERER. E4H AWS VPN CloudHub {#E @ & M
S—ELEELAERNE , RENULEANERLEFHEEXENTEELER. ZREINKERRER
AERMEEIAR NN EE AWS ERMERER,

flan , MBEEREBE—BYES , ERAVEE_ELE A MEMBEUASHEETERALEREEN I
B¥ A VPN E#E |, ISR AHILA VPN ERZERSIRERIAER (T, IREBREF/)
’F .05 USD , #5t AT/ .10 USD), B ETIRIZE AWS ERERER  INMEERREIZH
BEX AL (A RERFE) BilEEHKE Site-to-Site VPN EZHE A, iEIB Site-to-Site VPN EEEIXF|
ERLERFENRABRERERER , B5E8 Site-to-Site VPN EEZRERILA RFEEX I HENBERR
EAIFRBEE AWS ERMEWMBERITE,

MFBFHMER , FSE LEHUE VPN EEEE,

ERABEENIE AN ES VPN EEREHAHEEE
ARERAEREFMERERALES BTN NE-HEFSMEREREE VPC NERLEM
B E TR ARIEA VPN B, EREE VPN EENEFMERE  ATEARHER FRTE
%, ANERRRETEE = VPN B,

TEBETRME VPN E#, 5@ VPN EEfEEEBENEFRE.,
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MEFREXRE.
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EFREXE

'EFFEEE) REERIBIEME (Site-to-Site VPN EEUREEin) PHESEENERIKE
Rim, ERENBEREEELAREEREREM Site-to-Site VPN EHE,

TERERENERE., FFRERENBETERLERERN VPN E#E (EHINEEN VPC), BEFFE
REHNARMEZENMITAR VPN EEZNBE, NRASKEZLEHRE AWS |, £H VPN ERE
BERREBEEE _EEE A RSN ERTEHE. AWS i, hEREH VPN ERHATHITH
#,EVREeRTEA VPN ERNMERE—. MFEFMAER  F2H 2R EHNE VPN BEE
inE. Hlt , EREFFRAERER  BORECHEAMBEEE.,

Region On-premises network

- T Tunnel 1 Customer
Router T><(_I_):|7 gateway |
device
Ry Tunned
Virtual private —}If—_-*—'f Custpmer

gateway gateway
Router

WMEERTE VPN BENSE | 528 BAFER AWS Site-to-Site VPN, EiBRED , FEEFEYES
FEERAWS , ZERSRME AWS BEARENEF , fIMMEBE LR IP ik, WEFMER ,
R2E UAEHA VPN EENEFHEEE, PREFMHEER AWS RRERBIEFBEEEE,
BN EBTREEE,

& A LAIE AWS Marketplace b3 F) 888 VPN %1,

£

- HHREE RS

- EFFELRENER

- EFRERENREER

- REWBRREBRNEFREEE 2 B AE
- %E VPN EERH
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- EFFEERENKE

- BRERANEFREERSHEESES

- BRERRANEFREEXREHEESES (BGP)

 # Windows Server ;R EAEFRELE

- HEFFEREETHED

#H REAE SR S0

B VPN EEz#® , BULLUEER Amazon VPC A SHEH EC2 APl T AWSIR LAY &5 5I4H RE
BER, MEFMET  B2HELB 6 THHEREESR, St UUTHIEMANBRESER BN ROIER
B .zip E=R -

TH zipEx
o TFREZHAE : the section called “4H RERE SR & 5]
« BJRE4HAE : the section called “4HRERE SR & 5]

AWSTRHWEPIARIERE S VPN ERNBEEN , U NEAELEARREEFFHERE, EL
KERTENEEERESHH AWS CAEBHEERME. WRENKEFFRERERIY , £TLUT
F-REEERFAE-SRENER,

/A Important
JAREREREASH |, JREELSEEY Site-to-Site VPN EERERHFT. BEET
AES128 , SHA1 FIBIE-MHE S 2 E XS E M [EH Site-to-Site VPN BENHKEER , UK
AES128 , SHA2 FIBJE-FFE S4H 14 7£ AWS [Eifi, AWS GovCloud ©iEEESELELAS
WMARE BT, EXEBREHEERER , TEFNAEMZEMERL, Diffie-Hellman 8
., EBFER IPV6 RE,

(® Note

BERE AWS RERENEEXHRUKAZ HAERREHRN, HATFSEBRE AWS , B
IAERARN, FEIAEERNEBE ST EBRSEREUIREENZE,
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ERAEER

TREENKREFEHEATHTHACEHRAXE KEv2 WEHABEEER, RAEHZAMETFR
BEREMNERERPSIAT IKEV2 XE , 2RSBEFNEHAER, MEESHMACERKILEE

&R EHo

]

Checkpoint

Cisco Meraki

Cisco Systems, Inc.
Cisco Systems, Inc.
Fortinet

Juniper Network, Inc.
Juniper Network, Inc.
Mikrotik

Palo Alto Networks
SonicWall

Sophos

Strongswan

Yamaha

EFREZENFEX

T &

Gaia

MX &3

ASA 5500 %%l
CSRv AMI
Fortigate 40+ 3 %1
J RIIEZ =R
SRX B HI2R
RouterOS

PA %5

NSA. TZ
Sophos By X &
Ubuntu 16.04

RTX %25

g

R80.10

15.12+ (WebUI)
ASA 9.7+ VTI

I0S 12.4+

FortiOS 6.4.4+ (GUI)
JunOS 9.5+
JunOS 11.0+
6.44.3

PANOS 7.0+

0S 6.5

v19 +

Strongswan 5.5.1+

Rev. 10.01.16+

MR EREHFEHDRTLELNEE , AHERHPE I Site-to-Site VPN EEFTAKRELRETINFE

SV
“No

EEFRERENEEANEEIESS. TIFRAREENE @D,

EFRERENER

46



AWS Site-to-Site VPN

ERAEER

e BEERSMTIA (KE) RLBB. SEWRTRAREY IPsec B2 BB MR

EW,

m IPsec R4, EEREEENMNE. FoHBEZ,

BERE. EEEBEREENRE.

m (ER) @RMEWMTE BGP) HEHE, HRNEMR BGP WEKE , EEXMEFRMESR

BN ERLEREEREEE,

TRIMEFEFFERENTER. 18 RFC (BER) URFERNEHE.

5@ VPN ERTEMETEBUNEE, SEEBEMIE IKE ZTLEW. IPsec LB BGP 4

EHE, SEBEREE —{EH—NZEEB (SA) BY (—EEAN—EEE) , RitMEBEBELER

EME— SA B ¥ (1A SA), BERBEEMAEBRMREN VPN, W EEIE ACL REHEHEN SA.

Hit , BRFERSRA , RBETEHE

LJ\JL%;H‘EHJ?E’JW;O

RIZFER , VPN BESEELRER IKE S RIEER VPN ER—AIEBFHER, SAURE VPN
BR , WAICER AWS ImE IKE %, MBFMEEA , 520 Ladiia VPN BEREEE,

VPN i B EERER L BERR 1 IBEHE  MREFFAERENRAEXEMAENISRE

E&EE%&&I’ o

ER RFC
B IKE R BB RFC 2409

A

IKE Z£MEBMRERATAELLAS®IEA AWS Private
Certificate Authority fEERRFEERNFABRE A EERALE
FMEREFHERECHREL, Biz® , IKESXY
MU SBLURERR IKEFENZE, BHCBMSE
XE—H , BENBNEIRBSH,

EREFET VPN ERE AWS |, KA ABERE
EEECHRLALAER LA bIZEE AWS BELE —
il ¥F , BUNEEAREFFAERENLERE.
AWS Private Certificate Authority M1 EHEIEZZE VPN
BENFHERN , F2E LaHhE VPN EENEE
B,

EFRERENER
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EAEE

M

DBEERENE IPsec &
a2

£/ AES 128 LT N
AES 256 {7 T i3 s &

£/ SHA-1 5 SHA-2
(256) HEEHE

£ A Diffie-Hellman T2
HBERE,

(BHEEREHR VPN iE#E) £/
IPsec 5k %0t {58

RFC

RFC 4301

RFC 3602

RFC 2404

RFC 2409

RFC 3706

FRER
XETHIRA : IKEv1 # IKEV2,
FEERNEIE IKEV1,

Site-to-Site VPN FRF R AR AEBRBRG R, W
REFERAUBERAERNER | BXEGEERAIAE
_iéggﬂﬁ (SA)O

£/ IKE ERHESRE  SRVERLAREREFR
EREZBENS|RUTK IPsec T2 EBE (SA). RS
ER L SA RINZEME R FE < BHRE. IKE 2EH
BB E@wIARME IPsec SA AT REN LT REEEH
DREBFANEEN

INZ B & A A RFER IKE F IPsec R B 2 A EFA
¥,

L EB R AT A REREE IKE F IPsec £ BFE

IKE & Diffie-Hellman RZBI ZFE €88 , LURE
EFFEBEEHERLERECEMATEER,

XEUATEA

- BEEX 1 B 2. 14-24
- PEER 2 #¥4H : 2. 5. 14-24

KB EER T E VPN EERIE Y LB AR
PRI HIWRERT. ERHERT , FEREIL
@B WEABUHNNER., EFRETHE , 89
gEfE B A IPsec BB,

EFRERENER
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;X RFC A

(BpREREH VPN E#) B & EHNRELHARANE IPsec BEREEZBEAHE, BE
EREETREAE FKH SEHSSTARBERLAMEREY BGP HEHEEN
# VPN) IP ik, HBIERE R EHATEMEINIE (B0 GRE

5 IPin IP), & REEZRA 1399 LTl & X Eh

2= B2 (MTU).

(BDRER& K VPN iE$#%) B RFC 4271 MREEFEH BGP , HE#FH BGP RREFFHELZE

BGP W& HiE BANERLEMEZMO%E. A BGP hEHEE
iB IPsec Z2BBRMBNGH. WEMESLALR
 BoP | BGP RXMRAIER IPsec SA FHM IP FH.

AWS VPN ERAZEERE MTU R%& (RFC 1 191),

NREFFHEZENREERBER AR , F2ARERERBNEFFHEEE 2B AME,

EFRERENREERR
L

RPIRZURBEMEA IKEv2 4T Site-to-Site VPN E#, IKEv2 2 — &Lt IKEv1 EffiE , FBAAE
ZEWHR. REEENETFREBERETXE IKEV2 8 , TEZMER IKEv1. BB IKE1 f IKEv2 Z
BMERNESHMES , F2H RFC7296 W& A,

ERHB LM "Don't Fragment (DF), #Z&C

BLHTEE Don't Fragment (DF) (FEVEIARR) i , HEHTESHIVI AR B, NIRHST
BEKER , BEREELE ICMP Path MTU Exceeded (E2i8i ICMP & MTU) A8, EEEFER
T, EARXTEREUNREEL ICMP AR EEAHIER 2 ERENEE, BL VPN £ET
NEE DF i , YA FEESRESHTTARER. NRENEFEEREEMILIhEE , BEER
FEFAT. BHSHE RFC 791 LIBME SHMER.

EZR P BHIDE /KR

WMRIZEB Site-to-Site VPN EREEEMNHITEIB MTU X/, AIEMBSESTB. ABRMEREK, 2
BEEKEFFAEREREAENBHEZARHE DB, A& , Site-to-Site VPN SEAEM 5 HH
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HEEEIT—EEMNLE , EFEREELEHA , ESBRKIERES packet-per-second B
B, AWS 520 RFC 4459 LIBME ZHMENA,

iR B SRR Ha X NTEB MTU

MR Site-to-Site VPN EEEHEZZE T —EE Wit zs , EFAEREFBAEEEZKIINETMA BRE
@, ALFERE  EXEHETETREEZNEN AR TEEEHIAN /MTU WEE | HlIn xR,
AWS Direct Connect

RIRGEH P AVEE AR E MTU M MSS KX/h

TCP H#BEER IPsec BEFHREENIEER, Site-to-Site VPN X 1446 U TEN K KX E#HEL
(MTU) T FERY 1406 I TN BZABER A/ (MSS), BR , MFBEZEETRANEELR/ , ATES
BRILERELRAENGEN, BEEZBBESBRRESHENE , RABBRCEMARBERAPEELER
EXE MTU #1 MSS,

AT I RERELTE MTU/MSS LLUEE & 9 BRI 3% B S 30EE -

MEEE HEREE NAT B MTU MSS (IPv4)  MSS (IPv6-
in-IPv4)

AES-GCM-16  N/A disabled 1446 1406 1386

AES-GCM-16  N/A B R 1438 1398 1378

AES-CBC SHA1/SHA2  disabled 1438 1398 1378
-256

AES-CBC SHA1/SHA2 EBRA 1422 1382 1362
-256

AES-CBC SHA2-384 disabled 1422 1382 1362

AES-CBC SHA2-384 B 1422 1382 1362

AES-CBC SHA2-512 disabled 1422 1382 1362

AES-CBC SHA2-512 B 1406 1366 1346
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® Note
AES-GCM ZEEERETMENS 7 EBE , AEREEXEMTUNBRES s BREELE
.

£ A IKE ME—8 555

REZFREREXENRETRABERBEACRZS A —ERR 1 R, WRETREE
B VPN HECEHER 2 RET -, IRENFFRAEREXEILRTE  EREEFERALERE,

REMBRRENEFFERE BRI XIE

BN EAEEREIP Uit , TEAEREFFEEEERTHEZ IPsec BER AWS Site-to-Site VPN
wE., MR AWS HENEFFERECHEAR IS , AIXESETRFMWRA | FEEEI IPsec B
B, AWS-side 1y IP it i BB X4,

BA (e
AR I
R 1P Tunnelt S8 IP
B IP EFME
B E UDP
RIS 500
B &9t 500
AR 12
RiR 1P Tunnel2 7588 IP
B IP EFME
B E UDP
R EZIR 500

B KB AL =
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ERAEER

ARz
AR 3
R 1P
B IP
B E
WARE 14
R 1P
B IP

B E

E_\_III

B (ERERER)

BHER O1
SR 1P
212 1P
B E
SO
B i e
BRI 02
SR 1P
212 1P
B E
SR

500

Tunnel1 5538 IP
EFRE

IP 50 (ESP)

Tunnel2 5538 IP
EFHE

IP 50 (ESP)

EFREE
Tunnel1 A58 1P
UDP

500

500

ZFHE
Tunnel2 5538 IP
UDP

500

Bh K s A5 R
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BRiEEE 500

B tH AR Al O3

HIR 1P EFEFE
HEIP Tunnel1 5436 IP
BAGE IP 50 (ESP)

B tHAR A 04

HIR 1P EFEFE
HEIP Tunnel2 5436 IP
BAGE IP 50 (ESP)

FAIM, 12, O1 1 02 AL IKE B3 EE, #8013, 14, O3 M O4 AIAAEMZEREREN
IPsec W&,

(® Note
MREERE LFERA NAT S (NAT-T) , FBHEE th RFHERIE 4500 LAY UDP REEEHE
2% M 22 @B, AWS Site-to-Site VPN TERRIEHE B R BN NAT-T,

% E VPN EEZZ=H
EUTER, Bl S EFXFHEEXEREI ZE VPN Ei,
FEAHEEFREEE®ITZE VPN EiE

BALUERAERNEFRAEEE , RANBBUNERLEFHAM VPC FWEES VPN B, Babléry
@ VPN EEEEFEHAERNEFEE IP #it,

ERE _EFFREXEETIHE VPN &

ARTEGSEEFRAEREEELZEARASER  SUUEAEF - AFEFRAEXERRES =M@ VPN &
B, MEFAES  F2E EAEENESEEE VPN EEREHRERE, EAEE—NEPEY
REEFEERER  EMEXREHRELEHEERN IP HE,
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HEEEFFHEREEZZE - EHILBFE (AWS VPN CloudHub)

B URZEAEFHELERVHE - EBRLERENZE VPN B, EFEETLEZEMNEERET
AWS VPN CloudHub, MEFMMER , 5528 F/ VPN CloudHub 2 EMELEMNLZ2EH. EFES
EEVEFEEEFHELER K SELEFELASNEEBHE— IP HEL,

EFREZRERKH

AWS ZEBEEFEN BGP Bl , UXEERLBRETHHREIRE. FEFLHBEXH , LEE
KEZBHDT,

BN ZE VPN ERE |, ERLEFESERBFEERNIRAN BGP KA LS , SRR KEEE
REER VPN ERR, EEAW—ERE , BURR VPN EENRE, SERLERERFEARMNEE
B, RIFERERNVIRHAETR BGP A &RH, MREENMEA BGP NERRER | BB LR ERER
Ho

WMERHELIEFHFMER

B EANEFREREHEESEA

FE

- HEBIEREZHH

- FRRHNEAEAEER
« Cisco RE M HAE A

T
W

B AR E VPN BHELIERF.

#H REAE SR EE 4

EETH TS Site-to-Site VPN ERERISEENEFIEEER , B H Amazon VPC =84, @
AWS # %5 Amazon EC2 APl, MEFMEN , FSH S 6 THELEESR,

BT AT SRR A — RS HEEER | RERT IS EM Site-to-Site VPN EIRIBEMN I E

{& : dynamic-routing-examples.zip

BRAXERHEARENEE, Sl , BEREFEH
- VPN E# ID, EF & ID MERFMERE ID HEFIE

EFRBERENRER 54


samples/static-routing-examples.zip
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o ##t (##) IP ## AWS #####an#d (AW_ ## _1 # AW_ ## _2)

- EFREBRE L EBHAKRERKANTSAEZ IP Ut FEEMNE (your-cgw-ip-address)
- HAHASWENTERBNME (pre-shared-key)

o IP b3k AEREE RY FEHIME.

« MTU REMEHIE,

® Note

EAEEERTRMAN MTU REERES, F2H EFFERENSEER URFEHHEEN
BRI ERE MTU EHHEEE .

BRTYREEZBMNEE N , BRESEE AES128, SHA1 MEE-HEASHE 2 EAZHEGSFH
Site-to-Site VPN EEHRKEER , LUK AWS B AES128, SHA2 FEIJE-HF S EHE 14,

AWS GovCloudEfithiEERTALELASRARE D S0 RFE. BLEBSREAHERBER , UFHAHM
L4 MEE %, Diffie-Hellman 4. FAEBER IPv6 RE,

TERHEEFFAERE LTREZTETANHE. COSBERH IP ity EHIE,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

FREEHNEAEREER
UTREAFAERE (MRENFE) RXEXTFEEEEN —LHEHHIER,
Check Point

ZZEI%,D\E’JH;JI“EEFH Gaia BER M Check Point iE1T R77.10 RE S A Check Point 24
EiE , AIUNTREBEFBERBENEE, SmartDashboard&t A] LA£:# Check Point Support
Center L9 Check Point Security Gateway IPsec VPN to Amazon Web Services VPC X &,

REBERME

F—ELBREY VPN BE , Y ASEEEREFFEAEMNERLERENISE (RIB) IP Hbit,
%EEI%—@EL , SFFAHREREE IPSec Tunnel #1 ERTEMEMNEF. EEEVE @
GEEF4RAERE R IPSec Tunnel #2 BEERTEMWNE,

1. BIRX Check Point Security Gateway # B i Gaia A O#84,
2. 1#1E Network Interfaces (#88& SR H). Add (¥7#8). VPN tunnel (VPN &i&),

BRERNEREREER 56
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3. EMREAHT , BETREMNT , ARETHEEE OK (RE) :

« &%t VPN Tunnel ID (VPN B ID) , ¥ AfE{AIME—{E (B2 1),

o ¥ Peer (%), MABENME—FE (Hl20 AWS_VPC_Tunnel_1 =
AWS_VPC_Tunnel_2),

« FEEIZHE Numbered (#m%%) , ™ B &% Local Address (A<#éibit) | f AfBRERE R b &t
CGW Tunnel IP FRIEER IP et (HlEN 169.254.44.234),

¥ Remote Address (iRimititit) , 3 AFAREAE R P EHE VGW Tunnel IP FRIEEM IP i
Ht (140 169.254 .44 .233),

Add VPN Tunnel .

Type: *® VPN-Tunnel
Enabie Fi

Comment

VPH Tunnel

Y
w

Vi Tunnel D; 1

Peer AWS_VPC_Tunmel_1

VPH Tunnel Type
@ Numberad Unnumbersd
Local Address 169 . 254 . 44 234

Remole Address. 169 254 . 44 233

I oK || Ccancsl

4. #EiB SSH ERIFZHNZLRAE, EREAFERNRE  FERATTITREFTE
clish : clish

5. SHEBE 1, BT TGS,
set interface vpntl mtu 1436

SHEEE 2, BT TS T.

set interface vpnt2 mtu 1436
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ERAEER

6.
ARTE

HEWS RS £ EEEN VPC PiEE
—F—EBRELHHEE , F-EBEEEMARERE, NREAINEE , ABRAERNFL
BRI RBER , WRAAE —EKH. BthBAERE Check Point &

EFAERERESR IPSec Tunnel #2 ERTHEN K EEELTBREVFE _EEE

HRRERR

RE. B
BB 1
BH»—in , BREER

FHERNFBERH , FLETUEBREREEX

ping ZIi&

L h =

7.

£ Gaia AO#uh e | 122 |Pv4 Static Routes (IPv4 FBREELH). Add (¥718),
19TE FABRE) CIDR (B0 10.28.13.0/24),
#1E Add Gateway (¥T#8 &), IP Address (IP i),

BAREERPEE VGW Tunnel IPFTIEER IP ik (HI40 169.254.44.233) , RERIBE
BEIERF 1,

igﬂy Pingo
EFABRERE SR IPSec Tunnel #2 EERTHI VGW Tunnel IPE , $t¥E—(ABEZES B
3M4, BEBEIER 2,

Edit Degtination Roate: 10.28.13.024 —

Destination. 10.28.12.0/24

Mt Hop Type: Normal o

¥ Mormak Accegt and forward packets
Reject: Drop packets, and send wareachable messages.
Biack Hole: Drop packets, but don' send unreachable messages

e
Reanic a

Local Seopa:

Comment

Add Gateway
Fing:

Add Gateway = Edit Deletn

Gateveay
189,254 44,233 1
169.254.44.5 2

i#IZE Save ().
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ERAEER

MREEAES  AIFHEHARENEER LRDER,

EZRNV BRI HF

SRS  BEEUEE VPN BENRRNG , EEERLERENLE S\E0) IP i, &H
RERELRRYMHFIERE VPN HHNMNBFE, SHFEEZNZARFE , A VPN RBENE

%=

BE,
1. BIEX "#ZE% ., SmartDashboard,
2. &¥ Groups (B#fH) , FRUARIRE |, AREIEFEF Groups (Bf#H). Simple Group (&5 &),
A ASERBE Y4 ERER M EE.
3. & ¥ Network Objects (HBEE¥IHF) , BERUAR (RAH) 1BE , REREZE New (7
18). Interoperable Device (EBHE),
4. &¥ Name (B#) , M AZRAZNWEBEEMREHHNETE |, A0 AWS_VPC_Tunnel_1 =%
AWS_VPC_Tunnel_2,
5. &F¥ IPv4 Address (IPv4 ttisit) , Bt ABREERPRENERILERENSS IP tthut | 40
54.84.169.196, REENERTE , ARBEEAHTE AR,
Interoperable Device -AWS_VPC_Tunnel_1 [ -
::omwrm Inderepueralde Devices - Gerwsal Projesiies
e ""’i: AWS_VPC_Tunnel_1 Color: | Back
N
6. 7E SmartDashboard , FRUEHIRIEAR , AREERBERPEEFHRE,
7. EEMEURMEAERE , FiEE Get Topology (AREHE),
8. 7 VPN Domain (VPN #8iF) EBEH , i#1E Manually defined (FEIER) , AR BBEILZEEE

SR2PEVYNTOBHREE, BREETE,

(® Note

BURE EERENEMERR VPN B8, BFBAEANEFH VPN EEEH—NE

AN EMIIEERX VPN BEHES , AHRE VPN HEREBITER,

BRERNEREREER
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9. fEAMHRERER IPSec Tunnel #2 EBRTHEN K EEELELBRETE _EREERYH,

(® Note
EREARE  FREARLSEAAERABESNE. FRERERPREEN IP thit,

B NERE VPN 8. IKE M IPsec 527E

WS BS  EEELMN Check Point B8 L2 VPN 18 | Y SEBENREYH (BEHE
B) fiEZEHT, BT LR ERBRAK SRR (IKE) # IPsec :2E.

1. REVFEBMS , £5EEKTIEE IPSec VPN,
2. #E$E Communities (#:8f). New (¥738). Star Community (284 5¥),

3. BIEMAEIREMEE (B AWS_VPN_Star) , RETE D EEKDEIE Center Gateways (AR
&)

4. EEF Add (F18) , ARBLENRERRENEIN S RERETE.

EDEEBRD , EF Satellite Gateways (HERIE). Add (¥11) , ARELRMNEUNEER
iE (AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2) ¥i8ZISHERBEEFE,

6. EDEEKP , EFEF Encryption (I1%). £ Encryption Method (I 53E) RERH | #IF
IKEv1 only (PR IKEv1). #E Encryption Suite (INZEREH) BT , i##F Custom (B
£T). Custom Encryption (BET %),

7. EHFBFRP , REMEBHOT , ARETHEHEE OK (BE) :

- IKE 22 @ PSR 1) B :
« Perform key exchange encryption with (£ T 5 F RXETE BT R) : AES-128
« Perform data integrity with (B2 T 5 X #ITE R TEM) : SHA-1
 |Psec Z£FAHE (PEER 2) B1E -
- Perform IPsec data encryption with (£ T 5 5 X #11T IPsec ERINE) : AES-128
- Perform data integrity with (£ T35 XN 1TE R TEM) . SHA-1
8. HEZEBEHK , EIF Tunnel Management (BBEHE), iEIE Set Permanent Tunnels (& E XK
AJE@E). On all tunnels in the community (FEBFHFIEEE L), £ VPN Tunnel Sharing
(VPN BEHE) EERT , iBIE One VPN tunnel per Gateway pair (S{EFEY —1& VPN &
&),
9. EDEBEHP , BB Advanced Settings (EPEEEE) Ii%# ¥ Shared Secret (XEME),
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10. ERF—ERENHSFEE,. EE Edit (RE) , ARBWABRBERSD IPSec Tunnel #1 EE

NIEENTELEHA SR,
1. ERE—EBENHERE, BIF Edit (i) , ARWABEEERD IPSec Tunnel #2 EE
NEEWFELHLASE,
Star Community Properties - AWS_VPN_Star K|

Turnl Maragement
= Advanced Sstings
WP Figutng
MEF (Mullpls Erir
Exchuded Services

Each Esiemal mesmisr wll have T Sobowrs
secret with &l sl members 1 e comEUnty

[ — L Pear
hen Mo

3]
|
i

BNS_WPC_Tunned _L
BNE_WPC_Tumimed_2

1=}
Ve,

2

Corced

12. 7£ Advanced Settings (#PEERE) 28+ , 122 Advanced VPN Properties (#R VPN B 1) |
HREBMMT , RETETHREERE OK (BEE) :
- IKE (FEEX 1) :
« Use Diffie-Hellman group (f£ A Diffie-Hellman ##f) : Group 2

« Renegotiate IKE security associations every 480 minutes (& 480 D EEH XY IKE &%
B )

« IPsec (FEER 2) :
- JBZ Use Perfect Forward Secrecy (ffAEXRHRE)
« Use Diffie-Hellman group (f£ A Diffie-Hellman &#H) : Group 2

« Renegotiate IPsec security associations every 3600 seconds (& 3600 B E# X% IPsec

goge L))
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BB KR A

HUWE RSP |, SEEMAH KGR FF VPC AR BB A 75 [0 1 b3 57 B REE BR
BEZFESELNRE L REBUR,

1.  #E™ SmartDashboard , ZZEREN "£HRANE. . B EEED , EM VPN &2
Advanced (F&).

2. #$E Enable VPN Directional Match in VPN Column (£ VPN 9 BA VPN Z R HEE) , R
BEBEEFELENEE,
3. 7T SmartDashboard , 1Z## "BrAE ) , REREA T IR AR KRR

- SAFF VPC FHRBZEBMLENBAME , BABERETEN.
- RFAEEREBLENBEAHE , B VPC FHEKETER.

4. BRI VPN M REBHARTERE , RE¥2EZ Edit Cell (REFAFS).

5. 1 VPN Match Conditions (VPN tb¥{k4) ¥i55 588+ |, i#IF Match traffic in this direction
only (BLEH L S EMRE), ERASEIEEIEE Add (F18) RELTHAEMELLERA | I
TESER RHETE OK (FRRE) :
 internal_clear > VPN {8 (%R A VPN 2843 |, 5120 AWS_VPN_Star)
VPN 48 > VPN #3
« VPN #8 > internal_clear

6. fEF SmartDashboard , iB## "REE, , "RE, .

7. HEHFEARF  BELNEE , REEE OK (BE) UZEBXK,

&% tunnel_keepalive_method &1

1&H Check Point & o] LA A E M Z{E58) (DPD) K5 IKE BEER A, EERTEXKAE
JEM DPD , %ZB1E AWS VPN #HEFREXKABE FESRELSE 8).

RIZTEER , VPN BEH tunnel_keepalive_method BHEERA tunnel_test,
BLAKERES dpd. £ VPN £EHHESME VPN FEHEFER DPD ERXNERE
tunnel_keepalive_method Bt , @R/ EME=74 VPN BB, EFEAERNRERER
By S P

&l

&I LAE A GuiDBedit TEE# tunnel_keepalive_method Bk,

1. ¥TF "#ZEE . SmartDashboard , A% EE "Z+EERKER. , "HEBRRKESE. -
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2. i##Z File (#&X). Database Revision Control... (BRI EEETIEH]...) , WEIIEFTHRE,

3. EABAFPTE4R SmartConsole & , f51#0 SmartDashboard, " SmartView &X#t25 .,
F SmartView B85, -

4. RBrE GuiDBedit TE, MEFMEH , 552 R Check Point Support Center £# Check Point
Database Tool X &,

5. 1#$E Security Management Server (£ EE fmfR2T). Domain Management Server (f8i5&
E A fRE8).

EELFHNEES | BB Table (ERXK). Network Objects (H8E&¥14F). network_objects.
EALAE®RD | ZEFERIM Security Gateway (X £ FJ8), Cluster (BE) ¥4,
BT CTRL+F , Sifff Search (B &) BEEETH RS : tunnel_keepalive_method,

ETHEEF , BB tunnel_keepalive_method BIARIEE , REZIRIE Edit... (fREE...).
B dpd , AREBIEE OK (FBE)

10. AEEMA AWS VPN #HH—HoNFEEEERIRT7 3 9

11. 1EIE File #8Z). Save All (2ZRF).

12. B3PA GuiDBedit T&,

13. §TH "MER L SmartDashboard , ARIEE "2 EERKR, , "BEERKSRE. -
14. 7£4BEE Security Gateway (£ £ [i8). Cluster (Bf) W1 L REBEK,

© ®©® N O

MEFMERF , 52 B Check Point Support Center £# New VPN features in R77.10 X &,

A TCP MSS 3&iH
TCP MSS k&f#{K TCP HaBMWERANMER , RIS HG

1. BEZETHIBE# : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. FEiB#IT GuiDBEdit.exe &% , BB Check Point Database Tool,

3. i#IZE Table (EXRIK). Global Properties (£3ZiB1). properties (B1k),

4. &% fw_clamp_tcp_mss , i#F Edit (fR¥E). HEBEAR true , RRFEEF OK (BE).

REEEMRE

BULEBERTI TEAEREXYTTIHT , REFEERE.
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ERAEER

vpn tunnelutil

FEFERIBED | BIF 1 RRF \KE BIH , AR 2 KB |Psec EaHt,

B A LAE A Check Point Smart Tracker Log RERFEER LM HITE 2 NE. Hlan , FH BFEH
BEA VPC WHAREREE 1 EAMNWB B EMNE,

Product =4 Security Action
GatewayManagement Rule
Date 4NoV2015
Time 94201 Rule Name
Humber 21254 Ueer
Type & Log
Origin cpow-097605
e |mw
Source B Management_PC Community
{192.168.1.116) Encryption Scheme
Destination B 10.28.13.28 Data Encryption
Sarvice o Mathods
Protocol R icmip VPN Peer Gateway
Interface [= ath0
Source Port —
VPN Feature
Product Family
Policy Name Standard Information
Policy Date Tue Mov 03 11:33:45 2015

Policy Management  cpow-907695

SonicWALL

2 Encrypt
4
Current Rule Number 4-Standard

{044 1801 5-FFTB-4650-BOCE-
3080EGSBCFO4)

AWS_VPN_Star

EIKE

ESP: AES-128 - SHA1 « PFS
(group 2)

AWS_VPC_Tunnel_1
(54 84 169.196)

Lo L

VPN

2] Metwork

sendoe_id: icmp-proto
ICMP: Echo Reques!
ICMP Type. B

ICMP Code: 0

T3 REFREUWMER SonicOS EE M SonicWALL & EE&E VPN Ei&,

REBE
1. BB SonicWALL SonicOS EE R M|,

2. EERIBHET , B#IE VPN, Settings (5%
1)

)o TE VPN Policies (VPN B3R) T , &8 Add... (1

3. 7£ General (—f%) &M VPN BRXEE L , EZTHENA :

« Policy Type (BUR¥EH) : i#$F Tunnel Interface (BE M),
+ Authentication Method (& 7 B2=& 5 %) : i##2 IKE using Preshared Secret (IKE fEAFE %

EMWR),

BRERNEREREER
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« Name (&%) : WA VPN BERNEH. BREEAMEBERPRMEN VPN ID BH,

+ IPsec Primary Gateway Name or Address (IPsec T EREZEeitbit) : I AHEERPR
HYERLGEE IP it (Hlin 72.21.209.193),

« |IPsec Secondary Gateway Name or Address (IPsec #BiEE & et it) : REBFERR

« Shared Secret (AEWE) : M AHEBERPRUENTALLEZER , W7E Confirm Shared
Secret (BFRELEWE) PHE A —IR,

« Local IKE ID (#ith IKE ID) : ¥ A% = Fi& (SonicWALL &) # IPv4 ik,
« Peer IKE ID (¥ IKE ID) : I A ERRFAE FIER IPv4 thiit,
4. 7£ Network (#83%) B® L  EZTHEA :

« 7E Local Networks (A#:#85&) T , iZ4Z Any address ({E{aithit), 2535 F F LI IE BARS LE A
i A RE IR B AR R

« 7£ Remote Networks (iRim#f8Eg) T , i##¥ Choose a destination network from list (#£/5 5 i&
EEEMEK). £ AWSHFERE VPC # CIDR ZEI #bit ¥4

5. 7t Proposals (IRR) #& L , EZTHER :

« £ IKE (Phase 1) Proposal (IKE (FEER 1) %) T , BT T 3IE% -
- Exchange (3X#2) : i#1E Main Mode (FE#EX),
« DH Group (DH #4#H) : & A Diffie-Hellman B #8KE (10 2),
- Encryption (IN%) : 1### AES-128 = AES-256,
« Authentication (& 2 B 5%) : i#F SHA1 = SHA256,
- Life Time (£ariBHE) : & A 28800,
« £ IKE (Phase 2) Proposal (IKE (FEEX 2) 2R) T , BT T 3I1E -
* Protocol (BFAHE) : ##E ESP,
« Encryption (I1%) : i### AES-128 5 AES-256,
« Authentication (5 % 5 F) : 1232 SHA1 = SHA256,

- J&H! Enable Perfect Forward Secrecy (MAERZHARE) EUS R |, WiEE Diffie-
Hellman &#H.

- Life Time (£aiBH) : @A 3600,
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/A Important
MRENEBRLERERTE 2015 F 10 A2 B , AIXEREMERERIEE Diffie-
Hellman &4 2. AES-128 #1 SHA1,

6. 7& Advanced (R ZEH L  EZTHER :

« iZHY Enable Keep Alive (BAA®REZFER).

- 1ZHY Enable Phase2 Dead Peer Detection (B{f Phase2 kM HEER) YWMATIAR :
- &¥f Dead Peer Detection Interval (&3 ZEAEH) , #iA 60 ((E= SonicWALL £E

BEZH&/ME).

« ¥ Failure Trigger Level (HFEEZER) , WA 3,

- ¥ VPN Policy bound to (B4 # VPN BX) , #E Interface X1 (FREH X1). ERBEALR
B IP thutIEEN FE,

7. BIEWE, 1£ Settings (FRE) EE L , BiEHK Enable () BV HRTEREA TR, &2
EHBEEEMA.

Cisco £EEMHMEGA

BLE Cisco ASA EXEERAF/EHER., BERMFEHIEL Cisco ASA B, — X ReEE—EERA+FHE
B, MRF—EEEELHNEEZER , AT —ESFHEESEREAYT. BBE , SfEE—EZBHS
— @@ B FEH VPC REEL

Cisco ASA 9.7.1 R EF A EERPMEAHPER, BELRFEREL Cisco ASA B |, A5 Ky ZE 1B
BEREABERADES, GltiEE K SEE—EZBEH—EEEMEN VPC RIFELR

¥R Cisco £E , BAEHIT T HIEE :

- BRESNIBRE,

« HEE Crypto ISAKMP B3R F 5II5% 21— 8,

- WX Crypto FEBIRFIFH M —H,

« HEE Crypto IPsec E#25E 4 1 Crypto ISAKMP BURFHIEEE B E R EMIEME M IPsec BEHKRE
&R,

- FEE SLA ERimiE 2 —1,

- REERFRERENSABAER s BBBRENFIERIPEA,
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IS

MERERBIE LR Site-to-Site VPN EIZMEHAE

BRERENEFRERSHERESES (BGP)

FE

o JEREIEZREH

- BERHNEAEREERF
 Cisco ZEEMHMERA

« Juniper E£EMHAERA

&IIII

, w2 AEEEHIEE VPN EE, .

HHREAE SRS

EETH T B Site-to-Site VPN ERERISEBENEHIEEBER , B6H Amazon VPC £ 4., @
AWS T 55 Amazon EC2 APl, MNEFFMENR , 582E P8 6 . THHEEESR,

BT BB —REHERBER  AERT IS HEEM Site-to-Site VPN FIRIBEMN I E

{B : dynamic-routing-examples.zip

BRAXETHEARENEE, Sl , BEREFEH !

« VPN & ID, EFFE ID MEBRALERE ID WEFIE

o ##t (##) IP ##t AWS ####### (AW_ ## _1 # AW_ ## _2)

- EFEERELVEBBEFMERBRANASRE IP it FRENE (your-cgw-ip-address)
- BAHXASBENTEBNME (pre-shared-key)

o 1P hak R ERIEE K EHIE.

« MTU EREMEHIE.

(® Note

EAARERPRHEN MTU REERHS. F2R EFREXENSEER UREHEEN
BRRERE MTU ENHERBREA.
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AWS Site-to-Site VPN EREER

BRTYIEMHBEZNVNEEZIN , BRESIEE AES128, SHAT1 FIHFE-FHESEHMAE 2 T AZHETGFH
Site-to-Site VPN E#HRHRKIEER , LUK AWS EEHFH AES128, SHA2 F@E JE-H5E S FH4E 14,
AWS GovCloudEfItLiEEMFALELAEBARE D S0 BE, BLRBREFERBER , URAHEM
Z2MEE L, Diffie-Hellman B#H, FABERER IPv6 K&,

TERHEEFFAERE LAREZTETANHE. COSEERH IP HitAEEHIE,

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

BRERBANERERERERF

LTREACRAERE (MRBWEE) RREFFFHEREN —LHHIER.

Check Point

LT REMA Gaia FIFBLMBEREBIET R77.10 AESRANRERZ S FERBHNIS B
SmartDashboard &t A] LA2: B Check Point Support Center £ Amazon Web Services (AWS)
VPN BGP X &,
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ERAEER

S
Ax AE

B

ERm
BB R2EN VPN BE , YASEEERMHEFAENERLERENIE (AEP) IP ibit,

HEE_L%—@JEL , SEEFERERER IPSec Tunnel #1 ERTIREHENEH. BEEITFE_H

 EEEFHRERE R IPSec Tunnel #2 EERTIRMHMNE,
EiB SSH EBFFENLZLEE, ERERAEERNRE , BFEAANT TGS REER

clish : clish
HITTHeS , REFFHE ASN (B EFBERFTRARN ASN AWS),

set as 65000

FERAIEREIER IPSec Tunnel #1 EBRTIREMNENR K AF—EEEEVEBERA., ALK
BERE—(EHE—-F , 0 AWS_VPC_Tunnel_1,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

FREREER IPSec Tunnel #2 ERRTIRMEMNEN K ECELTPIREUE_FEE. A
WHBEERM —EME—3% , Hlan AWS_VPC_Tunnel_2,

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

REERFLERE ASN,
set bgp external remote-as 7224 on
EAMEREER IPSec Tunnel #1 BEER TIRMMWENR , REFE —BEEHN BGP,

set bgp external remote-as 7224 peer 169.254.44.233 on
set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

EFAMERERER IPSec Tunnel #2 EERTIRMHNEN , REFE_—EEEHN BGP,

set bgp external remote-as 7224 peer 169.254.44.37 on
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set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. MR,

save config

3 BGP BX®

#E , BV 8 BGP BX , HAFMEBEB AWSKENIKAEA, AR , RELNWEFRE , #HELX
HERH N EE AWS,

1. 1£ Gaia WebUI A , 232 Advanced Routing (#F&EH). Inbound Route Filters (& A& H &6
B, BB Add (318) , #7125 Add BGP Policy (Based on AS) (518 BGP B% (ML AS
AERE)),

2. ¥ Add BGP Policy (¥ BGP BUX) , 7£ 5 —E#M FZEE T A 512 1 1024 B EE |, A
BEF AR E AERLEREE ASN (B0 7224),

3. #EE Save (RE).

NERHEH

TIASREBEBAR D HMAEERHEEE, BETURTRNKEERH 2 MEH (FlW . BEESE , 2
ERBERBBAGEIEHNIER), MEFHMENR , 5528 Gaia Advanced Routing R77 Versions
Administration Guide,

1. 7E£ Gaia WebUI & , i#3## Advanced Routing (PEE5H). Routing Redistribution (3§ E %
). 1#1F Add Redistribution From (#¢.. ¥Ti8 B2 ) , REZIEE Interface (FRH).

2. ¥ To Protocol (ZBFAWHE) , BEUERFAERIE ASN (fln 7224),
3. &¥ Interface (5RHE) , EEAIHRE. EERT.

TE AR MBS MDA

#E | BYSE VPN BENERYM  EEERLAERENLE M) IP itit, BHESHEL
MRV T8 A% VPN BN EBRE, SHFEEVZAEE , A VPN RENHAEELE,

1. BARK "#ZE2, SmartDashboards
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2. &% Groups (B¥4H) , MRAAREE , REI1EFE Groups (BF#H). Simple Group (B Z &), &
A A A B ERR Y4 ERER N EE.
3. &H¥ Network Objects (M) , FBRUAR (RG8) BE , AREZF New (¥
1), Interoperable Device (BB &),
4. ¥ Name (B8) , WMALESR 1 PRAEHNBERMNER , Hl0 AWS_VPC_Tunnel_1 5k
AWS_VPC_Tunnel_2,

5. &% IPv4 Address (IPv4 ithiit) , @ AMHRERE SRR IRV ERI B REINE IP #hatk |, Fila0
54.84.169.196, RFENRE , RBERAYE LR

Interoperable Device -AWS_VPC_Tunnel 1 [+ .

m Inleeperable Device - Genenal Fropesies
Topology

& IFSes VPN Machine
Mame AWS_VPC_Tunnel_1 Coior | Biack
Fod Addess ' B4 163136 Fianchve “er Harra Dynarmec Sddress
Fvh Acidreds
Commant

Peaduci

[ Corfigre Senvan

6. EEAIDEERD , EFEF Topology (),

7. 1 VPN Domain (VPN #313) EBEX , iB1E Manually defined (FEIER) , AR BIE I REVRE
SR2PEVNZAHZEFE. BERTE,

8. fERMEREMESR IPSec Tunnel #2 BERTWEF A ERELSRKENE _EMRRW4H.
9. HIREHNEEERYYH A FRENBENEBEWH  REFEE Topology ().

10. 7£ VPN Domain (VPN #313) EEk & , i#{E Manually defined (FEIER) , AR BB I REVERE
TR2DEBUNZHEZFE, BIERE,

(® Note

BRI LR BB ERENEMIRE VPN i, EFERAREHAREH VPN EZRHENE
AP IEERZ VPN BEHES , AHRE VPN BE R B BITER,

(® Note
EREARE  FREARUSAAERSBESNE. FRERERPEEN IP thit,
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B NERE VPN 8. IKE M IPsec 527E

EE | E28 Check Point BB L3 VPN ## , Y EKESEEENREYG (BBEE) fiigE
Hep, Bt SRR EMRR B £ (IKE) M IPsec FXE.

1.
2.
3.

9.

RENFEEBES , £ EEBRPIEE IPSec VPN,
#1E Communities (#:8f). New (¥738). Star Community (2 & 45¥),

AR EZME T (Fl0 AWS_VPN_Star) , RERE D EE K IREIEZE Center Gateways (FR
BE),

BIFE Add (F718) , RRBENFERRENEINSRERESE.

D EEKP | B Satellite Gateways (HBFE). Add (¥718) , AR EENEUNEBEE
B (AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2) #1832 HEEMIEEE,

EDEE®KT |, &8 Encryption (%), 7E Encryption Method (I 5 3%) EBEH |, #EF
IKEv1 for IPv4 and IKEV2 for IPv6 (EAR IPv4 B IKEv1 FIEAR IPv6 B IKEV2), £
Encryption Suite (INZEmEH) EBRH , #F Custom (HEFT). Custom Encryption (BF] 1l
2o

(® Note

BB A IKEv1 THEEIRER IKEV1 for IPv4 and IKEV2 for IPv6 (GEFAR IPv4 B IKEv1
EAR IPv6 B IKEV2) #IE,

HHELTRT , ITARRENEZEBYE , REETHEERE OK (BE) :

- IKE Z2EBH (FFER 1) Bt
- Perform key exchange encryption with (£ T 55 XNETEIB3H) : AES-128
« Perform data integrity with (A T 55 XNETER TEM) : SHA-1
* |Psec £ A (PEER 2) B1E :
- Perform IPsec data encryption with (£ T 51 5 X117 IPsec ERINZE) : AES-128
« Perform data integrity with (A T35 XNETER TEM) . SHA-1

EDEERKSP |, 1B Tunnel Management (BEERE), #IF Set Permanent Tunnels (§%E K
AJEE). On all tunnels in the community (FEXBFHFIEEE L), £ VPN Tunnel Sharing
(VPN BEHE) EET , iBIE One VPN tunnel per Gateway pair (S{EFEY —1& VPN &
&),

ESEERP , BB Advanced Settings (EEFEERE) WM1#EF Shared Secret (RE#ME).
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10. ERF—ERENHSFEE,. EE Edit (RE) , ARBWABRBERSD IPSec Tunnel #1 EE

NIEENTELEHA SR,
1. ERE—EBENHERE, BIF Edit (i) , ARWABEEERD IPSec Tunnel #2 EE
NEEWFELHLASE,
Star Community Properties - AWS_VPN_Star K|

Cerier Cateways
Sotelte Geteweys
Encryplicn
Turnel Maragemen
= Advanced Sstings
WPH Fioutng
MEF (Mullpls Erir
Exchuded Services

o e oy Shusrmed Sacred S pll Dt meretery

Each Esiemal mesmisr wll have T Sobowrs
secret with &l sl members 1 e comEUnty

[ — L Pear
hen Mo

3]
|
i

BNS_WPC_Tunned _L
BNE_WPC_Tumimed_2

1=}
Ve,

2

Corced

12. 7£ Advanced Settings (#PEERE) 28+ , 122 Advanced VPN Properties (#R VPN B 1) |
REBMMT , ARETHEERE OK (FE) :
 IKE (BEER 1) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman &#H) : Group 2 (1024 bit)

« Renegotiate IKE security associations every 480 minutes (& 480 D EEH XY IKE &%
B )

« IPsec (FEER 2) :
- JBZ Use Perfect Forward Secrecy (ffAEXRHRE)
- Use Diffie-Hellman group (f£ A Diffie-Hellman ##H) : Group 2 (1024 bit)

« Renegotiate IPsec security associations every 3600 seconds (& 3600 B E# X% IPsec

goge L))
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BB KR A

BEE EABIRR RN VPC MR EEAN 5 m LR AURRER R, BEEES
EENFE L ZEBK,

1.  #E™ SmartDashboard , ZZEREN "£HRANE. . B EEED , EM VPN &2
Advanced (F&).

2. #$E Enable VPN Directional Match in VPN Column (£ VPN 9 BA VPN Z R HEE) , R
#%IRIE OK (FBE).
3. 7T SmartDashboard , 1Z## "BrAE ) , REREA T IR AR KRR

- SAFF VPC FHRBZEBMLENBAME , BABERETEN.
- RFAEEREBLENBEAHE , B VPC FHEKETER.

4. BRI VPN M REBHARTERE , RE¥2EZ Edit Cell (REFAFS).

5. 1 VPN Match Conditions (VPN tb¥{k4) ¥i55 588+ |, i#IF Match traffic in this direction
only (BLEH L S EMRE), ERASEIEEIEE Add (F18) RELTHAEMELLERA | I
TESER RHETE OK (FRRE) :
 internal_clear > VPN {8 (%R A VPN 2843 |, 5120 AWS_VPN_Star)
VPN 48 > VPN #3
« VPN #8 > internal_clear

6. fEF SmartDashboard , iB## "REE, , "RE, .

7. HEHFEARF  BELNEE , REEE OK (BE) UZEBXK,

&% tunnel_keepalive_method &1

1&H Check Point & o] LA A E M Z{E58) (DPD) K5 IKE BEER A, EERTEXKAE
JEHY DPD , %A% AWS VPN #t B R EXK A BEE,

RIZTEER , VPN BEH tunnel_keepalive_method BHEERA tunnel_test,
BLAKERES dpd. £ VPN £EHHESME VPN FEHEFER DPD ERXNERE
tunnel_keepalive_method Bt , @R/ EME=74 VPN BB, EFEAERNRERER
By S P

&l

&I LAE A GuiDBedit TEE# tunnel_keepalive_method Bk,

1. ¥TF "#ZEE . SmartDashboard , A% EE "Z+EERKER. , "HEBRRKESE. -
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2. i##Z File (#&X). Database Revision Control... (BRI EEETIEH]...) , WEIIEFTHRE,

3. EABAFPTE4R SmartConsole & , f51#0 SmartDashboard, " SmartView &X#t25 .,
F SmartView B85, -

4. RBrE GuiDBedit TE, MEFMEH , 552 R Check Point Support Center £# Check Point
Database Tool X &,

5. 1#$E Security Management Server (£ EE fmfR2T). Domain Management Server (f8i5&
E A fRE8).

EELFHNEES | BB Table (ERXK). Network Objects (H8E&¥14F). network_objects.
EALAE®RD | ZEFERIM Security Gateway (X £ FJ8), Cluster (BE) ¥4,
BT CTRL+F , Sifff Search (B &) BEEETH RS : tunnel_keepalive_method,

ETHEEF , BB tunnel_keepalive_method BIARIEE , REZIRE Edit... (fREE...).
iE$E dpd. OK (FEE)o

10. AEEMA AWS VPN #HH—HoNFEEEERIRT7 3 9

11. 1EIE File #8Z). Save All (2ZRF).

12. B3PA GuiDBedit T&,

13. §TH "MER L SmartDashboard , ARIEE "2 EERKR, , "BEERKSRE. -
14. 7£4BEE Security Gateway (£ £ [i8). Cluster (Bf) W1 L REBEK,

© ®©® N O

MEFMERF , 52 B Check Point Support Center £# New VPN features in R77.10 X &,

A TCP MSS 3&iH
TCP MSS k&f#{K TCP HaBMWERANMER , RIS HG

1. BEZETHIBE# : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. FEiB#IT GuiDBEdit.exe &% , BB Check Point Database Tool,

3. i#IZE Table (EXRIK). Global Properties (£3ZiB1). properties (B1k),

4. &% fw_clamp_tcp_mss , i#F Edit (fR¥E). HEBEAR true , RRFEEF OK (BE).

REEEMRE

BULEBERTI TEAEREXYTTIHT , REFEERE.
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vpn tunnelutil

ERTRHEERED | EE 1 RERF IKE B, LUK 2 REFE |Psec B@H,

B A LAE A Check Pomt Smart Tracker Log RERFER LN HBEHS M., Flw , T3 AFELH

BEA VPCHEHEREBEE 1 BN EBREMNE,
Product B Securily Action 2 Encrypt
GalewayManagemen Rule i
Dete 4Nv2015 Current Rule Number 4-Standard
Time o42:01 Rule Name .
Number 21254 Usar -
Type [E Log -
Origin cPOW-997605 oo |
n | Rule D {0AA18015-FF7B-4650-BOCE-
Taffic 3989E658CF04)
Source B Managemeni_PC Community AWS_VPN_Star
{192.168.1.116) Encryption Scheme [GEIKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 « PFS
Samvice Methods (group 2)
Protocol B icmp VPN Peer Gateway  AWS_VPC Tunnel 1
54 84 169.196)
Interface [= atho = Eﬂw
bproduct M
Source Port -

VPN Fealure VPN

Product Family 12 Metwork
. Policy Hame Standard Information senvice_id icmp-profo
Date Tue Nov 03 11:33:45 2015 ICNP: Echo Request
| Palicy ICMP Type: 8
Policy Management  cpgw-907605 ICNP Code: 0
SonicWALL

A LAfE A SonicOS BIERMEEE SonicWALL B, WMEREBENFMAENR ,
HWEREREER,

?ﬂh

RS B

BELERAEEREREREN BGP, FRACRAEJBEBERPREANGTIRSA LREAH
BGP WE&T).

ERAEER

Cisco &R B H &

BL Cisco ASA EXEBEAF/FEHER, B
B, nRFE—EEEEXNEEER , IS — 1I E}

—{E@EEMER VPC REER.

Eﬁﬁiﬂiﬁﬂlﬂo BitieE | GER—

Cisco ASA B |, — X ReeE—EER+THE

EiEiBH

Cisco £EEMHAE A
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Cisco ASA 9.7.1 R EFRAZEERFPMERAPERN, ELRFEREL Cisco ASA B |, A5 ZE B
BERAEATER, BltiEE 6 SEE—ESEEF —EBEEMEN VPC RIFER,

¥ Cisco £ & |, BAEFIT T HENE :

- BRESNIBR@E,
« #JE Crypto ISAKMP BURF 58k 2 M —#,
- HEE Crypto BEBEFIIFHEMH—1,

 HEZE Crypto IPsec EEE S F Crypto ISAKMP BURFF|EEEE LR EMN T HA IPsec BERRE
R,

-« FETE SLA EiZ{maR 2 M —#Y,
- REEFEFFEEENEARER cEABDRENIERNEEE,

Juniper B/ H A EFH

THEFEAR Juniper J RFIF SRX B F BB &K ERHEEBREREH,

- NEREBA ge-0/0/0.0,

- BEREIDBA sto.1 M sto. 2,

- BELEALTRENZ2ES HEBEAFEHAERN "T2EEL EBHE).
- BELBIABREANZLES HEEAFEAERN "ZEEL BHEH).

Al

WFEBRREER Site-to-Site VPN EZENFMEHS , FF2H AEE YIS VPN EE, .

#% Windows Server S8 EARBFHESHRE

BT LU 31T Windows Server A IRESERES VPC WEFBEHE, ERIERE VPC By EC2 #1T
{E88 =k B 2 AV R AR 83 £ 11T Windows Server , B ERA THEF. THREFEARM Windows Server
2012 R2 B EFThRA,

B &
o FRELH Windows H1T{EEE
o SEE1: B3 VPN EEEZTELMN VPC

Juniper £ B E A& 7
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- $B2: TH VPN EENHEEER

- S$B 3. 8% Windows Server

- S8R 4. R/E VPN BE

- 5 MASENEERR

- S8 6 : AIE VPN E#E

R EZHY Windows #11T{E £
WRBEE R Windows AMI BUEIHY EC2 #11T{ERE LEZE Windows Server , s @#1T ~ 5 EHE -

- FRAFTERNRER/BEERE
1. BI{E https://console.aws.amazon.com/ec2/ FRX Amazon EC2 £# &,
2. BHUEH Windows H{T{EBEE | R&IRIZE Actions (BI¥E). Networking (B##8). Change source/
destination check (2% RJR/H Wit E), 1#1F Stop (fFLk) , AKRIERE Save (7)o
- EMMANEESRRTE , LERHEMHTERNRE
1. B#EE Windows #1TEEE. MFEFMET , FSEERELR Windows HATEEE.
2. ARG AER , ARRBREEES,
3. BB Network adapters (#33%8E1283) &1,
4

VBRI AEF (RBTERBEEME , EWER Amazon Elastic Network Adapter 2% Intel
82599 EREINEE) , REIEIE Action (BIfE). Properties (B 1)

5. 7£ Advanced () Z# L , £ IPv4 Checksum Offload (IPv4 B E#EMEE), TCP
Checksum Offload (IPv4) (TCP R &E#FEH (IPv4)) 1 UDP Checksum Offload (IPv4) (UDP #&
EEMEE (1Pv4)) B , REBREE OK (FBE).

- AGSEM IP it R ERENIRE  RAEGHEHTEREVED . NEFMER  F2REAESEIP
ik, FBEC FUtibit - £ VPC F RV EFHEREEET.,
- BEHTEBNZLBEERNATEL IPsec RE, KRR, TLHEATEBLERE, BEER

LHENBEHARCERERBRE , BENXER IPsec REEV THELBFTERABESRE : IP

BAAWHE 50, IP BAAWHE 51 A UDP 500,

2T Windows #1T{EBEFREMBEEHY CIDR &E , #5120 172.31.0.0/16,
S 1 B VPN BEHERTEEZMN VPC

HENE VPC EY VPN ER |, FFHIT T HEE
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1. BV ERNERELKHERZEN VPC, NFFHENR , 520 EVERLERIE,

2. B3 VPN BRI EFFEE, $HEEFEIE |, 58IEE Windows Server BN/ HF IP bk,
A VPN EE |, BRIEFERE , A%E A Windows Server FTIEAEEEHY CIDR £E |, Hla0
172.31.0.0/16, MEFMER , TS PB 5 - EIL VPN E#E,

BY VPN EfRz#& |, 8 VPC BRERZEIR VPN ERBAER,
RELZM VPC

- HEEW VPC REMAE T (M RE) , SUREIE Windows Server BHAMHITER. WFEFM
&, F2REELN VPC FEYT FBEK,

@ Note
A TRERRIEEREREERBN TMEE. TERESNEL FRERNEKE,

« EHT VPN EENIEHERK

- BEAFTEELERLERESEBERZ , HLL Windows Server ### (CIDR & E) 5B WA E T
MR R, WEHMENR , 328 Amazon VPC A EEEP R BHRFTEIBEREH,

- BAERLERERBERE. NFEHAES  F28 (EELERE) ER MR RARBERE.
- RENBITERELRZSEA , LFHE VPC MR BB

- ¥ AFFEA RDP REEMEEFE SSH R A, EFREREHNBEERE VPC FHETE
B, Sl EEAHEEBRPNEMEEE VPC FH Linux ${TERE | 552 SSHER, X
RERBEHEE CIDR SSEMEARAl , #la0 172.31.0.0/16, WMEFMAENA , 5528 Amazon
VPC &R VPC 2 EEHRA,

o ¥ AREEEFEREA ICMP WA, 15 ZEZ4 Windows Server ping #& VPC #1178
B FELUAREH VPN ER,

FSER 2 TH VPN EENBERESR
B A LAEA Amazon VPC A T2 VPN E# K Windows Server #H3E5E 3=,
T EERERE

1. BIfE https://console.aws.amazon.com/vpc/ BARL Amazon VPC £ &,

2. HEEEHEIKF , B2 Site-to-Site VPN Connections (Site-to-Site VPN iE#),
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https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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3. EEUZHK VPN iE#E |, 37i%#2 Download Configuration (T #4HAE),

4. ZE Microsoft A& ™. Windows Server £ A& , A& 2012 R2 A8, #iZF Download (T
). BULFEMBERERFER.

HEERESRUTIHEFINEARR, LSRIMEAZRMR , SERE R,

vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

ISHEEN VPN BEERATFEEEERN IP ik,

Remote Tunnel Endpoint

ERALEREENME IP itz — , K ILER AWS Y VPN E#R.

Endpoint 1
BERI VPN EER | BEEABREREN IP FE, BEREME P ITLER VPN E#EFE VPC
B IP bk,

Endpoint 2

EEIESEILEREZ VPC K IP it #E (CIDR [E#) ($/20 10.0.0.0/16),
Preshared key

£ Local Tunnel Endpoint # Remote Tunnel Endpoint ZRBIAKREI IPsec VPN EIZRY
BAHZSEB,

BMEZLEEMBEBERES VPN ERN—32., SEBEEHFEES VPN EHE Amazon i
— BB VPN EEHE. MR- XRAE—EEERS , ERNRE—ERENE , F_EREER
HEIAC,. EENHBETRARERBEHENELTHETR. RA—XReMEH—EEE , Fr
Amazon VPC = A E€EL —EEECEMN. ERFEHMNITA , UEREERTEMAEE,

REMEEER , MRABBRERBHE AWS , B8 VPN ERSELIENBBREBEETERL
ARFENFE-EEE, ELXRETFFAERER K REMEBEREE
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® Note

TEREERLARE L AWS $THI1THRE. LEFSTRERAE VPN EEmERENEF
Z——BEKE, ERMATHEBESRE L0 VPN EEZSRHFEBEIE_EEE

HEPRABEE ST (IKE) # IPsec B2 BAHE (SA) WEHMMEBEFSEREC THNWARBEF,
MainModeSecMethods: DHGroup2-AES128-SHA1
MainModeKeyLifetime: 480min,@sess
QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb
QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA WINZEME o T EE X, ELE VPN EENERRTE , FEKER Windows Server IPsec
VPN EiRHFEERERE .

MainModeKeyLifetime

IKE SA £#4miBH, ER VPN EEMWERRE , BEE Windows Server IPsec VPN E#RH
FAERERE o
QuickModeSecMethods

IPsec SA IMMZEME o EaFEE %, ELE VPN BENERRTE , FKE Windows Server IPsec
VPN $%’?E’Jﬁn2n2ﬂ50

QuickModePFS

BMEREHE IPsec THREREAES/BTREHRE (PFS).

SR 3 : 5% E Windows Server

EEERE VPN BiE 28l , B84BT Windows Server t RERRERARERRFIRE, &0 ZERiE
A EFIERER ENER,

LRI KRR FEURE

—

Z &R Windows Server,
BIERMRRE K ARAREBEFARIEES,
HRANRBFERE

w N
it
N
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a. NREERERENEAGKRIE.
b. 7£ Before You Begin (a2 8l) EE L , BRENWARFBLA ST %R , REBIBE Next (T

_i)o
c. IiZ#ZE Role-based or feature-based installation (B R RIhgE R 2 H) | REIZIZE Next (T—
o

d. 1#1E Select a server from the server pool (it {al k25 & EZE A ARER) , FEUERY Windows
Server , AZRIERE Next (T —&F),

e. TE;BEHIRE Network Policy and Access Services (# BUR MEZEURTE). ERERNEES
B | #1F Add Features (FTi8Ih8E) , P EL R ACREENIIEE.

f. HEMHREKEEH , iBZF Remote Access (BIHFE)., T—%,
g HENMERERL,EET-L,
h. 7£ Network Policy and Access Services (& BURMZEUAR) EE L |, 1B1E Next (T —2),

EERFR EEL , #E[T—F). ETFT—EL , EIEDirectAccess M1 VPN (RAS ), &
BTRIWEEE S A | BIE Add Features (¥Ti8Ihae) , MRREL RN ACKRKAMEEZEN I8,
EHERYEE S | ZE Routing (BEH) , REIZEE Next (T—%).

j. 7E£ Web Server Role (lIS) (Web ARz A€ (11IS)) HEE L , i## Next (T —%), REFEKI
IH , RBIEIEZE Next (T —D).

k. BIZ Install (R£), TRELER , 551Z#F Close (B3FA).

5% E B BR A % R R 0= v 17 B fe) AR 2R

1. EBRIRL , EIF Notifications (BH) (R B R). BETHNBERMEENTHE, #EZF Open the
Getting Started Wizard (BARXAPIREE) EHS

2. iZ#ZF Deploy VPN only (f£Z8& VPN),

3. 7 Routing and Remote Access (B8 RIZIRFE) HFE AP , BIEMRIEE , AR EE
Action (B)4E) , B3&EX Configure and Enable Routing and Remote Access (5% & B B B & &
W17 E) o

4. 7 Routing and Remote Access Server Setup Wizard (B¢ MR A RESRERE) ¥ , £5F
—EE®EL , #&—T Next(F—%),

5. % Configuration ($%8) EE Lt , BFEHFIRE. T—F,
6. IE#E LAN routing (LAN B&H). Next (T—25). Finish (/).

7. & Routing and Remote Access (B REimFE) HiE S RBERIRRE , 551#1F Start service (X
BARIE).
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$E 4 3%E VPN BE

BRI TEEHEE THMEREDH netsh I5 T , A Windows Server & SRERERE VPN
‘i,

/A Important

RMEZREHY IPsec TERBREAZEMTEEFTRE (PFS). WREEEHIT netsh I
%, e2a8E/A PFS () gmpfs=dhgroup2 W&, ETEEMEM Windows A& REA
PFS , @4 BEFERAWSHFUA,

1EIE
« BIE 1 : 1T netsh IETH
- JE1H 2 : £ Windows Server fE &R E

B 1 : #T netsh IERTE
RTEHVBREEER netsh IBHE , ARBEREE, THASHGIESE,

netsh advfirewall consec add rule Name="vgw-1la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_ Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix *
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE
QMSecMethods=ESP:SHA1-AES128+60min+100000kb *
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name (£1) : B UEALEENEBIRREZNER (vgw-1a2b3csd Tunnel 1),
LocalTunneliwm B : i A B85 £ Windows @l iRESHIFAA IP fi3t,

Endpoint1 : & Windows Server FF#E 2 #8##) CIDR [E#f , #5120 172.31.0.0/16, ERAES|HE (") &
fFLLE,

Endpoint2 : % VPC # CIDR B4 VPC I F#E5% , itn 10.0.0.0/16, ERAEEI5% (") #EE1tt
=T
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FE4& Windows Server Wi TR TR & EF#M‘TE%)?LE’HE%E%O (" TREAT T A LT IIRNHRITX
Fo ) BEREL VPN EENE @ VPN BiE , FEABREEFEZE netsh ETHBEBLERF.

545

s

B4 5% E Windows Bh A,

dit

WNEB R netsh ZBIRVFFME AdvFirewall 3 , 55288 Microsoft 2=\ EH Y Netsh E&E 5,
TechNet

1218 2 : A Windows Server £ E R E
& 7] LA{E A Windows Server (£ & R ERERE VPN EiE,

/A Important

B EEME A Windows Server fAEREMA X SR TEEZFIE (PFS), B4 ANMBMAES
MEEEEEPAR , FABSIIEA PFS,

%
FXE VPN BEHZ2RA
- HFBEHRE
- MAXERTEBENLE
X E Windows Bh X i

XE VPN BEHRE A A

EARGS | BEEEH Windows Server LEREZR£#HA , LU VPN BiE,

XE VPN BEHR£ A8

1. BARK Server Manager (fAIfRESEEE) , iBE Tools (L E) , RKREE Windows Defender Firewall
with Advanced Security (2B %L 2 R Windows Defender Firewall),

2. iZEHL Connection Security Rules (E#RZ £ Al). 1EFEF Action (B1E) A% New Rule (¥TiE# Al).

3. 1 New Connection Security Rule ($Ti8EMR L2 HA]) BFEF , £ Rule Type REIER) HE
L, #1F Tunnel (B1B) , HiE#E Next (T —&),

4. £ Tunnel Type (BEEA) EE L , £ What type of tunnel would you like to create (R B 31
WIBEEER) T , ##F Custom configuration (BFT#%8). 7 Would you like to exempt IPsec-

SER 4 BR%E VPN BE 84


https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/dd736198(v=ws.10)?redirectedfrom=MSDN#BKMK_2_set

AWS Site-to-Site VPN EREER

protected connections from this tunnel (R EfELLBEHEBR IPsec REHERS) T , RIFENHE
(No. Send all network traffic that matches this connection security rule through the tunnel

(71' BBBEEEIFELERZERUNFAEREBRRE)) , RREBEE Next (T—F).
5. E[ERIEHEL , BE WRAERFTERE]. FLVEURHERNBE , RAR2RE [T D).

6. T EERMEEL K EWELEREERE1T , BEHME, WALKPERKY CIDR #E ((vR
Windows Server EFRBHEER S , a1 172.31.0.0/16) , RARBEFERTE, LEEVIRELE
FREEERN IP thit,

7. % What is the local tunnel endpoint (closest to computer in Endpoint 1) ({1 2 2<# & & i 2
(REBREWE 1 PREK)) T , 1B Edit (W8). £ IPv4 address (IPv4 tbik) A F , W@AE
Windows Server BIFAK IP it | SR%&IEZE OK (FEJE).

8. #& What is the remote tunnel endpoint (closest to computers in Endpoint 2) ({1 B 2 i% i 8 & i 2
(R E 2 PHER)) T , iB2 Edit (§8E). £ IPv4 address (IPv4 Hbiit) A |, E AR REHRE
BiE 1 WEBRIMNERE IP bt (3328 Remote Tunnel Endpoint) , R#%&I1ZE OK (BE).

/A Important
MREEHEE 2 ERMERF , FHLERUEE 2 iR,

9. 1 Which computers are in Endpoint 2 (iw % 2 THYEK) T , ##F Add (¥1#8). £ This IP
address or subnet field (It IP it 5} FHEREHEAL) A , B A& VPC 1Y CIDR E#R , AR%BIRIE OK
(FEZE),

/A Important
BLBEEHRERRPEEZE Which computers are in Endpoint 2 (26 2 T B BLEE ).
SER USRI EEE Next (T—F) , BRIEEEREEHRIARES
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ERAEER

10.
11.
12.
13.

14.
15.
16.

i New Connection Security Rule Wizard
Tunnel Endpoints
Specify the endpoirds for the IPsec tunnel defined by this rue
Sieps: Which computers are in Endpoint 17
@ Fue Type 172310016 A
Turmel Type
Reguiremer
& Tunnel Endpoints
& Authentication Mathod
uihertiaton 1t ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile .
IFv4 address: |172.3' 1336 [ Edit._ ]
@ Name )

P46 address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewal with Advanced Security Properties.

What is the remote tunnel endpoint (closest to computers

in Endpoint 2)?
IPvd address: 54 240 204 .89 ' Edt. .

|PvE address |

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

BRCEENAMEREY ERER , ARRET—

ERJFLHEE@E L , BREGER , AREERG].

£ First authentication methods (E— B & 28T/ HE) T , #iF Add (F38).
EMALLASE GANEERNFELHLASRE K RAREERE,

/A Important

MREEHBE 2 EENERF , FHLRIEE 2 WHEARESR,

HEZE RIEHN First authentication is optional (38— {85 2 5 FE AIEA) , AREE OK (BE

BET—

EREREEL , 2EFRWM T =ZE&EG 5 : #85. Private (FAF8) 1 Public (8 8). BET—

&,

HER4:

FRE VPN B&i&

86



AWS Site-to-Site VPN EREER

17. £ Name (B218) HEE L , MALERSAANEZRE (Bl VPN to Tunnel 1), REEFEREF Finish (5
FX)o

ERLRERF  EEEEBERNEE 2 &8,

2% , B VPN EEREREMEEE.,

{1y

MR EE A RE

g
[

{1y

¢

1. BABK Server Manager (fAfRESEEE) , #1ZF Tools (LE) , :#E Windows Firewall with Advanced
Security (EEER T2 MR Windows B5 A &) , A% EEN Connection Security Rules (E#RZ £
A1),

2. AWMEEER=ETHIEE :

 Enabled (ERA) & Yes
« Endpoint 1 (i3 1) 28 CIDR E#
- Endpoint 2 (i3 2) 2% VPC #9 CIDR [E#
« Authentication mode (& 2 B #E ) B Require inbound and clear outbound
« Authentication method (& 2875 %) & Custom
« Endpoint 1 port (4% 25 1 E1ZE) A Any
« Endpoint 2 port (i 8 2 E#EIE) & Any
* Protocol (BFAHE) & Any
3. EBEE—GRHA , RRIERE Properties (B1).

4. 7FEAuthentication (5 2 B =) R5|1ZEM Method (57%) T , i##E Customize (HE]). HEER First
authentication methods (E— B S 2 EBEH LX) TEBEHEERPHNERBELLASE  ARERE
2 OK (F&E).

5. £ Advanced () EH L , #5828 Domain (#813). Private (FA78) # Public (28).

6. 7 IPsec tunneling (IPsec @i&) T , i##E Customize (B3]). HEFR T3 IPsec BEIRE , A%IR
1 OK (FBE) , BBE— X OK (FEXE) BRI RE .
- BiEH Use IPsec tunneling (fEf IPsec Bi&),

« Local tunnel endpoint (closest to Endpoint 1) (A EE R B (RIFLIKE 1)) 222 Windows
Server Y IP #biit, MREBHEFRELEER EC2 H1THEE , LEVEBTHEENFTLE IP #hil,
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« Remote tunnel endpoint (closest to Endpoint 2) ((RimEE IR (RIFEHE 2) @S EENE
BIERE P i,

7. BIRUESE —EEE/ properties (Bit), B EEEELEE 4 3 7,

BAXERTEREELE

BUNERARTIRAETERTREENE., BT EREREMRALLIEE,
BMAETRTEEELR

1. TEIEH Windows Server A | FRFH SRR RBE.
2. MATH®GS , MEGRENE —HREFRABZBEN rule_name,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. HE_EBEESELSR2, EAULEHENE ZFERRIBBIN rule_name,

& E Windows B X &
EHRARELIRERSHAE  FE—BEXY IPsec BFEAFEAERILERIE,
=% E Windows B A f&

1. BARK Server Manager (fAfRESBEEE) , i#IE Tools (L E) , AKRIEE Windows Defender Firewall
with Advanced Security (E B #R % £ 48 Windows Defender Firewall) , B2 Properties (B
).

2. 1f IPsec Settings (IPsec %) B& L , 7 IPsec exemptions (IPsec BERR) T , #58 Exempt
ICMP from IPsec (& IPsec #EBR ICMP) A& No (default) (& (FEE%1H)). R IPsec tunnel
authorization (IPsec BE&E##) A& None (&),

3. £ IPsec defaults (IPsec 785%{E) T , i&## Customize (BE]).

4. 7f Key exchange (Main Mode) (3 #: (FE&R)) T , i#E Advanced (EFE) , RERIEIEF
Customize (BE])-

5. HHEFJERESHRIB|RENZREMFET  BRE—([EHEAEATHIERE
- STEM : SHA-1
0% : AES-CBC 128
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- S|REE L : Diffie-Hellman 4l 2
. 1 Key lifetimes (£#£diBH) T , #E% Minutes (98€) & 480 B Sessions (LERER) & 0.

& L

REEHRIBEERPHELER,

ﬁu

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. 7E Key exchange options (£#83#1i#18) T , iEH Use Diffie-Hellman for enhanced security (£
A Diffie-Hellman 8% %) , RREEFE OK (FEXE).

7. 1f Data protection (Quick Mode) (EfMRE (RIEER)) T , FEH Advanced () , BiEE
Customize (BE])o

8. 1#HY Require encryption for all connection security rules that use these settings (FT B £ 18 L 5%

ENERZEHAUFTEMR),
9. ¥t Data integrity and encryption (BRI ZRMEMMBR) T , RBFERE :

- BHAWE : ESP

- TTEM . SHA1

n# : AES-CBC 128
4+ aiBE : 60 988

BEESHEIEEEPNUATER,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. 1##E OK (F&E) E Customize IPsec Settings (BT IPsec R7E) HFEH R , BiEE OK (FBEE) f#
FHRE,

HER 5 BAENEERR

ETR, RE TCP EARMEBMBEFAT A, ST 5IESMITE A #4TMEZE : HKLM\SYSTEM
\CurrentControlSet\Services\Tcpip\Parameters, EX B EZHNFLEHATISER, &
FEEMIEE SR EAEHREERKRES.
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A RIE R

1. %% Windows Al IRESR B s S IR RFE T PowerShell TERKER |, SR E A regedit LLERE) ™ & 4w
$E*3n§itJ o

2. BB HKEY_LOCAL_ #23 A BB R , BFCurrentControli%E , BBIIRTE , BB Topip , RERRE
S

3. # Edit (fR85) 25 , 52E New (¥718) , AR#&IEE DWORD (32-bit) Value (DWORD (32 fiT)
{E)o

#I A& # "EnableDeadGW &3l o

#H EnableDeadGWDetect , A% Z1ZMmeE , 15K,

£ Value data (EE#) B , B A 1, REBIEIE OK (FRE).
EARA B AR 25 X E TR A AR SR

N o o &

WMEFHMAER , 5528 Microsoft TechNet X EF Y EnableDeadGW1E 3,
SER 6 : AlE VPN E#z
EEHE VPN EEEEEMEE  BELN VPC FRABHTEE K BELREREAKER, ERF

HITEE =% , K Windows Server ping ©HIFAE IP #iit, EREFRERLEEERER , VPN
BEREHR, Ft , ping S thERRIA VPN ERE,

WEAE VPN EENSE | BREAEE AN A VPN B, |

MR ping BHKRM , FRETHEMR :

- BELCRELLFERL , AFFE VPC #TERK ICMP, MREH Windows Server & EC2 #,
TEE  FEEZHANEHBRA A IPsec RE, MEFHMEN , FBFSE ZELEH Windows #Hi
1T,

- BELE ping WHTERBEXRRBREAZEE ICMP, EEEMEH Amazon Linux AMI,

« MRBE ping WHEITERR R Windows HITER , FHEMRIBITERILE Windows Br A& ERUAE
A ICMPVv4,

- BELBEALEN VPC RNFHEE EERERBR, MEFHMENR , 528 1 B VPN EEHE
RELR VPC,

- MRENEFFHERXER EC2 HiTHE , FRELACFERALITEERNIRE/ BNtRE, MEFMA

B, 520 ZEELEH Windows F1T{EE,
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/cc960464(v=technet.10)?redirectedfrom=MSDN
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£ Amazon VPC & # VPN Connections (VPN &) BEEHA , #ZEUEM VPN B, F—EEEA
UP (BE) M8, F_EBEECDRE , BRIEFE—EEEREMN , RATEER. BYUNEZBERTE—
%H%Faﬁo

HEFFEREETHEDSH
THEETHYENEFMERE BRI LT HEDH,

MBE—HONIET | HSBME A A VPN B,

BMTARESRNEEZH , BB LUER AWS Site-to-Site VPN B 5% it Bh 5t ZEHEMR R AR R VPN EAR
Eik=:

£}

- FRERAFEEABENEREELED

s AMEAERFEBABERNERBERED

+ Cisco ASA EFFERBEERUEZE

« Cisco 10S BEF FEEBERBELE

- W ENZE 2 RIS i EELRR Cisco I0S BF EEER
 Juniper JunOS EFFMEEBEERKEZ

+ Juniper ScreenOS EFEFE# B ERBELH

+ Yamaha BEF Bk EERBED

Ht &R

« Amazon VPC i#iE

o W{AEHEHEREEE Amazon VPC #) VPN BEEGFETHELER 2

{5 12 57 R T8 & 5A 5 TE BV (B AR P RE e PR B2

TERTRERERZRAFERE (BGP) cFFFERENHELH —MKHRHA, RMtLERERMAE
BREEEINAE, FMEF R TRERERMEME.

BEDH o


https://repost.aws/tags/TATGuEiYydTVCPMhSnXFN6gA/amazon-vpc
https://repost.aws/knowledge-center/vpn-tunnel-troubleshooting

AWS Site-to-Site VPN

ERAEER
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[
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¥
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Y
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ERAEER

IKE

IPsec

BGP

Y IKE Z£BBREFE,
FEH KE RE=BB T B XMARE IPsec REFEBH TR,

1l
=

WR IKE Z2BBTFE , FREEN KE HERE, SXANERERTDAS , &
EME, BokE, TREHRENEXSH.

MR IKE Z£BHEFE , 58 ZE "IPsecy o
Y| IPsec £ B3 (SA) RBFEo

IPsec SA BREEA S, EHENEFHELXE , LAY IPsec SA REEMER FiR
e, BRESNBARERPMY  REMNR, EoRE,. TERHRBMNEXSE,

MR IPsec SA FF1E |, FEREEH IPsec #ARE,
R IPsec SA 71 , B8 E "HBE. .

BIECRECENHABRR (MFERUBE  F2RZEREEBENEFFEEEZ
ERY S i) HIERRTE , Al

Y 1P ERERERBBEE,

BENS—mERNERBERPIEEN IP thit, ERAEREMI S BGP #
T H Ry, RGN EFFRERE ping EEbIE , RS ERMBRER IP R

£,

R ping TAY , FRELHBEREAR , BEREIERN IP bt
R ping K, FBE "BGP, .

Y| BGP HEHE HEETERBERBAERT,

s —EREMIT FIESE

s EENEFHEEEEL |, ¥E BGP kAR Active = Established . BGP Hi&E
KHNEE 0 WHWEHEFIESEAERT,

- FEAEFFAEREEELQERLERENSHEKIEHA (0.0.0.0/0),

MRBEEFEMAREE | FREEHN BGP HEE,

B BGP W E
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MR BGP WEEEY , LRI TFEHYLANETHE  ERRENBEREER. B
RMEEEEER IR,

TERBAREEA B ERNERBERED

TERTREHTERZARERE (BCP) cFFFERENHEDEH —RH. RMItLEBERA
RENRIFEIIE, FHEAFREREREME.
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ERAEER

IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC

T2 BGP HY&iE
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ERAEER

IKE

IPsec

=

FRRERR

Y IKE Z£BBREFE,

&b 2

Be 23X

FEH KE RE=BB T B XMARE IPsec REFEBH TR,

) ) ]

ax  E o

1l
=

MR IKE Z£BABAFE , FRESHN IKE B
EME, BokE, TREHRENEXSH.

R AENMBRERERDAS &

X

MR KE Z£B@BEE , BB ZE "IPsecy o

¥IBf IPsec R£ B (SA) REEFTE

IPsec SA BREEA S, EHENEFHELXE , LAY IPsec SA REEMER FiR
e, BRESNBARERPMY  REMNR, EoRE,. TERHRBMNEXSE,

MR IPsec SA FF1E |, FEREEH IPsec #ARE,

R IPsec SA 71 , B8 E "HBE. .

BIECRECENHABRR (MFERUBE  F2RZEREEBENEFFEEEZ
ERY S i) HIERRTE , Al

Y 1P ERERERBBEE,

BENS—mERNERBERPIEEN IP thit, ERAEREMI S BGP #
T H Ry, RGN EFFRERE ping EEbIE , RS ERMBRER IP R

=
o

R ping ALY , FFMEENEEREAER , BEREIERA P tit,
R ping B, BBE "THREKBE, .

st —EEEHT FHES

- BERLCKFERBFEEUBES T —EkER VPC CIDR.
- BREEKBEEBINEE Amazon VPC £ A | BHERMEFESRERAD

& HY R BRARER o
MRBEAFELAME , FRBEHRERRE,

M EREESERIIRRE | FRENTERK.

& BGP W& E
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Cisco ASA ZEFREZXEERNED

ERY Cisco EFREREEFRBETHEDER , 55Z £ IKE. IPsec MR, EMKEIERFK
BEMENE LR |, (BEBER IKE BB (ERHBEI) , —Km L,

/A Important

B Cisco ASA EXEEAP/FmER. ELRFEREL Cisco ASA K, —XRREE— 1I1’EFH
RBEE, 5—EFw EERHE% BEEEREFEAR  TSENEAY, FHBERE
BRERDURESHEBE TR , T FLZE : Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

IKE

FRATY vd,. OEBREFFAEEEN IKE REIER,

ciscoasa# show crypto isakmp sa

Active SA: 2

Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

BEZEED —HZTEEREPMIEEREFEEN src B{E, state B{EEA MM_ACTIVE , M
status FEA ACTIVE, RAOEEHREMIEE EREMARRE | BRR IKE RIEBERE,

MF\E-SHEDE , FUT T I TREBREZDEHEAN BFEAL

?_H'

router# term mon
router# debug crypto isakmp

£/ T 5lan &= R BRE
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router# no debug crypto isakmp

IPsec

AT k. BEBEREFREREN IPsec 5REER.

ciscoasa# show crypto ipsec sa

interface:

Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

curre

#pkts
#pkts
#pkts
#pkts

outside

nt_peer: integ-ppel

encaps: 0, #pkts encrypt: 0, #pkts digest: 0
decaps: 0, #pkts decrypt: 0, #pkts verify: 0
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 6D9F8D3B
nt inbound spi : 48B456A6

curre

inbound esp sas:

spi:

0x48B456A6 (1219778214)

transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

sl

sa timing: remaining key lifetime (kB/sec): (4374000/3593)

IV

replay detection support: Y

An
0

ot: @, conn_id: 4710400,

size: 16 bytes

ti replay bitmap:
x00000000 0x00000001

outbound esp sas:

spi:

0x6D9F8D3B (1839172923)

crypto-map: VPN_cry_map_1

AWS_ENDPOINT_1

Cisco ASA
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transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1

sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

HREEBEERE , FEZHFESREREEESR inbound esp sas Hl outbound esp sas. ERERYIH
SA (5l | spi: Ox48B456A6) , MH IPsec FREIER,

£ Cisco ASA # | IPsec REEEZREBNRE EZXNENRE) cRTELHR, A—BERE
IPsec e | EBHEERE SLA B3, SLA EinaidgeEmit ‘ﬁ‘u’J 2, ﬁé;% IPsec fEAH.

BB AERA TS ping 5 , 3 IPsec BB SFRAE.

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = Oms

MFE—SHEDE , FEAT I SBARE.

router# debug crypto ipsec

£/ T 5a &5 RABRE,

router# no debug crypto ipsec
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B R

Ping BEK B —ik, MBEEBEEZEAN , QIEH IPsec EZBEY, MREEEXEN , FRELN
FEHURE , RESEZFHEM IPsec —Hi,

MRFERERENANITEE  FRETIEA.
1. BRFHREREAFEMZRIEEBINRE,

EOERA T B a S RBAT R RS

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name set pfs

crypto map VPN_crypto_map_name set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

N

2. ERAUATHTREFIRE.

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. WRUFHFERDER., TIHHMFEEENRFERE VPC F### 10.0.0.0/16 AR AERR

=,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. 1% Cisco ASA £EHTEMHE , EFCEAHEEE Amazon BEHEF (Hlm
AWS_ENDPOINT_1/AWS_ENDPOINT_2).

WRIEE L Amazon BB HES |, Bl ERE Amazon VPC EE AP IEMNFERA , LREEHIT
BN =z eEE,

MFE-SHEDE  FREAR.

o
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Cisco IOS BEFMEBEEEEHFEMELE

ERY Cisco EFREEENERBBETHREZER  FZENME ;| IKE, IPsec, BEH BGP,
BRI B FES ENE L R | (BEZRER IKE B (BEEERKRIN) , —Km[ L,

IKE

AT k. BEBEREFMEREN IKE REER,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ©@ ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 © ACTIVE

BEZEERT -2 T I EBEFFIEERBEAEN stc B{E, state A QM_IDLE , M status
MR ACTIVE, BRAIEEH SEMIEEB ERHAREE | R IKE RIEERE,

mBE—SHEBE  BHTTHSSRAARKDHERN ARAL.

router# term mon
router# debug crypto isakmp

£ A T35 RARE,

router# no debug crypto isakmp

IPsec

AT i h. BEBEREFREREN IPsec 5REER.

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
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current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:
outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

Cisco I0S 102



AWS Site-to-Site VPN EREER

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

Cisco I0S
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ERAEER

HRBEBERT , REZFSERFEER inbound esp sas M outbound esp sas. RER5IH

SA (Bl4n | spi: @xF95D2F3C) ME Status & ACTIVE , Bl IPsec 3R E Ef&,

MFE-SHEDE  FEAT I wSRBARE,

router# debug crypto ipsec

£ A T 5a & RABRE,

router# no debug crypto ipsec

BiE

B K FRELARKBELENDABRA. UFFHAET  F2E REEEEBNEFRE

KEMH

BYBs Ko
MRIEHIBE NER AR EIERE | AIEEERA T I o RETHIEDE

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer

Cisco I0S
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Received @ broadcasts, @ runts, @ giants, 0@ throttles

7 line protocol ERE ., FBISEBEERIR IP ik, RFAEMNEE , REESHEE IP it
AEFEERE. AEMN P it AERIERENBEHEMER, #E Tunnel protection via
IPSec EFE. REMEBERE LHTHGT. BEMMEMAEE , FRHERE , IREREFHE
ERHENERERE,

Bt ERATHHS , 5 169.254.255. 1 i ERAEREEN A IP thit,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

EEZEE RAERER.
MFE-SHEDE , FREAR.
BGP

EATH o

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 ® 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1
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e HmEMEEE. B EMEXEEE State/PfxRcd WEIES 1,
MR BGP HEEHECE/E , FRILNEFFAE &m VPC N ETEEREEH (0.0.0.0/0),

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 Q0 7224 i

Total number of prefixes 1

A BELERERLERERIHEEE VPC HIFE,

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

MFE-SHEDE  FREAR.

HEZER T2 R FE i EERR Cisco I0S EFREEXE

ERY Cisco EFFERENEFEBETHEDEHR K FEZEE=HFE : IKE. |IPsec BB, &nJ#
FMIEFHEZEELED , BEZER IKE R (WHEEEKIN) , —K@[ L,

IKE
AT 5. BEEREFREREN IKE REER,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA
dst src state conn-id slot status
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174.78.144.73 205.251.233.121 QM_IDLE 2001 @ ACTIVE
174.78.144.73 205.251.233.122 QM_IDLE 2002 @ ACTIVE

BEZEEI B TEEBEFEECRKMAEN src B{E, state A QU_IDLE , M status

FEA ACTIVE, SR IBEBESHEEE ERAEMARE |, FRR IKE RERERE.
MEH—-SHEDE K FHT TGS RBARUDEEAN BFALS,

router# term mon
router# debug crypto isakmp

£/ T 5lan &5 A BRE,

router# no debug crypto isakmp

IPsec

AT s, BEEREFREXREN IPsec 5 E EM,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
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transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: @xB8357C22(3090512930)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: @, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: OxF59A3FF6(4120526838)
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inbound esp sas:

spi: 0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: @OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

HASEEERE , SKEXFSREEES inbound esp sas # outbound esp sas. EREZFIE SA
(530 |, spi: Ox48B456A6) , AREEA ACTIVE , M A IPsec FRE IEf,

MFE—SHEDE , FEAT IR TRARE.

router# debug crypto ipsec

EA TS FRRE,

router# no debug crypto ipsec
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ERAEER

BiE

B K FRELARKBLENDAERA. WFEFAES A F2E REEERBNEFRELE

HY B K i o
MREHB KR AUREER | AEEER TS o5 RETREDE

router# show intexrfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 205.251.233.121
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

BREERBEAHECRKE . 2R EEERR IP i, RERAMERE K REHERHE IP it AF
FREZRE. FEM IP it AERLERENBEHREHER. BE Tunnel protection through
IPSec BFE. REMEREAEM BTG, EERRETMEE , FREMER , THREREEFHE

EEENEEEE,
BT LUERA TGS , 1§ 169.254.249. 18 M EBILEREEN AL IP ik,

router# ping 169.254.249.18 df-bit size 1410
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Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

BRZEE RAERER.
B R
EEEEENFERER , FEATIGT.

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

LETZEBREANMERESEZ VPC CIDR NBEIRH, EEFTFHE , FUN T A RHIEHERA,

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

ME SLA Bt

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: 0K
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics
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IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: 0K
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes WEXRTEABCIEFRERE SLA E#2,
WEE—SHEDE , FREERE,
Juniper JunOS & F A& % EERBZ2 B

EEY Juniper EFRERENERBEETHESER K FEBNMAHE | IKE, IPsec, BEEM
BGP, EAMKIEMIEFHIEDEIELEE , BRFBER IKE MG (BHEERIAY) , —88m L,

IKE

EATS 5. BEEREFREREN IKE REEHR,

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

REZEEI -JSTESBEPEENERREERBIL, State ER UP, RO B HEMIEE
EREMAEE (B0 DOWN) , #&RR IKE RIEFHRE.

MF — SHEDY | AMEOUACRETTRE | B KE BEDEE, RARATTISS  E8H
RS ERERL.

user@router> monitor start kmd
WA EH  EOULUFERATI S HEBES AFER,

scp username@router.hostname:/var/log/kmd
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IPsec

EATS 5. BEREREFREREN IPsec 5 E EM,

user@router> show security ipsec security-associations

Total active tunnels: 2
ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0

>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim -
<131074 72.21.209.193 500 ESP:aes-128/shal dd16c453 300/ unlim -
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim -

S & O

BRI, SERELY HEZEREE) ELRXEIMT. BTHENEAS (<>) BEHBEER
BHRERME, E@HT  EARE ("<, , REELBREILEFBERENRE) NELRE
( r>J )%ﬁjﬁﬁlﬂ’gﬂ'o

W — SWEDE | ERD IKE BEEE (RMEFFESMH L5 KE AZ).
B

B, BEARELERELENGERL, NBERUEE  BoMREARER TS MEEE Y
0B A A

MREHIBE XA AR EIER , AIEEEAT IR RETHEDE.

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

TE Security: Zone IE#E , MH Local it FA&EF REHE S E RS,
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EZE FHETHGS , WEERLERENAL IP thiutEX 169.254.255.1, BHNERERREZ

BOU R BN B,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

MFE-SHEDE  FREAR.
BGP
T AT,

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 ] 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped. ..

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0

mEFE-SHELE  FEATIST , WEERLEREN A IP b BK 169.254.255. 1,

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>
Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0

Juniper JunOS
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Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: @
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[Q]: ©

B O R B R

BEZESENERSEY B Received prefixes B2 Advertised prefixes &5 1, EEBR

Table inet.0 [EER,

R State 7R Established , i 5ME Last State M Last Error LAENBAEFMEFRELE

F:ﬁ %o

v

MR BCGP HEFECEHE , FEBENEFRERERS

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
*0.0.0.0/0 Self I

[ VPC ~&FEEREEH (0.0.0.0/0),
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A BELERERLERERIHEZE VPC HIFE,

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

Juniper ScreenOS & FF B 2% B ER B FE D E

B &%) Juniper ScreenOS B EFHRERENEREEETHEDER , FZEMN4S | IKE, IPsec.
EEM BGP, BAMEMIEFHEZEELRESE , EEZER IKE BE (BREHEERIM) , — 8
t.

IKE # IPsec

AT ah. BEBEREFMEREN IKE REER,

ssg5b-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002< 72.21.209.225 500 esp:al28/shal 8004l1cas4 3385 unlim A/- -1 0
00000002>  72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -10
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001>  72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -10

REZEEI -HSTESBETEENERRERER I, Sta BIEEAR A/- |, T SPI €A
00000000 Byt NEMEF, EiRETHIREXRT IKE RIEHRE,

WMFE-SHEDE  FUEFIEBERPIES , BA KE BRHEE,

¥

BiE

BE , FBARELERELENHABRI, WERAEE 6 F2RREMERBEAEFFEREZ
[ B By Kt o

MRIEHB KR AREER | AGEER T 5 oo RETREDE .
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ssg5-serial-> get interface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

—EEED link:ready , MA IP it FAEFREEEEEALLH

EE FATIHGS  UWEEBLEMENRIE IP it B 169.254.255.1, EBHNERERRES
FHOU RN B FE,

ssgb-serial-> ping 169.254.255.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms
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MFE-SHEDE , FREAR.

BGP
BT A ST,

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status  State ConnID Up/Down
7224 169.254.255.1  169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

M1{E BGP ¥1Z5mIAREHER ESTABLISH , iEXR < BGP HEBILEBEN EHEIEA P,

MEE—SHEDE  BFEATIGS , LEBERLERENARI IP it B 169.254.255.1,

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:

Route refresh: advertised and received

Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
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update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

)I

R BGP BEHECREF , RENEFBMELBRERRM VPC A EFEERMA (0.0.0.0/0), kHH
E AR Screen0S 6.2.0 H&&E%ﬁﬁ’iﬂxo

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

A RELSRERLERERIHEEE VPC IFE, IR TEMAR ScreenOS 6.2.0 & E#
AR AR

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 1IGP 7224
Total IPv4 routes received: 1

Yamaha B F FE &R EEENFEZE

EY Yamaha EFRERENERBEETHESER , FEBNMASE | IKE, IPsec, EEM
BGP, EAMRKIEIEFHIEREELESE | 1E|E:§1’.§?i’é IKE B%s (MR8 B RERRY) , —B%M@ L,
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® Note

RIFTEER |, IKE 5 2 BEERFERM proxy IDBRERT Yamaha BHES EEH., ETRERE
RIERE Site-to-Site VPN HWREIE., MR EMproxy IDIHE ERRE , F2H AWSERD
EHIERERE , | Yamaha ERERE.

IKE

HITTHoT. DEREREFFEREN IKE REER.

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 i:2 s:1 r:1

FLEZEEI —TEBEFRFEEERMEN remote-id B, BUFEHERKBERT , JIHAER
= E3HE (SA).

M — S WD | BRT TGS RARABEEAN DEBUG BR AFHL.

# syslog debug on
# ipsec ike log message-info payload-info key-info

HEHUHCSHNIER |, FHT TSRS,

# no ipsec ike log
# no syslog debug on

IPsec

BT THoT. DEEREFFEREN IPsec :REIER,

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s
Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225
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Protocol: IKE
Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %% %% (confidential) k% %% %% %% %%

HNABSEEERT , BEZHEREEFEE receive sas M send sas,

MFE—SHEDE , FEAT I SBARE.

# syslog debug on
# ipsec ike log message-info payload-info key-info

AT T 55 LAE R BREE

# no ipsec ike log
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# no syslog debug on

BiE

B K FRELARIBLENAERA. WFERANBEE , F2HEK
Br Kiso

EMERENEFRERE 2 ER

MRIEHIBE XA AR EIERE | AIEBEA T It RETHEDE.

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

ﬁEE current status EALE#E , ME Interface type & IPsec, EMUREMEBERE LS
TS5, EERRALENTAEE , FREHERE,

BGP
HITTHWT,

# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
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Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

FEILMEMLIER., 8- AMEXEEER BGP state WEUESR Active,
MR BGP HEHECKE , FHELNEFMEZEREHE VPC A ETEEREH (0.0.0.0/0),

# show status bgp neighboxr 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

A BELERERLERERIHEEE VPC IFE,

# show ip route

Destination Gateway Interface Kind Additional Info.
default KRk kxx k% k%% | AN3(DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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ERAEER

EREE¥ME VPN

AT LAE Amazon VPC 1= &= AWS CLI iE Site-to-Site VPN &R,

B &%

BB ARER WAN § Site-to-Site VPN B #F AWS
BIUERFE VPN EiE

A SIS VPN Ei,

MBRYE B ¥ ¥E & VPN EH

Bt A E S VPN EEN B EZRE
B AH IS VPN EZRE

{53 Site-to-Site VPN & i&:E1E
fmEguh A ¥ A VPN EENFERS
BELAHMS VPN EENEFBE
FRELAHIES VPN EZENERERAER,
WA YA VPN BERSER

FAA IP VPN E& AWS Direct Connect

B2y EARER WAN B Site-to-Site VPN 4 AWS

FHBTHRFEEILEAR AWS Ei WAN B Site-to-Site VPN i,

fEAEE AR AWS Eis WAN E 37 VPN i

1.

2
3.
4

o

BI{E https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ &,

HEEBHKD  BEFLAYHILA VPN EE,
i#1Z Create VPN Connection (23 VPN &E#),

(CER) $#HE2BER , B AEENAE, IITHFERSEM Name AREIE

BUEE,

&4 Target gateway (B EREER) , 551E1ZF Not associated (KREFHH)o
£ Customer Gateway (BF &) # , T FHIEEZ— :

- WNECRAREEFRE , BEERE , ARENEETFHE.,

AR S84 TE RV (B 2R

BIEAR AWS EinEEERE VPN K4
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https://console.aws.amazon.com/vpc/
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EEEUERFRE , FEE New (¥18). B IP Address (IP #itit) , 58 AREELE IP i
it, ¥ Certificate ARN (B3 ARN) , FBREZFLEBEEMN ARN (MREH E?éiﬂ% BT ).
¥/ BGP ASN , AR E FRENEZRBEWE (BGP) B XXMM (ASN), WMFEFHMEE
nﬂ y nﬁ/ﬁ %FEﬁLLIEO

7. ERHBEYS  BEBERFE.

8. BHABERAI IP WA , FiERE IPv4 = IPv6,

9. (#H) B Enable Acceleration (B INIXE) , FEREUVZEN S BRARA iR, NT|EFFMER |
B9 A0 VPN E#Z,

2
r:

WMRERAME , RFMERIMA VPN EEFERANMENRR. EXNBEAER.

10. (EA) ¥R Local IPv4 Network CIDR (Z#& IPv4 8% CIDR) , S5 EEFREE (ALLB) HisE R
%8 VPN BE@IAL IPv4 CIDR £E, FBR{ES 0.0.0.0/0.

¥THA Eim IPv4 #88% CIDR , 57— AWS lIEE RFFEIB VPN BEE# T B/ IPv4 CIDR €&,
FER0.0.0.0/0,

WMRER P IRAANBEEREE IPv6 , FEFFRERM AWS IRiEERFFER VPN BEETE
# @ IPv6 CIDR iE ., EMESEENFERER ::/0,

1. (BR) YRBERER , K AS—EBEREETHER :

- HARASEE IPv4 {uik , B7E 169.254.0.0/16 E&EH K/NA /30 #9 IPv4 CIDR M @1,

- MREBABERI IP RAIEE IPve , BI7] AR EREE IPv6 LiutiEEE fd0o: : /8 #EH H X
/‘NA /126 IPv6 CIDR RY[EHE,

. IKE AL Z &4 (PSK)e ZETFIRA : IKEv1 5 IKEV2,
- FERBEERENERZEE 6 FEEFEREEE, WEFAENA A F2H VPN BEEE,
12. 1212 Create VPN Connection (3 VPN &%),

FEABSHIEH API EIL Site-to-Site VPN &1z

- CreateVpniE#& (Amazon EC2 & API)

 create-vpn-connection (AWS CLI)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html

AWS Site-to-Site VPN EREER

By EwmEE VPN EEE

EREBHFEELEY VPN B  S4FAEEEOREREFREE. EHTHEFEF 2 , FER
VERRE, NFERVERFENFEET , F2E Amazon VPC S FE Y E# FE,

FRTEAENMMEEHREEN VPN EiE

1. ¥E https://console.aws.amazon.com/vpc/ BRX Amazon VPC i &
2. HEBEHRT , BEEAHIEA VPN Ei,

3. i##E Create VPN Connection (3 VPN &%),
4

(ER) HHEBER , W AEENEE. MTHEXSER Name MAREIR , UREEENER
BIYER.

HEEERERE  ERECHRE K ARBESRRE,
6. 71E Customer Gateway (BEFEE) F , T~ 5EEZ— .
NEFRAREEFFE , FEERE , ARENREFFE.

o

WMREN T FREMESE NAT Az (NAT-T) BA 2 R EFE (NAT) REMN &R
& NAT REMN QA P it |, WEFHEEHI B AOE R RIS UDP E#3E 4500,

FEBUEFRE , 5121 New (¥118). B IP Address (IP i#tziik) , i AFRELNE IP i
fit, ¥ Certificate ARN (B ARN) , FFEEFELEBEN ARN (MREABIRE S 5 BE).
¥ BGP ASN , i AR B FRFER 2R FEWE (BGP) B XXMM (ASN), WEEZFH
WEF , F2RE ERFEEEE,

7. ERBAEREYT , BEDEHFE,

8. EHHHBERE IP IRA , FEE VPN BEREXE IPv4 = IPv6 B, AREWRE LN VPN E
BEFXE IPv6 RE,

9. (&H) ¥ Enable Acceleration (BB INIK) , FEREVZEL S SREABUA IR, MEEZHMENA |
nﬁ £ ﬁ jJ[] R VPN L?ﬁo

3

i

MRERAME , RFERIMA VPN EEFERNMENRSR. EXNBEAER.

10. (M) ¥ Local IPv4 Network CIDR (4~# IPv4 #8%% CIDR) , FEEF BB (RPEE) iRIEE SR
&R VPN BEEAM IPv4 CIDR 18, 7E:%EA 0.0.0.0/0,

¥77 Remote IPv4 network CIDR (3% IPv4 #82% CIDR) , F51E AWS iRfEE L FFEB VPN BiE
JEFAMY IPv4 CIDR #i[E, EFX{EA 0.0.0.0/0,

B {EHFE VPN B 126


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN EREER

MR A Tunnel inside IP version (BE R IP i) $87E IPv6 , FBEEF REmRM AWS iKiEE
AFFER VPN BEEAK IPv6 CIDR #E, EMEHENTERES ::/0.

11. (BR) HRBEERR A LUAS—EBEREETHER :

- HARASPEE IPv4 {uik , B7E 169.254.0.0/16 &EH K/NA /30 #9 IPv4 CIDR M @R,

- MREHBEAL IP RAEE IPv6 , AT AREEE IPv6 LitiEEE fdoo: : /8 HEFHK
/N%% 1126 |IPv6 CIDR KV [E R,

. IKE AL Z S48 (PSK)e ZETFIRA : IKEv1 5 IKEV2,
- FERBBENVERZEE K FEEFRBEEERE, NEESHAEN , 528 VPN BERIE,
12. 3#&#2 Create VPN Connection (3 VPN &%),

£/ AWS CLI 23 VPN &

£/ create-vpn-connection 5% , YIETE --transit-gateway-id BIEH EEFE ID,

A B H S VPN B,

# AWS Site-to-Site VPN EIRWREFFRER , B0 MBI HITEERIEB ping #1718 78R
E#Ro

FRME Al , AT EA

- FRAELEE ping BXRH AMI, BEZE A Amazon Linux AMI,

. EEHN VPC DR EEMLLBETLEN ACL , BFEHTHEENFE , LAKFEANEH ICMP #
B, EVEHTERZEW ping XK.

o WMREFEHNEHIT Windows Server W 1TEEE , FEEEZHTMEE , E Windows B AfE ERK
HAEA ICMPv4 , 8t ping B11TERE.

- (BERH BEEFFAEXEERER VPC WEBREEH , MASLKHN VPN EEREEHFERRH , U
ERETURIENEFREERE.,

- (BEHH) BMECBRUTFFEXE LN BGP &, BGP HEHETFRERANFEE 30 WHEE
FREEM, MERHCE BCP EHEATABRTEFBBEEERTD  EXRESREIENEFH
B, HERMEREYEEM BGP BHERRE.

- BELCE VPN EEN FHEBRIRARPERERH,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
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R ER

> w0 Dd

© N o O

10.

£ https://console.aws.amazon.com/ec2/ BER Amazon EC2 £ &,
EERRL  BEREDHTER.
CERA) HRER  WmARTERNEREEE,

EEARXTNIELRFKEBE (Amazon Machine Image) T, IBEPURAF , REZIBESTEENE
#%\l Lo

HESRYEE K EERAENSBYRBIMNSBY,
HAMKSRTE BEEENRENZLHE , ARBELCRENRZLEHAE,
£ Summary (FE) E4RF , i Launch instance (RAEI1TERE).

FHTERIT 2R , BISETLE IP it (5120 10.0.0.4), Amazon EC2 2 & B RAHITEE
HMEAS S XML,

REFFAERERR < MEHNER , €A ping WS LEBTEEBINLE IP i,

ping 10.0.0.4

I ERELUNT,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

FEAREERGERE  SUUEREHAZFABEELINEYT—EEE K RBREENTE, BE
ER VPN EEN AWS HEREE,
EERASADPSEBRNELR B UER SSH = RDP 4R EMEIIHTEE, AWS R%E

BRI LAE R MR 5 — BBV AAN IP UL BIAT ping BT, LAHERRIEARAV S 75 R A LAEE AR
WEERo
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https://console.aws.amazon.com/ec2/
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MFE BB Connect | Linux BTERMNFHENR , 52 H Amazon EC2 EAE ISP HIELR
2| Linux #17{E88, ME BB Connect B Windows #{TEEMNFMET , 528 Amazon
EC2 A EIEEFIIELEZE Windows F1T{EEE,

MRS & ¥ U6 & VPN &

WMRETBFEE AWS Site-to-Site VPN E#R , AT EMER, EEMERIEEH LS VPN EEE | 3K
TEmEREEEHE S VPN BEEAREBNEFRENERLARE. SAURBRTBERENTFRFE
MERLERE,

/A Warning
MREMBRIEE UGS VPN EiE | REBUFNER  SLATHAINERBER  RAREN
REFEFRERE.
%

- MIER VPN E#
- RIBRE FFE
- D BEAMERE R RS

R VPN EiE

MR E S VPN B2 R  CE8E —BREEAARFERLER deleted RE , RRRKEEE
BERZEE

EAEEAMBR VPN E

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC E£# &,
2. REEHERP , BEWHAHES VPN B,

3. IEHE VPN E# , RRBREFEE. MER VPN EE,

4., HIRFEFRIRRE  F#E A delete , REIZIE Delete (MIBR).
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/vpc/
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FRAGSHIEH API MIBR VPN E#E

+ DeleteVpniE#E (Amazon EC2 &3 API)

 delete-vpn-connection (AWS CLI)

* Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

il BR = B8

BULMBRTIBRENEFRE, STEMEBREEHLE VPN EEP EEERANEFRE,
ERAEEEMBREFRFE

1. EEEEED  BERXFHE
2. ENEFME , ARBEDE. RMBREFEE.
3. HIRMERRIETRE WA delete , REIRIE Delete (MIBR).

FRAGSTHIH API RIBREFREE

- DeleteCustomer[Ei& (Amazon EC2 & API)

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

o0 B A BR 2 SR AR RE

RS HTAIBREEAR VPC NERLERE,
ERAERETRERLERE

1. ZE8EBERY  BEEERILEGRE.
2. EEUERIAEEE , REREIE Actions (B)1E). Detach from VPC (B VPC % B).
3. EESHERNERE.

BAUMBRTIBEEN D BMERLERE, STEMRMAERE VPC NERLARE, MERERENL
BREzR , cEE—BRBEAARBERLER deleted RE , RARRKS BBBERZER.
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-customer-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2CustomerGateway.html

AWS Site-to-Site VPN

ERAEER

ERAEZEEMRERLERE

1. HEEERS  REEELEGRE,
2. EEERLERE K ARBZEHE. RREELERE,
3. HIBMERIERE , F@A delete , REIZE Delete (MBR).

FRGSIIE APl D EBRLERBE

« DetachVpnfi& (Amazon EC2 & API)
+ detach-vpn-gateway (AWS CLI)

* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

FEABSSIE AP RIBRERLEREE

+ DeleteVpnfdi& (Amazon EC2 &3 API)

 delete-vpn-gateway (AWS CLI)
» Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

R EE LS VPN EEZNBEERE
& A L& AWS Site-to-Site VPN EIZR B ERE, BUTERZEETH

- ERFERANERLERE
- BANERMERER S —BERLERE
- HitvEaRERFNEHEE
- ERAARERANEHFE

EREEFECR , ERMAMEINRIE , ENHAHIE VPN EERTREEER.
AN R 7] 165 B & ST B B BT Y R

%
- ZR1: BYFHNBERE
- SER 2 : MIBREFREA (RIERN)

&8 VPN EiH B R REE
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/detach-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Dismount-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnGateway.html
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- SRR 3 BRIFHEIE

- SBR4 . EF VPC BHRK

- S5 EFNAEFERH RER)

- FR6: EHEFHIE ASN (1ER)

FR1: BYFHEERE

EBIFHEEME R , BN ALREFHNEE, ﬂﬂﬁﬁﬁﬁﬁiﬁﬁﬁﬂ\ﬁﬁﬁ_ EFE=EIE T
Bthe section called “E ERFLERE", MEBEFEERFENFMAENR , 5528 (Amazon VPC B
RE) hREERHE,

MEFHNEERELSEHREE , 518 VPC EEZEEHEE, WFE VPC EEZENHEBREN ,
{Amazon VPC E &) FHERESE VPC WEHFE,

T
W

By

ELKEERERLAERESRABRBEER , ZULLEEKEREE ASN SREANERLERE
ASN HHREIWE., MREBBEFEHATRM ASN , BIXNEKEFRAEZE LA ASN RAEHFE ASN,
MEFZFHMET , 5520 the section called “FEE 6 : EFHFFFIE ASN (FR1ER)

SR 2 . MIBRFPRERE (RER)
ELRFEATERANERLEREEBIEHFER K SE=RXENSR,

BB AEMBRFERD  AERIFNRE.

® Tip
MIBRFRRER BB , BREBHEIAR, £ VPN EEZEBRTR2E , FEEGELRBFHEEE
BEE,

RS B 2= M R B R

£ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ A&,
HEEEEKD |, i8I Route Tables (BB RXR) , RAZBEPEHRK,

£ Routes (BEH) Z2EF , 1#12 Edit routes (FREEESH).-
EERRERILAERENFERA,

i#1Z Save changes (RRFZEE),

o &M 0 bh =
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN EREIERE
SR 3 BRIFHNRE

NELFEEERE

1. T https://console.aws.amazon.com/vpc/ BARX Amazon VPC £ &,
2. EEBERT , BEUAHIA VPN EE,

3. EHX VPN E# , RREFEE. R VPN EE,

4. HREZED  EBEMEHRE,

a. MRFNEEFERERILERE , F#EZE VPN HE,
b. MRFNVEERERSEHFE K FREEHFE,
5. 1##E Save changes (RREEE),

ERAW TSI AP BRI E B LA VPN 2

« ModifyVpnConnection (Amazon EC2 &7 API)

» modify-vpn-connection (AWS CLI)

SR 4 EFH VPC BBHAEK

BRIFHRER , EAEERMER VPC AR, NFEFAEA
) PHYEEEH R,

@

2R (Amazon VPC B 18

THIRERME T B VPN BiE B ERBHEITH VPC BBEAREHN ZAHBEF.

RENRAE & VPC BEHXREE
SEBRBNERTLERI HIREE FrigESEHEE ID R,

B
EERRHNERLERE EERRHNERLERE TEERITE,
B

SEBERNEREILE R FREEHNERILAERE g EEHMERILERE DWW
B
ERERHNERLERE Transit Gateway KEESERFAERIE ID BWiEH

EMmAEBREIE D,

HER 3 ERIFHRE 133


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html

AWS Site-to-Site VPN EREER

BRENRE #EE VPC BRH&REE

ERERANERLERE ERERANERLERE B ERLERE ID AYEEH
EHAFERILERE D,

FRERENERLERE EEERHNERLERE RS ERLERE ID BB

Mo
Transit Gateway TRREIR Y ERAE RE HEeEmEE ID WERHEN
RERIEFE D,
Transit Gateway EEERANERLERE R 2 28 FE ID HIERH,
Transit Gateway Transit Gateway KaSEREE ID WEHREN

RFTEWRE D,

SR 5 BB EFERR (RER)

EVHESEHEER A FIEREHREERHBRK , LA VPC MItAHIES VPN 2EHNRE. 0FE
SEMME , 552M Amazon VPC Transit Gateways A1 B &5 BB &K

IMEMER VPN FRREEH |, BBV H A 55 RE R i ¥ 18 5 (Fda FE RS B &

HERMERETR , EHFESA VPN B LA EE 2 F 8 Multi-Exit Discriminator (MED) % E
HENE, IRERXERLEREEREEREE , YAKSE MED BETRERE , RABRBEEX
AL GEEEE, f, SN EERFEL A EEEBNKRH. IEESHTBEA , F28 &
kR VPN BBHEELIEF.

HER 6. EXMEFEFFIE ASN (R15R)

EFFEN ASN BEFERER  SXNBEEHEFRAEZEE L ASN | LUEOHTH ASN, IEFFH
B , 520 "hAEMA VPN EENEFEEEE,

St A8 LA VPN EiZiE1E

& LUME R Site-to-Site VPN E#RVE BRI, SR LU T HIEIE !

 IPv4 CIDR EEE VAR (FFEEE) in , AR BB VPN BEEHA 2 VPN EENIER (AWS) BHA
. MEEENTEREA0.0.0.0/0,

HER 5 BN B RREERE (RIERN) 134


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
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» IPv6 CIDR £E{vR A[ZER VPN BEEAR VPN ERN AR (FFRE) MiER (AWS) Bk, M
EEERNRRES :: /0.

BN VPN EERER  AWS HE P i F28F MEBREREGOIAZEE, £ VPN ERFEE
HIRE , 889 VPN EEFEASTREEFEH,

EREEAE N VPN EREER

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC 1A,
2. EEEERT  EEFEUMAHIA VPN EiE,

3. EHUER VPN E#  ARKFEEBE. BK VPN EERE,

4. HREFEEWANM CIDR €E,

5. i#iZ Save changes (FiFEE),

FERAGSIIE APl £t8 VPN EiFiE1E

» modify-vpn-connection-options (AWS CLI)
+ ModifyVpnConnectionOptions (Amazon EC2 & API)

{& 2K Site-to-Site VPN EiEi1&18

BRI LME s BB YE A VPN E#F VPN BERNBERER, —XAEH—@ VPN BE.

/A Important
£ VPN BER , BENERSTHRERZ YD E, FHL AR EHTE M RE.

EAER AR VPN BEER

1. ¥ https://console.aws.amazon.com/vpc/ BIBX Amazon VPC £# &,
FEEERD , BEUAHILS VPN E#,

BEUE A HYE A VPN EE |, AREEHENEHR VPN BERE,

B VPN BENEE IP it |, 55:81F VPN BENEE IR IP,
REEZEIRABEEENTE, WFEESFHMES , F2H VPN BEEZEE,

o bk~ 0D
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://console.aws.amazon.com/vpc/
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6. 1##E Save changes (RREEE),

FABSHIR API 824 VPN BiEEE
« (AWS CLI) £ describe-vpn-connections 2R#:48 B Bl #YEIEIEE , ¥ A modify-vpn-tunnel-
options FRAE LB EIE IR,

* (Amazon EC2 &3 API) £/ DescribeVpnConnections #:43 B sl #YEEIRE , W {FEH
ModifyVpnTunnelOptions 1& 3@ & &8,

MY B HU A VPN EENFRER R

HREERILEFE LRERFERAM Site-to-Site VPN E#E |, B FTERNBER VPN HENFE
BR

BEEATREMENBRFERH

1. BIfE https://console.aws.amazon.com/vpc/ BARL Amazon VPC £ &,

HEEEKRT , BEFBEHUEE VPN E#,

#EL VPN &%,

BIEREFERE,

HREEFEABRIRA,

BEREFEE,

MREEABMABARNBHERE  ELAERARTFEENRA , SURRE VPN EEPERH
MBI IP Bifk. MEFMET , F2H (EELERIE) E M= RARHERE.

8. HMNEmEELMN VPN EiE SN EHFERARETINE, SAIBREERE, NEFH
& , 5528 Amazon VPC Transit Gateways H1 Y &5 B E i K

N o g M b

FERGSIIE API FIBFRER A

- CreateVpnConnectionRoute(Amazon EC2 &7 API)

+ create-vpn-connection-route (AWS CLI)

* New-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnectionRoute.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpnConnectionRoute.html
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EA S API M ERERREER

« DeleteVpnConnectionRoute(Amazon EC2 &5 API)

« delete-vpn-connection-route (AWS CLI)

* Remove-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

BEMAHIEES VPN EENEFRE
A LMER Amazon VPC ERARBHITE , BEHAHKA VPN EEHEFWE,
BEEFMEZ® , ERAMRIHNN , 61 VPN B TR IOEEA.

EREEAE2ERFRE

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEEKRT , BEFBEHUEE VPN E#,

ZE VPN EiE,

EEEME, B VPN EE,

HREBEHRE  EEEFRE.

HYHBERFEE  EEFNEFEE,

i#1Z Save changes (B2 E),

N o g M b

FEABSYIE AP 2EEFEE

« ModifyVpnConnection (Amazon EC2 &7 API)

* modify-vpn-connection (AWS CLI)

S AHIEE VPN EENEREEAEH,

ﬂu*’*ﬁﬁﬁiﬁ“i’ﬁa VPN EEZNBEERAERNERLER , S8 E KEFELALASBNEE ACM
IBERN A EECRAERAR VPN BENRFEE, MEFESHMET , F20E waBHAe
VPN JEJ_% B R IRIE,

2F KEFALEHESR
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnectionRoute.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-connection-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnectionRoute.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection.html
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A MBS VPN EEMNBERE  YASEREEENN KEFRELZSHR, NEESFHMEN , B
28 15X Site-to-Site VPN EiEiEIE,

gE , ST LAMER VPN Bk, MFRESFHMEN , F2H Mk VPN B, BFFEMBR VPC SE
BILERE, A%, CRAMENESLERERZYTN VPN EE  RARELNEFFFERE LRERH
MR, ETABEEELACHALEREZER  FEEAWS REELEFTNELHEZESR. NFEFHA
B, F2RET VPN B, ELENEY VPN EEF , BENARMASLULTEEEE,

SEREERM AWS R BE

.
E

WiERE. MEESHMEN

5’n'h+

EZE Wi VPN I 2

e
fk
Eém
EII

PEFEFRERE LHNER

1. BAFHBRR. MEMEEBEH , 528 AWS Certificate Manager £ A& I8EF N ZTHNEEERH,
2. BERHMEEEFMEEE,

RIS YILES VPN BE R EE

B LAEA Amazon VPC £ A8 AWS in BB A EE, ERERINEEREIBH
B, AWS 2FARKBEFACEDRBERE., MEEZHMEA , 5528 the section called “PRIEE
HEAA,

ERATERAWRILE SIS VPN BERREE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
HEEEEKRT , BEFEBEHIEE VPN E#,

BEUEAHIEE VPN Ei |, RAREBEBE. BK VPN BERE.
BEEUBE i B

i#IZE Save ().

o & w0 DN

5/ AWS CLI ### Site-to-Site VPN &iE % 2R &

{# A modify-vpn-tunnel-certificate 5o
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https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-certificate.html
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FA A IP VPN E& AWS Direct Connect

FEHAFAE IP VPN , BA[LAERE IPsec VPN AWS Direct Connect , INZABBSMHER 2 BN HRE
AWS A MEEFERALE IP Uit =75 VPN %Zi#.

FAE IP VPN WEEFEFHZEH|I2— AWS Direct Connect 21#B81& 5. BEEFRNBIPEXNESER
EBRMEREE, T8 IP VPN AWS Direct Connect AJFE{R AWS EER S BRB BN FER L S
XA  BEFEMETHERNZLER,

B &%

- ¥8 IP VPN ty{E &

- 48 IP VPN HBES R

- BERMT

- EYEFRE

- EipBhEE

« B3 AWS Direct Connect Fi&
- BY B RFE

« 3 VPN B

F\FE IP VPN (W EZ

- BELBREENRE  WRREALET IPVPN , EFABEZEE =7 VPN MM , LUEIB AWS
Direct Connect #848BHEFAE VPN, ETFE IPVPN THEE , EEFHMEZHESNETEEHEBN VPN E
WEZRE, MUEN RISV IESE | W ER A,

- WERELRE : LAl , EEAAFEH A AWS Direct Connect BB (VIF) RINFHRE AWS
Direct Connect , EEE VPN in 2R IP (uiit, T8 , FALE IP 2IREEZ /I (DOS) B
Bt  EFEFEENBHENANLT BB RFREMERK. kA, 28 VIF 2BHBAE AWS &
AREEEFRADHEMER 2BNEFR , EMESEBHNEBREMN. A5 IP VPN IEEAFFEIR AWS
Direct Connect & VIF (TIIEAE VIF) EITINE , URRELE IP WIhgE, BRTMEBEZA | EE
At end-to-end FAANESE |, M AEEBELLMEE,

- EEHRAHAE B AWS Direct Connect EB#ELE , FA%F IP VPN EZREES AR ( 5000
R LB R 1000 R AMAEEEH ) , B ETH HUhEE RBR &% 200 550 100 R A MEER A
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#E IP VPN B E#ES

#.75 IP Site-to-Site VPN Ji%iB AWS Direct Connect E#EENE (VIF) E#%, ©&EH AWS Direct
Connect FENEERE , KENREEBEMEM AWS VPC FLUEE, A8 IP VPN ERE AWS
RN ERFENARBBRNEFFAERE LHBER LR, EXEBALE P utiERiGEHREN
IPsec BENEFBEEEERK, B LAFEANREB RFC1918 = RFC6598 FAA IPv4 {1t & EAYFAA
IP {1k,

EASTAE IP VPN BEMNZEREE, ER , IERH VPN EZEFNEM VPC (REMRERE) < BHR
E K MELRELSHNEEREE, REAKHAXM VPN EZRVEE AR EEEREE, BE
J_mimsdﬁ , BRI LMEABE RN VPC B BHBAEHEEK , SRER VPC BHRZEFE IP VPN E#E,

B2 VPN Fff - BAEs A B8 R R AT LABEEEE. AWS Direct Connect # Kt - BB B A RAR R T E, HhE
ARER B VPC MRS IHE RS B MBER RNEZERE.

EBE VPN 2R 2R EWNEEMEET , 52 BAWS Direct Connect AW FAAEE N EHAE
ﬁﬁﬁmu H B BER,

BRI

52 iEIB AWS Direct ConnectfIFAH IP VPN SR EZEEFATIER :

- REPEBBMELE 2 BH AWS Direct Connect E#R AWS
- EBjE E&E# AWS Direct Connect BRI REE
- BEf#RAFE IP CIDR EHR M EHREE
NI EBMEHNEFRBEEE , UREEN AWS ZEFFE

BIURFRFE

EFRERGETEIUNER AWS, CEARRKKREANFEERTNEFFERE, ERBUEF
MER , £KE8kENHBERRMER AWS, MEFMEENR , F2RTFREE,

EREEARVEFRE

1. BIfE https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. ZSEERY K BEEEFRE,
3. EBEEIUEFHE,
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html#private-routing-policies
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html#private-routing-policies
https://console.aws.amazon.com/vpc/
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4. (IZH) #¥H Name (B8) , HALEFFEN B, SITHAERSHER Name HARSIE | LIRE
EENERELER.

¥ BGP ASN , M ABREFFENEZRBEEWHE (BGP) B XXMM (ASN).
&% IP address (IP thiit) , FWALREFFHEEENIE IP ik,
(A38)¥ M Device (EE) F , WARHULUEFFAENEESRR,
EBEEVYEFFE,

© N o o

FRAGSHH API B EFEE

- CreateCustomer[#i& (Amazon EC2 && API)

+ create-customer-gateway (AWS CLI)

2 EHREE

ERFESARERTE , EUARERERE VPC NRSEHZMEE. SR EHFEET
FE IPVPN E#E  HEARFERRE. BUERRERBARFERFER K FRAEREELR
IP CIDR [E3#,

(® Note

EEREFLA IP VPN 2B EHFE CIDR EHREF , 75 CIDR B R ExEHM
B E AR E RN IP i E8, MEEMIPCIDR ERBEER , ZHEFME
KETWRERERERE,

MERISEHEREELARTIE IP VPN WIFE AWS =S8R |, 5520 (Amazon VPC S F
EiEm) PHERRE.

FRAGSHIH API B3 ErEE

- CreateTransitf& (Amazon EC2 &# API)

« create-transit-gateway (AWS CLI)

EFERWE Y


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateCustomerGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-customer-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTransitGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway.html
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3 AWS Direct Connect B8

&8 (AWS Direct Connect {8 AWS Direct Connect $§7) F 8 (EIE Connect BiE) BFEMI
BE,

EEFAMGSYIEH API E3Z AWS Direct Connect &

« CreateDirectConnectGateway(AWS Direct Connect Z & API)

« create-direct-connect-gateway (AWS CLI)

237 {FHi R B A

##3 AWS Direct Connect Fi&#% , 552 B/ E# AWS Direct Connect FEEE ., BALIENR
FFERERENERmEFEEIEERE IP CIDR,

WNEHMEE , 528 AWS Direct Connect {5 & 15 5 & iV 5 80 B 8 B B4,
ZEFAGSYIE API E3Z AWS Direct Connect 838 B35

« CreateDirectConnectGatewayR3 i (AWS Direct Connect &7 API)

« create-direct-connect-gateway-association (AWS CLI)

T VPN E#
fEREE IP HatER Y VPN i

1. BIfE https://console.aws.amazon.com/vpc/ BARX Amazon VPC E£# A&,
2. EEEERT , BERWHAHES VPN B,

3. I#JE Create VPN Connection (3 VPN &%),
4

(GZA) $H¥ Name tag (BBER) , 8 A& Site-to-Site VPN BIZEN BB, BTUH/EZESEH Name
AR K UREEENEREIES,

HHHERRERE  FERERRE. AR BERLLIEINERRE.
. HHEFEE , FERRR, AR, RELXERANEFRE,
7. REBENEFRAEREREXEEAFERE (BGP) , EHRUE—EHEX !

- MREBHEFFEEEBELE BGP , 5% Dynamic (requires BGP) (E18& (EZE BGP)).
- MREZNEFREERBETRXE BGP , FFiRE Static (FHE).
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html#create-direct-connect-gateway
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/directconnect/create-direct-connect-gateway.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-transit-gateways.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGatewayAssociation.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/directconnect/create-direct-connect-gateway-association.html
https://console.aws.amazon.com/vpc/
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8. SHHIEERIL IP A& , FiEE VPN BEREXE IPv4 = IPv6 R E.

9. (EEM) MREA IPRARKBEREE IPv4 , £ SUEREM M S RFTEIR VPN BiE)
EFREM AWS iniEE IPv4 CIDR £E, FHiXEA 0.0.0.0/0,

i
el
i
i"ll
&

MRER P REAANBEEIEE IPv6 , BRI IERZM BT FREN AWS £FFEIB VPN BB
TBAMIRIEE IPv6 CIDR EE, EMESHENTFERES ::/0.

10. 1% THER IP (uut¥EHE , | & Privatelpv4 . o

11. stEHEmWMH ID , EiFEEFERE#E AWS Direct Connect &M 4,

12. & Create VPN Connection (3 VPN &),

® Note
JBX A hn 3% 18 38 A A IEIB AWS Direct Connecty VPN E 4R,
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AWS Site-to-Site VPN FfZ 44

BEL2 AWS BRENELR. B/ AWS BF |, BRI LURERPOMBEBRRETER  SLEREREAR
TREHZE M RBBNEBNERMEER,

ZE£R AWS BECBHEREBENSRE. ASEEEZEERATRNZEMNERPHNLTEM

- BlREEM — AWS BEERBPHIT AWS BHHERRE AWS B, AWS ERERMAINLZS
AR, &EEEEARY AWS Site-to-Site VPN BVEREETE , F2RESAHME SRS
AWS AR %5 €5 E R B BR %5 o

. BREHRSE — EHEEIARGERN AWS B, CELAYHEREAE  SFEEN0E
B, SN ANERTERERNER,

AXGEPRETHRNMAEERLEEHLES VPN REARABNEEER. THZTERBNARTEELA
HihA VPN LEREHNZERERBE, RS2 naEREM AWS RIS |, BB RERFRER
B Site-to-Site VPN &R,

B &

« AWS Site-to-Site VPN HF & RHFE

« AWS Site-to-Site VPN i & 9 3% Bl BEE 7 BN E I8

« BIMETE AWS Site-to-Site VPN

« AWS Site-to-Site VPN P EBEEL LM

AWS Site-to-Site VPN Ry &R E

AWS HESFEETEAMA AWS Site-to-Site VPN R ERHRE, MEERFFTR |, AWS BERE
BITATAE AWS Eiln. LESHEBETHERRELAERARNRFE, KHLEBEEFER AWS R
NWEZLERNERTE, NEENBAENFHET A F2EERBLAEEEEREE. WEETHEBNE
RHREMNERIET , 5520 AWS R M EEE LK AWS HES(EERF GDPR SpEHKXE,

ERERREBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREERIERE, Mit—R , SEACHEHRASESR
HEREEEMAENGTT, RMEERERATIHFRNREESR :

- BERFHEERSEEZRRRE (MFA),

ERRE —


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- f£/ SSL/TLS B AWS BRETERA. RMFE TLS 1.2 LEZRMFEA TLS 1.3,

- ERERTE API M £ EFEFCE AWS CloudTrailo

- £ AWS MEBFRF ZURHEFPHWRERELLEE AWS R,

- FRERNZERLRE (B0 Amazon Macie) , HBIREFREFEEE Amazon S3 BB E R,

- MBHEFBBHSHNEDR API FEEEER AWS 1B FIPS 140-2 B XM N84 | S5EH FIPS
w2, MEFE FIPS # FIPS i EZSMBEEN |, ia2HB I EAEEZE (FIPS) 140-2 #EE#,

BMEZIEBREERETELETFNEFBH i SRELHRER , HEESEIBHENHNXEZHMA
F, FlinE RN, ETEESRMERAEES. APl = SDK AWS R £/ Site-to-Site VPN = AWS H
i THERF, AWS CLIZEEZEERSBEEEA N P@ANEMAERSBIEARTESZE AR, W
RERENBEREEN URL , RFEZIBRRB I ERIB LU AREFARN URL FBERBEHA,

MR R E R

U AHIEE VPN EESURE R XKL VPC BIRFIRSHMEME, VPC BRIEERE BN ER EH
EEBMEZR VPN EZETRE  HHREBEEHFNBBEMENTEME, Amazon X EHEEARH
EZ% (IPsec) VPN E#, IPsec R—EBABEMRS , HEBREMMEZELRNZE IP HIRR
& IPBARE,

1@ Site-to-Site VPN EFH T S W EEL AWS FIEMFEH N IPSec VPN BiE, SEEETHR
ETf AES128 5 AES256 TR , W £ FE A Diffie-Hellman Bl , AR TEEZH
B, AWS A SHA1 = SHA2 BERBETE D BE,

VPC FHHTEERAIFTELS IP it AEREWRAHIES VPN EES —mNER. BTEEAL
BB AHGS VPN EE , BRKRERRERHIRENEEE. AR eMATNEBERFNE L
REMNARZ 2 HEREE R FEERER

NEHEET, , HSETHIEE -

. BEAHIEA VPN EENEERE  BHSEREETERZ Psec MBMRMAHSMTIA (KE) BHE
H B F.

. SEAEA VPN EES S BEEE : 24t VPN BEHHN 50 BEEEENEN.

- EFMEEENER ; B4 VPN ERURASERNES MEEEERABEN.

« £ VPN CloudHub 21BN LB RIEE Z{E Site-to-Site VPN EAE , B A LUEH
VPN £ AWS REREPBME I 2 BIREZ £MEH. CloudHub
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AWS Site-to-Site VPN H) & 458 Bl B2 {7 BN & 18

AWS Identity and Access Management (IAM) Al BI EIE 8 K2R H AWS ER7FEE, AWS R
IAM EE S IRFIH#EETES S RE (EBA) NESKRE (BEFHT) MEUFEREAHILE VPN
BiR. IAM 2B LEARN AWS BRI  BERNITE,

£

- 0t

- ERASDRE

- EABEKEEFEUE

+ AWS Site-to-Site VPN #04a 52 IAM & Fic &£ A

» Site-to-Site VPN K & 55 5% B I 2 €5 5] AWS

. SEEPEAR AWS Site-to-Site VPN & 2 5% 5l E2 72 EX

- EHLAHIA VPN REERAE

c/hes

#&4E A AWS Identity and Access Management (IAM) B9 5 X & F #&1E Site-to-Site VPN AT AT T4E
AR E.

REFERAE - MREFEALESEHIEA VPN #TEK , SNEEESALRHEEEENRIRNTT. B
BEAEZILEEHIEA VPN HEERHMITIER , BUESFTEENANGTT, THEIGFINEESR
AP EOEESRERERNGTA.,. EEELFIRLAYHIEA VPN ANEIRTIGE , B2 SR
AWS Site-to-Site VPN & %58 Bl E2 17 HY

REEEE - NREZESNTARANEAENA VPN ER |, B EREAYHIEA VPN B EFZE#E
R, BHNERSYEREEREEZFTIMLHLSH LS VPN ERER, BEE , B4ABBERER
BEN IAM EEE , REFLBRBEEAENGTT. RRKERLNER , THIAMHNELRES, &
EE— T THMELTUREEAHIES VPN FH IAMBER , 28 AWS Site-to-Site VPN #4a E2
IAM B EE o

IAM BEEEE - MRER IAM EEE K BELEENREBERUERITAE IS VPN FEUERFEHA
B, EERBETLE IAM R EANEHL A LA VPN BB EEK | 552/ Site-to-Site VPN B9
543 B R B & 5] AWS,
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I

EBRERIEAWS FASOREBZANAR, BHEL IAM EFRES D SERR IAM SEETHRE (BA
AWS), AWS IRERERE

BRI LAERER AWS B2 RIREENFER , UBESF 2R F 23 A, AWS IAM Identity
Center (IAM &2 /) FRE, EQATNE—BEAGSRE , UREH Google = Facebook & A& ¥
HEWEELRNES, ELUBEESEAE  CHNEEELNCREER IAM AGHNEBSE 2.
EEME AWS AERFEHE , CEBRERTAR.

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZEA O, MEBEZEA
WEEER AWS |, B2 (AWS B2 A FAEM) AWS IRF R T Z A B,

MR AWS LEERERET A RNFE |, 58 AWS RERERAZEHN (SDK) Mars 5T HE (CLI) , AERE
WRBLUMBRSFREZEBLNER, NREEREHAWS TE | BIXEBRTHEER, NEFHEENS
EETHREBFRWHMET , B20 IAM FHEEEHNEZ AWS API 53R,

EREERAMNES P RES L AU EERHENANZTEHERA, I, AWS BEEREHERAZEE
FEE (MFA) REMEFN LM, WEEZEN , 5268 AWS IAM Identity Center £ & BRI+
MWZEEERIN IAM ERABIEEFNE AWSHERSEEZRRK (MFA),

AWS tRF BRERE

BRI AWS tRF , B8R —EZEASIRE , X80 TTBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root £AE , IEBEALRAREMIRFNEFBHBUANBHTEA
RERN. BARBETEURCEAEREAREH. RECHREAERE , YHARNTRERAR
EREATHNER. NFELEBNZRFE , THRFUREHEREANES , F2R IAM ERAERE
MPHNEERCEAEBIENER,

BeeD

REFEZRERABERE (CRFERAREESFIENERE) ARG RFRMENER , S
REEA RS AERETFE AWS R .

BEGoBAERACEMFHEESENERE. Web BB ARt #E, Identity Center B & , SHEA
EIB & 735 SRR REETER AWS BRI WERFERAE. AWS Directory ServiceFBE & 277
HEF AWS IRFE |, ifI2RBRERAE , MACAIRARKRERE,

UREFRNEEEEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUFAENEGEE U NERIBLSIB S ERIRFEPHN—EEAENEEE , MEEMEER
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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2N AWS 1R F MERAEXFFER. WE IAM Identity Center BIFEHAEF , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?

IAM {5 A & F B4

IAM EAEREABNE D , E AWS IRF BE-ASHEABRANBET. BREETRKET

AR K MAREARILKRAEE PINEBNEFREER) W IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE K ERCHNEFNIR. IFESEA , F2H AV EAEEETNAT
ERPBENEARIIERHBRTFMER.

IAM ZHER—BIEE IAM ERAEEENE S, BEEUBESDEE, EWUERARER-RAZS
BEAEEENT, HEATREEAEREAENTNEFEEERRS, flU , BAHEE—EEA
IAMAdmins BYEFAE |, S48 FREHEERE IAM BRI,

EREEAGTE, ERAEAEHRE-ASIEAENELEN EACNENREAEAZEECHA
EHE. EAEHAXKANRYER K CALERHERERE. NFE-—SFTH A F2RIAM ERE
ERPNEY IAM EHE (MELE) WEH,

IAM A&

IAM B &2E AWS IRF AFNEEREF TN D. SELUIAM E£AE , BT EISEN A SHEEB.
AR AR | EREERTIAM &6, AWS Management Console & 1] LUE B FEAY AWS CLI
5, AWS AP| fEESFEFA BT URL RIgEAG, NEFAAGNSAFMAEN , B30 IAM FAER
EHRRER IAM A6,

EAERBEN AM ABETIERAPIEEER

- BESPEREFN — UEMBESSOERTT , FELAR  YAABGERTT., EBSESHE
TEIRIER  XES/SHACGEURY K IBRTHACERNTT. WEERHSACGHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WREFEA IAM Identity Center ,
RIEEREHAR. RS BRIBERAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAE BT &,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEERRATENFT,

- BIRFEFHE . EULER IAM A2 | AFTEIRFPHEA (BENER) FREKRFHNER. A
BERTERFFIRENEESN, BR , BRELERE AWS R , SRS R EEM M2 EIR
(MAREABCEARE ). BETHERFFNACNUERAERNERCENER , F2H
IAM EFAEEREPH IAM R EIRF ERFH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XK Y4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTHER AWS , EERELE
B, ERELERKE  SURENTEEDE , EMETRRBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEREZHER, AFERBUIFTER
H AWS BR#% B REB S ETRINFERE , T E8H FAS R, BWEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFMRER , F20 (BREFNTERER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BURNMRREAR, MFFMAET , F2H IAM EREERTNELAGURIRT G
AWS BR 35 BR %5

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFRE. IAM EESTLMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
o MFFHMER , F2E AM EREEETHFA IAM B EREFFFA4E Amazon EC2 #1TE
BT ERAER.

METHEEEEMEMH IAM A IAM A% , F260 1AM EAEEEPNET IAM A6 (M3EEA
&) W,

ERABREEFHE

SEELGE AWS BRI RIS EMINE AWS & 2B A RNEFRREFPNFER. FRAR—EWH4
AWS |, EEH BB NEFEREBIN K SEREER, AWS EXZHE (A&, root EREIAE
THEEE) REERE , FHMEELRAl, BERPHFFTRERE AFFRIEEBR. ASHFRAUE AWS
LA JSON X#r Wy FEF. MF JSON BERXHERNABTNFMRER , F26H IAM E£REE
P H JSON BURBLE.

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., tWHIHR , WHEEREMEHRE T T
B BEERAITHEE

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMZERITDFENT , IAM EEET
BLEI IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.
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IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

BoBEER

o BBRERMME S5 (Fla0 IAM /A&, EREFANAR) /Y JSON FFATBERN A, BL
BERAEH S D EMERG TREBEERATHEDF, B2 THUNMELSGIREBR , 2R
IAM fE &SR FRVETL IAM BUR,

BrBERRUE-S O ERARBRIAZERR, ARBREEZARINE—FHE, FEAIAR, 2
EENERKIBIULRE , B SUEEMMEEH AWS 1RF. SEBRSE AWS ZEBRNEFER
R REE, METHRNAEREBREARBKEEE , F20 AM EREERTFNEZEBERERNAR
BERERE.

EREBE

ERABBCRZEETERN JSON BER X, EREBERNRE REFIZ IAM AEEEBERM
Amazon S3 EEIFEBR, EXEEREBRNEREHEF , REEEETIUFERACMHREHESEER
WEFEER. HRMNBENER  BREEREENER T UEZERATHWEEAREMEGFRLE
THTHEE, EXLAEEREBRDIEETE, F2RETLGEIRS, £HE. A, AEERE
Ho AWS RIS

EREBERVAZBBEPHNRARBEK, EEEZENERAERIBRPEA IAM B AWS ZEH
Ho

FEEFFE (ACL)

FHUZRHEE (ACL) ATZH LR (IRFXE., ERENAR) BEFHEERNTA, ACL BZEHUR
BREBER , BEMFER JSON BRI HEN,

Amazon S3 #l Amazon VPC X% # ACL AR EHl, AWS WAFMEHE—F TH# ACL , F2E

Amazon Simple Storage Service BiZ A EI5EH AN FEUZRHEE (ACL) ##,
HBRBE
AWS X EHEMBEFERNRER, SELBREHETRERE RBIREBEERFENRKRETT,

- FARR-FUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATSZIFTRRRG. EEEK
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AWS Site-to-Site VPN EREER

RPN AREEBHSBERX AN, NFATRRNFMES , F2H AM ERAEREREHH IAM HiE
AT AT SRER

- BRIEIRHIKME (SCP ) — SCP 2 JSON Xi , AREEREMSEREN (OU ) WERKER.
AWS Organizations AWS Organizations & —EAR D HEMEFERELER AWS 1RF BN ZE
R, BEEBAEBTNAEINRE , B LUERBIESBER (SCP) EREMEMHMMAEIRS. SCP R
FIKERFHERNVER , @FESHE AWS IRFEFERAEIIRS, W% Organizations 1 SCP #Y 5
B3 , 5528 AWS Organizations &SR HH SCPiEEH K,

- TERSERER - THERBBERRE—BERER , Sl EEBREEANARNELACHRBAER
ENTRTERERE  FR2BEE. MEETEREBRNFITSREAEIACHN ST EBERMIE
FEERBURMI RS, FFAHRAIURAEREER, MEEEBRTNAREENRSERZ AN, WFEHF
WMEF  FSEH IAM ERERER P TEREERBEE.

ZRBREE

HEERRERERIFRE  HERERNAUTEELAEMR. EMHBLIER, BETHNFAEIRZE
BUREBER AWS BERBAER , 2R (AM £REER) PHBERIHMEEE.

AWS Site-to-Site VPN #IIE2 IAM #EL £ A

HEER IAM BRI aHIEE VPN FEERZE , 55 7 HE ML IAM hee i a#isa VPN
M,

A[EBEL AWS Site-to-Site VPN E Y 1AM Zhag

IAM Zh &g EHMA VPN &
HoRBE =
ERBBER &
BERBE =
BRER =
BRI FREIE RBEE) =
ACL &
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IAM Zh &g A A VPN X&
ABAC(BURF I ZHK) B
iR =
ES i) =
REAE =
RBEEAE 2

h
¥

\

£ ERABME Site-to-Site VPN FE it AWS RIS INAIFEE K Z 8 IAM ThEEEE |, 5ESE 1AM £
EIEFPHEE IAM EHBAWS RS,

LB A VPN W& 5 BBR

XESDHEBR =

BoBEBRRALLEED G D (Pl IAM ERE, EREHERAR) B JSON FFHBERN ., EL
BERAEH G 2 EMEFRG TREBEERATHEDFE, B2 THUNMELSGIREBR , F2H
(AM EREERE) PRET IAM BER.

£/ IAM B2 EBER | BUEERFRIEBNBENER , UREMERGE T RFREEBEE. &
BEIESSTERRPEEERE  RACESEAZEENEAENAR, METHER JSON BURHAE
RBmAERER  F2E (AM ERHEER) P IAM JSON BERTEZESE,

HEHME VPN BV 5 5 B R &5

EERRILEH A VPN B R EEKE | |, 552 Site-to-Site VPN Y 5 %58 Bl & B £ 4] AWS,
VLAYILA VPN AN ERBEBER

XEUERERAYBUR -

ERBPBERZMINEERN JSON BERXH, BEREBRNGEE REHIR IAM B EEEEEMN
Amazon S3 fEFITRBBR. EXEEREBRNEBHTS  RBEEESTUEACAREFHBEER
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WEZEER, WRAMMBENER , BEREERIEEN T B 0 AEZERHAITHEEL R E MEFG
THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

MERRABIREFIE , ElEEEEMRFANFAIRFDR IAM B2 , FAEREBRNEE,
MEBRFEIREEREBR  RRBUGEBEN —¥, EXBNERURTEE AWS IRF , 2
FRFHH IAM ERE UL ARETRER (FHENAR) BR , TEFNER. HEBKE D HK
REZFNERRREFT, T8 , MREREBREA/MEEKRFINERRTERN , ERRFIFTEREN
MBS BEBR, MEFMEF 728 IAM £REFERETH IAM FHEBEIRF ERFH.

VA EE VPN HBREE
X EBREE =
BEEETLUEA AWS JSON BERAIEE# AT UEFIBLERS, H2R , WEEEEERE T AL

AT BEERANITHERE.

JSON B3R Action TEBREALARAHFRIEZBEEHPERNEE, RRSEEEEBERN
AWS API e £ E BRI BT, B —EHINARR , FlanR EHERFHN AP BIENERFTEE, B —
EHEZEEETBRFNZESE, ELENNEIERHBKREE,

HREERBERE TUTHBBBENFTT.

& E&EF Site-to-Site VPN BIEBE , FSRRERESEZERFH AWS Site-to-Site VPN EZHI B

EO

WHEHIEE VPN A BCRBIMFEEBE2nERAUTFE !

ec?2

BREE-RAXPIEESBEEE ,

e
H
Tedi
st
&
&

"Action": [
"ec2:actionl",
"ec2:action2"

]

AWS Site-to-Site VPN #N{aE& IAM ¥ i £ A 153


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#your_service-actions-as-permissions

AWS Site-to-Site VPN EREER

EERBUAHUA VPN 5o RBERES |, 552/ Site-to-Site VPN K & 55 351 R A5 AWS,

ILEHILEA VPN IR SR
T EBEER 2
BB S A LMER AWS JSON BIERIEEHAUEIMBLEAR, LHIR , BEZEEEEET T

A BEERANITHESE.

Resource JSON HERTZTIEEEEABHENYH., AN X EEE Resource = NotResource
TR, REEXKEFEHAH Amazon Resource Name (ARN) RIEEER, B StH X EREERER
HEME (BAERBRFTT) REEM.

HRAIXEERBERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

HEEF P VPN EREEKRE ARN NEE | F2RARBRESEE R T AWS Site-to-Site
VPN EEMNER. HBEREATUCERABLERFEEESEERD ARN , F2H AWS Site-to-Site VPN
E&EH BN,

EEMBREEHIEA VPN 55 B BUERES| , 552 E Site-to-Site VPN B & 5 3 Bl F B £ 6) AWS,

AR A VPN NBER R 3R 5|8

X BRI EBR GG 2R =

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHMER , WEERETBEERET AR
AT EERANITHESE.

Condition jt# (8 Condition [E#R) AIEARIEEERANE RN R, Condition TERERAE
B, BUUBRNFERAREEE FNREEER (FINERT/IR) , REEWBEPWHERENERPHE,
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
EEREE AND BRI A, WRERE—RURCIBEESEE , FEMABBORESER AWS 7
hiktr. BAFEMBHRG , TEREREXNFFT,

BT EEERGEBEAFEECESE., flm , BRI EEREERE IAM EAESBERELE
HENERNFFARTIAM ERAE. NFEZEF , F2H IAM £AEERETHN AM BETE &
BAER.

AWS X E2 R4 ER/NBBEERE SR, BEEFHME AWS 2EKFG 2R , F2H (AM &£A
EFIEE) FHAWS 2EFRTRE TR,

EREEMNE VPN REERFE | F2RBRBERESELERPH AWS Site-to-Site VPN fFfFE
W, EERBETUERKGS|ROVBENER , F2B AWS Site-to-Site VPN E & E)1F,

EERRILEHIA VPN BB EEKE | , 5526 Site-to-Site VPN B 5 %58 Bl & B £ 4] AWS,

MBS VPN Ry ACL

X & ACL a

FHUZRHBE (ACL) ATZHHL R (IRFXE. ERAENAR) BEFHEERNTA, ACL BELUR
BEREBER , BEMFER JSON BRI HEN,

B E S VPN B8 ABAC

X ABAC (BURFHIVRE) -

B R FHUES] (ABAC) 2 —EREXRE , IRBEMRERA, £+ AWS , ELBHBAERER.
BRI RBHINE IAM B (ERENAR) MFFS AWS BEf, AERNERM ELRER ABAC Y
E—F, BEZER ABAC BEX , A ETHNEREHERFINEREBRMEFRERE.

ABAC AR RMRENRZPHEREE , WRERREELESRRRFREHRTG,

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEERNERGELESD , RUHEREA.

NRBBEXESEEREENLH=BRGER  MEZBBMS , EA Yes. NRBHEIERELE
REENEH=EFkGF® , AEA Partial,
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WNEE ABAC HEFMIERA |, 20 IAM EREERF NI ER ABAC?, NMEEFESHRE ABAC S5
M EBERE B2l IAM FRAEEET N ERBMERFZEEES] (ABAC),

BE LB H A VPN A RRERE

X ERERRE =

ERERRSRBREE XL AWS B TEER, MFEHEMER , SEWLE AWS BRI LiREE
ABBEEAWS IR £/ , 526 IAM EREEETE IAM.

MREFEART FRAEZBNBBUNANEMTEEA , AIIRIEE AWS Management Console £ F i
RFERRE, Bl , B& AWS FHATIMNE—ZA (SSO) BEENE , XEFEEHEVERRE, B
FBUERESSBATERE , ARVRACK  UEEHEVERER. UEVRACHFHEEN , &
25 IAM EAEEETHNYREAS (FEE).

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER, A% B UEREERREAERRE
EHAWS, AWS EERCBHEELRRBEALER , MIECARAENSER. WEFAEA  F2E AV
FHERMZ SRR,

B A VPN NERBETLAFH

XEEFFIIERE (FAS) =

ERERA IAM ERERAREFHITEER AWS , CERRATR. FARLEREE , SAREHT
REESE  EMETEREPEE S —EE1E. FAS EFATETPUNER AWS R , LESER
AWS BR#% B TR EEER, AEERBBRIFTEREE AWS ¥ tEREE S BETRIVERE ,
FEEE FAS BR. BEUBRT , ELEERYTEMBEEBFHNFFAT. WFERE FAS FFREHBURF
WMER , FoH (EREMITFER .

WA IEE VPN REAE

XERBAG =

REAGRREEETN AM S€  AIREMTEE, IAM EEE LKL IAM RE., 18R FNMMBR IR
A, NEFHEEN , F2E AM ERAEEEPNELAGUE IR IE AWS BRI RE
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/A Warning
SEREAGHNTIEHEERLAHIEAS VPN e HBERE, REHAHIEA VPN 245
5IEF , FRERERBAE,

WAEHIEA VPN RBEEAE

XERBEGAE =

BHEFAGR—BEERE. AWS BRERBAIUBREERAREVUTHENAR, RBEGACERETE
BHH , AWS IRF BEBRERBAE. IAM EEETURE , ETERERBERZS BRI,

NMERVREEREEACHFMESR , FSETEL IAMEFENAWS BT, EREPSEERE
HPEeRBEELCHTH Yes, RIERER , DIREKRBHRBERZ S XM

Site-to-Site VPN Y & 738 Bl JR I € 45| AWS

RIFFERR , FAENAETERRUSBRUEAHILE VPN ERNETA, Mt EFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2% AWS API R#11T T, EEFZ
FERAEHEMEERVITEHENSTT , IAMBEESTUEI IAM BUR, A% , EEE T IAM K
RNEZEAC  CAEEERIELAG,

EETROAIEAIELEF JSON BERXHEY IAM 5o RBR |, F20 (AM FAEER) PHE
3 IAM BUR

B

\

WMERRBEEEN VPN EXRNEBFENERBEENFHAEN  2EEEEREEMN ARN X |, F2
BRI ES EH AWS Site-to-Site VPN K BN E, ERFIFH LR,

£

- BREEER

- FRLAHIES VPN E2E

- HREASEM Site-to-Site VPN E#R

« B IHEIR AWS Site-to-Site VPN EiRFFENE IR
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AWS Site-to-Site VPN EREEmR
BRBEEER

BoRARREYEEIRFANEBAEBRESTUEY, FREMBREEH LS VPN B, ELEET
RREREHN AWSIRFELER. ERRVIRES P HBRE , FEE T EARERER

. BIAER AWS SERADER SIERRER — EENRERERENTESRWER  BEAT
BRY LS R EARARBNAWS SEEEE, SMREEN AWS EF. BELFRES B ERERE
ARG AWS EEEERE , #—SRECHRE, NETSEY , HSH IAM EREEEHY
AWS SERERALERANAWS SBEHE,

. EABEREEST - BE AV RENETR  BEETASCEEHENSTT. SERLEY , £T
PEBERERAE T TN SRS RN e  ShBAREREST, MEGEH AV EAZT
WESARMET , HS0 IAM EAEERN AV BRBENT,

- EA 1AM BER R ERFE — S IREITF IV — B USRI FTE EBOR | MURHIBENERE 7.
Bl , BEATBRBBERGES |, EESAMER SSL EEMARR, SBHTNERRERREHNRED
TER T EVE (IIBIBASE AWS BRT8) £ AWS CloudFormation. MEFFAIE , FFSE IAM A
EIgFHH IAM JSON BEETTE : &fF.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBEMNRBBER , BRELBFKER IAM BERES (JSON) # IAM HEEH. 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEHEELXLEEANEXR, NEESE
F , S IAM FEAEEEFH IAM Access Analyzer BURBRFE o

- FEZEREFOHBRE (MFA) — IREHNRHIFE IAM EAERREAE AWS 1RF |, FFEHE MFA
DEBSENNREM, MEEMW AP BERFER MFA |, 1% MFA REGHEELNBR, NEE
ZEH , F2H AM A EEFEPFHEE MFA REHN API 7EL

ME AM FREBBHEEET  FSH IAM EAEEETN AV Z2HEBEY,
EAEAaHEA VPN £#A

EEFEIEA AWS HiLA VPN £#24  SX4EEERERENERE, SLEZEESLARFESIBH
¥x18 5 Site-to-Site VPN EEHNFHAER ., AWS I RFUNREERVGEANEFITEREN S o
BUR A EEZBENER (FRELAR) MS , T EAMRELNEREE,

BAREEREY AWS CLI 5t AWS APl #THIHNFERAEATREETEAER,. k2 , REAKFEFR
BEMMPERATZ AP BIENEMERMAILLT,

EERREAENMACMPHAMEM Site-to-Site VPN £ & , AR Site-to-Site VPN
AmazonVPCFullAccess B AmazonVPCReadOnlyAccess AWS SEENRAIMMEEE, MEH
HER , FSE (AM EREER) PHFEFTEEAE.
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AWS Site-to-Site VPN

ERAEER

REA4EEM Site-to-Site VPN EAR

"arn:aws:ec2:us-west-2:123456789012:vpn-connection/vpn-04d5cc9b88example”,

"arn:aws:ec2:us-west-2:123456789012:vpn-connection/vpn-903004f88example"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
1,
"Resource": [
]
}
]
}

B A IR AWS Site-to-Site VPN EiRFTERE IR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomerGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"

]I

"Resource": [

"y

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn

AWSServiceRoleForVPCS2SVPNInternal",
"Condition": {

.amazonaws.com/

o5
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"StringlLike": {
"iam:AWSServiceName":"s2svpn.amazonaws.com"

S HEAR AWS Site-to-Site VPN & £ 3% BI B2 7 Hx

EERAUTEARGEEZEH NS EFAESEIEA VPN F IAM BR4ENE RBE,
3]

« BARERE  TEEHAYEEA VPN FETEE

o BREREHIT iam : PassRole

« REEAFRUNHAFEE AWS IRF I# Site-to-Site VPN &R

RARERE , THEWUSHIES VPN RFHTEIE
MBEBBIER , EALKRERBHTHE  CHBRELEEN , AFERTBE

T & HIsER G Emateojackson IAM EREERAERAETEARE —BERS my-example-widget
ERNFFMEERN , BAEER ec2: GetWidget FFAIRFELE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

HEHBERT , BEEH mateojackson FRAENBE , AFFEM ec2:GetWidget BEFE my-
example-widget BiR,

MBEBEEWHB |, SBHEEN AWS RIMBEEES, FNEESRHEEZNEZEERE.
REBEEHIT iam : PassRole

MREBWBEER | EHEEEHIT iam:PassRole BIfF , AIXEEHENEE , UAHLKACER
EUAaHIES VPN,
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BE AWS B# A EEREACEEGERE K MAREYFNEBXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

E® A marymajor BY IAM ERZEEREA TR EEWMAH IS VPN REITEIFR , B4 TS HIE
o BR , BFEFERBBEEBBHALR TN T. Mary REKAGEEEZBRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AFFM#IT iam: PassRole Bk,
MREBEEWGE , BHEEN AWS RREEEE, FNEESRMENEZETE.
REEEAFRUANAFZERE AWS IRF B9 Site-to-Site VPN &R

ARy —EAe , REMKRFHNEREREEBATHASFIENER, EUEEZE LT
EEEVHIREZAR. SHEXEERERNBERSFEUZHIEE (ACL) RYBRES |, &7 SUE M BRL R
KRBT AEFRENE RN,

NMEE-STH , F2RUATAS
- BETHRILEHIEE VPN REXEE LI

EO
- BETHNMREHEHRERER AWS IRF WizEUE | 525 (AM EAEER) PEEENS
— AWS RF @ IAM £ & IR I 7 HUERR,

- BETRINMEERFIERMEE=S AWS 1RF |, F268 IAM EREEmPHREHEE=S AWS
tRF BER R FEE,

- WETHNEERKE S S RUEIE , F26H IAM EAEERPHKFIEREGEATETS
TERMENEAE BESED).

- EETHREBRFEIEAACNUERAERNERCEANEE  F2H AM E£RAEEREHHN IAM
P EBRE EiRFE.

. 552B AWS Site-to-Site VPN tn{aEd |IAM & 5

ERLAHE VPN REEEAE

AWS Site-to-Site VPN £ AWS Identity and Access Management (IAM) R ER A G, REERZA
BREEEEZEEHAHLA VPN N —ES%Kk IAM AR, REKEZ AR Site-to-Site VPN FALE
%, TIERBARETUEA AWS BREFTENFTEER.

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BHEFACARREHEHLE VPN EAME , RAGTLFEMELENTT, EHE VPN
EREBRKEFACNTT , RIEZHERE  TAERUAHYE VPN AIUBEEEAR®, ERNFT
BREEEBRNFTERE , BRAFFTBREBEEMMEH M IAM B,

BB ALEMBRBRFEEACNEEER , T REEMR, MbTTRELUEAEIES VPN HER , BR
B NOBERERNFEET T,

NEXERBEFACCEMRBNMEEET , F2RE T EE IAM EENAWS R , IHIKX Service-
linked roles (RFEFE A ) ERYTHETA Yes (B) WIRK. REEAERNE , UBRZRBNR
BEFABX.

YR B EIEE VPN IREER B EFTA

Site-to-Site VPN {8 % & AWSServiceRoleForVPCS2SVPN © /255 Site-to-Site VPN, B IRISEL
AGREINEEE VPN ERARBENER,

Bk AWSServiceRoleForVPCS2SVPN BEZEACSEX T REREZAR

« AWS Certificate Manager
* AWS Private Certificate Authority

BAENAGERER AWSVPCS2SVpnServiceRolePolicy ft&F Site-to-Site VPN s ENERTR T
BB -

- B)fE : Resource: "*" EM acm:ExportCertificate

« B)fE : Resource: "*" EM acm:DescribeCertificate

- BjfE : Resource: "*" LMY acm:ListCertificates

« B)fE : Resource: "*" EM acm-pca:DescribeCertificateAuthority

BARERH , IAM B (NEAE, BERAR) T TR, REIMBRRBERSE, WEF
&, F2H IAM EREERPHNERBEEA BT,

BIUMAHIMAE VPN RBEEAE®

BAEEFHEYT —EARKEL AR, EEE AWS Management Console, = AWS APl FEEVT EH
B3l ACM FAE BEMNEF S FIERF AWS CLI, Site-to-Site VPN 2 AR B RBERLA G,

HEMBRLRBEEAR  CREEBREY , KAUERFHEAMEEFEFELAG, ELEH
MR ACM IAERBRUEFRER , hAHMA VPN ERCEURKERZ AR,

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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mEBI YU E VPN RBEEAE®

Site-to-Site VPN T /2 5 184788 AWSServiceRoleForVPCS2SVPN RS E AR, RAEREEET
RSSERBELELSE K FMULEIEEVAGCAEFACERE, A, BAEH IAM RiGELE
ik, MEFHMEF  F2H IAM FHEEEITNGEERBEZA®,

MBERE S EE VPN RISEREA S
EETBEATERBELAGHNERRYE  RAZREMRZAG. Ml—K , EREERTDE
pRgENREARE. AT, CFBRBREBEEAGZN , ELXRLEBRER.

® Note

B AHEA VPN RS ECHEMNRERREEEARAS , MR TERXR, ELHRE
£, BEHNS ERTARERARE,

ZEMBRMFERAM Site-to-Site VPN &R AWSServiceRoleForVPCS2SVPN

RAEEMBREAREE ACM AEBENMATFRAE R , TEMRLRHEEAR, EUREETS
BABRFEIEAH IS VPN EEIER ACM BEMNFF T,

£/ IAM FERREEESSE

5 IAM 3 &5 AWS API il AWSServiceRoleForVPCS2SVPNR#GEs#E AT, AWS CLITNFESE
MEF , BF2E (AM EAEER) FHBIKREREEEAE,

#FEE AWS Site-to-Site VPN

AWS £IKERZEEEREEE AWS HMTAEFEIN. AWS EFRMZEER S HMNEEHN A
B , ELEHEFRREE SBEENSERENBERER, EBTAREE , B URFTRRENRE
ARANERE ETAERE-EEBRGEREMASRETE ., THEENTHAY, REEEITNER
geh  MIRE-HZEENPFOLNEREREZRES.

WEESMATRARENMERE AWS B , F2EAWS £EERERE.

BT AWS £ REREMZ | Site-to-Site VPN BB AL | SHE) SEAH RBITAEEEH A
BER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/about-aws/global-infrastructure/
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=@ VPN EEAmEREE

WEHMA VPN EEXRHMEEEEAR  SEBERETENTHEESPKIL  AREN VPC £#
EENTAM, IRRTREZRLEHRE AWS , £ VPN ERSEDREBESE_EEE , FLEN
FRAEPE. AWS AL, hETRKY VPN ER#MTHITHRE K EWRESETER VPN ERNM
BEEz—. WEFEEA , F2H BRI KIS VPN BERHM. At , EERELNFTFFE
B, 2ERE MR8

&

RTEGEEFRAEREEARRAZER , BUNUARES —RIGAHIEE VPN B, WEHEFHEEA ,
ASR T X

- FRBEMNEASEILA VPN BEEZREHRERHE
« Amazon Virtual Private Cloud E#Fi2 18
- BUMEXHELZE2MZ VPC AWS MR EREEE

AWS Site-to-Site VPN AV ER BB L4

EBSTERTE , AWS Site-to-Site VPN Z 3| AWS £ B EZ2NRE, B AWS ZLRBELUAKR N
] AWS FEEBREZEBNHEET , F2HAWS B4 EEFAEMEEL S MNREMERSEST
FH AWS IRIE | B2RREMIRERER AWS FHEBTHNERZEBRE,

BRI LAE A AWS E AR API FEILZEIB X FHL Site-to-Site VPN, EAZEIRMAAIETIER :

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRAREE (M Java 7 MEFIRAF) KL EZEELER,

AN, BRSACAFIRE® ID FME IAM ERMEEBENAE TSR REE, NF , EAUEH
AWS Security Token Service (AWS STS) IE4A TR LZ L BEURBER,
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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ERAEER

ERuAaHIE S VPN Ei

E R R#EF AWS Site-to-Site VPN BRI M, AT AMMRERN EZE RIS -

IERRR SRR T R

SHENEREN  LEELRZMAEREERNETEE, ERAEERENBAHIEE VPN Bz

Bl , BIERBIEEENE  HPRESTIHIHENER !

- EREREME?

- BERBLEEIR?

- EREEERNVERAM?
- EEABLEERTERE?

- FESITERER?

- BAREREROEAE ?

T—SPRESERBENTENEHESG TRNERE , UELNREHDHEY VPN EERENEE, B
BER VPN, FRRERCKERER , Mt B aa e ERMRLLE, W EE MR

MEEEMRR., REBERES K,
FEEVEE  REEETINER .

VPN BEHARRE
- BABENESR
- RBEEELNESR

« AWS Site-to-Site VPN B
« {#/AH Amazon B2 VPN B%& CloudWatch
o £/ AWS Health B4-E532 VPN E48

BT B

AWS EEZETE | o] AXRKER Site-to-Site VPN EiR, B LURE

ETEREFBINA. EREETRADLERER,

=

teh—

L

TERETER , BF

ERTE
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BELEETE

BRLMERATI EBMLERTEREREAHIAS VPN B | WERAHRFER

« Amazon A CloudWatch lerts — BERIEEHBANE—ER , YRBEERRETZERFRAE
HREERENEZERNT RZEEIE, BEREIEZE Amazon SNS =EMEAH, CloudWatch
ERTEENAENBSEREMUAEE  MEXBCEELHISIEEHE WK, WEFMAEHA ,
520 A Amazon B VPN B%iE CloudWatch,

« AWS CloudTrail i #%E542 — ERPF 2B ARC&E, BIRFESIEEC CloudTrail S8R , HiE=288
$PEEIXZE CloudWatch iB#&HE. Ll Java BELHREEEARER  UKBIBENICEEEELZE
AEE CloudTrail, JIEFMENA , F2EFEFH Amazon EC2 API 222 AWS CloudTrail I EE
$%& API FENY 5 55 FAAWS CloudTrail &35 # CloudTrail B,

« AWS Health B4 — UK EE Site-to-Site VPN BERBERELET, REEKHAERERIZOERR
HIEFHREEMNERFNBEH, A Personal Health Dashboard PB4 KRB BB REBE, B HE

ZHRE  IRSERRECREISTHYE. NFEESHMAEN , F2E £/ AWS Health S
EE¥E VPN E R

FHERTE

EZ{R UG Site-to-Site VPN BEEN S —EEEH 2 R FEEE CloudWatch B RAREHEMNIEE ., Amazon
VPC # CloudWatch F i3 & & RAMR TR HE AWS IREMAER at-a-glance B,

(@ Note

£ Amazon VPC E£# A , 1hA Site-to-Site VPN BEHRAES B (FI7n TAREE, #1 T LIRiRAE
BT, ) TRETERREFRESTFREREERE, BEREMEA CloudWatch $5Z MR 8K
TS BEREREEN,

« Amazon VPC ERIRER :
- BEFNREEMEARRE
- WHEHA VPN Ei
« VPN BEAMREE (EEEE KT , 22 Site-to-Site VPN Connections (W& ¥ 35 A VPN iE#E) | iZH
WA IEA VPN B | #EE52Z Tunnel Details (BEFFHE))
+ CloudWatch B E#R :

- BAIEREREE
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
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- BEREERNER
- IRIEEMRE

eS| SR LAE A #41T CloudWatch BA T84k -

- B HEBRWRERLTER R

- ARGEHFBEAEUARKRREZN BT ERER.
- BESWREMBE AWS RER

- BUSRREEENREBENET

AWS Site-to-Site VPN B&&

AWS Site-to-Site VPN iC 4% 7] Z 8 F 7 A Bf# Site-to-Site VPN 2, FEiBLLIhEE , LA U FEEAY
VA VPN EERS , HhiEM IP 22 M (IPsec) BEEI., BEEESMTE (IKE) 35 , IRARK
HZER (DPD) BB EABNFMER,

#8 Site-to-Site VPN HFE A S & #5 2| Amazon CloudWatch B, LI AEFRE—E WA ,
RERMDTEMBLAH A VPN EEN B,

B #

- WEHES VPN BRNES

« Amazon CloudWatch B & RBUER K/ BREI

- WEHES VPN BREHNAR

- B E CloudWatch HFEH IAM ER

- RIRUEEHIES VPN HFEERE

- BREMEAYA VPN B

- EHMAHEA VPN BF

EREIES VPN B ER

- 1t VPN £R2EHE#R © Site-to-Site VPN FE& A i B8 FRTE R H R E FRIE X B 2 BAVERTAT
AWS I R #)%E VPN EIREE, VPN BEZETRERAKRERR (PINHAZTRIVRE) MBS
HRB R , ERERER (PINERRARAR) RS RERE , NERHSENBE R
REEEAIER VPN BVEEDE . IR TREERDHEAEERRBNER , XHEHEEREEER
&, BEXRBETR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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« £ KT AWS Site-to-Site VPN B 14 : Site-to-Site VPN 52 #&4#E 7] #+ ¥ Site-to-Site VPN ER M FTA
FREFNIREEETEECHE . EEERE. & Transit Gateway B , LA K F BB CloudHubfE
A1E#E, AWS Direct Connect WIHEEAEFRM—E—BMAX , REM S TEFBEAEHME
VPN E#EZH M B 5.

- ZEMAEHM ; Site-to-Site VPN B 55 AT LUEIX S| Amazon B CloudWatch 5 , LAME¥ VPN Eig
MEM —REEANEEETE LS. EABEERESRLEERNER,

Amazon CloudWatch B & RBUER A/ BR &l

CloudWatch ;e EERFBHNRERSIA 5120 BFt. & CloudWatch 5t 8188 R F R R 1 K
MR | S EBIRUA LA REN B E/aws/vendedlogs /. EERRACH#E | Site-to-Site VPN
HAFRAEIEENE CloudWatch SFHEFEFHLHKERRA, ZFEHAIZEE CloudWatch FE#IEE R
BIR/NBRE| |, BB HEBAIE M L/aws/vendedlogs/,

WA ¥IEA VPN BFEHWAR

hEHNA VPN BEFEB AFPIE T HER.

i iR

VpnLogCreationTimestamp EAAETERIHNAFE LA,
VpnConnection% Bl i VPN E#EB&Fo

TunnelOutside#33& i i E4X AFEEN VPN BEAEB IP,
TunnelDPDEnabled KWEEE BRI EMAAMEE (True/False)o
B&iE &% DetectionStatus EEFFEEE LEBZE NAT-T (True/False).
TunnellKEPhase1State IKE PEER 1 BEAEAEE (BB | EFEA |

R | RHM)o

TunnellKEPhase2State IKE BEER 2 BRI EARE (B | EFE@A |
| K)o

VpnLog#H & IPsec, IKE 1 DPD BB ERFHEER.

Amazon CloudWatch B & R K/NR &) 168
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ERAEER

B &
- IKEv1 $EERFAE

 IKEV2 #ERFAE

- IKEV2 BEFAR

IKEv1 $53RFA 8

AL

Peer is not responsive - Declaring peer dead

BEFRRIEOE - ERHFREAN)

AWS @Lﬁ&&ﬁﬁﬁﬁ%’ﬁilﬂ , RBEMNTE
5'6/\?
BRABRFEHIRE AWS

No Proposal Match Found. Notifying with "No
proposal chosen" (A EIHRFNRER, L TR
EERZE, BYA)

AWS Eiff SPI WZ 7 5 Z BB SA RYMIBRRS

1B xxxx

AWS B2EWEIfE CGW kR IKE_SA

AWS EE#EE8 (EMTH <& , BE DPD
W B

AWS BZE W ZI 7 CGW MiIBR IKE_SA

A

¥ i k@ fE DPD GRS , HIL38H$1T DPD
i B B 1 o

HAEME IKE HFin LEREMRNELLAS
R

AWS VPN i BN B 1 (hn%, #ZEAM DH
FH8) WiE=EME |, Bl 3DES,

HERBERE TRBERR, HRAE , U
BREMLAE IKE HER ESHEER 2 RELE
IR R/BUR,

CGW B E%:MEER 2 B Delete_ SA AR

CGW B E%EMEER 1 B Delete_ SA AR

A

¥ &imisi kO fE DPD AL , Rk H#1T DPD

B E

B 2 E3% Parent/IKE_SA B9 Delete SA
B

WEHE VPN BEENRA
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ERAEER

E‘_\'III

EAGSS

AWS Ei SPI W T 5 —PEER SA HYMIBREZ

B xxxx

AWS BRiE# AR — 1@ ( #%F _ REKEY ) &3R4E
BT _ MBR

AWS B&i& ( CHILD_SA ) JT& SA IE1E M
BR , BRABDRI IR E 3R

AWS BB % —HREERI |, FRFRIFE —FEER

AWS: Traffic Selector: TS_UNACCEPTABLE:
received from responder ( : RMEBEFSF . T
S_UNACCEPTABLE : #t[EIFE 5 #EW)

AWS BEEHERESMHRE _ ABELKERE

AWS BRERAIZIEE cgw : xxxx WTEREZET
Uiy

AWS BB : fEF CGW MIBRAKRZEILRIE —
FEEER IKE_SA : xxxx

No Proposal Match Found. Notifying with "No
proposal chosen" (XA RIMFHRE, L "X
BERE, BA)

BAEFESHER AWS

A

¥ i 2 8% CHILD_SA B Delete_SA FAE

ig‘-

CGW BEEERT SA Y Delete_ SA FAE
SA EEEREHE,

HRER , MREL{EE SA , HERSRR
RFC ¥ nonce E#ZRAREEE SA

HREBBER PINTERNRER) , BEmEL
B CHILD_SA.

HEmRH T ERARERESR/ MEEE, Y
FinfEEAMEEBIE#HN CIDR #1TEE.

YR £ FE RS IKE_AUTH SAEMNRAR K
BREHEiR

HAEME IKE HEim EEREMRNELHAE

HA S i RETEE | MIBRF R
IKE_SA

WERmoHERM TREFRR, HRAR L AU
BHELAE IKE HFig LEREERIVRESR.

AWS VPN i B R B 1 BEE (In&, HEM
DH ###8) RVi2EEB . il 3DES

WEHE VPN BEENRA
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IKEv2 Bi@EA 8

AE R 8A

3
X

AWS BECDREEMNFR (d=xxx) , AREYZ AWS EHE| CCGW BHiY "RIERE,
%

AWSBSBEERAIZRERIAEE (ID=xxx) AWS EE[G CCGW HIARIRRE-SA EE
AWS BB EERBIZZFRIAFER (ID=xxx) AWS EEfE[E CCGW HIXRIZRZE SAFER
B

AWS BREERELDE (id = xxx) , FREUZF AWS ERFIRIZRE SA BIERE CCGW

% CloudWatch BESHY IAM E3R

EEENSUELEEEE , AREBEEE. EEE IAM TEN IAM BESXEBEVAETHEHAT, £t
A LATE Amazon CloudWatch HEEERAEIEEHNBASE AWS R — PRI E S FHMER.

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

i n

1,
"Effect": "Allow",

"Sid": "S2SVPNLogging"
},

{
"Sid": "S2SVPNLoggingCWwL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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"logs:DescribelLogGroups"”

15
"Resource": [

i n

1,
"Effect": "Allow"

BRI EHL A VPN BESERE

®1R B BIEE B E

1. ®I{E https://console.aws.amazon.com/vpc/ B Amazon VPC £ A&,

2. HEEEEIKD | BF Site-to-Site VPN Connections (Site-to-Site VPN &),

3. % VPN connections (VPN ##Z) JEEZEUEERIEH VPN &,

4. ##Z Tunnel details (BEFFME R R5IER,

5. EB Tunnel 1 options (@& 1 i#8) M Tunnel 2 options ((Bi& 2 i#18) , AR AT A B EHEEFA
&l

6. AILAE T unnel VPN FR8k TR G0 ThRERY B BIARAE | LA AL 8B4 T CloudWatch B HIEXE M

i CloudWatch#k &40 (R BHIFE)-

A AWS 553 APl #:48 Site-to-Site VPN E4R t B BifY BB L ERTE

« DescribeVpniE## (Amazon EC2 & API)

 describe-vpn-connections (AWS CLI)

R B¥IeEa VPN B

(® Note

EXRREA VPN EEBEBAEAHIEA VPN BRFK , ZBENERTHEETEE I E, T
B, FE VPN EEHfRERERELER S TAME , RItERI AR —X—EEE LW B

ee , ARRSEENERTSEIMER. MFFAER , F2H BRUESHEE VPN BB
i o
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
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EEMHOL AL A VPN EEBERA VPN B

BiESER 5 B VPN EERERF, EHETTR OBERENE , fUUEECEARMEBENFTE R
1§ , 23E VPN logging (VPN B5) #I1E, MFBERELBIENFHENR K F28 8 HIEE VPN &E
EH,JJE LIEO

£ AWS @B 5IEE API ZEHTHY Site-to-Site VPN E#R L RUABE R &%

« CreateVpniE#E (Amazon EC2 & API)

+ create-vpn-connection (AWS CLI)

MARBWEEHIEA VPN EENEE R F

1. BIfE https://console.aws.amazon.com/vpc/ BIRX Amazon VPC i &
HEEBEE®KT | 1B Site-to-Site VPN Connections (Site-to-Site VPN &),
#£ VPN connections (VPN E#Z)FEF | BEUERESHH VPN EE,

ZEY Actions (E1¥E). Modify VPN tunnel options (&tX VPN &&i&18),

BEEESHAEE |, H3E2% VPN tunnel outside IP address (IP #bit k89 VPN &) B E i
BHEEW P it

£ Tunnel activity log (B&E EE) H56) T 5ZEE Enable (BXA).

#£ Amazon B CloudWatch F#&HE T , BEUEEEIA B CloudWatch ##) Amazon HFEEHH.
(1E#E M) 7 Output format (B H&X) TF , BEFEFTEN B 58 HE json = text (3XF),
i2HY Save Changes (RZ£%),

0. (BEY) REEHHS—EABEEELSR4 T 9

o b~ w0

© © N o

£ AWS 551k APl £ A Site-to-Site VPN E4E B A BB 8

« ModifyVpnTunnelOptions(Amazon EC2 & API)

« modify-vpn-tunnel-options (AWS CLI)

FRIEHME VPN BES
ERLAHEA VPN B L HBE AR

1. BI{E https://console.aws.amazon.com/vpc/ BRX Amazon VPC i &
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/
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2. HEEEBEKF , B2 Site-to-Site VPN Connections (Site-to-Site VPN &),
#£ VPN connections (VPN E#Z)FE+ , EERUARESHH VPN E#,
iZHY Actions (Ei#E). Modify VPN tunnel options (f&2X VPN &i&i&1E),

BEUEEEHAEE |, 5352 VPN tunnel outside IP address (IP i3t 7k 89 VPN BiE) ;5 E &
BEEMN IP ik,

£ Tunnel activity log (Bi&’E &) H 5%) /&BR Enable (BUA).
7. 31ZH! Save Changes (EZ2E),
8. (BEM) AEEHBE—REAEEEESR4H7

o bk~ ©

o

£/ AWS @551k API /= H Site-to-Site VPN E48 L BB 8%

+ ModifyVpnTunnelOptions(Amazon EC2 & API)
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