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https://www.youtube.com/watch?v=agpyuvRv5oo
https://www.youtube.com/watch?v=CwRy0t8nfgM
https://controltower.aws-management.tools/immersionday/
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://aws.amazon.com/premiumsupport/knowledge-center/security-best-practices/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_passwords_change-root.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html#securityhub-cis1.4-controls-1.7
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https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://youtu.be/SMjvtxXOXdU?t=979
https://www.wellarchitectedlabs.com/security/100_labs/100_aws_account_and_root_user/
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/
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https://attack.mitre.org/
https://cve.mitre.org/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html
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https://aws.amazon.com/rds/
https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/premiumsupport/technology/aws-health/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
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https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
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https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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Hip— @75 %R Shostack SR B ZEN 4 EAREERFREF  ETFREBHAOZNHESAE
MR BEERE RHEES

1. BRTETE A RE ?
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CERERERETERERNLRGE. BRUEABRIRENERRIGEIEETERE , flw
STRIDE , SRR TR ER LAEITME : 7R, B, B3, EFRRE. FERBANEAE
PR, tbsh , BBt EBREREARANEELYMRUREBERRIGHEEER , 29 OWASP BI +
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3. BAEMMAEE ?

RBEI—ERE—& , SR E TN ERRELSERENFTETE, LTRNEBAR —FR
BANERE, BFENIEZRE.
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BEHHAR?,  E—HREE. THEEAWS tANEXHEE)EERERERENWEETE
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HRAHRRBETH AWS 25 |, FBAGHIE AWS REEHFZSRTENEE 2R, EXFTESEBERT
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#& AWS Artifact T&,

EREERMEAWS R , RERIREFER  MENREEENEXOSHELTE -
BB, BN AWS REASNZLERERIER  CRREREHESEFZSES , 2F85
MEDMER (RENRE), ERRE (FENEET). ERERRe, REVNEESEE. S
AWS BB XA HEEENZLEE , RHERZLRHREARBEENIES. EENR , ERELE

SECO01-BP07 £ fl B{ &1 AL 38 Bl B & 3 (B S5 B BAR A 1E 1 23



https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
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https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
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https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
https://aws.amazon.com/new
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https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
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Amazon Cognito user pools B $&ZE% :

« REZBEERE,.

- HEAEZER MFA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
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FHIRR  ATRERPBRENER K BRABNHERS S K FRETREARKERE. RIBRSEL
AZER , flu, TREREXBHPR e LEERE GitHub #FE, ZBEARKER , LA KERE
RBEER AR AT REM.

FEEANRER :

- FABASEAEIRE IAM users WRHBIFINEHR , MAREABERE CLI BUSREER.

- BRABKRIFNESHRAREERNBF , LEZEAB LEINE Git RFE,

- ARABKREFNERARETHEARSS , 2REEAREEPREZTHEAREN,
- FAEEAMCEAEARARBENSH  IREERIFHNESRNBBEINEEER,

- BRSO AUEARNERER , AICARIENSH,

AEUMREERENARRBESR S
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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BFHEs

$FTE AWS API #l CLI FEREARIFLLBE , MTeRIBHE. SFETMBERT , B AWS R¥E
fy API # CLI FBREBLEFEH AWS FHEREE, EAUFARRKIRBESEELER, G
—EZEARIEE (XBARNEHESN) WHMRREMEH IAM FAESH AWS 1RF BEHE .
BRBMEE AWS SEIBHEMAERE IAM ACE  RESELHRIHER. SELFEARAREFN
AWS Management Console i , RIfERALCELRIFREF AT AWS k. ZLBERT , BKE
ERBR  WANFEAGEERTSREFREEE,

BEERARPBEMUARREE  BRETERIER IAM ERELTHHSHN IAM ARHREK, 3
RBAENERE T BEURBRER IAM ERE  BAREEBRTEEA RN LERRHFR
EImE R

BESR
HRAESD , PIWET, EEE, RBAR, REENEF .

s BEZNBETXGS»REEVERAEFHEUBSERES RS | FHERREEFRAWS,
B LB EB S 2 E1E AWS RE S A AWS IAM Identity Center (AWS IAM Identity Center B9
BE)NEBENESRMEE  RAENEREETHS. HEEMA IAM £REMEL  BERT TERE
BRI ERE-LEY, ENERAEMTUARGSIETEEBS , EA IAM Identity Center
EREHRE. EXRTELEEARMSEE IAMERE  AIFAEZFTERIBE.

- EREZEE=F (PINEBEIAR (SaaS) RitE) FH AWS (RFFHNERE , BUUERABERFA
BRNUNERAERNBR,

c MBRGEEREEARSNMHEERFFREFEIEN AWS BF |, B LA Amazon Cognito 9 &
[E5f Amazon Cognito user pools JRIZHEERBE. BRENTTESR IAM BERE. LEATUERK
BENHEFERESAEZ—BEERGEEFTN IAM A€,

HARBRSS  CTHRFTECARIERE. EELERT  CERERIFEREARREE | W
IAM B &B1FE AWS,

« ¥ Amazon Elastic Compute Cloud (Amazon EC2) , & 7] LA FiE F R Amazon EC2 K&,

+ AWS Lambda A[BEERE Lambda #1THAE |, FFREF 7 AERREREHNIT AWS B1E. BFF
ZHMBECNER T AWS REFER IAM AeEFRERE.

o ¥R IoT &£E , B LUMEH AWS loT Core BEEHERFRERRE,
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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- HRARTERREIEE AWS 2AFITEFEEFIR AWS ERNERRK , B LAEA IAM Roles
Anywhere,

BLBRELFERERERE A MEUTRFECARNERE, RELERT , EHRERARSE L
HEZRUBENCEARFENHINEINESR, FEURFERABENSF3E WordPress S\ 72
XME=H AWS AFix, EELAEARPBBIRNERLT , A=Y N AWS FHREBUANBE |
BlINERERA , BAUERAEEEERZMRETRIIRE |, #l AWS Secrets Manager, Secrets
Manager A BEEAZENREEE., WBENLZ2RTNENKE, NEERHIARARIRNFME
&, B2 RRRFRER,

ER
MENRES

« SEC02-BP03 %4 #h 17 R F1 & F # 37
+ SEC02-BP04 FIREFR iRt E
« SEC03-BP08 EiBAZ b AER

FABE A -

- BRZ2BH

- AWS B

. IAM & REEXK

- 1AM BB

* |AM Ildentity Center

- FOREEEBS

- BRENER

- Z2EEBAHBRAR | FHEEFEES
- AWS IRFIREAE

B

« /A AWS IAM Identity Center (AWS IAM Identity Center By &4 E) KiIREEEFEHEF A
- EE—EMEEESY
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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SEC02-BP03 24 #h 17 K 1 5 A 4 25

THEEETERABBOENE, EFNF=1ERRAEEY. EFERALBRFEUBRERTHK , fi

AP FEXEZER, BIBMN OAuth BH, ERAERARBRAERT. EENMRELBREANEFEKLEE

BE AR TREME,
AR B —Ex2EERRARARENMEERUTER

- BB THEEHFTEMERE.

- BSURNEHBRERRRAERE  RRLAENRABEHE.
- BYZENEFREY B B@WmitEGHRAEE,

- BERBEFERTEEHFHIRBENFE.

- FEERUERREEXREREBREPRERNREE,

- REBRESNAEN RN,

ERORER :

- REWREE.
- BREBEFRERBEXBHHEEF.
« RINEREFFRERE.

BUYMKREEBNES .

- ENERERENEHPHBE,

- ZEiB API RHEBENFR EELKEBEEBDRER).

- BRUCHEBENFR (SEER).

- EfREERE  BTRN THHTRRWIR , Mt T RERNEE S .
- HRRREBERRIRB A LEPETRER.

« ATBURHRY SR B HERERER.

REUNSEEXRNEARRBESR S
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BFHEs

B, BRAROENEETRE K ME=H AP, EANEMEETREARERHEEARIREER
F. AWS REBERHINLZEFRELERE , A BRBRABKEMNERER.

EFRTEENRER EZREFEBE. ANWRNES, RXENBRERETAFR,. EEHEEN
BE. ALBRENITFEEENEFETERLEN , MEATEBIRR,

HRIEEHEEEENERSENRR , TAEEKRSURNIENEENRREEE. flw , EHEY
AWS AR TFREWETERNRE , ZEFLA IAM AR EEFNRKRAERE.

BrRBFENEZ R EZBRIE, T ELMZFRTE AWS Secrets Manager Z 381 IR7%
o ETEREFER. EENESRE,

HITHEEHWERAREXNBANREENER , TEERSEREANER. TREREEERERERANEK
& -

Credential type Description Suggested strategy

IAM access keys AWS IAM access and secret Replace: Use IAM &€
keys used to assume |IAM assigned to the compute
roles inside of a workload instances (such as Amazon

EC2 or AWS Lambda) instead.
For interoperability with third

parties that require access to
resources in your AWS 1R,
ask if they support AWS Bk
F 17EU#. For mobile apps,
consider using temporary
credentials through Amazon
Cognito B2 %£E (a5 92).
For workloads running outside
of AWS, consider IAM Roles
Anywhere or AWS Systems

Manager JE& .
SSH keys Secure Shell private keys Replace: Use AWS Systems
used to log into Linux EC2 Manager or EC2 ¥17 {&l §8:&
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html

REXH

AWS Well-Architected Framework

Credential type

Application and database
credentials

Amazon RDS and Aurora
Admin Database credentials

OAuth tokens

API tokens and keys

FRHREXZRH IAM ERER\ARERBENXR.

Description

instances, manually or as part
of an automated process

Passwords - plain text string

Passwords — plain text string

Secret tokens — plain text
string

Secret tokens — plain text
string

Suggested strategy

#% to provide programmatic
and human access to EC2
instances using IAM roles.

Rotate: Store credentials in
AWS Secrets Manager and
establish automated rotation if
possible.

Replace: Use the Secrets
Manager & Amazon RDS

%& or Amazon Aurora. In
addition, some RDS database
types can use |IAM roles
instead of passwords for some
use cases (for more detail, see

IAM B ¥ 5 2 B 7).

Rotate: Store tokens in
AWS Secrets Manager and

configure automated rotation.

Rotate: Store in AWS Secrets
Manager and establish
automated rotation if possible.

REEHTHEAERXA, EFE IAM FIER

B2 AWS BRFEAR  FEARE (EH) Z2BE, EEEHBRRETLESR AM A6 (AR EC2 #1T

EIE8). #1TAE (AR Lambda EE). Cognito IAM & (ARITEIMEREEFR) , LK% loT Core BUE
(AR 10T £B) i, EHEFE=FEHR , REFZKIAM AEHNEFEE K SSHIRFERNXEFER

B, MARRKRE IAM ERELSENLEFRNEREZERE=T.

ERZERT , IEESFTERTERETEEHEMREMEREEEME, AWS Secrets Manager =5
AREEEELRIMITEN , TREFNERE AP 8. ZHNEMERRE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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AWS Secrets Manager iRt AIEEETRE A BRBBBEFN L L FRANEE  FREMNE., SE&Hdin
%, ZEMEKR, BHEFEUES , URAEZNERRE, RE AWS SERHNHMBEEERR
B, RAMBE R Y RMECTHRENRBWERS RBATES

BESR

1. £ Amazon CodeGuru SEETER BB BISBRENEXBTEE,

« {5/ Amazon CodeGuru LN EXNBHREEE, BERTHE , £ CodeGuru HFERHE
Type=Secrets UEHRBRENEXIEIT,

2. BB BERFEUCHIERE.
a. A TBRENBRLFRUETBR,

b. HRAMERKRENFTF AWS BESHR |, FEAELEGRERBBAY IAM BN EK.
MREHDNWITEESHUN AWS ZHMEFE IAM BRFE AWS BIR |, 3FZE IAM Roles
Anywhere 5 AWS Systems Manager JE& A

LHREME=FREFEEZTEFARIAKIEHME |, 1§ Secrets Manager BEEEZERNTEF LUEH
TEEHEEE = SR,

a. CodeGuru £ & A LA A EIRE M EE B EN1E Secrets Manager 22 1 #%,
b. # Secrets Manager W ZHNE S ZENEAEREXBF,
« #EMIPRESE Lambda BB AT LAEAFES P ILH Lambda ZE{F,

- BN EC2 HTERIASE , AWS RUEHIHFIRENER , ANHERAMNEXEFAESRK
Secrets Manager ARV,

4. EHERECNEANBERLENFE , UESREXNBPARMATFHOEE,
- ERMA git-secrets 2N T EUBEHEEF TEENRHBERNBRTE,
5. E5¥2 Secrets Manager JEEIAS R IEFAHERA,. FTELRENHEHAMBREEZN TR,

6. BRAOEBRNASER, SRSNEEENFIERNEFMARLARN IAM A€, A RiERE
AN FIERMKE —MATRENERE &

&R
RN R E -

« SEC02-BP02 i A iR i B &
« SEC02-BP05 EHRERZ MiwfBRE
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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B -

« AWS Secrets Manager AP

- FOREEEBS

+ Amazon CodeGuru #f #2715 I8

« AWS Secrets Manager #0{a] £/ AWS Key Management Service
« Secrets Manager A #9425 1N 25§l % 2%

+ Secrets Manager &&=

« Amazon RDS E# B2 AWS Secrets Manager &

MHEEE

s RIREERE, HRNRRRBNREER
+ {#H Amazon CodeGuru #2215 825
« fff AWS Secrets Manager REEAR TEEHHN KR

HEAM R E -

« £ AWS Secrets Manager F#17. RN EEHRERH
+ AWS Systems Manager ;& 3\ B

SEC02-BP04 FIFEHRR B oiRIEE

ANESD (BINASE) ANAS I HEBRREFEES Y. HRERRE—NVERY., Bk, €
H, MENEZFEE  RLER-—RALNEFEEZERARXNREHNFIE,

IR : HAETAGoRME  TEPEEETFERAE. SoRERE (i, EXZEEZZRE
(MFA)) , AR EZFENEARXNETRE Pl , RBEAZHNHEKEERTBEEEREFIHE), &
WEIFEAZERAETEIREELHE (BE—2 ) ERBNAFEARERS , mtt—X , #AERSF
FLEZEARE. ENFIRMUEALNADER HR) RRKEES , A ASBESAPIRSEENS
SIRME, flw, R ABRENER , SR EBREKS BARANRE (218 AWS) WEIE,
FLEES REEPRAFAERES  YERSLARUKETEENERAETR.

ERORER :
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/497b4908-169f-4e6f-b80d-ef10be3038d3/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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- BAREABMESNE—ZA, FNEIFAEEZAEARINRRPEYL T TRNEAERS R
o

- BEARBEIFEAEN G2 EWEHEEL , fINEBES S/ RHEESN HR KiK. FHERRR
ARSI B ERKR  SRNFBRFEZEEAREMRFE P MR E %,

BUYMREEENED  BEBEAKEPAIIRME  ERUUARE—(VNEEEESTHFERAES D VHK
R, MEARAKEAEXFIREERGEAENRFE  YERERAEREAEE, BBEENADER
(HR) REB S , EAELERKE K ELBFHNERASLSEFIREME  YABENRERNVEAREXN
A, ERAERMAENERR K KRNSEDFREMESIRHEFNS D , ARBHMEBSERRE
MR FHUE,

REUNBEEBERNERER: 5
EE1E 5|
BIFEAEFE AWS Bi55

ETMFEAE (HINABPHNE THNEAIRE) e FEEMEH AWS Management Console 3 AWS
Command Line Interface (AWS CLI) El AWS R TH TEREE, BOLUEBREFR G piRMH
6 EMEBRBEEZE AWS AR , #§ AWS FERERESEIFAE EEBMEERE AWS IRF
RBAZEEM AWS HAEPHZERE.

- FERENBEICAEEREREAWS IRF Bie , KAUFEASETR SO RHEERBISEXRS
Y AWS Identity and Access Management . IAM By M A ZRRR A BEEHY SAML 2.0 5 Open ID
Connect (OIDC) &7 RMHEEANZME AWS 1RF , Y FEABE S 2 EREBEETFIZR. &1
EIFAESEBRRMERE BHIUNBHEN MFA AR WAX , FABCH Web BIEREAS S
REE, SoREEEOHABERERZE SAML HERR , IR E AWS Management Console &
A URL , LAFFERAEREH AIE IAM 6% AWS Management Console #1TE—2 A, BHEHA
% b W LUER S BS B AWS API B | LUETE AWS CLI 2 AWS SDK (#& AWS STS) ER |, HHE
FRARE S DREEN SAML ¥ B R RER IAM B,

- FERENETHEAER AWS ABTFNSERFBS , B LEMA AWS IAM Identity Center £
EESTHEAEH AWS 1RF MEARXNEEE., B LAEBEA Identity Center , W3R E &
# & 2 3RKIR. |IAM Identity Center It THER B D RKFEE & , BRI LMEALL B FREBBNFERE
MEEE, E , BULLRBEASS SRR , HER £/ SAML 2.0 BIREEN ABFHRRMHEE
I /A8 SCIM BEENfriE EREMEE , ZUE A AWS Directory ServicelE#R E#&RY Microsoft AD
Bk, BORERETHE , ERUTUEBELENFIEFERREFTBRNER |, BRERAE
MBS AWS IRF 0y FEUE, ZNEIFEAETUETES I RIFNFIXNEE EBENESNS
PREEZEA AWS FEA OMHL URE AWS IRF FERGHMVEREARERNETE-—Z A,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/cognito/

ZEXHE AWS Well-Architected Framework

BR
#8E8 Well-Architected R EET :

+ SEC02-BP06 £ & ENBM
+ SEC03-BP02 & F &K #E R ZHUE
+ SEC03-BP06 #RiF4 miBHIEEFE

FBASLHF -

« AWS HHBE B 5

IAM F =& RIEBEH

AWS Identity and Access Management SR B 7

BAAME A IAM Identity Center ERE 2

#0{a7E IAM Identity Center &t ¥HERFARAIFEAZTFEENBUR
AWS CLI v2 : IAM Identity Center ‘BRIzt &

HHEAR A -

+ AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) SR A &7

« AWS re:Invent 2022 - £ IAM Identity Center Bi{L IR A & T ZEUE
+ AWS re:lnvent 2018 : EE—EBHEEES

FHRIE A -

o WIEtE : A AWS IAM Identity Center BIRE AN & 0 EE
- SNE  BARSESD

fHEA T E -

« AWS RN EEEBH  BONERERE

* saml2aws

SEC02-BP04 ISR EoiREE

40


https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html?ref=wellarchitected#grant-least-privilege
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https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
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https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/id_roles_manage_delete.html?ref=wellarchitected#roles-delete_prerequisites
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html?ref=wellarchitected
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/control-planes-and-data-planes.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
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https://github.com/awslabs/aws-break-glass-role
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https://github.com/aws-samples/aws-incident-response-playbooks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
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https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

ZETHE AWS Well-Architected Framework

A VPC i BEBUR A AWS : PrincipalOrgId R REERIFEN Amazon S3 fEFETRBH & 2 BREE
B EEXENR , SCPTAEARERZRBHNAE (LSR) 3 AWS FRiEEHE.

EfEH Amazon S3 B , 5512 Amazon S3 RFITHER ACL X fEA IAM IR RERFEUEH . &
E R #14E Amazon CloudFront ¥ Amazon S3 [FEHVFE , BREBEINE 5 (OAl) EBREFRKFH
4| (OAC) , BB EHIWINEE , R/ EH AWS Key Management Service #{a) R 25 5% 11 %o

EXEERT , CTRRREANEARA SRR RN FREETESS, NEaREEN
THESNBHAE RGBS BEWTTES,

BEESR
1. £/ AWS Organizations,

AWS Organizations 2 —EBIRFEERE , TZLKESE AWS IRF S4BT AEhEENE
B, B LGRS ARAAEMBE N (OV) T EMWBERMINEIZE OU , UiHBIREEWTEE,
LZEMEHRER, BaTblizgl AWS ATEE (Al) MEEREE (ML) REKENFEERN AN |
I £ A B2 Organizations BEH AWS IRIEH ZRFEEIhEE,

2. B4 AWS Organizations B2 AWS BR#5.

EERA AWS RERKREBEEBAKNERS PHITEHEE , AWS Organizations EFERK EIR
FHhAZRBEE L —/EELE IAM RENAE, SEXZMER AWS Management Console, AWS API
= AWS CLI REEBAEFHN, WEEBEMANEFRNREES , 528 EH AWS Organizations
B HE b AWS BRFE LA K & ] LAFE B Organizations £ AR AWS BR#.

3. BN EHEE,

AWS &g — k& R AH AWS Organizations BN, 372 ASEE AWS ERER 24
BHNRK—EHRAE "R AWS, AR, BE2NEERERREFH»UE,. ERUGEEREHNE
%, Bl ARFFEL.

a. ERLEBEREER.

BfE (£ AWS L REERER) ARENEAZEFPENSER , THRESERERE. 0FEH
BREMERENREES  F2RRERK,

b. FEEREE T,

AWS Identity and Access Management Access Analyzer T B & BIAE B P BN EE L AW
EiR. AL IAM Access Analyzer B2 AWS Security Hub B4 |, YWiE RN BBEERK IAM
Access Analyzer % X3 Security Hub , SLBBI D MTEREN LSS, ZERMARS ,
EESERFNEREEDFREEEA IAM Access Analyzer 1 Security Hub, #&E 0 LAER AWS

SEC03-BP08 ffifin = £ L &R 66


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html

ZETHE AWS Well-Architected Framework

Config # Bl RFEMELE , W EA AWS Chatbot B2 AWS Security Hub BEEEN —5H, REE
ATLAEA AWS Systems Manager BBt XA RIEETE RN ER,

c. IFFRHFEERRETNBAANERNREES , F2HAD M LENE RS FEUE.
4. £ AWS B gy &R H A I E E R .

% AWS REBEAFZES —BARFHAER , IEHES —BIRFHPNER , Hlm

Amazon Machine Images (AMI) and AWS Resource Access Manager (AWS RAM), Rl
ModifyImageAttribute APl BUIEEAIERFRHEA AMI. EEA AWS RAM RIRHIEXBERL
HUAB#EES | $8E ram:RequestedAllowsExternalPrincipals &4 RIHEIBS L A ZEENE D
WiFEL. HEREESINEE K F2RERLANNTEEZ,

5. /A AWS RAM fEiR F e S Efth AWS 1RF Rt H A,

AWS RAM A BB AR M EERRFINACNEREMBINEIRE AWS tRF £/, £%
IREIREF , AWS RAM AIZEZ BRI EFR— XL EEMIRERA, E/ETEZERBREEERR ,
[ B EIBE Amazon CloudWatch 1 AWS CloudTrail B S1EH -3, eREMARERM L ER
EFEABRFFEERIZERN.

MREHEE2HFERAUNERAERNBRLANER , ATAEA
PromoteResourceShareCreatedFromPolicy AP| S{[E%1E B A& RE A AREITE AWS
RAM EiR£ A,

HEELEERT  BURFERNEASRERLRAER. flm , EXANBERR , EFEHLA AWS
KMS &8,

&R

MENREE

« SECO03-BP07 & #1’aH MBIk F FHUE
« SEC03-BP09 Z£#hEHE=FHAER
- SEC05-BP01 E % E

FABE A -

- RIFITREEESBRFHURFIEEEENYH
o WAIfE REFEBUREE IAM
- £ AWS LEEERE2

SEC03-BP08 /AT 2 X HEIR 67


https://aws.amazon.com/blogs/security/enabling-aws-security-hub-integration-with-aws-chatbot/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

TEXHE AWS Well-Architected Framework
- ME=ZFETFH AWS ERH 77 EUE R K204 55 A 2058 ID

o A LU E AWS Organizations K AWS BRI

- EAWS FEVEREE  EAFAUES S FRATER

MEF

« {#£H AWS Resource Access Manager 1T/ Z N 1ZH
- £/ VPC inMEREAAENETS

« £ AWS LB ERE2

MHEIE :
- BREBRBEES

SEC03-BP09 Z& it EaE=F HHEIR

BERRENZ2I R IERENER. EHEBTRIBEE=7REZENHIER, HHE=FEE
MRBRFF A ERERERRFRNME , RAREERNFAERRRER. EBEE=FRUS
&, BT LR RER A 28 60 B LA K B AMF AR R B

BHAR  RERIFEREERD , TAAHAUEREEREHBEBN R AWS Identity and
Access Management (IAM) B, IAM TSR NKR SR, F£H IAM AENERERETERREE
EREBENIH (SHEEEELHBFNERNEESR) , BHAELNERLTLES, EBE IAM
EEBERREEIER ID EABAM MBI , UARESIMME IAM A&/ 1AM BUR |, &7 &I
BIERTFE=ZITNEFRERBRER. UFEAIMABLANERNRSEIES] , F2ESEC03-BP07
DB HBIRE FEUE,

ERORER :

- ERFHERATER IAM FEBER,
- £ IAM BENEFIMZER,
- ERERNE D,

REVMNSEERKNEARBKRESR : +

SEC03-BP09 R4 ihEEE=HHHER 68


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples

ZETHE AWS Well-Architected Framework

BFHEs

B e M E A FFE AWS Organizations ZA L AERISIRFERERTFE=H. flm, B=17
BERMEREMRAR  MBEBAAREZEEFENERFINER, EREBRT , EUAE=FFTENE
FRIREI IAM BIRFAG®, W, FEANE ID RHEERFEEBER. EEANBID K, BRE=H
AURBREESF. BE=AHHAFELKE— D, EBIYME— ID & , HFEXZRTEHEZANEMAE
Hl, B=AMEEERRF A6 ULe, TEZBETEHREENS M/ ID EBEFRIH.

BB LAER IAM Roles Anywhere B AWS 2 MER AWS API WERREREE IAM A,

MRB=FTFBEEENENRE K BERZAC, BRAE=FREHRIAERE. SEHHMAEH
A AWS BRISHIAREE, lan | AWS Well-Architected Tool fAEFEEEH M AWS tRF A T/EEH , M
AWS Resource Access Manager BB Z £ i ERH MR 5 X AEEBEEN AWS iR,

BESR
1. ERBIRF AR AFEERIIRIRS,

BiRFABTRIAMKREFNE=TRTREEFMEFHNBRRAENE, BIRFABGAFFEREIRS
P& AWS BRI FREZE MR TE=7 , Sl AWS Partner SEBANHMIRS , BRKESE
BN EFIENRED,

BZATRERBEESAERREAGRMURYE K IEERRENEE M, IAM Roles Anywhere 7] 8 BhI&
BAFE=AIEEE 6 UL HELZN AWS THEEHETES  YE—SRIERARPERIENE
=,

TR EAEEAEABRRYRABIENFNSRFIEHINIIREFEUHE. R EXERBIRS
AeREHREIRSFIE,

2. HIEE=FHEAINE ID,
FERANER ID A BSIEEH T UREE IAM EEBERFNAR, ESEBKRUUERBEZACHE

REBREMRENRENER , ERESZBFFHREAFARERERATREAR, I
ID EEIhEE R BR MBS LLEE L EARBE,

MREE AWSIRFE HEEY B AFRENIRFUREM AWS IRF NE=5AREAE  HEE
LBRETFTEAEZFRIACE , FEANS ID, EENE=HH AWS Partner SEERILEHMA IAM
EEBERF NI ID &4,

3. EFERME—5ER 1D,

SEC03-BP09 R4 thEaE = H HHEE 69


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/

ZETHE AWS Well-Architected Framework

BEAINE D ELEREHRE—ENERF , flHERE—EBIAF (UUID). EFREEFBEE MM
IDME=AIFEFEFEFNEANEE , RATF A RERHEAEF B VAR ARN BERE
EHINER ID RBIREF BHER, EZHAFPRERET , F=ZFXEERATE AWS 1kF NZER
F ., AE=FLBAAEME AWS tkF EATENME— IDFER/AE ID. F=FEEEREEIH
01D XL 2GR ERTFHEINEFRIMNAL ID. E=HEZAHNERMLMREEEENT D
REIZAC, EEREANT ID 28 , E=STEZREFEEFAE ARN RS D,

SERID TEHWAAME | BEAE ID THERETZFHANE , SIMEFERT. SBWIRF ID. /IR
ID R ABMEEML , MESNS ID TREATERRENENMERBE,

BRE=ZFTUEENE ID, ERTBFLOREHHFEETEL ID, EWEIUINE IDWERAM , 5
ZHWMEERTFBE— Bt i — %K,

4. RAEFFRENRHBER.

ERARYPBRAFEABIRE ABHK IAM Roles Anywhere, MIREHEFERARPER , BHETEN
EBREEAGAEN, NEEEEESRNFMET K B2HEIEE, BHEEH AWS RS

BRME=FSFELRAREFENTFR. IFFRLNENERELREEHNEENREES , B
SHESHEE.

5. BRRAREEFREAESIEECHBL,

FHREHABIRFFIERINBESEEFEREERER, F=AXEREAGEBENXH , &
£ AWS CloudFormation #iAAR B ERREEN BBREMS, EMRD REEFBHBERE I
B R ER  WIRH RN, WFEBBFEA AWS CloudFormation 73R 1 ISR F
BAENWEFHEN K BSEBRFAE,

B-FERREHEBL. TRENRERG . AW  EREASLMEFIENACBERXY , &
EZARBREAE, €A AWS CloudFormation ARKEFEE , LEXEBRBERRERS
E, MEARKEBN -4,

6. BBEIIAEZE,

BHRFEB. BE=ZFNERJMMRENRBE S RITERELE, CRSIFAPBENKIY , 3
BBESBENAS, BFNRMERETRE, ERERERHNEIER , XEHFEEUNGENER
ABASFRBHNE. ERNEZACNNE D ENRENER. CRZERFERESNBES
FREAKBEE=FFIE K ERETHIKARB. B/, GEHBEENTE , SFBNTAH
TEHEE, EAHAL, AAX , URHHEMERNEFE,

MFEERERANSENRERES , F2REEAREER.

SEC03-BP09 R4 thEaE = H HHEE 70


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html

REXH

AWS Well-Architected Framework

BiR
BN REER -

« SEC02-BP02 £ fi iR ¥ B 3%

« SEC03-BP05 A& MM ERFT I EMS
« SEC03-BP06 R4 aniB i EEFE

« SEC03-BP07 Z A B MEIRF FEUE

« SEC04 {538

FBASLHF -

- BETREEESBERFTURTIEEEN YIS

o WAEREEBERER IAM A6

- A IAM B&7E AWS EF BZEREEUE

- JAEEA IAM FERE — B AWS lRF RV E R ?

« IAM P L2 HREER

- BIRF BRI ELE

- WMAEBE=SFETHEN AWS ERNFEUERMERINEE ID

o MENIBREDEHRBFTEREIRN AWS CloudFormation ERINEE A

- ZEMFEANAT ID FREMAEEN AWS IRF
« {£/ IAM Roles Anywhere # IAM A &ERZ IAM 2 AW TEESH

HHEAR A -

o IMAAFHEARE AWS IREFBWERAERACEREN AWS IRE ?
« AWS re:Invent 2018 : 7£ 60 2 EEAEE IAM BUR
o« AWS A O ERE : IAM REBBMERIRE

FHRIE A -

+ Well-Architected BB = - Lambda BIRFE IAM A &#&E (Level 300)
+ X Amazon DynamoDB ¥R F° 17 HUiE
« AWS STS Bl &EHTE

SEC03-BP09 Z2ithi S = HF HAEIR

71


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://www.wellarchitectedlabs.com/security/300_labs/300_lambda_cross_account_iam_role_assumption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool

ZETHE AWS Well-Architected Framework

(=Bl

FERHMBOER  BABARTFENEERE | UREAEMTA. F—EHI TUAREEEARE
ARNEMBHANZENVE, FERERREINEZENE (H120 , CloudFormation £74) , &R LUEIBE
Cl/ICD EEHRFZHFEFERE , EHNBIFEHRERTEIFTENAR. AR BTHEAH
HEIFEENEERRK , S UERARE AWS, ARRKRESH AWS SEBF T EREERE, 8
EREUHHTINERLRAIKEEBNAR  EHBEFMAIRAEENASEAR BETH
B2E, YRITHEARR  SUUREHEEBREUBASAEE  SREECHNENEDERESAZ
o

HRERMNE=-B2 (BATH), BAUFEATE , EFEEEN AP I N HIRE, £
Amazon GuardDuty , BRI AEEH AWS tRFAZE BN B A ARREEEREZNEB R EIRE,
FREEZHEMEREZTHEETFEHPERANER API B | UREFERLEEMN AP LY,

ERREHBBENRLARER, BEIREHNTR, ERRLEDBHNNEELY , TARX
EmERERF. ZEVAREE  URARBRRENZ R I, ETEEENEMNEE, Hla, &7
D TEEENER , TEEESAEERANANKFE, SEZXEHNBREET AN MG , )
BANTESAMMABHERNER, BBREVNENERBEERNGKRY  BENERRN T EEHET
HE, EEMFIRERENREARE  ALUEPENERENNTBEREFHNEE,

£AWS # | REEIRFIGESESETA, ATEHNMBNAERELSE
REBEK

- SEC04-BP01 5% FR 7% # FE A f2 =\ Fo 8%

- SEC04-BP02 EAZ# VU BREENA 7. FAERBEMIEE

- SEC04-BP03 BV Z 2B WGBS FHEEM

- SEC04-BP04 &t#i T &R & R B RIE i

SEC04-BP01 s ERFE M FE A E\Rc &%

REBRBANEAREANZLEHEFTERER,. AENRECARGNVERRR , URBAEE. B
58 (GRC) BE, BRINEFFAHEBNERZEER,

IR  ERERENEFTENTAREFUEEE , fINLLEHOE , SR A -—FNAE A RE
€ AWS RBMEAEABNZEEMHBFE. ZEETHFUEIEENEERR.

FRRERX

SEC04-BP01 % EBR#& M FE AR X i 8% 72



ZETHE AWS Well-Architected Framework

A FBRAXH AR MER.
- BEAERFEE.
AN EENERAT2NBFBHER
- REE-EARUBTRZE,
RELERRE R TEM,

BUYMREEENED  BRSEHANFHEIREFERERE D (RCA) #H , UBTEER. A
BREK.

RETUBEEBBHARRESMR B
HEESl

BRIBENFIRETREAERHMEARGINE , CFERABTEHE B FUREN T HZAZHN 2
HEMEER EXETHEFERR  UEHBERINDFECHRE, RIE BA. REVIREEHRE
HHEENEREEER,

BESR

- BENBABRRR, ERE£REH , CEEHDEEBFSULEHN T XERERS AWS 1kRFE
RRE) . REIRAREN THEEHMMEEN BFEHRIF,

FEEBRGEXBBENERFIENERARS, A AWS CloudTrail 2 AWS Organizations
REASE AWS tRF BUBRER , URAHEE Amazon S3 #EFETEE,

AWS CloudTrail 2 —TEiC8#RIE , EME AWS IRF &9 API FEAYLAREEN AWS ARIEES, FARR
B , WIREEMRE 00 RWEEEE , MHEBELL AWS Management Console, AWS CLI 5
AWS SDK i#if CloudTrail SHEERHHEN. IERRNRZHBNERNSHNERE K TEL
CloudTrail # R AEHEE Amazon S3 FEFATEEIE B3 , th ] LLUEEEE Amazon CloudWatch B &
BfAAEEAES, E , B LAR I CloudTrail Lake , E&# CloudTrail BEREBEREZELE , WRHEI
SQL AERNEHR .

AWS BEEA VPC MEF 2 BIfERA VPC Flow Logs  Amazon Route 53 f##T25 & # A &% Eﬁﬁﬁlﬁi
HERER DNS B , Y eMEREEES Amazon S3 f#FETE L CloudWatch B &,

L& VPC, FHEBIMENEEYL VPC REBR. HR VPC Flow Logs , &7 LAREM Hrrﬂiﬂzﬁ
F Flow Logs 2R P& {E 5 2

AWS CloudTrail B&. VPC Flow Logs #1 Route 53 fTEsEH AR 2 E AWS A EZ+RENE
AECERRIR o J._—Il«/{{iﬁﬁ Amazon Security Lake BA Apache Parquet #&=\#1 Open Cybersecurity

BHEES 73


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html

ZETHE AWS Well-Architected Framework

Schema Framework (OCSF) &, ERCLAEREFIH AFER , LERXBERATMHES, Security
Lake B EHM AWS AFUKRREE=HRKIEMN B,

AWS IRE AT EEE AR BFERIFEARBEEA A5 , 40 Elastic Load Balancing H&E. AWS WAF H

#. AWS Config i0$%83 A 5. Amazon GuardDuty IR R, Amazon Elastic Kubernetes Service
(Amazon EKS) #&# H&E# Amazon EC2 MTEIRBEXRHEREARENX B, WFERCHMNETEIE
WEEEFE  F2H (AWS KL EHEIEIErR) WK A . ERIIEESR - L& NEH.

- 518 AWS REFNEABEXNNARICHEINEE . S AWS REMNEAEXSBATRMBERFEN
BE A MHEKEFECHREBNEGERINEE. MERE RN B FRERE Amazon Simple
Storage Service (Amazon S3) 1 Amazon CloudWatch, MERPHRE , BEEHERAKE M E
M4 mIBETIEER Amazon S3, HEXEEMEC#IEIE R Amazon CloudWatch A , BEZE BRER
FEFINW BFEEFE Amazon S3 , EA—E®E,

- BEEAFRAT ARRENEEEERLZFANEHNTIE, RE6E. BREXENKLTEB. BFRHT
H EEEIEE Amazon S3 f#7Er 883 CloudWatch HFEEH 4.

Amazon S3 FEFEITBREHFERAME, MANGEESLSR | YHEEFTRENEGBHEEE., BH
£ Amazon S3 f#1ZErBE M B 5 A1 FH Amazon Athena 2 B IRIEHEITEM,

CloudWatch B8 #H3%iB CloudWatch Logs Insights 12 &M AN ES R NABEEHERE,

- BRABENBFRBEE  BEMEH Amazon S3 #ZETE I CloudWatch B 5EEHEREFH B FEE |
BXARBEBGRERELASNEMEYR , URENMRENEREE, EF—REE=BAAZ—F
WEFEME AR AMHER , TEASRRTREBtF., TAMFNREKHENEEEXRESENZEER
HEEES, ERMEKBEE,

- BEENRENEGBHERAESE AWS REMERARENRAIEIIEE  HRABRNEHE
AWS REREAEN , SBISENTLHREES
« E%%E AWS CloudTrail ##3&

« %% VPC Flow Logs

« 5RE Amazon GuardDuty %15 & 5 [E i

- R AWS Config 8%

« XTE AWS WAF Web ACL RE

« X AWS Network Firewall {88 HE B &
- E%%E Elastic Load Balancing 7H B &

« 5% Amazon Route 53 f##Te3 & HES

- §%XE Amazon RDS HF%

« FRTE Amazon EKS %I H H &

B 74


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html

ZETHE AWS Well-Architected Framework

« A Amazon EC2 17 1El#8 F A 3P 30 E [ Bk 25 8% &£ Amazon CloudWatch XERER

- BRGREYEFEAMEE  BRBFEEN , /LA CloudWatch Logs Insights (BRARERIE
CloudWatch B 56 #IE R LAK% Amazon Athena Fl Amazon OpenSearch Service (AR 1F
MAE Amazon S3 FHVE R, BEVULUFERE=FEHIE , fINZLEANEHEE (SIEM) IR
%o

EEFEAIREHTANBETEZXZERZLEENAS, BEFNRTEE. RENSEE, XBAR
FRONITE , WATHERNKRRHE. Bt SERENAREERFERRERIERSZ
R, UEUAREREEE. RAREIRZMREANER  HEZEERATIE+IER

Bl | EAREERE = A L2 EANEHEE (SIEM) TEHIBE 900 RWERHTESH , BER
SIME By BESHEEUR A , MfEA Athena REITHIR 90 KW EH., BREESIRNAM , FEZER
FEBENIESERMUUBRALEENE , AHRERSEHRAEHA,
- FHAEFRMET  AWS EBEELZ2RFIRHE RINEE .
- AWS Config ATEERMFE 8k AWS BIRMERE , WEERIBRFIENERE BB M NEE.

« Amazon GuardDuty RREEARE A6 SEEEREETHNRRETHURE AWS IR
F MI{EA#, GuardDuty 2#EEL, EEMD MK B WM AWS CloudTrail EEMERE
. DNS H&&. VPC Flow Logs 1 Amazon EKS #&# B SRR ERA . GuardDuty EREHR
CloudTrail, VPC Flow Logs. DNS Z& Hi M Amazon EKS BB L ERER. EFFEEE
Amazon S3 FEEFEIBHERENRBFAFN AR, NERRLREELRRE , HESHABEMN
SR AR,

« AWS Security Hub 2t ABE -V ERZE AWS REFMEBANE=FERSLZLERRIBEER
ML g, EEBAMHETEBLIERF  AEREZLEEMNSERENSERR,

BETUEABTERELSE , IEELRBEARENRZRLEIRNEENRRABNBEE R, W
ﬁﬁﬁﬁﬂiiggmﬁﬁiﬂﬂﬂ’ﬂﬁﬁﬂ A2k (AWS 22 S EEER) FHER,

ER
BB BAL RS -

« SEC04-BP02 B BRI B FE, AERRNIERE
« SEC07-BP04 ER A ERNEREMBHREE
- SEC10-BP06 HEHEIER

MBS :

'R 75


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
https://www.snowflake.com/en/data-cloud/workloads/cybersecurity/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/quicksight/

ZETHE AWS Well-Architected Framework
==

==

BEESER

1. BY BRHENZLITRIRS

a. fEA AWS Organizations , EZ2ME[MEN TEV HFHFNLZLTEIRF, MREFEH AWS
Control Tower REEEM , AISEBHALEIAFZTHENZEITERS, AEEREFINERE
ELRFHNABEETT,

2. REBREMNEZLERNE

a BELARBEIEENLZLERNBNER, BAULNEBRGRBRAENEESZE. =588
Emz Amazon Security Lake EEIEZEMLILE M. AWS BRERAIIRFERAZZFEMAN AWS
EE L eER (AELEEERF).

3. RERERRFRMIFENMMLE

a. BAIRELERNRR , WK TCPRELERHRENEENNE, FEUMERBBELERN
BIE MARETEMR ETL EFMIRIE, B 7T Amazon Security Lake , B AR Z X EM AWS
REMCBEENE=ZFREUREER,

4. RETBUFEEENMVE

a. XX Amazon Athena, Amazon QuickSight RE=ZAERARETE , FHEEEFERENEEL
NEBEMENER, REELTE , NEREBHEAFGHFRFNEBRFENGFIEELZEIEIR
F2&4E, £ Amazon Security Lake FEVFIFHE , AMERAESLE T ERHBEZERNNEFIE,

=9

HENRESER

+ SEC01-BP01 fEFHRF [EfR TS &

+ SEC07-BP04 E&EREEREMmBHER

« SEC08-BP04 & &7 Hiz 4l
« OPS08-BP02 ##f TEE R H

B -

« AWS BHEE : ERAZEIRFEEETERN AWS RE
« AWS BREiEIES| - AWS 2 MBS ERE (AWS SRA)
« AWS REittiEs| - BRRAEABEEENGCHEMNERER

BESE 78


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
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https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/pm/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
https://aws.amazon.com/detective
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
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https://aws.amazon.com/detective/
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https://aws.amazon.com/config/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/eventbridge/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
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https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/organizations/
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https://aws.amazon.com/s3/
https://aws.amazon.com/macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.htm
https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
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https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://aws.amazon.com/glue/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
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https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
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https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-encryption.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/security/
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https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
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https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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- & AWS Key Management Service (AWS KMS) B3R : & AWS KMS BIE & FHEEUE K.

- #E Amazon S3 RAEEFRANYMATT . EHEE SSHEETBRBEEHRERTFNFIER. REEKR
HBEEATAFRENREANREFTR. ZEMEMA AWS Config BRARTRANREFR , SIRER
Amazon CloudFront #& Amazon S3 RItRE. BRFAAF L HERNREFIBE ERREAZ LA
FFE., kBER , A SSREETFREANE , REHHRESERENEAESUEE.

« BXA AWS IAM Access Analyzer : |IAM Access Analyzer &% #7 Amazon S3 f1ZBr B8 7E S3 BR
BERERTFANERREERRER.

« BEER , BUB Amazon S3 A= &I N4 8EE o
« £/ Amazon S3 [E7F : Amazon S3 EF A AREM MRS S3 WHEVEE M INZiREE,

- B/&E Amazon EBS F AMI HAFFA : AT U ARG MR EETEE RSB AWS 1R
F#HA,
- & AWS Resource Access Manager EEiH AU EREGEZIFE R AEIR. Resource Access

Manager A] Z&HH Amazon VPC AVEIR , 4li0 AWS #EEPH A MEBER, Amazon Route 53 &4
BFBMFRR, EHEREANERLEFELEATEEELANER,

iR
MHENREE
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-resources.html#access-analyzer-s3
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-resources.html#access-analyzer-s3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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B -

« AWS KMS MZFHMEFABRE

- EEY Amazon S3 RN FEET BN

- EEHIE AWS KMS BRI ZEEES

+ AWS Config 38 Al

+ Amazon S3 + Amazon CloudFront : Eimf &R
- EAMRAEEZEE

£/ Amazon S3 ¥ #SEEREEYH

- X Amazon EBS tRE

« 1A/ AMI

« 1£ Amazon S3 FFEEEEERER

HHEAR -

- REAWS tHERF#ETFZS

RESWTNER

BathnER RER-—ERREEIS —ARENEMNER, EERIFARERNERENET , U
REMBRBEESKEAEZBNER. FERTFHENRMBENRE  SRZERETFEAEIER
Ry M T B

RERE VPC 2B AHBNENER : EAILAEH AWS PrivateLink , £ Amazon Virtual
Private Cloud (Amazon VPC) 22 24 B ENBEER , REIL AWS HTFEE R AP
BER, BULTFEAWS k&, F=FRE , UREM AWS IRF FHERE , REECHARELENIE
A% — 8k, EH AWS PrivateLink , BB EHE L IP CIDR WIRFFEUREE , M E ZHEBRMEEE RS
B NAT, BEFRLEREHAXBRA, BRERIKHRK, REFBE Amazon BBER L, MATF
SEAEARER A ENERZERE, SULIETEERSENERER | fla HIPAA FEEE/EE
BEFAREE . AWS PrivateLink BREFRAE=FHRAR , BEXECNESIRAE , EBETLUNRERE
im0 R A AT A AWS AR

REER
+ SEC09-BP01 BfFR £ £ MMBEEE
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https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://youtu.be/Y1hE1Nkcxs8
https://aws.amazon.com/privatelink/
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- SEC09-BPO03 Bt & W Bt @A

SEC09-BP01 EfZ+ BN EEETE

Transport Layer Security (TLS) ‘BF# W] FARR BB , MBLBBRAERBLAERREPHBEL, R
MIEEHENEHD,

FHIRR . EAELRS|/ERRE PK) ME, HF. BRENENBRENZEBEETERR. &2
TRMEABEEEMT TLUN L BELEERERNINR , CREHEDENBE, ThieRELMmRERE
&, ATHEEHANRB[ERERZENVERBANG 2#E5. SREVBTAREAZ D FHG

ERORER :
- ERRMBERNENEFHBATFEIR,

- RETAE CAR  FFRMBRREEN (CA) BE.
- HHLREREABEREERE

BUMKREEBNESD .

- BEBABHENEMRGCEREE

- WEBEM TLS BRENEZERTHNER

- WINEEREBEMAREUBEBEN TS M T EKE
« £ CAREPARBERNEREEAM

AEUNSREBBRNEERER : 5
EFiE5l

BRIEEHEBRA TLS £ PKI BAME , REZEANBRRET. PKI BREEAERE
M, EEEMLBEME. MENER IR BRREEEEEER,

AWS REAMEEE — MK AIE PKI BEKRE : AWS Certificate Manager 1 AWS Private Certificate
Authority (AWS Private CA)JACM @& FELABMAE AWS THEEEH , ARME. EBENHER
O EERKE. ACM BIfEA AWS Private CA I AEBRRBEMREZITRE , I BE EFZHM
AWS ZERE , UREZEN ITHEEH TLS BHE.

AWS Private CA A REEV BCHBRBEREEVHTERIRREEN , IBEB API H1T TLS B
"o EERENER TLS ERAFIRGEEHER , BUUEASLERREE., RT TLS FARMZ
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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S\, AWS Private CA TJ LLF 3R 3 1T /4 Kubernetes pods, EEHBEMFTH, BEXBHRE , UK
HttEARG , BEPEBE HiT&E4, BEAAFER IAM Roles Anywhere 12LERR IAM BEHRESR
£58 CA 38 X509 BRENRIHBEIEER.

BXT ACM # AWS Private CA 25% , AWS loT Core th B RERMIGHIXE , ARME, EF
MEPE PKI BFE. AWS loT Core RHE4GHIM G LRYBHEEE. XARERHEIREELENLE
SREWERNE,

BYNE CARBRNER

BRERMNIE CAR , FRLRRIEE  REAEMRKRST CARRE. BMH CARER , ZEMERE
CA BB EERRIERES AWS 1kF. EEXENIERERLD CA BEFSEBRNAEEE
RLEERZEE CloudTrail BEFRFERNEREMRN , LHEHBARERENIRS FNEERFEFIES
g5E, B CARBNVRBECHERRFS , BEREAREIT—ENZE T CABE.

BEE  BETERRE CAIRFNEMIREDEL —ExRZETE CA, ARHFERE. EERHMIE
BHERTRR. B, FHERRNEB CARITEDE CA , SEBDFSHBRRITHRENKRKERAESR
HE, MERATH CARBESREN CARERG , 3BFMERL. BEEHEE., EHEBTHACAE
BRE , B2 REEH AWS Private CA £88,

BESR

1. REMERARBIFFFEIEE AWS BRI

- FEERARGEBAURNA AWS HIRELAESBERGER | BESMFER AWS Certificate
Manager. ACM AJAIR & Web AfRE:. E&RFERJHMARIE TLS BE.

« EZE AWS Private CARFEEZVECHAEREREENRE K IFEFTMUELBRNE
R, ACM A AEZERNRT 2 EAENKRHERRE BREPEFEH AWS Private CA.
- SPEAARMARNYEE (IoT) REAREMEBIRNERARSG , FEE AWS loT Core,
2. BB B BRIFEN
- FH F£H ACM B ZEFE#H BB ACM ZITHEEM AWS ZERK,
3. B HEEMBEES
« BXA CloudTrail B5 SEHMEIHERIREENZIRFNFEE, FEEE CloudTrall #E%E H
WRETEMERE  URFAFERNEEM,
- EHEL BEERE , HPIHENWTAE CA BITHRENRR. BLHETUELR S3 REEFE
",

- HPBFE CAR  BHEEEYT SIREFFERFBEEEMISEE (CRL), MEFMT BRURIE
THEEEHERKZEM S3 HETE  FSE REEEEEEEE (CRL),
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https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
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&R

MHENREE !

+ SEC02-BP02 fE G EH
« SEC08-BP01 B eiatE
« SEC09-BP03 E& &R @A

FERE M -

o W{AITE AWS HREENEERZELREBREERR

- MAZEARSENRERSNEERE ACM #5 CA BKE
- B CAREFER

- W{AEA AWS RAM H B ERY ACM FAF CA BBIRF

B

« BB AWS Certificate Manager ¥, CA (f&1E)

FERFEE A -

« AN CAWIEIS
+ |OT Device Management 5 (2FEEBMHER)

MHEA T E :

« EF A AWS Private CA #J Kubernetes cert-manager 7 M3 E3

SEC09-BP02 3 &l & * hn 2

RIBEHEBHEE, ZRBBNRERFCERNMERTR , HERRER, ZENSRLHNER, R
RHEEHILAER (VPC) MHNVERBBENKI ERAMBEARE. MERPRRBENTELE , B
FEERERRNTXGEENBEE.

RHER  MEERNEXEERRERAZSN TLS BABENEZREG4NE, SNEREERER
ZENBBERELAEBMZUEEHERNAREFR. T2URNERE AWS RENERRERZX
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https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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F|OTREMEA TLS &, AWS REAERESETERME , ME VPC ANMR RERLZIERIRE , K
FEARBEFEBSHEEFRENER (HI2 Amazon EC2 H1T{EREF Amazon ECS &%) WiZEUE, &
B IPsec EEFAEHEE (VPN) RERBHAERE.

ERORER

« fER SSL. TLS MEMEHTHEEAMMRA (Hl20 , SSL v3.0, 1024 Ut RSA £iRHM RC4 &
&)

o RFFRMEH (HTTP) MERTEE 2R E IR,

o« REE#E X509 BRI HRIEL,

- B TLS EABREEM X509 BE.

ABUMNBERBHNARRESR : 5
BEES

AWS BRIEIRMER TLS B9 HTTPS imBESAESTIEEA |, 7282 AWS APl BARFREERm P NE, T%
LHBABE (20 HTTP) AT VPC HIEBERA TS BFEMUEKRMEEH, HTTP BFREBAUE
Amazon CloudFront 8} Application Load Balancer £ BEE)E#E @ E HTTPS , &0 AR H &
WEHER , MEZERBPEEERDNEE, A, B RAIMEEE AWS Direct Connect
VPN ERINEEEA VPC , INIEREMNE . BERENAFIREDER TLS 1.2 B AWS APl #THL
KA AWS #2023 F6 AZEA TLS 1.0 1 1.1, MREERFHKER , AWS Marketplace [HEE=7%
RRF R,

BFESR

- BEERTPNE  CEENNZEREFSENERENREER K YEAFFEATLWE. W, &
EREEME  EAFF HTTPS #EEZ Application Load Balancer 5 Amazon EC2 $#11T{E R,

. EEEBRBPRELZLEAME . #FH Amazon CloudFront 5% & HTTPSIt i F i F A IS H 22 £ AR
ENFEARMINZLERER.

o fEF VPN HETHAEELR - ZEEA IPsec VPN , REH BN AR HERERS , UHBREEHE
FAFTTEM,

- EERTHBPIRELZENEARE | BELZ2EXR , MEHEEZIEEEXNAFPRZEN &
BENZRBEEHN. BEK Application Load Balancer 3 HTTPS EZEE.

« 7£ Amazon Redshift FERELZEWHE : FENBEREAER Secure Socket Layer (SSL) 3
Transport Layer Security (TLS) jE#&.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
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s RELZLBEAWE : BE AWS BRFE X4 LAHE £ A i3 Ihee

« BRELEZE Amazon S3 EEFEIFEBMNZEEE : #£/H Amazon S3 FEIFEBBEREHHEREFZ
2EH.

- ZEMEM AWS Certificate Manager : ACM A BEME, TEMILE TLS BFHE AWS FREHEE F
Ao

- EZEfEH AWS Private Certificate Authority i@ EFH PKI &K : AWS Private CA AIRZEZ VB R
BNEMAE (CA) REBRZBITAREILCDINR TLS EENKRIFERE X509 BE.

iR
FEBASCAF

- AWS X4

« ¥B CloudFront £/ HTTPS

5 AWS Virtual Private Network #§#&# VPC EZER A%
- BIEW Application Load Balancer 23 HTTPS EERER .

« BEFFERE . £ Amazon Linux 2 EFRTE SSL/TLS

« £/ SSL/TLS mMAEER EHTEBNER

- BREERNLTLMEER

SEC09-BP03 5 7% #8 5% B

This best practice was updated with new guidance on December 6, 2023.

FRAXESPBRBNEFWE (Transport Layer Security (TLS) = IPsec) REFBANE D

RETTHEEHE  LWESERY. BABAIEAECHETEAR , £A%2. ERINARBEA D
E, FAXERIENRENAKREADETREERAVERREZESED , WHDREREFRFIE
B E,

FHIRR  SRFTHIAAH  SHARERNREEESFENZE FERE. ERMTAFFHER
T, REEERKBRENINENRRERALE.

FEEANRER :
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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- TREEERAEARENZRBRIFHRE,

- EZEEAENERCBEEEARERR.

- ERBEREREATEUEFIRE,

- BYBFIBREMS  MIFRBERERRENRIMRG

- BB VPC FHEMERZERBRERNRE.

BUYMKREEBNES .

- BAREREFIFIERNFEEE RS ETFEHNEBEIED

- RHASHEREERITHENESERRRE.

- EBFE B ERI AT ATRINERNER N ERKERBH SR,
- EBFRBEEANAHREENEANTE , BREER, CHENEMHELE,
- WEMREGERENRERES AN THEEREHRENRE

RBINBREEBRNERREESH &
BFiE5l
BIEERNEEREBEX T RAELR

- REARERRBRIEESNREZBHNRE,
- BItRERRIFFESFNNAEZEHNRE.,

MEFELRERERNME , FAKBRENEFIBERFRERBREAETER, AAZL2EBNE
ZE  ERMRSRGTEEIZEWEER BRI EENERFR. EMERSEATEMRN — L BERREER
N REMENREELRE < ERBEFETNE, BRIFNRE,

BOIRER |, ERBERKEBELE , AWS RIS API HEEH AWS £ 4 3B F (SigV4) BB
HERERFE ML, LEBOREMR AWS API AT BER R HEER RN E D , X7 EBTEBRES
RELREREK , RERTEATXIE,

Amazon VPC Lattice #l Amazon AP| Gateway F R IR FE AR Sigv4 £BEAWE , BB
CHIEEHFHRERENERIFANIREIIE, MR AWS RIFEUNNERFEZHEEKREIT Sigv4
BB ANRENREETENR , BRI LEFE AWS ER EFEA AWS Identity and Access Management
(IAM) Roles Anywhere REVSERFFHY AWS BFE. FAELEE , EAiES Sigvs HEBREFRUR
EFEL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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FARBBERAREN S —EERBEIIE TLS HERRE (IMTLS). FZWHBIME (1oT), DEHLXEER
BANMREEER mTLS , EBFEA A F iR ARSEE X.509 BEREE TLS BAMBN T 5.

S L/ A AWS Private Certificate Authority (AWS Private CA) #%2, &R LAEH Amazon API
Gateway F1 AWS App Mesh EfR# , ATEEB2EARTEEHAIBNBEARME mTLS BBFE. mTLS
AR TLS BANMinRMUBIBES , ETRMUREHS,

&% , OAuth 2.0 #1 OpenlID Connect (OIDC) EMEFE AREHIFEAEHREFEIITANEAGE ,
BRAELERBEEREAENAFIEAHE. APl Gateway &2t JSON Web R (JWT) ZHES
AZEIEEHEA OIDC = OAuth 2.0 R EFTZ IR JWT RERH API BEHEFE. OAuth2 B
HEMEAERARERENRER , ENEECEAEXBEERERE , MEESR OAuth2 SEIE &L
TEERMNRESR,

BESR

- ERVEHLENTHEARERRTE  BEREHEXRBNE-SEERETFEHNRE.

- BYABREEREHIEEENTEARBEERERTXANERRER. LERERCRENME
BEREBITELRENE D,

- ERBENAERBRRUECNIEER  URIFENREERSERRR TFEEHEANTHNTA.

- ERAEERESTREEEFRERHWREM , 2 SEC01-BPO7 FARMBEEEBIRELELERE
% AR 45 e T AT o

« BMERES . ERARELHEERRE - BHMARZEHEE AWS IhEE, BEERTERAE WL
if  BHEHAUERERERBEHREMA—ERERE , UAREBENITHEAE,

« FRAZEFHERNERNRIER 2 ENERRE.

o EZEMFH AWS PrivateLink B2 AWS PrivateLink 89 AWS FE =5 RIGHETEHR, FiB AWS
PrivateLink N HixHEENERSREE AWS B ERA , T2 EBEL A EBRER,

- EIEEHTFERBEFERENRE BESRESARELTEAETRECRIMBREN AWS
R,

- ZEARREREHEREEFAMN Amazon VPC Lattice, VPC Lattice AT LAE A SigV4 BaEE AR
4 B3R PR 42 1l R S S BR A HY 77 B

« HWRERA mTLS WARISY RISEA , 5FE & APl Gateway 5 App Mesh, AWS Private CA & Fi 3
BIVAEAEBHUE mTLS #£EREHANIE CA KB,

- B/ OAuth 2.0 5t OIDC WRRISETE S , FERBMLER JWT RKEERH API Gateway.

- HRIEAHN loT REZBNBEHA , FER AWS loT Core , BRMA T SBH R E N2 ERE
B,
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https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html

REXH
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- ERAERENGER  FEERRTARINETEE. ERFIZRABERNARERELRE , R

H T ENFEER,

« MREFEA VPC Lattice REBIREHFE , F8E ERMAMEE VPC Lattice FELHGE ., EEFEH

wOEFRAERNENR. SERFEMBEN VPC ERNMERENR , URBRFEEHR,
« ZRRMA VPC Flow Logs REFEERERE LN FEER K TEHREARESEEERLR,
- NREEZEBERE, RENEHLZ2EMHMIEE , F2H AWS Z2EHELERFM AWS Well

Architected Framework Z£ XMW EHEEZH,

iR
MENREE

« SEC03-BP07 2 #r/AE MR E 7 HUE
« SEC02-BP02 ff AR i B
« SEC01-BPO7 FRREER AR E N B LEBEHIER

BRI -

o 51& I 31RE Amazon API| Gateway API By 2B &5 5%

+ 5 REST API 5% EME TLS EF

o WMAIER JWT RS {RE API Gateway HTTP i

« £/ AWS loT Core BEIRALH RZHE AWS BRI E 1
- AWS ZeEHEEER

THEAR

« AWS re:invent 2022 : @&/ 48 VPC Lattice
« AWS re:invent 2020 : ¥ AWS £ HTTP API WE [ FRES API Bi 3%

FEEBE A

« Amazon VPC Lattice Fi5tE
o« {|E{EE 1 £ - Phantom Service Perimeter Hist&
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
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https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
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ERLEBS S TARANER , flu
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https://docs.aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
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7. TR®E , ERUUBUBERREAFAERNEE, BERTUBEBREERAZEFMBRFPIRE
EHEEAC, ZURFEABEERFFMELER IAM BER , REETENERIEXFTRR. &HlE
FFEMuEasdREE, SRR, FEFIEEANEMBEENERTE,
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AERABBEGEEN IAM BERREZEFFIE, BRIAHELABR AssumeRole FBERHBFEHHE
CloudTrail FIBUABFHET , MEAELAGRINEABERSRET R,
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Amazon CloudWatch IEZEEFBE U ZEIEEY . AssumeRole B |, IEHHEEHES IAM BEH
B -

{ $.eventName = "AssumeRole" && $.requestParameters.roleArn =
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
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EE4HE  BEEVESERICRE IAM EERENRK. HPA8EEE Amazon Elastic Compute
Cloud #11T1E8. Amazon Relational Database Service &I E = & B B RS (SaaS) F A, HZIES
FERLAE , MAREM SSH = RDP EREBHAWHE , AWS Systems Manager Session Manager
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MAR L EERERE | URREATRBNER.
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« £/ MFA REBRF FEUE
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« EZWRFIRESR AWS Organizations RIGIEHIBRHN RIT B
« WMAEEM AWS Ik F VR F ISR KB A

o £/ 1AM ZEBERRE T EHHEY T ERERET AT

MRE A
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 BITFEM, EHBENEAELE DIY 15
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
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https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html

ZEXHE AWS Well-Architected Framework
s REEREENRHEER
« SEC04-BP01 5% & Bl #% F FE F #2 =\ Ac &%

RA R 2R AZEE RN EE

AWS REFEMR, FEBEMCERNE  MECREITRARBL B ZEMBRTRNER. 0F
REEWERERAANRIBFE  F2H ERDEESR,

HE ME FRFC R EE

MERARERERARGNER AWS ERNVHEBEABANEBRAN LT XERATRRRNE, AITIRE
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https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security-hub/en-US
https://catalog.workshops.aws/inspector/en-US
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/what-is-aws-bugbust.html

ZETHE AWS Well-Architected Framework

RBUMBEERSHABRRESE &
BFEs

RERRZHEE K KASETEAHRFIRAEREE K BREERBEEAERXNEKEEATNINEMLSE
R, URZERRAEXATEME, RMENZEMWIEIEEER , BTRARNAREER.

BERARAZ2AE (SAST) 2 MEHEXBREEEERNREEN , YRHUTERFERBENR
BY$RR. SAST IEFEWM ANARKEALENCHAREEE , EEWA /XM (BREK, &5
X, URERETRE4) MERAEXRGERG. BEEXB 8T HE R AEE T 247 1E
Fo NIST mEFHARHELREABZE2 I MENLER , EhaFARN AR GEHEN
UEAGEHENABRERITE,

FERBESTELLAE (DAST) FEUERENHFEIE , EEAF LT EARXHTHEETR
2, BEBENENTA. BERARTARGAILFES MELEINHNBERE, ERRHRH

7. BEENEESEREETAS , ZRUUREEAEXABEPNZETRBEREEE, Amazon
CodeWhisperer I X FEE , BEEEEAEN IDE F#HTR LRI, Amazon CodeGuru
Reviewer AT AKX HEAREE, ZLfBE K UREEAEXHZHBHUZRANGER  YRESEER
BRENER.

FAEAELZEWMEMERA AWS HEBAETE | %2 AWS CodeBuild, AWS CodeCommit F1 AWS
CodePipeline , #11733E SAST Hl DAST Al S ZHN B A EEE B,

FEE SDLC #EH T , BV BRZ2EREHETRARRENREBREF, REHELREREN
FRESEMNER  WERMERERBFINRE, ELRHAEXSRIBERANEAENRZS
R, WRHFEBEASTHRBEBENTTHEREE,

BESR

- BEff—3Y IDE. EXNHME , URSERLAEN CI/ICD TE,

- ZE SDLC FWHMENEBESHEHEE  MARARBHNEBEABLASTESENEE,

- ARAEZSHERHEERHEETRSHREEBEAANEESH,

- FAEBCIEHTARIERNGIT , ELTESESRRCHEME AR IDE TREAH Amazon
CodeWhisperer , AR AJ1EE AR F2 A R R A N EBRY Amazon CodeGuru Reviewer , HBIEEA S
EEREESIEREEE,

« f£f AWS Lambda E{TEER , A LUER Amazon Inspector IR ZENENEARRER
o

- AWS CI/CD faT=RME AWS LZE CI/CD EE/E .

BEES 162


https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/about-aws/whats-new/2023/02/code-scans-lambda-functions-amazon-inspector-preview/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codecommit/latest/userguide/monitoring-events.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/aws-codepipeline-governance
https://catalog.us-east-1.prod.workshops.aws/workshops/66275888-6bab-4872-8c6e-ed2fe132a362/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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ITHEERTHEER K , MEBRREEHABETMBENKRE.
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/codeguru/
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https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/approval-rule-templates.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
https://catalog.workshops.aws/sec4devs

ZETHE AWS Well-Architected Framework

ERORER :

- REWERBENEEREETFIREHES
- MEAARCAERRRGREAS.

BUYMKREEBNES .

- ERRTHEBEEHRANZEDRERE,
- AINETHBERERBEAMEZENMEARENTFEHRER.
- BRERBIFWNAGEEEHER,

REVUNSEERKNEARKRESR . +

BFiE5l

RUTREZEASBRNENEAMEMAKREERLEREE. SPCRBAIRREEINETES , M
FEERE-—BANRRE, EETETREATSREAESFTRNAARHERYE. CRZEF BT

REFTHRFBRPLER  REEREFEMNEEGNTE, AWS RF |, 60 AWS CodeArtifact 538
LUEY AWS SER A ER S R REBREEER DN G X,

EETER .

- BEERREESAEY K MASESRRBMERRESITEANRTERS,
- BREFEENFEERMA AWS 1RF HEEF.

- ZEHBLAERE  EEHBITEREEZNEETAR.

- HEBESEEANEHYR. E5  UREBERESSERNRER.

- RATRZEASEREBERTEHAERHERDENHE,

- EHIRHEREETNEMS , BRI RIIBENEERE,

ER
MHENREER
 SEC11-BP02 H Ep{b 7 E 8 5 2% 1 8% 5 4= an 18 B A9 5

MBS :

BEES 168


https://aws.amazon.com/codeartifact/
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- BEReM, R NMBBEMHFBREEZR : Handling Log4Shell

YEEA SR

- ZEREEHEITEIE (GitHub)

« B AWS CodePipeline £ AWS CodeArtifact L 21T Node.js 148 (GitHub)
+ AWS CDK Java CodeArtifact & & | (GitHub)

- 1/ AWS CodeArtifact % &FAH.NET NuGet Z# (GitHub)

SEC11-BP06 AR ERET A N ZA BB 38
SUREUEARGTANETERELIE, WA EARAORBLARIRASTTLAMEBEEIETEHIR AR,
FEHRR EAEERHERERTE AWS Eif L2 EBENEERA, EHEERISFEHENIBELS R,

TIBAENEBHBERESHAGE  BANERERARMEER  MASXKRERE . KE
ERAFEREREETARETENR. EAT-AREAEXRBNRAE , 55 25EBNL
AU EENEXNRRZINSERE , MIAFEEMNEE. ZREEESRZENEREMEARERRE
ZERBEAMBENGT L E. EASENRERREREESEEFPHNER T HERXEHBEM—
38

FERIRER :
s FEHNEBERBELEERE,
s FHHUTHRERERESKRNEEEE,

BUMKSKEEBNES

SEC11-BP06 AFZXFRFT A XNMEHE 169


https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://aws.amazon.com/blogs/devops/detecting-security-issues-in-logging-with-amazon-codeguru-reviewer/
https://slsa.dev/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
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