aws
AWS HEZE

Amazon Virtual Private Cloud B3 1E18

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Virtual Private Cloud E#Ri218 AWS AR E

Amazon Virtual Private Cloud E4#%:#1E: AWS Q&

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
B, EMEIEHE Amazon BEZEMNHXFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENEENAHSEHEENME , SLXHEETEEEMN Amazon , B Amazon EEEEBR , =
B Amazon &8,




Amazon Virtual Private Cloud E#Ri218 AWS AR E

Table of Contents

B ettt ettt a ettt h et a sttt s ettt a ettt e st s e s e s sene s 1
B ettt a ettt bttt a ettt a et b et b et s e enens 1
BT T ettt ettt ettt ettt b ettt oA et et A A e et seae st s e s et et beae ettt e st sene et aesene s 2
HEEEE AMazon VPC JEARIBIE ... ..ottt ettt et e et e et e ea et e e ane e 4
AWS SIE-TO-SItE VPN ..ot e et e e e e et e e e e e s st e e e e e e s annsseeeeeeesnssnneeeeaans 6
BT TR oottt b ettt ae ettt n ettt e ettt eas 8

AWS Transit Gateway + Site-10-Sit€ VPN .......oommmiiieeei e 8
BT oottt ettt s ettt s ettt s ettt tere e 11
AWS DIr€Ct CONNECT ....coiiiiiieeei ettt e e e ettt e e e e e e e e e e e e e s e e nnseeraeeeeeeeeaaaaaeeeesaannns 11
BT oottt ettt s ettt s ettt s ettt tere e 14
AWS Direct Connect + AWS Transit GateWay .............uuuuiiiiiiiiiiiie e 15
BT oottt ettt s ettt s ettt s ettt tere e 15
AWS Direct Connect + AWS Site-10-Site VPN ... 16
BT oottt ettt s ettt s ettt s ettt tere e 16
AWS Direct Connect + AWS Transit Gateway + AWS Site-to-Site VPN .............coooiiiiiiiiiiiiinnn, 17
BT oottt ettt s ettt s ettt s ettt tere e 18
AWS VPN ClIOUAHUD ...ttt e e e e et e e e e e e e e e e e e aensaeeeeeeeennraeeaeeans 18
BT oottt ettt s ettt s ettt s ettt tere e 19
AWS Transit Gateway + SD-WAN FERTTIR ..o, 19
BT oottt ettt s ettt s ettt s ettt tere e 21

AV NV - TSRO 22
BT oottt ettt s ettt s ettt s ettt tere e 23
Amazon EEFAAZERE] Amazon VPC EEEBIH ..o 24
(VO = R 25
BT oottt ettt s ettt s ettt s ettt tere e 23
AWS TranSit GAEWAY .......coiiiiiiiii e e e et e e e e e e e e e e e e e e e et eeaeaeeeas 27
BT oottt ettt s ettt s ettt s ettt tere e 28

F AT S T o V7= 1 (= N | EPERPPP 29
TEEUIRE] AWS PrIVAELINK ....veveeeeeceecee ettt te e e e aneeeeseeenennens 29
BRI oottt ettt a ettt r ettt s e ettt et sene e 30

AV NV - TSRO 30
BRI oottt ettt a ettt r ettt s e ettt et sene e 31

L8 VPN F AWS Site-t0-Site VPN .....ocoiieieieiee ettt 32
BRI oottt ettt a ettt r ettt s e ettt et sene e 33




Amazon Virtual Private Cloud E#Ri218 AWS AR E

BBBIRIRTZEEN AMazon VPC JBARIEIE oo, 34
AWS CHENE VPN ... e et e e e e e e e e e e e e et e e e e e e e abaeeeeeeeansreneas 34

= = - O 35

e gl Y N 35

= = - RO 37

v R 4 = OSSR 38
= = - OO 38

YN A SRR g R 39
= <1152 OO 39
= = - OO 40
TR 41
Bis% A : EXBE VPN SUTTERMIERE HA 2258 s 42
[V N R 42
=1 G TR 44
B o - R 45
= 46
.......................................................................................................................................................... xIvii




Amazon Virtual Private Cloud E#Ri218 AWS AR E

Amazon Virtual Private Cloud E #3218

mE

Amazon Virtual Private Cloud (Amazon VPC) A Z#& F 2 Amazon Web Services (AWS) Eim kY FA
EREtEE  RMUMAUUAEAZTFERN IP thi SSE T EHRBEPE AWS EJR. Amazon VPC &
EFRMZSERE , EMME AWS ERFEREEMEREKER. AXEFRARMETFAIUFERANLE
EEREREREE, HPIFEARKRIREFMKE Amazon VPC S |, AR % @ Amazon VPC
B E A E R Y EARIE IR,

RAREEAREERE T AERRENDEERRBEN TELR Amazon VPC EEE., TRHT
FEBENESE , SUEEBIREZENR , UREREZFRE RS RAINEMGNENERWIE

wE -



Amazon Virtual Private Cloud E#Ri218 AWS AR E

&I

Amazon VPC Rt ZERRERBEMEER , SEREURAL B s BEEFTNER, BLEREE
BIEE A ERR MR HAWS Direct ConnectiZMR AW BH , UK ILE AWS HEAEEEER IR
HOERR. LEA |, BB AWS |, BAILURIEFER AWS RESEHEEEWMARMEFNEEH , £ Amazon
VPC *ﬂ%’ﬂﬂ%ZFﬂs&ﬁ?ﬂEﬁEﬁHﬂ WER. RAREERTUTEE , HhIERRNSEZENSEX
LE® -

- #8EE Amazon VPC E#Ri&

« AWS Site-to-Site VPN — iR 2 37 #1R im il 3% £ M8 E& 5% % E] Amazon VPC HIZ & IPSec VPN
EE

« AWS Transit Gateway + AWS Site-to-Site VPN — R 5 F 2 I {E R in S LR ER1E D
Amazon VPC [Eig#85E F 1B Z & IPSec VPN E#E. AWS Transit Gateway

« AWS Direct Connect-1#iR #AWS Direct ConnectfA i 3 1R i 488 2| Amazon VPC WFAE BEE
EiR,

« AWS Direct Connect + AWS Transit Gateway— &R 88 8 FAWS Direct ConnectFAWS Transit
GatewayZ I R IiH#85E F Amazon VPC [EIFi#EE P RN FAE BEER.

« AWS Direct Connect+ AWS Site-to-Site VPN — $# iR {# FAWS Direct Connectfl AWS #81k ¥iuh
Site-to-Site VPN 23 1= im A8 2| Amazon VPC HFAE INZER.

« AWS Direct Connect + AWS Transit Gateway + AWS Site-to-Site VPN— &R B3 £ FIAWS Direct
ConnectMAWS Transit Gateway £ I {¢= im #8128 £ Amazon VPC [EEH#8 % P ARV FAE INZE
#Ro

« AWS VPN CloudHub— FR B2 M E#RIZ i 20 22 RIHY hub-and-spoke & E,

« VPN $i8— MRAAEEIRMR LA ERiHE Amazon VPC REITHEAEEEHE VPN RIGEL
VPN E#R,

« AWS Transit Gateway + SD-WAN f##R 75 R-FRARBERFIHMEE (SD-WAN) fERTRNEES
DEAAWSE R AR ER M AERMAR , SBEERIRZERE Amazon VPC N EFHAREPER

=,
« Amazon E#FAA EiwE| Amazon VPC jE1E® 15
- VPC $ZEHiE— REAFEH Amazon VPC & IhRETE [EiF A M [E i3 2 B E# Amazon VPC,

« AWS Transit Gateway— FRBAfE A hub-and-spokefE B AWS Transit Gateway7E [& i3 (A 7 5 [ i3] 32
## Amazon VPC,

« AWS PrivateLink— R B3#& Amazon VPC EEHEFAEZEH T EHIREM VPC HREER,




Amazon Virtual Private Cloud E#Ri2 18 AWS B E

- VPN 58— REAFEAESE Amazon VPC ABITHEAEZEHE VPN ez BE&IH VPN
EARIRIE R Amazon VPC,

- BB VPN Z| AWS Site-to-Site VPN— iR EBA#% Amazon VPC B27E — {8 Amazon VPC FHI &
EIEHEE VPN B EEE S — 18 Amazon VPC #J AWS Site-to-Site VPN Z FZ I #J VPN &
RiERE,

- EEBRIKTFEN Amazon VPC E#FiE1E

« AWS Client VPN— 5 BRI AWS Client VPN BB iHFEUEAR E] Amazon VPC,

- BREAFIR VPN— REAXMAEAEEENERE VPN i , KEREiwmFIERE Amazon
VPC,

- XJB VPC-EREAMEFIEKEE VPN B AWS EEH VPN , £ AWS EE 3 £ ERE®MAEK,
- AWS EinEEAK-HRE T 2 EFEYME (WAN) , MERREY, EEME Amazon VPC, &

AP OMERS TREBPERZENSEEE,




Amazon Virtual Private Cloud E#Ri218 AWS AR E

% E| Amazon VPC E #2118

REFRAEEE RS Amazon VPC IRIBRIERGTE N, ELBERERNK AWS BRERANHRESRK
% (PlmEEE, FoRE. T2, ERREMRRK) BEFERA , TERSATMBLEMRE AWS E
Ui, L ARRE HE(RAE A th A] BRI AY U ERAE A IR HER E AWS LREENER , BBREMNEAREER

_*7%0

S ESEERNERERFER IP HER , SEERERETFEEN VPC EfR. M, MREEE

& —HZfE VPC ERE L BRI , FBHE VPC

BCEEE—.

AWS Transit Gateway

AWS Z%& |PSec VPN

1=

ax &

X EFERHNEE

A —HEERAEEEE (CIDR) #E, M2
EiE. EFELE/ CIDR ER , LAHEE VPC /. MEFR Amazon VPC BB

RMWEHMEDR , 528 Amazon VPC B RREZE,
L] EIEELL B2 PR il
AWS Site-to-Site VPN 1318 8 B 48 2% E2 & Bl BEEMFERAREN VPN RRRIEE, 2B
EEF A VPC iwmH FiEMRE A] F M EUR A W BR 4B
AWS =& IPSec VPN B AR
o BEEARENER
- 1578 BT EIE TR T
AWS ZENETAY  yway (mamE
VPN BR#§

)

BinRESAIEE

BRMEE B E 2k BGP (FIf BGP i
(BGP) % Sk /=

2l

£ F —{EE R E

1TBYRERE H BF)

B2 F —{EEIEME

+ AWS Site-to-Site B BBRBHEST R
VPN M VPC WEmmy AWS BENEAA
— = R R A
BHPE L RZURH
5,000 Bk
AWS Direct Connect FEiBFA AR EEE B O] 78 R BN A8 B S B AREEEMRERENAN
A . EEANTERBRMY
b HRE R BT

B%



https://aws.amazon.com/vpc/faqs/

Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

311

AWS Direct Connect
+ AWS Transit

Gateway

AWS Direct Connect
+ AWS Site-to-Site
VPN

AWS Direct Connect
+ AWS Transit

Gateway + AWS Site-

to-Site VPN

ERRM

BB A FRER L2 (B
VPC 9 [E15 38 HEg it
1TTE R EER

EiBFA ARG LT
IPsec VPN E#:

FEiBFAAMRIEEZE
ERLAASKNE
5% 25 1T IPsec
VPN E#F

%% BGP $HE HIEA
B SR A

B F—(EEEMEE

AWS EEB K S A
MR ATER % EEHE
R RS UEM
5,000 1E B¢

5 A TR IR AR BR R RE
RSB RRA

Y& BGP Y& HiER]
¥ A E Al AWS Direct
Connect

ERFEABEAN VPN

RiENRE

AWS SEWN S A M
VPN BR#%

%18 VPN B L0
RERR R B AL R
EBAWE (BGP) B
2 ga gk i Bl

£ F —{EE R E

AWS EENE A
AT RR M R
BRAHiE RS UEW
5,000 1 Kt 14

BR 1

B2 F —{EiEIEME

R ER BN
EEMFTERBRME
B

BREEERITRM
HEER (MRFE
)

RiREELBEALESE
Bk BGP (%IFf BGP it
T E R R B

£ F —{EE IR E




Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

311

AWS VPN CloudHub

AWS Transit Gateway

+ SD-WAN f#RA =

T
[

VPN &

L
fa

ERRM

EA hub-and-spoke #&
# Connect Eiwo 2
A, UBEEXEdfE
10 E R

EIR B E R EE
HaE% |, £ AWS B8
R A8 PR A B 1 A (R
#8E& , Connect =i
PRBHPAE,

BB R AR E TR
REER{RHY VPN &R

AWS Site-to-Site VPN

ERBANEREE
R AWS VPN E#

AWS ZSEN S AH
VPN AR#&

¥ BGP 3% B
B R 8 STk

SEEEZK SD-
WAN &, EmRHNBE
ABE

B R R 7 R EE
AWS E4£RBES.

XREEZH VPN i
. EmMNBEABE

TEEFEENER

BR 1

MEBRIEE, SEMEM
o] A EUR A #E PR A
B

EREEEN D 2 E
mE B BB ERHEEN
REBE (NWEFE)

S SD-WAN &% 1#
M E7E Amazon VPC
H,BUNBEEEEE
BN HA (B
FAH)o

BEEEAFE VPN
WEEBE HA (5 TH
M) RAR (NESE
)

Amazon VPC 2% 1B B ERHEE RN Amazon VPC 2B IPsec VPN ERHIEIE 1T

& AT 7R o

AWS Site-to-Site VPN



Amazon Virtual Private Cloud jE#Ri2 18

AWS HE &

AWS Cloud

Amazon EC2

Availability Zone B

Private subnet

Amazon EC2

gateway

AWS Managed VPN

LUES

AWS Site-to-Site
VPN

MNOTD

Internet

Customer Network

——=

Client Mobile client

IPSec

Customer
gateway

8 O

Server Server

BRERNA AWS EEH VPN iwE% , HFIZERER VPN ELE AWS inH W BEBHEEMRER
E , ﬁﬁ%]ﬁ%ﬁﬁﬁﬁtﬁiﬁo

ERLEREEMXEYSBZEMEHEREERS , LESTUE VPN EEREEHFENRERE W
T BT

AWS Site-to-Site VPN



Amazon Virtual Private Cloud E#Ri218 AWS AR E

_;é;f-];'l- - -i Customer Metwork
B .
& 5| vee 5 B D

o T L ______ | —=
Availability Zone A H

Client Mobile client

e IPSec VPN =
a | D

| | AWS Site-to-Site VPN Customer |
gateway i\ Cuslomer-managed
Iﬁl i internal routing and
: \._ i ! failover

|

|

|

|

I

I

I

|

|

|

| )

e e il |"u"|rtual F*rwate T Internet |

Availability Zone B | oatewa EI
- I
- I

I

I

|

1

I

I

I

|‘% Private subnet

LLLLL

LLLLl

TTTIY

TTTIT

Amazon EC2

AWS Site-to-Site VPN IPSec VPN

Customer
gateway

i1bidl

LLLLL
TTTnY

TTTIT

5 B

Server Server

Amazon EC2

Redundant AWS Site-to-Site VPN Connections

RUBENFERE®EE K SELCRARELEEEN, BREKAMLH BGP $HEHIE , £ AWS MiE
R BRI HEN. EABEKRE , Bt LiE BGP BEETEERHEBLIER. BENE

B () , YXEEEM AWS 2BNRRERE, FELEE  BEERA BGP &, IPsec #l BGP T

RERHXEEHBENERAEBEELEE LKL, R A BRI IPsec F1 BGP TERER,

H& R

« AWS Site-to-Site VPN A &5/
- EEREEBHNER
« FiB Amazon VPC AIE N Z ERERE

AWS Transit Gateway + AWS Site-to-Site VPN

Hib &R 8


https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#CGRequirements
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#DevicesTested

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Transit Gateway & AWS ZEN S ATAMENTEREESBKRERPIE , AR EE VPC MIEF
#8%% . AWS Transit Gateway + VPN £ Transit Gateway VPN K¢ , RETEIRHARMEIBAMRE
#% Transit Gateway Z B2 I IPsec VPN E#RHIRIE , 1~ EFf R

AWS Cloud
____________________________________ ;
E Region i Customer Network
E VPC attachment ;
O
—=

Client Mobile client

Amazon VPC

VPC
attachment

i TN
VPN TJ, \ﬂ@
AWS Site-to-Site L — =

i VPN
P Internet Customer
AWS Transit | gateway

Gateway

Amazon VPC

8 O

Amazon VPC 1 Server Server

VPC attachment

AWS Transit Gateway and AWS Site-to-Site VPN

EFLAER A AWS EEMN VPN mEBEFEIE —EEFHNZE VPC, MAEEREARANEE SR
Amazon VPC W Z 1@ IPsec VPN Eig , FZEBFEALH*.

AWS Transit Gateway th X BW HE) ZEFE R EREER , UWEEATLE VPN BRHEEHENRLE
BE T ER.

AWS Transit Gateway + Site-to-Site VPN 9


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Cloud
T —

____________________________________ )
E Region ! Customer Network
; VPC attachment i B

= D

Client Mobile client

Amazon VPC ~
PIMA TN IPSec VPN %
| 5 —
VPN i

VPC attachment | AWS Site-to-Site VPN Customer '
C\\ attachment : gateway i Customer-managed
E T I i internal routing and
VPN \_ - : failover

("\ |
Amazon VPC AWS Transit atla::hment .’ Internet | :
Gateway i @I

AWS Site-to-Site VPN IPSec VPN

C\\ : Custpmer
VPC attachment ; gateway E| E

Amazon VPC ! Server Server

AWS Transit Gateway and Redundant VPN

REBENFERMRIEE | OZEETE Transit Gateway VPN IPsec Ktk LM TR ARE, BHRER
MfEA BGP & , £ AWS S Eimin M2 MR HEA. FABERKE , BHALE BGP
BEEHPEERAGEELIER. BERNEE (EF) , YXEERN AWS ZHNRAKRERE, BE4EE B
& BGP K , IPsec 1 BGP T{EMBR#M L AT MENFEAERERE LKL , Rt XHREMK L
IPsec #1 BGP T{ERER,

=18 VPN ER , B LLEER] 1.25 Gbps WENZEMNEY 14 EEHI. KL Transit Gateway &+
B VPN EREF , B FEARSERASERE (ECMP) iH , BBEEASZE VPN BERIMEESH
VPN 8, HEM{A ECMP , BF X7 VPN ERPREBEIKRA — EAFERMHETZE ECMP,

LA, BATEATE AWS U Site-to-Site VPN EZFRRUA 1D, M0IE VPN EREEHA AWS Global
Accelerator i REREHNRBEKRHIZREZFFEREN AWS HiRt, BUUFEALREBERBRE
FERNARREREREERERTRERENREPE ., RBEREE Transit Gateway B VPN E#R S
SEME , FEFR

AWS Transit Gateway + Site-to-Site VPN 10


https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Cloud

S
_____________________________________ <

Region i Customer Network

S

i —=

I‘El - Client  Mobile client
@ Edge Location

i : AWS Site-to-Site

! - VPN m

\ VPN

1 : —-_— )

E Amazon VPC AWS Transit AWS Global Internet Customer

: Gateway ! Accelerator Local ISP gateway

i i

E VPC attachment | El El

i Amazon VPC E Server Server
| |

Accelerated AWS Site-to-Site VPN

&% , BN IP it , £ Site-to-Site VPN E#[E B AWS Transit Gateway X% IPv4 # IPv6 K Eo
HRANAENT :

+ IPv6 EX# VPN EEM AP IP it AWS imBHEISAER IP Ut 2 2N F IPv4 uiit, BFEE IP L
HFERNA IPv4 (3t

- WEEHIEA VPN EETRERERXE IPv4 M IPv6 RE. IRENESNERTELHBET , LE
&4 IPv4 7 IPv6 BRI FEK VPN BE.

H &R

- RJERE VPN K

- EFEE

- f#/ Site-to-Site VPN
 JIE Site-to-Site VPN E#R

AWS Direct Connect

Hib &R 11


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/your-cgw.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/working-with-site-site.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/accelerated-vpn.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Direct Connect F] R RFRE L R AT EPEMEE —H 2@l VPC HWEHER. AWS Direct
Connect AIFEEMARE A, BINAEWIXE , WIRMHALEBRMERERE —BNWRAKER, SERERE
% 802.1Q VLAN , @ AFAAE IP #hutE#E] Amazon VPC FAAE i, VLAN EREENE (VIF) #17
RE !’d‘\_ﬂ«/{"“* BETREEN VIF

« REERRE-E AWS DHRRHELENBIRFP O, PLENAERECBEILEE,

- ERERAE-EERPLO, BLOEREIMFEERKEZE AWS Transit Gateway BV EEE, &KE
B E L EARIBIE??7,

« AREHFE-E Amazon VPC BRELEHNER B O, PLERNFHAERECHELLTER, T
E &R T A VIF WER,

AWS Cloud
~

m Customer Network

1
[
¥ =
[
! : Client  Mobile client
i | i AWS Direct Connect 6???')
P ! location =
E i Amazon EC2 @ i Private VIF m} m{ AWS Direct Connect/T\
[ 1
| ! i U v 802.1Q W
—f---------------- Virtual Private Direct Connect Customer VLAN Customer
Availability Zone B gateway router router gateway

@ Private subnet

8 B

Server Server
Amazon EC2

AWS Direct Connect

& A LA AWS Direct Connect FITE TE#: AWS E#R ) VBRI AWS £EENRXER , LB
EE B Connect R, ERALRBEFIMETIERE Connect AWS it B AEIE ( PEIBRI ) o MW
16’37&%“1&%5‘575:&1? BRI LA WAN RIS HERS M A RBRRFE P HITIRIE | #88H AWS Direct

Connect i B BRI {8 B8 B 572 — 18 AWS Direct Connect fZ &,

£ AWS Direct Connect , B EMBEE RV EREE :

AWS Direct Connect 12


https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
https://aws.amazon.com/directconnect/locations/
https://aws.amazon.com/directconnect/partners/

Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

ERER , AR ER AR ERRE —FFHRB, STLETE 1.
E. BAREE

Connect E4REE R /0,

MAERNERAERECEHBRILFERER,

R

o /B

ﬂ% R 50 JKEE4S R 10 Gbps Z BHYEEHRRE

AEEEZ , HhEE 2 KBKELSH AWS Direct Connect S1EB M2 I B2 IR 3

10 5% 100 Gbps K EIZIEE
BEEEBHTEFTHSE AWS Direct Connect BREAE |, 18D

®7E AWS Direct

o &RIMET

AT A ESER 2 3 Y E AR LA K AWS Direct

Connect BERER AL, HAERFIHEUABTRECHANWBERERPHESIERHSE, AWS Direct
Connect
HRERER , St FEREGEERE (LAG) £ — AWS Direct Connect Uit B8 Z EiE 4
B UK EMRAE—NSEEER, RRZTWUEHEMNME 1 = 10-Gbps ER , AREKEZME 100-
Gbps E#Z-

EHRETER S AT A B AWS Direct Connect ,
Connect 58 T EHRMBIES| , BEIEREERF D,
AR ER, TERE TS EEERBRENEH
AWS Direct Connect B &,

AWS Cloud
e

Amazon EC2

i
1
|
—,—
| AWS Direct Connect
1 1

location

&)
=

AWS Direct Connect F
(_

Virtual Private
gateway

Availability Zone B

Private VIF

D

BRI E A H M AWS Direct Connect 48, AWS Direct
MAETRETHAERECHE AWS BV SEEM
. HEh R {E AWS Direct Connect E4R4& 1F ERERE

Customer Network

! internal routing and
failover

—= B
i AWS Direct Connect Gﬁ:} ] ) )
i location =¥ Client ~ Mobile client
1
[ s
! AWS Direct Connect
! D @ (_9 ,,,,,,
i | Private VIF W 4 802.1Q VLAN \ !
i : Direct Connect Customer Customer
H router router !
:: gateway | Customer-managed
(BN
T
I
[

&

Customer
router

@ Private subnet

\d

Cust

N

Direct Connect
router

802.1Q VLAN

Amazon EC2

gateway

- 8 0

Server Server

TL88 AWS Direct Connect

7R

/I_r\

AWS Direct Connect BRERIEN T INZR, ¥R 10 = 100 Gbps WWERAEE ,
( MacSec ) fEAIMZRIE, B 1 Gbps HE/NHGELR , WU LEER EHEI

VPN BE

AILEA MAC 21
, E{EEE

AWS Direct Connect


https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_toolkit.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_toolkit.html

Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

EZETEAWS Direct Connect + AWS Site-to-Site VPNFIAWS Direct Connect + AWS Transit Gateway

+ AWS Site-to-Site VPNE&i#,

Hep—@AEEER AWS Direct Connect £ Direct Connect & , ER—E2KIAMNER , AfZ&E
#3218 Amazon VPC SETREEIHE AWS tREHNE@mEE, tEREAFER—EFLE VIF SE
B VIF EEFE SN VPC &R FEIE , #£MR4> AWS Direct Connect B2 , W1 TNEIFIRo

AWS Cloud
T
E Region

(&3] AWS Direct Connect
& location

@l Private subnet

Customer Network

&
=1

I
Virtual Private
gateway

Amazon EC2

AWS Direct Connect Gateway

i::t ] Private VIF| /7T /7 | AWS Direct Connect

j ]

i Amazon EC2 Virtual Private KJ W 802.1Q VLAN W

i gateway Direct Connect ~ Customer Customer
i | router router gateway
i [ T

- [ . AWS Direct Connect

E Region ' | Direct Connect location {‘i?‘b

i ! Gateway

: | AWS Direct Connect

- e | D—D D
! : Private VIF L N 802.1Q VLAN \.

i @ Private subnet Direct Connect ~ Customer Customer
! ﬁ @] router router gateway
i

& O

Client Mobile client

| Customer-managed
! internal routing and
failover

8 B

Server Server

£ IP {HtJ5E , AWS Direct Connect BN HE R E IPv4 # IPv6 BGP T1EMSER , LUETEHE

%,

o FAAFEE VIF IPv4 SREEEH AWS EEW IPv4 it HIEERE

70N

HEHE

Ht &R

« AWS Direct Connect &5/
« AWS Direct Connect EE @
« AWS Direct Connect & 28

FXEH /125 CIDR,

MIfztit, ¥R\ A VIF IPv4 BGP
BB EEEENE—22F /31 IPv4 CIDR (RIBEXESR LR CIDR E#R),

- WRFIEERM VIF IPv6 BGP HWZEHE , AWS 215k —EE&E%x

Hib &R


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

« AWS Direct Connect B T ES
« AWS Direct Connect MAC &M
« AWS Direct Connect fii&

« AWS Direct Connect X E B #

AWS Direct Connect + AWS Transit Gateway

AWS Direct Connect+ AWS Transit Gateway , A {E# VIF Mt Z Direct Connect Fi& , F&RHB
BEEABBMASAERERZEARSEPAKHSERE, TERETR 7T EEIIMERHES.

AWS Cloud
T m Customer Network
Region |

i
i Transit Gateway D B

association —=
Amazon VPC -
: Client  Mobile client
) E (fﬁ') AWS Direct Connect {?ﬁb
AWS Transit | location =
Gateway
| Amazon VPC | i AWS Direct Connect
! ' </ . Transit VIF /\{ O} SN
F I ~ U 802.1Q Kj
Region i Direct Connect Direig St:a:nect Ct:;ﬁ:;r:er VLAN Customer
| Gateway gateway
i ! Transit Gateway
i association
Amazon VPC 1 E El
! 1
1 i
AWS Transit | Server Server
Gateway
Amazon VPC

AWS Direct Connect and AWS Transit Gateway

A& AWS Transit Gateway SRR EHHE , AISHEBEESFH VPC BE |, # Amazon VPC BH
RREEESE—MELE, hERARUENEBLETERERE Amazon VPC BB 2 BMVER , EMkE
KB R A, EIMNEEEXE , Wik BB RRERE - BREER,

Ht &R

« AWS Direct Connect E &5/
o EESEMEE AWS Direct Connect
o EEBRNE  EES/A 1 Gbps WFEEERE AWS Transit Gateway

AWS Direct Connect + AWS Transit Gateway 15


https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_toolkit.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/MACsec.html
https://aws.amazon.com/directconnect/locations/
https://aws.amazon.com/directconnect/partners/
https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-dcg-attachments.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/lags.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-sub-1-gbps-hosted-connections-with-aws-transit-gateway/

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Direct Connect + AWS Site-to-Site VPN

A AWS Direct Connect+ AWS Site-to-Site VPN , #& A LLA& AWS Direct Connect E 28 AWS &
EH VPN R A RESMFEA. AWS Direct Connect AF VIF EEEHNMERMAE AWS EIR (51
I AWS uhEE RS VPN in ) BBV ERARKER. BVERKERR | SRR EEERN
Amazon VPC E#FAEREN |Psec E#E. T EIFRHLEIE,

AWS Cloud
~

VPC : Customer Network
@ Private subnet | D
{::E - = B

IPSec VPN
) (\-_\) Client  Mobile client
Amazon EC2 Virtual Private | AWS Direct Connect ?T?
gateway | location =
| AWS Direct Connect
nary Sy (o AN
. E’ Public VIF \ /) \ ) “U
E Region AWS Site-to-Site Direct Connect ~ Customer Customer
router router
VPN gateway
VPC
Private subnet El El

| IPSec VPN
i:E @ — Server Server

1
Amazon EC2 Virtual Private
gateway

AWS Direct Connect and AWS Site-to-Site VPN

L fRR T R end-to-end Z£ IPsec BN ERREEEENESHNEENRES | RHLABREE VPN
EARE — BB 8. AWS Direct Connect BGP E#R T/ERE R & 7E AWS Direct Connect B2/ #9 2%
HBEZEBIELAVIF £, 5—{@BGP I#ERIFERBRISEERIEFIEHE IPsec VPN &
BB RCEEL,

Ht &R

* AWS Direct Connect

« AWS Direct Connect BN E
« AWS Site-to-Site VPN {F A& Er

AWS Direct Connect + AWS Site-to-Site VPN 16


https://aws.amazon.com/directconnect/
https://aws.amazon.com/vpn/site-to-site-vpn/
https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html

Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

AWS Direct Connect + AWS Transit Gateway + AWS Site-to-Site

VPN

£/ AWS Direct Connect+ AWS Transit Gateway+ AWS Site-to-Site VPN ,

1=

0N

£ Amazon VPC R ABEMEFSER X EHES 2B end-to-end IPSec HNZREAR,

BRI LA A AWS Direct Connect 28 VIF |, £EERRKELEF AWS EIR (a0 AWS uh B ¥k 2 VPN

mE) CEEVERAMRER, BULEBERcR BB IEY IPsec E#E, AWS Transit Gateway

T ERREALRE,

AWS Cloud

1
i Amazon VPC

i
i Amazon VPC
|
i

{ﬁb AWS Direct Connect
location

IPSec
VPN
e o el >
E’ Public VIF U \J
. . Direct Connect ~ Customer AWS Direct
A\gi;rv::';ﬂ | AWS ?fllt:?l:lt o-Site router router Connect

VPC attachment

AJLLEIBA A B AER

Customer Network

— E
Client Mobile client

~

—1>
A
Customer
gateway

Server Server

AWS Direct Connect, AWS Transit Gateway, and AWS Site-to-Site VPN (public VIF)

AWS Cloud

Re;i;n

| Amazon VPC

Amazon VPC

Customer Network

"""" =1
| AWS Site-to-Site D
VPN
—=
Client Mobile client
AWS Direct Connect
|IPSec location
1 VPN
- PR B @—) &—
< Transit VIF = Jd
" i Direct Connect Direct Connect ~ Customer AWS Direct ’
AWS Transit Gatowa router router Connoct Customer
Gateway y gateway
VPC attachment El El
--------------------- Server Server

AWS Direct Connect, AWS Transit Gateway, and AWS Site-to-Site VPN (transit VIF)

AWS Direct Connect + AWS Transit Gateway + AWS Site-to-Site VPN


https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/vpn/site-to-site-vpn/

Amazon Virtual Private Cloud E#Ri218 AWS AR E

EXEEECER , XA IPsec VPN EREIE — EiHH Z{E Amazon VPC HIR B EHIEKR , &
ERERAEERZE , URIEBMAMREE VPN #1THA S BERATFHRONEIEERN — BB EERE
2., BGP I{EREBeFE AL A=EEH VIF £ HEF AWS Direct Connect MEEHEEZHEENL., 5 —1E
BGP T ERERSFREKMHEZEE IPsec VPN EE £ AWS Transit Gateway BRI AR BRI,

H &R

« AWS Direct Connect E# R

- XIBFIE VPN K

- EFEERBENER

- B Amazon VPC AN EFHEEE

« AWS Site-to-Site VPN — EFF.H IP VPN AWS Direct Connect

AWS VPN CloudHub

ELRFEIRN AWS 2B VPNIBE LETEE , B lEAZ S —ERLE S —EHELEHA AWS
VPN CloudHub, £ —1{EIf&EEH#Y hub-and-spoke & £ AWS VPN CloudHub i&1T , &8 LAfE VPC L
FERAFLTER VPC, IREEZ B R ANRENBERMERER  WHEERSLERHAE ZBER
FESBDEREEFER B AREE K AR hub-and-spoke = |, SBFEHA I F %,

TE# R~ AWS VPN CloudHub 2818 , EFEHEERTEBHE AWS VPN ERBHZRIBMA 2B
MR HRE,

Hitp &R 18


https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#CGRequirements
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#DevicesTested
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Cloud Customer Network

IPsec VPN % E| E

Customer
gateway

Customer Network

© B E

Customer Server Server
gateway

Customer Network

e D BB

| | Customer Server Server
R i gateway

IPseo VPN

Amazon EC2

o~

[ ol il =\ Virtual Private
Availability Zone B gateway

@l Private subnet

Internet

Amazon EC2

AWS VPN CloudHub

AWS VPN CloudHub EFA EE ZE% FRIEH Amazon VPC BRI ERE , BEREEHEAK —H
BGP BEXR#MMmIE (ASN). EiRE AN IP HEFESER, ENFESEBH VPN ERLEEERE
B (BGP HIE). ELRABGTERRAENESTHETE BCP HE , LUMEFE IS H o A0 H bk
BEEER AR EE R ER.

H &R

« £/ VPN Z i B > EiR it 2 2818 CloudHub
« AWS Site-to-Site VPN £ & {55

- EFFEEENER

+ EiB Amazon VPC AIENEFBEEE

AWS Transit Gateway + SD-WAN R 5 R

BRERNEFSBE (SD-WAN) 7] ARER T R {E@mARE (Hlans ARRMERK. MPLS BiEm AWS &
B) EEERPL, BAEREIHAERE , UREBBEGRYE. EARXERRBRHERE (QoS AWS
Direct Connect) R , BB N B EEEZAEAERNRNBRELHNRE,

Hib &R 19


https://docs.aws.amazon.com/vpn/latest/s2svpn/VPN_CloudHub.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#CGRequirements
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#DevicesTested

Amazon Virtual Private Cloud E#Ri218 AWS AR E

MREHEAEMOMRAE  BABEERPL, HLEHAIHAEREFEETARSTE AWS 2BEHET
WA, FBEMLLGE. SD-WAN SRS R EB SR Mt EEER RN BEME.

FE&TER SD-WAN #35% B2 AWS HYERREF , AWS Transit Gateway RIEZES AL A TRRN EEHE
HEE AR | LLEE VPC M SD-WAN #88&, Transit Gateway EEMHREEEF | % SD-WAN
EM R mMRIEEE AWS B, mit—K | S o UERHE SD-WAN IEXZE AWS |, ITAEERTE
IPsec VPN,

Transit Gateway E#R M 42 8 — kA E (GRE) , HER VPN EiE , TiRHESHNEENE, ©
e R MBS (BGP ) #THERA , YEREREFERE. ERUTHLAEKERET , RERKHE
B EER AR, I, ©E Transit Gateway R EEENESWIEBLHMERAE. MHEBRMEEE
EAENERRHERERE,

1 P E B & SD-WAN #B4&EE K F Transit Gateway B | BERMEE RWER, £—EE# SD-
WAN #83% 1Y R B R B £ AWS REY VPC H, A% , BRI LER VPC MtH4EA Transit Gateway
By B 7 B 42 1 R FE B £ B A Transit Gateway 2 B4 | T BFT R

AWS Cloud e T Corporate datacenter

SD-WAN overlay El El

Server Server

1
Connect VPC i |
| Availability Zone A : 7777777777777 ! Branch office
: - E AWS Direct
| I%I Public subnet Virtual Private | Connect (\b EI
: gateway ! T_J,
[

I
I
I
1
I
: I
H:E : E Internet Client
I
I
I
1

VPC attachment

connect |

attachment | Third-party !
i AWS Transit ! virtual appliance Internet !
' Gateway | gateway E Branch office
B— S =
! i
i !
i VPC attachment i @ C—=

E_______________________________________________________________________________________________i Internet Client

SD-WAN connectivity with AWS Transit Gateway (virtual appliance in AWS)

HE , BB SD-WAN REERMERE AWS , MEEFMBENANERLE. BaLIER AWS
Direct Connect EREAE R KB I Transit Gateway EZEMH , 1T BFTR.

AWS Transit Gateway + SD-WAN f#R 5 % 20


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-connect.html
https://docs.aws.amazon.com/vpc/latest/tgwnm/what-is-network-manager.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

aws
WS Cloud (E—

______________________________ .
Region i m Customer Network
i attacl en i

& AWS Direct Connect EI
ﬁ' location —=
! atechmant Transit VIF P (\b Client
I3 ) ) il —T
2 N NI =}

Amazon VPC

VPC
! C\_ attachment
;

|
i Amazon VPC i Direct Connect Customer i
AWS Transit | Direct Connect o con pa AWS Direct Customer corporate B
Gateway Connect atewa
Gateway 9 Y SD-WAN
C\ device Mobile client
VPC attachment
Amazon VPC

SD-WAN connectivity with AWS Transit Gateway (Direct Connect as transport)

£ H Transit Gateway BRI , FEE—EEEEE .

- BRLIERAENRERIE L2 ERMH A,

- BHRERAEENSARE GRE BIE , o sefE FIEMRM & Transit Gateway B EE M EEBUR
B, RESEFEH BGP RE , TR THRKAEFNRERERE,

+ Connect ff#F T X B RERKH,

+ Transit Gateway BB 4T E S GRE BEMNRZAEES 5 Gbps, SHESR 5 Gbps AILAE
BEMREH Connect Fi#F#Z1E Connect ¥#% ( GRE B ) L EHHRMNAIRRER,

- BEEENRZ T XENME Connect B,

+ Transit Gateway E#R# 73EiB BGP (MBGP =% MP-BGP) ¥ " EBAMEEM KX E IPv6
MEREER HES

H &R

- EHREHEEENY
- ERMEE
o EREMLE ;3 AWS Transit Gateway Bt SD-WAN E4iF

Hib &R 21


https://docs.aws.amazon.com/vpn/latest/s2svpn/VPN_CloudHub.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://aws.amazon.com/blogs/networking-and-content-delivery/simplify-sd-wan-connectivity-with-aws-transit-gateway-connect/

Amazon Virtual Private Cloud E#Ri218 AWS AR E

VPN & g8

Amazon VPC ZEiBE R iFMAE M Amazon EBRFAAE IR T HAITHEEE VPN RIEZBEI VPN E
1 BLREAETiHTESEE Amazon VPC BN MR, NREXLEEE VPN EENME (THRES
TERBEMERFAB G T Amazon VPC VPN fBRARZENFERE) , ERFEHILEE, TH
FERILIBIE,

AWS Cloud
"

Customer Network

]

Client Mobile client

Availability Zone A

Public subnet
EC2 software
VPN appliance
Private subnet
Amazon EC2

/B8 Site-to-Site VPN

i

QD>

Internet Internet Customer
gateway | gateway

A O

Server Server

LU URZESERHNRRRAREHNERRRKPETESE | EEHBCELEHE Amazon EC2 L
MITRVERER VPN RMB. BRTILEEFEZI  CELFAEEEERREARKE , SFEE. sHEXNA
Ko

EEE , HAEE VPN RIB1EE — Amazon EC2 BT L#1T , Rt AT EEMERETFEIA
AIBERVEE —HER, MEHMER , FSEEE VPN FITEEAME A - B8 VPN SITERMN SR
HA ZRiE 2048,

VPN Z# 22



Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

H &R

« PRMM VPN 5R1fE AWS Marketplace
o HEMfEN-ER ASA E#EF VPC EC2 #{T{E#8 (IPsec)

- BN SE VPC BIEE EC2 #11T{HE (IPsec)
. BififE-#52%{E VPC B2 EC2 11T{E 88 (SSL) iE#

Hib &R

23


https://aws.amazon.com/marketplace/search/results/ref%3Dbrs_navgno_search_box?searchTerms=vpn
https://aws.amazon.com/articles/8800869755706543
https://aws.amazon.com/articles/5472675506466066
https://aws.amazon.com/articles/0639686206802544

Amazon Virtual Private Cloud #4321 AWS AR E

Amazon EEFAAEwmE] Amazon VPC E#:# 18

BB ERZE Amazon VPC BE R E AN ERMRE  FEASLRER, IRERAZ2M,
RE, ZEERHEFEIARFERERMEZSME VPC , MEEERME Amazon VPC ZEEE AWS
IR, LI EER. S TUEELENERMIXRE Amazon VPC EREEBESHER , LEUEE
i AE RS M Z 8 VPC Ky 34K,

SHHERASE VPC EAEES 1P SEK | VPC 2B VPC ERSE, Hli , MREEEERE

%18 VPC , R ESE VPC #ERE 7T H—WEERMEMEEAH (CIDR) #E., Hit , RFRBLHE
E— E{E FEEH CIDR EH , LUHEE VPC /. EHRI Amazon VPC BBE MR H it

B , 5528 Amazon VPC B RREIZE,

i2I1E EdEEY] B3 PR i
VPC & HE AWS £ M{E VPC 2 FFAAWS SEMAE VPCHERELXE
R A A B AR A RBRERERR EHBHERRKR
Ho
LU AEEEE
AWS Transit Gateway AWS & VPC 2ty AWS ZSEMNSTHAM  Transit Gateway ¥%&
[ 320 14 B FH 2R IR AR o] 5 R M AR A BiEESEFRRERAR
EISEKTPIE K &%
AT R4 5,000 1B B4
AWS PrivateLink AWS FEANEREE FAAWS ZEWEE VPC wmERKEE
M1E VPC 2 ERHYN EHEERR RAREIE RIS
B ELR AWS [EiF
VPN &8 VPC 2B BBHEE  HZERE VPN KE. mEEEARE VPN
BEBHN VPN EF EmMEAHE HEEE HA SRR AR
(MEFTE)
EeHEERE
VPN #{T{EE T eEe
B8 VPN F AWS HERMEE VPC 2B AWSEFENSTAM LEESTAHEER
Site-to-Site VPN # VPN E#R ERMAELR VPN E  #E VPN RHEHE

R

24



Amazon Virtual Private Cloud E#Ri218 AWS AR E

e 155 FA 251 E R
TESEHMAEEN  HABRAER WEE
VPN B A1 & )

ZXEBRERMANBE VPN HTERTRES
BGP HEMMBER  HAMERASE

IPSec VPN & E
EEAR AWS &
VPN

VPC ¥ &£ H &

VPC BHEHEEREMME VPC BHBHEER , RFTEAEME VPC WAA IP i ETIRE , BIFHR
eI AR, EANEBECH VPC BRI VPC HEER , NEMAHEM AWS tRFHH
VPC 21, VPC HEHEHWXEREEHSE,

ERAESRE VPC HEEENREBKEREELIKAWS BBRE L, MAKETESFHATRARMAE
EMRADE RiREREN DDoS WBFHEEN

VPC i HiE 25



Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Cloud

VPC Peering 1

Amazon VPC 2

Routing Table: . Routing Table:
VPC 1—-local \VFC Peering 2 VPC 1 — peering 1
VPC 2 — peering 1 VPC 2 - local

VPC 3 — peering 2

i

|

|

| Amazon VPC 1
i

|

i VPC 3 — peering 3
i

|

_____________________________________________________ -
Regign VPC Peering 3

1
|
1
Amazon VPC 3 i
Routing Table: |
VPC 1 — peering 2 |
VPC 2 — peering 3 i
VPC 3 —local i

1

VPC-to-VPC Peering

AWS £ VPC IR B EMEREREY VPC BHER  THERBEERNERTER, Bt , eNFeg
# VPC 2 BB ABENEXNMEREMARRE, Wi, BEALUFA VPC BHEK, ZEFHENS
PR AR R E R G L TR BT RSN A VPC HEER

VPC 1% HE 26



Amazon Virtual Private Cloud E#Ri218 AWS AR E

Amazon VPC TX EBEEHE K EXTEELIEAFEAE=E VPC EAERAREEHENRE
VPC, MREFLEFTE VPC £/ VPC HEREHITEN , AIEEESE VPC 2B#EiL 1:1 VPC ¥
ZEF, HE , BRI LUERAAWS Transit Gatewaysi AWS Eig WAN i 5 48 5% &8 H 4.

VPC B ABimH FERERFZE IPv4 F IPv6 RE. BER , MEME VPC WEE IPv4 CIDR E#R
B AIEEHE  MAREANKE IPv4 5 IPv6 CIDR B A[. MREITHE VPC 2BEER
VPC & E# | A E CIDR BHRIERIE VPC B , FERIE — &,

H &R

« Amazon VPC Y& H &
. {TEER VPC Y& HE ?

AWS Transit Gateway

AWS Transit Gateway —E S A AMMAERNVEREE , ARESES hub-and-spoke BN [EIFHH
AWS VPC BEHifARE, BEXH VPC REZEEE Transit Gateway Bl A FERHE &M VPC, £
AWS Transit GatewayH Bz & IPv4  IPv6 &,

B LARIAZ{E & Transit Gateway HBHZ*, BBAN{ER K EE—@ "& Transit Gateway, H[E
BRE, BUURE—EENEETRANKAAE PINEENIFLEERE) , RS LR HMAEELIRE
LLiEER.

& AT LARI A Transit Gateway B BY hub-and-spoke 2848 , £ ZEH AR , SIARERE, N
H VPC imEFE , SUEIB NAT FESR NAT SiiTERBHRE. EBEPLABLERE VPC FE
BELERNEMM  FEERE AWS WEAEEBRUEEFNZEE,

S FRE R AEMERE AWS BEARTRE AWS EBEZBHELLEEE, AWS Transit Gatewayii BB #E R
BESLRAWS BBEL K MEXKEFTEERLAHBEERAE  EMRPE RREKREMN DDoS WEZE
BEEN,

& Transit Gateway EB KEM VPC , A[%EiB VPC 1 HE | R EEMN VPC £ VPC BIAEE ,
WMT B R,

Hib &R 27


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

Amazon Virtual Private Cloud E #1218 AWS AR E

sl AWS Cloud

Amazon VPC Amazon VPC
C\‘\ AWS Transit AWS Transit C\‘\
Gateway Gateway

Amazon VPC Amazon VPC

AWS Transit
Gateway

AWS Transit Gateway

MEEHERHEEN IP RENEFEEE , B LU Transit Gateway B2 H 2 # 2] Amazon
CloudWatch A& Amazon S3, RERFERZEREREERZAKE , Bt TS ERKEE
Eji_uo

HiE R

Amazon VPC & Fi&

S0 B8 B FE B A

£ A 38 FE

£ Transit Gateway RFZC 850 Sk R R E

HiER 28


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/working-with-transit-gateways.html
https://docs.aws.amazon.com/vpc/latest/tgw/logging-tgws.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS PrivateLink

AWS PrivateLink Al &% 8 VPC HFAE IP #hhbEIETIE & AWS RIE. BHEM AWS IREEEE
IR (BAERERE) LR ENAWS Marketplace S EB AR, NHEIREREREE VPC REI
B , FH VPC FBEFHEMEBENERN IP it, ERR VPC 22 H#HETHAEEIRYENFEL

AWS Cloud

E Consumer VPC Service Provider VPC
@ Private subnet @ Private subnet Private subnet [%I Private subnet

@ AWS PrivateLink
»|O0=D -
IIIII "‘jn -IIIII

PrivateLink Endpoint Network Load Balancer Amazon EC2

AWS PrivateLink

MREEREERLE P itE AWS B PR et R Mt VPC RENERYE  RMIEREEALS
. HE , B VPC EFEE P #hutlF , AWS PrivateLinkig @ — R IF R SE 2.

AWS PrivateLink5e £ 18 IPv6 , BABRAHIEH B it VPC, VPC T#3E&. Network Load
Balancer #1 DNS B seFFEHE, FAELLRFEHE , IR REHELEFEA IPv6,

FHU= 4] AWS PrivateLink

BB VPC T AR EM IP (it , E#%E VPC REMY N HIRH, EXRT VPC Z£&E
A] A A R s R Y AR B A I

BYNERMRFERISR | R S s B, mB BRI HIHL AWS 88 (AWS IRF. 1AM
ERENA®) ATLER VPC b R 17 B R IR TS

REER — BN ENBEREE SR, B2 , &0 RS R BUR,

IHBRTEBEEIEN IAM A EBERSRBISEBEK (H120 Amazon S3 REFETEEEK), MREE
AN EiREEEZS Amazon S3 , B A[FH Amazon S3 FEEFEBERREFI4E EREHISE VPC Y
EETENEE.

AWS PrivateLink 29



Amazon Virtual Private Cloud E#Ri218 AWS AR E
HiE R

« JTE VPC ifi% % () AWS PrivateLink

» VPC iminEBR#E () AWS PrivateLink

« EBEMXE : &8 PrivateLink BRI Hix Z AR IPv6 A
- BERNE EEEEEE P SENMER

+ AWS PrivateLink® £

VPN & g8

Amazon VPC REMERIRHEM, ETEEMERNZEHKE VPN RiE2BEILE VPN BEREE
B, MERZE VPC EEFE AN ERIL AR , UESE VPC PHBTREETERAILE IP it
E|EEEIRE, ERREFRAREN VPN REBHEFEE VPN ERNMIRE , 2R ERWERE,
LIRIEfE R IEE T SE VPC (VBB EE , SMEEKE VPN 5k BrVE~R.

Hitp &R 30


https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-service.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
https://aws.amazon.com/privatelink/partners/

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Cloud
3

Availability Zone A

Public subnet

|
I
I
I
I
I
L1111 |
|-
I
I
I
I
|

Availability Zone A

Public subnet

LLLLL

- -
e — pr—
- =

LLLLL
TITIT

-
LILLLAL

i I !
1 1 ]
: 1 |
i I !
| I :
1 1 ]
i | I
i | !
1 | 1
: ] |
: 1 1

VPN | ! EC2 software :
! ﬂ : VPN appliance :
1 I
: : |
: 1 ]
: 1 |
i i !
! I !
1 1 ]
i I I
i | !
1 1 ]
i 1 1
| 1 I
i | |
i | !
!

-
LILILILAL

!
i
i
A
I
11
Y
U
!
11
|
i
) \F;:Nz soﬂl\.ﬂare . ﬂ
i
b appliance
L
N
11
i
|
b
il
|
A
b
11
|
H
h

Internet

1
1
1
Internet @l .
' ! Private subnet
Private subnet :gateway gateway .
_11111_ 1 -11111_
— e | - p—
i E I i F
T 1 i
]
Amazon EC2 I Amazon EC2
]
|
]

Software Site-to-Site VPN VPC-to-VPC Routing

LA RZESERHNRRRAEBHENERRRTETRE  EEMHEELTHE Amazon EC2
LEITRERRE VPN &R, BRTIMEE A  LEEEEERREARKE  2FEE. gHEXNA

o

=

R BRI VPN SREEE — Amazon EC2 #1T{EEE L #1417 , Rtk st SR MA@KRRETHEIA
AREMVEE B INE, MEFHEHMEF , FFSE M8k A : B8 VPN T EEN SR HA 218,

Ht &R

« VPN 5&{i A f’f AWS Marketplace
. BiiEN-#5%{E VPC EEE EC2 #1T1EEE (IPsec)
o BN -EZE VPC B EC2 #1718 (SSL) iEiE

mh

HtER 31


https://aws.amazon.com/marketplace/search/results/ref%3Dbrs_navgno_search_box?searchTerms=vpn
https://aws.amazon.com/articles/5472675506466066
https://aws.amazon.com/articles/0639686206802544

Amazon Virtual Private Cloud E#Ri218 AWS AR E

g2 VPN 2 AWS Site-to-Site VPN

Amazon VPC 2t T#E& AWS & VPN B8 VPN BIEAEM | BUEREZE VPC, EBLERET,
BOLAVEERE VPN EREBENERAERECZEEILLZELH VPN BE , #SE VPC FHHTERE

ERREEAFAE IP ut BASERE R L, HHRIBEE — {8 Amazon VPC RERAERALERE , UKRS —{E
Amazon VPC # 8RR #E3% BB F B8 VPN RieWMEE , W TEMT.

AWS Cloud
"

Availability Zone A Availability Zone A

| s |
I | | | B
i : I | : ! i
P | | | P
1 5 | 1 : | 1
H Private subnet : i : Public subnet o
i: JRiTiTy I i : JRiTiTy | i
Pl 3 - : i I p—1 E Lo
i: e I IPSec ! : e 1 i
i | Amazon EC2 | VPN i | EC2 software Do
b | @ i : VPN appliance o
[ 1
W\l | I i ] | L
s it | Virtual Private | Internet ! . | |
{1 | Availabilty ZoneB | gateway | gateway | G| Private subnet | || |
- | | : ! L
i - | ! : 3 - |
i : Private subnet : i ! : - : : !
V! i : : i | TTTTT P
b 1 E | i E : Amazon EC2 o
i : T : i i : : i
b Amazon EC2 | ! | 6 L,
b ' i | :
i —————— | ;

Software VPN to AWS Site-to-Site VPN VPC-to-VPC Routing

AR, WERGTEEMIERGTPEIARNE - HER, NFEHMER , F2H Kk A - 888 VPN ¥
TEEH S HA 2R,

B8 VPN E| AWS Site-to-Site VPN 32



Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

H &R

« VPN ERfm Al # AWS Marketplace
« AWS Site-to-Site VPN {# &85

- EFREEENES

Hib &R

33


https://aws.amazon.com/marketplace/search/results/ref%3Dbrs_navgno_search_box?searchTerms=vpn
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html#CGRequirements

Amazon Virtual Private Cloud E#Ri218 AWS AR E

B8R iR 7 E Amazon VPC EiR1EIE

EBERRERFIR VPN, BAUFAEKE, EEEZ2NBRBEREERHRFIERAR  FREM}
BHRE AWS EEERDIEERER. LZREEEERANESRTEZERAERNREERPHLT , HiE
ARETEENRBRRFIBERERZRNLF,

O] UGB o8 X BB A BE Bl Amazon VPC B4R IBIEEHIBIEE ST —#E , WAmazon E#EFAERKET
Amazon VPC #2218 22 3 BB R in g M2 E VPC HRR.

TRER 7 ELRIFERNERMERH,

JE-SL:] 55 FA R4 R PR
AWS Client VPN AWS ¥tAmazon VPC AWS ZENSATAM ERR OpenVPN AF
MBEAEENZE AU ERMRE i
RInEE#ERE R
A Fi% VPN HEVPN HEREEFE XEFEZHNVPNE LEEXEREBER
ElAmazon VPC Fl/=t . EmABEAHE RRF R
A R A8 B B R OR 5 R
EEEFEENER

AWS Client VPN

AWS Client VPN 2 AWS SENSTTAMNTERHRYE K XEZ2NEBRFEFN. CRETER
B FEiw# Amazon VPC 2 ET T4 TLS EiFHEIE | UMEBBHEKREK LTS FEE AWS ERMER
BEE |, MTEMR.

AWS Client VPN 34


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html

Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

AWS Cloud
~

Availability Zone A

Private subnet

Amazon EC2

. B

@ Private subnet

Availability Zone B

Private subnet

pg .
3
)
8
3
m
Q
N

@ Private subnet

AWS Client VPN

AWS Client VPN Remote Access

=% P i Al AR =£EAR AWS Client VPN |, B BJ AR5 =7 OpenVPN f Fif

ERFSORIBETHORE.

H &R

« AWS Client VPN EXE Ei5m
¥ e A Puw VPN

TLS VPN EI

—=
Client

(R

Internet

TLS VPN

Client

, EB A A B #5048

BRI RZESERFNERNREBHENERBRRFETEES , EEHHEELWE Amazon EC2

L HATH IR IR BUEIR 7T R

#,

o BRI REIZEHRFE Amazon VPC L2 E LB TR ANE
AR EIR @@@%Riﬁ-ﬂﬂ AWS ERMTIGZEE , 0T EIFFTo

Hib &R

35


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/what-is.html

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS Cloud
o

i |

i T [ I i

. Availability Zone A | |

[ | | :

N Public subnet ' i

i : LiLLl : i VPN

P! - — ! :

P 1 e | , —=
K T | ! Client
- EC2 software : |

! VPN appliance ; . T I

i | : :

: | 1 :

| | Private subnet | | Intternet i —

= | gateway |

! | = - | i Internet

i - - 1

i : . : i VPN S—
11 I

i A EC2 i

X masen | i Client
P! | :

1 | |

Software Client VPN Remote Access

RingFIFRSZEN XEZEAFPKRIORIBER (BEZEEZSMRE) , X HASIE Amazon
VPC HRMFEEN S MENEEBRRA R (FAED — @R E Amazon VPC #1E) & |, fiin
Microsoft Active Directory s Et LDAP/% X & & 3 BB IR =R,

LEAEEERRFIHE K SREAEEE, A8, SHEANAR, ERRFIMARSREE -
Amazon EC2 #1T{EEE E8ITH , ILARFTEEMBRGTPEIATRNE—HER. NFEEGER ,
25 Hisk A - B8 VPN SITEERMN S HA 2248,

3

APk VPN 36



Amazon Virtual Private Cloud E#Ri218 AWS AR E
Hi &R

« VPN ERfm Al # AWS Marketplace

- B VPN FEUA AR ES RIE A PIIERD

HihER 37


https://aws.amazon.com/marketplace/search/results/ref%3Dbrs_navgno_search_box?searchTerms=vpn
https://openvpn.net/vpn-server-resources/amazon-web-services-ec2-tiered-appliance-quick-start-guide/

Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

i@ VPC

BA bR #: 58 VPN

RETRER | BALUE AWS LBV £ KREREK, S VPC RIEESEDIHZI

By VPC MiEimAAE , MBI £REREa D ONERKE, S8 VPC SEfLAKERE  YSAEE

W ERZE VPC M

S L

1= Uiy

W AT R ERE. TERAL

=
AaXalo

AWS Cloud
—T

AZ

gateway

Virtual Private

IPSec VPN

IPSec VPN
IPSec VPN

Virtual Private

gateway

2

Virtual Private

gateway

Customer

Network

Transit VPC

BR T 7 VPC MR EMEE < BIRHERNVERIRH | It

Other Provider
Networks

BREHETREH VPC BESERNBHR

B, flEEMREE BNMERMCUERFE S EENANRRERBIHERRE, & VPC K5
TARXEEENEARS , SIMFALEHE, LRERMBIRSE AWS £/,

Hb &R

* AWS Transit Gateway

- EAR SD-WAN F B8 BRHE{LE 8000V AWS Marketplace

Hib &R

38


https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/marketplace/pp/prodview-rohvq2cjd4ccg

Amazon Virtual Private Cloud E#Ri218 AWS AR E

AWS F i A %

AWS Cloud WAN 2ZHEREH 2 EEEHME (WAN) , BEESNBERIER | UE—ENERF O,
DX HBER AWS %, HARBTLUEIRE H[ERN 28 Transit Gateway BiE , B B2 KB ,
{8 Cloud WAN 2 RNENEEL. PRNELESEDLE R HAETNEESRPKRTRT  THRER
MR OB BE BURHE1TERET. Cloud WAN #1738 T BBt VPC Kk, BEXAMEERNEPXRESEY

L
Beo

BORBEEENEEAZESRE , ARERER. AWS EFRE , UKHHRIAMHEERER, EiB
BOOMEBRBUR | B AR FER S AR EM BV SE , M AWS Cloud WAN RIS BRI 18R 18 RE S 4
E#o

Ei% WAN £ AWS Network Manager FEE |, AIREEHEENRELE AWS tRF, EHMBRISER
EMVEMNER WAN & OMEE M Transit Gateway #85&. Network Manager IRt ZEERIRRE MR |
Al B MR MBS KRNI EEm. —EEXRIRNEIE -

- R E A EEREERER (PN E, EENMYE) FENE,

« {£H E CloudWatch vents iBft 15 B BRI ER W ERTHRE , BLRESRBEREONEE,

- BEREHBEREEHERRVESHER,

 EHFERRNXERENAENRESR.

Transit Gateway 1 ZEiwm WAN # 725F VPC MR EFBLEZ B EFIELR. Transit Gateway Z[E15
HRERPE  HREDB AWS BiFHEE, REEEACHESENBREARSRIEAECHED
LHNEFME , R&REEE. Cloud WAN RBAEEZBRAERSKMAR , YEREEDEEER
THHER,

AMEIR

« CNE (B 0BE245) SH#AZE Transit Gateway 451 |, S 1E VPC MM EIZEE,
- ZiREEMARZE IPv4 F IPv6,

- BETER WAN K& FZEAWS Direct Connectfff#f, &ZEAWS Direct Connect#&Et Cloud WAN £
A, BEZEH Transit Gateway EIZZEAWS Direct Connect@i& , A% Transit Gateway HEZE
Cloud WAN,

- BREFFZSEENAEBER  FEBRLERNARLAFRS @R  SUUEETRERE,

AHEE 39



Amazon Virtual Private Cloud E#RZ 18 AWS A&
EE3 AWS Cloud WAN Core Network Gore Notwrk Potey E__Elﬁ Atachment E
| n Region F Region P Region I v F E
,_ Development —| T :
Producton o T-N |
. | m 1
' !
| Shared Site-t0-Site VPNs :
Connect .
(SD-WAN) '
Core Network Edges (CNEs) '
AWS Cloud WAN
Hih &R
« AWS Eim EEMER X4
o EEMEE : AWS Eim WAN F1 AWS Transit Gateway BB M EBEMHER
HthE R 40


https://docs.aws.amazon.com/vpc/latest/cloudwan/what-is-cloudwan.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-cloud-wan-and-aws-transit-gateway-migration-and-interoperability-patterns/

Amazon Virtual Private Cloud E#Ri218 AWS AR E

e

AWS Rt THFZER. TL2MNEEEE , UEPEEKERMEE Amazon VPC BER TS FIA
AWS, AR EFRHANBRERNE T EFRARKIBSERMIEHZE Amazon VPC BEEH — L
BEERBENER, SUNAEALERHNEFARBEHRNEZYTERETENERREMSRSENH
# , EWEARRENERVENREVEEMTE.,

41



Amazon Virtual Private Cloud E#Ri218 AWS AR E

fffdk A - BXE VPN ST EEN S/ HA 2218

AEEE VPN HTEREY T2 EM VPC ERR , FERENRESE VPN SITEE UK ERHNTE
8, TREEEEE VPN ERM R EME,

AWS Cloud
~—

i VPC E Customer Network

| 1

Availability Zone A | i D
1 | :
1 1 1
! Private subnet Public ! ! — D
1 (5 I :

| |

! 1

subnet . . _
Client Mobile client

h

h

| 1 N | i
K {:E {:E ﬂ\ ! i

! i EC2instance VPN monitor EC2 software \}\ E VPN e

i VPN appliance | @—. — T¢ AN
i ! 1 —_—
N ' ==/ vpN -

E: Availability"Zone A T Internet | Internet Customer
i | gateway | gateway
! |

@ Private subnet

- = 5 A

!
EC2 instance EC2 software ! | Server Server
VPN appliance i

S PEEEE VPN HA

BBEH VPC BERRER/BRAAFE VPN H1TER , FERKKRE —ETAEEPAE 7K
FREERZME TR RSP ER VPN $TEE. K&, 86 VPN BTEESNSALAEETH
EE RV EITEER R VPN &R,

VPN E5#z%

EERERNEMMN VPN & , ZARI2—{E VPN E1R828, VPN ERBRETEHIT VPN Eig
TIRNBTHTER, WHTERSEHTMEERE VPN ERA VPN HITERBMMEE, R VPN
TERSUERTE  ERSMLEAFL, RIEREFHRKRE VPN HTERE  ARbLERRERZIHE
B 7R EMIRHENEFTR VPN S1TEE  EXMEERBEEEEFERL BHREFERETHE
B, AWS BuIMEERERERERHTERBNRBIEE., T8 , £ NAT HTEE 2 EEA HA B $EH)
ESRUUMEAAKE VPN SITEREY HA SRS RNER . BMEBEEBLENFEHBERE
OB , WAE VPN ER KM ER B BISERIER,

VPN E&#% 42


https://aws.amazon.com/articles/2781451301784570

Amazon Virtual Private Cloud E#Ri218 AWS AR E

b5k, A LAER Amazon CloudWatch $51REE#2 AWS 2 & VPN BIE , EEEZFREHR VPN REHN
ERRBES RN ESRY. 28 VPN ERSMERERERERER , YK HEEMHE Amazon
CloudWatch, ELERAREERBEREMR, BBIE Y BELEIE.

VPN E&#% 43



Amazon Virtual Private Cloud jE#Ri2 18
BREE

ANHHNERME S

AWS A&

« AWS ¥ Support EREMTEF&KE Yu

- BRERBEIES, AWS R REE

o AWS R T REBHRS REEHERKEHE Steve Morad

- BRRAREBED , AWS fRIRTT REEET

« Fiona Armada , AWS R REBEF R REBAED

- BPHRE RUE-FEMN , AWS R REBNRIBRERBRS REBED
. EfB-BR , AWS 1% Support ERFHMERTIME FKE

44



Amazon Virtual Private Cloud jE#Ri2 18

AWS A&

MAFHER

HRWI AR O R EEMNVEA , FBFTB RSS HE.

ARECE#H

ARECE#H

REEH

ARECE#H

DU

#rig AWS Eim WAN H
Transit Gateway &3 i i
H, EHMNERMER.

¥718 AWS Transit Gateway #
AWS Client VPN &8, EHH

EEHEM VPN RiEN 5 A
PR E A

EFTEEEGEE. BEERU
TERET/ThEE : B8 VPC
B$Z Connect #8B3F1. AWS
PrivateLink

Amazon Virtual Private Cloud

EERECH M,

B

2023 4 HA5H

2020 65 A 20 H

—o—/\f—H—H

2014 7H1H

45



Amazon Virtual Private Cloud E#Ri218 AWS AR E

=

EFREEHANHTNEFABITETEILN G, A4 : (a) EHSBEZR |, (b) KRBEBIW AWS E
mitREER K NMABERFZITEA , UK () THE&K AWS REKBLTR. HEMIREANEM
AEEIRE. AWS ERSURBU "R, BE , TREEFAARSIERHER, TRIMKEF AWS
HEHEFcETHERR , B2 AWS @ 2R , EAXHAE BN AWS BERF B2 AR —
B0, BIELRBEZE R,

© 2020 Amazon Web Services, Inc. REBHRL%E., REBFAEHET,

46



Amazon Virtual Private Cloud E#Ri218 AWS AR E

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

xlvii



	Amazon Virtual Private Cloud 連線選項
	Table of Contents
	Amazon Virtual Private Cloud 連線選項
	摘要

	簡介
	網路到 Amazon VPC 連線選項
	AWS Site-to-Site VPN
	其他資源

	AWS Transit Gateway + AWS Site-to-Site VPN
	其他資源

	AWS Direct Connect
	其他資源

	AWS Direct Connect + AWS Transit Gateway
	其他資源

	AWS Direct Connect + AWS Site-to-Site VPN
	其他資源

	AWS Direct Connect + AWS Transit Gateway + AWS Site-to-Site VPN
	其他資源

	AWS VPN CloudHub
	其他資源

	AWS Transit Gateway + SD-WAN 解決方案
	其他資源

	VPN 軟體
	其他資源


	Amazon 虛擬私人雲端到 Amazon VPC 連接選項
	VPC 對等互連
	其他資源

	AWS Transit Gateway
	其他資源

	AWS PrivateLink
	存取控制 AWS PrivateLink
	其他資源

	VPN 軟體
	其他資源

	軟體 VPN 到 AWS Site-to-Site VPN
	其他資源


	軟體遠端存取 Amazon VPC 連線選項
	AWS Client VPN
	其他資源

	軟體用戶端 VPN
	其他資源


	交通 VPC
	其他資源

	AWS 雲端廣域網路
	須知事項
	其他資源

	結論
	附錄 A：軟體 VPN 執行個體的高階 HA 架構
	VPN 監控

	貢獻者
	文件修訂
	聲明
	

