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ZBE Amazon BYER{EE R WorkSpaces

HHMRBHE : — o ZZ&FXRKA—H ( XHEFT)

MR

AABRERRTHHBN —HREMEE, WorkSpaces AR EREMREE, BB RFERERFE.
Ze2M | AR ESREER .

AARBEVREREFDMEEER , BANERTEM,. BEIEMIRETEM,

ISRl

Amazon WorkSpaces 2 EF N —BFEERHEFTER®E. Amazon WorkSpaces RBR T ERE S I E
FRERNLEEHHENERE  XEBFER Amazon Web Services (AWS) iS55 H (CLI) SFEFFE
AREXENRETRE AP) RET , TRHMESHEEE. AWS Management ConsolefEFl Amazon
WorkSpaces , #&8] LA1E 444 82 A B E) Microsoft Windows 5 Amazon Linux £ , IR M{EEEES 7R
SMBI/NBEEZS, IREREMEZNFRNESEMERE, ST

- {£F Directory Service : JEEN B $%EE8 (AD B ) , RO FHAAWS BRENATITE
Microsoft &) B # ( AD Connector ) o

- BENEHERE AWS Eiw,

- £/ Direc AWS tory Service Microsoft AD B Simple AD B2 S EEHE & , LEBEZNERERN
WorkSpaces.

- MARIPHBREIRFTER RADIUS fEREFEEL AD Connector MFA , A& ). WorkSpaces

BRI AR CLI % API #% Amazon WorkSpaces BV # 2 B 811t , iE 71 & WorkSpaces #& Amazon
SERENHBIERED,

ATZLER , BRT Amazon WorkSpaces [RISIRMEHNBSNBE MBI |, BET LA
WorkSpaces. /&2 B A X## WorkSpaces "E2M% 1 — &,

BRI AERBEENAIBEBIE | Hli0 Microsoft RIFEAF U AREEE S (SCCM), RMmIEEDR Ansible
KERARRXBBINEHN. WorkSpaces

LT &SR AE Amazon KIEEMHE A WorkSpaces., REABRBHEELR. RBBBREAAERNE
B, AR ERE 0] LUfE A IR LR 1E A Th B

BE 1


https://aws.amazon.com/workspaces/
https://aws.amazon.com/console/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://aws.amazon.com/directoryservice/
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WorkSpaces &3k

Amazon WorkSpaces FRIEFEEZE =BT RERTHZPE :

« WorkSpaces i FimEFER — WorkSpaces X & Amazon WA FIREE., mSEHKBERA LY
WorkSpace,

B A LA BB AR B EARGE (PColP) EAFmMNEAEKEITER, WorkSpacestFE AJ
REEMNFE , 552K Amazon ERAK PColP T/ Fim. WorkSpaces

- ARBRFERFIIRESHRARERM Directory Service WorkSpace-Amazon B WorkSpaces BJEEAWS
B #%BR#% F Microsoft AD —2fE ., &R LAHEIREEBE AD RIBRE5EE AWS Directory Service ¥t
A , L% & Amazon HEMNBEEHAEEAER WorkSpaces.,

o BHEHAHIT Amazon B Amazon E#EFAEE (Amazon VPC) WorkSpaces — Amazon S} B ZE A HE

EmEF#EKE , BAS{E AWS Directory Service ZBE Zitb[F 2 w1 WorkSpacesZPEHR HEEM
1B+ 8%,



https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
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MREE

18 WorkSpace #PE2#E A 3R 3 T R4S E Amazon VPC 1 AWS Directory Service Z#HBH, FiE
AWS Directory Service Z# (B2 AD. AD Connector 1 Microsoft AD) #8E E /M & T #H% F sEEE

BEFHRBHFURTENTARESE (AZ). FHEEE Directory Service BE K A | T2 THKE

EEMLAMEY, Fitt, TRV ESBREEBZE , BULXREERN FRBERD. EEIFBERKZHE,
BTHERETSISEE

- FEEEFE WorkSpaces iR | BEEZ D ?
- HHNERRZD?

- REERMNBLERNERE?

- BHEEZ D AD B8 ?

- BHREIRFNAME ?

Amazon EERBEEHREBEIMENERERENFAESNRBERERCHEREDAC, BELE
EZRHFEFEERARIIERNEER  SLERENERREEN. EEENEAEACTHEESE
FA AWS Directory Service, BB FEIRHIEE., BARMN VPC 22 FHEARERMRFIFER, S8

™ AWS Directory Service EBEFEAME 78 , WiEHREMNREERZEMR WorkSpaces B
BHME FRK. Bl e Ll ERAERZEFAE WorkSpaces E{##ZE AD Connector &£ A |
DEEREEEMFA, E —REAERSTUHEEH WorkSpace A R EE BT,

(® Note

=18 AD EREEERETBBE AL E Microsoft AD, &ERI AL Ihae 5 EAEMBMEN (OU) , &
24787218 Directory Service , IS ERERBMAZE,




ERBHY B £ 3% WorkSpaces AWS HEH

VPC %5t
AEREFEE VPC Ml FRB XD, RERENREME , LR BHEBRERFTHELE,

AT 2% Amazon %5t VPC, 7M., 28, BHABRRNRERBFEEHEE (ACL) REEZREN
—LE15 | Bl WorkSpaces EZAI LBV IER. T2MNZREER WorkSpaces RI% :

« VPC — HEZREEFEE2H WorkSpaces HEMEAEEH VPC, FEHEEK VPC , BB
WorkSpaces BiBfIEZRETRRACEELENEENRZLER.

- B& R — =18 AWS Directory Service EBHEE—¥H 7K K X THRRESE AZ 2BREHESE
AT A B SR 9 3.

« FH#IEE K/ — WorkSpaces B B S ZEBHBE | WuRESEENMER VPC H AWS Directory
Service , B LMY A TREM VPC FHElEH, —LFEEE .

o FHEBAPRKAN  EEBE, LEZA future WIERBHEHNZME.

- BULATEZENTEMEHAEERRTEMEHE AWS Directory Service, ZEMBHHESERAE
Ff WorkSpaces B 8245 E AWS Directory Service &0 AV EH,

« BT LAE % 1B AWS Directory Service 1 AR FHER AN B TEE,

&t VPC B |, SBE B future WETE], fl0 , B seBZHWERTH |, IO ERAKR. BEHEEXE
Ef[PRAFL AD = RADIUS MFA fAIfRgR. ES%E VPC BRETHREEMATA IP it , A LES
Ko

BR VPC R R F B R/ NORAIBENEZEEE | 52 re: Invent ¥R Amazon.com H1AIEBF|

Amazon., WorkSpaces

ARG T TH

BN EH WorkSpaces EMEE MR ANE (ENI), —EEEMAENTE (etho) M—EETEMEBNE
(ethl), AWS FHEERRNEREEAFIRERKIENTE. WorkSpace AWS £ It EHYFA
B IPuuEE, EEZRREBHEEEE , BB LETIAIE WorkSpaces VPC BFAK RS L H
I FAA AT 3 ZE R,

MESEEEFERWIAE IP EEFE |, 382/ Amazon WorkSpaces &

WENAE 4


https://www.youtube.com/watch?v=kawZBGCLBJU
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
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® Note

Amazon WorkSpaces R H BB EERR A AR EZELYN VPC A , MBAZRELELHN
ERMAAEZERPRFEEMHEFESE Amazon EHEE E NG (Amazon EC2) #1T{E# ID AWS
Management Console (552 BFigure 5Figure 6, FFigure 7)o T8 , BRI LA EEE A BRR
MEREEMBENE (ethl) WL MBFHERE. SERENEEHRAEE WorkSpace 5t
ASZHY ENI Amazon EC2 BRELEEF ., ¥ Amazon HI KB Z88 WorkSpaces , BEEEIB
LTARBEBZEZR , AWS Management Console S8 0 ENI EiZE,

i

=
JILER

—

& A LA Amazon WorkSpaces REZD RAMBEEHR TS -

- EFImi%{E#A Amazon WorkSpaces fR#& < BRI RE.
« Amazon WorkSpaces R E FBEREZ B HRE

T — S RE R T

A F iR &% WorkSpace

wBEHNE (BEXBRIER) , 1T Amazon A WorkSpaces Fif i 4 B #8 & F #8 [B) Y W B 1218
EHRZE Amazon WorkSpaces fR#5. P FimfE FEREERE 443 (HTTPS E#Z18) REVSFIERFE M TI/ER
ERERIE R , M IEIEIE 4172 (PColP HiZE) , ARFEAEGEREFBERAGE (TCP) MEAEE
FEBAWE (UDP) fERE | LETHRERPRELENRBREMRERE, WorkSpace M {EE#E
B FRERKCBNE, EEE 43 RERARRBEN TERERENR , XEA TLS RNFRE. BEH
TRREE A AES-256 (Ut in® , AFikEEethoz BEVIEEA WorkSpace , EiBHBREE, BUJUAER
XHHN—Z 2 BPRIESEA,

BMERM PCoP BRMENRERERERERENSEED P SE, B UGEREE 4172 £
B R 2 RRHI L R E AWS SR EENFEREEREBSERMNEEE 4172 LNBHRE , 5
EREATEMER Amazon B4 E AWS [ElEl, WorkSpacesINE IP SiE MMM B/ RERTIRD
552 Amazon WorkSpaces PColP & IP &E,

Amazon Al WorkSpaces FinE B RENRERERE, HEAEREFETRAFtMNRBESTE
BEAERFATANREBE RSB FEE, TEEREHANBKRERR , IEBRERAFIHE LA
Y [HEE%] SRIFEL,

i

2l
()]


https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-workspaces-pcoip-gateway-ip-ranges/

EBE K B EMCE WorkSpaces AWS B EH

'i¢ Network X
@ Device connected to the network.
® Device connected to the internet.

® HTTPS connection established to WorkSpaces
service in EU (lreland).

@ Connection over TCP Port 4172 established.

@ Connection over UDP Port 4172 established.

@ Round Trip Time is in healthy range.

1 : WorkSpaces A Fi% : fERE

£ FA & EiB1R i Directory Ser WorkSpaces vice 2% (BE2HE L FB&) FiIEABHEMWEAENR , #®#

HHAFIRBE Amazon [RIEHER. BAEALEB HTTPS EIZEFEEIH A Amazon WorkSpaces
RISH S HRFERME, WorkSpace A% , Amazon WorkSpaces [RIEH BB R EESEHREE XD

B8 WorkSpacet B3 BRI 45 E AWS Directory Service &1,

AFiR#EEZE WorkSpace 6
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f5lan | /A8 AD #2855 | AD Connector AD Connector #5558 ER E#EX E AD IR , ™ AD
BRIE AT BE L RN EPERB S AWS VPC ., INEFHMENR , FSEARXHH AD DS HEZRHI—&. AD
Connector T EREFEAREEN L MATC K EEMEE Proxy, Et , AD EiZ[HAEHF AD RS
HIIEARAE 1. AD Connector B3 S AEERER Y AD EIEZRREZRM DNS [ RES IR E BEAR 2| H{E
AD Connector,

WMRIBIELEMEF AD Connector , S BEE B #% LA MFA |, BI21E B SREEBRE 2 5IME MFA
Token, IR MFABFBLRHK , FAENZAEARTEEHSFTE LK AWS Directory Service,

—BFERAEBBRE K BRRENSHBFERERIE 4172 (PColP EEIR) FiB AWS RRFEZ.
WorkSpace TEBE TEREH , MHEFEIB HTTPS XPTERBRIEBEN. BRREFARERESE
VPC i WorkSpace (eth@_t WorkSpace) LKIZE—1E ENI, {ERRFEEZR ENI WBEKRERBER
AWS, INRRKREFRBEEEE WorkSpaces it ENI FUEAR K , EE 4L CloudWatch B4, MNFEFFA
B, F2EAAXHEN T#EH Amazon E#E 2%, — CloudWatchff,

Amazon WorkSpaces [REMAFinz BMEENENEIARGRTBNEE, AHAEHAEESR
FE8E  BIEZEA WorkSpaces FimBa#& WorkSpaces FifE AWS i [& 2 B FIREERE (RTT) 4
A 100 E® (ms). BEBRT , EZWRE LK WorkSpaces BEF BT E R 1 [E T E| WorkSpace M
FHRE, ERIEE Health BB S E A 1#H B A EHESRZE Amazon WorkSpaces FRIEHI & {E AWS [E
o

VPC #9 Amazon WorkSpaces AR#&

e Fim B EEE#RE S WorkSpace WRAB) B RRER , WorkSpaces Al Fin @B NEREIERILAE
£ (VPC WorkSpace) #J Windows = Linux £E¥ & (8 Amazon) , MENEREXERREEE
SEOEMR. #BIA WorkSpaceethl = EE MM T E (ENI) A EF % VPC RN BB M TER
A E (DHCP) BR7 (& 2k B B2 AWS Directory Service HEIH F#BE8) IBRETH IP ik, IP it
2R WorkSpaceF £ £ &BHA WorkSpace, VPC ##9 ENI AT LA fZE VPC RIEMER , AR
IRERER| VPC WEMMEEE (&R VPC Y& HE, ERE VPN AWS Direct Connect E#R).

ENI 324858 &R ZEVREBUR A T 5% 1Y 3% B = M AWS Directory Service A EFFEREN
FEk LT =M EHE WorkSpace , AR 8154 ENl W E R 28 E, B ABEREER AWS
Management Console = AWS CLIKZ £ B EFIBEEYE VPC B ENl, NEERRLMEENFHRE
F, FSEEHLEMEE WorkSpaces, ) BRT ZE B2 , BETWUEEEN LERARTH 8
BIBH K f& WorkSpace PR &% VPC A& IRRY B 7 EL

BEREFE A DNS AREE IP T2 RNBEBERERE DHCP &#1E , ELREEBHENRERS
EREE , AREELHFTE K DHCP EIEIE is Amazon £AK Amazon VPC, WorkSpacesii

VPC #9 Amazon WorkSpaces BR#% 7


https://clients.amazonworkspaces.com/Health.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html#DHCPOptionSet
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¥EFEE% , Amazon Virtual Private Cloud (Amazon VPC) £ AWS DNS MR 2 & B $%IRF DNS,
£/ DHCP iRIBE B ARBEEMN DNS ZBMTAMAEE DNS BRBAMBHEE— , TEERARE
WorkSpaces , B A U HENBEREN TN ETEEHIHTER.

£ DHCP #IER , BiE#H EC2 HTEREA XL , EA WorkSpaces DHCP EIEW AR E MW
BEE=ER .

- £—{@E5RIZ DHCP ;#15 DNS #&E S MIEA. BEAH WorkSpace ERAHMERE N EFRE
DNS & , YR A [MinEZ DNS i) A [ = DNS EBiE] #BEH [MinEZEMERISE DNS
5] #EW LEREWS. WorkSpace #k#85% , AR E#H AEEFMA AWS Directory Service 5%
ERY DNS i , X 2 MEFBERY DNS B, Ak , MR EFEAW DHCP BEEHEER DNS B
BTRE , ©ASHE NI E R 2 EmAEREBEAY WorkSpaces,

- B-EERER , B Amazon WorkSpaces IR S B 5t HEY| S5 7E B K2 H1vh IP itk |
WorkSpace it A& EMFZER DHCP #18 DNS IP,

HE , BULERE Route 53 FABFEEEH U EREN 2 E] DNS ;R , ¥ AEH Amazon IR
WorkSpaces REUSE E R DNS i, ME/FMENR , 528 VPC FES DNS EFEAF B &1
AWS JBEX Eim DNS EIE,

(® Note
KRR/ DHCP BIBEEAZE VPC i , SEZEIEH WorkSpace HEEFHEE IP &
. BEEEMEE | BRI LT ipconfig /EFHHNEFEEVPC FEVEST WorkSpace 2 B #T
DHCP BB, MREIEFEMFEA AD Connector 85 , W EHHELR P A ut/MBEIZRFIMEH 1P 4
Ht, BIAZEREEZEEH. DomainJoinDNS WorkSpaces B&E1EIB GPO #TIEER/E, L&
BEREHY BR X BHKLM : \SOFTWARE\Amazon\Skylight, ISRk AD E#Z25H DNS RE ,
AN EHMILREG_SZ{E , H VPC DHCP ZIEH BT S EHMILL 8,

AEKE "AD DS SE=RSG, —HPNEERT HENRERE,

WP , Amazon WorkSpaces FRIS S8 558 E DNS f## 47 B Sk eV @S &luh 1P (it |, 28
DHCP ZIEEHEZER DNS fafkEs. WREFEE Amazon #Y DNS fRIREFEXEHE WorkSpaces 1T
fEHrY 2 $ WorkSpaces , AT BAfE Amazon EE 1§ Amazon E#T DNS fAlfk2s WorkSpacesiE
WorkSpaces H &£ A FR A E # Amazon KJ DNS falfR28.

MR IR WorkSpaces EEMEATH I HAR AWS |, S BFEA VPC SRERTEER DHCP i#18 |, AlH4E
# itk VPC Ry BT 4188 DNS FRIEREAMEA DNS Eix | 5 EH IP it{u® VPC CIDR E/EH

VPC #9 Amazon WorkSpaces BR#% 8


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://d1.awsstatic.com/whitepapers/aws-hybrid-dns-with-active-directory.pdf
https://d1.awsstatic.com/whitepapers/hybrid-cloud-dns-options-for-vpc.pdf
https://d1.awsstatic.com/whitepapers/aws-hybrid-dns-with-active-directory.pdf
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bundles, IP Access Control Groups, or images. Tags assist with cost allocation to
internal cost centers. Before using tags with Amazon WorkSpaces,
refer to the Tagging Best Practices whitepaper.
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 $%0 389-LDAP

« TCP/UDP 445 - SMB

- TCP 3268-3269 - & F 5|

- BIFEE

« TCP 139 - Netlogon

« UDP 137-138 - Netlogon
« UDP 123 - NTP
- HARM RPC HERHEREIER

IR WorkSpaces BEFIHMEAREN, HEMERIEMUE , AI4EE _WorkSpacesMembers
T2 MFEAPL CIDR BRRE A ELERENEN ., MREBRFBELEEENME MM ,
WorkSpaces #4 #5E T EREZRBUANEMEREE, BIEFERR , FNZS BB EH AR AN
BE—REAEZE, FHit, BEREKEARAFTERZ2H BT , REEMERAOREHBELEALZNE
TER, RAEELEERFIBERLY , IKBARUEEAREEEESFEENERS CIDR S5EH
FTEEHTLRLSER, WorkSpaces

® Note
BE BN LS EFE I M INE WorkSpaces B REE,

ENI Z£& &

HAFTERENEL—M EN, ALATUAERATEN AWS EETEHITER, WEFHEENR , #2
BIGEM AR E. BBEZE WorkSpace IP {1t (£ Amazon WorkSpaces £#2 & # WorkSpaces B H
), RECARZ IP LUt AEHRESRSHEEMN ENI (£ Amazon EC2 A TERFAMH. EBR
H),

—BRIENI, T UHAREFEEEEE. FHRRLRAEREEIEZMXAEE , 55ZE Amazon
RYEESEE R WorkSpaces, MFRFMER , 5520 (Amazon TREEZEER) PHMEEAE.
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Create Network Interface Detach Actions v A O &

search: 192.168.30.113 Add filter 1to10f1
[ ] Name Network interfa Subnet ID VPC ID Zone Security groups Description
[ ] eni-09ac2dbcd...  subnet-0f0d2d.. vpe-Oda3fcbbe.. eu-west-Ta d-93672fbcce_workspacesMembers Created By Amazen
Network Interface: eni-09ac2dbc000840eac [l =l

Details Flow Logs Tags

Network interface ID  eni-09ac2dbc000840eac SubnetID  subnet-0f0d2d4b9696bbBe2
VPCID  vpc-Oda3fcbbef4a19855 Availability Zone  eu-west-Ta
MAC address ~ 0ad4:c6:04:c2:02 Descri ption ~ Created By Amazon Workspaces for
2ws account 10 NN
Security groups ~ d-93672fbcce_workspacesMembers. Network interface owner _
view inbound rules. view outbound rules
Status  in-use Primary private IPv4 1P 192.168.30.113
Private DNS (IPv4)  ip-192-168-30-113.eu-west- IPv4 Public P -

1.compute.internal
Secondary private IPvd IPs - IPv6IPs -
Elastic F: Adapter  Disabled Source/dest. check  true
Attachment D eni-attach-00e22b8db1897f1dd Instance ID -
ner 368321020290 Deviceindex 1

s attached Delete on termination  false
El IP Allocation 1D
Assocal tion 1D Outpost ID

21 : ERUA MFA B9 WorkSpaces B Fif

w7 EUR HR E (ACL)

HAEES — @A BNEHEEN  RER ACL BEAREEERNISBES  BETEHER
1L, B ACL EREER| VPC FIYFHERE , BSEHIIEESEDE OSI EEMNE 3 & (BE%). BHR
Amazon WorkSpaces 21£ B $ k¥ L5RETHY , Rt A BEEEZME 7. MK ACL 2B &RkKES
HEE K MmBEMK ACL RARERERGHEAP—E 5K FHBE WorkSpaces. »

EREERRER AER , % ACL REZ2MNREHEE BRESEAFRAKRER LRI BHARRE
AR ACL FTIMNE R E | ERFEHFE. WMRMEE ACL RINFAHMEIT , FERMER VPC RE
naﬁ#mﬂ *ﬁ-l)lbio

AWS Network Firewall

AWS Network Firewall 2 haEEEREZ 2B AMNME ACL RN TIEE , BEEEFNE, EFR
FEREHESHRESFENZTEME | 6l HTTP BN FAIRESEBRE (SNI), ABERIFPEE , LU
RSB AFNIERFER , MEAZRW LR BAB A AWS MarketplaceEBEiE L5
ABHEMEERORE | BEE EUC RREESMAMABEE. AWS Network Firewall 12 R
£ AWS 85 | RRAE IBRE 7 BRE. WREATERTMEMLEE (TEREZRNE=H
Br B IRE AL BRE |, EBREER A B E R EEX) LUREFTE EUC MR E |, BIFEE NAT
BB AWS A Network Firewall 2 &{EEE. NAT BB EREHN AWS Network Firewallo
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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AWS Network Firewall FIZEBR2E&EIRE EUC RETMERETN. E—ERMAZRFETIERBHLHOE
B HP e RIREN FHE , URERNEREREHEEEE L MZE VPC BRTRITZ R
B BP5 KR Transit Gateway i BB SR VPC,

RETHAR

=61 EXHITEREE

FZH " WorkSpaces Z2 /1 TAFEARERA K FAZRLHETARAERAUREMRRE, E
RRTEERTENNRERE — L RE WorkSpaces HITEEAENLZ S, ZEAFFTERENS
ARl UR_RBESAM. Hlan , RFHEERIE 443 WATEW L REEBL R T , URFEE
EBEFERARMINISE IP &E , 4|0 LDAP 389, LDAPS 636, SMB 445 & ; # A IS IREBENER M
AREEEZERA , R ATLUEBMER ACL Siph X fRE B IR E TR,

=602 : T ABIS

HAETR—EEENER , BERTEEMEBMAERER A WorkSpaces. 0 , 7£ WorkSpaces
AFRELERRIEHTERTEEANERER. TELERT A RIFREHEEF ENIHNEE
MEHARR A ®@ A TCP 3389, WorkSpace

S—ERFIREEFXHATEREENEFESIEDLIRPTHTHEBESH. BUUKARERE
WAREEPAPTERNRERELNRE  EREMEIREEZRZAREBNEMZSMRHE LS
TEX  BATCTERE AWS IRFHPHNZEHE.

K%, BLERERREBYFLGREAER K MAREEGHASNRRFIEEERERE, MREMNES
BARM , REFEEZRENWENERABNVBRARRE , O TR AFTFERE,

153% 3 : BIR VPC 8

fE{L B9 ZBE WorkSpaces (FliR BIEREFTEINE — VPC) TEEEBEMN VPC HTRE | RIS
B VPC HE R ERECEEM VPC HNIER, T8 , R ABREMS , XEEMERNN FHE ,
WHEAREZELHRBNME , SUIRBREREE (IGW) Mgl  SRATEERE. WRMETH
HEEEAZ(E VPC CIDR E#f , AR EEFBARKETAN IP ZE, RELRBRAT , Rl 4 eegiR
MEFHNRR , IABBCRELENGBERTWEER.

=04 EhmE

BEE—EAWS EEFHZE EUC SBEFEAMER , LABL AWS BB BL A8 HY A 51 E AR RE R AR
RBRANEE, ARLRITEEREA Transit Gateway M4 , IR REEEIBELHMARENRERA |
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HItIRER VPC HEA XL A Transit Gateway, MWHEBHSTHEE XBEREG , WIRHEE
#FEER WorkSpaces RN Z 214,

n Aws Cloud
E ELICVPC [10.0.0.0 1o, | Destination | Target
D T | o, E nspection VPC[10.64.0.0/16)
a 0.0.0.0/0 tgw-id-x i
TGW subnet (10.0.2.0/28 v TEW B — = B ———
Inspection Route Tables =gl et (10.64.0.11
() Destination | Target ! ey | —~
(=) : = ! =
g 10.64.0.016 | Local : = : )
-k H \ tgw-id-1 ' tgw-id-2
HE H 0.0.0.00 pe-itx i H
iR £ : Firewall Route Tables { I Firewstsubnerj1062032/28) | ¢ [ Firewstsubner (105200828 | !
| m e ez & |
WS Amazzn i | AWS PR ! 106400016 | Local : N N
T R || | = i . 0.0.0.00 tgw-id-x | = H e .
narm PC (10, 18) i
. NAT Route Tables i T Snet [10.10.0.16
E | ! Destination Target H — B Py
= e =) | 10.0.10.016 | Local : =) (=)
\L:“fl P \L:“fl 1 — ! tgw-id-1 ! igw--2
lawiA i a2 : 0.0.0.00 nal-id-x ;
= i [ ] et (10.1 i EB pubiicsubner (1
E H Destination | Target ! r’i_\ B G__j : i
Ve H 10.0.10.018 | Local ! HAT Gapeizy [ I
tm] i ) : o | At ' 2 |
v ' 0.0.0.00 Igw H > vt
ECZ Instances I ECZ Instances H ! @ Vo
e - o —
Inbernet Galews
=5

22 : {4 Transit Gateway B4 HY £ 512848

1n% WorkSpaces

18 Amazon WorkSpace ##i2 7 —ERHRE (C: BEHE AR Windows WorkSpaces , Amazon
Linux 948 B # WorkSpaces) fl—fE{E A E#RE (D: R ERANKRE WorkSpaces , /home AR
Amazon Linux WorkSpaces). 1% WorkSpaces Zh#E A LA b0 %% — {8 =% i B Rk &= o

SNZEHRLEER ?
EEEBENER. BMEHAME (/0) FMER | URANSHEER T NREBHEMNE,
RS 24 IR ?

BB (B3I) B , WorkSpace FEFSTE a BIHN%Z WorkSpace. WorkSpaces Hifk[E R RE1E RUB) IR 023 -
BE® K EESFUBREMNZRRE, TEERT Amazon £ WorkSpaces A EH , AREFHERE
HiEEZE INZ WorkSpace.
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23 : % WorkSpace 1Rk [E

#TEY WorkSpace & 75 = a14a] ?

ZE FE A LA Amazon WorkSpaces 3 & WorkSpaces i#1E Tin%, i#1H AWS CLI , iEEZFRE
¥ ThRERSE B Amazon WorkSpaces API 3RiZ3E Tin%8 , 5#18 WorkSpace,

A7 #% , Amazon WorkSpaces £ CMK ##£ AWS Key Management Service ( AWS KMS ) . 28
—R¥E TEE, PEEE S8R AWS KMS CMK, WorkSpace ( CMK & —{EEH&EE, )

EFHBAUEVAHEFEEN CMK , IEEBEMEFEM, WorkSpacesCMK AR % Amazon
WorkSpaces Bg# 2R 1% &8 WorkSpace Mk ENER S8, (RBEEZLR , BNESEHI
Amazon EBS ) . HZE B BIMY CMK PR#& , 58S BAWS KMS & RELEE,

(® Note

RZEMRINE WorkSpace 2B BETHGIE, kI , 7 WorkSpacesB 1R H Rk [E 1 B2V 1B
TRE A6 SZUEE—B/DRETEEME,

INEE WorkSpaces INHEF MR | 5528 Amazon #11a WorkSpaces £ AWS KMS, Z &l
fEsH: CVMK HIERTE R , RR ERFRISINZ WorkSpace H55R, MEHE AWS KMS £ F1& 4
TN EMERR , FSEAWS KMS EH,
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https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
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FHEFHERENZIEENEE

Amazon A% F WorkSpaces 12 t'E ¥ a] 7 EX L A 5 um 88 B Y32 18 WorkSpaces., &F R EER
WorkSpaces #HI¥ ZEEE BT, WorkSpaces AILAEAHFHEH macOS # Microsoft 18
& PC . BEALAAFHMA LM IOS , £ , Chrome RERMK , Linux MEZFin , UK
WorkSpaces Web ShBE Fik. B TELIEE , Ll —SHEREMEE,

B O RAEEEGRE | EFEHE T WorkSpaces #& Windows, MacOS. i0S, %
B, ChromeOS MIEZAFw LWAFIRFEMMNERAE, BR#H WorkSpaces HE , BT 2RA
£ Web ZEL= Linux i WorkSpaces FigkyfZE , Kt EERA,

MERSEENEE (LBASETEEE) FTMLRNERERSE , BIT LU WorkSpaces FEUIRR H/7EE
BEERNBENSEEEE, BALINEER , Amazon WorkSpaces B A BE RSN RBRYIBHEER
BZEE, MR WorkSpaces FinfEARERELRILEERSSEME , ASHEHEREARRERE
BEER

ZEENKREXEEARTIIRAFR

« FEARIIER Amazon WorkSpaces Android & FimfERATERF , 7 Android # Android A # Chrome
BERREELET
« 7£ WorkSpaces macOS %fi EiE1TH Amazon macOS & F i

« 7£ WorkSpaces 13 & 5% & LE1TH Amazon R E X F i

YN EE {2 | AT {2 ER IR L 2t B A9 E¥ A B EA WorkSpaces , i 2 BIPR #1382 EEEE M WorkSpaces FH,

(@ Note

ZEAEENEREERR Amazon WorkSpaces #88. macOS ML £ Fif, LIhEETR
A Amazon WorkSpaces #iFEAFmBEME=FRAFiK , SFEETRR Terdici
PColP BB@M1TE A Fik. Terdici PColP A Fi%. RDP AFwMERRKEEEARER.

P FEU= HIEH48

SERLL P (Ut AEBAVEHEE  FEFUTUAERENEEZEME IP VutEE Y AFFERE
WorkSpaces R EERIIZFEENMBRSTREFN. WIHETHEEFEFbEFEZERE,
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https://play.google.com/store/apps/details?id=com.amazon.workspaces
https://www.chromium.org/chromium-os/chrome-os-systems-supporting-android-apps
https://docs.aws.amazon.com/workspaces/latest/adminguide/trusted-devices.html
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& T LATE WorkSpaces B $ Bk #7318 |P FEURSIBE, EMES E BB ER IP FEUR HIBHE,

« IP FEUEHIEE — BT LA WorkSpaces BEIEF A IP FEIRSIEE LB IP FEUR S8,
&u] LAy AR ZENAY IP frutsh IP B , ASRRIFIEEE LR E., WorkSpaces A% A LIS LE R
AFIBE (EMFEER EE LB &P,

- I{E[E APl — WorkSpaces AP| T FAAZEI. MIBRFMIAEE ; BN MERFEGR Al ; KB &
WA BEREEAE

WMEH P FEURHIBEEEE Amazon WorkSpaces M#ZEFEE M ANEMRE |, BF2EEN IP FE
R HIEE4E WorkSpaces,

£ Amazon E532 552 8% CloudWatch

EEiing. RRSFNRHEERTMERGEBTIITRRN —E2. FHFE Amazon HIEF WorkSpaces
EERENE  BHREANEERERENEFRE WorkSpaceso

Amazon CloudWatch #§#& WorkSpaces

CloudWatch Y1518 § 7 WorkSpaces A EESRMUEZEFREARBEZLSMRANERRENRAE
A WorkSpaces. EIZ 0 LA 5 7E B 8k 4B WorkSpaces FHIFTE A A WorkSpace , iE#E
E.

BEFFEEE—# , EL CloudWatch &R AWS Management Console (21T BIFfR) ##8. ZEiB
CloudWatch API Z£ER , 3 CloudWatch /R F15 0 B T EEITE %,

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum 5 Minutes ~
10 ]
8
7
6 6
4 5
4
2 3
o 2
7/08 7/08 7/08 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count
[ ConnectionAtternpt [l] ConnectionFailure B ConnectionSucces:

24 : CloudWatch £ : ConnectionAttempt / ConnectionFailure
&R ERATIEE L BEFENEAMAEA :

- A — [B WorkSpacesEiRER BN ZET ALLAIEE R,
« TEE — WorkSpaces ~EIEMEEMEREN T REFTALEES,

£/ Amazon EE¥2=iE2# CloudWatch 74


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-ip-access-control-groups.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-ip-access-control-groups.html
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« ConnectionAttempt— ¥f a E1THIERRE H XS WorkSpace.

- ConnectionSuccess— A Th E & IEARH R B

- ConnectionFailure— kKB EREFH R E,

« SessionLaunchTime— F WorkSpaces F i P il 2/ B B T EBE ER P B RV BF R,

« InSessionLatency— WorkSpaces & Fin M & F 2 B FREE WorkSpaces , & FRIEF#

A
Ho

- SessionDisconnect— £ &R EI M B BIEARM TERRERE B,

AL AT B , AT B

Create Alarm X

1. Sedect Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the detalls and threshold for your alarm, Use the graph on the right 1o help set This adarm will trigger when the biue line goes up
the appropriate threshold. 10 o above the red Ene for a duration of 15
minutes
Name: Ws-Connection-Fail-Alarm-d-926731

Conractionf alure = 1

Description: Connection failure when signing into V

Whenever: ConnectionFailure

I8 | >= 3]

for: |3 consecutive periodis)
Actions Prae
Defing what actions are taken whn your alarm changes state. Directoryld: 4.g
Notifsaton Uelete Metric Name:  ConnectionFailure
Whenever this alarme:  State is ALARM
Period: 5 Minutes &
Send notification to:  Select a notification list 2 Mewist Emeris @
Statistic
+ Notification + AutoScaling Action
ot v (T

25 : & WorkSpaces E# #5382 CloudWatch B
Amazon CloudWatch SE&) WorkSpaces

Amazon Events B CloudWatch E4 A ARRIR, BE, TH., #F, 2WVEREKIEA
WorkSpaces. BLARIERILAEEI2 FI S ik WAN IP {3k, fE2R#E. WorkSpaces ID ¥ B #5318 &
A, AHERAEZE A WorkSpaces, fltn , RIS EHARUTER :

* #& WorkSpaces EAEMHEFRHFR/IHEEUMR future BE, FHEHKEUSHHESH , iR
BRELRERRIEERTH,

- /A WAN IP (usit¥IEiERERMEZA , ARFEARIEFEAEREFTRHS "S54, 88 7
EY WorkSpaces 1 ( CloudWatch Event) 3E ZER RV ERHE R, WorkSpaces

Amazon CloudWatch & &) WorkSpaces 75
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o FERBCRIESIRI HR B REREN IP LU EERMEAEANER.

WEEBAAFER CloudWatch EHMFHMER , S8 Amazon CloudWatch E#EREiEH. £E
#—& 7 ### CloudWatch =44 WorkSpaces , 782 B WorkSpaces £ A Cloudwatch EHERENE
#

YubiKey X 3#F Amazon WorkSpaces

ATENENNEZLE K FEFAESREFASEEXARIRABIENBENZ M, BEEEEE
£ Yubic YubiKey o iE# . Amazon EE WorkSpaces X — X4 %8 ( OTP ) # FIDO U2F &
PERFTIE, YubiKeys

Amazon WorkSpaces BRI & OTP &R , EEERRKREAETEEHMIEREITE YubiKey A
OTP., AF WL HE YubiKey Rt IV FTE# L , REBIEEPIE WorkSpace ( HrlREFE
BWA OTP WFERH ) , WiFE LN S AT YubiKey, YubiKey i EE# A OTP ZiBEHN F R+,

A7 A FIDO U2F #x & YubiKey 1 WorkSpaces , EEFENNLT R, BRENEAZEESTIH
F—EXEN YubiKey #EH | LU{EIE WorkSpacesiB FHI AR FEH U2F EFEM :

* YubiKey 4

* YubiKey 5 T 5@
* YubiKey 5 #K

* YubiKey 5C

* YubiKey 5C #iK

* YubiKey 5 T 5@

ZERA YubiKey U2F #9 USB E#E )

PColP #9 USB E#E M FEFR A S A WorkSpaces ; EEEEFEH U2F =R YubiKeys , 4B

To

1. BEERE A PColP (32 fujt) ZEHZF I WorkSpacesEHH F A RIFEIRE A , =2 PColP (64 i
Jt) ®WWorkSpaces# R A R EEE L,

2. FEN A B &89 B WorkSpaces $& & WorkSpace = Amazon EC2 #1T{EE L , FREERAER
T B (gpme.msc) , REBRBIEZE P ColP TEREREE,

JLEBEEATFEAEESANRE , FEETENEENEEEERE, Al , FEE "TUBENE
IEE%EEQEJ o
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4. BARE PCOIP TR A /{E USB %o
5. BEMA , ARBERE,
6. BARKERE PColP USB AFFM T AFFHEER BIFRE.
7. BERA , ARTEBRA USB BEXRE (RS TEKRA) 2T , RESH USB EBAFFEERL,
a. BERA - 110500407, LLERME ID (VID) E2E S ID (PID) 484, VID/PID A& HER
Blxxxxyyyy , ExxxxH2+AEMERHN VID , MByyyyR+EMERM PID, 1EEE S
f5l# , 1050 2 VID , T 0407 2 PID, #MFEE % YubiKey USB B , 5528 YubiKeyUSB & 5l
B
8. 1£ [E A USB REXRKE (RZTERA T , REELEK USB H£EBHHFERA,
a. SFHECERERR , REZF R, ERXRTRAAFREEESMN USB £E,

(@ Note
BB Z A LAES 10 {8 USB RER MRS 10 8 USB BUERERR, EREES () 7
TRDRBZEHRI . MERRREBUERERINFRES , F2REAR Windows K
PColP B B2

9. BEMHE,
10BERAGRESESET —RBEHEFRAEH 2% WorkSpace & WorkSpace TR EFH R E 2
BEN, FEEAFEBEEE ST TIHF -7
a. EFEE WorkSpace ( £ Amazon WorkSpaces #2#|& 7 |, &2 WorkSpace , REIBRIZER
£ , EFRE WorkSpaces ) o
b. ERMEEWTRARFRF , BAEH,
MEBRELERE , BRIFER USB HREMRAIFRERERS , WorkSpaces B RIFFE X &R USB SE & ]
NEHE[ME,

FUH YubiKey U2F #9 USB EE[# , & O] LAFE &M YubiKey Fido U2F =,
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B Bh WorkSpace B2 IhAE

£ Amazon # WorkSpaces , Al A & fF & A BB WorkSpace EEINAE , EAIRES FE it i%H B
CHEE, AMEREBBIREIIEERLURA Amazon B IT KB AE I {EE WorkSpaces., B BB
FRISThaE® |, B TTUERER Amazon B Windows, macOS = Linux B Fig#I{T T 5 —=RZE\EE
#% WorkSpaces :

- BN EFIm EREERRE., ENEFAEENEREMP , WorkSpace M EEZEHE A HER
#o

- EFRE MM WorkSpace,

o EMNHE _FRREEREN A FE#UEERN K/ WorkSpace,

- BEHEHHA (EH) WorkSpace,

- YIBEMREITER WorkSpace,

- EEMMPME WorkSpace.

AHFERAEEREYN [EFNRE] M [(ER)&81E , REFEBENRETE WorkSpaces., ER&EERZE
E , I EE WorkSpace & WorkSpaceBffiE —B/NERELFER  RAEREFZ®AL,

BhN#EREXRD, SFEEFRRURBHTENNBETESEEEINER WorkSpaces, RIEME
ERMAEBRYE , MR XEERNIEEH, ETEREREEY , BAFFENRARERWEBRE ,
DRARCESENEANRE, EUEBRBERAN BRI FEIT WorkSpaces , SBIBERBEWE
ERMRBEERE (ITSM ) BRIEERK , BlaiServiceNow,

MEHMET , FSBEEUHFEHER BB WorkSpace EE AL, MEAMEHEBMRBRAKZEL
AAMILE 86| | 55286 WorkSpaces F H B A O#315 B E){t Amazon,

Amazon WorkSpaces FAE1t.

Amazon B WorkSpaces RE{LERER T RE 2 BB Amazon WorkSpaces AEE#, RIFE
WEAER , 8B BEIR WorkSpace AR ERAMRMNETERE (B IKEEA ). WERART
% Bh IR EE$2 F WorkSpace AE R HKELK A , A AWS CloudFormation BB ZMEREMSLE
B AWS BR#E , LUMESE 24 /N2 A7 68 230 B8 E Bl Bk #& WorkSpaces. H#FTHRA 2.4 AEFRHT
FIRE VPC FEBMRFRNETY , UAEFNKLEREEE, W, BXE TFENETEN
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) | SEHKBR B B - B # Amazon WorkSpaces Cost Optimizer CloudFormation & | LAEVS##
R REBHRIIRA,

HEITENE WorkSpace REHVEITAMMEFTE, UTEEBIEEEITH WorkSpaces BT :

AlwaysOn— ZAJEEH A B &R #E A WorkSpaces. ItERXRESFEHE WorkSpace EAEE
SEY BHRKREETENFZEIE WorkSpace EHTHWSEMNFERE,

AutoStop— 1R/NEF{F WorkSpaces B ER . FEALERE | FBEEENHERFB%E WorkSpaces 1%
It , YREEARSINERNARE, EEREEEBFLER , BH AutoStop B (M), EEER
ERIFNHEIAFTERBHEMPIRA S WorkSpaces.

BEMCERERFEREN , dHFEA Amazon WorkSpaces B AE L2885 R 5 E 4% Amazon RYIE(TIE
XRERZE WorkSpaces B AR R . LHERS REEE Amazon CloudWatch EHRAI |, &%
FAIF 24 B A —BAWS Lambda .
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