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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/
https://aws.amazon.com/ec2
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/using-network-security.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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— Philadelphia data center
— web tier

— unique identifier

hostname: phlpwcspweb3 = FI'T p W csp web3

- Customer Service Portal

production

ERmANBBILEE

Plan , EC2 BTEBRE —EE A Name WELAEERER , IEBRREHBLN DR , XTREETHR
BBERGE TEEHAWS,

£ 2010 F , AWSREBE T ERER , UEHTEFATERNOES , AREHEERKINEENE
o AAREGSIBETREBAWSREFRBENEFERANFLRBNEF . FEEEEPERRE
R BMENHESE , AFENRENEETZD



https://aws.amazon.com/blogs/aws/new-amazon-ec2-feature-resource-tagging/
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Stack Test
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Stack Production
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/supported-services.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-conventions
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https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/choosing-tags.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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ERBLHEBHERR  FERARFNRFETEERBER  ZREETHAFEBANSEEER
N, MERSZMEMEN . ER-FERE 7T HERIL AFFHEN.

AWS Organizations— Z& BX

FH R BIAWS Organizations R R A HMERNWEE, AWS IREZHF B 2E ML JSON %=

RAZREEBER  LEFAETUESHNWAWSIRE RS WRIEM A HTEEER, EBREE

RTREEREEESRUTESHNE., KEATUREFENES , USRI EFARRERAFT
(*)o BEEMBRALZLBEBNEINRTARE , EEEBLWHE,

THEHBERMMERRCRERY , URBEERSIBUTEINE. REBEEH A LREERFT
B, BB ERERA - NS ERBRER, SUUERAERRARZEZRNEFE K EXLR
AT Re RE AR ERSG

Examplelnc-CostAllocation. JSON
LT R B AR EERNEH R RIS

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:ApplicationId"
I
"tag_value": {
"@@assign": [
"DatalLakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@Eassign": [
"Architecture",
"DevOps",
"FinanceDatalLakeX"

]

AWS Organizations— ZH B F 12


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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}
iy

"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
1,
"tag_value": {
"@@assign": [
"123-*"

Examplelnc-DisasterRecovery. JSON

UTRBEBRERFEESRNERFAEH

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
.
"tag_value": {
"@Eassign": [
"6h",
"24h"

L&l | ExampleInc-CostAllocationZ&/EBIEM INE Workloads OU , Fiti&EH
MProdMTest¥ OU HHIFFEIRE . E#itt , #ExampleInc-DisasterRecovery& R RIS N
Z Prod OU , FtEEARL OU ATHRS., FHZEIIRFHEBIIREQESEEFMBRITESY
OU ##,

Examplelnc-DisasterRecovery. JSON 13


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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||:|(% Woarkloads -----=----------- attachment ---------------------|: B Esarnpleinc-CostAllocation

EI{%‘ Prod ------------- Sttachment .. _____{¥ F, Examplelnc-DisasterRecovery
consumer-services-prod
consumer-services-beta
—
a a-lake-pr
:I.ﬁ .
o manufacturing-prod
— miarketing-prod —PEL\ effective policy
il
—l?{-) Test
— consumer-services-test
fa
— data-lake-test ||:_..'.§ ou
— manufacturing-test Op| Acoount
E— Tag Policy
— marketing-test

HERFAMINE OU &8

EEEBERFPHImarketing-prodtkF , EMEEBRREEEARUKRS , HEEME —BERREN
Bs  ERECEANEKEANIEFNSE, NREETEEFHEEER , AITESTREFH
Resource Groups MZ&mER ZEFELH  UREERHNEE, MREEAEREBEERTE (1aC)
RIESBREEER , B LUER AWS: :0rganizations: :DescribeEffectivePolicyAP| F
ny,

B e R 5155

EAGH , RESAENRTHEREEERTANIE : F8. ERGEBIRRE (aC) MiEE
AHSEIE (CIICD). BT M BREE RN BN ARMIHAL,

FEHEEER

EETHEEEEBRARANERSIBERE. SEITHAREEEHENABIBREIEESR , 2
ERERNEEEFEYN  AIRFEARBHBIRES I EETRENIE CloudEndure BH. E®
T E (f51#0 Migration Hub 1 CloudEndure) AIAEREBMABEREFN —$2, B2 , IRERK
BEABAEAZE RIS EEBEEBERAREEE | AEHFEES (WIEEAWS Management

BEhieMsaHIER i


https://console.aws.amazon.com/resource-groups/tag-policies
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeEffectivePolicy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
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Console) IREEARERSHKMHESER , UAXREHNE, BAIMBKRER. BESHRGETULEESE
FIAFERERBIENER. EAWSRIRR APl RFFEUREA XNHITEL IR,

HRELTHARERNRL , R ES5| A Auto Scaling FHEFERER, ELEREEAFEKNNE
MMkEEY, auto BIIRBEESRAREEE Amazon EC2 #i1T{ER , BER , BAeMFL EC2 ¥
TEREFHEVMNER —BUtERE. Amazon EC2 BB SIARMIEE Auto Scaling BEERAZEHEY
AT ERAVREAY S %,

FREEIEENERR , BBCERECEREEYN. E8EMRAFRTA. —BHERFEA
AWS Config # 8] , ©a A Erequired_tagsI R E Lambda RE AR EMM. AWS Config # 8l
AAREHEESFHMERA,

EREBHRENE (1aC) REEIR

AWS CloudFormationi2 it —EEAZEE RMELAWSREFRNWFIEERZEEER, CloudFormation
HERAZLUBEBHHNEIAWSERH JSON = YAML =R, £/ CloudFormationZ 242 7 AWSE R
B, B LAfEA CloudFormation Resource Tags B ERZIREEBERAEXENEREE, FH
laC EEZEBMEREBIRER— MK,

EERAEILEAWS CloudFormation , [REE B & —HAWSEEEWEREEHEAWS
CloudFormationEi AAFTE VI ER, ELR :

aws:cloudformation:stack-name
aws:cloudformation:stack-id
aws:cloudformation:logical-id

B LARIRAWS CloudFormation ( @R EREIREFH. ELAWSERNEREH

HEREVHWERESR, B , YR Auto Scaling B4 H Amazon EC2 #1T{EEE |

RJAWS : : AutoScaling: :AutoScalingGroup TagPropertyZE EEAWS CloudFormation#i4s £ 9
TAuto Scaling, BHEMNEZPEITRE, HEF , MREA EC2 B FE A EE Auto Scaling BfHIEHELF

A, ARl EREERPERER. BEi EC2 BB EH A Auto Scaling F#EREFER , IBEAWSHE

BREEH. LR T IHBNFER Amazon EC2 /TEBERMN —3M , Y X EEZEHTEEER

#) Auto Scaling #EEE1EE , EMEAEME I KEEERT,

AWS CloudFormationHook BB ABRH T —8HZ , BEHEAENBRREEHEEARNEE
RE—H. AHAUUREARMESIHLDBE., KIEFESHREEAAPNRBELELTR , fW
Auto Scaling #HR AR EAKRENFTE Amazon EC2 BIfTEREREF ERNER , R
A Amazon S3 REFREAFASENNRRERL, HFEMEBRT , EHB2ol , BEEHAWS
CloudFormation#MEiG L B NG IE ERENTERER.

ERRBARENE (1aC) ZEER 15


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
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AWS CloudFormationi2fit 7 s B R ERMEN ER ( BRI HEBRINER ) MsEEk , 8
BERTELCEAEBARNEREENIIE. EREFBNER, NREFERABBHLEEBERARIEB laC
EEMER , BEEEEEREM, 5INER, EFA laC , BRI EREBETMELZERIES laC EiR
—E 5 , BEHAWS CloudFormation$#hé , It 34 0] LUEIB B By 1L FE A KAWS CloudFormationfR &

HRAILE,

Cl/CD EEMEEEIR

FEETFERMARAEEN , RURSHRAGERSNITEIE (CI/CD) FHili, BLEMABREE
HEER , FHESAENBELIE , BEERZEHRENRBNAEEE, FHNHNFSIANERBT
ANTEEMERETUEDEERE K MAUERAENZER), EREASRBBFHHRAOIPBERE
LERARNEARBREETBERT., —IHFEXRTANBHEE , RA&EZH  AETERHERT ,
EEBIEERR CAET RN A, EEOIRIBEANIRE (DevOps) HEF |, FFZEBRBREEE
FEARBETHER , YTERELEGBHN BRI,

BEBRT , CFESTR R ERFPHIZELRE (MAWS CloudFormation#d F A 7R) , iEEIER
A LARE(S R BIAWS CloudFormation€i AT BEBHRA S A EM E S < ST S B BUR,

AWS CloudFormationGuard 2.0 £t 7T A& U ERNVEARBREAB LSRR
BI#Y CloudFormation’ %, EAERBAZBREPNRAETRE. BA , LI
EREE-RIERAERF , BEFAEREF , AR EF LA UBRREREANT
$lo AWS: :AutoScaling: :AutoScalingGroup TagProperty

LA & CloudFormation P9 &35 IRV EE4 -

let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[
Key == 'example-inc:cost-allocation:CostCenter' ]

ClICD EEMEEEIR 16


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
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Srequired_tags[*] {
PropagateAtLaunch == 'true'
Value == /~123-/
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}

ERABEMP  BRMGFEXFEENFEERNEARAutoScalingGroup , AZEMERL :

- tags_asg_automation_EnvironmentId-REEF N RSIBNEBREHFE. EAFNERBE
FEAEE , PropagateAtLaunchBEEA true

+ tags_asg_costAllocation_CostCenter-® &t FR5|#PropagateAtLaunch2EFEEER.
BEEUERNEF ULERENE , BREAR true

E2e

WEIFTIR , Resource Groups EREEBmEBESIRME TH AN ERELHFSEAZTARB OU 2EBRAIFE
ENERERNAE. REBKEREANTFE Resource Groups EEEZRFESITIHATE K SERE
AEZRFENRE  URELIFSEBREEERNIRFANER,. NREEERFFR (BENRER

REETE T R ARIE A 7 ZEUEAWS Organizations) , BI AT LUAR AR b P A E S IR SR AV AEE B R RE 1T

R

EEEFRAAGH | SulsrE B EERBEMAREITINEE. ETYRERREHIF |, HPFE T R H
#H1TIhEE , EATEERlec2:instanceMERec2: volumeHH BT ESRE, -2 MRS , 4l
MERENBAEES , TeHEBRKTM, WEFE  F2RXEFRHERBGREFHNITHER,

Examplelnc-5% 24~ 7 Bt
T RB|EN/FEFHITRALERZRNERRrEEH

{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
1,
"tag_value": {
"@Eassign": [
"DatalLakeX",
"RetailSiteX"
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https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-policies-orgs-evaluating-org-wide-compliance.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html

1RiC AWS BRI RER

AWSHE

]
iy

"enforced_for": {
"@@assign": [

"ec2:instance",

"ec2:volume"

}
}I

"example-inc:cost-allocation:BusinessUnitId": {

"tag_key": {

"@@assign": "example-inc:cost-allocation:BusinessUnitId"

I
"tag_value": {
"@Eassign": [

"Architecture",

"DevOps",

"FinanceDatalLakeX"

]
iy

"enforced_for": {
"@@assign": [

"ec2:instance",

"ec2:volume"

}
}I

"example-inc:cost-allocation:CostCenter": {

"tag_key": {

"@@assign": "example-inc:cost-allocation:CostCenter"

iy

"tag_value": {
"@Eassign": [

"123-%"

]

}I

"enforced_for": {
"@@assign": [

"ec2:instance",

"ec2:volume"

Eps
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}

AWS Config (required_tag)

AWS Config AFF BT, BZMFEAWSERWHERE FSRZENERERE AWS Config), £
HEITERHNERT , RAATUAEAZBRARFEAZKrequired_tagsHRBIRFBIRD EE R ERET
BNWER (F288 required_tags TEFHNERER ), RIENESHR , BMTESAHEBRESH
ERPRE Amazon EC2 #i1TEE L, EL|/TFEMNERT , HITEESSEMATHEE. LLAWS
CloudFormation#3 Z<5% B FA A RIZZ &R &, Amazon S3 178788, Amazon EC2 #{T{EEE M Amazon
EBS MR ER B FERFISMIAWS Configii Al

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS

HRFHEFEERNIRIR , W EUERAWS ConfigiR Al , £EH BB IEEEIR N 8E H B KAWS
LambdaZhgg , #EANERESREBDHEETER. HREEANBTELFAE  BRECRKER
IAC MEBEEERERE , MEBREHFK,

AWS Organizations— ARFE1ZHIRE| (SCP) R —BHEMRE , LMELERABER. SCP AIEAEH
EHIEM AR EN (OV) FTERFINR AR AER. SCP A EhABNIRFmEENEREMN
A, HRTHTEEEZEER , EeMERFIEAENACHER , Hh 3B R BENER, B
RER , RT7TEBFRATRENERFRAZS , SCP R AR HENNZEE AT BT,
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https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html

BiC AWS BIRNREEH AWSHE

ETHEFH | BEGIEEexample-inc:cost-allocation:CostCenter BB AT
Mec2:RunInstancesER,

AT 24648 SCP :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/"
1,
"Condition": {
"Null": {
"aws:RequestTag/example-inc:cost-allocation:CostCenter": "true"

EERBERGTHIEAZSERIRFNERBBREREK, £EEH SCPaflFEEnBERT , BEAR
HARBNH | UEREMANERFSCEAZHEIRFHEE, RHIKRS A CloudTrail E4-HIERT
Wi, IXERRASEERELETRIAITRETH,

HERLA R ENEB SUE

EFERRKCR K FELRBEEEFEARMREEHEN M. ERUENHELREARGIME, Hl
m

« RABRR-ERUERFEN "TRANAERS ) STE  BEIHREGEEERNELKEEE, AWS
Cost ExplorerAWSHIan , B NEHELERANERLHAARBFELERES L , L ERERRBEERR
g

- BEML-BARBAEREEECEIMENGER. Hla0 , E4EE Amazon EC2 HITEERREEE RN
BUAEE , BEHTERNRENE LR,

RS AR MMM 20


https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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IR PR Resource Groups E2RHARIE R R FIIEE | IO MEB PR EGIRRNERFRA
HEM.

REFLAMMNAEER  BIREREEEMLR PINEARFER., FiLERBEREFEIMRS
YT) PETEAIENRE, ETLENERUERRY , EFEINMENRR. EEERATERN
gEHlF , BALEEES LRERR,

HRHAZRAENELHEENTERNERER , ALBEMMEEEREREE, EFTRERKE
AWSEHABREPBEERBHE —BEHNET, SABEZNREEERAEFNZSMFRANEMETH
REE, Organizations BEFEABEN B EEABBERAFMENFE , A EHLAUEEEER,

RS AR MMM 21


https://docs.aws.amazon.com/ARG/latest/userguide/resource-groups.html
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BBERRH

ES]

« BASEMBHEEER

- RENZEER

- ARERZeM, BRREENFIZFNER

AR D BN EERR
AREREINE—ERREARZ —RRANERANTRMAEE, SEHRERELERE -

- EEER—BAREEFENSINEREZTFMAAN, fla , MBEXFLETESHRE. DeE. Ik
FEEBN THEEHMERRBNBEE, EREKEATREN -ELEZRBBHEERET —BUR
iCo

- BERHEGRFEER, B , FAREMFICHFEREBNMBRES , fll , MEEPL, %K
By, /NMESEBBREEITER

- RIE, PRENRERHE, EER-BUERLK , JUER - REBRANRARELCES , fiw, &
HAPMES, BBHFARRESZRIERETNER,

THMMAELERAE , BAWST MG ENMERKR . BREEER. TFEH, EXEBRIARE
MEERANVE , TRERFEBNEXRNERERR , TERABREHNEE,

THEERTRIFERVBEEENER, BE—EAERAWSHBEEERRENAS , i UHT
BENFAZEBRETAWSH B ERERAME LI YEV BN IR BEYERK , LMEE FinOps 8

BRERTHENEBHR , UAKBEBEEE KA. Well-Architected FIHERM LA B (L TAERAN
MTEYRIFNMBER , BERASHBEOREPN —EEREFRA,

DR T 3

BAREREEERNREECR , BRBENBAEEN T BEELKANERAERNZRE. EAAKE
B, BAERADEs AMERE | REMEBK.

CIETENM#HERESRAERE, EREBREKRKA , LHBHARMNBA. B8, 2ER
BHEER PINRXBEN., BRAENX, FAEIKAPL) MEENERANER, SAERKRS, FlW:
TERARIEEBAS LMEA X XRTWAWSKH . . ARFEREESBEBHANSETREE , Hlu

A RS EEER 22


https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
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BBRRARI S HBER  WELERELHRAERUINERM. flm: "HtERREIEERNHAWSTE
ERHRTY XXX, . EEMERRT , BEMFERERTAEDREASEHEER | - ERE
REBBAFTENK.

BEBNUMBAETRFEZEAHRERAREN, XBEM. RAFONBRBREENEAE, BT
FEEEBXENAARRAAGRHMLENER  NERBRERREERCNEREENAE,

- B —BEBRAIEEETEREANAS, E-REXIFEATEETHEENRS,

- BHERE — EZBAEEEEVARNERRNEEZNRADN , BRY IT REDERIBHER
Fo

- PAENITRE — BRBEER, FABARXKRERKRERME  IRERMEELFNERRE , f
MAEREVRANERAEASIBESES,

BMS2 , BRATHEBRBBREHFE

- HEAXH  YEEELE?

- METHER, BARAIERSELERE ? BEREHFER?

- BLHERHERS®R ?

- RIFBENBES |, TURAWSHEHR MRS O ZH ?

- EREIFEHE. BERAEXHERT , RARELIFEEEFTESE?

BARASBENEREREIREREBANAEER K ELEBITRARREHERAAWSIERN TR
t, RMESXHEINERE, CEFERERANAETRMESEARSBENNERR , WEBAK
RO EHEM KPI RERRAREEET RO

B3 AR 0 B SRR
EREEAKNEERE

APHBENERELIREMASNEBAWS, BIAWST HAA, MAIEESERAE , URBEELER
TWASRERAZENEBER. FRENEAEERUEBAN., . RENERAER  fINERENRTHE
B &, AWS Organizations AWS tRFE K AFEE AT UERZEBY , UAFUTRN A XRER B KR
ERXBERA , iR TEEHM R AR TR HATREHEKEE,

ERBENAMEGRIRANERE  FMRADE#S  UEREREMENERYE, EVREZESR
BEE. TETARNNEENEZERE, AWSEFBER=ZEERNAEL D BEXFLR

BT AR AN B SR AR 23


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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- BURFAER — WREFEZONKED , MAHRERNERREASEEE L HEAREREESR
RFERE (B8R TERAZERFABAWSES ) ARETHNER ) Wik, EURBEEKRSE
AR ET Rt BRAREATREMEE , EATAER AWS Cost Explorer " ASH A &
& Ak TAWSTHE ) ETRAEZRMER. ST ERHEEBENS ARENKRAWS IRF. 5K
AoBNARERE , ERNFEEKREE R ERERET.

« ¥REVRERKE — JoERAECEANBR, EBENSEBOAE, HERFTEEENS D, &
HREMEFFENSEREYE  LEBERAREBEERKRFEE (BEEHAAWS Organizations) B
EFEER, EARXNIEESER s BEERNERS. ERMETEBEXNERAREREFNBEWAZL
ARM , WEABANTEREE —AWSKRFEEEMNERAWS RS, flin , SEBERKTES EZE
#RF (prod. . staging. sandbox) testdev , MEREMEEKMERAESLHAR—HEIR
B, A% , FAEER®®E , TAWSCost Categories s ISR ESIRFREMER ( "HEER, )
DHEBERFHIIEE , EERBITUE L —ESEfIPRIEN T ERETER., FKLEE , AWS
Organizations A FFRECIR P MAEMBEN (OV) , TBIELEERTEARKALBEMRERS (EH2
R, BEEAWS Cost Explorerfik OU 2 #A = EF&# K A<). AWSCost Categories FERZ AR L B K,

- ERER-EamEEXAL  ZEAFTEEZNE D, YEERBERNSEK BERREMRK
RESERME, HARMBUERECRAEAZEARFEBAWSIRERDEEFHRNME , BER
L,  BEFEAESRRACHAERSEEMNIEFGES  SENE—LCHBTRER. FIRMI+P &
HEERERNVFRCKBRAE K ARE "IREERAEE ) TRATRARSTSENHEBER (E4
AWS Organizations , RAE# Management Partners 1R E A B EBRIAETRAE B), EEERERD
BREEE2% , EAAEPRENRATEEREGEEIETARBEENEENE, FEE , REXS
BERYIEENE MERSEHHRAS#UBER  TSHRERERREKSERTES,

BMES2 , IREFEMEBEMERRA , LA LIERA "AWSCost Categoriess , ¥ THHAWSH
REEZIIRFET O , XERERRPBFALTFE, ECHEEERENIEEREERITRANIIRS
B, BHASIETE (fln) S EmnBRERIBMABEAI KA AWS Cost Explorer , S "TAWSTEE | B
BERA, &%, IRENFEARGEEEFMAIRAER (FlINKERN TEERIEAER) , B
MHESERELRFANER , EEERF LA SLESSE  UEFEEERF LOBMAR , REE
REHE TEPKEBRSBEIEZRA,

B AR E NERRE

REEHABANZAAEEMSREBNRAERERS (Fln , EAXH, RIRFIENKAE, & XF
B, #ERA), &, SUNLESHERAWSEEERBRESASEEIHHABNEER
. RERHBASLEBRERINER, RBEFESNRABTUAENTHRAGE  LBEREM
BAXHEMBAENTE, ERAEREBNAER  EENRTEXVNEERTHERNAE , U
EIEA LI E RS FERIUT BB,

B3 AR o B SR R 24


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-managing-costs.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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ERBERBBRRXIERAEDER , BLETIESR

« AWS Organizations-ZEIRFE PR R A DB AT SURIRE |, (REEARABELIRFE LN ERAIZNER
BT, STENVARERIRE DM ERELNEZR , RAWS OrganizationsfE AR EEIRE B KA 5
[T

- AWSIRE-—EIRF PR RAZDBAWS tRE AT AR HA#E ( Sl RERES ) #1T. BT —
SEZRBANER , UEALEEREBRNEE

- RAEBEZER-NEEE , TRBEAEELINEBRNAWSEENEZBVETHRAEE, EREEXE
B ARA D EER (EHHEEIRFEAWS Organizations) B BIR T R B TR

- Cost Categories- "AWSCost Categories) /AFF7E "#HAWSHE, GRS ERBFFAZER ( "HEE
. ) o4, IhEEE—SIRME TIEBITE (420 AWS Cost Explorer TAWSTEE | 8 i A Ed{F A
BWEK, ) ROWEEL D BEHBHAWSHE A,

ARERANFEBEN, BERIEBITERNEERE

ERRSEBREARBEEFTZBNRIHMRFRBYRS, BRTARAEKEEEE  ELE
BTERAELNRA  BREEEEERA, BEAERMT HMY S HOEBUR MRS LR
AYRE, WEEABRANERATEERE | UREHFSEGERRA | LR TRELRA
SR B B R,

RENREESEE KPI

BE—HEEMKAE KPI IR , UHEERMBEERENTE, EfREAE T EHRRMMELR
SHEENRERES YRR T —EAUEFERERNNE K MAR—EEIRNEY. BXHHRE.
BREMER K FERUEET K BREFIREVERNMEBEEBIEEHET 3

2B A A 7 ECRY 32

RIBEABHEFHES , TRANKEBERAREZSFETANEELSR, SBREZELHNERIHRER,
BIBEFEANBRBNASEANBRE  RNAEENEEHEFAT S EA HABELER —. 6
m , BMEAWS Resource GroupsHl "EEFEHAER P "EBFEES) XENEREE , BLAWS
Resource Groupsk "ZHimEERT, -

BEERRAEINEREGHRARITNN —LER , flnFAZEHTER (RI) M Savings Plans
(SP). EARFTRIERFNARFEAN SP M R EAMELERERSTTERBRZA N LEFR , BEEAN
FEEAWS Organizations® Bt RI # SP T HIMAEREIRSF . ERRHEEFERK. Hlan , ATAWS Cost
Explorer AEEF#EBAA , REBESRRIHN D EXER RSN ERRGIERNE RS, £ "TAWS
RAEAERE , (CUR) A , B LIEHZHEE RI M SP IR E < B RABYHENBPMATT GE2R

BT AR AN B SR AR 25


https://aws.amazon.com/blogs/aws-cloud-financial-management/unit-metrics-help-create-alignment-between-business-functions/
https://docs.aws.amazon.com/ARG/latest/userguide/supported-resources.html
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CUR XHHFEARY —&hWEFMEER) , WiREERSHEBRNE. SEHERESEREBNERS
8, HLERE CUR EREWERNHES  BEMBERIRERS PINESARESEHER) FHERS
RNEL, MEEMBEER |, 52 AWSWell-Architected FIEEBRZE | LLEE R CUR BRI ES KA
FERBERRA D EE B,

wE

BT TARBEEBNERRHAWSIEZA , BEE—RIHMAWSEIME=SFRAR , AIiHEHE
REERERNEAE , TEHEELRENER L. RIBEABNERNZKBEE , TURAKBINERRE
BIABITNMBRAR , IBEAWS EREETERE N EEBMHMERNTE, MBRBREMFHEER
HENSESERETHCHNE-—SERAPETE  AWSHEAMAERE (CUR) SREFZFMA K
AMEABRER , MR BTN REERIKR , AFKIRE, RE. RAER, REASEREBENZ
BEEMEEETE RN 2ME,. EHARMNER CURO WERAEDAWS , I AEELETEs— | F
&EE AWS Well-Architected N ERERM LN EiHREEERR.

BN SRER

—BAWSREKERZEIIKRF. BRNTHERSE  EFTEANEESER. ERTAREREREAN
el AXEREEER , UnaBRENEE, SEROUTARERZEERNEELIRERE,

EBRERER —BEEN —LETBERETHE -
- EEBERRBEHHBGRER, flW, BE. EFIMBRERE. 5 —EARRERRERETX

AENHNIETESBNERRDY, METIEEHH , BFSEAWSHTEE MR
- BRRHIZANER. EEEECCEBHERSONER , IEHABEEECARHNER ,
DB EABEITRE, ERst. HFNMRzE , EELEAER.
- —HERK Support EXR, ERBEEETRMNIZEER , i, EEFERITUEBRKZBETH
BRBEAEAEIHEEN -, FHEEENNE—PIES , F2REHEESIR,
- INRASHEERRE. ZREBRELER , URSEHEERENEHE , TEERNIRMURE
REHERE (MIM) BRI UES R EEEH,
- BR. EBRETARBINEREERANER  URBHEIEAZEEEZNNERERFEANLE. £
AWSH) Backup FE R T ERNREEIES,
- B, BRHEPAWSHITH T TEEENERSHRENSTREFENEFEBREE, £
FEREMIES PRI ERANBEEREIES . HIPERREFEHHNBHER,
- BRETHEN, SEEEERNEERRERALERER  BEWRE EEKFEFhERRS/HE
BE , URSEKEKR, FE KPI K —EEBNIE , EFFEPEBEMETELENERR
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https://docs.aws.amazon.com/cur/latest/userguide/use-cases.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html
https://www.wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
https://aws.amazon.com/products/management-tools/partner-solutions/?partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=%2Aall&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-use-case=%2Aall&awsf.partner-solutions-filter-partner-location=%2Aall
https://www.wellarchitectedlabs.com/cost/200_labs/200_cloud_intelligence/
https://aws.amazon.com/solutions/implementations/instance-scheduler/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
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HESCWEENERNMLS ., KPIERMR (W AWS ell-Architected HEERE) MEIE KPI fistE
(AWS1E % Support B RE) HEBEREB T HRREEREENREE, AWSHEREIDERXE
T EEEANRI, , RREHEFEN KPIRE , flm T BRIARREAPBEBLES, AWS

BE{LERRE

EREREERN  EBYAREZN BB LER. Hlin , FH AWSSystems Manager A & &H ¥ 182
VHEEERSIBEMAMEBEENEREESRLANBTFEM, YRS EHE , BlEx—HER , U
MELRFNREREMTBNEEH ., AR, EUSEHBEETNFEHRATENESE , IR
RIELEHARAE, Systems Manager ERtE AT AN L2 , LE—SHABRNMERZH B BHLEE.

BECREERNBEBNELEMES , T XERETMESHIRAE. HTEEFESAWSE—E
R G =E M | AIEAREE Amazon EC2 M Amazon RDS #1TEEE BB M {E LS e 1TERE, 4l
w , EA Amazon EC2 = Amazon RDS H{TEEBHNHRAZABREFAZTETBRHT , YTFERAHE
FIELHTEBATAERMENAATHTEE L, BRI MERRHRENER  UEHEERELERIUBD
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https://wellarchitectedlabs.com/cost/200_labs/200_cloud_intelligence/cost-usage-report-dashboards/dashboards/2c_kpi_dashboard/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-the-success-of-your-transformation/
https://docs.aws.amazon.com/systems-manager/index.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/taggable-resources.html
https://aws.amazon.com/solutions/implementations/instance-scheduler/
https://aws.amazon.com/solutions/implementations/instance-scheduler/
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https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html

1RiC AWS BRI RER

AWSHE

B 2%

"ResourceType":
"instance",

"Value": "cron(30 23 ?

* TUE#1 *)"
.
{
"Key": "Name",
"ResourceId":
"i-012345678ab9ab2
22",
"ResourceType":
"instance",
"Value": "WEBAPP"
Y
{
"Key": "Patch Group",
"Resourceld":
"i-012345678ab9ab3
33",
"ResourceType":
"instance",

"Value": "WEBAPP-DEV-

AL2"
3
]
3

ERZFAETUBBERERRE R ENEHRBREE, WHEFMES, B

RE

"ResourceType":
"instance",

"Value": "cron(30 23 ?
* TUE#2 *)"

.

{

"Key": "Name",
"ResourceId":
"i-012345678ab9ab5s

55",

"ResourceType":
"instance",

"Value": "WEBAPP"

Y

{

"Key": "Patch Group",
"Resourceld":
"i-012345678ab9ab6

66",

"ResourceType":
"instance",

"Value": "WEBAPP-TEST-

AL2"

}

]

}

Systems Manager TR HZ £ M EHRERTREH .

BRETTHREM

L AEERBED , T8

£E

"ResourceType":
"instance",

"Value": "cron(30 23 ?
* TUE#3 *)"

.

{

"Key": "Name",
"ResourceId":
"i-012345678ab9ab8

88",

"ResourceType":
"instance",

"Value": "WEBAPP"

Y

{

"Key": "Patch Group",
"Resourceld":
"i-012345678ab9ab9

99",

"ResourceType":
"instance",

"Value": "WEBAPP-PROD-

AL2"

}

]

}

nl‘ﬂ

B

B AWS

BREMENATEE , XinREANAEDE cEERXEEN, £
MTEERNEERARERER (KPI) MERHBKFER (SLO) |, FIMEREETRRE. BRASBER

mE , EEMNER KPI 268 F9ERE (MTTD) , AR ESHERNFHEERE (MTTR).

EHEEMD , LTYREE , RAKREHE , ARRERBNER, BREEINERE. EREXR
ERARXEAM , HAUGRMS MBI EERSE. EBETHANBEL " CloudWatch R, LR,
DETERBEIEZFREFAEFWRIETEENERK, fl0 , FR#Bexanple-inc:ops:alarm-

RAFTREL 5


https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
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https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/separated-aeo-ieo-with-cent-gov-and-partner.html
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#apply-distinct-security-controls-by-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#constrain-access-to-sensitive-data
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https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/blogs/architecture/using-amazon-macie-to-validate-s3-bucket-data-classification/
https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
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https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://www.youtube.com/watch?v=aFdpBqmDpzM
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://wellarchitectedlabs.com/cost/100_labs/100_1_aws_account_setup/8_cost_tags/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://wellarchitectedlabs.com/cost/300_labs/300_cur_queries/
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://aws.amazon.com/blogs/security/how-to-automatically-tag-amazon-ec2-resources-in-response-to-api-events/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-allocation-blog-series-2-aws-generated-vs-user-defined-cost-allocation-tag/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://aws.amazon.com/blogs/mt/patching-your-windows-ec2-instances-using-aws-systems-manager-patch-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/iam-policy-tags-restrict/
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https://docs.aws.amazon.com/managedservices/latest/appguide/compute-instance-mutability-aog.html
https://www.amazon.com/dp/1250267595
https://github.com/aws-cloudformation/cloudformation-guard
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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