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3. & Wickr EEEZFANEEEKP , BIF [MIKERE] ,

MM ERERE ) EEEERERN Wickr 2 BAMEE D,

fim S5 B 2 T

A TC A T2 FF LA BB 8 /Y Wickr #8358 B 78,

RBIBEF (WEEREE].

&R LAGE A8 1D RERER B

1. #TH AWS Management Console IR 5B 7. https://console.aws.amazon.com/wickr/

2. 1EE [EEMK].

3. E[ME EEL, ZENEEREBCAEABINKIGR , AREE REAFHAER].

mEREEEE


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

Select a Region ¥ Admin/degnamwj-lsengard @ 4199-9545-3300 »

= AWSWickr % Metworks

Networks Create a network

/

| Q Filter network by name or togs /-"”' | 1

M v Network 1D v Plan v Wickr admin console [A

ExampleMetwork L9681534 Free Admin

4. T [MERBIE] BT, RE [RE]
5. T& [MEREM] XFHRPEABHFREEERE.
6. EE [REEE URELENHERER,

ZeEE

EH TREFE) BB AWS Management Console 7 Wickr , A NEB RSB EARERE , f
MEWERERE . ASRFRE. BEDE, B ETEEBE.

FHE

- BRIETEMEE

- BURSBA

- REBTEMEE

- MRS FE

BRREZEMEE

S TR LRI 2 e M B,

1. #TH AWS Management Console iR B 52 B, hitps://console.aws.amazon.com/wickr/
2. HE[MR EEL, BE[EEE)ERE 6 AESZMWEEMN Wickr EEEZHIA,

REFHE 18


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

o] 1 3

(= | Metwork name v Metwork 1D L Plan - Wickr admin contole [ v

WLME production B9963353 Prefmium Admin

ACME beta 69963354 Standard

RS EENEQEHEMIRA Wickr EIRZHE

= Wickr Network Dashboard
/7 Wickr

Wickr Admin Ll Manage Plan
TR S— ’
Dashboard 8 5 5 2
Network Profile
ACTIVE USERS GUEST USERS IH MARCH e

2023

Team Directory
Warsge Plan v BI”Ing

3. & Wickr EEEZH AN IIREERTP | BE MIERE] , ARREF [(REMEHE]

"REHE AREBEREE N Wickr ZEMRE | W RAMKEFRERNSE M EHENERE
Ho

BYZEEHE

A T IIEFRELZSMEE,

-

#TB AWS Management Console ¥fIAB B, https://console.aws.amazon.com/wickr/
£ [MEE%] EEL B [EEE) EF , BIEEXMEEM Wickr EXE2GH A

N

RS EENEQEHEMIRA Wickr EIRZHIE
3. & Wickr EEEZF AN IIREERTP | BE MIERE] , ARREF [(REMEHE]

ByZeiHE 19


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

4.

B A UEYHN RS MRE,
EARREENHNZ e HEEEDNEE R 2 MRERE.
NEREFLZLUFENFEET  F2REELEEEHE.

mEREMEE

AT NIRRT RIEEL S HEE,

1.
2.

$TH AWS Management Console $IIAB =B . https://console.aws.amazon.com/wickr/
MR EEL , BE [EEE) ERE , AESZMWEMN Wickr EEEZHIA,

RAEREEMEQERHEMEERN Wickr EEZH A,
E Wickr EERZH SR EKF | B [MRIRRE] , RRRE [REEHE]
BELERECZEURERBEEEN FHEER].

"ZEFAFMET . EEEETRAERPETRE S HRANRE.
UTRAANRSIERNEEHERE

- REMHERE - EEREAEEENNER TN URERM,
« —i — REFENELEE,
- AR — EEFERENAS IR

- I — EEFEKENBEFEDR.
- R2M — REHENHMZSMINEE,
- BE — ERRCEETEANESD. BUNEEERH S PHE TS MBABRVERETR

Eo. AWSWickr & 2 B AV Bl FB-A it M £ 3K,

- AHEE — EARERSAREMERPNAWSEREBRSHED, flI , MR MEXERHER
RZAHEBENAER , ERISEMRILERA.

- 2EEFE — HAEEAENMSHED AWS BREMBENTRMEFNAF, i,
RNEAEENERFEERE , ERBECENERTFEERE , MEARERRN KBS
B, RIS BRIt EH.

- RFEIWEE — BB EMRE (BFHN) BEWEED AWS ) BRTERME, EEE LTS
HEERETUBSHNEBERER. Rilc®  £REARELFIIHNBBEPNEREET.
EWEREE EAA AN (A8 R FEBPNLLMBFARERWEE , TEEAZRIOB
A

Ho

mEREMEHE 20


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

6. EE [RfF] UMREFEEHREHREFAERMBNEE,

iR =2 & &548

BEZMBREZEMUEE , BERTIIRER,

1. #TH AWS Management Console iR B 52 B £, https://console.aws.amazon.com/wickr/
2. HE[MEE) EEL, BEZ[EEE]EE , ABEEXBEEM Wickr EXEEH A,

RS EENEQEHEMIRA Wickr EERZHIE,
3. & Wickr EEEZF AN IIREERT | BE MERE] , ARREF [(REMEHE]
4. RELEMRCZEMHESBESENESERTRET.
5. EIE [BR] LML L MRE,

EEMBREEREAENZEMRER  ELEAES RN EERARLTEUHE, EEBWER
WRERENZEMEHE  F2REEEASE.

BE-F AR

£ [SSO#ERE] EE® AWS Management Console ¥4 Wickr , A LLi& Wickr SR EAEHE—F A
RIRETRE, SSOHBENZEERRE (MFA) RREHRHE , WREHENANZSM, RREXEFRE
A OpenlID Connect ( OIDC ) HISSORMHE., TXEFEATLMEEHRES (SAML) WRHEE,
xR

« BESSOIE

- E& SSO

- EREFEENERED

« EXXE Microsoft ZHH (Azure AD) E—%& A

BESSOF1E

FER T AR R LA AR Wickr #83% B BTMVE — B AHRE (MRBEMEE), ST SRR Wickr H8ERHY R
UoE

1. 7B AWS Management Console ¥R B =BT, https://console.aws.amazon.com/wickr/

MipR % £ B 4E 21


https://console.aws.amazon.com/wickr/
https://console.aws.amazon.com/wickr/

AWS Wickr

EEEmE

2.

BE

MERBARENFHEEFSSO ,

A

£ [#EE%] EEL | BF [EEE]

S BIEEZMIRAY Wickr EXE2H5

AWS Wickr

Metworks

.
e,

=] Network name

1

- Wickr admin contole [

>

RS EERE

B E R EMEH Wickr EEEHIA

/7 wickr

Wickr Admin

Network: commm

Dashboard

harage Flan

Wickr Network Dashboard

Manage Plan

MNetwork Profile

Billing

£ Wickr EXEZHANEEERT , BIE [BER

B — % AHEHLDAP{HRE | EEEFERSY

SSO

Important

ERERSSO , &

Z2HTIiERE .

AJLAFEE Wickr #ERHY 22 F] 1D,

nl
:’:.._FST..SFRS IH MARTH E
)

| SRR IE (RSSO

B9 Wickr #8% im %67 B B1AYSSOARE.

ETEHHER  SLESERHGESRERE. EAEEEMEN Wickr #EE , KAEE

IDo

nﬁ;]'%alé‘na-r Wickr ﬁﬂﬁE’J/\j IDo %Lla B
)

Ei& SSO

22
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B

 EXJE Microsoft =R (Azure AD) E—& A
« ERIE Okta E—%& A

ERENREENERE

BRR , B8R RHETREENERJERPENER , EVRERENERERARAFRTE
[EERNENBREEAMMENEH, FERELEERE  SUUEYRRY , REAEREEAR
&, MfERMRAFREREEENEEETHHBERKBR ML,

LT RERAARY AT AEE

- EEMRH (FAER) . ENREEMANRE  FAEAILAEE,
« 30 0EEERE  ENEEEMANE  FHAERSUREEAMRRE 30 &,
- 60 PEER . ENMEEENANE K FHAERZUREEAME 60 £iE,

&% E Microsoft I H (Azure AD) E—& A

AWSH 5 7] LA EL B B F A Microsoft B4HL ( Azure AD ) EB B RIRMHE, EEEEM , B
Microsoft Entra 1 AWS Wickr EE X2 AP TR T IREF.

/A Warning
TERBAE LRUA#SSO , ERiEEA P Wickr XA HIEFIERRHEREFSSOEH S 15
o

$£ 14 FMAWSE TES Microsoft Entra FFERTEF

SERR AT S EREE M AWS Wickr ¥EA& Microsoft Entra RV ERRER

® Note

MEFHAN LS HEEE MDA | 5528 Microsoft Entra X, MEFHMENR ,
Microsoft § 4 &% Bl ¥ & s EREN

3
$
8
=

1. HEDEERT  EE [EBRAEX] RARRE BRAEXEM.

ERENEENERE 23


https://docs.aws.amazon.com/wickr/latest/adminguide/entra-ad-sso.html
https://support.wickr.com/hc/en-us/articles/360050850834-Setup-Okta-SSO
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app

AWS Wickr EEIEE
2. #[EAENGM EEL , BZE [ERERAER], AW AEAERXERE,
3. EEVEIEBEFPHIRE (EREKRBK-E—EHEA),

4. £ [EFE@] FURI, EEW[WBE], ARWATHIM\U : https://messaging-pro-
prod.wickr.com/deeplink/oidc.phpo

® Note
URIAE AT BABE AWS Wickr B {2 & F RSSO B ER R ERE [,

5. EEFEM.
6. #HEM®R K6 BR/REFERNERERF (FFi ) ID.

7. EW "mE, BRI T TIEE
1. B8%% 2.0 ZHEE (2) : B : https://login.microsoftonline.com/1ce43025-
e4bl-462d-a39f-337f20f1f4el/oauth2/v2.0/authorize

2. fMEBMLELABER Toauth2/y M T#HRH#E, . flmn , BIURLEEEREERK : https://
login.microsoftonline.com/1ce43025-e4bl-462d-a39f-337f20f1f4el/v2.0/

3. EAH I A ASSOEIT Ao

TB2: RERH
BEER THIRERF |, £ Microsoft PR ERE

1. HEEEST , 2E [BE]

2. HE[BE)EEL, #E Web EXE@MURIESTAW AR (£ [ AWSWickr AR AEN]
o

Microsoft I B (RIEE AD) 24



AWS Wickr EEIEE

3 Wickr-test-asb | Authentication = - X

Search B Go feediback?
B Overview “  Platform configurations
fh Quicketan Depending on the platform or device this application is targeting, additional configuration may be required such as

redirect URL, specihc authentication settings, or helds specific 1o the platform
a

& Integration assistant

. = Add aplatiorm
¥ Diagnose and sohve problems

Mansge ) .
Web R o
Redirect URls

= bra nding & properties

3 J"-L.‘.MFIM‘!IHQTI Thie LIRIS we will acoept a5 destinabons when returning avthentcation responses (Tokens) after successiu ¥
nEiCAting of signing out users. The redirect LIR] you send in the request to the logen server should
e listed here. Also referred 1o as reply URLs. Learn mone albout Redeect URIS and their restriction

Certificates & secrets

Il Token configuration

2 AF permissions https/fmessaging-pro-betasecmy.net/deepliink/oidcphp |E|

3. ENMARBERENEEER  UEARBESMESHREN ID Tokens,
4. 1B Save (RE).

B Overview

Implicit grant and hybrid flows
& Ouickstast

Request a token directly from the .'||,:!"|l,'|: zation endpoint. If the application has a single-page architecture (SPA) and

& Integration assistant doesn't use the autho ! [ raSoript. select both access tokens and 1D
tokers. For ASP.MET Core web apps 1"|'I thar wab apps that use hybeid authentication, select only 1D toloens, L

A  Dhagnose and sohve prollems mare about tolens

Manage Select the tokens you would like 1o be istued by the authonzatsan endpant

Access tokens (used for imphat flows
B Branding & properties H f

H 10 tokens (used for imphcit and hybeid flows)

B Authentication

Certificates & secrets Su ppn rad account t::,rpé'!.

1II‘ ¥l £ I3
aken configuration " .
o Whe can use this application or access this API?

= APl permissions

8 Accounts n this erganezational dinectary only (Detault Directorny only - Single tenang

& Expose an AP nal directony [Any Microsoft Entra ID tenant - Multitenant)

B2 App role

B Cremisddy =

B3 REBBENZRG
B THIREF |, £ Microsoft Entra 58 E B R N Z1E,

1. EYVEERD , BEE [BREREERE.

£ [BRRERE) EEL , BN [AFRER R3lER.
 "TRAFPRER) ERT , BN "HAFPRER. -
I A GR A R LA IS AV B HAHARR

EEHE,

o &~ 0D

Microsoft I B (Bf& AD) 25



AWS Wickr

EEEmE

Add a client secret

Cancel

6. BUBE®R A BEHAFREGE.
Wickr Client Secret 7/23/2026 vemB8Q-~ 3XaIXfGO5n! |5w...£j 52400f1c-c02e: 'd5a803e78 O [
@ Note
AFREARNEXBEEASHREE JHME D). BELEE%  CTREERIAN
BREBE. IRERETERY | IXREREULIERTNE Fin Bk,
TR4: RETHEE
AR THIFRR |, 7 Microsoft Entra iR ERERAHRE,
1. BEEEERD , BE [HERERE]
2. 1E[ERER EEL , BE TEEENES.
3. HE[EEMEST , EW[EREE] 45 D,
4. EWID#& , & [EE]) TAH , BN [EFEHHM upn.
5. EIEFEFHE.
[ Optional claims

Default

Microsoft I B (B AD)
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AWS Wickr

EEEmE

HBR5: R

1.
2.

3.
4.
5.

%6

EAPIRER

FET K T 5T F LLTE Microsoft Entra B 5% EAPIFERR,

HEIREE T , EEAPIHEIR.
£ [APIFEIR] EE L |, 12 [FERER],

5 Wickr-test-asb | APl permissions #

X Disgne

I [ Refrest J
e and solve problems - ﬂ The “Admin con
"_'_I'-:'_
wrizat

Manage

B EBranding & propertes
Configured permissions

ppien il
’ zed to call APls

Applications are author

- process. The list of configured permissior

ertthcates & secrets

Il Token configuration

= Grant admin

AP Permissions ﬁ_

T Add a permission
< APl permissions '

& Expose an AP
EE Approles

&2 Owmers rRead Delegate

as Roles and administrators

when they are granted permissions by
w5 should

inchede all the permissions the apgplicat

consent for Default D rechary

Description

usersfadmins as part of the consent
on needs. Lea

Admin cons

iEE [Microsoft BlfZ] , ARIEE [ZEIRER]
BHREFEMG , BIRE , HE | IiEXHHNEEE,
BERIEET A,

27

BE—

{& API

AT TIERF

L4\ B Microsoft Entra 1 4 (BEiEHN SEEE, AP

1.
2.

EEEERT , EE BT APL
 [LBIAPI EE L | iBE [FEEE),

Microsoft I B (Bf& AD)
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AWS Wickr EEIEE

& Wickr-test-asb | Expose an APl # %

&) Search B Got feedback?
Manage -
g Define custom scopes 1o restrict acoess o data and functionality protected by the APL An application that requines
s Eu.'l"-'ju]q & &'Dpeul:ies acciss 1o parts of thes AP can réequest that a user or admin content 1o one of more al thee
D Authentication Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use
App roles” and define app roles assignable to apgplication type. Go to App roles

Certificates & secrets
R + Add ascope
Il Token configuration e

s APl permissions Scopes _ Whe can consent Admin consent disp...  User consent

& Expose an APl Mo scopes have been defined

B Approles

e

AR ID URI FEZE auto A , HIETRE ID URI EXFFSERARES ID (M AWS Wickr
PRI AERARER).

Add a scope X

You'll need to set an Application 1D URI before you can add a permission. We've chosen one,
but you can change it

Application IDURI* (0
| api//00a720cd-cf03- 92267985

BERTLEE,

BN [RAEEENEAE) ER AR AHESZRA offline _access,
EH [RAE] , AEER B

B (W EE

EEAHHNLR 1—6 UFHETHER : EFHMH. OpenID MEREE.

N o g b~

Microsoft I B (Bf& AD) 28



AWS Wickr EEIEE

Application 1D LR apif00aT200d-cf03-4203 -ad G- Tl SR2a8 TS

Scopes defined by this API

Define custom scopes to restrict access to data and functionality protected by the APL An application that requires Bccess to parts of this

AP can reéguest that & uter or adman cordent 1o oné or mang of thede.

Adding a scope hene creates only delegated permistions. If you are looking 1o create apphication-onky scopes, use "App roles’ and defing app redes assagrable to appheation

Lype.

ASO B L0098
Scopes Whao can consent Admin consent display User consent display na...  State

Agdmins and users offline_access Enabled

Admins and users opend Enalled

m ATMINS and users emanl Enabded

Agmins and users profile Enalded

8. T [REMAFKEMAEN]T , BIE FMEAFR
9. EBEREL—ESBIEINMAENELE,

10. WARBRIFEARN (AFRK) D,

1. BEFEEARN,

8 7% : AWSEH =SSO &
£ AWS Wickr £ & R5ER T SIERERF.

1. #TH AWS Management Console iR B 52 B £, hitps://console.aws.amazon.com/wickr/

2. HE[MEE EEL, BZ[EEE]ERE , ABEZXBEEM Wickr EXEEH A,

3. & Wickr EERFIANEEB KD , 1BIE [HERRE] , RERIEEZE [BRSSOE].

4. £ "HRRE T, BE "ENEM. URI ETIMEUMERT ( £ AWSWickr EEAEARERXT
MSER 4 T )

https://messaging-pro-prod.wickr.com/deeplink/oidc.php.
5. 1ESSO#RET , EERM
6. BWATIIFMEN:

- SSORTE-E-LAIEIBHIIRE (FlWhttps://
login.microsoftonline.com/1ce43025-e4bl-462d-a39f-337f20f1f4el/
v2. O/)o

« SSO[A Fix ID] — ER B8] ExPHEAREX (AFiF) ID.

Microsoft I B (Bf& AD) 29


https://console.aws.amazon.com/wickr/

AWS Wickr EEER
. AFID—ETNE—EK—WXAE  SEFIBRFNRETH. SaFEREN0HSERRRE
EEMEEHANRE,
. FIFHEIE — B2 [EREEE B0 A S HEE.
- BE-ELERBEAPIER LABNEESE. BARTHE  BASH  BEFHUHE,
. BIEAESBHE — BA upn.

HA R BB F R
7. EFAIEYLRE
8. 1#IE Save (ﬁﬁ)o

SSOBLETK. BERE , BWEEMLUEAFRMEl Microsoft Entra FERRERF , WEHA AP &%
SSOM~LE] ID,

MEFMABFBNNACRENFRES , F2RELVNBHEERE.

MR R

¥

LT RETREBINE REBEUNFREENES,

« SSOEMRAFAKLMSELIE :
- BRZREHEE "SSORITE, .
- BWE [EFRSSOE] ML ERMMIZFAHRE,
- ERBERDY , BEREELEA
- WRi&HFEAEIEIE Microsoft Entra FEEEY Wickr ERREF .,
- FHREEHAECLAERNATID, SFEAMEF T, B0 : UE1-DemoNetwork BB R o

- AFImZIE A A& E1E AWSWickr SSO #HAEH [FFEERE . BIBTE Microsoft Entra P EIEZ S — %
FHBPREHEET , & Wick SSOr it B EHMNE Fin s,

EJEIRCS

Wickr £ B RERE 2 BEG B4 ARNBE |, LB RbPIR BAHIRRRE. ELUIRTE one-on-
one HEFHEA, BENBHRKER —EERERL , YT ARKERFTAARFLCHEL BB UHBENAE
B, BETENBRARMEES B SERT , MBI ERMERUA JEEUE %,

EESTUEEESHRTRANFEACRERRL. LRESEAZZEREE.

5 R 1 R 30


https://docs.aws.amazon.com/wickr/latest/adminguide/getting-started.html#getting-started-step3

AWS Wickr EEIEE

R TARER , SARA S A EEE .

1. #TH AWS Management Console iR B 52 B £, https://console.aws.amazon.com/wickr/
2. & Wickr EEZREHANESEERT , 1BIF [BRFRE] , RABREE [BRIEE]

3. # [MEmEER] EEM [EINOE BEY , #EF [WmE.

4. ERRAZREFA.

Al )

BA L BEBRERE Wickr #8i%, A% SR UERAELERRIBEZRZMNIBIR Wickr @& RIREHN
AWS JAR, A LAER (BR8] Em R EMKER AWS Management Console IR B 525 o

EERERZERNRSIZELRY , MRFEBERERNTEER . SEASRB2HZNEARNE
B, WFERREBRNFAET  SHESRMEEER ? NEEREARESM.

EEREREZER

BN THREFEREE Wickr SN ERER.

1. #TB AWS Management Console iR Ei 52 B #. https://console.aws.amazon.com/wickr/
2. WMHEBEEKDIRE [#BEE] AWS Management Console R R =M.

AWS Wickr ™ AWS Wickr % Networks
MNetworks Create a network
FAQ= A
Contact Us [ Q, Filter network by nome or togs 1
Network name v Network ID + Plan w Wickr admin console [A

ExampleMetwork 59681534 Free Admin

3. E[ME EEL, EFCEERHERENBRERE,

REBER 31


https://console.aws.amazon.com/wickr/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-use-cases.html
https://console.aws.amazon.com/wickr/

AWS Wickr

EEEmE

AWS Wickr » MNetworks

Networks Create a network
| Q, Filter network by name or togs 1
Metwork name - Metwork 1D v Plan - Wickr admin console [A
| ExampleMetwaork | 55681534 Free Admin

4. X [WBHEAEEET , #E [EEER]

AWS Wickr » MNetworks » ExampleNetwork

ExampleNetwork

Network overview

Wickr admin console [

Network name ] ARM Plan

ExampleMNetwork 59681534 @ arnawswickrous- Free
east-1:419995453300mnetwaork /59
681534

Tags (3)

& tag is a label that you assig

Key

some-existing-key-5

some-existing-key-3

some-axisting-key-4

n to an AWS resource. Each tag consists of a key and a value. You can use tags to s=arch and filter your resources or track your AWS casts.

Value

value-3

value 1

value-2

5. # "EEER., HEL  SHUMUEKTIHESR

- HEE®R —
gEs

—{EiE1E :

LERNERHNERNBATER, ZF (WMEER LB ESRERY. B8
TRINE. MFEFHMES  F2RAERBRER,

- RERAER — ERRARBNSRIENT , AEEXFARFAABRIAT. NFFAE

7, F2REREERER.

- [BREANER] —
BER.

EFEERRNEERS 2N (BER] &ill. WF

A ERA

EEEREH

32
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FTE MR R R
BERTHRF  HERFEEEN Wickr 8%, NEERERNFHMAET  F2RE2EREH,

1. EEEER EEL  ZEHMEER.
2. EHEBEMZA "ERF. N TE) BT BATHNERENE.
3. HE [REEE WRFIER,

Admin/deqnarmwi-lsengard @ 4199-9545-3300 ¥

AWS Wickr % Networks % ExampleMetwork % Manage tags

Manage Tags
Key Value - Required
O, name-for-key | Q1 value-for-key * | | Remove
O, some-existing-key-5 |C{ value-3 )(| | Remove |
0 some-existing-key-3 | 0 walue 1 * | | Remove |
) some-existing-key-4 |Q value-2 ){| | Remowve |
Q, Enter key | |C{ Enter value | | Remowve

some-existing-key-3

some-existing-key-4

some-existing-key-5

Cancel

i B A ER AR R
BERTIRE  SREE Wickr @RABBNER. NETRRBNHNET  FoNEEERE

o

|89

1. k% "EEfEK, FEL , REEENE,

(® Note
RELRESBRNTR, FUABKREBNERY A AREAFSHBIEER,

B ER 33
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EEEmE

Select a Region

Admin/degnamwj-lsengand & 4199-9545-3500 *

AWS Wickr » Networks % ExampleMetwork *» Manage tags

Manage Tags

Key Value - Required

0 name-for-key |Q value-for-key )(| | Remove |
O, some-existing-key-5 |Q value-3 )(| | Remove |
0 some-existing-key-3 | 0 walue 1 * | | Remove |
|Q some-existing-key-4 ){| | Q lzdi't this value b4 | | Remowe |

Use "edit this value”
Add new tag
You can add up to 46 mane tags.
-
Cancel Save changes

2. BE [REFEE] URFENRE,

TR THRER , BIA{E Wickr BRBHRER. NEEEEBNFMEN K F2REZERER,

1. & "EEER, HEL K ALEBRNERESE "BR. .

BRI
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-‘3' @ Select a Regian *

AWS Wickr » Metworks » ExmmpleMetwork » Manage tags

Manage Tags
Key Value - Required
O some-existing-key-5 | 2 wvalue-3 }(| | Remove |
0 some-existing-key-3 | 2, wvalue 1 x | | Remove |
0 some-existing-bey-4 | 0 wvalue-2 }(| | Remove |
| 0 new-tag-name 4 | | i walue 1 b4 | | Remove |

Add new tag

ip to 46 mare tags.

Cancel Save changes

2. BE [REEE URELENES.

EEEEETE

Y TEEEHE L BB AWS Management Console ¥ Wickr , A RIS ER ERKEE L
M HEASET 8l

HEEEENERTE  FERATER.

1. #TH AWS Management Console iR B 52 B8, hitps://console.aws.amazon.com/wickr/
2. & Wickr EEZHANEERT , BiF [BEEAR], REREE [BNAR]
3. H[ENARHEHHL , BEELEENERAR, SUNEETIHEAP —ERENR B aTVHERKRA

=:

- B BEARFEEEEFINEEN NEMAEERERK,
- ERERIEERRAR — BARETESS IR, FHEETEEHINERFRENEE,

EESTNEZSREERARRE  EEKSAH 0 BAFER , YIFE=EA, LEZE
ARFNEEZEANEENE, EEETUESRRBEAABAARIERISHRIEEE,
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® Note
EEFLESNER LERNGE  FBRRMEERAL  SREBTNMEEEER
%
SEEE S

UTRHEARSREESA

- MRFECHBEEMBSREERR , ARFTHARTRHESHEEANER,
- BEBKRIAE—EAWS IkRF AL GEMEESHREA,

- EERGBEERE , SAERAFET T,

- MRBERREER 30 VERE  EEABRASREESHR.

ERRE

AWSWickr BB R BT LURBMEHNFTEYHE. ESFEMA (A0 ) KEMEEZRHBEBIEN Hib
Bk (HE ) 2BEH T, R TIRE, PN EEEEHENYE, ERAZEERARBZEMAERR
ZH AWS Wickr Premium FREAEZENLEETF, BHESGTEINESEE |, 528 Wickr EE

ERMREESREYHAELBENERRER , HEBPAANMAASNERBSARBABNSRM
RAMRE. MREESVENBUEFIEL xt EREH (HIM0 . A¥FEF. Amazon S3 REFETREE
RIBERAESRENEAHEMARET) , RPETIH. BRIVES,

® Note
Wickr KIETEHREEBHEENM X H, Hit , EEEXEREHBRE R

£

. BIEE RS

. REERRE

. BB E PR A

. APRBEENSH
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AWS Wickr EEIEE
BB ERREFT

AT T BT FF B4R Wickr HEERMVERMREFMAER . B ABAZE A Wickr #3889 ERHR

o

BS T

-_—

7B AWS Management Console iR B 52 B £, https://console.aws.amazon.com/wickr/
BEiF [BEEREE]
3. & Wickr EEBERFIANEEETKRD , 1BIE [HRRTE] , AREE [ERRE]

N

"ERRE. AHEEIREERRENSER  URBAREAERREDERNER, NFEHREE
HRENFRET , F2EREERRE,

(® Note

BBENRER , @RTFNMAEAENSER "RRERRE, AL , BAEMNERARE
HY R

REERRE

EHEAR AWS Wickr BERBREERRE , BLAZERRE#EE A Docker GBI FH ENE

25 , Bl A E RS Amazon Elastic Compute Cloud (Amazon EC2) R {TIEEE, ZPEHEES
A, BA LA HREATEAESE Amazon Simple Storage Service (Amazon S3) BErE@ 12 &

B, BT ERR BB AREAFEHEMAWSHRT , Hl0 AWS Secrets Manager (Secrets
ManagerCloudWatch), Amazon CloudWatch (), I EBEEEE AR (Amazon SNS) 1 AWS Key
Management Service (AWS KMS). T % E 58 i 5% E R 11T Wickr BB ERMR BB A

FE

- REERRENLERM

- RFEE

- RIBEH

« Secrets Manager &

- BERREEAWSRBEERLAN IAM BUR
- BRBERMREHEA
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- FLEERREMEA

REERRENLERA

EBRtRZHl , BWAAR Wickr ISERRBMB[ALTE ERAFTHERR) NUHBEER. AWS
Management Console8 S HE R — R BERRERBAREEEMEE, BUMEETEADEA
ERMRE R, WEFMEN  B2E RRERREFE.

=S
B-RBBERNREEBAR , FEATIEP—EZEEENHE
« JRWICKRIO_BOT_PASSWORDZ#H, EXNREMB[AREEBE LR EFIREREHANELD

.,
« K8 Secrets Manager FFHHAWS_SECRET_NAMERIZEESEFE RN ZREE. ERMREBHIZTAN
"Secrets Manager. {E#BLRR AR & Secrets Manager EEMNE&F,
- EERRBEBARTE , SEARG, CEEFAZ-tiBENERX TTY FEHEERHTERR
BHHEE A

ELERREERRERBAR  RAGELEHNZR, NIRCTEENTRENREMEIA  FEAE
ENER. REBENRLREERRERBAZREN,

MERNEZEBERBERAERE TENGF.

/A Important
BERBREFNRELRE, IREBERER , CREBLIEFZRENREMSIA, TERZLER
B, TRETREN Wickr BigBEIBREN A,

kkhkkkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkxkx

**x** GENERATED PASSWORD

**** DO NOT LOSE THIS PASSWORD, YOU WILL NEED TO ENTER IT EVERY TIME
**** TO START THE BOT

"HuEXAMPLERAW41GgEXAMPLEN"

kkhkkhkkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikikikikikkxx
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RRE
E‘iﬁﬁﬂﬁ%’mﬁ&jﬁ%"‘ﬂﬁ Wickr RS EERREMB AR , CEHBEREEFEENREALS
ME=R ERFERFHABEANNIFERFNVERD  EEERTUCARELEETEE. N

nﬁﬂiﬁaﬂ, A2 BREH.
BALRETHHEP—ERERFEFLER

- BFFEREBENEENX A FRES L, KARREE, SREISARERBES —EARRUETR
Hiffr  YWiEEETHERIERSKRBIZE[™,

- SFFAEIN AR MEREFHE Amazon S3 RIS, ERREME A BISFTERBNTBANY
SEFHEIEEN Amazon S3 HEFHHE. ERNALNRERDREEREERE  SRIMLBR
EETBAME,

. FTE RIS M MBEREFHIE Amazon S3 HEHET. ERHREMEARERLERNSR
EFMBFAERNABAUEE | WS TMREFRLIEEN Amazon S3 R R, EIRNALNE
ERDEFNBAREERFEEE SR TRABRELABAYE, CHETRETREEEH
T

MEE Y Amazon S3 FEFIFENERE MR BHEAFANHEMEN , 5528 Amazon S3 FHE
ISR R LR
REEEH

B LAER T HIRR SRR EERRERE A, EUUERNTERMRE T A Docker BRGAFEEA -
BERBREELRELEY, MEFEES , F2 Eﬂ BEE R REHEA,

@ Note
BREZEEE K BRELRREEBHRZEAN

R TIRESHRIEEERR B M AR

« WICKRIO_BOT_NAME— ERMREBHI[ANEZTE, ELHITERMREMES A Docker BEGEF , FEI
g8y,

« WICKRIO_BOT_PASSWORD— BERHMREBMIZIANVREZNE, MEFMEN B2 SREERREHN

DEFRYE, MREFTTECAZBRTIHBERREMBA , REBLTITEFEA Secrets Manager
RAGCERREMBARE , AIEFEREBE,
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ERA T HIRESBIRER EFRRE LR E SRR

« WICKRIO_COMP_MESGDEST— # & RARZ B MR EEME, EREAR /tmp/<botname>/
compliance/messages,.

« WICKRIO_COMP_FILEDEST— BB REERERZEBEHZNREERW, FARES /tmp/<botname>/
compliance/attachments,

« WICKRIO_COMP_BASENAME— EWREHERMELRERE, FHR{ES receivedMessages,

e WICKRIO_COMP_FILESIZE— EWHHUHERNEAERK/) (ML KB BEN), EFRAKDEERK
BIER, FEREA1000000000 , 0 1024 GiB F TR,

e WICKRIO_COMP_TIMEROTATE— B REB M A WEIHEEBRARBIAEEXHFAHNEEE
(UADEREN ), EZGERFE  SREBFER, KREEME A E R K/ =5 E R R 5 E W E 415
RO KD, FEREAO , MERF,

ERATIRESHRERECAAWS BENFERE.

« AWS_DEFAULT_REGION— A Secrets Manager Z XEMAWSRIEH FERE AWS E1F (FiEH
# Amazon S3 HAWS KMS), IR ARERIIREEY , AKFERSEA "us-east-1EH,
(Region).

FEATIIRESE RIS EELZIZMA Secrets Manager REFEERMR B S ARFNAWSEREET
RFEF AR Secrets Manager 5. MEFBE A R E Secrets Manager FHEMNFHER , 7
2@ Secrets Manager &,

« AWS_SECRET_NAME— Secret Manager G EH , EF TS ERR BB AFTENFRERAWSHR
BEA.

« AWS_SECRET_REGION— AWS B ZFTEH. AWS B MR B FEANERAWSHE , WHAES
Ltk AWS_DEFAULT_REGION{E , BIigfEAZE.

(@ Note

BRI L T IR BERESEFHEEA "Secrets Managers FHE. MREREZEFE Secrets
Manager , WA EEERFEXE , AIEAITERRBHES A Docker G , FEEAM T
EEAREEY, SASEREEANEMAIETRNAWS_SECRET_NAMERIZEE ., WFEFHEE
A , 5528 Secrets Manager &,
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BERASNERERIRFIER | FERATIRELEIEE Amazon S3 fEFTE.

« WICKRIO_S3_BUCKET_NAME— #BEEAHEMABENERLN Amazon S3 EFEITENERE,
« WICKRIO_S3 REGION— #STEHAENIEZRM Amazon S3 fFEZETEMAWSET,

« WICKRIO_S3_FOLDER_NAME— Amazon S3 FE B HERAENERNEZEAERKEHE, LER
REBIEE N EREEE Amazon S3 HEFENAENERN SIS,

ERERERERMTE Amazon S3 EFITEKEMARAFRINZREMMBERE , FEATIIRER
BBURIETEAWS KMSFFHE A

« WICKRIO_KMS_MSTRKEY_ARN— AWS KMS F£#8# Amazon EREZ M (ARN) , AREERRE
A T EREENERMEEFD Amazon S3 FEFE A , EFNMBELEERNER,

« WICKRIO_KMS_ REGION— AWS KMS F £ 8 WAWSI[EIE,
ERBIZEEERREEMHEEZE Amazon SNS 7R |, FEA THRIESEHIEE Amazon SNS %4
B, BENEHTERE , AR ERGML,

e WICKRIO_SNS_TOPIC_ARN— ZHEXZERFREEHEEEM Amazon SNS E£EH ARN,

EATIRBEBHIGERREEFEIEE CloudWatch, MNRBEE , BB 60 WEELE-REE,

« WICKRIO_METRICS_TYPE— B IIREBE N EREcloudwatchBEXEE CloudWatch,

Secrets Manager {8

B LAE A Secrets Manager RFFERMRBRBABRAERNAWSEEEEH. WEFEEY
Secrets Manager TEHIEFHAE A |, 5528 (AWS Secrets Manager#¥ Sec rets Manager £ 1Er) &
[(REE VAR -

AREEEEBIAEATIIE -

« password— EiBRBHIT A ZWE,

« s3_bucket_name— #EHEAEFHAEMERMN Amazon S3 EFFENEE, WRXRRE , g
ERARARNERSER,
« s3_region— B EMAENMERMN Amazon S3 FEFETEMAWSE,
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« s3_folder_name— Amazon S3 @FErB P FHASNERNEAERKRERE, LERKEZERN
HE EREES Amazon S3 FEEFEIFENFASNERNEE,

« kms_master_key_arn— AWS KMS &8 ARN , AREERNRBHB[A LHAEERTER
f#7FXE Amazon S3 EFIFEZH , EMMNBELERNER.

+ kms_region— AWS KMS £ &#8FTEMAWSIESE,

« sns_topic_arn— ZHEBKERREEHEHIEZEN Amazon SNS £7EH ARN,

A4 B RHMR E EAWSIR IS FEELE A B IAM BUER

MR ERITEEE Wickr ERMR B HEE A F A HMAAWSERT , AIXERREIMESBEER AWS Identity

and Access Management (IAM) AEFMBERREREM. BRI ERRBHES AR EAFEH Secrets
Manager CloudWatch, Amazon S3., Amazon SNS FIAWS KMS. T 5| IAM B3R /i BF 2 HUE L RIS HY
BHEBE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",
"cloudwatch:PutMetricData",
"kms:GenerateDataKey"
1,
"Resource": "*"
}
]
}

BAUSHBEEA T ENARFRNERBEERISENY , RELEBRZHN IAM BUER, &
ERITEFERANAWSIREBBRENE, flan , MREIEFEA Amazon S3 7T , BEATS
BB KRsecretsmanager:GetSecretValue, sns:Publishkms:GenerateDataKey,
Mcloudwatch:PutMetricDataZEfE,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"

}

]
}
MR & AE A Amazon Elastic Compute Cloud (Amazon EC2) #{T{EETE SRR B A |, FBFEH

Amazon EC2 ERERHIEIM IAM At | WFEA LRBERESRISREER.
RREVE BHMR B HEES A

EHTERREMEAZH , BEZFOACENMAREERNRERB[A. MEESHTEEUTEH EHT
HEES A -

- BEEBAWSHRE , MELANREZERERN, HEEERT , ZEFEARFEEREE, BEX
RERBESHENEEXHN R PIRFIABEN X NRFEBEIE, NEFMHEN , F2E RES
B,

- BERSBAWSERIE , REEHEZAIZE —E Secrets Manager Z 8 217 435 A BB FAWS IR FSEL

BFMAERS. REAWSEKE , B UEEREBERREHIZ A Docker RIGIE, WMEB LA AR
T#1£ Secret Manager i FFMER , 2B Secrets Manager {8

DTFEHETARBITERREMESA Docker BB EHlG . EBEEHIEST , UEB2HEH
BB THIEFIE :

« compliance_1234567890_botfERENEIFRRBEMEIANERE,

« passwordERENBIRRBME AN B,

- wickr/data/retention/botE#EH) Secrets Manager MBZHN B BEEHEIRRBMBE N —2F
Ao

« bucket-namefEF & EMEAEFIERMN Amazon S3 EFETBNETE,
« folder-namefE Amazon S3 REFEFTBFFHAENERNERKREHE,

« us-east-1EALIEENERMWAWSED, Hli0 , AWS KMSE £ [EE = Amazon S3 & 1ZET
BHESE,
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 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
ababababababfEFAWS KMSE £ 1 Amazon BEEEZ T (ARN) , AREFHNZASERE

z=

<o

EREZBRES BB EEA (BAWSHR)

T % Docker 5T BB ERMREME A, FIE2FEAWICKRIO_BOT_PASSWORDIRIEZEIEEMN, #
FABRRFEAERERSER  UFEALEREREESETPERNTERE.

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

FRARBRRBEBSEA ( BAWSER )

T5 Docker ETERMBERFEMBA. RREETENREUB[ARTRBAZR. SRERATER
ERESHBTERNERERBEAERERSR.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_1234567890@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_123456789@ bot

Enter the password:****x%&xx&kx*
Re-enter the password:******xxkx&x*

FERENRBR RN -tiIBIEETHIEA, BERXERE docker B 5% 3 BliE{T%docker
attach <container ID or container name>t% , AEEBSZBIRTE. SEZTERNASIE
TEMETS. MREMME docker Bl , BEREFEIRR , 551% Enter 8 |, BHEFIIR T,

BA 15 S EBRVE B XXM ( MAWSHRTS ) RAEIHER A

T35 Docker ETEFEARREBHBDERREMRIA. CESEEES/BRIREEXHIEEES 15
Pk 18
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docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \

wickr/bot-compliance-cloud:latest

BEHBEALEAZREESEENRER

B LAE A Secrets Manager KB BIERMRBHBANER. ELRBERREHRBIAR , B85
RERESY |, LUEE Secrets Manager L EANNE,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

Zwickrpro/compliance/compliance_1234567890_botZEE LU THERE , BRAH,

"password":"password"

BB B3 A EF Secrets Manager 835%E Amazon S3

IETLAE A Secrets Manager sEEE A E R M Amazon S3 REETEEN. ELRBERREBHIZA
B, BB EERTIRESE , LUSE Secrets Manager FILEANMNE,

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

Zwickrpro/compliance/compliance_1234567890_botZBEEHUTHERE , BRAHEI

{
"password":"password",
"s3_bucket_name":"bucket-name",
HREERMRE
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"s3_region":"us-east-1",
"s3_folder_name":"folder-name"

e AW EIHE R XXM RIER BB XX RFA B bot -compliance 7 /48
Fnetwork1234567890,

B85 A EAWS KMS{EF Secrets Manager 255% & Amazon S3

BT LAE A Secrets Manager REEEE AE R, Amazon S3 EEFIFEAMAWS KMSEE£REA. EF
MEBERRBHIAR , BEFERTEREEE , LUEE Secrets Manager 7L BRI E,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

Zwickrpro/compliance/compliance_1234567890_botHBEEUTHEE , BRAPX.

"password":"password",

"s3_bucket_name":"bucket-name",

"s3_region":"us-east-1",

"s3_folder_name":"folder-name",

"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
abl7-abababababab",

"kms_region":"us-east-1"

}

BRABRINAENERGER ARN EFTEBIHN KMS £8INE , AEEEA
"network1234567890 WERIRPBA "HBEAMBEE, EEF. BELHTEEN IAM BERERE.

RRED 4 BR A 3 A IRIR B BERE Amazon S3

MRIBFIEEM Secrets Manager RFEEERHREBHEBARE , BALUEATIREEHMBERR
EB#33 A Docker BRIG&HE, EHBEFEHAWICKRIO_BOT_NAMERZEZE A SRR B HEEIAN B,

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
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-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \
-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bucket-name' \

-e WICKRIO_S3_FOLDER_NAME='folder-name' \

-e WICKRIO_S3_REGION='us-east-1' \
wickr/bot-compliance-cloud:latest

BRI LMERRBEERBIERREHBANZEAER,. Amazon S3 fEFITENMEEEN , URFEARE
REBERNEREER,

FIEERREESEA

EEBREMEBA LETWEASEESIGTERMERIE IEFE B, A THEFIFT RN docker stop
<container ID or container name>fn% , HHERHREMET A Docker MG 2 HSIGTERMES

AL
To
docker stop compliance_1234567890_bot

MSERRERCE

EERRE BT A Docker BUG EEITHIE BB AS I i = B 88 P YES/tmp/<botname>/logs#kiE. fib
PASHEEBIRZ 5 B4, BLUERETUTHhSEEA .

docker logs <botname>

g4 -

docker logs compliance_1234567890_bot

ERREEENSH

AT 2B8H 5.116 iR AWS Wickr ERMR BH#EFAFTZ BB Amazon (SNS) 15 Amazon fEEE
HIPRFE (Amazon) E#. CloudWatch CloudWatch

&

« CloudWatch E£

« Amazon SNS JEE
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CloudWatch E&

FEEERMEEE AL 1 DENBRER , Wi H ST EETEIBRZHES A Docker BRGHY IR 5 A8 BRI B Y
CloudWatch BR¥.

LT RERRERBAZENREER,

BEE

H#REF _Rx

FE (Rx_ k)
AEERFEE (LS)

FE (S) ERE (XK

BAKK

S3_ REER

EMRHE

EMES

EEEEL LM A CloudWatch, FARKEEE AR
LUTREFREE B MHMHESE,

HERE

Id

St

DU
WERIWEAS.
BLREWENEH
ERFEEVRFABERNAR.
LRI EREEERNBAESR,
L E]: R
ERERN AL TAR
BEEAMREESR.

B2 (EEEARREHE1)
RHRAM (BESEBRER1).

A ERERNERKE Amazon S3 fEFATHE
FRFEE 4 SRR

kPN
EMMES.

ZEERWickrIo., BEEREHAE —EEEMS,

Value

HBEANERERR,

ENREERNEHN
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EEEmE

HEE

£iE

Em

BotType

ihiy

Amazon SNS SEE

Value

BEMBARENIATHEEBHRNH, NREER
BITZEHBARERHITER , REH

KR AWER, AT ARWickrPro_
Alpha, Beta., = Production Ff
Bl WickrEnterprise_

HBARE, BRLASRMMBEANSRML,
2 S A B Y R B B o

THEHEEME Amazon SNS £/E , ELEHREAWICKRIO_SNS_TOPIC_ARNIRIE & (53
sns_topic_arn Secrets Manager BS{EFTE B Amazon ERE M (ARN) EFfiEE. MEFMAE

A, BB REEE A Secrets Manager B,

EEHR M AFTEENEHEUISONT R R ML, UTESEE 5.116 RENREMEANELE

o

=
complianceBot
dataTime

HE

dockerlmage
dockerTag

message

notificationType

(=]
BERREMBANERERR,
E4RLENBBNERE,

BEMSARENITEEBNRA. WREEHE
B1T%1E bot HHI , RIFEEEA.

EEH B8 A A BABAY R SRR B KRR
HIRRERBAER R BR A,

BHAL, MEFLEN  BSWEASHRE
e

E @A EBot Event,

ERREEENES

49



AWS Wickr EEIEE

Z8 =l
severity EHMBREM. LR normal &
critical,

EAZBETE] Amazon SNS R |, METLUENEN, MBREERETEM4UETRE | iSO &sE—H
ETEH  EhIEELUAUT RFIBER,

{

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",

"dockerTag": "5.116.13.01",

"message": "Logged in",

"notificationType": "Bot Event",

"severity": "normal"

}

BEXEH
ELEMEEBMBAFLIENNE . ENMERBZIRE , DU RIS K H At ERE.
BAKK

UTREMBABLIZERIREENSENH. SEFASHEELEARBNER.

LS il EHAR

KBBR8 BEIER. RERR

KRB KAEERAE,

KER 8% MRS EEE 2 E=E,

i FERERRET.

R config.wickr EBRHZBEHEN,
i A fEEERconfig.wickr R
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EEEmE

EHEE
KR %
KR %

EZEHBEEN

E S ki
gERP

BotDevice &=
WatchDog

S3 k&

®imgt

IEXEH
UTRES
EFMEEIRFNEE

ENRENMEZENREMB[ARSR
RAHTEENEERER. ATRLUEAHER

A device has been added to this account!

BBEAZA

EHAR
S2EWBEALHK.
MAPE  BRBECERE,

EHAL

W ickrlOClient £Z:: slotAdminUser =12\
(% 1): KFHR:% 2

RIECEE |
R SwitchBoard # B8 B B R EEIB <N> 7 82

BEMBRER <file-name & S3 FEME L,
$E238 . AWS-error >

SERVERSUBMIITEDFALLBACKKEY: & ] ##
BOAFPREAPRESR., FEARFREIIR
[T

BHRRERRERENSN. ERERERAREBSHNELHENSH RS EIREE.

EEAMEN. EREBRAT , EVRRAEARLERMRER

hEASERBARDBAKRELE, UTRULEANER.

ERREEENES
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Logged in

zles

LEASEMRSBABRRELE. RERAERIFTABRMEIIIIE , AITEREENE TR, A TRLEHS
RH R

Shutting down

o] AR ERT

hEHESEENREMBARBREL | WAHHE 7T HIVEE Docker BUREMN BT RA, WEHEHE
HEARBREL  YASKBEELE. EHSFversionsESIRA , AR ATAAVETRA, LT
REBSHNETFH— @6 F.

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
ftER ATAK ?

Android BB EEBEY ( ATAK ) -SLAREEMAIEMN Android BT REBEH (2 ATAK ) 2—RE8E
FHHETHEREBNERRAERAER  JEREHENE LNRLHE. HATHRVRFTARE
BE , B ATAK ERBHmIAEES it , M B BT,

£
- EREEARERRTEMA ATAK
- B ATAK W E A&

HER ATAK? 52



AWS Wickr EEEmR
- REVWEHEE ATAK WR BB

- BT RERER

- BRER

s BEIEZEREEAS (Push-to-talk)

- BE (REFHE )

+ Navigation (B &)

EREEMERERRPREA ATAK

AWS BRBAXEFZHEATSRMREEN (ATAK) W8, B2 , FIBA AL , £/ Wickr 19
ATAK EERFT BT RIREREF T RERM. AT EBROhETMEL R , Wickr & T — @
#  REH BB E S EEIEESE ATAK, EABEAR ATAK Y Wickr JMBE |, ERAERTE
ATAK ERBRRAREEAL. BENEE Wickr EWER, EHRT PETA ATAK BIXTEER B/ E
FEtE,

KR EEMARERRTRBA ATAK

SR THRF , LT Wickr #8%ERRP A ATAK,

1. TBAWS Management Console B 2Bl 7E https://console.aws.amazon.com/wickr/.
2. ¥ [MR EEL , EEF [(EEE] EE  HESZMEHN Wickr EEEH &,

1 2

0

(=] Metwork name v Métwork 1D v Plan v Wickr admin console [} v

ACME production 69963353 Pramium

ACME beta 69963554 Standard

REEREEMEQZHEMEREN Wickr EEZH A,

A ATAK 53


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

Wickr Network Dashboard

e,
/7 wickr
Wickr Admin 1 Manage Plan
Netwark: o
Dashboard 8 5 5 2
Network Profile
GUEST USERS IN MARTH e
2% —_
Team Directory
Warsge Plan BI”II'If:1
8

£ Wickr EEEH AN IIRERP | B ERRE], RAREE [(REMEE]
BELEMA ATAK 2R R MEEZN FAER].

£ General (—fi%) RE|EE L , ##ZF Edit ({REH).

£ [ATAK ZhEE] BB :

o o b~ w

a. T THE, YTERTHABHEE. BULURREAEERENERN ATAK A | BA
T — A

« com.atakmap.app.civ— MREH Wickr &I A FITEEH Android i%fs - Z &I FH
ATAK ERAERFNERARAE  FE "8 XFREREALE.

« com.atakmap.app.mil— REH Wickr A FITEEH Android %l L REXFH
BEERAN ATAK ERRER , 7 81 XFEREALE,

b. # ATAK t1#i[ A58 LARERRILL ThEE,
C. Egﬁﬁo

A ATAK 54



AWS Wickr EEIEE

Security Groups > default

default

ATAK BHEE AIBEH Wickr FRFZMMZSHEERMA., SEXEREHA ATAK I8ENZ
S HEBEFH Android EAE |, LLRE ATAK B9 Wickr AMBER ., MEFMENR , F2ELET
fii ¥ Wickr ATAK #A 2=,

EAR ATAK RV H AL &

WE ATAK B 2 Wickr SABMEREFMAER | B2ETHREA -

- BRREEREFRR

- HitR R ATAK EHE R

LRITEH ATAK WR R BREHT

Android BIBEB T ES (ATAK ) 2XEEE , MAMBUTFEBEERL Android lBRAR |, ELKET
ERERAINBE S BEITEIETE , BITHNEHEE, ATAK E—BREHEE , AFBEZASRMI
B, EEAFEAER GPS it B EibEHIZETER Y BE THEEETHEHNERIFER
H, EAXES , B EERRUOMIE Android 521 £ R % ATAK B9 Wickr 34 3 4% H 82 Wickr &
Finb s, EMEERLE Wickr LEBIXEEMBIE , MEFIRE ATAK ERAERF.

B ATAK W E &R 55


https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://wickr.com/wp-content/uploads/2022/12/Wickr-ATAK-Plugin-Overview.pdf
http://wickr.com/atak-plugin

AWS Wickr EEIEE

Z8 ATAK R = iF 4

TR TSER , A EZERE EREK ATAK 1Y Wickr AAHER,

1. BIAREHREE , YRERTS ATAK Ff.
2. EENZRERMELEITHE ATAK ERRER,

3. EATAKEARERRD K BEEEALANDERER
=
RBEEHNHEX,

4. EEEA,

5. £ NEBEAER BHEOS EE "R SD, , REEMRINEAR ATAK .apk XHRF
Wickr iEHEMALE,

6. EEFRGXMH  ARBRBETETRZE,

(@ Note
MRRARBREEFNHEARRETRE  FEE "S5,
7. ATAK BAEASHREREEHANSEN, BE BE,

ATAK By Wickr i RECRE, BEREUT "4 ATAK B8 Wickr EC¥f 1 #87 , BASER(LLIBEE,
A% ATAK S 52 R B 3

HIER IR & ATAK By Wickr ABMER & , BEM TIIRERF , ES ATAK EAENE Wickr B
¥,

s

1. EATAKERER+ K BRESEE4ALANIERETR
=]
SRIEBIEFE Wickr S E,
2. EBEERHYME.
EREHBEBANRR , EREKE ATAK Z Wickr AREXNWER, MRLEHEBHNRT , B

76 Wickr EF iR , RRET "FRE. , ARED 'CEENEARERF. . LEZEREN
R, &0 T EIZXAE N

REWEEH 56



AWS Wickr EEIEE

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Pending

e
FEITR

// Wickr ATAK Plugin >

3. EBIE "RUE, BEH,
4. BEBRRL Wickr ATAK ABRENZEIRE ATAK EARER.

REWEEH 57



AWS Wickr EEIEE

&  Connected Apps

—

Success

You've successfully connected Wickr
Enterprise to Wickr ATAK Plugin.

OPEN WICKR ATAK PLUGIN

BRECRIEY ATAK SEHERXF Wickr , I B o] UE AR R EIXA S I FEH Wickr E1T
e , MEEFER ATAK EARER,

HUH ATAK B2 52 B Y i ¥

3

mE K THIRERF , BLEUH ATAK /A EMETNER Wickr VELH .

1. ERERARENF , BE [RE], RREE [ERNEREX]
2. % "CEENEAEN, EEL , #E Wickr ATAK MER

REWEEH 58



AWS Wickr

EEEmE

3.

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Connected

il
IR

]/ Wickr ATAK Plugin >

£ Wickr ATAK AAMEREZEE L | BESEESN "BK.

BFREERETRETEMER AP, ZRECHKIIBUEEE ATAK A#iER,

BT M IR ES

BT LAIE ATAK B9 Wickr 4 B 3ITNIZERER,

SERCEA T R PR AR 4T M4 BRERE

1.

2
3.
4

PRI KRR E.

i GE] wRF  BRELEFUZERENE R,
BERSA LANERER.

EER  BALURE ATAK B4R B X R ERE,

BT R ERER
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AWS Wickr EEIEE
BEER

BT LATE ATAK B9 Wickr 34 & 383% 3045

R TIRFUEEER

1. BARBIRRE.

2. TE[HE] AP BSEEBEIERNERE,

3. ELRIEBEERNEAER  FEEMANEE,
4.

Ti MEix *.?.? EJ: B NEEER,  RARIBZLEEENER

S Q RN @

Send File

NORTH DAKOTA %

MENNESUTA

winnea 8150

SOUTH DAKOTA

KA -
i file name.PDF
PDF

WASATEH. R/IN(.,EJ

'Aéunvu

FEUTAH & CoLOKAD O KANSAS
’ Arkansas River

OKLAHOMA Choose File

Callsign: BACKY .
14R PU_10708 79232 Send File
1,009t MSL/ 171°M

5. ERERAED , BEERFNESR
6. # "EXAER, EEHL  EE "EEER.

THERBEER , R REETHEERES

BEXZ £ EZAE (Push-to-talk)

B BATE ATAK B Wickr ABRBERPEEZE£FEZFAL (Push-to-talk),
ERERTIERF , UEXReNEBTAL,

1. BRBIRIEE.

BEER 60



AWS Wickr

2. ERRFESN "REBEF BE A XEEH-BAARBHNEERT.

3&3 @ I:]:D @. 2@ @ —

MINNESUTA
Lake

yelfosy s
o o N Minnesp oS oo NSTN michigan
LT I SOUTH DAK OTA e "Y)
'*u/vmwf 7 M

‘ngommd
.', * Chicago
e NEBRASKA
! i,
ASATCH HANGEy 3 A 1
d Benver A @ .org
I' A H,)?‘ COLbIADO Sy WB
N o 1
" Arkansas pyye, KANSAS I'm NW of Denver

02:16PM 07/12 364D

OKLAHOMA
ARIZON A

" NEW MEXICO
| Phoeniy Y

.org

MS

Dallas

TEXA e
V o 02:16PM 07/12 364D
HCallsign: BACKY

14R PU 10709 79230
1,020 ftMSL  182°M
0 MPH

NORTH DAKOTA
MONTANA 3
RV MENNESOTA

Winneap 9y 1500
e
" JTH DAKOTA
1bAHO iRy, A ol
MOUNTAINS. " ¢
 WYOMING,

iy |

NEBRASKA

o, Hold Button
UIA.Hy,b."‘ col G{Aﬁ::‘v. ANSAS Down to
by ) Record

o 18 Arkansas River
mn W al
uum,m <! Z[Vfof‘ R
MM 4 | 3 OMA
"s v Yy L OKLAH
o @\& -a !“

Los Ap 1 g
9"':(\%_‘.'/ ARIZONA  © NEW MEXICO

Phoenix

Nyt ‘ ; Callsign: BACKY
- ‘ 14R PU 10708 79222
1,001 ftMSL_ 85°M

1,000 km | +/=12m

‘Eﬁ:wﬂ’] ﬁau\o
HRALER , MEZRBETEE,

BiXZ2FEFAE (Push-to-talk)




AWS Wickr EEIEE

BB (RIEHRE )

R E SRR S B ThEE A Y one-one-one FEERE#EHE

ST THIREFUAERARE,

1. ERFTH ATAK B # 2 BRE M ATAK fEHFE Wickr, EESEEEER LR RENBRRNE
E.

2. EERFEAEETRURBERE,
3. 121% Wickr [& I/‘rxl«)\ilﬁﬁ)’ﬁlgﬁﬁ%ﬂﬁ?}fﬁ BIE,

e ® < I Q 3 @
* 13S CD 70132 70360 NAZ +

- ftMSL _
—--MPH_255M %%, DMs

MENNESOTA

00— Lo Mg HH Hiro Hamada
Vs °\ 01:42PM

b SKA

@ ) @ wild Bill
1CH, n/wt.u' é.’w. WB

o i w , 01:39PM

OKLAHOMA

Sit(x)-TAK-Wickr
Callsign: BACKY
& 14R PU_ 10701 79216
§1,008 ft MSLE 24°M
HO MPH +/=5m

4. EREEL K BETIHIHA—EET :
- EBF EERRITES.

RZE 62
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MONTANA

SOUTH D

TEHIRANGE/ 'i
., '/} enver

('()!.(aﬁhl)()

Arkansas Rive

&

prS

SOUTH D

TCHIRANGES 'i
e ’ enver
4’-’
COLOADO
Arkansas Rive

prS

- BREE  BEEIER.




AWS Wickr EEIEE

MONTANA

ODUTH D
IDAH O SOUT

ICHIR /UJr‘_ft

’(,éerwu
COLDIADO
Arkansas Rive

»

Navigation (E )

wHEAFREEEs=AEMAE  EERERRSA TANESNAGEMRERT. MEMDABEIE
BECEHEE,

- ERARR  BYEEARREAREREIHK.

« DM #2148 : I one-to-one XK, BIXRIhELEE Wickr AEERABRFIHN ITEREHEB, LINAETE
BREBE HE] A | WEABEX ENELABA,

- ERERE  ARERAEFTHREEREBEBAR, ERFP TR EMRERSRRE Wickr
REERERFT.

® Note

HLEEE (FIMBRMRE ) AREAREAREFP AR BT , UHIEAFEIMERIAR
RS RIEERN T,

AR E B8 R B LS B

JSAFFHIH T HLEREE | LR Wickr IEFEIEE

Navigation (E %) 64
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R

« TCPEHZIE 443 (F A 4B 1)
- UDPE#IE (ARNIEE)

SERTK B B9 A A 11k

MREFRE AR HPATE W aE AW IS M @ ARER IP ik , 5526 T3 CIDRs& B AT REMIFE,
AEMBELTIER , BAT TS RERL,
(® Note

A B3 = 7 EHH donotreply@wickr.email i,

£ERED (S BT AL ER)

HE - * gw-pro-prod. H{E#E
BXEHE, WriE L RIP-nEHE

CIDRi it : * 44.211.195.0/27
+ 44.213.83.32/28
IP {3k * 44.211.195.0

* 44.211.195.1
* 44.211.195.2
* 44.211.195.3
+ 44.211.195.4
* 44.211.195.5
* 44.211.195.6
* 44.211.195.7
* 44.211.195.8
* 44.211.195.9
* 44.211.195.10
* 44.211.195.11

FURHK R 5 H B M A i 4k 65
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EEEmE

44.211.195.12
44.211.195.13
44.211.195.14
44.211.195.15
44.211.195.16
44.211.195.17
44.211.195.18
44.211.195.19
44.211.195.20
44.211.195.21
44.211.195.22
44.211.195.23
44.211.195.24
44.211.195.25
44.211.195.26
44.211.195.27
44.211.195.28
44.211.195.29
44.211.195.30
44.211.195.31
44.213.83.32
44.213.83.33
44.213.83.34
44.213.83.35
44.213.83.36
44.213.83.37
44.213.83.38
44.213.83.39
44.213.83.40
44.213.83.41

FURHK R 5 H B M A i 4k
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EEEmE

SIKIEE (37 03%K)

A
CIDRitb 11t :

IP {33t :

44.213.83.42
44.213.83.43
44.213.83.44
44.213.83.45
44.213.83.46
44.213.83.47

API.JEE. ¥l Y E- R B-o2 fF &k

47.129.23.144/28

47.129.23.144
47.129.23.145
47.129.23.146
47.129.23.147
47.129.23.148
47.129.23.149
47.129.23.150
47.129.23.151
47.129.23.152
47.129.23.153
47.129.23.154
47.129.23.155
47.129.23.156
47.129.23.157
47.129.23.158
47.129.23.159

FURHK R 5 H B M A i 4k
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EEEmE

TAESE (ER)

A
CIDRitb 11t :

IP izt :

TAESE ()

EHA:
CIDRi#tz 1t :

IP {3k :

API JHE. ¥ Y- R &-2 Kk
3.27.180.208/28

3.27.180.208
3.27.180.209
3.27.180.210
3.27.180.211
3.27.180.212
3.27.180.213
3.27.180.214
3.27.180.215
3.27.180.216
3.27.180.217
3.27.180.218
3.27.180.219
3.27.180.220
3.27.180.221
3.27.180.222
3.27.180.223

Fl EEREAS B B0 52 1 £ -ZR 4L ER- T T
57.181.142.240/28

57.181.142.240
57.181.142.241
57.181.142.242
57.181.142.243

FURHK R 5 H B M A i 4k
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EEEmE

MEX (HEB)

HA:

CIDRi it :

IP {3k :

57.181.142.244
57.181.142.245
57.181.142.246
57.181.142.247
57.181.142.248
57.181.142.249
57.181.142.250
57.181.142.251
57.181.142.252
57.181.142.253
57.181.142.254
57.181.142.255

AP| %X EHE. #l58. CA-F R -1. Amazon
aws.com

15.156.152.96/28

15.156.152.96
15.156.152.97
15.156.152.98
15.156.152.99
15.156.152.100
15.156.152.101
15.156.152.102
15.156.152.103
15.156.152.104
15.156.152.105
15.156.152.106
15.156.152.107

FURHK R 5 H B M A i 4k
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EEEmE

BUA (EM3E)

&
CIDRitb 11t :

IP {33t :

BN (fR3)

HA:

15.156.152.108
15.156.152.109
15.156.152.110
15.156.152.111

EEEE BE-HR1. DFEE

3.78.252.32/28

3.78.252.32
3.78.252.33
3.78.252.34
3.78.252.35
3.78.252.36
3.78.252.37
3.78.252.38
3.78.252.39
3.78.252.40
3.78.252.41
3.78.252.42
3.78.252.43
3.78.252.44
3.78.252.45
3.78.252.46
3.78.252.47

BIXHE . BUNALE-2. mEE

FURHK R 5 H B M A i 4k
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CIDRitt 1 : + 13.43.91.48/28

IP fizdik : + 13.43.91.48
+ 13.43.91.49
+ 13.43.91.50
+ 13.43.91.51
+ 13.43.91.52
+ 13.43.91.53
+ 13.43.91.54
* 13.43.91.55
+ 13.43.91.56
+ 13.43.91.57
+ 13.43.91.58
+ 13.43.91.59
+ 13.43.91.60
+ 13.43.91.61
+ 13.43.91.62
+ 13.43.91.63

BUN (HrfESHE)

A - PRI EIXEE. BEBILE 1. EEE
CIDRitt31k : + 13.60.1.64/28

IP faz3ik + 13.60.1.64
+ 13.60.1.65
+ 13.60.1.66
+ 13.60.1.67
+ 13.60.1.68
+ 13.60.1.69
+ 13.60.1.70

FURHK R 5 H B M A i 4k 71
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EEEmE

BN (BREEH)

&
CIDRitb 11t :

IP {33t :

13.60.1.71
13.60.1.72
13.60.1.73
13.60.1.74
13.60.1.75
13.60.1.76
13.60.1.77
13.60.1.78
13.60.1.79

EEEE BE-HR-2 nFE

16.63.106.224/28

16.63.106.224
16.63.106.225
16.63.106.226
16.63.106.227
16.63.106.228
16.63.106.229
16.63.106.230
16.63.106.231
16.63.106.232
16.63.106.233
16.63.106.234
16.63.106.235
16.63.106.236
16.63.106.237
16.63.106.238

FURHK R 5 H B M A i 4k

72



AWS Wickr EEIEE

16.63.106.239

AWS GovCloud (3 El 7 %f)

g APl, HE., #M&. us-gov-west-1. T8 Fi&

CIDRit it :

3.30.186.208/28

IP {3t :

3.30.186.208
3.30.186.209
3.30.186.210
3.30.186.211
3.30.186.212
3.30.186.213
3.30.186.214
3.30.186.215
3.30.186.216
3.30.186.217
3.30.186.218
3.30.186.219
3.30.186.220
3.30.186.221
3.30.186.222
3.30.186.223

GovCloud B R o EES

AWS Wickr 2t BFEHEE 5 ITEMN GovCloud A WickrGov Bk, GovCloud [E8 /& GovCloud
FEREEEEFHECEANEN. BRRIFEDETEFEAEEFTLHENSE GovCloud AENMH. £
# GovCloud AiF , B4 EEBTERBNER D BN EBEER, E GovCloud EFREHEMESEAE (i
%, AWS Wickr, REFHE) #THER  MEEFABERTIR P BNES

- BREBESHN UERR

GovCloud 73
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EEEmE

- AEEE LR BRI
. T‘%T%E]E% KR 2 AR

Edit Rooms 74
Q_ Search A ¢
PINNED

Finance Room 9:32 AM
b Amanda: We want to thank each of you

USS?  for the hard work and effort you put...

Sandra Gill, Randall Marsh ~ Yesterday
Randall: Most of the notifications
were for soccer teams | follow.

ROOMS

Dev Team Weekly 9:09 AM
Joan: You may be aware that email

servers are experiencing issues ...

#A» Product Room 714]22
- Lorem ipsum dolor sit amet,

consectetur adipiscing elit, sed do.

Sales Approval 7114]22
\t% Lorem ipsum dolor sit amet,

consectetur adipiscing elit, sed do.

HR Announcement 7haj22
i Lorem ipsum dolor sit amet,

consectetur adipiscing elit, sed do.

)] B e

Rooms Direct Messages Contacts Settings

on .. - -

4 Finance Room

2 External | 32 Members >

Unclassified

auIpIsCIng ey, Seu uou eiusiiou terpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v
'@ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

333 Jason Lee changed room member

This room has external members. Messages

Unclassified

Members of this room may have a lower security level.
Don't share any sensitive information in this room.

I understand

PN

%* Finance Room
2 External | 32 Members >

Unclassified

dUIpISCIng €y, Seu uu elusInou erpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v/
'ﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

:,gz Jason Lee changed room member

This room has external members. Messages
a .
':g:- in this room can be retained based on

external organizations' policies.

Don’t share CUI

+ A @ : >

(® Note

REEFAEEREREINE GovCloud EAE XK KER
RONERERERRYEE , ©fge

—HoK , TERERELES, W
HK. EAEZBNHERTEEREME GovCloud &.

GovCloud
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AWS Wickr EEIEE

EIE AWS HFHERE

£ Wickr B9 "ER#E, BERH , AT LU B AR Wickr EAE BB |, LEHHE AWS
Management Console s¥#H& .

ES]
- BB 8%
- SEFEHE

BB B &%

A BAE Wickr B TEAE L BERPREEGTH Wickr EAELISHEFMER. AWS Management
Console

£

- BEEAE

- BUEAE

- REEAE

- MIBRGERE

- RERKRERE

- REEEFERE

WARERE

e B T AR R LA AR EE M 2R /Y Wickr HBERAVER &

1. #TH AWS Management Console B Bl1E https://console.aws.amazon.com/wickr/o
2. HE M%) EEL , BEZ [EEE]ERE , ABEEZBEEM Wickr EXEEH A,

B B 8% 75


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

[
R

(= | Metwork name v Metwork 1D L Plan

ACME production 69963353 Premium

Admin
ACME beta 69963354 Standard

RS EENEQEHEMIRA Wickr EERZHIE,

- Wickr Network Dashboard
/7 wickr

Wickr Admin | Manage Plan

Ntk - o—
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« AWS Security Hub— &1 AWS IRGREL L £ MRENSERE AWS HEBERELRBFTAR
M EEEENRERE,

AWS & 52 B By 214

FREALL AWS £ RERERERER AWS BE MAAEH. AWS B RESEER BN
RAEE  SLESZEBRKEE. ShEENSERENFERER, BBTHES , &0 LR RREN
EREXNENE K EURAESBEBREBEMISRETE. TRAERSN WAL, FEEHINE
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WFERR AWS B MATRAESE , FF2H AWS £ RE# R,

BRT AWS £IREMIE Wickr RIEZEINEE , BB XEENERNEREINROER. NFEFEE
A, FEREMRE.
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Wickr Rt TEFZZ £ M8 , I EEHBENBEFECHLREHRAIREZR, U THREEBA —KRE
A, ¥ AARTEENZEHRARE. ELREEBIRETEARNELIREENTRRER , HUFBER
RERABRBRE A MAEEFERET.

AT B ILEEER Wickr MERNBRERZESEH , FERUTREME !

- BESEERFBALSZAR Wickr BRIENEEAEG. FAIAMEEREYAG, MEFMHEA ,
BIAWS AWSE = B BB BUR

- 77HL AWS Management Console ¥/ B = BRIE1E & 17525 AWS Management Console . 213
BHEAEHEE. BEER LLNEAARTURER RS , ERFCMHETEIEANERERRE ,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
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« AWS CloudTrail#EUEIR F A FRE AWS tRFEZHEY API IS4 | 14§ AFEEEER
EEM Amazon S3 RAFETHE. EA SRR R EMIRE AWS, HETHWARIR IP fruk , 2
RN SR, MEFMET , F2E AWS CloudTraill FHEERE. WEFHAEE Wickr API
P I 9 E¥ 4 E A CloudTrail , FESBEACH AWS E = AP FEIY AWS CloudTraile

EASEE AWS B =B APl FEIY AWS CloudTrail

AWS Wickr & 7 EHERMAWS CloudTrail , ATRRMt Wickr HERE., ABHAWSHIRKEFTEREH B
{ERC#%. CloudTrail HER=HEMWFTE API AAEASH., HWEMNFTHAWS Management Console &
FER B Wickr MREEFA Wickr APIRENFTA. MRERIEH BRI LABAFEEE CloudTrail
E4F Amazon S3 REFETRE , B¥E Wickr WEH, WREBKRBEER , BMATLUE [EHERER
#] PR CloudTrail EZEEFRIENEH. FRAKENE CloudTrail , 7] SLHIER @ Wickr 32 H
MER, BHEERM IP uit, REERHAE, REERNEEUREMFRER. BEEE—DTH
CloudTrail , 52 BEAWS CloudTrail & &R,

R = E{E 2 CloudTrail

CloudTrail fE&RIZIRFAWS tRFRRUH. EEEITE Wickr FELR  BEBSRSHELFHTH
HMAWSER# CloudTrail B¢ —EEBFESHH. Bablei, BN TH AWS IRF NEHSEH.
WMEFHMER , F2EREA CloudTrail BHEBRELHEBREEH

HREWEH (B1E Wickr WAWS IRFS4 ) IFBRH |, FFAIE—[EIRIER, BHEA CloudTrail #§
B3R 42 Amazon S3 fE17ETEE, KTERR , EAEZHATRENEME  REMSEAEHE

M AWS EBiF, ZEMERERE AWS PEIEFMERENES , X ARERIFTEEEEN
Amazon S3 fEFETEE, tbHh , BB AL EHMAWSERTS , LA — 5 547 CloudTrail SR8 INENE
HERLHEETE., MEFAER , F2ETIAS :

- BIEMHEIE
 CloudTrail ZEWREEES
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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B Wickr Bi¥E#BH CloudTrailité%. g0 , MAFListNetworksEfE&CreateAdminSessioniE
CloudTrail Fes&iEFRELIER,

B-SSEMHAREE NS ELEFBRENETA. FoEATHEEHE T3IEHE !

- ZFERREBBEBIRZE AWS Identity and Access Management (IAM) £ & BRFERIEH,
- REBRBRE , REFATHEACYEBMS I EAENERREER.
- B REEHS —EHAWS RERE,

WMEFFME , 5528 CloudTrail userldentity T3,
BR AR Wickr Fe#%1E1E B

BtR—BHEE , TESHUARENEXEEREEEN Amazon S3 @#FiT#. CloudTrail ZL#1E
BE—HSEREEE . SHARKRREEARENE-FR , 2FEEFERWEE , BEN BN
B, FRBEEFFEE. CloudTraill BREXATRLH API HANBFH#ERRE , RtEMTEUEM
BEIEFETR.

T5|& 5 R RECreateAdminSessionEYERY CloudTrail 528%1EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aIn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalId": "<principal-id>",
HaInH: "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

T HIFE R RECreateNetworkBI4ERY CloudTrail 5248%E 8 .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn":
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"

Iy
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"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-10TQ7:54:09Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "BOT_Network",
"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

T5|&EH R REListNetworksE)YERY CloudTrail 528%1EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",
"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

T3 & HIFE R ~EUpdateNetworkdetailsE#EHY CloudTrail fB#&E B .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
"arn":
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

"<arn>",

arn": "<arn>",
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:15Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-08T22:42:587",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "CloudTrailTestl",

"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

T 5IgE 588 R & TagResource B/ CloudTrail sL#%E R,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
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Iltypell: IlRolell’

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-08T23:06:04Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {

"resource-arn": "<arn>",
"tags": {

"some-existing-key-3": "value 1"
}

I

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845Facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

T 5 EHIFE R REListTagsForResourceE)YEM CloudTrail i88&EH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
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"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<access-key-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T18:50:377",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
I
"responseElements": {
"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

"eventID": "5699d5de-3c69-4fe8-b353-8ae621249187",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"
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