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« Amazon S3 = ET#8., WFEE Amazon S3 RETBNHEBEN , 528 Amazon S3 EAEE
EHNEVRETR. SNFFITBLACEAMERN IAM RS |, 3 B EEEH WorkDocs #8345 A48
ERESE. A, EXEHEEEN A BEEE, NEERMNWEFMEENR , 5528 Amazon S3 £
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&ERF Amazon EEERM WorkDocs #[R , SBRERFITBBER , MY &EHIFR. RAEHE
Faws:SourceAccountfaws:SourceArnf& 4 ES|BRELD FRANEE  ERZEMHKREEE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowWorkDocsFileUpload",
"Effect": "Allow",
"Principal": {
"Service": "workdocs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::BUCKET-NAME/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS-ACCOUNT-ID"
},
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"ArnLike": {
"aws:SourceArn": "arn:aws:workdocs:REGION:AWS-ACCOUNT-
ID:organization/WORKDOCS-DIRECTORY-ID"

}

(@ Note
o #papppst ID BIGHBIERIMEEL ID. WorkDocs & AJ BA7E AWS WorkDocs i AH "TRH
s REPERD
- MNERTEMREFITREBEENWFEMER , BF2BFER Amazon S3 A FIEMETEBER

« IAM BUR, HEHFE WorkDocs 8 EREBBE , IAM FUYERBXAEHEBERENMIITZIEER

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowStartWorkDocsMigration",
"Effect": "Allow",
"Action": [
"workdocs:StartInstanceExport"
1,
"Resource": [
"arn:aws:workdocs:REGION:AWS-ACCOUNT-ID:organization/WORKDOCS-
DIRECTORY-ID"

]
},
{

"Sid": "AllowDescribeWorkDocsMigrations",

"Effect": "Allow",

"Action": [
"workdocs:DescribeInstanceExports",
"workdocs:DescribeInstances"

1,

"Resource": [

-

]

.
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{

"Sid": "AllowS3Validations",

"Effect": "Allow",

"Action": [
"s3:HeadBucket",
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"kms:ListAliases"

1,

"Resource": [
"arn:aws:s3:: :BUCKET-NAME"

"Sid": "AllowS3ListMyBuckets",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets"

1,

"Resource": [

"y

- HE , BULER AWS KMS £ RMEZRFIFBHNBEER, NREREHUESR  ASEAR
FRENGEENEZRE. NFHEEN , F2ESAWS REERBFEBRASEETFNEYER.

HEMEA AWS KMS £ , Fi§ THIRRIAXFEE IAM B3R, BXAER "898 _ 8k, BENE
A&,

"Sid": "AllowKMSMigration",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:DescribeKey"

]I

"Resource": [

"arn:aws:kms:REGION:AWS-ACCOUNT-ID:key/KEY-RESOURCE-ID"
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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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BESERE

- WTEEHK A3, EFBHEEAERENBR AN (WRENFE).

o ## Amazon S3 ########s /workdocs/ ####/EERERE- UTC/#E###Z R EE —EBHE X
Hxk  ARERUELEESEBENESERAF. BEBRENERNXRIATEFAENERXRNER , IfEY

FE CSV EZRAVERMEERE.

- MRERAEEBENBERAAER  ITEETIAEAENBRER K,

« BAE — BERZEMRANHES ARV REHEERR. REBLERALTEY, flm, BF
MERAKNES TestFile.txts HXHSBRAT :

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

- BR — THsfBRHBEER CSVERNAR,

PathToFile,PrincipalName,PrincipalType,Role
/mydocs/Projects,userl@domain.com, USER, VIEWER
/mydocs/Personal,user2@domain.com,USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com,USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@domain.com,USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

« R — THEHIBRHEEER CSV ERNAR,

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/

Onboarding_Guide.xml,userl@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

/mydocs/Documentation/

Onboarding_Guide.xml,user3@domain.

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain
/mydocs/Documentation/

Onboarding_Guide.xml,user2@domain.

com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1

com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2

com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3

.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1

com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
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/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z, TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4

- BBNER — TH MR REERKBESR CSVERNRE. RMMET ID EHRBTRREURES
CIE-§

FileOwner,PathToFile,DocumentId,Versionld, SkippedReason

userle@edomain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

# Amazon S3 THEEBWE R

R BB EIE I Amazon S3 A , It BT A BB N ERHE Amazon S3 TEREIHFREFERHERAE
R, AXERPIMAITHECBENER  YREASERN LEEREHERIRNERS.

(® Note

THSRRPMA— X TH —EERJER R, NEHMETHRERSXNFMER ,
Amazon S3 EAEIEREPN T E 4.

3
B
dn

EETHER

1. BIfE https://console.aws.amazon.com/s3/ BARXEY Amazon Simple Storage Service (Amazon S3)
FEAE,

2. ENMHEEEREYSEREUAE.

3. ENBREERRZENZKEING R,

e

FREBENERR , YARLEAEZIERIERRZBHZRENG R,
4. i2#E Download (T &),
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RERRDRNER

HRXBBY , RAEBEAFTSREN Linux # Amazon Machine Image i EC2 #11TEE , LU T2
HEEETH XM Amazon S3 THER, MBHEER , AREH L ERRFHER A BETR.

SRS

AEM ML R , BRERECERRERE

- MREBELHK , WorkDocs £ AW [BEERELH Ro|ER LB RERAE., RESERBRALS,
. BEHLH Amazon S3 FREBKRE
- EFEOTBHE,

EEENSERE | FHAE AWS Support, 2% WorkDocs N R B ERECHEREHRMEYE URL A
#% Job ID,

BRENBEIC &
TS HRAMARRENBRERTE,
EERAEHES

1. ELLTFZEFTF Amazon WorkDocs ##|& https://console.aws.amazon.com/zocalo/.
2. EEUFTE WorkDocs #81f5538 (V1B 15 R4

3. BB "EnEL BEILERE "BEHESR,

4. 7 [BEERBUMER EEL , EE [ETPNBENERELE].

EBRRLGKERE B8, T, TEERTHAENELITHK,

Migrations
Migration Status Start Time End Time 53 Bucket
® Succeded Feb 1, 2024, 18:01 EST Feb 1, 2024, 12:01 EST workdocs-data-migration-tool-test-bt
® Succeded Feb 8, 2024, 17:00 EST Feb 8, 2024, 17:02 EST workdocs-data-migration-tool-test-bt
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5B

M —1E8 AWS R

MRERE AWS 1RF | FB5ER T ISR E N —EL R
B RAEMARA AWS IRF

1. #THhttps://portal.aws.amazon.com/billing/zE -
2. REfERLETRET

HoEMEFFEBRE | SESHRERE A RIS,

BT —{E AWS 1RF , — {8l AWS IRFRERECEM., REMAEZTUEIRE AWS IR#% M
IREFNER. FRAZELHREER K FHEEFIEERGERE  YEEEARERERATE
EREAEFIENES.

AWS FHBREEKE , ERERIERPBEFEH. B LAFEERBITE hitps://aws.amazon.com/IFiEF
TERHES . | REEIMNRFEZBHAERENIRSE,

BV EREETFHHERNERE

EEFM—@ AWS tRF , REEH AWS t(RFIREAE , BtA AWS IAM Identity Center , SR R
MEEFERE , EERERTEHN root FRAEARAEIE,

REBEIEH AWS tRFRERH

1. & A AWS Management Consolei@iBi### Root i F X A BWIREFIE & AWS tRF E T4
ik, ETT—HEF , MABHNEES,

WMEMFEHA root FREZEANGRA , F2B U root FHES D E A AWS XA FRHEEN.,
2. BB root EAEBMZERRE (MFA),

WEET , F2RRECHMFARERAEREEAWS RF EAEERTH root IAM EAE (12

),

S —1E AWS IRF 15


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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BYEREEFHENERSE

1. BAIAME 7B BIH O

MEER , FSEBA AWS IAM Identity Centerdff BJAWS IAM Identity Center &85,
2. HEIAMEZERIROF  BEBRFIEREFERE,

EEZMSEREA IAM Identity Center B # #ABNE 2EBIRER , FSBUERESREFERE
ZEL IAM Identity Center B & BIAWS IAM Identity Center 5 & 15/,

LERERFRENERAESSEA

EEFERAEH IAM Identity Center fEAZEZ AURL , BEFEABRIYIAME 2 #8 AP OEREREEE
BEFHHU N EAER,

MEFEAAME BB P OEREEANRE , FSEEA AWS FRAOMALL AWS A FHE
f&F.

EREFIREREMERE
1. 1E IAM Identity Center 7 , BV EREMARKEKBERERNREFEINERE,

WMEER |, 552 AWS IAM Identity Center R &8,
2. BERAERREFHE K ARUZFEERE -—ZAFIVE,

MEERE R , 5526 AWS IAM Identity Center A&/,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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Amazon I Z £ WorkDocs

MERZE AWS BERSBEIEF. A AWS BF , BZZNERPONMEREE HEESTERE

()

REEHBEBEFER.
ZEMR AWS Ml cBWHRBER. HESEEE BUEHERRERNLZENEBERANLZ S

- BN R e - AWS B EREHE AWS Cloud F#1T AWS BRI ERERE. AWS thBERREMHATR
SEANEE. £ AWS SR EF , F=IERESEHARELBERMANZL2YR. BB THE
R Amazon H9& #2518 WorkDocs , FF2BAWS k& #5185 E /YRS .

- Bink2e - BEA AWS WERBAELENET. FULXFHHMREES  SFRENNERLE, £
BAINERMEAEZENER. NEFNEEAHEE T BAOAEER Amazon BERALENEER

# WorkDocs.

® Note

WorkDocs B K £ & AT LS B B EREXELRNBFE  BXEBABNERERE T
i# , EEEARER Active Directory Connector L&, ESEEMMN L HERERTE , RE
BERFEELTERNEE,

THEERPUMAERE Amazon WorkDocs AFE RN ZEMERBE, Bt THNMAFER AWS &
it AR 75 3% 15 B 4R BE#2 4R Amazon WorkDocs &R

&

« Amazon H 5 5 F7FEVEE WorkDocs

* 1£ Amazon H 28k E5E#2 WorkDocs

« Amazon W& 5 E WorkDocs

« Amazon R {EJREEN WorkDocs

« Amazon R E#ZHEEZ £ WorkDocs



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon WorkDocs EEER

Amazon B 5 FMFEVEE WorkDocs

AWS Identity and Access Management ( IAM ) 2—%& AWS ¥ , AIHBIEEE L £ ihiRHlH
AWS ERN7FEL. IAM EEESSEHHTNETSIRE (BA) MRE (EF5Y) REA
Amazon WorkDocs EiR. 1AM 2 AWS R B AR EFEAD .

&

/i

- FRASSBE

- FABKREEFIE

« Amazon 1Al A WorkDocs IAM

 Amazon WorkDocs & 7 ! IR &4l

« ¥ Amazon WorkDocs & 2 fl 17 EUEE 1T SR B HE 7

c/hes

£ AWS Identity and Access Management ( IAM ) A REEFTE , EEEURREE Amazon
R #11TH T4E WorkDocs,

FRIEERA & — MREER Amazon WorkDocs FRIERETEMNER , AIEEESALREMEN R
MEFFAl, BEFEHES Amazon WorkDocs ThREREIT TIER: , BRI FEEHNNET. THREFEGET
ANERARN AR ZRREESFEREBNT T, MEEEELFE Amazon FHIIIEE WorkDocs , 58
2/ ¥ Amazon WorkDocs & 2 Ml 1FEUVREME 1T SR S HEAR o

REEEE - MBELELTESE Amazon WorkDocs EiR |, #E A 82 1] LA 52 17HL Amazon WorkDocs.
1T RS 2 4 B 2 19 PR 7S {8 A & FE 2 EURLE Amazon WorkDocs JRERIE IR, A% , BLABIAMEE
EERFER , UBFREEAENGTT. FRELETLENENR , UTH NEXBISIAM, EE—
%7 EE N T WNMAIAMIZE Amazon £ WorkDocs , 552:B Amazon #1aIf F WorkDocs IAM,

IAM EEE - MRERIAVEEES BB ETHRNMRESHRELERE Amazon FEEFMERA
WorkDocs, & ZE#MEETALUE FEHK Amazon WorkDocs & 4 B BRI 6IIAM |, 5528 Amazon
WorkDocs & 7 B B SR €541

EF & 2 B

BREBEELEAMS FTHASIBREANAR. BHALLAWS IEFREFERAES YD, IAMERE S 9 RIET
IAME & RERE (BAAWS ).
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Amazon WorkDocs EEER

BA LA REIR S 2 RIFRENERE , ABHES 2 AWS §5F A . AWS IAM Identity Center ( IAM
Identity Center ) A&, BARNE—BZASIRE , UREM Google = Facebook ¥ , &= B
EEINES, ERUBESBEAR  CENEEELNEFEA AVMARRKRESIBE, BE AWS &F
RABERFEN B, CESBZERE AL,

RBESHNERAERE | BALIE A AWS Management Console 3 AWS FERA O#8%E, MEHEA
MFHBEF AWS , F2RH ERAEER FHIFAEA AWS IRFEH . AWS BA

MBRELL AWS BXERFTHANER , AWS SIREHEHAZEMS (SDK) MEHHNE (CLI) , K
FREN BEURGBHEEAIANEBENGER, IRELRTFEFR AWS TE | BIXNEBTHRES R, WE
FRREF ZHTESERNHAET , F208 IAM FHEIER PHAWS 2= E 4 RUEEAPIZE
Ko

EREERAESSBRIEL L CURHFTERHENANTLMEA. fln, AWS BEREBHERAZEE
RBH7HFT (MFA) RESKRFNREYE, EEE—FS TH , F52E AWS IAM Identity Center £
EEE PNZEEZREN IAM EAEER AWS PSS EEZRFIAM,

IAM {3 & F B4

IAM EHER PERE—BAREAERNREETFT AWS IRF &5, EAENERT , BMIEELK
BREEEE A MAREBYEAEBANFNERERABRAMNERE, T8 , MREFRHEEARM
FEAVERAERNER K BRECRRTINER. WEFRES , F20H AM EAEER YN EHH
REERNBENEARMIFRER,

IAM BEHERIEEIAMEREESNE D, BELUBEE S HE, B LUFERBER-AZRE
AEECHT, BENEEEAEFAESTNEFEBEARS. Hiln , B lEERLE WE
#HIAMAdmins , WIRFEBEEE IAM BRENEET,

ERERABTE, FRERSRE-ASIEAEXEZIRE K BAGHNENREHEARTEECNA
EHE. EAEHAXKANRYER K CALERHEREE. eEE—SFTH A F2H IAMERE
ER RHIAMEREERA RS,

IAM A&

IAM B2 FEERENT AWS tRE W85, THEURIAMERE , BREZSEASRE, EETHN
£ FRFIAMAE AWS Management Console , A A EEAEVREIAMAE ( £EE ), BN
FEO4 AWS CLI 5t AWS API 24 , SIERA BT RIBIEACRURL. WERRAABGKFENFREN , F2
B IAM FEAREER PHNREEABHN S .

IAM EEREBEEENACETHERTRER !

ERIDBE 19


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html

Amazon WorkDocs EEER

- BEBHFEAEFN — NEABREFPERSTT , FEVAG , YAABERN Y. EHES Y
HITESRIBE X/ 7SHACEVRY K TERTHAGEZNGT. IEHRSACHIERE
7, FSHEIAMERAEERE PNWAE=S87E#E (BE) BEuAt, MREEM IAM Identity
Center , BRI LR EFTUTE, EERF S/ ES»RBRITUFIHAZ , IAMIdentity Center 1§
FFA R R A EHEBBIAM, MEFEEBFFUSMNENR , 528 AWS IAM Identity Center R & 15
R ERER

- WEIAMERER T - IAMEREHACTUBEEIAMAE  ERESIBEEBH TR,

- BIRFEIN - SR LER IAMAR® , AFTERFFNEA (ZEENEFRA ) FREIKRFHNE
o AERRTERFFIENEIESN, T8 , FAREL AWS R  BUNEBRERERSE
BER (MTAREAACEARE )., RETHEBRFFINAGTEREBRRCENEZR , F2R
IAM £ & ER PR EIRE ERFEIAM,

- BREEE - AL AWS BRI FREM FHIhEE AWS RS, Hlt0 , E8E RETBITERFER | X
RIEEEEE Amazon R TEARERNEC28E Amazon S3 HfEEFEYH. RIE eSS FEH M EE
WEFT. AR A GRS ERS A BRAITIIESE,

- EIAEMITERE (FAS) - ERERIAMERERNAGHE FHTEER AWS , BEREAE
B, ERELERKE K SURENTEEBE , EMETRRBHAB S —EEE. FAS £AF
W MYZEFEAFFA AWS RS |, A5 S FERE TEARE AWS BRI RHFER. FAS RBEERKKE
FEHEHEM AWS B S BEREBFREEKBFERE , FERHFR. EUBERT , E4EER
ITIEMEE MR, MFRHFASHERNBERFREN , F2REE TN TFEE

- BEAE - REACLRBRERKREHTEERREIIAVHAE, IAM EEER A AR, 8
WHMMBREEACIAM, MBEFMER  F2H EAEER PREILACEFFAIZRE AWS
BR% . 1AM

- BBERAC - BRERACRERE NBRBACEE AWS RE. BRBITURERKRENTH
e, RBEEFACERTEEN P AWS IRF |, WH REHES. IAM EES SR | B
T Refm e AR5 E 1S A B /YT Al

* 7 Amazon LHITHEARER EC2 - BAILUEA IAVABREEEEC2HTER LHTHEARER
RYERERBAE , BARIRH AWS CLI 3 AWS APIFER, BFEFIERFREEC2HTERF, BE
1% AWS AR RGEC2HMTER I ERMBEMBEAREN , BB ILEREHTERABNIT
BRRERE. ITERREEES At , YRAEEC2HTER LHTHER | UEEEEER.
WMHBRFHMER , F2EH IAM EAERERE PREAR IAVA S5 A &% T 1 Amazon EC2#1T {EEE £ %
THEAER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

Amazon WorkDocs EEER

ERABREEFHE

BREBEY BRI A HEEE AWS O HEIR AWS RIEH HHFEL. BERE AWS HAHY
f, BERSSRNEFEVENE , SERHAT. EXB (£AE. REAEIACTHERE ) &
ARE , & AWS FHEELEE, BERPHNATTRERB AFHIEBFER. KSBBERELUISON #
AWS X FHE F. MFISONBERXHEBNMARNFHEEN , F2H0H IAM ERAERERM FHISON
BERBE

EE ST LER AWS JSONBURRIEEH AT AFEUTE. tWm2MR , WHEEBRE M BERE T T AHT
FEER#T UL B

HERERT , ERENACREHT. BERTEAEHMRERUTEENRT , IAMEESLE
VIAMBER, A&, EESTUSIAMBERHEEAE , FAETUAREAR.

IAM EFRIEARMTREN T EZAM  BRBEEREENFTA. flw , RREF—ERFF
iam:GetRole BMEM IR, ERKBURKfEME AJLLE AWS Management Console, AWS CLIZ
AWS BUS BB EFRAPI,

B o BEER

B BBRRETLGERED 5 5 MISONFFAIBERX M |, SIIAMERE, ERAEFERAE, ELEK
RS s EMERG TRREBLEFRATHBEDE, EETHRNMETSSBEBEK , F2H IAM
EREEE PHEAEFZERRER HFIIAMET A,

BEPERRTE- SO ERARBRIAZERR. NRBRGERARIE—FRE, FEIAE, 2
EBRERUNBUR , B LLERS PN ZEERAE. FEANAE AWS IRF, XEBRSTE AWS ¥
ERRNEFZERR. BETHNAEZEBRIARBREETRRE  F2H IAM EREERE
PHEZE PR EABRBUR < EETERE

BEREHR

ERBABERECEZZERISONWER M4, EREBRNEH TIFIAMA BFFEBERF Amazon
SIFEFIBER . EXEEREBRNREY , REEESTUFEACMREFEISEE RN FEE
R, HIRKMIMBEKRHWER , BREEREEN TR ITUEHZERATHEEUREMAERGETHTHNE
B, BABEEREBKRPIEELR. TRUNSTERSE, AL, AG, BEFERAEDR AWS R,

EREBRRURZBBEPNARBEK, SEEAEEREBRIAMAEARE B AWS ZEBK.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon WorkDocs EEER

FEURHIEE

FHUEFIEE (ACLs ) BHIMLEEE (RFKE. FAENAR ) EAFN ERNFFT. ACLs
PREREBR , #RCFITERISONBER X HER,

Amazon S3 AWS WAF#] Amazon VPCR X & HIRBEHHFIACLs, EEE— TH ACLs , F2H
Amazon Simple Storage Service FiZ A B8/ PHFEUZRFEE (ACL) #i#,

HBUEREE
AWS X RHMBAERNBREE, EERRBETRERE RBRREER FENSKAFT,

« FORR - FURRIE—EHEMRETEE , ZUUEHPRESFEBRTRFIAVMER (IAMERZE
RAE) WRAHT. BUUABRRETTRR,. AEENTIESRERN S S BBERAMEST
RIRMIARE, BT Principal MAUPEEFAENIACHNEREBERTEZEIFT I RRES,
FIEEREBRFPHNARIEERTSBEX AT, NEHFTRRNFAEH  B28 IAM FHEER F
HIAME BT AT R,

- IRIEIEFHIBE (SCPs) - SCPs=7#E HFIEEMBMEMEN (OU ) HRAFFAISONKBIR AWS
Organizations. AWS Organizations @ —BAR D ENEF ERLLEHEE AWS tkRFE N Z{E
MRS, MREMAEBTNATEIIE , RITLUSRBRFEBR (SCPs) EREEMAHAMAK
F. SCP RRHIREIIRFHFERNTT , IESE AWS IRFREAE. WFE Organizations M HFF
HHEFASCPs , 5528 AWS Organizations £ & 8™ FHREIEHIBUR,

- THERBBE - TERBRBER —BEEEX , Sl EEBREE N XBRIACKBEER
ENTRTEMERE  FASHEEE. MELETFRRNATEREAENACNS S EBEERNTE
FEERBURRIR SR, FTAAILIRAEREER, AMAEEEBRTNWAREEREERH AN, WEHF
MER , F2HE IAM EREER P TERERBER,

(® Note
Amazon WorkDocs &3 2 Slack Organizations B IRIGIZRHIBR

SRBRER

BEZERREEERIFRE  HEREANTISELAEN, EMHBLIER, T2 THNMEAWS &
BREBBRBERAERBANGBR , F2H AM EAEEE PHEERF HEE.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon WorkDocs EEER

Amazon {af§ F§ WorkDocs IAM

A IAM &I Amazon HZEUE 2 8] WorkDocs , I EE 7 R HFLEIAMIhBE AT B2 Amazon 3B HELE
WorkDocs. # ZH#§ Amazon WorkDocs FE b AWS BR#AS N4 82 2B 65 F Y S PR AR IAM | 55260
IAM ER &I FHAWS FEH 1 IRIEIAM,

&

 Amazon WorkDocs & 7 BB

« Amazon WorkDocs &R E BUR

« B Amazon WorkDocs ZEBH E#E
« Amazon WorkDocs IAM &€

Amazon WorkDocs &% # %

BBIAME D EBE | BuIEEARHFRIEZNEE, Amazon WorkDocs X B EEE, BETHE
EJSONBERFREANTE , F2H IAM FRERE PHIAMISONBER tE8E,

B

EEE A LMER AWS JSONBURRIEEH AT AFHIAR . tBR2R , WEERE A BEHRE T AT A
FEER#TIRLEBIE

JSON BURM ActiontERABALLARAFRIEBBER P FINEE, BEREERE EHEMEE B
AWS APIHZEMEBINZ B, B —EGI50RR , FlaE EHRTAPIRENERIFAIEE, thE —LEXE
ERFDNZEEE, ELBEHNNBERBHEKEE,

HREERABERE TUTHBBBENFTT.

Amazon H B BER By ETE B 42 B WorkDocs A T 5|8 : workdocs:, #lin , EE&R

FE A#1T Amazon WorkDocs DescribeUsers APHREMEFA , AL EHEBERGEE
workdocs:DescribeUsers&E, BUERBRIRRN X EEE Action = NotAction Jt¥&., Amazon
WorkDocs B8 E& B2 EIESE |, HIRE A SUE A L REITHERK.

BREE-RAXPIEESEEE  FRERSRE  WTFAR :

"Action": [
"workdocs:DescribelUsers",
"workdocs:CreateUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon WorkDocs EEER

BUALUERBRAZER () RIEEEZEEME, flan , ®EREERTER Describe XFWAMEEE , F2
SUTEME :

"Action": "workdocs:Describe*"

(® Note
REREMEABE , FFEE zocaloBE. fil :

"Action": [
"zocalo:*",
"workdocs:*"

]I

£ EEF Amazon WorkDocs BIEBE |, 5528 IAM EFA &R T Amazon EHE M E)E
WorkDocs,

BR
Amazon WorkDocs T BEBEARNsHIEEEIR,
RUERS|#

Amazon WorkDocs MREAEMRBEFEN KGR  EREIECAELELEHKGER. BEEEM
B AWS 2EFRHREIR , F2HE IAM EREER FHAWS £ERERETREIE,

g4

& E R Amazon WorkDocs B 2 B BURRI &Il |, 55288 Amazon WorkDocs & 9 UK 545l

Amazon WorkDocs EBRE B &%
Amazon WorkDocs X EE R BRK,
H A Amazon WorkDocs EZ& 5 #E

Amazon WorkDocs T X EZRR E RN IRFZE B IE HIFE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkdocs.html#amazonworkdocs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkdocs.html#amazonworkdocs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon WorkDocs EEER

Amazon WorkDocs IAM & &

IAM AR AWS IREFREEREFITNERE.
B Amazon £ F R Z & WorkDocs

R aZIEZRFERARREREREABS. BREAVACSEELEIIREAR, ErLUEBMW AWS STS
API AssumeRole=, F1R/EREN1S iR iy & £ B/ F GetFederationToken,

Amazon WorkDocs X & R IFEE,
R EEAE

BHEEACARAWS BBEFREMRBEFNER , MRETHKEF. BBEREACSRERELN
REFRIAM , HREHET. IAM EESTURAETERERBEFAGNFTT,

Amazon WorkDocs T X BRI EE AR,
R&AE

LI RRBARECRERBZAC, LACTURKREFHEMKREFNER , AAKRETHKEF. K
BACERERNELNIRFRIAM , H IRF#ES, ERXRTNAMEESTUEEKAGNT, T8 , &
BRI RE S A F I IR A RY Zh e

Amazon WorkDocs X EBRE A&,

Amazon WorkDocs & 4 BY B 3% & 45

(® Note
RTREZEMY  FETREUBAERE , MTRIAMERE,

BRIEFEER , IAMERAEMNARKZERIHIEH Amazon WorkDocs ERIVEF T, fh{fIth EEFER AWS

Management Console AWS CLI, = #11T{E# AWS APl, IAM BB ENXBRIIAMBER , RFEAE
MAGHT , UHAMENEEERATIHEAPIRE, AE , EEEBX AR ELBRERIFEETELH
AIIAMBY 5 F & S BFAH

® Note
RTHERAREBHEEY , BEBRPEDE zocaloBk, Hi :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role

Amazon WorkDocs EEER

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"zocalo:*",
"workdocs:*"
1,
"Resource": "*"
}
]
}

BE VRN ERELHFIBR XA EY 5 2IAMEISONBER |, F26 IAM E£AEER HH7E JSON
F5|BEBEETBR,

eS|

- BRBEE®

- /A Amazon WorkDocs E# &

- AAEAEREMMBCS/HETT

- AFFEAEE Amazon WorkDocs ¥ R K it B 7 EX
« % Amazon WorkDocs & 7 B IR &4l

HRREEH

BOBEBRREREEARBAUEREHREL, FESMER Amazon WorkDocs EiR. ELBEREE
SEENAWS IRFEXEBR, ERBUSFEES»BBERE  BHERTIEARERSHE

- FRER AWS XEBREBERRKEERTFT - EERGRFTRTENERAENTEER , FEH
AWS ZSERR , #tARTHSEREARS. BMUEEN F6£HR AWS 1kRF. BfIEBEER
BREREARSI AWS WEFZEBXR , WE-FRDFH . WEFMEF , F2H IAM EAERE
M N AWS ZEBES AWS EBEENZEBR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- EARMEERTT - EAERIAMBRREAAIR , RERTHUITEBENGTT. ABRLKAE
B, BALERERERG T TUHREERFINBE  SLBARKERERITT. WFEEA IAM
ERFINFEER , F28 IAM EAEER PHBERNFFAIIAM,

« FERAIAMBERFRIEERE—SREIFE S U EGEHEEEE , LRI EENESRNEZE.
flan |, B AR E BRI RIEEFTARRBLAMEA FiASSL, MRFEBIFE F£HRKEE , I
mn AWS BR# , @t a] AE A R RIR T HZEUE AWS CloudFormation, INFEFHEN , F2H
IAM EREIERE FHIAMISONBE TE : 4.

« f£/ IAM Access Analyzer BB ERIIAMBUR | SAFERZ £ B IIRERT AT — IAM Access Analyzer &5
TIHOMBENER | BEREBIAMBUIRTES (JSON) FMAMREE. IAM Access Analyzer
RAGEIB 100 EBERREN TRENER , HBERELXLBEEANER., NEHEEN , F2E8
IAM fEF & 155 FHEEA IAM Access Analyzer BR 58 BUR o

- FESREF BT (MFA) - MIREEFTEAMEAER REAENRERS AWS IkF |, FRK
MFA UEBBENANRZ LML, EEENUAPHREMFARER , FREMFARGFEEZENBR, WMF
AHAEHS , 2R IAM EREERE PREH ZEAPIFEMFA,

WE PREEENFEMEAIAM , BF2E AMEAEREE PN LLHBEEKIAM,

£ Amazon WorkDocs Fi2 &

ZEFH Amazon WorkDocs £ 4& |, BN BEEE —HRIKEF T, ELF LA AFETIEMNEER
AWS R FE # Amazon WorkDocs BERIFFMEN. MBELBRILRKESEHFTERIEHNE 2B EEER |
Bl XA EEmEAEAMS A ERERREE,

BTHRFEELE EE_IJ«,{EFH Amazon WorkDocs 12 A |, #4 T 5 AWS SEBREEZEZER. 0FH
IMBERWEHMAER |, FF2H8 IAM ERERER PHFIEF IR FERE,

+ AmazonWorkDocsFullAccess
+ AWSDirectoryServiceFullAccess

» AmazonEC2FullAccess

ELBUERR T & ¥ Amazon WorkDocs EiR. AWS Directory Service #4EH Amazon WorkDocs
BRENTEEIEEC2 , UELEHEHE,

HREY AWS CLI B R TRUNERE  EFEEARBEEZZANT AWS APl R , EAFH
AR ERATAPI RIERG N B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ARFFERERAMMAE ST

LEEFIRE MR R , AFEAEAVREERZHERESINARNZERR, LBXRESHE
F2E EERLBMFSER 3 AWS CLI BIERERET B XKLL EMERFT R AWS AP,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

FEFE R EY Amazon WorkDocs &R M EFE

T %) AWS % &AmazonWorkDocsReadOnlyAccess BUR €% F Amazon WorkDocs & JRIAMHAY £
REMEFHE, KT EFEREFZEA Amazon WorkDocs Describe B4, S AFZEME
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Amazon EC2#&4E , Amazon WorkDocs = BEEU{S &1 VPCsH F#KRBE, EEZH AWS Directory
Service DescribeDirectoriesi®{E 8EEN{S AWS Directory Service B 88 HBIE -

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

]I

"Resource": "*"

¥ % Amazon WorkDocs & % 8! B 5K &i 51

IAM BEES T UETHMBER , LAKFIAMA D A & FH Amazon WorkDocs APl, MEFHE
A, 352B Amazon WorkDocs FZ A EiERE YW EEBEEREN 5 o BFEMEFEEEE,

¥f Amazon WorkDocs & 7 MZEUEE 1T 5 EHEfE

T 5 E KBS 2 BT F1E £ Amazon WorkDocs F B Al g8 28y & B RIZEIAM,
=B
o REREE Amazon FH1TEIE WorkDocs

o REEHIT iam : PassRole
« REEARFF AWS IRE AW A EFEEE Amazon WorkDocs &R

KEREE Amazon R 1TEIE WorkDocs

R AWS Management Console & FEREBREHTEE , BILNABKREESUESHE . BHNER
ERRHELAERAEEBNERNALR,
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https://docs.aws.amazon.com/workdocs/latest/developerguide/creating-wd-iam.html
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REEH T iam : PassRole

MRBUNDISEER | RRGERES{Tiam: PassRoleEE , IR BEHRENEE , TS ACEER

Amazon WorkDocs,.

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

E& A marymajor IAMIEREEHFERA EEAE Amazon PHTEIER , R4 T EEREH
WorkDocs., B2 , BIEERIREEFEREACKR TN T. Mary REKAGEEEZRBHFT T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREEERE) , BEELZHN AWS EEE, FNEEBEERHENEERE.
BREAF AWS IRFAN A EFEIED Amazon WorkDocs &R

BENRN—EAE  BEMRFTNERENEEBATNAEFIENER, LU UIEEZ R
EEENHENEXAR, SRXEEREBRNFIRGEE (ACLs ) WERHE , B UERELBUR
REZT AEHERNFEUE.

MEE-STH , F2RUATAS

« ZEETH Amazon 278 WorkDocs XEIELETHRE | 552 Amazon 2N{AI{E A WorkDocs |1AM,

- BETHRNMEAWS 1RFE EEBEN ERCBRAFIE  F260 IAM EHEER PHES AWS
RE AN S —BERTAAMER ERHUFIE.

s BETHRUITRHERFIEGE=15 AWSIRFE , F2K FREEE PWRHEEIERE =
AWS 1RE #E&. 1AM

- BETROMEBS s HMERMUEIE  F28 IAM E£REER PN ANTRFENERAEREFR
B (8BS ).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H IAM EAERERE PHEBEIIRFE
REFEUAM,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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£ Amazon Hac &k FfEE#E WorkDocs

Amazon WorkDocs #3uk & 8 7] AR F [E H 2 ERB LA TERE, Mt iER AWS
CloudTrail #& Amazon WorkDocs =& REEVE 4,

FE

. EHSPIEERE

« A AWS CloudTrail 524 Amazon WorkDocs API Y

[E H & B R B E

EEETRAYELEEGLSHNEDHEROE, EEFEAIINEE , BX4AKLLZE Amazon WorkDocs
Companion, &EZ % Amazon WorkDocs Companion , 552 Amazon WERRERAMES
WorkDocs.

BANEHZEE SN EDEREER

1. 7 Web BREAF , BEFED
2. EEGEGMG  ARBDHMEITDIB R UFERBE R RS,

3. BIE Activity Type CEENER) 65K MY , ARHF T ERIZE Date Modified (18X B #i) 38 E , A&
iZZE Apply (EA).

4, EEBNETBHERCEERETE  MUER, ERXRISEAEEBETESUBE I ENER. &
AT LR & BT IE R BBRENE R

5. IBiZF Export (BEdH) UEHEZHEREES .csv B . json BRELENRH. RASBERELE
THEP—EE :

« Windows — PC T & WorkDocsDownloads& ¥} 3% & i & %l 5
* macOS - /users/username/WorkDocsDownloads/folder

[E H SRS R REE RN T EHERE,

(@ Note

FEBEENFERAEEERBALYELMMECARTHEEZ RO, MEHMAEA
Amazon WorkDocs £ &5/ IR B E,

s
¢
&n
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https://amazonworkdocs.com/apps.html
https://amazonworkdocs.com/apps.html
https://docs.aws.amazon.com/workdocs/latest/userguide/activity_feed.html
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£/ AWS CloudTrail 524% Amazon WorkDocs AP| FEAY

BA LAE A AWS CloudTrail ; 528 Amazon WorkDocs APl E0Y, CloudTrail £t Amazon AWS
hEAE,. ABRREAEEEENEHE WorkDocs, CloudTrail €1 Amazon B & APIRE 1L #EEY
WorkDocs &FE# , BIE®R Amazon WorkDocs F 12 & MHREZE B E] Amazon BYFEAY WorkDocs
APls,

WMREENER , BITLARA CloudTrail E4EB RS E Amazon S3 f#FETEE | @8 Amazon BWE
# WorkDocs, MIREARBIEH  MATLUE SHELECHE PR CloudTraill TIRAFWERHE
%,

WEEHYERA CloudTrail @IEFER, RHEFRHN IP ik, REFBROERE , URFERBH,

WE WEEMHEA CloudTrail , 5528 AWS CloudTrail R EIEE

B Amazon WorkDocs & A CloudTrail

CloudTrail E& 27 AWS IRFE , SEELMIRE LA, BFEHE Amazon EP%EH% WorkDocs ,
EEEEE CloudTrall S4B HEHE P EM AWS RBEM4—REHEES D, BILUE AWS IR
Ehmf, EENTHRIENEH. NEFAENR  F2RABEEEEHEL L CloudTrall WE
o

EERERHRIE AWS IREFMNEH |, A% Amazon BE4 WorkDocs , s iBit, Bt
CloudTrail # AFFERRFE Amazon S3 #7FEFR. RIEFER , EAEEIRABRUENE K BEHEE
REImEEE. EMEEHE AWS 2EIEFAMEEIENEH , XA AFEREEZZIEERN Amazon
S3 FEETEE. A, B BAR EEMHE?’% AWS | LUE—% 547 CloudTrail BESHINENSHER L
BHERTE, NEFHEF , F2HE

e RVB R LR
 CloudTrail X EMWRENES

o EZ7E B9 Amazon SNSE 4 CloudTrail
R Z{EEEEW CloudTrail BFER |, ¥R Z{EIR S CloudTrail BiER

P& Amazon WorkDocs EiE#S& H 5248 , CloudTrail Y5247 Amazon WorkDocs AP| 22 f, 4
#n , ®0Y CreateFolder , DeactivateUserUpdateDocument EREE CloudTrail B ERTE
4188,

B-FEMAARERNEISELFRENEA. BoEATHEEHE T5IEE !
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/

Amazon WorkDocs EEIEE
- FREEARBRERAMEREBREREN,

- RHEZFERE , REEATREACIBMSE I ERENETRRZLER.

- EZAREEHEM AWS RIFRE,

WMEFMEN , 5528 CloudTrail userldentity T o

T f# Amazon WorkDocs BsEfEZ=1EH

EBHtE—EHRE  TELEEHEABFEEINEEIEEN Amazon S3 FEEFETE. CloudTrail B
EREE—IZMEAFER. EHAKRRRKEEMARFEWE—FR , XTEMHFRBE. BERBHME
B, FRBEZEENA. CloudTrail log BRTRLAHAPIRUMEFH#EREN K AT UEMASE
E BT

Amazon WorkDocs € E4£ FEEEM CloudTraill IEE . RE#EHITENEE MIREERFLEMNE
B. MEBEZEANEEZERERAEHTHEENFERAESSRIAMERE, ERTYTHEEENERES YD
£ Amazon WorkDocs B #EH %,

(® Note
RTREREM,

s

=]

BNEEEVBESERE L MARIAMERE,

BER. FoRIFZN. BERTREIERATERHREARK BFEHEE PR, ELSE CloudTrail
B8R4 HIDDEN_DUE_TO_SECURITY_REASONS, iE£&7E CloudTrail BFFEHERA
HIDDEN_DUE_TO_SECURITY_REASONS,

T 5| & H 8~ Amazon FIR{E CloudTrail B33 B WorkDocs : 3 — {8 ARAEHIFYEHEE , £=
B sk AR ER T EEBE,

{
Records : [
{

"eventVersion" : "1.01",

"userIdentity" :

{
"type" : "IAMUser",
"principalId" : "user_id",
"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",

CloudTrail i2 & 33


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon WorkDocs

EEEmE

"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
I
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
I
{
"eventVersion" : "1.01",
"userIdentity"
{
"type" : "Unknown",
"principalld" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"
},
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters"
{
"AuthenticationToken" : "**-redacted-**"
I
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
}

CloudTrail 52
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Amazon Y& R B WorkDocs

EETHR 2B AWS ¥ ERESHATENEGEER , F2BAWS R KERTEIRRBELRER
HERETE, MFE-—MRENR , F28 AWS Compliance Programs .

O LAER TEE=ZHFREEZIME AWS Artifact, NEFHMEF , F2EE TEIBRSE AWS Artifact,

BHEER KNESREE AWS BH BURREBNHRBE, BLANERER , URBRKEENE
Bo AWS RETIIERUBEIER

- ZEHESGHRREAFER - EERNBEREARERBEER , WRHEL AWS 22 EERA/EMNELEIR
EHRBSER,

« Amazon Web Services FHIPAAZ B SR EHE - AR K ERB LT MMAIER AWS REIZHIPAA
e ERNERER,

(® Note
WIkPATA AWS R BHIPAARTE B, MEFMEN , FSHHIPAAEGKREREESE .

- AWS ERER - W THEFRANERETREARENERNVE,

- AWS EFEHERM - ZEBRSANAETHRARNETEE, FEERERAESEARE (2EH
KEBEEFMBAMATRA () NIST, XFFEXLLEEZEE (PCl) MEBREECEAR (1SO) )
REER AWS R XM ELZ L RENREEL.

- AWS Config B¢ A Bigm iy £ AR AIFTE E )R — AWS Config RE S ERBERSHFERI
B, EXEEIZESR,

« AWS Security Hub — & AWS R¥ 2 RZ S REMN L ERIR AWS, Security Hub fEFZ £
#l , TEFEEN AWS BRI BELNEHER/EETELLEREENGEER, NEXENRE

Mir&EE | 5526 Security Hub controls references

« Amazon GuardDuty - BBEZRELNRESEEARNMERES , #itk AWS IR &8 AWS IRF.
THEESH, ZRNERNEBERE, GuardDuty TUUEBRERESRERRAEERNASENE
R, BBEEREESHERDSS , flm PCl,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& , UELEERRKBN A , U
R ERMEEZEEN K,

EREERRE 35


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon HHYE R EE ] WorkDocs

AWS £EERRERUL AWS BEMATARSAERZE, AWS ESRHZ EERERHNIREHN T
RAED  ELEHRKIEE SBEAEBNSENGNMERERE, EBAUAES , BARTEEENER
EANERNE A REAETABSECEHEDRERE  MAGRERE, TRHERIANTHAYE, FHEED
MiERES , ORE-—HSEERPONERERREES.

Mm% AWS BEATABHOHERR , BSWAWS 2 EHS

Amazon HHVEBE L Z 2 WorkDocs

EAZERT , Amazon ZE| AWS £IKBERLZLEFH WorkDocs ¥, MEFHMEN , BF2H
IAM fE &R HI AWS Identity and Access Management 5 /Y Infrastructure Security , A% AWS
Architecture Center FiiZ 2, FHoMEHRENRKEERK.

B LAER AWS 28 MHIAPIFENY | WorkDocs &8 8 FEL Amazon, A Fim4E & Transport
Layer Security ( TLS ) 1.2, MBEZEMERA TLS 1.3, AFmEXA AR EES Ephemeral Diffie-
Hellman = Elliptic Curve Ephemeral Diffie-Hellman & 52X QM BN ZRBEMH ., BRRMFKE Java 7
MEHMBER)AZEZEELER,

A HAEFERABIAMEZEEAMEBNZENESE 1D IRZEMESRREBF R, HE , BULUER
AWS Security Token Service (AWS STS) UEX ERRZ 2 BEUKEHE R,

REREN 36


https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/infrastructure-security.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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B4 Amazon WorkDocs

Amazon WorkDocs £ B S REHRMEEFAEREXHFNEABER. RIBR , ERMEZBILE
BRI LA B &M INEIAE UL, $ATLLIRVERF | B A Auto enable B9 Amazon WorkDocs THEEE#E B $&H Y
FRAEUZEFRENS2MEIAY  ERXRTMAFCEEERNEAEREATEALNBELY , mAft
Ma U EER LEANGE, SEAFHE 1 TB WERZE , RIEMMABEES,

BABEEFHMENMACAE  BEANAT, KU UBKREEERESCNER. AEERM
MWESEREFEMEE L FEE WorkDocs AIF |, 2 RAEEEEN.

MREFEEV B , BAL

« B3I Simple AD E .

« #3 AD Connector B $&LUELR B EH AZPEE B 8%,

- f# Amazon WorkDocs BESIEEIRBEHIAWS B #&— 2 T4,
- 3 Amazon B& WorkDocs £l2 —1{@ B .

&AL S AD H 882 AWS Managed Microsoft AD B #& 2 BRIV S £ %o

® Note

MREBARFE TS (B0 PCl, FedRAMP =, DoD) , RI4ZEz&EAWS Managed Microsoft
ADB #URFEZERER, AEHHSRRA MAEHAEEH Microsoft AD B #, MBERIL
Microsoft AD B $FIMHEE A , 552 (Direc AWStory Service BI2Hgr) FH AWS ZF
Microsoft AD,

B &%

- £J# — 18 Amazon WorkDocs #35
- BMAE—FA

- BAZERERFE

- BEAERAREES

£ — @ Amazon WorkDocs #8u4

LT &EH R 25 BRER B A 3% EFAY Amazon WorkDocs #8¥h,

£12 —1{& Amazon WorkDocs #815 37


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
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£
- BHRZ AT
« AlZ —1E Amazon WorkDocs #3314

R 2 8l
£ £l Amazon WorkDocs #8352 8l , B4 BAEBLLTY R.

- —{ERAREIZEMEE Amazon WorkDocs fIEHIAWSIRE, B2 , AEFAEEAWSHRF BN o] E#H
£/ Amazon WorkDocs, WMEFMER , FSE Amazon SR WorkDocs,
- MREITE[FEH Simple AD , A ERFE (AWS Directory ServiceBEI2H5R) HH S imple AD %tk
R R IETE WY S RIR
- —{BAWS Managed Microsoft AD B #& (MR & B PCl. FedRAMP = DoD E& R 145t E). AEl
PSRRI M EAREH Microsoft AD B . WMFEE I Microsoft AD B #KIMEEBEF , F2B
{Direc AWStory Service EXE1ErE) FH AWS Z & Microsoft AD,

- EEENRERES  SRBFNER , UREFEFibit.

£l — 1@ Amazon WorkDocs #3814
ERBUTSREL D ERNARZE—ME Amazon WorkDocs #8¥h,
E£I2 Amazon WorkDocs #81k

1. FELATHLEITBE Amazon WorkDocs ## %I & https://console.aws.amazon.com/zocalo/o

2. HEEXEAEERM [BI WorkDocs #3h] KT |, 1212 [MEIBIRER].

HE-

EREERT | BIF (ROAY) , ARE [EEEHHE WorkDocs ] BH L1212 [ WorkDocs
#auk1.

ETREREMTEIRAREREE B #.
- MREEEH% , ISBETENEH% EE , BEREERENESIEILB %,
- MREBLZEES , (REASKEL) EEMENET , #BEBU/GS AD 3 AD Connector B #

T A S ERFRA AR ITIEM IR T,

R Bl 38


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_simple.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_simple.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://console.aws.amazon.com/zocalo/

Amazon WorkDocs EEER

HEFEAERNE &K

1. Rk "ATRBE&%. BE , AREBEELEFEANE &,
2. i#1Z Enable directory (BX A B &)

By B
1. EEERSR 1M 2,

EiE—HLE  BMAEEBCRRAEZRERSA Simple AD 1IER2£/2 AD Connector,

£ Simple AD

a. BE Simple AD , REBEE "T—%. ,

[Z3I Simple AD #uk]) EEFEEN R,
b. 7£ [f7ENE] THY [#835 URL] FHA , B AMEIGH URL,
c. £ [BR7E WorkDocs EE 8] KT , RAEEENEF B, 8FMEK,
d. REETHK [B&FMAER] M [VPC 5] THHEE,
e. IZ#Z A2 Simple AD #1k,

B AD EiEE %
a. i AD Connector , AR%BE "T—%, ,

[E3Z AD Connector #8uh] EEFERIH R,
b. BB "B &RFFMERL THAERNL,
c. 7 [FHE] TAHK [#8% URL] FHA , @ AEM@ILH URL,
d. REEZHK VPC AT VIR ML
e. 1##F [E I AD Connector #8141,

Amazon #, WorkDocs 1T T i84E :

- MREELTEMSER 4 FIBETRERRIRE VPC , Amazon WorkDocs € A& VPC, VPC K
AR S ER T MRE®E Amazon WorkDocs #8¥E & . 39
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- WMREFEA Simple AD , Amazon WorkDocs 8 —{EH#&FERE , WAXERAEFRES Amazon
WorkDocs B &, MREEI AD Connector B 8 , Amazon & WorkDocs & E &L WorkDocs &
BEEG RHENREBEKERSE,

- MREFEHBEHES , Amazon WorkDocs 212 R~ &8 A Amazon WorkDocs BEIEEWFERAE R
B, FHEVEARBENKE,

(® Note

Amazon WorkDocs T EBAHAFEBHMBEUHNEE . BEE URL EiZHEMM , WEMAMA
B EEE BR8N T £ A AL,

BAE—ZA

AWS Directory Service /a5 F F WorkDocs #¢1A Amazon Y [E — B AT E#EHE Amazon
WorkDocs , MEEEF# A KT, Amazon WorkDocs B & 1] LAffE FHAWS Directory Service £ &
BABE—& A, MEFHMEF , 5528 (AWS Directory ServiceBEIEIERT) HME—ZE A,

Amazon WorkDocs BXEERFAE—& A% , Amazon # WorkDocs WhfERE AL R EESNHEHRE
BIBESRE , LAFE—F A, MEFHMENR , 5528 (AWS Directory Service BEEIER) H Y IE
Chrome Y8 —& A LUK Firefox FWE—& A,

BAZERZELF

EA LAMERAWS B 8% ARFE £ A https://console.aws.amazon.com/directoryservicev2/ , & AD
Connector B RAZEEZRTE., EE/MA MFA , BXEBREAGR—ERHRFBIEFEHERS
(RADIUS) falfREsH MFA SR AR , REBECELHNADBBER R L EEZ RADIUS fARESHY
MFA AER, B MFA RS EXEBHEEAEREREE K IRFHERE FHTHERRFTE
B —IRERTE (OTP),

RADIUS R¥REXNWAFin/AR=[FBABE , BURE. RENRFEE , BEAEEAERT
IR, AWS Z& Microsoft AD ‘@& —1{8 RADIUS AAF iR , WiEEEEEE MFA BRT RN
RADIUS falfk28. &M RADIUS frfR2sEeZEAERBMN OTP KI5, WMREH RADIUS 7] AR5 h
ERREAE | Bl AWS 2% Microsoft AD 181 AD HE A EETHRH. AD BRERY% , FHERA
LA1ZEY AWS FEARER . AWS 2% Microsoft AD RADIUS B Fi%EE RADIUS AIREEZEMNEFEE
BERTE AWS Z2FHE |, SUEEIBEREIR 1812 #TEHA.
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_single_sign_on.html#ie_sso
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_single_sign_on.html#firefox_sso
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MEFFMEN , 5528 AWSDirectory Service BRI T A AWS Z& Microsoft AD BAZHES
7B

@® Note
Simple AD B#E X FRASEERRE,

HERERAREES

O] LAEF Amazon WorkDocs B AKFEHAEARAEEES, BERTIITE,

T

BEAERAREES

1. FELATHLEITBE Amazon WorkDocs ## %l & https://console.aws.amazon.com/zocalo/o

2. EEEEKT , BEF (ROBY

FEEIRHY WorkDocs #83%:, EEMEEIHR,
3. BEFFEMMESENIRGE B2 TEME, K RBBE TREEEE,

% E WorkDocs BB ¥FE R EEENHE .
4. £ "HERERRE, AT K BALEARRCAEBNEAERSRE K RRBRBE 'REEEE,

& ] LAEF Amazon WorkDocs AL EE SR HIARINEES, WEEZHMEN , F20 REFE
iik- 0

RERERAEER e


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://console.aws.amazon.com/zocalo/
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EEEmE

WorkDocs ffAWSTHE &I &5 & Amazon

WA LAFE B T EREEIEH Amazon WorkDocs 814 :

« EAWSHI AR https://console.aws.amazon.com/zocalo/,
- BUEESEFEAR , BARE Amazon #8 WorkDocs M EE S,

EETEANE—EHREMT —ATENEE , AHPHNEERBAWSEZH S RHENEIFE, NFEFEH

ML EEERFIANEN , F2 B WorkDocs #efE s EE 2 HIEREE Amazon,

REMEEES
MRERAMERE , EUNRRER EFRBISRH A RELREODIE,
EEREEEA

1. 7E https://console.aws.amazon.com/zocalo/ 3T B Amazon WorkDocs &l & .

2. EEBERT , RE [RBH).

[EHEEH WorkDocs #8vh] HREFEENHE |, R RIEAVEEEE,
3. EBELEAHREEESNBEIEZENE,
4. B [BF]BE , RERE REEEER].

% E WorkDocs B ] ¥FE R BEEN .
5. £ "HFERHESEHE, AR K BAFEEENEE K RAREE "REEEE,

EXNMBEEBFER
5T LA RS AT 3% MR T B
BN RBET B

1. £ https://console.aws.amazon.com/zocalo/ 3T B Amazon WorkDocs 2% & .

2. EBEEKT , BEF (ROBU).

[EEEM WorkDocs #8uh]) EEFEEIHIR , W REHRFE,

REMLEES

42


https://console.aws.amazon.com/zocalo/
https://console.aws.amazon.com/zocalo/
https://console.aws.amazon.com/zocalo/

Amazon WorkDocs EEER
3. EELEEWMEAZEFEANMELERZNIRE,
4. BARK [BWE] BE , AR EE [ENEXEBHEE

BEHEREE T RERETR AT,

BEEZEERRE

BT LATEE I Amazon WorkDocs #MhZBAZRE S0 EFE. NES 2 ERBHAEREFEER |
B BAZERERE,

2
®

A% TE A8 vk H 1t

® Note

MRGEBEFNPMEILRZFFBMER Amazon WorkDocs , Bl A T #83% URL, A

It , Amazon WorkDocs % EVE S URL e ST I A , BAEBREEERE — X URL,
REEEE Amazon WorkSpaces W AS HEE Amazon ERE , TEEHTUT ISR
WorkDocs, Amazon WorkSpaces £ BREREWAFIIHRM AT 25 URL , Rt SHEE
TERER BB A URL, ERES Amazon WorkSpaces Hl Amazon FEZ{EE , WorkDocs
B2 B Amazon Fl WorkSpaces F15R WorkDocsH#Y TEEEER | o

& EREME URL

1. ¥ https://console.aws.amazon.com/zocalo/ 7B Amazon WorkDocs ###I & .

2. HEEBERT , RE [RVBH]

[EEEM WorkDocs #8uh] HEEFEEIHIR , W REHRFE,

3. EIFHRE Amazon ER ML WorkSpaces, #8it‘@E Amazon WorkSpaces #1T{EE Y B &
ID , 530 https://{directory_id}.awsapps.com,

4. EER URL B804 FR "EE. BE , REBHREFE "TEREWY URLL .

ERARKET "EREWLR URL, HEFEE.
5 1 "#8¥ URL. AP, AR URL , REZIBE "EREMW URL, .
6. 7 [EEEM WorkDocs #8uE] EE L |, #iF [EMHMEE) LEFFHH URL,

EHZERRRE 43


https://docs.aws.amazon.com/workspaces/latest/userguide/workspaces-user-getting-started.html#workdocs-integration
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EIEEA
(® Note
RTBBERNREM  FRETREUMS S S EREME IAM E£HRE,

BAITE IAM FEHAESH AR CreateNotificationSubscriptionAP| , BRI LAMEREL APl REZREEHD
Wim B , LUBRIE WorkDocs {EiARY SNS FAE. HEEBBEANFMESNR , 352/ Amazon WorkDocs
FEASEETNERE AV FHESAGKE,

EREVMMERERN | THSRRB\MAAITIEMELAF,

(® Note
BERVEH , B4EEE IAM AR ARN, EESKREN IAMARN |, FHIT TIIEE
1. BRI https://console.aws.amazon.com/iam/ B9 IAM £ &,
2. ES883|+d  EE([EAEL.
3. ENMEZNFEREER.
4. & "HE, T, EREHN ARN,

EEEVEH
1. 7E https://console.aws.amazon.com/zocalo/ 3T B Amazon WorkDocs &l & .

2. EEEEKT , BEF (ROBYH

[EHEIEH WorkDocs #8vh] HEFEENHE |, R RIEAVELEE,
3. BREMEMLZENIEE.
4. FARK [BpfE) BEILRE [EEEA].

TEEEAN, EEREETHER,
5. iZ#Z Create notification (B3I EAH).
6. TE[FTEEHN] HFELHRD , BALZH IAM RAE ARN , RERE [BUEH]
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https://docs.aws.amazon.com/workdocs/latest/developerguide/manage-notifications.html
https://console.aws.amazon.com/iam/
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EEEmE

fitl BR 38 AN

1.
2.

£ https://console.aws.amazon.com/zocalo/ 7B Amazon WorkDocs ###I & .

HEEERTD , 1BE [EOW].

[EEAH WorkDocs #8uh]) EEPEENHIR , YR RENBEUEE,
EEEELEMRBANANSEZ 2N R,

FIRK [Eh4E] B EEWIRIFE [EEE A,

 TEERBEA, EEL  EELEMBROBMEENRE , AREE "TRIBREA, .

] B 8

Al LAfE A Amazon WorkDocs 324 & il Br 48 it o

/A Warning

MprBUE S EERMERER, EERECTEEELER , ATMBRES.

& = BRAE vh
1. 7E https://console.aws.amazon.com/zocalo/ 3T B Amazon WorkDocs &l & .
2. EEEIF EE [ROB.
[EE &K WorkDocs #8v4] EEFEEIH IR,
3. EELEMRNMEZENZTE  REEE "HER .
ERRFET TMERER URL) BFEE,
4. BEMEE "ERMREAER &, .
/A Important
MEBZRE S Amazon REBECH B # WorkDocs , ZFIgAEAIE— @B &, MR
Amazon WorkDocs #BULEF , BRIEEMIBREZ B SRS H AR H A AWS EARER , AR
MELHNERZFZNER. WEEEENA , 528 AWS Directory Service EfE,
5. 1 T#8¥5 URLL HHRF , MM URL , REEZEE "MBER

I B A B
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WorkDocs #8114 & B RS B Amazon

A LA ERIEL T EREEEMN Amazon WorkDocs #8314 :

- BILEEEEREIEAR , ATEATE Amazon #8 WorkDocs W BEEESFH , YEUTEEDHETR
;218

« 8 AWS #|A IR https://console.aws.amazon.com/zocalo/o

BETEFNE—RBHREET —EHTENERE, AGFFNETERPRLETESRFH SRENEE, NE
BEEPAAIENMHEBEN , 55328 WorkDocs #AWSIZ &I & EE Amazon,

RIFHFESRE
EAEEETBHBANES.
LERF;

B
il
K

E

1. 7 My Account (REIRF) #3828 Open admin control panel (B E 2 S 2 HIER),
2. 7t Preferred Language Settings (fRFFZESZE) , w2 ZEREFFEANES.
Hancom Online Editing # Office Online

REFE S ERBAREZEA Hancom EEREEN Office FERRE. WEFMERNR , FSH BAHGIER
B,

it 17

EEMEREZRNHERE,

EREERERE

-

£ My Account (BHIIRF) HiE#2 Open admin control panel (IR E I 81 HIER).
2. &% Storage (f#7F) , 1## Change (B %),

3. 1 Storage Limit (R7FR&) HFEESD , BEETFHEAEERIERNFET.

4. Ji2Z Save Changes (REE2E),
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PEFRFREEEVENCEERNENERE, CATSLERERRECLAENRETR. FEAR
RERELERERTY A F2R EEEAE.

IP RFFBE

Amazon WorkDocs #BiEEE S ] LLFTIE IP RFFBERE , BB EFEERHIE LN IP LUt EE A,
F AL &% ] LAFTIE 500 @ IP AR B ERTE

(® Note
IP Allow List (IP Z2FFEE) BRIEEAR IPv4 ik, BRIFAXE IP UiiEEFE,

# 1P EEE A E IP Allow List (IP RFFEEE)

1. 1 My Account (BHIHRF) $iE3E Open admin control panel (BIRE 2 & #4IHEHR).
2. &H¥ IP Allow List (IP 2FF/BE) , i##F Change (BE),
3. E®WACIDRER , @A IP UuEENEERREERS (CIDR) B , AR BIFHIE,

EZAMRE— IP thut7E , FBIEE /32 4 CIDR F &,
4. Ji23E Save Changes (RREFEE),

5. ERAEER IP Allow List (IP AFF/FE) FrFIRY IP i ERELNRY BB AFFR. AR
EREARERERN P iy EREEME AR E SR REREN DR,

/A Warning

MREFFE AR CIDR BESEAEEERA BTN IP it FEAY K EEHREEAE, B8R
BEERISBEM CIDRE , AIEEFERBAH 1P thit FEAL, fﬁ@ﬁﬁti’iﬂ’ﬁ%?ﬁﬂﬁﬁ%
AWS Support &3R8,

Ze M — BEM ActiveDirectory#a ik

ZIKIEEEEEEF%% ActiveDirectoryfBUt N E B X2 MERE. MREEEMEMA ActiveDirectory E 2RI
W, BB T,

IP RFFEE 48
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ERAZEMHRE

1. 1B#EHF WorkDocs imfA L AR EREE T,

2. HEEEET , BE{THEEERSEMN.
3. BTEEE TaM, IBE "8F

[RRIERE] ©FE AR, T &5 HEE ActiveDirectory B L £ MERE,

]

AXE Description

i TEEUSEERNRE) T, BN TIEP IR

T AFFREREH L T2 Z/ER FRMBERENERGHA

ARFFAFRARUREEANTHZREE  BEFX RIIIAFHUEKENEGHAH. SEENER

Jun‘Fﬂ’MFﬁﬁlﬁ’A?—t—L\-—,aE’Jﬁﬁ?% EU LB EEEENER,

RFAFAEVREEANATAZNEE BR ITENERAETUELRERMLERS B

BERAFPANRIEL A ATHZAYHERE REERERETUEYAFER AHHEE
JUFT A R BB £ R A

FESEENCERENTURYEERLEY SIEENCERAETEYLRER.
NEFEAN

E TEBRAL T, BINEEREIG .

AFLEEPNFEEREEEREALN EEAEE-RBALHAELE K SEBRA
WorkDocs #3uL B EH B A b1/,

£ TEAFHERERFERAEIEHN WorkDoes #8361 T, ERTH|H P —1F
REEEELUBEHRFERE, REEEETLUBEHRFERE,

AEAEREMAREXHINHREEMN ARFFEAEEBRELERAELAERIEN
H 5B F RBHENERE

Za&M — BEM ActiveDirectory# i 49



Amazon WorkDocs EEER

4.

SN

AX E Description

ERAETMLEBEMAMLAERIENR B EAETERARERINTAESZEREA
ARESEREAIENTERE, BRIRR MW

i TANMEREREA®, T, ENEURRKETT K.

BERTHFEREREIEENERE (A BDEEETNNEREERAZEENER
RAREMEAE) &

TR BE TREEE.

Z4£ M — ActiveDirectory #1285 8 U4

AREFBEFR A ActiveDirectory EIERIEAN BT ERLMRE. WREEEMEA Simple KB4
ActiveDirectory , &2 B L —Hf,

ERREMRE

1.

2.
3.

iEEHF WorkDocs A L AR EEE R

EEEET , ERTHREEEHER.
ETHEBE "Rt WEE T8EF

[RAIFRE] HFEHRFERN IR, TR HIEEREA ActiveDirectoryiZ Rt AN EZ £ MR E .

) g W]

AX E Description
i TEREUSEERNRE TH, ERTHHEP—-I

T AFFREREH LB T2 ZAER ERUEER  SFEAMBERENERH
Mo

REFAFRIZMREEANTHAERE BT RIIIAFPUEKENEGHH. SEENER
RFHefIRIZ N H AT Z Ay S EU LB ERBENER,

Z 4 — ActiveDirectory E 1283485 50
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EEEmE

SN

ax e

ARFFAFRIZMREEARANTHEREE  BER
BEHRAFANRIZLN A TR ZAYHEE

AR EENCEREERATUE Y ZEREET
NEFEAN

£ TEBRAL T, EBIEUERKET B,

ARHFEBEGPNFTEFEREEERIEALN
WorkDocs #8uh B E B A

Description

TEBENERAETUEVEERMGNER B
RAEERERETUEL NFER A HEE
JUET A BB R A

EEENERETELLRER,

EFAEE-REBEALHRLE K SEBKA
ftbffo

£ TREEEM AFTAUEE WorkDocs VR ESEAF ? B, R AIEH—I1F

REEEERLUREN B SREBFERE.

P B R SR8 B 4 ) H = S0 3 S SRAE SR Y
B SEUEHAF

F B RTS8 B A AP H = SO B S SRR
RE-LERESNTAF,

RARFEEESRBHM B KERE

RFFEAEZRREBRERAELAERIER
RIRME B HZERE

EAEREBIRARERIPEAENERRE
Bk, BERERZWRER  Q4FH AR,

£ THEEE AFHREN A E RSN WorkDocs #8ik ? # , ERTHIHEP 1 :

Share with external users (S22 FEAEHE)

® Note
THERRSELRBNHRERRE
o

Only administrators can invite new external

users (REEEE A LUBFENIANIBEAE)
FIESERFERAEETERENER
AEHEFERETUBETNARERE,

Enables administrators and users to
invite new external users to your Amazon
WorkDocs site.

REEREUBENIERE

EZEENERAEBENDERAE,
ERFEREREBFETNIADBERE,

Z 4 — ActiveDirectory E 1283485
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EEEmE

SN

AX E Description

ERAMERAEREACGT , EN—EARNMEEE,

BERTFHFEREREREENERE (A BDEEETNNEREERAZEENER

RAREMEAE) =B

New external users will be Managed users BEFARERAEERASEERMERE.,

(they are Guest users by default) (&8 E
EKER "EH, FHE (IkFERR , Mgl
SEFERE))

4. FTRE ,RE TREEE,

BRERE

EFEAEMREZRE | Amazon 24513 WorkDocs EEEAENERLDWE S 30 X, 2

% , Amazon E#84E%R WorkDocs BEEFEEERE 60 X , AREHEKAMER. RARKEEES
REINEFERERE, ZRSFRULHENERRERA , HLEESLEER Bin REMREBE

ABELAERHEERZ 365 Ko
EESFERGREHR
1. 1 My Account (RHIIRF) #i&$E Open admin control panel (B E 2 S 2 HIHER).

2. 7E Recovery bin retention (RREREHIMR) 55 , i##F Change (2%F),
3. BMAZERGPIREERNRE , AREE [REL

(® Note
FRRREHE S 60 R, BRI LAERA 0-365 RAVEFE,

EH B A LAE Amazon KA WorkDocs MBRERERER 28 , REFRFEFRESR,
EEERFEAEER

1. 1 My Account (BHIHRF) $iE32 Open admin control panel (BIREE & #4IHEHR).
2. 1£ Manage Users (EXEFERA#E) T , BEEEAEERRE R,

BERERE
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3. 1 Recovery bin (BRR@&) T , EMERRNER , ARERE Recover (BR) BR.
4. &t¥f Restore file (RRER) , BEERNERERMNNUE , AR EIZ Restore (BF).

BEERERE

U AFHEEENRE K SEEEFHEACHERBHE. BAREHERE, WEEZFHFMENR ,
BEEMEE D Ei# WorkDocs AAF

s
W%
dn

EEERERE 53
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#% Amazon WorkDocs BB 252 B 2% A 5T E

MREFMARE 2 HIZB5 , IR ERARYH (GPO) = System Center Configuration Manager
(SCCM) K% g Amazon WorkDocs Drive & F i, # 7] LAfEhttps://amazonworkdocs.com/en/
clients.

FEELMEE | Amazon WorkDocs Drive EE 7 443 Ei#E8 F AFrE AWS IP it 24 HTTPS FEL
ER, BEEE#EILNBEERFKEZ S Amazon WorkDocs EREISS LR ER, MEHMET , F2
B T, %8 Amazon WorkDocs Drive® #JAmazon WorkDocs User Guide,

(® Note
EAER GPO = SCCM R REMCE |, BER P E#HE X% Amazon WorkDocs E# &
o

Amazon WorkDocs Drive #J MS| ZERBRZETIZEALESE

- SITEID— EFMEAM A A ETELEA Amazon WorkDocs #8IEE . 120 : SITEID=####.

« DefaultDriveLetter— FASLIEAEAREE Amazon WorkDocs Drive HBER#EA 57, 5l
# : DefaultDriveletter=W, @il , BEAFXEEETRMNEREER. A, AFAUUE
BR R E Amazon WorkDocs BREN2R % E kR B2 BT , ETEEE BRI 257,

TR GIERE AP REM T EH R E #1857 T 88 Amazon WorkDocs EREIES .
MS| XA BRBERE :

B
N
el
ct
v
H

msiexec /i "AWSWorkDocsDriveClient.msi" SITEID=###### _ ## _ ID
DefaultDriveletter=#######REBOOT=REALLYSUPPRESS /norestart /qn
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BEEFE oo B WorkDocs A F

RIFFHR , BEEMEME Y HRBM WorkDocs 11 E 88 , Amazon FEY BBV haE S #=% B 81
FEEREUZEERAENS DB IHEU.

£ WorkDocs , REENERAETTECARBINEEEA, AWMU EXH EHAEZMGE , AR
B¥#E 1 TBNEFRZEE, T8 , MRERBEBRTHERIERE , AILEREBMA , ETR
EHTPNSRERAMATAITIERE.

ok, BETLUERE, MASERERE  URBECRAEACNRE, CUUUKEAERARER
EOW$hﬂﬁ%%m%ﬂﬁ% A2RKEAERAREES,

& 0] LATE Amazon WorkDocs Web AR PRI BB H A PHTELER , U TSP T BRISERBAM
1T, B2 , IRE R Amazon B F WorkDocs , B L s EREBASEFHREAR® K REB
REATEREEEK,

AES

- FREAGHE
- BRBEELEER
- FREBRA

- EEEBEREHAA

- ERABBRANER TEHER
- BETEAE

- REFEAE

- FREAE

- BRXHER
- THEAESE

EHE A S

Amazon WorkDocs E& T FTHIEAERAER, BULUERFREFHEREEREFFAENACR, NE
HHES  F2REREEAE.

« Admin (B¥E8) : #RREBYEEFTNNEERE  REHEEEREPNRERRE, NFEREH
MR ERERAREESNFRET  F2RBERERA/EES,

EREAG 55
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- EEFERE  EEEEERHERENNEERE. NFENNAERERERERENFMEN , F
BRATLM — BEM ActiveDirectory#f ik M & £ 1 — ActiveDirectory E a1k,

- {£A% : ATLLFE Amazon WorkDocs iR RAFERWEEMAXLBEXNSEERSE,

* Guestuser GhEEMAE)  ENEBEAE , RARBAER, EULEREEREARAERE, ER
ERAESIRMEBEERE,

(® Note
ELBFESEEAENACK , SEYTEERDENERIE,

SR 5% WorkDocs iIEE® T ELEANAHFEER,
WS A&

B EREIRMNERE WorkSpaces WorkSpaces

- EhRFTAEEE % WorkDocs IhaE
- 50 GB FE#EF=ZM (I EHKA 1TB)
- BERAEH

EFRE WS EAE

B H18k WorkSpaces WorkSpace R AR EEFEHENFEHE,

« BFEFTEEEE#E WorkDocs IhEE
SREEZEA 1 TB ( pay-as-you-gofikif i iR A AR 1F TE )
- EXREREHA

28 5% WorkDocs A F

RE DB HERED E# WorkDocs i F WorkSpaces WorkSpace,

- BHEFTE S EE WorkDocs Zhag
- FERFHEFEZEEA 1 TB ( pay-as-you-goffkiF o R H I/ E M)
- EXNEBREH

EREAG 56
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X ED E 2 12 H T AR

& O] LAE A Amazon WorkDocs Web A F iRV E R4 A RERAMBAMBBIRA , UREBEFAE
ABMERE,

2T REEEHER

1. EBEMF WorkDocs #i A L AR RERRE T

2. HEEEET , BETHEERHHER,

(® Note
R pHmmREESE B SMNEEN B & BRRTE.

=R EBERMA

EETERBEETNAAEAENEENREN  URBABERBFIFRUENERAERETENERNA
e, FHE [BEBRAl. ELEMEDRAR , S UREH#GERFNEREMAREY 2B
REAE. ERERAENEES., SEIRNMBUAHTEMEILIE,

FREDRA

1. BERF WorkDocs i F AR ERERE R,

2. HEEET , EFTREEEHHER.
3. MTHEBE 'ReM, IEE "8F

[RAIRRE] BEEHRAEEIHR.

4. HE[BBRA]T , B [FFEEPNRAEERAEEEREAEN WorkDocs #3358 B BIRA] 55
& BV EUS B0

RRENEREFIER 57
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7 [JEAFTHEMBEPUEPH B xEAE] T WorkDocs FHEEEEE, LA LEBNERE
BEEFMEMRE , BT ERYRER TEREAERHMEEERS.

5. EHURE K RRRE "REEE. .

BEESBR 14 LEFRABH/HA,

EEEAH

AREENBNAEEEZ L H, Amazon WorkDocs FH}E—JU\IEJ_ t = HE i R H = AP Y ST R ST
R, AU EEABAALARERES  BREFASHAERKERS. GAEES , BUUEEHT

Lo ZEL,

BAERZS=E
1. BERF WorkDocs A LA EREEE R,

2. HEEEET , BE{THEEREESENR.
3. MTEHE "Z2M, WiRE 8F

[RAGRE] Hra K SFERI .
4. K "EEUIEERGHNREL TH , ER—ERE

o [FRFFRER] N [LF AT FHE’JE.%*]—TEFHFEE{EFH%E’JE##FH

- AFAFARUBEEANTHERE  BEFAMGMAARLHTHENEE-KEBEAZRY
ARRERUERE, REENERETURIEERENER.

- RAFEAERVEERUNTHAER  BEREEREAETREYLRAATLANER — €
ENERETURIREEGNES BREERERETURLARER. 28R TR
EMA

- MESEENERAEHTURVEERLETARLANESE — SEENERAETURILLMFH
5. 1##E Save Changes (EEEE),

EEEELR 58



Amazon WorkDocs

EEEmE

R B B RUA RV IR 5L T 42 i 5 A

ELRAEDRAR Bk  cRRARM , EWUREAEBFEMERE. LEERRET

Hep—{& :
- FEFERE
- HEREFERE

BE,

.

R

BT ERER , MELLSRERALTHELT,
EBFER
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