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ZRIEERIEE S Amazon WorkDocs #84% 1D,

BT Y P BRRAWSEZE A EE Amazon WorkDocs #8#% ID :
ENS4#% ID

1. 7 AWS Directory Service TS EBE &K+ , i##Z Directories (B #).
2. FRAEEEEA Amazon WorkDocs #h ¥ FERY B 8% ID B, ER2 S tAAER 1D,

THIgEFIERAERA IAM BAERIEST API FEAL,

import java.util.Arraylist;
import java.util.List;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.workdocs.AmazonWorkDocs;

import com.amazonaws.services.workdocs.AmazonWorkDocsClient;
import com.amazonaws.services.workdocs.model.DescribeUsersRequest;
import com.amazonaws.services.workdocs.model.DescribeUsersResult;
import com.amazonaws.services.workdocs.model.User;

public class GetUserDemo {

public static void main(String[] args) throws Exception {
AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

AmazonWorkDocs workDocs =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

List<User> wdUsers = new Arraylist<>();
DescribeUsersRequest request = new DescribeUsersRequest();

// The OrganizationId used here is an example and it should be replaced
// with the OrganizationId of your WorkDocs site.
request.setOrganizationId("d-123456789c");

R IAM £ & ZE A E R Connect ) Amazon WorkDocs 4
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request.setQuery("joe");

String marker =
do {
request.setMarker(marker);

System.out.println("List of users matching the query string: joe ");

DescribeUsersResult result = workDocs.describeUsers(request);

null;

wdUsers.addAll(result.getUsers());
marker = result.getMarker();
while (marker != null);

for (User wdUser :
System.out.printf("Firstname:%s | Lastname:%s | Email:%s | root-folder-id:%s\n",

WorkDocs BB E —EA &iE#EZF| Amazon

wdUsers) {

wdUser.getGivenName(), wdUser.getSurname(), wdUser.getEmailAddress(),
wdUser.getRootFolderId());

L EHIERA AWS Java SDK I8 EAR | WFERAZACHEREZSEAEREI Amazon WorkDocs,

B EEFlE A DescribeFolderContentsAPI Sl H{EREE R RAWIER,

import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import

java.util.Arraylist;
java.util.List;

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;

auth.AwWSStaticCredentialsProvider;
auth.BasicAWSCredentials;
auth.BasicSessionCredentials;

regions.Regions;

services.
services.
services.
services.
services.
services.
services.
services.
services.

securitytoken
securitytoken
securitytoken
securitytoken

.AWSSecurityTokenService;
.AWSSecurityTokenServiceClientBuilder;
.model.AssumeRoleRequest;
.model.AssumeRoleResult;
workdocs.AmazonWorkDocs;
workdocs.AmazonWorkDocsClient;
workdocs.model.DescribeFolderContentsRequest;
workdocs.model.DescribeFolderContentsResult;
workdocs.model.DocumentMetadata;
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import com.amazonaws.services.workdocs.model.FolderMetadata;

public class AssumeRoleDemo {

private static final String DEMO_ROLE_ARN = "arn:aws:iam::111122223333:role/workdocs-
readonly-role";

private static AmazonWorkDocs workDocs;

public static void main(String[] args) throws Exception {

AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");

// Use developer’s long-term credentials to call the AWS Security Token Service
(STS)
// AssumeRole API, specifying the ARN for the role workdocs-readonly-role in
// 3rd party AWS account.

AWSSecurityTokenService stsClient =
AWSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(longTermCredentials))
.withRegion(Regions.DEFAULT_REGION.getName()).build();;

// If you are accessing a 3rd party account, set Externalld
// on assumeRequest using the withExternallId() function.
AssumeRoleRequest assumeRequest =
new AssumeRoleRequest().withRoleArn(DEMO_ROLE_ARN).withDurationSeconds(3600)
.withRoleSessionName("demo");

AssumeRoleResult assumeResult = stsClient.assumeRole(assumeRequest);

// AssumeRole returns temporary security credentials for the
// workdocs-readonly-role

BasicSessionCredentials temporaryCredentials =
new BasicSessionCredentials(assumeResult.getCredentials().getAccessKeyId(),
assumeResult
.getCredentials().getSecretAccessKey(),
assumeResult.getCredentials().getSessionToken());

// Build WorkDocs client using the temporary credentials.
workDocs =
AmazonWorkDocsClient.builder()
.withCredentials(new AWSStaticCredentialsProvider(temporaryCredentials))
.withRegion(Regions.US_WEST_2).build();

WorkDocs & E — & £ &E#E] Amazon 6
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// Invoke WorkDocs service calls using the temporary security credentials
// obtained for workdocs-readonly-role. In this case a call has been made
// to get metadata of Folders and Documents present in a user’s root folder.

describeFolder("root-folder-id");

private static void describeFolder(String folderId) {
DescribeFolderContentsRequest request = new DescribeFolderContentsRequest();
request.setFolderId(folderId);
request.setLimit(2);
List<DocumentMetadata> documents = new ArraylList<>();
List<FolderMetadata> folders = new ArraylList<>();

String marker = null;

do {
request.setMarker(marker);
DescribeFolderContentsResult result = workDocs.describeFolderContents(request);
documents.addAll(result.getDocuments());
folders.addAll(result.getFolders());
marker = result.getMarker();
} while (marker != null);

for (FolderMetadata folder : folders)
System.out.println("Folder:" + folder.getName());
for (DocumentMetadata document : documents)
System.out.println("Document:" + document.getlLatestVersionMetadata().getName());

EEXHF

(® Note

BN EARHEHEABSIEETERATHINISER, WEFEH Amazon LEER WorkDocs BIHHEE
B , 5528 Amazon £H WorkDocs BEIEEHFH EEER,

AT B 4 £ EZ Amazon WorkDocs.
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HELEXH

1. E3 AmazonWorkDocsClient #{T{EEE , M TFIR :

MREMHER IAM EFREEAER , F2BREH IAM FHEZEEAER WorkDocs BFEFEEH
Connect Z| Amazon, WRERFE IAM A€ | FF2 6B LA WorkDocs BiB B E — 1B & 682
AmazonBEZE.

(® Note
RTESESNEZEY  FEUREYBSE2EAEMIE IAM ERASE

AwWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AwWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

// Use the region specific to your WorkDocs site.
AmazonWorkDocs amazonWorkDocsClient =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

2. RLEBEHEHEFMNURL, MITAHAR :

InitiateDocumentVersionUploadRequest request = new
InitiateDocumentVersionUploadRequest();
request.setParentFolderId("parent-folder-id");
request.setName("my-document-name");
request.setContentType("application/octet-stream");
InitiateDocumentVersionUploadResult result =
amazonWorkDocsClient.initiateDocumentVersionUpload(request);
UploadMetadata uploadMetadata = result.getUploadMetadata();
String documentId = result.getMetadata().getId();
String documentVersionIld = result.getMetadata().getLatestVersionMetadata().getId();
String uploadUrl = uploadMetadata.getUploadUrl();

3. EA%EEN URL LEXH , 1T :

URL url = new URL(uploadUrl);
HttpURLConnection connection = (HttpURLConnection) url.openConnection();

EEx 8



Amazon WorkDocs HBEABER

connection.setDoOutput(true);

connection.setRequestMethod("PUT");

// Content-Type supplied here should match with the Content-Type set

// in the InitiateDocumentVersionUpload request.
connection.setRequestProperty("Content-Type", "application/octet-stream");
connection.setRequestProperty('"x-amz-server-side-encryption”, "AES256");
File file = new File("/path/to/file.txt");

FileInputStream fileInputStream = new FileInputStream(file);

OutputStream outputStream = connection.getOutputStream();
com.amazonaws.util.IOUtils.copy(fileInputStream, outputStream);

connection.getResponseCode();

4. BENHREES ACTIVE LR LERFE , TR :

UpdateDocumentVersionRequest request = new UpdateDocumentVersionRequest();
request.setDocumentId("document-id");
request.setVersionId("document-version-id");
request.setVersionStatus(DocumentVersionStatus.ACTIVE);
amazonWorkDocsClient.updateDocumentVersion(request);

TR

@ Note

BN ERHEHEBEAETRESERATHHNLEE., MEMEH Amazon T E#EZE WorkDocs HI1EEE
B , 5528 Amazon A WorkDocs EIEE M T HE =,

& Z1t Amazon TH X WorkDocs , F5EUE TEM URL , ZIFATR , REFEAREF ERHN AP
BE , £A URL TEER.

GetDocumentVersionRequest request = new GetDocumentVersionRequest();
request.setDocumentId("document-id");

request.setVersionId("document-version-id");

request.setFields("SOURCE");

GetDocumentVersionResult result = amazonWorkDocsClient.getDocumentVersion(request);
String downloadUrl =
result.getMetadata().getSource().get(DocumentSourceType.ORIGINAL.name());

TEXH 9
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A LMK T HR SRR B

1. RE IAM ERERACHT , LAFREZFIEANITEAER AP,
2. B HIETE APl , LIBAA = A A SNS A S EBMEIEH IR,

(® Note
RTBESESNEEY  FEUREYBSEIEAEMIE IAM RS,

ﬂl‘ﬂ

BERE IAM ERAEFFA
- EH 1AM ERER/ERERE THIFFT

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"workdocs:CreateNotificationSubscription",
"workdocs:DeleteNotificationSubscription",
"workdocs:DescribeNotificationSubscriptions"

1,

"Resource": "*"

}

XA B A

B 38 S0 7] 52 48 1 5T B @ Al CreateNotificationSubscription & T 5%

1. TELATHLEITBI Amazon WorkDocs ###l& https://console.aws.amazon.com/zocalo/.

2. 1 TEEEM WorkDocs #8uh HEE L |, BEFIER B #&I0HZE "HE,
%DJ o

3. 7t Manage Notifications (E¥E@E %) HE , i#F Enable Notifications (BUFAEH).

, RBRE TEER

REBAH


https://docs.aws.amazon.com/workdocs/latest/APIReference/API_CreateNotificationSubscription.html
https://console.aws.amazon.com/zocalo/

Amazon WorkDocs HBEABER

4. SHEBRE AT Amazon WorkDocs #uhiZIBHNFEHR ER A A ARN,

WERA Amazon ERBHNWAEEEERA , 552 B WorkDocs #% Amazon WorkDocs AP E&1E F 4
Python 1 AWS AWS Lambda FIEE4EEER. MABMNE , BMNENEREBNETREBEA,

ZEETB WorkDocs @4l

1. EHEENIHELUEE Amazon SNS 8., MEFMENR , 5528 Amazon BEBHRKEHZAS
FERPREIER HTTP/S %,

/A Important

SNS BRI EEXTERENIKE ., BLERIDUASTEEZBGEN, I, R
FEFEBG S RESR API FE AWS BEERIB FIPS 140-2 BRFEH INZELE |, FBE
FA FIPS in®h. tFEEE FIPS Ml FIPS inH N ESHEBEN , FSRBTEFARERE
(FIPS) 140-2 18,

2. FBHITTHIRME

- EV{S4EME 1D

1. 7 AWS Directory Service = A EBE K S |, iEHHE #£.

2. B M Amazon WorkDocs #8uE ¥ FERY B 8% ID B Al i A M EE 1D,
- BYFTBER , AR :

CreateNotificationSubscriptionRequest request = new
CreateNotificationSubscriptionRequest();
request.setOrganizationId("d-1234567890");
request.setProtocol(SubscriptionProtocolType.Https);
request.setEndpoint("https://my-webhook-service.com/webhook");
request.setSubscriptionType(SubscriptionType.ALL);
CreateNotificationSubscriptionResult result =
amazonWorkDocsClient.createNotificationSubscription(request);
System.out.println("WorkDocs notifications subscription-id: "
result.getSubscription().getSubscriptionId());

SNS &EH
AEBETIERA
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« organizationId— &K BIHS,

« parentEntityType— R¥RHERE ( Document| DocumentVersion |[Folder ),
« parentEntityId— RIEHE B,

« entityType— BERMEAE ( Document| DocumentVersion |Folder ),

- entityId— ERVEEITE,

- B — BiF , IR T HIE S —1EE :

* delete_document

* move_document

* recycle_document

* rename_document
 revoke_share_document
* share_document

* upload_document_version

= ZRAEAE A

1. EUTZEITH Amazon WorkDocs 12l & https://console.aws.amazon.com/zocalo/,

2. & "EEZM WorkDocs vt EE L , EBEFAEMN B SKIEE "8, | REREE TEEE
v I

3. 7E£ Manage Notifications (BEEEH) E@E L , BIEBLSEEEHBHMN ARN |, Ii#EZ Disable
Notifications (£ A& ),

BAUERA

THER/FFER T £ Amazon £lZ—{@H F WorkDocs,

(® Note

IEET R Connected AD configuration (i1 AD #H88) WENIRE, BB [EREN AD] R
BAUGRHE  FAEXECRKREERLEB &P, AR , BHXEE ActivateUserAPI TR A
LUBGE Amazon BV B WorkDocs,

THEflEREMAIRYFFEES 1GBWEAE.
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CreateUserRequest request = new CreateUserRequest();
request.setGivenName("GivenName");
request.setOrganizationId("d-12345678c4");

// Passwords should:

// Be between 8 and 64 characters

// Contain three of the four below:

// A Lowercase Character

// An Uppercase Character

// A Number

// A Special Character
request.setPassword("Badpa$$word");
request.setSurname("surname");
request.setUsername("UserName");

StorageRuleType storageRule = new StorageRuleType();
storageRule.setStorageType(StorageType.QUOTA);
storageRule.setStorageAllocatedInBytes(new Long(10485761));
request.setStorageRule(storageRule);

CreateUserResult result = workDocsClient.createUser(request);

AR T Y S BRIEAWS E 12 A HUE8 Amazon WorkDocs #8#% ID :
5484 1D

1. 7 AWS Directory Service £ A BEEKH , iEHF Directories (B #).
2. FEEXEEBEZK Amazon WorkDocs L FERY B 8% ID B, ER S tAER 1D,

REEHEERVER

T 5 &4 FE R 70{al £ A AddResourcePermissionsAPI #&CONTRIBUTORMEPRZEAUSERE R, B AT LA

£/ APl R T ER R4 LR R & SHEFA R IR

AddResourcePermissionsRequest request = new AddResourcePermissionsRequest();
request.setResourceld("resource-id");
Collection<SharePrincipal> principals = new ArraylList<>();;
SharePrincipal principal = new SharePrincipal();
principal.setId("user-id");
principal.setType(PrincipalType.USER);
principal.setRole(RoleType.CONTRIBUTOR);
principals.add(principal);
request.setPrincipals(principals);

REFEREEROER
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AddResourcePermissionsResult result =
workDocsClient.addResourcePermissions(request);

REFEREEROER 14
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BERAEAN S 7 BEEFIEG

o % WorkDocs B APl Bi IAM BERETE M RBMNRE, IAM BEEETUERITAFHRZAERE
ELAPI 89 IAM BUR |, WS HEEZE—E IAM ASFERE,

AT R R B g4

%

- REBH A SRR EE WorkDocs API

- BEFE=HEZEASMEHA Amazon WorkDocs AP| R
- REFHEREIAM AENER

- BR#IEMHEE Amazon WorkDocs 317 1E B8 Y 77 EX

e 5 2 A ERERR4 58 5% WorkDocs API

® Note
ATESESNZLMY K FRUREBVBMEEIEAEME IAM EAE,

MRER IAMEEE | B LAHE —AWSIRFE# Amazon WorkDocs AP| ZEUER F IAM FHE, &
EEREM , 55 Amazon WorkDocs AP| FF AJ BUR IS AS E K nE IAM EA &, T5 APl R R E
K fDescribe API HMEERER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkDocsAPIReadOnly",
"Effect": "Allow",
"Action": [
"workdocs:Get*",
"workdocs:Describe*"

1,

"Resource": [
nmin

]

R 3 A BREPRAR IR B % WorkDocs API 15
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}

FEE=HREAESFER Amazon WorkDocs API B #E R

BULNEE=ZFTHRBAE, IREATEN AWS IREF2HEAERFEIE, EEEEM , BRI IAM
A , WK Amazon WorkDocs APl A 5FBUR .

THREREECRERFIER :

- HABRASBARE—EHES BB ASMWAWSIRSE Amazon WorkDocs AWS 1RE R E.
« HEMEENE Amazon WorkDocs AP ZEUVER FE=HEARERARARAER,

EEMERBRT , BBFRBMEAWSIRFE , —ERZ AENAWSIRE MFEE Amazon WorkDocs #3345 1Y
TEEE,

MBASFRERMRTIEN  IRFEESTREM IAM A

- K AWS BRF ID
- BEFRAREHN —EME—#/ External ID. WMERFMEF , F2RE AWS EFRNEFIERTE
= R A{AER MR 1D,

- BHERAREIEEZHA Amazon WorkDocs APIJBEE ., M IAM AR BRI IR S 4ms
# , BESMTEMER AP B EZ AT RIELBEE., B EE WorkDocs APl 9313k | 8250 5&
WorkDocs AP| &%,

THREFRAB R TEREFREN IAM RES R,
BEREBRFEFIHN 1AM

1. RAIE—{EF& WorkDocs API FFAJBUR |, B2 AWorkDocsAPIReadOnlyHR,
2. 7EFEE Amazon WorkDocs #BILFIAWSIRE M IAM EEATRBRIFAE .

a. & A AWS Management Console , S BIRII A https://console.aws.amazon.com/iam/ # IAM

FEE,

b. EEXEAMNEBEKF , R—T Roles (Af2) , R%EIE—T Create New Role (BRI F A ),

BEE =5 AEE A Amazon WorkDocs APl B[R 16
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c. B Role name (A&, FREAAGCET , i workdocs_app_role , LAtH Bh & B!
LEEHAE, AEEBELN AWSIRFALERE B _-MN. BMABBZR , 551 Next
Step (-F_ﬁ)o

d. 7£ Select Role Type (EENA®EE!) HH , i#H Role for Cross-Account Access (B F 7EX
NWAR) BER , ARBECEEUNAGER .

- EREAERAERFEEFRIRFNEEES K SiMERSFEB—ELE , EiEE Provide
access between AWS accounts you own (TE&#EEIRF BIREEFZEER), EESERNE
AE. AREERMBBEAEEIRSK , Eth2EEENRE,
- MREEBEE Amazon WorkDocs HBUMHAWSIRFEEE K WHEERERAERFAZAS
WRERTHERAENT , FHEN [EIRFMEAWS=Z AIRF 2 B2 ZEUER], F£HEMER
B  BREEREE—@ENS ID ERFE=Z AL AREHBEN) RENEHEARENES
DHBE=FEEFFEAAGREFNENER. NEFHMENR , FS2ENAEL AWS BERH
ERERFE=FHERINE ID.
e. ETF—HME, FIEEAWSIRFE ID, AR FTHEERFEAER , W A External ID (#4EB
ID) , BMEE=HFH,
f. 3 —T Next Step (T —%) LUEZBUR,
3. £ "EEBXK), BEEL , #ELH BN Amazon WorkDocs AP HERRBUR |, REBBREUBKRZIZM
BEAHR , REET —F,
4., WRBFFEEF , BEAE ARN HUERRSBZE | WIZT Create Role (BUAE) UEZHABE
Vo

5. HRBABHEZAE ARN, UTEAE ARN RS

arn:aws:iam: :AWS-ACCOUNT-ID:role/workdocs_app_role

REFEHERER IAM AR

BEEEAWSIKRFHNRBASTUAFEAEREE IAM A, EEEEM , BRI HRAILKEE
M nEIZERE

WBERNHBEEDEH sts: AssumeRoleBIfEBEALlowH EMBIR TR , LAKResourcetEHRABH
Amazon ERE M (ARN) , M N5 &HIFFR. BEFHEREREFHEENESBERNERE , TBRE
BEENAG,

{
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<aws_account_id>:role/workdocs_app_role"

}
}

PR #l) ¥3 43 Amazon WorkDocs #1117 {E 82 /Y 7Y

M RIEE —EAWSHR F 758 %18 Amazon #8 WorkDocs 34 , 3t BB F45EMILH API IZEUER |
Rl LAEEZ —fEiConditiont&, Condition (I&#4F) JT 3 Al BB BUR £ WIS EEMH .

ol ERE R —ERFTE

"Condition":
{
"StringEquals": {
"Resource.OrganizationId": "d-123456789c5"
}

EBRHE LR GRHEE , A& X8 A ID FE Amazon WorkDocs #1117 1Bl
#8d-123456789c5, Amazon WorkDocs #1T{E# ID BB AR ID HE & ID. MEFMENR |
FH2 R HIE 3 E Amazon WorkDocs #11T{EEE R ZE,

BB T Y P BRAWSEZE A EE Amazon WorkDocs #8#% ID :
BS54 ID

1. & AWS Directory Service 2 A BEEKH , iZFF Directories (B ).
2. FEEEHBEEK Amazon WorkDocs #h ¥ FERY B 8% ID B, ER2 S HHER 1D,

PR &I %45 E Amazon WorkDocs #1718 B& i 17 E 18
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EHERARENN 5 0 BFEEFEUEE

g8 5% WorkDocs [ EBRERAERRIER Amazon FMIEZE WorkDocs T4, BB ASMEST
MR EEAEFMy ApplicationsZiEi& ERYEE WorkDocs =AM RESEEARENE—H
D, EMERE  FARABEEEENER URI, LEMMHBZEKERZFUREREESEE,

Bal , ERARFREE5HM T 5% WorkDocs 18 E A B ILAWSH I ST MRS

AES

« BT RITaFEAYET AT WorkDocs API
£ API B4R ERERIR ID
BEUVEAER

ERAEXEE

- B

« 14 Amazon WorkDocs API

R T 4] oo FBi# RV EF o] WorkDocs AP

WEINEERELEREE Amazon BITEFF A WorkDocs FIAWS Directory Service, MR ZE#E
BR , 1£{7 API 38 #2 IR E UnauthorizedResourceAccessExceptionFA 8. A THEAFTEFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workdocs:*",
"ds:*",
"ec2:CreateVpc",
"ec2:CreateSubnet",
"ec2:CreateNetworkInterface",
ec2:CreateTags",
"ec2:CreateSecurityGroup",
ec2:DescribeVpcs",
"ec2:DescribeSubnets",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
ec2:AuthorizeSecurityGroupEgress"”,

FTFRITEFBEAFT A WorkDocs AP 19



Amazon WorkDocs HBEABER

ec2:AuthorizeSecurityGroupIngress",
"ec2:DeleteSecurityGroup",
ec2:DeleteNetworkInterface",
"ec2:RevokeSecurityGroupEgress",

ec2:RevokeSecurityGroupIngress"

15
"Effect": "Allow",
"Resource": "*"
}
]
}

HU%:@??@\E&%HEHQHLFT nﬁﬁﬁﬁﬁtﬁ%o

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"
1,

"Effect": "Allow",

"Resource": "*"

}
]
}

EBERYF , E—EBERTHRBPTEEEE WorkDocs Describei®fE, P
ltDescribeDirectories fTENEBEEEENEEAWS Directory Service B 8. Amazon EC2 &
A 52 55 WorkDocs AERB 2K VPC B F#ERK B,

£ API A4 {E & B3R ID

FE AP Wﬂﬂﬁﬂyﬁﬂﬁlﬂéﬂ# , BEVEERERR ID, MARERRER, Hl,
MR BEBclient.get_folder(FolderId="'MyDocs')E , APl FEIY & &
[ElUnauthorizedResourceAccessExceptionsH EMELT 404 HE,

client.get_folder(FolderId='MyDocs"')

1£ APl IR E R E KI5 ID 20
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Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 253, in _api_call
return self._make_api_call(operation_name, kwargs)
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 557, in _make_api_call
raise error_class(parsed_response, operation_name)
botocore.errorfactory.UnauthorizedResourceAccessException: An error occurred
(UnauthorizedResourceAccessException) when calling the GetFolder operation:
Principal [arn:aws:iam::395162986870:user/Aman] is not allowed to execute
[workdocs:GetFolder] on the resource.

RTHEEERR , FENXMHRE URL FEA ID.

site.workdocs/index.html#/folder/
abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577.

SR ID 280 ERNER,

client.get_folder(FolderId='abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3¢

{'ResponseMetadata': {'Requestld': 'f8341d4e-4047-11e7-9e70-afa8d465756¢"’,
'"HTTPStatusCode': 200, 'HTTPHeaders': {'x-amzn-requestid': 'f234564e-1234-56e7-89e7-

alofas5t789c', 'cache-control': 'private, no-cache, no-store, max-age=0',
'content-type': 'application/json', 'content-length': '733', 'date':
'Wed, 24 May 2017 06:12:30 GMT'}, 'RetryAttempts': 0}, 'Metadata': {'Id':
'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577"', 'Name':
'sentences', 'CreatorlId':
'S-1-5-21-2125721135-1643952666-3011040551-2105&d-906724f1ce', 'ParentFolderId':
'0a811a922403ae8e1d3c180f4975f38f94372c3d6a2656c50851c7fb76677363 ",
'CreatedTimestamp': datetime.datetime(2017, 5, 23, 12, 59, 13, 8000,
tzinfo=tzlocal()), 'ModifiedTimestamp': datetime.datetime(2017, 5, 23, 13,
13, 9, 565000, tzinfo=tzlocal()), 'ResourceState': 'ACTIVE', 'Signature':
'b7f54963d60aeld6b9ded476f5d20511"'}}

EURRAREN
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BYEAERX

1. BARK Amazon WorkDocs A H) FE 12 & https://console.aws.amazon.com/zocalo/,
2. IE$E My Applications (RHIERATE). Create an Application (B FERAE),
3. BmATIE:

Application Name (FEFE &)

EARKEMR.
ETEH

BfEAENE Y BB E F B4t
Application Description (f& A2 #R)
FERAEXHER,
Redirect URIs (EE [ URI)

A E Amazon BB WorkDocs LAEHE[FE,
Application Scopes (FE A2 £ E)

BHEEBENERAE HENENIBEAEZDE., WFFHENR A F20 EAEXZEE,
4. & Create (B1),

FERENEE

55 WorkDocs X E T 5| EARNEE -

- AAEBE (workdocs.content.read) Al EEM EARENFE T 5 Amazon WorkDocs FEFFE
E
.« Get* (HU18)
« Describe* (i)

- ABRE A (EX)workdocs.content.write) AJZEENEARERFET 5 Amazon WorkDocs F&F
B E

- By
- BEHT

° *
@Fﬁ&% 22
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« Initiate* (BXED)
« Abort* (F1E)

. Add* (58

« Remove* (BER)

R

FEARKXEMEN® K BRABXETRKREIM Amazon FEREE WorkDocs A&, BEEHTILER

£ |, ZFERATERFEESH Amazon WorkDocs OAuth i#% % , https://auth.amazonworkdocs.com/

oauth , WIRHETHEHSH -

o [XEBlapp_idEEARERNGZME , IELEAER ID,

o [BE]auth_typeiERHY OAuth HE, XEMEA ImplicitGrant,

o [BEredirect_uri RAEARAZTMHNERE @ URI UEWFEFR.

« [EA]scopes @RI REEFE, BAREE , KSEARZTMBHEENEEFTE,
« [BH]stateEEENEZAF—RERNFE,

(® Note

MREEZBHSHNESR API FZEL AWS B | EE FIPS 140-2 BRFEMNNZREE | BFFEH
FIPS i3, WESBR FIPS M FIPS InHMEFMEN , F2EBI T EFEEZZE (FIPS) 140-2

B#.

&1 GET 53R LARKE) OAuth FRRLLEEBENES :

GET https://auth.amazonworkdocs.com/oauth?app_id=my-app-
id&auth_type=ImplicitGrant&redirect_uri=https://myapp.com/
callback&scopes=workdocs.content.read&state=xyz

THEBEE OAuth REREMBERLE

1. EARKNFEAEZSWIIH A Amazon WIRTRALE WorkDocs Bt & 1.
2. [FEHAEWEHREMZE Amazon WorkDocs B A H BB EZEEE,

B

23
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3. ERIREFEES»E K FAEEESEHE  AHRXEAERESIEEESERENFE Amazon R
# WorkDocs.

4. EFEREZREREZEE LW Accept &, FINBIERSEFEMEZLEARERXNEM URL ,
EiAEHSEN ENEFEEGEHR,

W &5l GET 53K WorkDocs :
GET https://myapp.com/callback?acessToken=accesstoken&region=us-east-1&state=xyz

BRTEHREITHE , EEEiE WorkDocs OAuth Rt @& B regionfE AFMELE B EMNEHSE WorkDocs
B, NEPEARNEXERAregionS IR E S FBE WorkDocs R %5 i 2o

MBFBEZBBGSHNED API FEL AWS B | EE FIPS 140-2 BRERINZREE | 55EH FIPS in
2, EBE FIPS M FIPS in B MEFAER , F2RBB A EFEERE (FIPS) 140-2 #E#,

FEOY Amazon WorkDocs API

ENSENFERF2E , FNEREX LT API FEILZE Amazon WorkDocs fR# -

/A Important

BB FER T AR curl GET FRIRBEEUIE R T &R

Curl "https://workdocs.us-east-1.amazonaws.com/api/vl/documents/{document-id}" -H
"Accept: application/json" -H "Authentication: Bearer accesstoken"

g145] JavaScript IR EAERER RWEKE :

function printRootFolders(accessToken, siteRegion) {
var workdocs = new AWS.WorkDocs({region: siteRegion});
workdocs.makeUnauthenticatedRequest("describeRootFolders", {AuthenticationToken:
accessToken}, function (err, folders) {
if (err) console.log(err);
else console.log(folders);

1)
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LA Java BERK API ISR T

AWSCredentialsProvider credentialsProvider = new AWSCredentialsProvider() {
@Override
public void refresh() {}

@Override
public AWSCredentials getCredentials() {
new AnonymousAWSCredentials();
}
};

// Set the correct region obtained during OAuth flow.
workDocs =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider)
.withRegion(Regions.US_EAST_1).build();

DescribeRootFoldersRequest request = new DescribeRootFoldersRequest();
request.setAuthenticationToken("access-token-obtained-through-workdocs-oauth");
DescribeRootFoldersResult result = workDocs.describeRootFolders(request);

for (FolderMetadata folder : result.getFolders()) {
System.out.printf("Folder name=%s, Id=%s \n", folder.getName(), folder.getId());

}

A4 Amazon WorkDocs API 25
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fn % WorkDocs RAEIEE

DB WorkDocs NAEESRE—ESMERAIERE WU LEREIREEETHAZR WorkDocs #
U,

£

- BHIEHE WorkDocs AR E
- TEXH
- EEXH

BB BB WorkDocs RAEES

& LAfE A 5 B3 WorkDocs AR EBNEREEARRXNAREES,
HAEREEARER K AR ASNXEEE Amazon WorkDocs RAEBIEEHEZAWSEHEBEFS,

HREEERRER , LB #& WorkDocs A Fim 4 A##H{LAWS Identity and Access Management(IAM)
BAER, WA, EREN API Bl —ESEIEBRIBEMR.

THNREERBENAF5E{L5ESE WorkDocs £/ Java 5 C# WA FEAEFNAREESR,

Java :

AWSStaticCredentialsProvider credentialsProvider = new AWSStaticCredentialsProvider(new
AnonymousAWSCredentials());

AmazonWorkDocs client =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider).withRegion("region").builc

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("token").k

C#:

AmazonWorkDocsClient client = new AmazonWorkDocsClient(new AnonymousAWSCredentials(),
"region");
ContentManagerParams params

{

new ContentManagerParams

BHEEE® WorkDocs RAREIES 26
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WorkDocsClient = client,
AuthenticationToken = "token"
};

IContentManager workDocsContentManager = new ContentManager(param);

TEMHF

FAE & ] LAE R 5 % WorkDocs AAEIE S IE BiB T 845 E A= & H#TARASHI 3LHE WorkDocso
T E& G REE AR Java B C# TR XN ERAE,

® Note
EETHXHENRTRA , FOEERE GetDocumentStream imREHEE VersionId,

Java

ContentManager contentManager =

ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

C#

ContentManager contentManager =

ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
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InputStream stream = contentManager.getDocumentStream(request).getStream();

EEXHF

I8 5% WorkDocs AR EESREHARSAR &R BB API WorkDocs #8uh, LA T4~
A Java B2 C# K L&,

Java

File file = new File("file-path");

InputStream stream = new FileInputStream(file);
UploadDocumentStreamRequest request = new UploadDocumentStreamRequest();
request.setParentFolderId("destination-folder-id");
request.setContentType("content-type");

request.setStream(stream);

request.setDocumentName("document-name");
contentManager.uploadDocumentStream(request);

C#

var stream = new FileStream("file-path", FileMode.Open);

UploadDocumentStreamRequest uploadDocumentStreamRequest = new
UploadDocumentStreamRequest()

{
ParentFolderId = "destination-id",
DocumentName = "document-name",

ContentType = "content-type",
Stream = stream

};

workDocsContentManager.UploadDocumentStreamAsync(uploadDocumentStreamRequest).Wait();

EEx

28



	Amazon WorkDocs
	Table of Contents
	
	什麼是亞馬遜 WorkDocs？
	訪問亞馬遜 WorkDocs
	定價
	資源

	開始使用
	使用 IAM 使用者登入資料 WorkDocs 與使用者查詢 Connect 到 Amazon
	WorkDocs 通過假定一個角色連接到 Amazon
	上傳文件
	下載文件
	設定通知
	建立使用者
	授與使用者資源的權限

	管理應用程式的身分驗證與存取控制
	授與開發人員權限給亞馬遜 WorkDocs API
	授與第三方開發人員使用 Amazon WorkDocs API 的權限
	授與使用者假設 IAM 角色的權限
	限制對特定 Amazon WorkDocs 執行個體的存取

	使用者應用程式的身份驗證與存取控制
	授予撥打亞馬遜的許可 WorkDocs API
	在 API 呼叫中使用資料夾 ID
	建立應用程式
	應用程式範圍
	授權
	呼叫 Amazon WorkDocs API

	亞馬遜 WorkDocs 內容管理員
	建構亞馬遜 WorkDocs 內容管理員
	下載文件
	上傳文件


