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8, ERSRERIBE AWSKMS EEXTESE (CMK) % , MABKETSZHRE AWS KMS KIN%,
TE&ER AWS KMSHEMZTAL, NBFALEEE. NMEREHFLBRER CVMK 2BEHNE&.

A \
. -

Customer master key

AWS KMS
Mailbox key

Mailbox

AR E CMK

37 Amazon # WorkMail 8 , &7 LUEE BEBER AWS KMS EF £ (CMK). EfE CMK
REZEBPOAMEERTR,
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Amazon WorkMail EESER

& A LUEE Amazon FIFEER AWS Z& CMK WorkMail , B AU BEE N EBN B EEFERE
CMK, MNEFMEN , FFSEAWS Key Management Service B ABEEHNEFS =28 (CMK),
B A A EABIEZETRMERL CMK RFEMHN CMK , E2—HiEH CMK , RELEFE CMK,

/A Important

Amazon {& WorkMail X5 CMK, SEEEMAIFETE CMK, MFEHTE CMK 2EHEER
IFHBHRA , F2REHABASEERHEE BN IELE CMK, AWS Key Management

Service

EESHRMERBRN CVMK , BERAREFIUANGCHEEEH, AWS CloudTrail AWS KMS
BEEHENHE IR

EXRENERE , Amazon WorkMail 8 &S EE M —1 256 TR N2 % (AES) HEMZ S8
(BAHEHERE®). AWS KMS Amazon WorkMail FREHEESRRABERHTSEAENNZLER,

BTREEHELE , Amazon & WorkMail LY AWS KMS #5484 CMK THIERSR MR, K&, ©
SENBENERSBERESRTEREN,

(® Note

Amazon WorkMail fE ¥ BERMZ SR RAZHA LS8, 281 , Amazon EEAIELHTE key
pair R WorkMaillR BEEEH. SFEALESRRNZSEAELE  UEARELBRER
8, NECHSB/BERN CVK RE. BENEHE TS FEAIELBES key pair, ItE
FEreFEcEREARNZS N,

b SEE NS

EFEAESAETIEEERRE , Amazon WorkMail EAENNFAEELEM —/ 256 (Lt AES ¥
#ei®, AWSKMSEESFERALKAELEBRIMEZALE . Amazon WorkMail EINZEFELRTHAES
% WHMFNWAESBEFE—EHE. RE , CHEEABN CVK TIREHLER,

BAUFER
Amazon WorkMail By 5 , @FA TIEFEREHRUREMRAL,

« Amazon & AWS KMS Z /AHI{E58 WorkMail B4 —K 256 {u T AES SiiEInZ<is,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Amazon WorkMail EESER

 Amazon WorkMail A I AWS KMS ZifE, TEEEEREBNEMNEF £ (CMK)
BliE. AWS KMS EELL CMK Z 2 EHES/N B E,

+ Amazon S MENEREREEEHEER —#2 WorkMail 17,

ERERAL

EmMZFEE , Amazon WorkMail 8 LB,

1. Amazon A5HE WorkMail £ % —E M —#Y 256 i AES $iBEZi8., CEFEAMXZAESBAER
NEZIEZEE (AES) SEE LR MBATNHAE . AWS KMS

2. BTRECELBTHNFELIE  Amazon WorkMail EERBREESE  SHELEB—2UEHNEZR
NEF
Amazon WorkMail FEAY T AWS KMS f#%5 ; 6% , WEAMBNER TR, AWS KMS £ AHEE
B CMK BREFREE Ui NFERSBELDME Amazon, WorkMail

3. Amazon WorkMail fER#EX FER SR AERS INZREE (AES) EEEZRMZENBWAL LR,
AWS KMS

4. Amazon 4 MZHNAE 88 WorkMail EFEEMZASNHEER S | SUIEHHETHRE,

RZRERAL
EMPZEE | Amazon WorkMail 8 LB,
1. Amazon WorkMail FERY T AWS KMS &%, 6%, WEAMBZWER S/, AWS KMS FEHHERS

B CMK BREFREE Ui NFERSBELDME Amazon, WorkMail

2. Amazon WorkMail fE X FER SR AERS INZRIEZEE (AES) EEEZRBEINIHNINZRALE SR,
AWS KMS

3. Amazon WorkMail fEF#E X FA B£8R B Z MZME

B

E_\_III

N O

REVEFEER

BT HERELSFIUEERLD AWS KMS , Amazon SEA# WorkMail tREVEE A 5 ix# S @43
FEHESH K BRUE— 28, TRGEERE K BEBREESR., RERIVBBEEXAFK
WEF S , Amazon WorkMail AT A IRERERER S 248 , M AXHW AWS KMS, S <8 MIEIRE
HRE K BETEUHNFERE AR,

Amazon 1A WorkMail £/ AWS KMS M7 1.0 13


https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EESER

BREFEA CMK

E Amazon EREmZFEFRT WorkMail EAZFEFEEIW (CMK) i , EERREREEERIITE.

BERREEA AWSKMS EFXESIR (CVMK) AR , RREEELEEMT IR, BlE
IAM BRI SRR PIEEEL L BN,

* kms:Encrypt

* kms:Decrypt

* kms:CreateGrant

E A CMK EBARIEHE Amazon BIEER WorkMail , A LAE A B EEMN kms: ViaService &4

#, workmail.<region>.amazonaws.com

WA ERANZABT PN ERIEMBEREZR , BUE CMK AREGHRFRE, flm , SE
IAM REJBERN MR ERFRFREEE T , NEREPERARERS,

AWS & CMK &8 BE

EAM Amazon B AWS Z & CMK £ B3 WorkMail EEAE LB Amazon RRERE
WorkMail I2IHERE , T AFERAER CMK AREENEZE, SRBETAFEMNEAEEEZER
CMK,

LEMBEREMA AWS SESRNBE —& , FREREENL., BELIEFSWFA , BTLIARER®R
R, MFEHMET , BF2BAWS Key Management Service FiE A B8 T HRE SIBBER,

SRBERAPWBERRIRARNEE THIME -

- AFRENESFTNFERAEFER CMK T MR RENMELFZE  BREEFRERKE Amazon
WorkMail {8 &, kms:ViaService &8 SiR4IE LIRS,

- RFFAWS RFEI IAM BUR , EEAERR CMK BHENBERE.

LA 2i#EAM Amazon WorkMail B AWS Z& CMK E4lH £ 8BUR,

{
"Version" : "2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
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Amazon WorkMail EESER

"Sid" : "Allow access through WorkMail for all principals in the account that are
authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS'" o M
.
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*", "kms:DescribeKey",
"kms:Encrypt" 1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
}
Yo i

"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:root"
},

"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"

3]

{55 F B ZR $2 4 Amazon WorkMail

BT BBEEBER 25\ , Amazon i WorkMail EAZEASEMRABFIEHTE CMK, EEFHEIRF &
CMK EWRF |, safEAListGrantsi®{E,

Amazon WorkMail 5 R #i& T 5IEF i #5718 ZEBA CMK,

* ¥ fLFF Amazon WorkMail INZE £ kms : Encrypt R,

« ¥ fLFF Amazon WorkMail £ CMK fEZE R €8 Mkms : DecryptiEFR. Amazon ER#EF
WorkMail EELLER , EABRERASNBERSEABNAEZEAETENRZERE. BRTER
AWS IRF BRI, Amazon WorkMail & AHEMEE CMK R IR,

EEBRVBEN , Amazon ERKRENABHFERHE WorkMail Bl CreateGrant, B RENFFIRE
SRBE, LBEAFFIREFERAEZCreateGrantfE Amazon KFRZ#E WorkMail EAERHERE |
AR CMK BITEE,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html

Amazon WorkMail EESER

TIRRAE t ORTIRGRAR B AR AWS EE MO BRE., T1B , MREHBERE |, Amazon
WorkMail EEBEZEEPRMNEER

Amazon WorkMail 1nZRIRIE

MEARR—HESR/EY K HPESEEFEATER., ELENZERNERPIENMBRER ,
AWS KMS ZiGmESKNBERARBEZNENER. EERZER , EXEEEMENMEZEAR. W
EFMEN |, 528 AWS Key Management Service H# A EEHNINEZERER,

Amazon #EFft AWS KMS B & #R4EF WorkMail (EFAMEERINZ ARG, &0 SUE R ISR R A R
BIFERFC &M BEE (Hl20 AWS CloudTrail) FEVELRBRFRF | UARFEBERNREP M RERNF
o

EEMBZMAEZEERSD AWS KMS , Amazon WorkMail A ZEFREMN MR LT , B2
Amazon EJE&% (ARN ) , aws:workmail:arn

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

Bl THMBEARISEMN (BFEW) (eu-west-1) EIF A EHIEE ARN,

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

Bt Amazon WorkMail B EjEE AWS KMS

Al LAE A AWS CloudTrail #1 Amazon CloudWatch B 563 IRER Amazon &R E WorkMail 2% %
AWS KMS 5K,

nE

ERENERE , Amazon WorkMail BEL£ER S| MFI AWS KMS LUinREHE £, Amazon
WorkMail & #5 i 75 R &% E] AWS KMS Amazon BB EAXER LM CMK EBITE. WorkMail

08k Encrypt BENSEHELURUTEFEHS, A F 2 Amazon WorkMail fR#. ELSEHIFE
Amazon WorkMail #8## CMK ID (keyId) MMMZEAZR. Amazon WorkMail th BB EBEZHR , EF
B 504%TE CloudTrail BEEH,

"eventVersion": "1.05",
"userIdentity": {
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Amazon WorkMail EESER

"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
},
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3csad”

},

"responseElements": null,

"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

s

BRIIE. BAIMBREEALE , Amazon WorkMail & AWS KMS EREEBREHE L. Amazon
WorkMail A& ZFEREIXZE | H AWS KMS 2 MAEH £ Amazon WorkMail #8148 CMK
B 5% B o

F08% Decrypt BIENEHE LN LT EHIEH. HF 2 Amazon WorkMail fR#. ELZEHIFEARE
BRERFPNINHERESHE (AZE Blob) , AR Amazon WorkMail 88K INZEAR. AWS KMS
f’E|EXHEL CMK # 1D,
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Amazon WorkMail EESER

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
1,
"eventTime": "2019-02-20T11:51:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"

}
},
"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24leleSb-ff64-427a-a5b3-7949164d0214"

Amazon B B0 MH B EE WorkMail

AWS Identity and Access Management (IAM) A BI R EEE L2 1RH AWS EREFEHE, AWS
RIS 1AM BB S E|HLE A TTLUEB B0 EE (BA) MZE (BEF5T) REH Amazon WorkMail &
Ro BAILAMER IAM AWS BRI , EBEBEAFE,

ES- |
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Amazon WorkMail EEAEE
- Wtt

- EASDETRE

- ERABRREEFIE

« Amazon HEE IAM & WorkMail 4E

« Amazon WorkMail & 7 B3R &4l

- SREHEAE Amazon WorkMail & % #1717

c/kes

B ERA A AWS Identity and Access Management (IAM) @ 8~ E , EEEURAETE Amazon AT
& T4 WorkMailo

FRIEERAE — WREMEA Amazon WorkMail FRIEEITITE , AIEEESATRMMENZAERH
T, E&FEAEZL Amazon WorkMail ThEESERX TIERF , BAIsE EEZREINNEF A, THREFEET UM
EEAXN VBB EOEEEREREBNTT, MREHEEE Amazon HFEEEHEE WorkMail , 552
RISt HEfR Amazon WorkMail & 2 Mz E

REEES — MREE S/ TH Amazon WorkMail IR , BITJAE#EE ¥ Amazon K 5E 2 55 R #ERR
WorkMail, ¥ iR 755 & FEZ UL Amazon WorkMail ZHEEME R 2B T, #E |, B4E8
BERERBEN IAM EEE  REFERBEFEAENT T, RELEELNER , 7TH IAM BEXRHE
2o BEHE—F THREL T IAM B Amazon EELEH WorkMail , 55281 Amazon 21T 5 1AM
& WorkMail 4,

IAM BEEEE —MREE IAM BEEE , BB E T HRUNMREBRREE Amazon FHUER (Y 5541
& WorkMail, &EREFE IAM FEAK Amazon WorkMail & 5 BB €4 , 358/, Amazon
WorkMail & 7 8 B 5% €3 45

EF & 2 ETERE

BBESRAWS FASSRBZANAR. BHLEL IAM EHEE S HMER IAM BEETHE (BA
AWS), AWS IRFRERE

B LAMERZEIR AWS &2 BRI RIRIBHNEER , MBS 52BN S22 A, AWS IAM Identity
Center (IAM &2 70 EHE, EATNE—BEAGSRE , UREH Google = Facebook & A& ¥
HMEBSH2ERNNES, ZUBASEDEAR  CNEEELNCREER IAM BENEBESE D,
ERME AWS AERBEFIE , SEEEREAC,

i W7 1.0 19



Amazon WorkMail EESER

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS RE B H & A BN,

WMRE AWS UEXERFTHNEE , 5 AWS RHEERAZEMN (SDK) MaswFH @ (CLI) , AERE
WRBUMNMBRFREBER, NELFTFHAWS TE | BIXNEBTEREBER, NEFHEZN S8
THERBFERWFMEN , F28 IAM FHEREBEHRHNEE AWS AP| 553K,

EREERAMNES P RESE B EERHENANZTESHENRA, I, AWS BEEREHEAZEE
FERE (MFA) REMEFN LM, WEFEZEN , 5208 AWS IAM Identity Center £ & 1ER+
MWZEEERIN IAM EABIEEFNE AWSHERASEEZRK (MFA),

AWS IREF RERE

BYMEAWS IRF , fE8R—EZRASSRE 20 UBFIKIRFFNMBER AWS R ME
Ho LLH TR AWS IRS root fERE |, AIERMERAEAREMIRFHE FEA U MBBFEARE
W, BARBRETEUREAEREAEER. RECHRERAERE  XAEARANTIEHBRE
REHTNER. WFELERNTERE , THEFTUREAEZANGES  F28 (AM EREE
M) PHEEREAERENER,

IAM {3 & F B4

IAM EFEREABNS S , B AWS 1RF BE-ASSHEARANBIENT, ERESTEKET
BEE A MARBEAEURHIBRE PINBRBANEFMEER) B9 IAM EHE, ERORBEEARMITE
BARMBEN IAMEAE  ERChNENISR, WEESER , F2H AV EAEEETNAS
ERMBENERARJIENBIREFMEER,

IAM ZHER—EIEE IAM ERAEEENE S, BEEUBESDEE, EUUERARER-RAZS
BEAEEENT, HEATREREAEREAEFTNEFEEERRS, flU , BAHEE—EEA
IAMAdmins BYEHE , Iie FREFAEE IAM BIRHFFA,

ERERAGTEH, FRERGRE-ASHEAEXRIRE K BACGHNENREHEARZEENA
BNE. EREHBEKANKRYER K EBACERHTRERE. NFE-STH K F2HAMERE
ERPNEY IAM EAE (MEFE) VR,

IAM A&

IAM BERE AWS IRF RBEEREFANE S, TELUIAM E£AEF , EFESEN ASHEB,
OB AEE | EPEEEEIAM Af, AWS Management Console #& 8] LAUEIBFAY AWS CLI
= AWS API E¥ S BET URL RigEAE., NEFRAGNAEHMAES  F28 IAM EHEE
MHNER IAM A6,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

Amazon WorkMail EESER

EAERBEN IAM BBETIERAPIEEER

- BESPEREFN — UEMBESFDERTT , FELAR , YAABGERTT.,. EBSESHE
TEIRIER  XE/SHACGEURY IBRTHACERNTT. WEERBHSACHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WREFEA IAM Identity Center ,
RIEEREAATR. REHSGIBRIBERAUFEIMHASR |, IAM Identity Center 43T A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAE BT &,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFEFHE . EUUER IAM A2 | AFTEIRFPHEA (BENER) FREKRFHNER. A
BERTERFFIRENEESN, BR , BRELERE AWS BRE , SR USRI EEM N2 EIR
(MAREABBEARE ). BETHERFFNACNUERAERNERCENER , F2H
IAM EFAEEREPH IAM R EIRF ERFH.

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. fl , EERERKPETHUE | ZRKE
BEEEE Amazon EC2 H#{TEAR XK 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- MEEMITERER (FAS) — E&MER IAM FRESAGEFHTEER AWS , EERELE
B, ERELERKE K SURENTEEDE , EMETRARBHAB S — @S, FAS S
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB S ETRINFERE , I E8H FAS R, BHEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFRER , F20 (BREFWMITERE) .

- AR - RESERRBEEIN AM £€ , TRREMTBHE. IAM EES TR IAM RE
M. BURNMRREAR, MFFMAET , F2R IAM EREERTNELAGURIRFT G
AWS BR 35 BR %5

- BREREAE — REERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERIELENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — ErILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIF B A E R, ERTE EC2 HTERAREFFIERNR
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
o MFFHMER , B2 AM EREEETHFA IAM B EREFFFA4E Amazon EC2 #H1TE
BT ERAER.

METHEEEEMEMH IAM A IAM A% , F260 1AM EAEEEPNET IAM A6 (M3EEA
&) W,

A & 2 EITRE R 1.0 21
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Amazon WorkMail EESER

ERABREEFHE

SEELGE AWS B RIS EMINE AWS &2 BB RNEFRREFPNFER. KR —EWH4
AWS |, EE G BB NEFAEREBN K SEREER, AWS EXZHE (A&, root EREIAE
THEEE) REHERE , fHMEELRAl, RPN ITRERES AFFRIEEFBR. ASHFRAUE AWS
LA JSON X#Hriy X FEF . MF JSON BERXHERNABTNFMRER , F260 IAM £/ EE
A H JSON BURBLE.

EEEWLUER AWS JSON BERRIFEEH T AFIBLERNS., WHMER , WEERETBEERET TR
YA BEERANITHES/E.

HERERT , ERENACREHNT. EERTEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZXBEMFTA , B AERMEL ERHMITRE. W0, BRFBEF—EAFF
iam:GetRole BIEMV B . EBZERBIKEAE A LLHE AWS Management Console AWS CLI, %
AWS API 8 ABE M.

ER N

o BBRERAMME S5 (Fla0 IAM £/ &, EREFANAR) B JSON FFaBRN A, BL
BERAEH S EMERG TREBEERATHEDFE, B2 THUNMELS2REBR , F2H
IAM A ERErRFAVEIL IAM BUR,

BOBEBRATE-SOERARBRIAZERR, ARBREEZARINE—FHE, FEIAE, 2
B RIE R B IR | BRI LUSE M INEIER AWS 1RF. SEBRSE AWS ZEBRNEFERE
HYREE, WFETHRNAEZEIRRARBEKREER , F2H IAM FREERPHEZEBRERNAR
E&%Faﬁig;go

EREBE

ERABRZEETERN JSON BRX . EREBRNEEREFIZ IAM ABEFEBEN
Amazon S3 EEIFBBR., EXEEREBRNEREHES , REEEETUFERACAREHEISEER
WEFEER. HRMNBEENER , BREERIEEN TR IUEZERATHNEEUAREMERLE
THTHEE, EXLAEEREBRPEEEE, T2RETLGEIRSE, £A%. A6, AEERE
Ho AWS R

ERBEBRRVAZBRBEFHARBE, SEEZENEFRSERNBERPER IAM B AWS ZER
Ho
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Amazon WorkMail EESER

FERFIFE (ACL)

FHUZHIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFT, ACL EHR
ERAEPR , BEMTEM JSON BERMXHFER.

\

¥

Amazon S3 #l Amazon VPC 2% & ACL IR &6, AWS WAFINFEH— 7#E ACL , 382 E
Amazon Simple Storage Service % A E5REFA W FEUZRH/EE (ACL) #EE,

HtBeREH
AWS X RHMBAERNRAEE, SERREETRERE RBRREER FENGKKFFT.

- AR -FUHER —EHEMEIIE  IHERES S EBEKERT IAMER (IAM EHERAR)

WERAFA,. BUUABEBRETTRR. MEENTITERERNS 5 BBEMEFF AR

o BT Principal MU EEERAESACGHNEREBEXITEZ R TRRRS, PAEEERK
RPN ARIEEHEBEZAN. WEFTRBHNFMESR , F2E AM EAEEEPH AV EiE
TR SR BR,

- PRIEIEHIZERE (SCP ) — SCP 2 JSON KBt , AREEPMABIBEMEN (OU ) MR AR,
AWS Organizations AWS Organizations  — AR D HEMEFER B EHE AWS 1RF BN ZE
R, EEBAEBTNAEINRE , B LUERBIESBER (SCP) EREMEMSHFMAEIRS. SCP R
FIKERFHERNVER , @ESHE AWS IRFEFERAEIIRS, W% Organizations 1 SCP #YFH#H
B , 5528 AWS Organizations &R HH SCPiEHEH K,

- THERBBE - TERBBER —BEEEX , Sl EEBREE NI ACSBEER
ENTRTERERE  FRASHEE. MELETFERRNATEREAENACN ST EEERNTE
FEERBURRIR S, FTAAIRAEREER, AMAEEEBRTWAREEREERA AN, WEHF
MER , F2H IAM EREERPH TERERBER.

ZRBRER

BEZERRERERIFRE  HERERNAUISEREMR,. EMHBELIER, BETHENFAEIRZHE
HRERR AWS BERBAFBER , F2H (AM £REER) PHBERMEEE,

Amazon {AEd |IAM 4§ WorkMail 1/

EEER IAM B Amazon B FEUERR 2 8] WorkMail , & FESZ T #RWRLE 1AM ThAE A A Amazon
WorkMail, &ZERABE#E Amazon WorkMail FE A AWS FRIEMNMAER IAM BB |, 5528 IAM &£
RAEEREPHEE IAM ZEFERHAWS RiE,

ES ]
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Amazon WorkMail EEBER
« Amazon ER WorkMail & 3 8 BUR

 Amazon WorkMail ERE BE

- EA Amazon WorkMail 2B ZE

« Amazon WorkMail IAM A& €&

Amazon EH WorkMail & 15 B9 B 3K

£/ IAM B2 BEBER | BRI LIEERFSIEENBENER , UAREMERS T AT IIEER
#E. Amazon WorkMail X EHFEBF, BRME4F SR, BE T HEE JSON BERPERANAAET
%, FSHE AM EAERERMTH JSON BETRESE,

B

EEE A LAER AWS JSON BURRIEEH AU EMBLERNS, thpER , WEEEEBERSE T AL
YA BEERITHEEE.

JSON BURHE Action JTEBERE T LAMRAFFHRIEBBR PR EF. FABEEFEREBN
AWS APl ERXERMHEN BB, F—E£HI5RR , FlUNL BHEFH APHRENERFFTEF, tbE—
EEXFERRPNZEEF, ELBENNBERSEREE.

BREERBERE TFUTHBBBENFT .

Amazon R BERBIMESEBIEZ B WorkMail fEA T 5IETER : workmail: il , ZHEERERE A
%@ Amazon WorkMail ListUsers API IR{EHEEE A EFEMER , S MM BES
AZworkmail:ListUsersEfE, BRRIAXHSEEE Action = NotAction JtE, Amazon
WorkMail B2 T B —#EE , R &7 SUE A L BRBEITHER.

EEAEE-MRARXPIEELEEE , FRERIR , WTFAR :
"Action": [

"workmail:ListUsers",
"workmail:DeleteUser"

BT ERBRET (%) REEEZEEE, fln , ZEEEMER List XFEWFEEE , HE2EU
TEE -

"Action": "workmail:List*"
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Amazon WorkMail EESER

Z2EHE Amazon WorkMail EEZE | F2E IAM FHEIERE WorkMailf B Amazon E &M Bk,

&R

EEEWLER AWS JSON BERRIEEH T AFIMMLERS ., tWRIHR , WHEEBEMEHRG T T
B BEERAITHEE

Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtE, REEKEFEHE Amazon Resource Name (ARN) RIEEER. B H T ERSEERER
HEME (BAERBRFTT) REEM.

HRAXEERERFTAINEE (PSP HRME) , FEABRAFR () RRTEEAXBRARABEER.

"Resource": "*"

Amazon WorkMail X Amazon BN ERKEFT, WorkMail

Amazon #8 WorkMail & FEEHBLLT ARN :

arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

IME ARN BRWEHAET , 5520 Amazon EREHE (ARN) M AWS fRiEa& 2=/,

Bl | BEEEFRRKXPHE m-nlpgq23456781r901st2u3vx45x6789yza i , BEA LT ARN,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
N1lpgq2345678r901st2u3vx45x6789yza”

EEEEMERBREERFHERS  FEAEAFT ()
"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"

H L Amazon WorkMail B)F (IR R EL ERVENMF) BEEREER LHIT. EEEBRT , &
AERBRAFT (M)

"Resource": "*"

ZEEE Amazon WorkMail ERER & H ARN B E |, F208 IAM A EIER WorkMailH /Y
Amazon EEMNER,. BETHUUSHESEERN ARN IEEWMLEE , S B Amazon WorkMail
HENE., BERMFH SR
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Amazon WorkMail EESER

R

Amazon WorkMail X E T 5 iEE4 <8,

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalArn

* aws:RequestedRegion

e aws:SecureTransport

* aws:UserAgent

THEHBERERZ TR eu-west-1 AWS EiFH&iB MFA BRFER IAM X8 1FE Amazon £
WorkMail 2 & 7B,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"cloudwatch:GetMetricData"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestedRegion": [
"eu-west-1"
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]

1,
"Bool": {
"aws:MultiFactorAuthPresent": true

BREEMA AWS 2BFRFE% , F20 (AM £RAEER) PHAWS 2 FFAT SR,

workmail : ImpersonationRoleIdZ Amazon WorkMail M —Z B RIS EHRG S8,

T 5 flEH $45 E WorkMail fAEMNER A EN B R EEBRAAssumeImpersonationRoleEfE,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpersonationRole"
1)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"

g4

& EZMR Amazon WorkMail § 2B BERVEEH] |, 5828, Amazon WorkMail 5 7 B B i

Amazon WorkMail EBRE BE

Amazon WorkMail A X FUERAERABUR,
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Amazon WorkMail EESER

E N Amazon WorkMail BE 1 2 #

ST LU EMI I E) Amazon WorkMail B RS #$7 R + K Z M EHE Amazon WorkMail. 1015
RIBEBILHIFE , HEA aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys A R3I@ , ERENEATES , REFHAT. WHME Amazon WorkMail FF
WFEER , FSBEREE,

Amazon WorkMail IAM & &
IAM A2 AWS IREFREEREFITNERE.
£/ Amazon EREEE A &R WorkMail

BA L EERBESEAEEER. IBF IAM A6 | S2EBEBEREFAR, BEALUERBWY
I AssumeRole3 GetFederation L% AWS STS API {E £ KB EELLEAE R,

Amazon WorkMail X EFEHEEEAER,
R EZHE

B EFEAGARAWS BREFMHMABRETNER , MAREZTRBF. REEEACSRETEEN
IAM BRFr | SWHRBZBRBEFIER. IAM EEETUERER  EFREERKTESHCHNTT,

Amazon WorkMail X EREEFE AR, MEZEITHEE Amazon WorkMail IRIEEF A RNEFMAE
A, B2 EH Amazon WIRISERE A BB E WorkMail,

BH%AE

LR RBRBEARECRERBZAC, LACURBREFHAEMREFNER , AAKRETHKEF. K
BAGEHRAELN AMIRES , BEHZIRFAES. EXRT IAMEESTUEEKAGHNT, T
1B, BT RE S HUH L BRI AV ThRE

Amazon WorkMail ZiFREAE,
Amazon WorkMail & % 8 B 5 & 451

KFERR , IAM FEAEMNARREEILRIEH Amazon WorkMail EREVEPR., I thEEMEH AWS
Management Console AWS CLI, 2 AWS APl #{TTE. IAM EEEXEAEY IAM B3R , BFER
ENACEEEERLBTRHE API EXNAMETT, EEEEEVAKELBREEZETEE LN
AR 1AM &SRB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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Amazon WorkMail EESER

BETROMEAELEF JSON BERXHEY IAM S5 RBR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

&

- BRBEE

- fEF Amazon WorkMail ##1&

- AEAERGEMEMBECSHET

« JUERTEEA & SAMERE 5 N 1FEL Amazon WorkMail &R

HRREER

UEDEBAAERNBRREEARETUELENIREHREY, FHEHMBER Amazon WorkMail &R,
ELEETAESELEN AWS IRFEAXER, EFBRYSFEES P EBERE  FERTIEARESZRS
15 :

- BREA AWS SEFRANBORKEERER — EZRREERREFAENIEAR  BFFEAT
BEFZERFERARMBENAWS SEEFRE, SMELN AWSIRE. BREEBERRBENEME
ARHIN AWS EEFEERBER , # —SRECEHER. WFEFEZENRA , 528 IAM EFAEERFH
AWS ZEBEREKEBENAWS ZEBIR.

- ERAREHERFT - RE IAM BERNFAIR  FERTHTEXRMTNTT. KERLEN , B
QESEERERGTIUEREEREDNEFE K ELBAREERFTT. WFEEA IAM ERFFA
MEZHEENR , F2EH IAM EHEERERH IAM PR BERAEF T,

- £/ 1AM BER PR E— D REIFEE - SO LUS RSB EREER |, URHIEBENERNFE.
flan | WA LURBEBERRY , EEX B SSL BEFTERE R, &t 7] LU R4 3R 1% B2 4 BR 78 B
ERNFEUE (BB BE) FEHIELEE AWS IR , 0 AWS CloudFormation, MFEFFMER , 5
28 1AM FEREEEFH IAM JSON BURTE © &,

 fEA IAM Access Analyzer B IAM BUR , BRFFAI 22 B o] IE E1E4E - IAM Access Analyzer B
THBEMBAER |, BRELBERER IAM BURFES (JSON) l IAM FRIEEH ., 1AM Access
Analyzer 12ff 100 ZIHEBERERVEATHER , THEHEELXLEBEANEXR, NFEEZSE
F , FBESE IAM FEAEEEFH IAM Access Analyzer BURBRFE o

- EEZRESMEI (MFA) — IREHRHIFE IAM EHERBEHE AWS tRFE |, BB MFA
DESENANZ LM, WEEFU AP RERER MFA | B MFA (R EZENBER, NFE
ZEA , F2H |AM EH EEFEPHRE MFA RERY API 7H,

M IAM hBREEBNABER , FSH IAM EAEEETN AM 22 REE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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Amazon WorkMail EESER

£ Amazon WorkMail 12&1&

& EZFH Amazon WorkMail £ & |, BABHERLD —HFET, EEFUSLAAFEIHFRIR
AWS R F # Amazon WorkMail R FFHERA. MREEITHHREARAVLEF T ERIEN G 2K
K, IEREEZBERNER (AMEFAERAR) ME , TREAMRBELZNFARERE,

BEFRELEERMATLUER Amazon WorkMail E12E |, FHE T AWS SEBEK
AmazonWorkMailFullAccess HiNZI B . MHEFMEN , F2E (AM EAFER) PHFETTR
FRE

AmazonWorkMailFull ZEUE R & & F IAM £ & ¥ Amazon WorkMail ERH TEEFZEE, LLBEE
R E T LAEERIFFE Amazon WorkMail AWS Key Management Service , Amazon f& 2 & 7 B34+ BR 7%
F AWS Directory Service #E, &t @$E Amazon WorkMail EERKREHITHLE Amazon EC2
B, BEFEHEMHTHE1ogs T Amazon WorkMail £33 A FRBIBEZEMcloudwatchiFal, &
¥Eo 8 & A CloudwWatch B, Amazon S3 1 Amazon & #! FireHose RfEMlogs. MEFFME
A, 5528 Amazon H#Y 528 EE#E WorkMail,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "WorkMailAdministration",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:CheckAlias",
"ds:CreateAlias",
"ds:CreateDirectory",
"ds:CreateIdentityPoolDirectory",
"ds:DeleteDirectory"”,
"ds:DescribeDirectories",
"ds:GetDirectoryLimits",
"ds:ListAuthorizedApplications",
"ds:UnauthorizeApplication",
"ec2:AuthorizeSecurityGroupEgress",

ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,

ec2:CreateTags",

"ec2:CreateVpc",
ec2:DeleteSecurityGroup",

4By SR 5 R4 1.0 30

tl\
]


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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Amazon WorkMail EESER

"ec2:DeleteSubnet",

"ec2:DeleteVpc",

ec2:DescribeAvailabilityZones",

"ec2:DescribeRouteTables",

ec2:DescribeSubnets",

"ec2:DescribeVpcs",

ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms:DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",
"workmail:*",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResourcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets™"

1,

tl\
f
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"Resource": "*"

1,
{

"Sid": "AuditlLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com"

"Sid": "AuditlLoggingLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsUnlink",
"Effect": "Allow",
"Action": [

o5
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"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
.
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "events.workmail.amazonaws.com"
}
}
}

BT FEREH AWS CLI 5 AWS API ETRFIUMERE RFFRETREHER. Rz , AFRFFR
RELERYITZ API BIENBERATT,

ARFFERAEREMMAE ST

WEHEREMMBRIBER , AFF IAM ERERGM MEBMERE SN ARRZIEBER, LEA
AEETESE EFUBRRERTHNMER AWS CLI 5 AWS API SR LB ERIHERR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

FFFE R & LAMERE 15 B Amazon WorkMail &R

AT BUEREBR T IAM A EY Amazon WorkMail ERHNEBEEFEEER, WBERIRMEE AWS 28
BUER H [E 9 12 B8 #k AmazonWorkMailReadOnlyAccess. iE /B B3R & 7] 2 F & 2 EUFT & Amazon
WorkMail Describe E#., EEHBIE AWS Directory Service DescribeDirectoriesi#EZ sefE
EYE B8 AWS Directory Service B # M5 2.. FEFH Amazon SES fR# , F #EES ERREMFAIAE
BEF. FE AWS Key Management Service 7H , TS ERBFEAMZ MBI EHR. 7 logs
Amazon WorkMail E2A&H , EFHHSHEHNBREEFTEMcloudwatchfFrl, BRKEHEFE
A CloudWatch B3, Amazon S3 Hl Amazon E#! FireHose RfFlogs. MEFMENR , FSHE
Amazon A 5 & # BE 2 WorkMail,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkMailReadOnly",
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail :Describe*",
"workmail:Get*",
"workmail:List*",

AN

5 7 B BRE W< 1.0 34

=
]



Amazon WorkMail EESER

"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,

"Resource": "*"

SRR Amazon WorkMail & % F11ZEL
FEATHERA BB EFE EMER Amazon WorkMail 1 IAM BRI gEB N E R RERE,
T8
. REZBEEEE Amazon #1178 4E WorkMail

- REZEFEHIT iam : PassRole
o RAEAFEN AWS tRE UM A B BB Amazon WorkMail &R

K2 EEZ#EE Amazon #1TE/E WorkMail

R AWS Management Console HFEERLEHTHENERE | AELABKREREUSRIGE, &
NEESRRERHEERAEEBIBBNAE,

& mateojackson IAM ﬁﬁ%%ﬁﬁﬂii?&?é*ﬁ*ﬁﬁ%ﬁﬂﬁﬁlﬂﬁﬂ , 1858
Bworkmail:DescribeGroupfEPREF , MR 4E T S FEEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group

FELBERT , Mateo EFREBEFHMABER , AFFMER group BIEFE

workmail :DescribeGroup &R,

RS0 fR7 1.0 35



Amazon WorkMail EESER

REEEEHIT iam : PassRole

MRBINB R EREHTiam: PassRoleBEMNEERAL | AIXEEFHEHNBERUAFEE/REE
# Amazon WorkMail,

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EZAHN IAM EAZEmarymajor EHMEA EREAE Amazon REITEIER , S84 T & 881
WorkMail, B2 , BIEERBREEFEREACETFHFT. Mary REKAGEEEZRBHFT T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREBEEWHE |, BHEEN AWS EEE, FNEBEEREENEBRE.
KB AFEH AWS IRF AN AR FEB Amazon WorkMail R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

« ZETH Amazon & WorkMail ZEELLINEE | 552BAmazon A EE IAM & WorkMail 1E,

- EETHRITRAHEMESER AWS IRF WEEUE K E260 IAM FREEETEEEN S —
AWS IR F 18 IAM £ F &R FEER.

- EETHRINIEEREFIEREHEE=F AWSIRE , F2H0 IAM FHAEERPHNIREMHEE=F AWS
WRE AN EEE,

- METHRIOMEBHE F o RUEIE , F28 IAM £REEEPRH B FIUERRIGENTETS
TERENEHAE BEED).

- FETHBIRFEFIEASCNUERAERNERCBNER , F268 IAM EAEERETH IAM
Y ES IR F B IR L

RS0 W7 1.0 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon WorkMail EESER

AWS Amazon HJ 2 & BE WorkMail

HEMEERE, RENAGHER £/ AWS SEENFALLACRBERIERS, B IAMF
FEERXRFERBNERANE K MIERXRUTALHERREAERMENTT. sERERBER , &

ALAERRME AWS REBR, ELBREEERNEARS , WA EEN AWS IRFFEM. NF
AWS ZEBRNFMET , F2H IAM E£REEREPHAWS ZEBX.

AWS RF BN ER AWS SEENXRE, SEZ2F AWS XEEFRATHNER, RBEAES
£ AWS ZSEBRPHMEEMEF AU EHN . KEENENEXECERBRNAMES 285 (£
A&, B#EANA.), ENNERBTRETHE  RBRIESER AWS ZEBX, BREFGRE
AWS ZEENBRBEER , REBRENFTSRREERENER,

sk, 8 AWS XEESER® < THEBRENZEERA, 420, ReadOnlyAccess AWS ZEEH K
RERAHATA AWS REMERVEFFZEE. ERBUBFIER  SAMEXRNERH AWS B
AER, WFEERBERRNBENRA , F2H IAM R EERPEBEEBRENAWS ZERE.

AWS SEHEMEE . AmazonWorkMailFullAccess

B Al A& AmazonWorkMailFullAccess BUREREE| IAM B9, WBERIZRFAHFTEFE Amazon 1Y
258 WorkMail,

EEREIRANER | 552/ AmazonWorkMailFullAccessH B9 AWS Management Consoles

AWS ZEBRIZKRE : AmazonWorkMailReadOnlyAccess

& H]#% AmazonWorkMailReadOnlyAccess BUREZE IAM &%, BERF AT Amazon KEF
EXEPRAYEF AT WorkMail,

EEMRLFE AR |, 552/ AmazonWorkMailReadOnlyAccessH #J AWS Management
Console,

AWS ZEBRERE : AmazonWorkMailEventsServiceRolePolicy

EBERMMEZ 5N R EEAE® , AmazonWorkMailEventsBA S8 EF1ZEL Amazon WorkMail 24
FIE AR EEMN AWS REMER. MEFMENR , 5208 FH Amazon WK EESEEEE
WorkMailo

Amazon WorkMail E# ¥ AWS BB E

135 E Amazon AWS ZEBREFMEFMEN , WorkMail BAILRIEFHEBERELEE,

AWS SEEEEK MR 1.0 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonWorkMailFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonWorkMailReadOnlyAccess

Amazon WorkMail

g2E

AWS SEHEREF-BEBEK
W EF

Amazon WorkMail B4 IR Bz 88
1t

DU

Amazon 2 E#TAmazonWor
kMailReadOnlyAcces

s MAmazonWorkMailFull
Access FFAI , WorkMail BA
X ERRLH. WEEBRE
FREBRNFHEN , F2HE
Amazon WorkMail & % BB
EHIMMERKLCHENER
SRR XL .

Amazon WorkMail B4 iE Mt &
AWS SEBEXENEE,

B

2024%2H14H

2021 3 A1 H

£ Amazon IR EE A BEEE WorkMail

g8 B5 3% WorkMail 5EFAAWS Identity and Access Management (IAM) RIS EE A, REEZAER
= EZEZZE Amazon 1 —B4 %k IAM AEEE WorkMail, RIERAEH Amazon EEER

WorkMail

, AEZRBREF U EMBRAWSIE PR B AT T Ao

IRFELE A ZEEXE Amazon WorkMail EARSE | RABTAFEHHIESLENFAT. Amazon
WorkMail EEEREEZACHTT , BRIEZEEE , BREHE Amazon WorkMail AI A BEEA
B, EENHFTSTR/ETBERMFUTEE , Y AZFITBERTREERE

LA SMEREEN ER , TRMBRREHEEAS, MILARE

TPMOBBREREFEIGTA,

NERARXERBEEACHEMRBNET
AERBERARNRE. EFEFEEN Yes () ,

BRI EAL IAM EEE,

BH9 Amazon WorkMail EiR |, &%

R 2 EAELR IAM EER AWS R , SREBHER

Amazon W BRTEE 4L B B FF A 5F 7 WorkMail

LA AR 32 R 75 1Y AR B2 45 A 8 304

Amazon WorkMail {# i & &0 BRI&EL A& AmazonWorkMailEvents— Amazon WorkMail 185 5 it AR
BiE4E A ERFE Amazon WorkMail E4EF AR EENAWSIREMNER | HlanEEn2 N E 784

=4 CloudWatch, HZEEHE Amazon B Amazon HE FEHE4 B M FEME A WorkMail |

BIRUA B B E4AC.

nﬁ/

ERARKEERAG

M7 1.0 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon WorkMail EESER

BR AmazonWorkMailEvents #iE&E A BET T HREUNETAR :

 events.workmail.amazonaws.com

I A 5 A BUE 2 5F Amazon WorkMail ¥ E &R T 51 E4E -

- B)fF: all AWS resources E£#Y logs:CreateLogGroup
« BjfE : all AWS resources £H logs:CreatelLogStream
- B)fF: all AWS resources £ logs:PutLogEvents

BEARERH , IAM B (NEAE, RERAR) T TEY., REIMBRRBERSE, WEF
&, F20R (AM EAEER) PHRBEEABF .

E I Amazon IR EZ AR EEE WorkMail

BAZEEFHET —EARKEZE AR, EEBER Amazon WorkMail =4 B 55524%36 B £ Amazon
WorkMail =& P EHAFEREEER , Amazon WorkMail € 582 RIS ELAE,

EIEMBRLEREEEAR  2REERANEY , BUUERFHEAMMEEFEFEYAR®, EEHK
Amazon WorkMail 452830 B £ FAFEERERERF , Amazon WorkMail EB X AREIRBEE A,

#R¥E Amazon WIS EE A EEEE WorkMail
Amazon WorkMail /2518 4REE AmazonWorkMailEvents RIS EZ AE, RATHRERESEEsE

BHEFAS  UACEIERIACGCREBEERTE, AWM, EAEA IAM RiFEAGER, WFE
EZEH , F2HE AV EREEETNREERBEES S,

fHBR Amazon IR EEZ AR EEEEE WorkMail

EETBEAFTERBEGACHIIERRE , RAZRERHRZAC. N—R , ERRIEREDE
BEHREENARERAER. AW, EFDRERRBESACCH , ELALBRER.

(@ Note

# Amazon WorkMail FRIEELEEMBRERREEFRZAR® , BKRTES AN, BHER
A BESEHOERYBRERRE,

E3I Amazon WIRIGER ARG EEEE WorkMail MRS 1.0 39


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon WorkMail EESER

M BR 28 55 3% WorkMail EIRE A AmazonWorkMailEvents

1. RBARAER % WorkMail B4 B 5650 4%.

a. TELUATZEITBEEEIE WorkMail #2%| & https://console.aws.amazon.com/workmail/o

MEXEFEE AWS B, EF2AREERNIIF , B [EBIUtE] BE K RRBE[E
B, MEFMEN , F2E DK EE %2 Amazon Web Services — &2 #,

b. HEEBHEHIRELE Organ izations , REZIBEFLEBHETE,
c. ESEERT , BEFAMRTE K6 ARBEES.
d. &¥ Log settings (AFERTE) , iBIE Edit (§REE).
e. #[RMABHSH] BEBEEEMAMNE.
f. EERE.
2. MIBRIZFEE CloudWatch B4,

a. sELATERRB CloudWatch 3 &, https://console.aws.amazon.com/cloudwatch/
b. #¥# Logs (B&)o

c. &¥f Log Groups (B&ERHAE) , EENEMIBRAY B #ERH4E,

d. ¥ Actions (Bi4E) , i#4F Delete log group (B} B 55848),

e. EE R, MBR

£/ IAM FERBRREEEAE

£/ IAM E£# A, AWS CLI 5 AWS API 2Bk AmazonWorkMailEvents RIS EE AR, MEFME
#A , B2HE <<IAM FEREERE) PHMBRREEEESE,

Amazon WorkMail fRI&E#E A R X 8 E 5

Amazon WorkMail X EBEEFIERMEKRENEES+F , FRRKELZAG, NEFHEEHR ,
T Amazon WorkMail B w2 1 o

3
¢
dn

Amazon Y EC &% EE$E WorkMail

ERNRZRENE FEH4N B YRR Amazon WorkMail B8 E/EREIEEEE, Amazon
WorkMail X5 mEET Ay ES4E -

Amazon WorkMail JRI$:ERE A BN EESE M7 1.0 40



https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html#wm_region

Amazon WorkMail EESER

- B — EREBNETBAEREDRPRNREBEENBEEENS, BRGNS RERE
EMZEUNETEBN. IFFRIARAETBHS4HEFNFRER  F2RARAETEHSEH
E_EIIO

- R H — BT LUIE AR B FHEEE R Amazon WorkMail {8 ABRNEFHER | flmnEE
ERAEHERNENR. BRURED , URAEFIERFHNTAEREEERE, NRFAER 72
BY RUA AL,

AWS RHLITER T EREEF Amazon WorkMail, ERERRIFRE , WEEERFREEBENE

« Amazon & BlHF CloudWatchES 1281 AWS ERFM# 1T AWS WERARER. fln , &5 Amazon
R E 7 BB 45088 8F WorkMail , CloudWatch AT BUB MRS EEMZWNEFBH, WE
WorkMail £ E5#2 Amazon BYE$#E A CloudWatch , 5528 WorkMail £/ CloudWatch =2 EL
2 Amazon, MEFMMEH CloudWatch , 5528 Amazon CloudWatch & IERM,

« Amazon Lo CloudWatch gs AJZZ#&E7E Amazon £ & F A B 7 B4 M FE R0 4% AE WorkMail
B, BX WorkMail 2, FHFFE Amazon HNE FEHEHFEXBFE. CloudWatch HF AT AE
EEFBXH4TNER , EUUKBFEEEEESMALNEREP. MEMEH Cloudwatch B
JE#t Amazon §A WorkMail EHFFMIER , FSBRBAEFEASHENBARRLLH. WEEEB
CloudWatch AFEHIEEMERR , 382E Amazon CloudWatch HESF A& R,

« AWS CloudTrailf BRI B HA R A HEY AP RIUFMEBESEH AWS IRF |, X A& B FEEEDERE
EHR Amazon S3 AT, S LRI A FEREFIRE AWS, ETFUAIE IP ik , UKk
WY ZEAERIRERET, INEFMER |, F2E 524 Amazon WorkMail APl FEAL AWS CloudTraile

« Amazon S3 A EALURBEEN 5 N FHFFE Amazon WorkMail E#F, Amazon S3 IZEEES
HEREMBEHNEE K RERTEDHMRESMH , REBBHFEE Amazon S3 Glacier, FE
E , Amazon S3 XHEEAREZICHEEH, MEE Amazon S3 WEFFMER , 552 Amazon
S3 EAEEM.

« Amazon #% Firehose & AT IS4 SRR E@MEI H M AWS IR |, $l20 Amazon fBEFR
BR#% ( Amazon S3) , Amazon #L# , SR EER#E , T2 F# OpenSearch #& OpenSearch R
22, Splunk AR ZZHMNE=FARERUBEHEENTMEER HTTP IR HH HTTP K E | SIEEIE
%, EF%M , &Y , LogicMonitorCoralogix Fls&E ., EEZE Firehose B AREKIHFEH,
MEFE B R Firehose WFFMERA , 5528 Amazon E#! Firehose B A E1E/,

£
« WorkMail f# CloudWatch 1E#Z2E5# Amazon
o Bt Amazon WorkMail EFHHEH A

o EE3 Amazon WorkMail ¥## B 5%

SE TRt W7 1.0 41


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-glacier
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html

Amazon WorkMail EESER

- /4 Amazon #9 CloudWatch JE% WorkMail

- F2#% Amazon WorkMail API 04 AWS CloudTrail
- BMAEFHHSHE

- BT

WorkMail £ CloudWatch 352 E£$ Amazon

&7 LA WorkMail £ CloudWatchYt &£ R 28 & R 3 iG H R 38 & 7] 38 B ER BN R Y 35 2 SR B 42
Amazon, REREEZE/MIFT 15 @A , WELFNEBLEN , LEF Web EABRRNRRBENBITER.
BHOAUREEERERENER , EREEEREREZBNNENEE, MEFHMEN , F2H
Amazon CloudWatch &R,

CloudWatch Amazon BY3§1& WorkMail
Amazon WorkMail €4 T 552 F#EE EAEIEZE CloudWatch,

AWS/WorkMail e B Z=EIE T HIEE,

B sk
OrganizationEmailReceived 28 Amazon WorkMail #E#8W 26 E 7 B4 &

B, IR —HEFHHFHREBP 10 LM
% , AlorganizationEmailReceived &t
A1,

By : 5T

MailboxEmailDelivered FEZE Amazon WorkMail 88 ERERENE
FHHEHE, MR -—HEFHBERNEEGHER
Ay 10 W& |, BIMailboxEmailDelive
red &% 10,

BE{y : FTE
IncomingEmailBounced HAGERERMERNEAEFB4HE., EE

ERESSERBEAATTA. flm, WR—
HESBHEXGEEBTE 10 vifrE  mE

f# A CloudWatch f51E 85z MRS 1.0 42


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon WorkMail

BE

OutgoingEmailBounced

OutgoingEmailSent

AuthenticationFailure

AccessDenied

iR
PR REERETEER , MESUREEE ,
AlIncomingEmailBounced &84 2,

By : 58

EELErNATETBHHE. EEAEESKSE
1I¥Eﬁﬂﬂ&ﬁ=k it A, filin , MR —HEFEHHE
EE 10 UiE | BEEEEERMBE TG,
AloutgoingEmailBounced &85 2,

By : 5t 8

#I8H Amazon WorkMail 4848 ThEX N E
BUHHE, LEESKENEEXE ?ﬁM‘FE’Jﬁﬂ
W AT A, Bl , IR 1 HEFEHEEES
10 BRHEA , MEFEHCKINEER 8 U
# A , Bl OutgoingEmailSent Ft&(A 8.

By : 5T

HAEFERESHERBEANRE., BERY
B, FI8A 0, ERBAME , FT8A 1. &£
ASumfEt ERIRERABMNBBER RS, £
ASample count#FtERIRERBRIBEHFNE
B, FAAverageffistERIRER K A B ThER
FBEMHMEE,

By FHE

LA ER RS EFIEHFTANEE, BF
BRHIIERBIER , S8 A 1, MERERE
B, 585 0, BASUMMETERIRERIER
WEEBE. EEEXNEEREBASample
countfETER , UREEAFMEBEHELE
#Averageffist&#l,

By : 58

f# A CloudWatch f51E 85z

MR 1.0 43



Amazon WorkMail EEEEE

BE DU
ActionDenied EEHERREER  RnEELER. FED

EBS | ST A 1, MERESE , BIFTEA 0,
FEHASUNRET ER REREBESHIBENEE.
EREACHEDEEZEMNSample countikitE
A, URERAFNIEZEIELLRNAverageit
FTER.

By FHE

AvailabilityProviderFailure I EE A Amazon WorkMail #4147 HY &8 7
FRMEHEREER , UREABREEERITERE
Att. METALHERNFRERN A F2E
Amazon WorkMail B &5/,

Bt Amazon WorkMail EFEBEHE4 A

B 184 Amazon WorkMail {818 E 7 EHEHCEMF , Amazon A WorkMail 28 7 EHSE
#+ CloudWatch, MEMAEFEHHEHLRHNFMES  F2H AEFEASHE

T &R Amazon WorkMail 52894 CloudWatch, EWMEHMEGRE , UERE4BULEENAS,
ORGANIZATION_EMAIL_RECEIVED

E 88 Amazon WorkMail 4B EIE FEH A SR , MERCHELLEH.

W1z iR
recipients ASHTREWH A
BHhE REZ—NEAEEEEFBHASNEREN

ETEM4U. EERAREMEAEELIETH
i, T EHBR AL,

from From (B#A) it BEREXASNERAEE
FEH b, EFEAERRS —UFERAEEE

B Amazon WorkMail EF BHEH4 B MRS 1.0 44



Amazon WorkMail EESER

L iR
PE, AR EEEEAENET B
o, MEEEEHENE T,

subject EFBHAREE,
messageld SMTP FAE ID,
spamVerdict & BB R B4 Amazon SES /R A1 i B

. WMFEFMER , F2E Amazon ZEF
BHEREREZAEIEETRH Amazon SES EF
BUEBBARE,

dkimVerdict £ " DomainKeys #BIVE 4 (DKIM) &
ERRBEIR, WFEFMENR , F2/ Amazon
BRETH4HREFERASIEETH Amazon
SES EFHMHZEWBHNRR,

dmarcVerdict EHUMEEAERNAEESE. BER—HM
(DMARC) RERREIR, WEFMEA , F2
B Amazon i 2 B F B4 IREFEZABIERET
# Amazon SES EFEHEZERBHAR.

dmarcPolicy REE dmarcVerdict L BE "XkB, KX g
H3R. 5~ DMARC BMEXHMEF (. REERIE
B) ETHHEXIMNEE, ERHAEEEFH

BB R EPTRE,
spfVerdict EHEHERILEE (SPF) REERBFEB, NEFE

&R , 528 Amazon 55 EFEH R
B3 A BRI A Amazon SES E FERHIEIR
BHAR,

messageTimestamp 1B EIGA R RV B,

MAILBOX_EMAIL_DELIVERED

B4 Amazon WorkMail BB FEBH S4B M7 1.0 45


https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html

Amazon WorkMail

ENSEERCEBTNERER

RimAERKMLEN. RRE/IASEEEENEER

5EECH— XS, Btk , E—AY ORGANIZATION _EMAIL_RECEIVED E#4mJfeEHZ A

MAILBOX_EMAIL_DELIVERED E,

WAL
recipient

folder

RULE_APPLIED

Tt

WL
ruleName

ruleType

ruleActions

targetFolder

targetRecipient

JOURNALING_INITIATED

- .

(::PYAS

e

Pd

"
BEASN BRER,
S RY

REFASNERER K,

RETAFTHHEBBEFBARERANE , REC&ELEN.

DU
BAN A,

EAMRRNER ("TWARA, . TEHRAL
% TERAR L ). AvhFE R AIEAREN
Amazon WorkMail #8#%. EFEFAAEEREE
WER. NEFHEF A6 F2E EESFIHHE

MAEo

RBRARROBE. REHTEUSA TS
BFRNBAE , FIMNRE ST B IR R
BT B

B Move = Copy MAILBOX_RULE Hy7& £
Bt &R R,

BAR Forward = Redirect MAILBOX_R
ULE BT HA4F A o

B Amazon WorkMail EF BHEH4 B

MRS 1.0 46



Amazon WorkMail EESER

Amazon WorkMail S EFHHEAZHABEESIETHN AFG MU K REEKUHELH, REEAR
AR E BEEEHE , T 2miEE, MEFHMENR , F28 B8 Amazon FASEFEHARF
WorkMailo

W1z iR
journalingAddress B#HERASNEE B EE B4,

INCOMING_EMAIL_BOUNCED

ERNEBUELEELCEERHER K MERHKLEL, SFEHTHESRAZERRMIER |, HlI05%E
BEYEEGH. RASHYSEESELEFBHNBHFERZIEH—IX, flm , MREREFAEE
FER=ZERGA , MEPHMENEHEERE , AlEE&mE INCOMING_EMAIL_BOUNCED 4,

Wz iR
bouncedRecipient Amazon WorkMail IR EZE BN FEERH A,

OUTGOING_EMAIL_SUBMITTED

ESEBTNERERREBEANEFBHARR , RRISTHLEH, EREALBRA Amazon
Z BIFCE%R WorkMail , Rt b EH T EEHEFBHREEKIEE.

R DU
recipients FHEEENAS RGN, B2WM4E, BIEM

ZHBIARTHAE B A

FHE RRE—UEAEEEETFBHARNEREN
ETEMFHU, EEAREMEREEEIETH
i, TEHBRLMAL.

from From (B A) it BEREXALSNEREE
FEM U, EFEAERRS —UEAEGE
AL, At EREREEAENE FE4it
it , MFBRFTHENE FE 4t

B Amazon WorkMail EF BHEH4 B MRS 1.0 47



Amazon WorkMail EEEEE

1z HiR
subject EFHHASEE.

OUTGOING_EMAIL_SENT

ERHKBNSTEFBERNEELBEERGEAN  HEESElEYd, RASATERNKGEATE —
REH , Bt , E— OUTGOING_EMAIL_SUBMITTED A LAZE4 % {E OUTGOING_EMAIL_SENT 1EH,

M1z iR
recipient RIHEEE 7 B4R BH A
BHhE REZ—NEAEEEIEFBHAENEREN

ETEM4I. EERAREMERAEELIETH
i, T EHBRLRAL,

from From (B A) it BEREXASNERAEE
FEMFHbUt, EFEAERRS —UFERAEEE
AL AlENERERECHENE FE it
i, MIFBRTHENE FE 4t

messageld SMTP 5. ID,

OUTGOING_EMAIL_BOUNCED

ENGTBUHELEELCEERGTER K MERHKULELG, SFHHTHESRAZERRMIEER |, fla05%
BNWBEEH,. ZAASHYSERGERFELNEFEHNIEBE, fln , RBASTSAERBEEE=H
WHA mMETMENESHEERE , BlEE4&™MmE OUTGOING_EMAIL_BOUNCED E#,

W1z iR
bouncedRecipient IR EIFASRY B /Y ith B4 fa] AR 25 RO TR B MR 4R A

DMARC_POLICY_APPLIED

# DMARC BREREEXZABNEFEHE , SHELEN.

B Amazon WorkMail EF BHEH4 B MR 1.0 48



Amazon WorkMail EEEEE

M1z B
from From (B#A) it BEREXAENERAEE

FEMfFibut, BEAERRS —LERAEEE
AL, AR SR EREFRENE B4
ik, MIFBERFHENEFE4Fibut.

recipients A TFREIWAH A
BEE EMAM DMARC B3R , 8~ DMARC &
KB (B, REEIER) Y E FE4 I E

1€, iEE ORGANIZATION_EMAIL_RECEIVED
E 4 dmarcPolicy #{ MR

Bt Amazon WorkMail &2z B &6

&) LA R 6% A 56 R BS 18 Amazon WorkMail B E A EE. Amazon WorkMail 528 7 MESE
BB | ELEEHTLLRM T CloudWatch BES, Amazon S3 5 Amazon Bh A ¥h, &a]LUEH
B REAEAERABEHENED. BIEESR. FRURGIRAIGEM , URBNBRBHTAAM
REEFWN, MESEEERKEHNEN , FS2RAARBZEE,

LT &EIFREA Amazon RN ERZEH WorkMail, SHEERERE , UREHRMULNEREN.
SRS 8% E

EHRENSHRAHBESHEYHRN (RNER) BFENEBRER. SHHEEREEHETNEERE
BREATHEHEEXELECHFNES. ELSHMHNERERENNEIEEERM,

b EiR

event_timestamp EEHRLER  UEVREN , B Unix RN
Ko

request_id ME — 58 Bl 2SR B9 38 Bl 15 o

Fa] B4R 40 e A EFTEBA A Amazon WorkMail #8248
B ARN,

B4 Amazon WorkMail #&# B 5% MRS 1.0 49



Amazon WorkMail

WAL
user_id

BihE

protocol

IP 3R
user_agent

EF

owner_id

object_type

item_id

BRI R

DU
SRR £ A B R R,

BRENELG. EEERKEINEARERE
TEET.

ERANBABE, BAHE A

7= : AutoDiscover EWSIMAP, WindowsOu
tlook ., ActiveSyn

c . SMTP, . WebMail, IncomingEmail .
= O0utgoingEmail .

EREVRIR IP fzit.
REZEXRNEREREREN,
HYFAITHEME , AT

5 : read, read_hierarchy . read_summ
ary . . read_attachment ., read_perm
issions . create, update. update_pe
rmissions . update_re

ad_state . . delete, submit_em
ail_for_sending ., abort_sen
ding_email . move. move_to. . copy.

Hcopy_too
BEMBITEEZ MR ER &R,

YRR AR TERKX, . TRAEL W
TR o

HE—RBAASHEIERNTEEMHETE M ZE
89 1D,

EERENENRER IS EEREZHE
BB R,

B4 Amazon WorkMail #&# B 5%
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Amazon WorkMail EEEEE

R DU

B R 3R A B B EASHEIENENRIETSEASH
E B 2UHREEIT.

B4 B 1 ERERFNBERRERE,

BERET () RBRFDE, TURENBAARRBHN,

T HR 42 | 52 8%

Bt FEEGRAR K ReEEFIERAEMA, ELRKEENERE L FIREEEFIIRHIERE
FEEH.

Wz DU

event_timestamp EEHRLER  UERAREN , B Unix BRI
Ho

request_id ME — 58 Bl 2SR B9 38 Bl % o

p] B4 47 EEREEAEFTEZ WorkMail 8## ARN,

user_id e ERENRER.

Bip& BRERENEBS. EEEAERDEARGERE
FEETR.

protocol EAMBAME , AR : AutoDisco

ver EWSIMAP, WindowsOu

tlook ., ActiveSyn

c . SMTP, WebMail, . IncomingEmail .
=®O0utgoingEmail .

IP 3R ESRWRIR IP s

scope FAIMEE , AR : AccessCon
trol DeviceAccessControl
ZImpersonationAccessControl o
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Amazon WorkMail EEEEE

L iR
5 B 5% B 7S M EEE IR AN E RS, MREEFESE
Al | rule_id REEER,
BFEHME =EEARHEFEE., TUREMNHB AL RERMN,
ERRR RO 8%

RESHUSRIBELRNEBEN.

@ Note
A EiEIB Amazon WorkMail WebMail EAER A B NREBFSHELE S HREEH.

v iR

event_timestamp EEHRLER  UEVAREN , B Unix RN
Ho

request_id ME — 58 Bl 22 SR B9 38 Bl 1% o

B .46 47 EREEAEFEZ WorkMail 88H ARN,

user_id EEEERENEER.

ERE EREARENERESR,

protocol FHRNBHARE , IR : AutoDisco

ver EWSIMAP, WindowsOu

tlook ., ActiveSyn

c . SMTP, WebMail, . IncomingEmail .
=®O0utgoingEmail .

IP 2R ERMRIR IP fzt,
user_agent REERNEAZERERER,
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R DU

FE BORERE. BAl , EXEELRRE,

F(2h ERERTFERAY. TURENBAURR
B,

RBER BORERAMNER. EES0REIAMEL
B

AMRERERN

Amazon 3R R E K A A 1 ALHERS WorkMail TRV BB AT A ERELE TR RMESH, B
EHENMAEITRAERMEAREERTH,

W1z iR

event_timestamp EEMRER  UEVWAEN , B Unix R
Ko

request_id ME — 58 Al 2SR B9 38 Bl 5 o

Fa] BL4H 40 CE R A & B 2 WorkMail #8#&# ARN,

user_id e LA BRI

type EFUMTAMRAERR , AT
7 : EWSE{LAMBDA,

domain S AT AR A8

B A/ Lambda B9 ARN , INRE|HZ
LAMBDA, &8 , kR FFE.

ews U 2 EWS in B ERE EWS, BAl , BT E
£,

error_message HERKRBMERMAS ., WRFBRTY , Bltb8{
R FHE,
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R DU
AR BRI REERNRATAEER,

£/ Amazon B9 CloudWatch jA%E WorkMail

WMRIETE Amazon WorkMail EZREPHEME FEHSHC8Ihee , SA T %% CloudwWatch H
wRAEIBE, E'J_IJ«X{EFH Amazon CloudWatch B ARREHEHBHFE. NEMAEFHBHEH
RHBENEMEN B2 RAEFHHEHRE. WFEER CloudWatch BHESR EWEEMEN , F2H
Amazon CloudWatch B EAEEEPHFEA BFFHE D4 CloudWatch HFF&E Rl

THEFREBINAEAE REFEMHEH4M CloudWatch 5284, BALATE CloudWatch & F#1T
ELEH, NEARUMAHTELEMNIETR , 52/ Amazon CloudWatch Logs A EEE PRI
BERE  HTHEREREH,

Example B EAE B A BEREIERAE A FTBEIEANEFBH4,
UTRABEHGF RENAERERE A BEEFERAE B WASTEFBH , KEEBEHEF.

fields @timestamp, traceld

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.® like /(?i)userB@example.com/)

EeEN S EEALNER ID. EANUTEXREG FER ID REHSEEABNEH B,

(aif

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

EEELEFHHALE ID MEFEH4HEH, OUTGOING_EMAIL_SENT I B EIXE FE
4, OUTGOING_EMAIL_BOUNCED (sHEREEFHY, FEEEFERACRIIEFEH , BEUTE
NIFEHIPFERAR ID REM,

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageId like "$MESSAGEID"
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Amazon WorkMail

EEZtEERRIINALS ,

HAFE ID BR—EHN, EATEXBEF HERER ID REFSIE.

fields @timestamp, event.eventName
| sort @timestamp asc

| filter traceld = "$TRACEID"

EEE O EEEFENETE MR BE.

Example & & f¢ £ F & S S U EI A9 P B B34

TR SRS fths E £ A & KRN e B4,

fields @timestamp, event.eventName
| sort @timestamp asc

| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

LT RE RS MAERtE ERERI N AT,

fields @timestamp, event.eventName
| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName
"ORGANIZATION_EMAIL_RECEIVED")

Example E&##1A TIRENE FE 4

LTEAREF RENTERRENATE S B4 , ARERRDMNRR,

fields @timestamp, event.destination, event.reason
| sort @timestamp desc

| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

TIEXBFHEI e ENAEACRENEAETENF, ©
SRR RE

\m'.l

«ﬁ

\

118 B g9 Y 4 A B B F BB 4R b it DA R,

fields @timestamp, event.bouncedRecipient.emailAddress
event.bouncedRecipient.status

event.bouncedRecipient.reason
| sort @timestamp desc

f# A Amazon B CloudWatch jE%E WorkMail
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| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

Example & & R L @15 &% 1 | B4

LA 72 3 15 80 451 7 6 20 ] 5 7 48480 e W SR BR A A9 W #F Ao

stats count(*) as c by event.recipients.0

| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict

"FAIL")
| sort c desc

UTREABHEISENMEHREFBENTFHE,

fields @timestamp, event.recipients.@, event.sender, event.from

| sort @timestamp asc
| filter (event.spamVerdict = "FAIL")

Example B B 7 B AHEE B WA H R SR E B R R R E

UTEAREF RENAERRER AU RBANEFBG  RESHE.

fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,

event.dkimVerdict, event.dmarcVerdict
| sort @timestamp asc

| filter event.subject like /(?i)$SUBJECT/ and event.eventName

"ORGANIZATION_EMAIL_RECEIVED"

WA LR E FEMHER ID B , AEEEFEHHNAMESH.

Example EE /S EFEHARER NN EH

UTEABE/RENMEHFSEHETFBHRAERINE T4,

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

UTRABHEISENMEHFSEAETBHRESR NN EFEH4,

f# A Amazon B CloudWatch jE%E WorkMail
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fields @timestamp, event.ruleName, event.ruleActions.@.action,
event.ruleActions.@.recipients.@

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

Example EF £ ERIBZWSEEL T SO HEFHHT
UTERABEHG RENAEHERPSEREAZRNE FEHA4EHE,

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
| sort c desc

UTEARE/RENMEHmAS+tSEF4EEENETBHHE,

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc

Z24% Amazon WorkMail APl FE04 AWS CloudTrail

Amazon £ WorkMail X 7 —ER# AWS CloudTrail , ZRETREAE , A& AWS R &
Amazon HEREVHY R VEEC 8 WorkMail, CloudTrail A4 WorkMailfiZ X #1EX Amazon BYFTE APl FE
n , ZIEHRE Amazon WorkMail EE &N |, AR REFEXFEEWE] Amazon WorkMail API Y FF

ny, mMREETEM | EULARAZFER CloudTrail B4 2| Amazon S3 #1778 , 2% Amazon
HEH WorkMail, INREREREEH , BOATE [BHEREELE] B4R CloudTrail EE AP KIR
WEH, FAKENER CloudTrail , AT LA¥IEIE Amazon 2 HEYFER WorkMail, 12 HEHFERE IP ib
o, REFBRHWAS, REFBROEBUREMEFBENR.

EEH— 7 # CloudTrail , EZEFEAWS CloudTrail &S,

Amazon WorkMail £ £ CloudTrail

CloudTrail FEZEIZIRE AWS RS B, £ Amazon F R4 SFEE WorkMail , X EEBIEHEHE
S ECSEHP A EHAM CloudTrail AWS fRiE B4 —RECEEEH+P, BULUEE  BENTHERENEH
AWS tRF., MFEFMER , FSBEA CloudTraill EHERELHFBIAEH,

WME AWS IRE FFERREEH (23 Amazon BWEH) WorkMail , B4 EEERE, BRE T
CloudTrail #% B 53X 12| Amazon S3 REFiTHR, KTE:R K EREFEAPELEHE K ZEHEE
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Amazon WorkMail EESER

BAZEFEW AWS EiF, ZEMELERE AWS 2EEFFMERERIENESH , i A FERRIAIEE
EM Amazon S3 R1FETEE, A, BB LGREHM AWS BR#E , LUE— 2 54T CloudTrail sE&k A U
ENEHERAEREITE., MFEFHMER , F20H

- BEMNIEXHBIER

« CloudTrail X BHRBRES

« % Amazon SNS E %I CloudTrail

- REZEEHZEW CloudTrail BFEX 4K Z EIRF W CloudTrail B&# X4

B Amazon WorkMail B)/EEF €528 T , CloudTrail 5287 Amazon WorkMail APl 2Z i, fi
m , ¥CreateUserCreateAlias, H GetRawMessageContent APl fEZR M IUETE CloudTrailid
HEFRELEHR,

B-EEMHUAREXRNSUSELEFRENETA. B EATHEEHE T5IEE !

SRR EE AR AM 8 EBRIEN,
. REEERE  EAEATHEACIBAS S EAENERRL AR,
EREFHEM AWS BEEL,

MEFHME , 552 BICloudTrailfF userldentity T3,

T f# Amazon WorkMail B &3 #41% B

EME—EEE  TESHUAFZENTERNEERSIEEMN Amazon S3 f#FEE, CloudTrail 5281
SBE—RZEEHEE, —EASEHATMARRIZHNE—FER , ITSHEREE. FREOBPMEEFRE.
ERSBEZEEA., CloudTrail B XHTEAHE API AANEFHEERR , RS LMEMEE
Y52 =PI

T %255 88 R R 23K B Amazon WorkMail APl CreateUser B)4ERY CloudTrail BE&EH

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
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Amazon WorkMail

"userName": "WMSDK"

I

"eventTime": "2017-12-12T17:49:597",
"eventSource": "workmail.amazonaws.com",
"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"name": "janedoe",
"displayName": "Jane Doe",
"organizationId": "m-5b1c980QQQEXAMPLE"
1,
"responseElements": {
"userId": "a3a9176d-EXAMPLE"
1,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

T5|&EF R RER B Amazon WorkMail APl CreateAlias E¥ERY CloudTrail BE%1EH,

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

},

"eventTime": "2017-12-12T18:13:44Z",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateAlias",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {

08 Amazon WorkMail APl FERY AWS CloudTrail
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"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"

I

"responseElements": null,

"requestID": "dec8le4a-EXAMPLE",

"eventID": "9f2f@9c5-EXAMPLE",

"eventType": "AwsApiCall",

"recipientAccountId": "111111111111"

T5EHIFE R &R H Amazon WorkMail 1.2 7# APl GetRawMessageContent E)fERY CloudTrail
HEEA,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"
},
"eventTime": "2017-12-12T18:13:44Z",
"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-bl12 java/1.8.0_151",

"requestParameters": {

"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"

},

"responseElements": null,

"requestID": "dec8le4a-EXAMPLE",

"eventID": "9f2f09c5-EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "111111111111"
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RBAHEFEBHSHE

& A LATE Amazon WorkMail &P RUASE FE4S4s , LERBBNEFB4ALS. EFHH
EHECEMEH AWS Identity and Access Management FRISERE A @ (SLR) RIREKEFHHEHA
M E Amazon BIFFTA, CloudWatchis IAM RIS EFE A B EFFHEN , ESBEH Amazon BY
R EEAEEEE WorkMail

£ CloudWatch B4 iC#&iES | B LAEA CloudWatch #8 T EFEEREBM B4 W R MR E T
BB, MFE Amazon WorkMail EEE 2 B4 HEWFEME CloudWatch , 582 B E 42 Amazon
WorkMail B FEHE4 B35, WFEAR CloudWatch BEHEEMET , 5528 Amazon CloudWatch
HEEEAEEE,

ES-

- BASETEHSHEHE

- EVARETBHEHEHNE] AEEHEN IAM A6
- BEAETFEMASEMHHEER

- BEBBERBEEREA

AR TEFSHH
B2 ATERBRE Amazon FRE T B S4RER , FRETHER WorkMail :

« B3I AWS Identity and Access Management FR#ER A — AmazonWorkMailEvents,
« B3I CloudWatch 528840 — /aws/workmail/emailevents/organization-aliass
« # CloudWatch SE#&REERES 30 Ko

R E F B B RO 8%

1. ¥ https://console.aws.amazon.com/workmail/ T B Amazon WorkMail 2§ & .

WEXE , FEE "AWS EBHE, . EXRAREERNIIF  F ERHE] FE , AREE
[EBiF], MEHMET , 528 Amazon Web Services — g2 £ iy [EiFHEEKE,

2. EBEERKYP , EE " Organ izations, , RARBFEBNERE,
3. HEINREEMET , BIF [REHRE]
4. EBEETBARBRRERERSIER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EESER

5. HEETEHMHRELERERERTD  EEREE,
6. #[BMAB4HEHN BEBERERMLE.
7. BTUTEE-E:

« (BEREIE) BE [ERAERRKREL
o (BRIEM) B (ERERRE] , ARRERAEE RN [BAVBCEEE] M 1AM B8],

(® Note

EELRCHEAEY BFHENBT IAM AR | B2 HiE1E AWS CLI, MFEFAE
A EZEEBEVAREFBHEHEHENBITAEEAEARN IAM A,

8. IEH! [EK#B# Amazon WorkMail | fif F It AHREAE RV IR B R 2840 B 55,
9. EERE.

BYMAREFEHSMCsm 85T BeEaEN IAM A6

HFIEBRERA Amazon B E F B E 450 SRS (£ A FERREXTE WorkMail, MREFBR BT ERERE |
ALAEAEYE AWS CLI Al BEEHEMBEET IAM e LUETE FBHSHE K,

BYRRETEHHSHEEN BT BFHEN IAM A

1. {ERAT% AWS CLI #857E Amazon WorkMail & FrERME AWS B EY BEFEE, B E
MEBEZEA , 5208 (¥BAWS CLI $£2&) create-log-groupsH #Y,

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring

2. BVESUTBERINESR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com"

1,

"Action": "sts:AssumeRole"

}
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Amazon WorkMail EESER

3.

4.

5.

]
}

FRATY AWS CLI s T2 IAM A |, Y LERMNARBE XY, NEFMEN , BF2E
(AWS CLI fs52#&) Fi {create-role) o

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail. json

® Note

mMRERWorkMailFullAccessZERAFERAE | S BEEABEBworkmailFE8E
ZFHA. LTERFEAHLCEABRTES workmail WABKREREEFHHEHH
. MEFMENR 6 F2HE (AMFEAEER) PHBEFHAEKACEER AWS R
HHIRER,

BYGELEL-—ELSRPEYN AM SEHENER, KEREDMEKEY BFRRNTT
REEZAG , U AFEHRIEESR 1 PEYMN BFEEHE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:111122223333:1og-group:workmail -
monitoring*"
}
]
}

FRATH AWS CLI A BEREKNE IAM Ats, ZENSEZENA , #2080 (BAWSCLI &
£#) put-role-policy F .

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json
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Amazon WorkMail EESER

BAREFHHSH B

£ Amazon WorkMail FEABEFAE FBHEHiL K. IRETEEEFRHEFBHSHREHK , BaR
o MR +ERARYEE CloudWatch B ENRIEEE AT, MEFMENR , F2E MIER Amazon BRI E
HAeeEE/EE WorkMail,

BREFEBHSEHER

1. 1£ https://console.aws.amazon.com/workmail/ T B8 Amazon WorkMail ##1&

WEXE  FEE "AWS EHEH, . EXRAREERNSID , A (BERUE] BE , RARIEE
[EiF]. MEFMENR , 52/ Amazon Web Services —fi§2%E iy [Ei5 8 ix 2,

HEEEE®KT | 1BIE T4 Organizationsy , REZBIZHBHERE,
EEEEKF |, &2 Monitoring (B51%),

£ TRRBRE, BRY ,EE "HE. .

& [BRABGSH4] BEBEEANE,

BERT.

o a0 A~ W D

Ak EREEEREA

BEREABEBRZEMBEE , AP RAUTHFFTNERTURH ERESHUNERIITXE
B, EHRAWS , BERBERTRSEIEENEIBE, EEERE (FURE) Wil 5 — @RS (5T
AR S) B | AIRE S A B RAEE.

AR R AT USRS AEAEERREES —BEFNER , RRITCHEEEFH.

ATHIEERRREE , AWS RENTETHYPRZBER FTHIRFHFERFIENREERRRE
B RBRER,

REREBEERBEPFERaws :SourceArnMaws : SourceAccount & HEHRNELHE | LIRS
CloudWatch Logs 1 Amazon S3 12t E4E B Z REMNET . NMRZRKERALERGEARARERS]
#  AEMEBERRARNFERAE | ELEAEFEAMERBNIRS D,

aws:SourceArn WEMERIFEEL AF2EEEREN ARN,

hElEERIEBARBBNRARA ERMER aws :SourceArn 2B FHARNBES|E |, UNERNTE
ARN, MRTHEERNWTE ARN , RENMRZRIEE T ZEER , 38FEH aws :SourceArn £ &4
AARZESIER  FRERAERZET (*) £~ ARN BARAZF D,
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Amazon WorkMail EESER

RR T8 1% 50 8%

/57T S\ PR B S AREVA B Amazon WorkMail AEALEEFITER 0 SR, MM T FIRER
REUEENER, BETEED | UREHFIE AT R EE AR,

@ Note
AmazonWorkMailFullAccessZ BN RN TIEEEAFEENMELEER, NMREFEH
WRBAIREE WorkMail , FEEEARRERLFEEZNTSHE B , BERNWAER) HEERT
BEXENER.,

Amazon WorkMail X ER#Z BN =E3FBE MWt : CloudWatch B5. Amazon S3 1 Amazon &
¥} Firehose, MIFBFMELA , 52 Amazon CloudWatch B FEREI PN EE M 28
V2],

BRTEEFENT [V2] WESE T HMFFAIA , Amazon 18 WorkMail EEHEANER T RERERFE

i : workmail:AllowVendedLogDeliveryForResource,

ITHEHELIE=/E

« DeliverySource , K REERHENERNE RN BEY 4. ¥R Amazon KR WorkMail , iER
Amazon WorkMail #8%8.

- A DeliveryDestination , &2 XREMREE B Wik BEEY 4.

- Hi5  BEERREZEEABNM,

= EFRE Amazon WorkMail 1 B By tth 2 BH B 5HEE |, B AEIT T 5IEE -

- fEREEIERIFEPutDeliverySource,
. fEFEE A% B K PutDeliveryDestination,

- MRLEEREX5C4% , Bl ZEPutDeliveryDestinationPolicy#E B R FE R |, #% IAM BURg
TAG B fth, WWRBIRERIRS A PWEERRELEEERS B FHEXE Wi,

- A —EEERREN—EEEEWiTLE Y , U EiXCreateDelivery,

UTREHREZRARSAFENERFAER  UERESEBNEEENCHEE. SRS ELE
[RIFEAZZ AN IAM BE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html

Amazon WorkMail EESER

/A Important
BEEREMREHELERZEBRIHKEEER.

EEREMBRRHELERCRBREHKEEER , FRETISRUT,

1. fE A DeleteDelivery/E M BR &,
2. fiE A DeliverySourcefEDeleteDeliverySource 2B

3. IR DeliveryDestination &2 #& il Bl il Bk & DeliverySource 18 B3 B {£ FA FA 1L 45 E W & DeliverySource ,
Bl 7T LA fi F§ & DeleteDeliveryDestinations 1@ 4E#S EL M B

£ Amazon WorkMail 312 & 5% ER 0 8%
Al LATE Amazon WorkMail Fi2 & ERBECHE ¢

1. 1E https://console.aws.amazon.com/workmail/ ¥TB8 Amazon WorkMail &4 .

WMEXE  FEE TAWSEH, . EXRAREERNSIP , FE (BEUbE] BE , AERIER
[EiE]. MEFMET , 552 Amazon Web Services —fix2#Z iy BBz %,
HEEBEE®KT | 1BIE T4 Organizationsy , REZBIZHBHERE,

B [Fo8RERE]

B [ HRE] REIERK.

FEREEN Widget SR EPT R HERNEE,

BERF.

2

&% £ 524 CloudWatch & /Y2 8%
EAEFT
ZERAMSECEEEEZE CloudWatch 50818 | BXBAFEH T HEREZE A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:*"
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"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action": [
"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

B SR EMERER

BREAENBFFELAEECERENTNERBE. NRTCHFEEREERERA , MBRE
BN EAEEER&EEHEMlogs : PutResourcePolicylogs:DescribeResourcePolicies,
Mlogs:DescribelogGroupsH#R , BIE & F KRS HEGEIAER CloudWatch 8188 , & AWS
BEAHEBRITHIREA

"Version":"2012-10-17",
"Statement": [
{
"Sid":"AWSLogDeliveryWrite20150319",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com

]

1,

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:my-log-group:log-stream:*"
1,
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

}I
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"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:*"

A EERBRA PR EER

ELRBLAEERFR P HEEALHENSELHETME, CloudWatch REHEERKBKHNRER
#% 5,120 fEF T, SREFESEEXELHEFENRBE TEFIESLRS,

A TR ILERE , CloudWatch Logs EES R EE R &HIE 2 REFMERANERER /DN, EEREIFRA
IR 5,120 fEF T K/DBRHIEF , CloudWatch ;e84 &€ B8 /aws/vendedlogs/* EZIRBEHER
REFRA. AR, ERTURKBRERAEBEES /aws/vendedlogs/ W AFEEHE , FRELRE
EIJ H T E Elgiﬁ],o

{E3%XE Amazon S3 W HE
EAEFT
EZEMAEXBE Amazon S3 , BB ARSKEEFUTEH,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
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"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,

"Resource": "arn:aws:s3:::bucket-name"

"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action": [
"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"
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RAEN S REFEITFBLEAEEEERENITNERBKR, NRFBFIFBEMNMRIEEREK , ARE
RENFERAEEERMIFITEMNS3  GetBucketPolicyMS3: PutBucketPolicysFdl , BIE &R
HEE%2 Amazon S3 B, AWS BHEIAHEEV THBEK.

"Version":"2012-10-17",
"Id":"AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid":"AWSLogDeliveryAclCheck",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
.
"Action":"s3:GetBucketAcl",
"Resource":"arn:aws:s3:::my-bucket",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"

"Sid":"AWSLogDeliveryWrite",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
},
"Action":"s3:PutObject",
"Resource":"arn:aws:s3:::my-bucket/AWSLogs/account-id/*",
"Condition":{

"StringEquals":{
"s3:x-amz-acl":"bucket-owner-full-control",
"aws:SourceAccount": [

"account-id"
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1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

FERBIHEBE Paws: SourceAccount , SHEIEEEEE E A FITRAVGCHIE 2R ID FE,
¥ aws:SourceArn , IEEEL AFZERMN ARN JBE |, 34 arn:aws:logs:source-
region:source-account-id:*,

NREEEFERRE  EXHERTELNBETETINERR , AR ECHNEREREERE
#YS3:GetBucketPolicy#S3:PutBucketPolicy#ERR , BIZRIAN S NEEEMNEREHK,

(® Note

ERELEBERT , AWS CloudTrail IRAKRFE Fs3:ListBucketfEfR , &7
SEPEFAccessDeniedif: ;.?Lé'dellve]:y.logs.amazonaws.comc>

EE# R CloudTrailit &P HHIRE LSRR |, WA A s3I ListBucket BRI
Eddelivery.logs.amazonaws.com, b7\ , BEXN AT EHE LRRFETREREPER
Es3:GetBucketAcl#ER—ERE M ConditionZ 8, &7 ELILRE , BALIE
B HEEHAWSLogDeliveryAclCheckAStatement , MAREIE#FH A “Action”:
[“s3:GetBucketAcl”, “s3:ListBucket”],

Amazon S3 #1788 A AR 2R um N 27

!’d‘\—JJ«;{ﬁFﬁ Amazon S3 ¥ &£ $8 (SSE-S3) RAAARRIR N |, SEAFHIE (SSE-KMS) #I A fR =%
U %2 SRR & Amazon S3 EFETE A ME AWS Key Management Service £, AWS KMS #nZEF4
ﬁnﬂ ESREARARSRNEREER,

IR IRIEFE SSE-S3 , AIFEEHMIERE, Amazon S3EEREMZE SR,
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/A Warning

WMRIEERE SSE-KMS |, AIXAFEAEFZEER  RALRS AWS ZESR TXEER,
MRIEHER AWS ZEESRMRENE , CHEELSUELIFINENEE.

EREFZE AWS KMS €8l , B NEMAREIrBINEFEESEFZXE B Amazon ERE
B (ARN), #BUTRARHMEEEFZESRNERBUR (M S3 HETENRFIBECR) , MERSE
RYRFAILLE A S3 FATE.

WRIEERE SSE-KMS |, AIXAERAEFZEESR  RALRATIEREM AWS ZREER. £
EFZE AWS KMS £iRiF , B UERAREFIFENZREEEFXE RN Amazon BREHE
(ARN), #UTARFEEEFEFZESRNS|BOR (MF S3 RETENREIRICR) , MEAFX
FRF AT AE A S3 /AT,

"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"

]

I

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
I
"ArnLike":{
"aws:SourceArn":[
"arn:aws:logs:region:account-id:delivery-source:*"
]
}
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}

gt¥faws:SourceAccount , IEEEFEACHKE LB FIRBMNIRS ID FE. B aws:SourceArn
EEELHFZERN ARNJBE | X5 arn:aws:logs:source-region:source-account-

id:*,

R K2 EIEXZE Firehose

ERE

& ER ARG EEEIE E Firehose , BAAFEA T SIRREA,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [

* 11
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"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

]I

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/*"

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::account-id:role/aws-service-role/

delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"

}

{
"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",
"Action":[
"workmail:AllowVendedLogDeliveryForResource"
1,

"Resource": [

"arn:aws:workmail:region:account-id:organization/organization-id"

AREREFTH IAM 86
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H M Firehose AMEAERBEK , AWS HILIEEREIE LA K ELUMEIZE Firehose B , €/ IAM A

., AWS SE & ABAWSServiceRoleForLogDeliveryf RIS ER A, MREEEAGITETIHF
CIP

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1)
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
1Y
"Effect": "Allow"
}
]
}

R EFZEARER FLogDeliveryEnabledREERE /M FIAE Firehose EIERRVER, true
AWS EREREREE , SHERRMUEENBEESRR.,

WREEEARBEEEEE , AR delivery.logs.amazonaws . com R EFEARTFEN R
KEFEAG, REETHENT -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
]
}
RRRTEZ R %

WMRA< 1.0 76



Amazon WorkMail EESER

FHRISERR

BRTY E—EiFRSIMER 2 , MREEFEATIEETIE API RRECHEE  LEFETIER !

"Version":"2012-10-17",
"Statement": [
{

"Sid":"AllowLogDeliveryActions",

"Effect":"Allow",

"Action":[

"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

"Sid":"ListAccessForDeliveryDestinations",

"Effect":"Allow",

"Action":[
"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets"

1,

"Resource":"*"

Amazon & HERTE WorkMail

E-HREESEZMEEETEIPEE(E Amazon WorkMail HEZE M4 AWS B, HbhaiE
SOC. ISO # C5,

MFRESHRTEEERN AWS RIFE , F2RSAFHEN AWS BB EHE, mF—KREH , F2
B AWS &858,

i
il
\
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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B LAMERA T HE =A% E AWS Artifact. NEFMER , F2BE AWS Artifact R FEH S

5/ Amazon BV SR EEEUR WorkMail RERHWBRBE., AFNEREEURBERAEENER,
AWS R THIER A BIEREER

- ZEMHESGHEMEREAPIIEE — EXBBERTREEERE  UREELTBUZSUTERER
ARERNEERENSE, AWS

- AWS ZHREFEER — W ITEBENERMES EEARENEENPTET,

« AWS Config— Itk AWS BREFFEENERBERSESTERIER |, TEEARMZER.

« AWS Security Hub— It AWS FRIEIREZ LM RENSEER |, HB) AWS ERELREHFEELE
M EEEEMNSEME.

Amazon B & WorkMail

AWS £EKERREBEEEE AWS HMATAEFEIN. AWS EERMHZEEE 5 HMNEEHN T H
EE , ELEEHZSBEREE sREENSERENERER, SBTARE , BAEFTHERENER
BANERNE  SEACTAERH EHEBRERE  MASRETE. THESNTAME, BRI
MEFLGED , IRE-—FLZEERPONERERREES.

WMFEEENTARENER AWS EFA , F2RAWS £ HEREE.

BRY AWS 2IKE®R M2 , Amazon IE WorkMail 12 ZE I EER 5 B X BEMN E R EBEE MRS F
Ko

Amazon E# & Z £ WorkMail

(® Note
Amazon WorkMail Z 1t THEHBEZ M (TLS ) 1.0 1.1 B9%iF, WREEH TLS1.0 =

1.1, BB TLS IRAFARE 1.2, NFEFHMER , FSB TLS 1.2 LA AEFTE AWS AP| in
N RIE TLS HEBHK.

A —EBZER , Amazon WorkMail ZZ AWS £IRBRELLHNRE., B AWS B2 RGN
] AWS REEREEBNFEAEN , F2RAAWS ElRLds EEFAEREBL S MNREMERES
BH AWS IRIE | F2RTEMIERER AWS FRBHHNERGBRE.

B LAER AWS B 2419 APl LAY WorkMail E B FE Amazon, A ZEIRSBEZETHIER :
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https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon WorkMail EESER

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEFRPFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 IEFBRER)ASEHZEELEN,
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BE A Amazon WorkMail

SERESEGEYE |, BT LBEBER Amazon T WorkMail, INE#MEF , 5528 BB EH Amazon
WorkMailo

BUREUATREPE—F THRNATZREFEHEERE Amazon WorkMail, EE Microsoft Exchange #
Ei@M LK% Amazon WorkMail ECEERYAEREE .

&

« B BEA Amazon WorkMail

« BB E Amazon WorkMail

+ Amazon WorkMail #1 Microsoft 32 5 Pt i B 1R 1E

« 7 Amazon k3% A A 45X E WorkMail

+ ¥£ Microsoft Exchange 5% 7] F 14 5% &

+ BXA Microsoft 3X##1 Amazon WorkMail Fi F 2 B E 7 B4
- RERAERAEFEH4KH

- XERTEMERE

- BHEREERE

- FAEBMHERXILEHEHRRE

. WED

« Amazon WorkMail B¢ %8

B Amazon WorkMail

ERIBE Amazon BET WorkMail i Fi& & Amazon WorkDocs 2% Amazon WIREHFE
WorkSpaces , #80] LA WorkMail BB e RIA T S BBEKRER Amazon,

(® Note
BAMAERART , SRR LE R,

ES |
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- S 1. B8EF Amazon # WorkMail #l&
- £25 : BREEK Amazon WorkMail 814
- $BB 3 : FRiE Amazon WorkMail f F 55 [
- Hit ER

HER 1 . Z$%%F] Amazon 12 WorkMail &l&

BB AFE A Amazon £ WorkMail 24 |, FRe#iiE A& W EHEHIRFNER.
%2 Amazon # WorkMail #l&

1. TEUATZEITE Amazon WorkMail 2l & https://console.aws.amazon.com/workmail/o

2. MAMNEBFEEE AWS EBE, EXEARERRNYIF , B EEUtE] EE , AREE [EF)].
mMEEBEENFHERN , F2E P EE g2 Amazon Web Services —fix2%&,

g 2 &5 FREEH Amazon WorkMail #8315

1. A Amazon WorkMail £ A% , Bu LR EAB L8 AE. HMERES Amazon WorkMail
TR ERRBE. MEFAERA  F20 EXEE8 &k Fig#EE,

2. (A& ) B LLEEMSEA Amazon #HNEE RS WorkMail, MIRBBEZERM , FRETR
4,

(® Note

BRIEMAEEAULTHEN  ## .awsapps.com, BT | FBicE , BEZRERREEE
TR, BAEEEREPFERAGEEE. i, £H Amazon WorkMail #8#&H HEE D
E—ERAFERAE, WREZRERANSERAE , AP THEAMEFTMAMER,

3. MBLEANBBE | FASEEN T (TXT) MBATR (VX) BEFHEEEHEEEBRE
(DNS) BB , SAHESREZABIE. TXT 5268 AEHEAE DNS AR, MX SRR eriSse muit B4 (AR
B, BRASLHESREAGANTERER. NEHEET, FoN RTEE R REER
e

4. % Amazon B FEAERBMAREWN B £ A& WorkMail, MFEFMEA ,
.

5. (BEM) REBEHEM Microsoft Exchange 55 , FEA5 © P E# 2| Amazon WorkMail, 40175 5¢4H
& , F2E EBZE Amazon WorkMail,

ﬂl'ﬂ

28 wEER
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Amazon WorkMail EESER

SERERIE Amazon #8 WorkMail ¥5#& |, BRI LA A Web & WorkMail 2~ URL 55 Amazon,
K EEH Amazon WorkMail #84& FEATEF URL

1. TELATZEIT B Amazon WorkMail 2l & https://console.aws.amazon.com/workmail/o

MEXEFEE AWS B, EEEEM , FHBURAESHFRAAN BEULE] BE | REBRIE
FTEN [EiF], MEFMENR , F2H P EEF%EAmazon Web Services —fi§ 2%,
2. HEBIEBEHKT , 1BIZ [{ Organ izations] , REZIBIBHEBHN BT,

(FEAEE] EEPERN R |, XE (FAEZA] THET URL, ELMAuAEBERE : HTTPS:/##
.awsapps.com /8¢,

B2 3 : §%i& Amazon WorkMail FIF 36
KT HEEPIRZ LR E Amazon WorkMail & ZEUERR :

» £/ Microsoft Outlook AP IR EREAFIRMERAREFAEFIE, MEFMENR K BF2ES
Microsoft Outlook Connect EI#&# Amazon WorkMail tRF .

- B EERR (HlM Kindle , ZF , iPad 5 iPhone ) REAFEHE#R, WEFMER , F2RTH
KEAM.

- EEREEAEFEE , FBE AT EARARE4FEERABE (IMAP) B EMABN A FIRE
B, MEFMENR , FZEA IMAP A FimEEEIEE Amazon WorkMail 1R P,

Hfth IR

« E#Z| Amazon WorkMail
« Amazon WorkMail 1 Microsoft X 5 P i B & /E
« Amazon WorkMail B¢ %8

E#E Amazon WorkMail

& LB E| Amazon WorkMail & Microsoft X #:, Microsoft ##/A=E 365, G ERE AR (RAMEZE
FEREH#IHE), IHMGFEAERMNEERFZ NI UEEBSERHNFEEER , F28

Amazon WorkMail Zh&E.
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https://docs.aws.amazon.com/workmail/latest/userguide/mobile-start.html
https://docs.aws.amazon.com/workmail/latest/userguide/mobile-start.html
https://docs.aws.amazon.com/workmail/latest/userguide/using_IMAP_client.html
https://aws.amazon.com/workmail/features/

Amazon WorkMail EEBER
- SR 1. & Amazon H IS A A F WorkMail

- % 2% : %Z| Amazon WorkMail

- SBR 3 TAEHE| Amazon WorkMail

B 1 : 7 Amazon R RIS A F WorkMail

EEBBFEREZH , BAABE Amazon REFIEELFAE WorkMail AR EESRK. MEFHMAENA ,
SR IEERAE.

3

2 % B®E| Amazon WorkMail

B LR AIAWSER SES S EERK R Amazon WorkMail, WFEELHERNIEEES
Amazon WorkMail Zh&g.

%
T
W
&4

EEEBBER , FELEEN Amazon WorkMail A ENRTEREEES, THRFEREXRERE
FEMEBRPTEEAENER.
BUBBEES
1. BITUTEE—E:
- 1€ Amazon * WorkMail #24% , EYHEAENRIBEEES, NEHAER , BSH #
BERE,

. EEHFBAGS  AR—EFNOASEABEEER , RS Amazon REXAF
WorkMail, MBMAT , HSH MAEAE,

£ Amazon £ WorkMail 2 EEE# ™+ , i#E "4 Organ izationsy , REZBEFHBHNERE.
KR E [(HBEERE]. [BE] M [RE].

HERMABENEBEEERBME.

FRPEEESWRNERE,

BERT.

2

SR 3 THEBE Amazon WorkMail

1S E FE 4R FEBE Amazon # WorkMail , # 7] LABRE DNS o &k I 58 E £ EM1TEV A F ik

SER 1 . £ Amazon FRIZESREA A F WorkMail MR 1.0 83
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Amazon WorkMail EESER

SEA B 2] Amazon WorkMail

1. ERSEPTHE DNS i#2& 2 E# , 3 HE{3IEM™ Amazon WorkMail, INEREMAFTER DNS SCEEREE
HEF , F2EIEHEE.

® Note

DNS RSB EMEF TReRmER N, MREME MX BHREEEERBERERRESENFH
JHHE , 557 DNS e EHR , BABMTEBR IEUERNEHR.

2. BB EESRBRHEFHEEAER Amazon WEZEE WorkMail , 5528 Amazon A FiEm®
B9 1& Microsoft Outlook Connect EI&#) Amazon WorkMail & WorkMail B,

Amazon WorkMail 1 Microsoft X Z TR B iR /E

Amazon WorkMail 1 Microsoft Exchange BR#% 25 2 BH B IR VEMH o 5T S AS BB FEE % E] Amazon %
Amazon AR EBEREN FERF WorkMail , #% WorkMail ¥ F Y T E R EIHIK,

LEBEHTRENEEERREPEAERBNLAME. Mt—R  SHNEAERTLUEBEQHLATT
EEZR/MERREEARFES R,

DB R

FE R A B2 Microsoft Exchange R E @M Z 8l , BEITATEIE .
- ERELEZLE—BEFEREZERA Amazon WorkMail 3E 2% E Microsoft Exchange B9 7] F 45X EFFE
B, ERAFERE K BRER AEAERASTEARSH PP R,

« X7 Active Directory (AD) Connectoro 5 F A EBERE B 858 AD Connector Tl EF & 4 EF A
HBEANLATARE. MEFMER , FSE2E L AD Connector I Amazon WorkMail B335 15 Z5E
B#ES,

- EREER Amazon WorkMail #8#%. 23 HERERER AD Connector B Amazon WorkMail #B#.

o ABIRH L THBIE I8 =R Amazon WorkMail #84% , A% 7E Amazon WorkMail 24 RiETR
. O H, BABEMEANENEFBHSHIERE., MEFMEN , B2EEHARE,

- BERBBE Amazon WorkMail, EFEAEEARBSIBREGENBEBZERE Amazon
WorkMail, MIEFHMEF , FLEBAREFEAEXZEEZ Z Amazon WorkMail,
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® Note

REEH DNS 5E8&LLIE [ Amazon WorkMail, iE AJ#E{R Microsoft Exchange REEAE T
4N ERERSE , UREFMENMERREENEEM,

- H#ER7E Active Directory B9 E X B M (UPNs) fISEAENEERE SMTP i,

Amazon WorkMail [8 Microsoft X 3 FrfB#&IR#E ( EWS ) #8134 HTTPS 53k , LB HEBZRH/IT
BRIE R,

HRERM EWS WA A IRME , Amazon WorkMail [ Microsoft Exchange £ B9 X 248 4% AR 75
(EWS ) URL B HTTPS Bk , B ABEE/NBRES, Eit , THEREGEERR EWS
AEBNT AMREME,

- BEMBNG ABRRESRES A RERMEREFIR, HTTPS BRNBERERERRERER 443,

- RAEEK Microsoft Exchange IRIEFHE —EE RN BEREEN (CA) HEBMNEFER , Amazon
WorkMail BERX Zh#z 8 Microsoft Exchange £#J EWS URL & HTTPS 5k, MEFHMER , F2
BI#E Microsoft Exchange X8 LI R REEVHNBEER,

B ATE Microsoft RZFTH A EWS WEARERF . MEFMEN , 552 B Microsoft MVP Award
Program Blog fYE # B #% : Exchange 2013,

HiBREANBAER

IR A R E#T I8 = Amazon , BA WorkMail {72 E FE 4t it P F RS L., ARSI NE
Z Amazon WorkMail 818 , RAERZEEAE MBFEE Amazon LHEREF WorkMail, FEEIREME
XT , Amazon EZRUAEIR , & WorkMail EEABEBEMHER WorkMail 7 Amazon FEHELE
Ro FiB , BMAUEEEMHER TRECAMMIRIEESE. KB Microsoft Exchange HI & IRIA K
#R~1E Amazon KA Fi#EIE -+~ WorkMail,

- WEFHAES  F2RFEEES. BRARENEAERBARENEE,
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® Note

5 7 TE{REE Microsoft RILE RN , BT EE#T DNS L # LB [ Amazon WorkMail &2
$. Microsoft Exchange Bt EF BT AR , RAELEEMERE 2 DRERE
&,

AEBEM

WRE S RE I Amazon WorkMail #8#8 , ATLAEALE API BB A BEEMEX B ET WorkMail 48
o

MEIEEEHE — {8 Amazon WorkMail #E#8H AD EEESEZTEE B &% , I A& HHE Microsoft
| FEEEE AWS Support AEEVE BRI A Amazon WorkMail #8# Microsoft Exchange B i&{EH
Mt Bl

£ Microsoft X & FirFl Amazon EIZZRIERSE WorkMail

(® Note

MRAFEA Exchange A BT T AMRMEEN R , BIFNFEEX Exchange FE R
=1

EEEFERITEEZRE/NICRE , 357E Microsoft Exchange 1 Amazon EZE I RIERFE
WorkMailMicrosoft Exchange BR#&#E 5 & Microsoft Exchange £ A LAFERE ftt Exchange EFA & BE
FHE/NHRTEBEANTEMAERE, BRARTHEER , MTAEERKITT.

B4 , Amazon WorkMail FRISIRFE & Amazon EREMAFE |, ATLAE5R E 4 Amazon WorkMail
WorkMail AFH BEZRH/ICKRER. ELEERART, B4 EERSHE R &P EI Amazon
WorkMail A& , A% A Amazon BAXKEAE WorkMail , F&E#§ Amazon WorkMail B2 AD
Connector B4 Z|RH B &,

BEE MR RI R

EIENEBENEEMERE | B4 AFE A Exchange RMEEDOREEMAEMERE. BENER,
= ZRA Amazon £/ WorkMail & fE#E , 556 FAAWS Management Console. MIFEFHFMEN , 52
ERARENERENBARENEE,
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Amazon WorkMail EESER

% Amazon BUA £ & EHERE WorkMail , BELREELFEAENFENE FBH U HAE, &
L6 th %I Exchange RIAEE PO EITERE. Amazon FH1E/NEF WorkMail €RL EEEE &+
WEE,

BREBEMER WorkMail B |, #3E7E Amazon FEISMAER. B2 , BATEM Exchange ERER
A LA7E Amazon & WorkMail AR , W E TR EE —KAREEEE.

£ Amazon L& %E 1] & E WorkMail

£ Amazon LERETTAMERE , WorkMail AR EBAI RS, RETERBIIRE , URNEBITERZT
R/ICERE M. Amazon WorkMail ZEMBERE R IR RFENEBZER/ITHREANE !

. PP IRIE (EWS) — ELLAARES | Amazon WorkMail #§EH EWS @A EZE Exchange AR
RS E b WorkMail AN AMEF . ERKEEMNMERE , EFEE Exchange fAREFHY EWS
i B BEIE B . A B B R 7 EL

- BETTAMALER (CAP) — ELARED , BEEB A LIERE AWS Lambda BHE , LB EEE
HA4RENERAETAMER. REBENEFBHMARIITEE , 1§ CAP B Amazon #EEEAT
WorkMail {2t A 22 -

- eRE EWS MSEAET AN , BEFEHHEBRRE &, WorkMail
« feIEIMIMIF EWS RFEUEERETAM , HlA Google TIF[E (BHA G Suite).

FE

- BRENEWS AERMATAMREEE
- REBRTTAMRMESE

- BV BT AMMIER Lambda B

AREL EWS HERK A RS
EEEERALREN EWS AERNTAMRE  BRATHEF :

1. TELUTMEITF Amazon WorkMail #&1& https://console.aws.amazon.com/workmail/o

MELEFEE AWS EBE, EEEEY , FRBMURESFRAEIN [EERE]) FE , REREE
FTEN [[EiE], MEFME , 528 Amazon Web Services —fi§2Z iy |21 Edix 2,

2. HEBIEBEES , B2 [# Organ izations] , RBZEFHBHERE,

3. ERIBBERP  BE[MEBERE], AREE [HEM] R5IER.

1£ Amazon £ R TE A A 5 E WorkMail MRS 1.0 87


https://console.aws.amazon.com/workmail/
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4. EEFETAMER  RERBATIER

- BE —EWEWS,
« #83E — WorkMail & E £ LB RE T A EANESE.

« EWS #831t — Amazon WorkMail #&[a] EWS iwEE# Ik URL, EF2BEAEEMN (B8 EWS

URL) —ff,
- FHEEFEHBIE — WorkMail A& XK@ EWS inBiETREBNEREE FE 4,
« B2 — WorkMail #& A [ EWS in B ETRENZRE,
5 BERE.

1§ EWS 81t

% E# A Microsoft Outlook EX8 3 #2H EWS URL , K NIRRT :

1. ARTE Exchange REZEMEAE A EE Windows & A ZE Microsoft Outlooko

2. &E Ctrl #IFHBMAR (R—TEBEEAR) heERIMERK S LK Microsoft Outlook Bl 7R
3. EFRAHEFHEH AutoConfiguration,

4. A Microsoft Exchange fE &M E T E A it BT |, AREBIRIE Test CAIER).

5. WERRBEER Availability Service URL (I] A4 RIS URL) BI{ES

2 =4 A4S EWS URL LL#E#4T3#t PowerShell , 557 PowerShell 2 R FTEI{T A& S -

Get-WebServicesVirtualDirectory |Select name, *url* | fl

EEH Amazon BJ EWS ##1t WorkMail , B 5t , £ Amazon WorkMail im B A ELEE T~ 2| EWS i3, &
A EWS #8#it — https://"EWS domain"/EWS/Exchange.asmx ¥#§ "EWS #8135, BV EEMN

EWS #8i.
AXE BRT AT A MEREE
EBREATUAMRMRE (CAP) , BRRTIRER :

1. TELATZEITB Amazon WorkMail 2l & https://console.aws.amazon.com/workmail/o

MBELEFRE AWS EfEl, EEEEM , FRRMURNESHRAAN NERLE, BE
BEREN "EEL

REBFTTRAMRERE
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2. TERIBEBEKD | iB4E [#8 Organ izations] , RAZIRIBHEBHETE,
3. EEE@ERY , BE EEERE]  RERBE BB
4. BEFETAMER, ABBATIER :
« A J#EH [ LR Lambda].
- #83 — WorkMail #$ E AL ERRE N T A EANEE,
* ARN — SRR TR EFAR Lambda BBA ARN,

HEEE CAP Lambda B , F2REV B 7 AEAER Lambda B,

B BT AMMEER Lambda BHEL

BEI T AMRAE (CAP) REL JSON HERNERMNEEBABERE , ZHERN D EERH
BAfEE &R JSON BHBER, Lambda HEBHSMMBERLIREERNERE,

e

- BRANEETE

- RE FHUE

« WorkMail £/ CAP Lambda EE{#Y Amazon =4l

ARNEETE
FARITER

LT EAMRA Amazon B WorkMail E5%E CAP R HIFER :

"requester": {
"email": "userl@internal.example.com",
"userName": "userl",

"organization": "m-0123456789abcdef@123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"

},

"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"

ERH

#E— @ CAP Lambda B &
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iF

"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"

BEXRH=-EERAX : EXE, GRNGAE. XEEWUTERE, GENEESHSHELRTET
TERH

BEXRE

AR E B RAEEIE Amazon WorkMail 8 i RIGFARERENEH . CAP EEALERARSER
HENTH. HlW, LERTHRERFTAERMAE LRBEHRNERE  HETURERPERE
LEFHAER.

Bz R RE
Email BERENETEZEFH ML, =
Username mRENERERT, =
Organization AR E AR RIS =
UserID AREREBIE. =
Origin ERNERAUE, 5
Bearer REBLUHEBRER. &
=5

[(Ef] ERESBERTAMEAZEAENETBHBIFE (ERTRB).
HE

RERZLSEREARECEANEEEE., startDatefMendDate U RIFERRIEE , ARE
RFC 33 39 #1T# 1, EHFEMTEREE ., RUER A WRBHEER2AMAKStartDate , B
EEARBRSE.
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ElfETE

Amazon WorkMail #$& % 25 ¥ , LAIEB KB CAP Lambda ERERVERE, 25 ¥ , Amazon
WorkMail 2{RE&ZIhee S kB , W 1E EWS GetUserAvailability EIfER BIHEBNERELEHE, ET
SEHEE GetUserAvailability R1EK MK,

UTRABHERER AEHNEHEE

"mailboxes": [{
"mailbox": "user2e@external.example.com",
"events": [{
"startTime": "2021-05-03T23:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",
"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE"|"EXCEPTION",
"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR" |"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED" |"THU" |"FRI"|"SAT"

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0O,
"time": "03:00:00",
"month":

IIJANII I IIFEBII I IIMARII I IIAPRII I IIJUNII I IIJULII I IIAUGII I IISEPII I llochl I IINOVII I "DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
lldayofweekll: IISUNII I IIMONII I IITUEII I IIWEDII I IITHUII I IIFRIII I IISATII

#BE—1{8 CAP Lambda B ¥ kR 1.0 91
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}I

.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU"|["FRI"|"SAT"]

1]
}
3, {
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"
1]

}

CEEHESERFENE—FRERMER. KUNESTAMNESACHEARHA=BARREN : 7
., BHNITHERE, MRTAMREHEEINGERNTAMES , ILERTEWEREER : FHME
R AMEEHTIER. . . SHIERERE, THEHMERZHSEELERTET TRH,

=7

FRERREERNERERTHRINEHENE L EfFibut,
E
"B BORBEEFREDTNEHIIR. BESHHBEATIIZHESR !

kv iR HE

startTime Uit AEENEAENNEY =
AR EFRE , AR & RFC 33 39
HEITHERA,

endTime Dt R B ABNMNEY =
SRR | WAR#E RFC 33 39
HETHER,

busyType EHNICERER, TR =

Busy. Free =% Tentative

o

details SEBMEFMER,

7|
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AL 1N NE
details.subject EHNES, =
details.location SRR =
details.instanceType EHNFTEBER =

o AJLAR Single_In
stance . Recurring
_Instance = Exception

[¢]

details.isMeeting —BH@E, AREREHR R
AEHEE,
details.isReminder AHE , BEREHAREERE ]
Set j:ﬂaiﬁgo
details.isPrivate THEE, ARERBEHRAR 3
BEAFE
TERFRE

WorkHours BB EEHEHERE TERENMEEET. cacsmERNs : BREMNITFEHR,
B [E

HEFERRACEHEEENRE, ERFREETANSEL/FER , ETRESMAENIFRERRE
Ef, TANRAEZERRERRE K MAREHAEE, FARECHNKRERARPRERFESLT
Beo

i EEPUN NE

name RFENERE. =

bias £ GMT WTERRRBE ApiE =2
REN).

standardTime EERENRERERS. &
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Rz

daylightTime

DU

EERENE SRS,

BV BRFEZstandardTime M daylightTime , = [E 2 M
%, standardTimefdaylightTime ¥4 EIMM 2T -

R

offset

time

month

week

dayOfWeek

T EHA

DU
HERERREENREE (M
D EREN).

AR R B B TR0 B
B MERNERE | BE
Ahh:mm:ss,

BERBNESKEZENE
mBENA D,

RERBNETKREBNE
MBEENEEADAN—E,

BERENETKEENE
BREBENEEBEANBH.

NA

JAN,FEB, MAR, APR, JUN, JUL,
AUG, SEP, OCT, NOV, DEC

FIRST, SECOND, THIRD,
FOURTH, LAST

SUN, MON, TUE, WED, THU,
FRI, SAT

"THEHE, BEREE-RSEITEHEDE. SEHEEE -—HZ RN TEBNRBNERERD,

WL
startMinutes
endMinutes

days

EPU
RTRFHRITEBNESE,
THRBRFREDEER.
LEHAREE AR B,

L
JL

FE

NA

NA

SUN, MON, TUE, WED, THU,
FRI, SAT

#E— @ CAP Lambda B &
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§HER

SHERMA T AIEERERAL . TRIERAAFNNAIRKE EWS SBRABARE . e EMEH S
¥ FEEERROR_FREE_BUSY_GENERATION_FAILED,

(=}

MailboxNotFound

ErrorAvailabilityC
onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener
ationFailed

ErrorResponseSchem
aValidation

REE FHUE

EWS SRR

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

# AWS Command Line Interface (AWS CLI) #1T F %l Lambda i . LT EHERBKRITIEES

#r CAP By Lambda B8, BB/ 5F Amazon WorkMail AT A 14 R #&5 F

aws lambda add-permission \
--region LAMBDA_REGION \

--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \
--action "lambda:InvokeFunction" \

--principal availability.workmail.WM_REGION.amazonaws.com \

--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail :WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

RiETH , EETHUEMNETISH

R

A

B Lambda B4 &L,

#E— @ CAP Lambda B &
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. ##### — BB CAP Lambda FREMEN BB, HlI0 us-east-1,
o ####-CAP Lambda BN EZ T8,

(® Note
IEA[LAR CAP Lambda BREIM BB, BIE B D HTE ARN,

« WM_REGION — Amazon WorkMail #8#&0 A Lambda BB [E1E & .

(® Note
RAETIEEATE CAP BE &
- XBIRE (HEFEmEILE)
- SEIEER (BRER)
- BN (BER)

« WRFE ID — ####449118,
- #8# ID — ## CAP L ambda FVAEMFEBINS. Hlan , AABEBIE : 2 =IFEBIES

(® Note

REEEEB #444#LAMBDA ### WM_REGION T ESHBFTE. MR REMXEEEHIEY |
e EERN,

WorkMail £ CAP Lambda EZ# Amazon R4l

#EE WorkMail £ CAP Lambda BS& &3 EWS i 289 Amazon &4l , 5528 Amazon WorkMail
GitHub fEZEEMRSEERAEN L ILAWSE HIERTER .

£ Microsoft Exchange 5% & Al FI £ 5% &

EERRBAFERENMETEERZRA/NICHERENARREFERZE Amazon WorkMail , FE7E Microsoft
Exchange &% E 7] A uEZE /A,

AT % PowerShell s S B HEZER :

1£ Microsoft Exchange 5% 7] FA £ R& E M7 1.0 96
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$credentials = Get-Credential

ERTAT , WA Amazon WorkMail fRIEIRF BRI, F£FAEBBRER A A domain\username
(Elorgname .awsapps.com\workmail_sexrvice_account_username. 1£i2#& , orgnameft&
Amazon WorkMail B2, MEFMER , 2B £ Microsoft 3 5 FT#l Amazon £ R ¥R 5
WorkMailo

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

WMEFHEA

B A Microsoft 33#2 %] Amazon WorkMail A B 2 B # & F 44

BB Microsoft Exchange BR# 85 %1 Amazon Z M E FE 43 B WorkMail , B FE AT EEB B E
Amazon BREHRENE FEH it WorkMail, E 7 BB 438 H 7] FIEAS Microsoft Exchange falfRES
REREBRNEETHBHNETEGZBHEEBEAHE (SMTP) AR

EREFEMARACA , BBETLTTHT I EREM

22 #1318 Microsoft X#. AvailabilityAddressSpace

:lJI

- BENESBAEEEER ., MEFMAER  F2E RAEEM,
. FE{RIZTE Amazon WorkMail 24 & S E A48,

- B FHMIM Microsoft Exchange RIS AT LB A E T EH B BB, Bt EEREEAERES,
MEEXEEI[VMEBEER , 5526 Microsoft SREANXHHHE Exchange Server P& K EESR
DAHS BB 80k = A R AR o

AEHERAEFBAFIRE

BREAR/AEERAEZATISR  ARBHEMNEEEAZAR.

1. BAEZEERE Amazon WA FIRE WorkMail, MEFMER  FLHERARENERE,
2. £ Amazon £ WorkMail £ & H , BARZE DB WEE 7 B4 1tk B2 B 09 55 F & M B Bt

o <#A##A# @### .awsapps.com> (IERBERMK , I B AL ARBIEREER Microsoft 3
. )
o <#p#f## @ ### .com> ( ERBEHRME , B RIEEM Microsoft Rifitthit, )

WEFHES , F2REEEAES TE bt

XA Microsoft 32#2F1 Amazon WorkMail Fi B 2 B# E F#4 MRS 1.0 97
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3. B LB E R Microsoft Exchange IS BB E| Amazon FIEFE WorkMail, #0FE A
& , B2 EMBEE Amazon WorkMail,

4. BBFRAER 2% , 557 Microsoft Exchange EERZERAENER. A%, BXEAAE
SMTP tth#it#E 6] Amazon WorkMail FVEMEER & (REEBHIENERE). EEEEY , BE
Exchange BTSN EPEA TGS :

/A Important
THZREFRERNAR, TEFRMAEFEBMAIRE WorkMail 28 , FRAENERSD
B# T Amazon. BTH®S WorkMail B , B LB ¢F A 5 iR BAEIE Amazon, WERF
MER , F2HE BAEREEE,

$0ld_mailbox = Get-Mailbox exchangeuser

Disable-Mailbox $o0ld_mailbox

$new_mailuser = Enable-MailUser $old_mailbox.Identity -
ExternalEmailAddress workmailuser@orgname.awsapps.com -PrimarySmtpAddress
$0ld_mailbox.PrimarySmtpAddress

Set-MailUser $new_mailuser -EmailAddresses $old_mailbox.EmailAddresses -
HiddenFromAddresslListsEnabled $o0ld_mailbox.HiddenFromAddressListsEnabled

ELEMNGSS , Brr2RKRIER Amazon WorkMail {8 E 8. MEFMESR , F2EEAE
FEFEA Microsoft £ R EH £/ #F TechNet,

5. BERREFEHRERASE (ELEANEH Fworkmailuser@yourdomain. com), 1% B EHERK
BEFEHRKRAH , FHEEZENEAE Amazon WorkMail {5583 K E 734,

(® Note
Microsoft Exchange ##FR/AXEFBHNTEMRSE , RECTENERECENEBEMHE
BRE, A7HARE Microsoft RIRFIREM | DNS iR& T EEFHLUIER Amazon , WorkMail
BE &,
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Bk |, BfF Amazon B B 488 RG]
A% H B B R B WorkMail 4,

FERR Amazon WorkMail 373Kk BRI RFERER |
SEXEFBHIAS. NREFBHFESEEEN
REHERIKR, MMEHMEFHARASBEEE
ERHE,

FHERABTHAENHMEFH4RERAS
WA, EEAMSEEFEARERAFEH
SRI , FERAERRNFHEERREER
BfE., MBFFMEF , F2H8H FHEERAEA
BN

K EE B by I B4 R 3k BN{E Amazon 3R B 4188 RARAS B F B4
B ANREYG K EFB4t—FSEXIERSE
B U WorkMail 4 E.,

EEETEHGRE WA 1.0 114


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

Amazon WorkMail EEEEE

EF DU

/A Important

AT ERAERNARBAERNRR , &
EER Mk T BEE B E A E 1R S AL B

AR
#1T AWS Lambda BEFHHEHFAESEES Lambda B , LIEEE

EEERENBRAE IR RETRE,

@ Note

WAE B4 %XEEZE Amazon SES , REEIXEZE Amazon WorkMail, #01:R Amazon SES
HEEANSEFHEHAL , AIFSERARAEE, Hln , Amazon SES S ERIZI S AHEER
HABEN IPEHERIMEEEFHHAS ., LEFEEREE (W0 Default (F85%). Deliver
to junk folder (fE83% 217 3K B4 & Bl 3) =K Never deliver to junk folder (K& A EX BB R BHE
AR)) HrEEEMR.

BHETFEHRRAEE

B AEREHEFEARERD | BB SMTP MEsIEEFHBAALS  ABHFHEEXEFEHH
RIEENWRSHE. NF SMTP FENFMEF , F2EEUHE SMTP FE.

BT EAREEFEHRERA  SEFBU4AEEEZE FEHEEZEEMNAWS Lambdaiy
2, WFEER Lambda FFHHEER , 5828 AWS Lambda BE A EEF,

TIRBEEREHEFBHNRELSR. EUABERANEESHELEARHFAEXR TIE—B
=

BF #ir

s EFBAASSEBERRERE.

RRETEMN ETHHARSEIRR, ZBHIRE , BF
HETEWEEA,
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BF BN
HiXEEEE TegiEFHBUHALR K FHEGRIRRE
EHNHEFHUHAESNAEBHTHE,
BB ZE SMTP @& EFHHAERBEIBREN SMTP FEEIE,
#4T Lambda EEEXETEHHAR I EEIE , SE I
HAEEES Lambda ERELLETERE,
FHEERGFAER

ETHHRAERATERIBSEE B4 , AIREAIBRENBIN—ERAPNAEETFE it
i, ABERER , LUREEEARAUNEFE(ritbitt,

FHEREBAAMENEXNRA TIE—HX
- EFEMFuuEE ST EABIART ; Sl

mailbox@example.com

- PEEBUSKPEETHREEFE4ibut | Fla

example.com

- BEfFE RS S YRS R EFE TR THAMEE FEHibit, BRAF TR SERAREN
¥, il

* _example.com

- ERFSEMBETEEFE4Fibit.

(® Note
+ R ETHERRFERXRER.

EEETEHGRE WA 1.0 116



Amazon WorkMail EESER

ZERX AR —ERAEE, MFFAES  F2R EASTEARASE R BHETEHFRAD
EO

MEMASFHBHALEFHSenderHFromERBHFESEAEN , IEERAMAEFHARERA, W

R7EFE |, Sender Ut EFE—EARFE. MRLZEMEFFH Sender ZHES Sender BEFAFEEAR
Al , From ittt BRFE. MREFEAAEEZAFETRAKAUNKGEE , AISERAUTSEAZRS
B &

WMRKHENGEHEFEBEFHSenderFromFREFASEAER , IEEARMEEFHBERERL,
NMREFHBHASFTZETETRARINKAHE  AISERILEEAEFSHREE.

HZERUER , BREAZPENRBEFE, SN, BEEFEBHEHNRRELREEEINR
A, BZERMNAEEEZHEE , KERRFKBEHEE. F10, Drop (BR) BENERIEFSR
Bounce (BfE) B)fF. ENMFMVEEIEFERE EAETEHFRAUSE M EHEFHASRAEE FIFIBIERF
MRE.

(@ Note

MRS E B RV ERBNTFHEEARNKF IR, BANEBRIEFFFTREESHS
BWAETBA4ASEEZEE.

BUEERERL

EFBRERNERANBFEREAECNATEFBHN. SLBFSEBHFESEENEARE
M. FNEFEHRER NS ILAEN

BYETFEHMFRESRR

1. TELATZEITE Amazon WorkMail 2l & https://console.aws.amazon.com/workmail/o

MEXEFEE AWS EBif, EXEAREEIRNY S | B [ZEME] BE , ARIRE [EiF).
WEFMEE |, 552 Amazon Web Services —fi#2Z &y [EiEEEiH 2,

2. TEEEBEBEIRD , BZE "# Organizations) , REZBEFHABNERE,
3. TEEEBEKD , iB4Z Organization settings (&R E)-

AR E]) EEMEENEE YRR —EARSIER, SUAEHEREVMARBHAL, TSR
BRI EWMEEE,
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BEEVRARA

-_—

CREABRAREFR  RRREFE,
£ TRAEE) ST, BAE-NEE,

"B T RRUBEXLZENEME. FETNESEHEE RS HE  FERRRTRESE
o

w N

® Note

MR BIRFEIT Lambda BiiE , AIS B REMIEGIE - MEFRELEHIENFFEE
A, F2E T —EHAWS Lambdas Amazon B & WorkMailo

N

 E [FHERGE] KT WAZERRUNFHERESUbIL.
CE[BERSAESRI] T, MABNEENEF BN ESES.
BER

o o

BEREVE LSRR

-_—

 BERHARNREIER  RARBERI.

2. 7 THREAIZTE, ARt mAK—HNEE,
3.7 "EEL T, ARBUVBENENEE, BERNWSEEBEATERR , BLARBTHRESE
o
® Note
WMRBRZFHIT Lambda EiiE , AlEBTREMIEFIE, NEFHELRFIENFHRE
A, FZ2E T —8IAWS LambdaZ Amazon Eti& WorkMail,
4. £ [FHEBEE U] T , MAERFHERENE FEBF UtV EMES
5 7 [BEWitbiEEStut]) T , @MAEAERE N iBEMNE FEFutvES
6. BIEFEE,

BRBIAEFRINETBHRERA. WEFHAES , F20 AEETEHERERR,
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mEEERESRA

BELTESFETHHARN —RNSERAUBER , BULEEBE FHARERR, FHPHNIRE
RARAREMATEFBAHFAE.

mEETEHRERA

1. FELATZEITE Amazon WorkMail %l & https://console.aws.amazon.com/workmail/o

MEXEFEETE AWS Bif, £FXEAREERNYF | B ZREMHE] BE , ARIRE [EiF).
WEFMEER |, 552 Amazon Web Services —fix2E iy =158 im 2,

2. HEEBEKD  BIZE T Organizations) , AR BIFHBHERE,
3. HEEEBEKT , iBIZE Organization settings (&R E)o

(B E] AEMEEIHER |, WER—EARIER.
4. EFWARAUREHRAURSIRR,
5. BELESENRAZENER  ARRE "REL
6. REEZLERAUTN-—RZEBHE , AREE "#7F. -

AWS LambdaZ Amazon Bt @ WorkMail

EwWmANMBHEFBERERADER "#1T Lambday B , BTERANEFBHEAEEES
AWS LambdaBR LA (TR IE,

FRTH4AREDETIBIE | LMETRE Amazon B #1T Lambda E{E WorkMail,
B4 # 1T Lambda #HAE

FERERUNEFBAHAEGEEE Lambda WEETRE , ARBEEHEIE. E£RALERE
TEREFBHRET., SHAUHHTRENEARFZHBARBHEFBHRE. flg , BEE
Lambda BBHVR A AT AHEHBE FHBAHASNEE, BRIEGIHERERH,

FER L H Lambda A&

FERERUNEFBAHALEGEEE Lambda WY , AEEBEIIRNEETRE, HEETS
FEETHMHEE , MATARBEEANELE FEBHARNERESFER.
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ERGRERDHFRLMERE , FEE Lambda HENBHYHBIEWATBEEFBHSHNF
RER, SHOUUERAPRENTHALS ID, AFREFBHASNTRERAR, NFEFMENR , F2
BY £/ AWS Lambda AR AR, MEEFHBHEHNFMEEF , 526 Lambda EHEF

MEEANBHEFEHRERANGEMEN K B2EEESES FEHERE. NMEFR Lambda BIEEH
BEA , 528 AWS Lambda BIE A S35,

(@ Note

BEl , Lambda & FBHRERNESEZME AWS EFHFMAWS REFTEREZ Amazon
WorkMail #8#&%# #Y Lambda BR &,

BB EAWS Lambda Amazon WorkMail

= ERMAWS Lambda®s £ Amazon WorkMail , B ZEE# WorkMail Hello World Lambda B E#
BB IR F EBBAWS Serverless Application RepositoryZIEHIRE, ZIIREEBMEXLENER , X
EAERENER. BEEZ RS, 528 (5458 ) Wamazon-workmail-lambda-templates7#{# &
GitHub,

MRERFZIBCSH Lambda BHE , B4 AFEH AWS Command Line Interface (AWS CLI) 3RE&E
T, ETSEHmEH , BT FINEE :

« MY_FUNCTION_NAMELA Lambda EMEIHY & BEUL,

- BHMREGIONAZH Amazon WorkMail AWS [EiF, B A# Amazon WorkMail [E1583E us-
east-1 (REIRZ (#FHEmILE)). us-west-2 (XBEIEEP (BREM)) M eu-west-1 (BUM (B
))o

- BiREAWS_ACCOUNT_IDH 12 1u 8 AWS #&F 1D,

« HH#WORKMAIL_ORGANIZATION_IDAEH Amazon WorkMail #84% 1D, & A AR <5 LK
FZAERBA 48 Organ izations, EHiH.,

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID
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WMEMFA AWS CLI WEEEER , 552 AWS Command Line Interface H & 8™,

RERLZHIT Lambda R Al

o

BRREBLSHIT Lambda R , FEA "H1T Lamb day BERYEFEHHRERL , AREN
"EEZ#IT. BIAR. MFENARLBARERNNFHAENR  F2EELEERESRA,

EEXTRRSRANEN , 5518 Lambda Amazon EREZ (ARN) 5% E T 5IiRE,
Fallback action (& F Ei4E)

R Lambda BEE EIETT , Amazon WorkMail BRAMIRE. MRRFBEFFERGEERE | Al
B{EtLBE AN Lambda EIFERE BN EMKH4E, REBETER S — B Lambda BifE,

Rule timeout (R BIREF) (A0 EEHEN)

IR Amazon WorkMail &£ A Lambda ¥ , IERXHENEHE., RS ELBEEREE
F Fallback action (fi& B E11E).

(® Note
E&#1T Lambda R AIE X & * B F&kH.

Lambda E4& ¥
Lambda REBESHEATHEHER B, ERNERF R Lambda HEFIEANERRTEZSME
AR

"summaryVersion": "2018-10-10",
"envelope": {

"mailFrom" : {
"address" : "from@example.com"
I
"recipients" : [
{ "address" : "recipientl@example.com" },
{ "address" : "recipient2@example.com" }
]
},
"sender" : {
"address" : ‘"sender@example.com"
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},
"subject" : "Hello From Amazon WorkMail!",
"messageld": "00000000-0000-0000-0000-000000000000",

"invocationId": "00000000000000000000000000000000",
"flowDirection": "INBOUND",
"truncated": false

=4 JSON HETIEH,
summaryVersion

M RAEEELambdaEventData,. ERSELETETHERTHBENETRE
¥rLambdaEventData.

envelope

ETEMHARNEH  HPaE82TH  #L.

mailFrom

From (F4A) it BEREXETBHASNERES T b, EERAEUS —LERE
MESHRRE —UEAEFEETEFHHAS , Bl mailFrom (FH&Eiu) MUSEORELRE
REBrEFBEHNEFBF Y  MIBRFHENE FEFibit,

recipients

Wi ANEFEH 1 EE, Amazon WorkMail REEZWHEA , YEHBHWIL,

(@ Note

HRAWMASEFEARERD , WEEIFREBEHEPEIR L Z Amazon WorkMail #8#8%
FRrERE RN NMAE. Lambda BREEEHREFHENESE SMTP RHMEHIUA |
mHFERNEIEHREZ SMTP XKW KHE, FRAADBREHNREATETEERN,

FHE

RKRE—UEAEEEIETFHBHASNERENEFEF i, REERREMEAZESEZEFH
HASE , T ERELRA,

subject

EFBHEET. BB 256 @7 TiRHI KRS8 EE

EEEFHEHLRE WA 1.0 122



Amazon WorkMail EESER

messageld
£ Amazon WorkMail AR RIERZEME , ARENEFBUHALTERABTHE— ID,
nu A &8 Bl B

Mt — Lambda MW AW BIE, & Lambda B Z XFEIERER , It ID SHREFET
£ ambdaEventData, FAMERIEE X IR EE,

flowDirection

EHEFEHAEFRENAG , Bl INBOUND () 5 OUTBOUND (EH),.

truncated
BAREEGARDN, MARESTRE, BWEA true , IEHX/NZHEIB 128 KB BWEREHI , Eitt
SEENWSAFTEUFSRES,

B #1T Lambda B fELE4E

EEEBRPHIT Lambda BIEM E FE4RER Bl B2 A St H E FEE A SMEEER , Amazon &
WorkMail FEIUEZERY Lambda BB EFEIE AR BHEFEHAFASRKINEE, Lambda REER
BREAEENEBHEAERCE  ZEBRHASY B ERASENESE. BERE, BRSEMKRLESE.

THEEHIRRE L #IT Lambda EfE, EESRIR Lambda EEAIEANERRIFZSMEMTE,

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
1,
"recipients": [list of strings],
"allRecipients": boolean
}
]
}
G fE JSON 2 & T 5EH,
Bk
EAH WS AFREHEE,
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type
BEERE, FRELSHIT Lambda BEFEERBFEERE,
BEARAEBEERETE BOUNCE (JRfF). DROP (¥2%), DEFAULT (&

i%). BYPASS_SPAM_CHECK #1 MOVE_TO_JUNK, MEFMENR , B2l EAEFEH4RAE
#.

B AR Bl EhE R 82 BOUNCE (IBfS). DROP (¥ %) fl DEFAULT (F85%). MEFMER ,
B BEHE T EHRABE.

parameters

3

8

HiBES 8, & BOUN CE BMEEE A JSON ) , EEEREASNEFH. IRE
ARAREMIREETFEBHAS.

recipients

I%\

FEEHHEBEBENE FE 4 FE, BIERBKGANEERRIEREA , BOT KRG ARE
ZOfEH, MREEEEMR allRecipients B true , BB BIIEHIE,

® Note

st A E FE AW Lambda BI{ER |, R RAEFTIE R BMABNFT NG E, FBGEAEN
BCC (Z#4EIAR) WA FIEEEER,
allRecipients
BB true ¥ , 2BHEERZELT Lambda B EF H i EBENRNWFIE WG E
B #1T Lambda E)ER &I
& Amazon BE L #1T Lambda E4E WorkMail I Lambda BE R , =R T 54 :

 Lambda BB AT 15 WALE , RS KBHUA,

(® Note
ZrERBEEEN "RAL BREBREFFU,
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« REFHK 256 KB #J Lambda B &[G FE,

- DEFRZTAFH 10 EME—BE, 10 B LHEBESZ REREM Fallback action (i EE) Frid
o

« Bt Lambda BREIH % o5 500 EKRHEFEH.

* Rule timeout (AR EF) WERARES 240 PiE, MRFBEMZR/IMES 0, Al Amazon WorkMail E
RABEESEZITEER.

B #4T Lambda B KB

IR Amazon R AR, |BYEIESR Lambda &M &AW A Lambda BE , Amazon & WorkMail
s WorkMail EFMFI , #MBREEERE  BEFRAURSHETH AL, #F , Fallback
action (R EE) EEAEEFBUHASHNMBEREA. WFEFHAENR , #2808 KEBTHIT
Lambda & 81,

g 5IE L #1T Lambda E1fE

THEHIREE RELS#IT Lambda B

Example : REFHHARPBREENWRL4A
THEHRERE FBAAR P BRKAENB ST Lambda B ENKEE,

{
"actions": [
{
"action": {
"type": "DEFAULT"
b
"allRecipients": true
b
{
"action": {
"type": "DROP"
b
"recipients": [
"drop-recipient@example.com"
]
}
]
}
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Example : BFIEFHHASHNIERE

THEHIREER B EFHBHASEDNE ST Lambda Bl FER

{
"actions" : [
{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
I
"allRecipients": true
}
]
}

Example : #WHFAFIBEEFHH4HHALR

TR EHFEEE L HHASNELHIT Lambda EIENER, ETEEME T EMHHA
B8 To (W A) = CC (&IA) Bz

{
"actions": [
{
"action": {
"type": "DEFAULT"
3,
"recipients": [
"new-recipient@example.com"
]
3,
{
"action": {
"type": "DEFAULT"
3,
"allRecipients": true
}
]
}
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WEE Y Lambda BHEUA#IT Lambda B)MEREFAMNE ZIENEEH |
Lambda &i75,

E2:E Amazon WorkMail

B RITE Amazon L#EM Lambda B ¥ 2 WorkMail

BB L FESEE Lambda REICEFHHARNZTEARR., WEFMEER ,
Lambda HEVGGAE AR

T
¢

2B £/ AWS

£/ AWS Lambda HEFAERE

REEE Amazon EFHHRENAWS LambdaEK 8 WorkMail , & A LLFELEA Lambda EREE
VEFEHAENTERAR, NERKBMERBERARMR Amazon B Lambda BIEEME A WorkMail |, 582
BJAWS LambdaZ Amazon B & WorkMailo

EEFHEFBHNTERSR , FEA Amazon WorkMail FAERE API H
fGetRawMessageContentB)fE, MM EIEZE Lambda HEBHNEFHHHAL ID EEEZERE
APl, Z&  API SLEFBHAENTE MIME ABKEE, MEFMET , 5520 Amazon
WorkMail APl 2Z & B+ 8 Amazon §l WorkMail iRFE.

T g5 EERE Python B{TREERIRIER Lambda MBI ZNAE RS,

® Tip
R IR S R F 228 Amazon WorkMail Hello World Lambda B , RESELNIRE DR
BEEFMAMLEERMFAIMN Lambda EE, AWS Serverless Application RepositoryfA#& , &
A DURIRIE Y A 56 S5 B B R i E lambda BEL

import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())
print(parsed_msg)
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BB WERPEGRBNSGENESFHMTRG , 528 ( amazon-workmail-lambda-templates##
B ) GitHub,

(@ Note

B ABEMEA Amazon WorkMail FAEHRTE APl FEER AW E FEHAS ., BREERIERE
H&fﬁﬂ’] 24 NEBERFRERE, BEEURERARGARNFEEAEGEHEPHNAL |, A Amazon
S ENEAMEEZ — WorkMail , fl#n IMAP 2R3 #4858 IR#E (EWS).

£ AWS Lambda EFFAEAR

BRERLAWS LambdaliBELABE B E FEH4RER , B LAEA Amazon M WorkMail essage s
APl FPutRawMessageContentBIEREFH B P EFHBHAENAR. WERKEMA Amazon
Lambda BN R E A WorkMail , 582 B ER P 1T Lambda # 8|, 0%F API (EA API) ByEE4
B, 5528 " PutRawMessageContent, o

® Note

# PutRawMessageContent APl EE boto3 1.17.8 , HEE A LA Lambda B & & 70— 1&
EJE' ETHIEEK boto3 M7 , FFZE LM boto EE. GitHubIEFRAFEEBHNFHME
7, F2RREEAEENEE.

ER—{ERBIE : "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081 :1ayer:WorkMaillLambdalLayer:2", TELL&EHIAF |
BB ES{AWS: :Region}ty AWS BEEL , #l40 us-east-1,

® Tip
MR IEFAE Amazon WorkMail Hello World Lambda B £ # AWS Serverless Application
Repository ZpEEEWIRE , RRSELNIRFPEZEAXEERNFF UM Lambda B E,
A&, BULRBENERARS , A BERNEE lambda BE,

EfRE, iR T 5

- £/ GetRawMessageContentAP| FIEVRBAE NS, MEFZEH , F2E F£H AWS Lambda
FHERAEARNS.
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- SRR EHR , FE8E MIME RB. TTHAE , BFAE LEZIERSFH Amazon Simple Storage
Service (Amazon S3) RFETE. AR S3 FEFATREAEMEN Amazon WorkMail IRAWS 1R F1EH
B, WA EAEEN AP FFILFER/ AWS EiF,

« WorkMail &ZE& Amazon REFER , BH S FREIFBLEEFIERMEBCR , F8EFE S3 ¥,
MEFHMHER , 5528 Example S3 policyo

- £/ PutRawMessageContentAPI #5551 2 R B &% [E Amazon WorkMail,

(® Note

PutRawMessageContentAP| AIFE{R EFME 4 MIME ABRFE RFC R% |
EdRawMessageContent& BHHER PR B W ZE R —#k. A Amazon WorkMail A1 E FE 4
W FBRFAIELER  EIt PutRawMessageContent AP| TJRERIEBIELERE, EEERE
MTE , BALERRENERES , MEREBNAEETABENEZEFER.

Example S3 BUR &4l

"Version": "2008-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {"Service": "workmail.REGION.amazonaws.com"
1,
"Action": [

"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS_ACCOUNT_ID"
.
"Bool": {
"aws:SecureTransport": "true"
},
"ArnLike": {
"aws:SourceArn":
"arn:aws:workmailmessageflow:REGION:AWS_ACCOUNT_ID:message/WORKMAIL_ORGANIZATION_ID/*"

}
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THEHIRR Lambda BB A EA Python BT REFHSWM T EFEBHASNEE,

import boto3
import os

import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3
key = str(uuid.uuid4());
s3.put_object(Body=parsed_msg.as_bytes(), Bucket="Your-S3-Bucket", Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "Your-S3-Bucket",
'key': key
}
content = {
's3Reference': s3_reference

}

workmail.put_raw_message_content(messageId=msg_id, content=content)

BB GitHubZ B8P EERBN A ENE S R , F2E (R ) B amazon-workmail-lambda-
templates 7 E.
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Amazon WorkMail EESER

EIE¥ Amazon WorkMail A2 % API B977EL

£ AWS Identity and Access Management (IAM) BUR 2R E B ¥ Amazon WorkMail 255 APl By

38

Amazon WorkMail sAERTE AP| fEHE—&ERER (BT NWEFEHAR) BREFER., SEERPH
T FEHERA — L H BRI M — Amazon Resource Name (ARN),

LAT €58 R B S8 - B 7 B LS BEEY ARN FB5%o

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

LREHHW AT RERMUL IS TIIEE -

. [Eif — BARE Amazon WorkMail 428K AWS [EF,

« BRFE — & Amazon WorkMail #8#&# AWS 1RF 1D,

. ##8 — 126 Amazon WorkMail #2#8: 1D,

- MIEREB — BHABRREEincomingiGEHAER #E#EBoutgoing M.
« AR ID — AWM AEIEE Lambda B EKIME— Ea%ﬁllﬁsﬂ,% IDo

LT &6 s R En+EAEFHAASHEB ARN &5 ID,

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1f23-456g-hjk71mnop8q9

O LATE IAM E A ZE BRI ResourceF D EAEL ARN MAER , LMEEEEHH Amazon
WorkMail A2 K ZHL,

Amazon WorkMail FAEREFEEEE B K4

LT 86 BRE T IAM B2 PS8 Amazon WorkMail 484489 A B A F 8 50 B 0 s B B EUE EY
BAWS IRFE,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
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1,
"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"

MRIENPESEEBAWS 1R | SR RHYH —ERZEEBHEFEN. NRFEL Lambda BHER
FERRSERR , RILLIhEErERM,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"

1,

"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/*",
"Effect": "Allow"

B A LUREFRIBAER incoming (BA) ABHE R MREM outgoing (BH) , REFASHNFE
¥, EEMTUMAEX , FE ARN FEARER incoming = outgoing.

TSR ER FTHEA BB <A S FIHE.

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/incoming/*",
"Effect": "Allow"
}
]
}
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THEFHERRET IAM BER BB EHNEZEHER , SGERAMEFHEHEE Amazon WorkMail #8#8;
A PR B A M H A S AWS 1IRE,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:region:account:message/*",

"Effect": "Allow"

}
]
}
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EEEMIBRAVAR R,
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ZEMIBR,

2
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SETLAS Amazon WorkMail B EEEREBR. RERISEGRENHEER , BBMERERE
EHEPNETEMF, EUUREEEAREFNNEHERR, i, EHRAURERTERTRANE
BRBEFRNRERA. EHAREBREEAZEBTIAEEAECSHEPEINERRKR, FREEE
BERRERAL
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1. FELLTFZE ST B Amazon WorkMail %] & https://console.aws.amazon.com/workmail/o
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&+¥ Folder actions (BRI REE) , EMETEEBRPNWEEESHER KZEEM Delete (MER) =
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FEERY TXT Ml MX 528%

1. BB Amazon SES & |, #ukA hitps://console.aws.amazon.com/ses/o

2. HEWREST , BE [EE], AREE RIFEI]

B TR RS HBEAI IR,
3. E[ME] AP MALEHEEIERPEYNEEERE,
4. (BEMH) mREBEFEA DomainKeys & BV E 4 (DKIM) , F52E [E4£ DKIM 5% 7E] BB #o
5. i##ZE Verify This Domain (B2 LL#813),

FHEAEHER TXT M MX GR#REFE,
6. EEMUR TXT BFETHH ' THEHSES CSV. B,

ERRKER "BFEAL HEE, BETHMLE , AREE (RFL
7. FRTEMN CSVERIERHAMAEAR,

BY TXT M MX fe&k#& , BRI EM#HEE DNS R E, UTHRER 53 kR, MREER
TEH DNS R E , EFHEMIHIEEEE , FF2RHEENRA.
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1. & A AWS Management Console It BRI hitps://console.aws.amazon.com/route53/ B Route
53 XA,

2. EEEE®RTP , BE Hosted Zones (FEEEH), AR , BEELERTFNREEENETEZH,
3. REWAEHY DNS iLsxFESD , BEEARHER.
4. & "EEER. T, SERNTHBINFIRY, BERFESERENFAIRTH,
5. MTRBEFERZR 6 REBEE "EA, .,
® Note

REZFE 72 MEFRTRBFIBRE.

/5 DNS RISERTE TXT 24 MX 528%

A RBRR CHERMEN TXT idék , © EfRMEEEM DNS iR, LWREFFERA nslookup TE |
B A Windows H Linux. £ Linux £ , A LA dig.

HEEMLnslookupT & | BHALKEHENBIRAURIEHN DNS ARER. AR, LALERE
LA ARER AR TXT fidk. B AEHMITEA DNS AR , HAELARF[ITESEMEBHNRZ up-to-
date &, ELEAEESIH M DNS ARFTREFE - LKRE.

RN TXT B2 E CHIEE &M DNS R
1. SRENBEEBRAMKES :

a. FRGHRTIFET (RE) RE&HE (Linux).
b. T THWSUIEAESRBIRMHRENMEEBREAKSE. UEHNBEHEER example. coms

nslookup -type=NS example.com

BEET—EALSXBhEHE —EZBRRKRS.
2. MEFRCIEREHIE Amazon WorkMail TXT i28%.

a. BITTH®S, i example. comn MR BENRE , WFERTER 1 PR #aa###

nsl.name-###.

nslookup -type=TXT _amazonses.example.com nsl.name-server.net
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b. MBI PRRN "text ="F&nslookup, HFRULFERFE Amazon WorkMail £2& "E
RENFMHE, BEDLBEN TXT E,

ETYEH F |, BREEFE LM _Amazonses.example.com B TXT 2%k, fmxqxT/
icOYx4aA/bEUrDPMeax9/s3frblS+niixmqk=1REEMEHICHE K D2 E T IE
i

_amazonses.example.com text = "fmxqxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk="

ERZHERBRB LN TXT LR B EHEE DNS IR

1. FRUE ImEE T/EREER.

2. BITTHGSUUS HEMIEN TXT Bk, LUEHNBIEEMR example. coms
dig +short example.com txt

3. MRGTHETXTHRMEMNFREMLIE Amazon WorkMail EIEEH "CRENSFHE, BEHR
ERAB 15 & BIRY TXT EME S,

£ A nslookup HERF BRI MX SR8 CHT € E4H DNS R

1. SREEENEBARES
a. BB HRT.

b. #ITTHHS U EEBBNFTE R BRRSS
nslookup -type=NS example.com
ERET—ESRIPERHEF —(EEBRERR.
2. HWERR MX FoskC IEFERTE

a. HMAITHHS , & example. com BRABBHREE , YABEL—ESBPFRBINEH—E
BREMAREFEMR ns1.name-server.net,

nslookup -type=MX example.com nsl.name-server.net

b. FEEHMSHF , BEREEL mail exchange = BANFZBFAUTHP—EE :
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EZERI (S EEILER) B — 10 inbound-smtp.us-east-1.amazonaws.com
EEFP (BE#A) EH — 10 inbound-smtp.us-west-2.amazonaws.com

BON (BEEE) B — 10 inbound-smtp.eu-west-1.amazonaws.com

(® Note
10 K& MX REFBERELIEF.

£ F dig FEFRIEM MX FLEREFTI8E DNS IR
1. BARURIHH TERER.
2. BT TIGSUYIEMAEN MX 5%,

dig +short example.com mx

3. FHREREMXEBANFRASUTHEHP—EE:

3

EERE (MtEEm4LEP) EE — 10 inbound-smtp.us-east-1.amazonaws.com
BRI (B#A) [EiH — 10 inbound-smtp.us-west-2.amazonaws.com

BON (BEEE) BB — 10 inbound-smtp.eu-west-1.amazonaws.com

® Note
10 K&k MX fRiF BESHETIEF,

RS
EEGRIRESRBHEAME  FSNTIRE
#2189 DNS FRESF A FHE TXT TRE B/ I LR

_amazonsesft TXT BB BHEE,
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BREZRRER—EE , ETEEZEERHRBTE TXT &

MR ER DNS RBEF A EHEZEEEHEEBMN TXT idék , FEATIHP —BEXREREKE

- (BBEE) MREEH DNS BRI AFF , 8A TXT REiERZEE, flun , REH DNS 2H
Amazon B&#% 53 BE , BAILLAHARMN TXT REREZEE , TR
1. 7 Route 53 =2 A7 , BELEE —EEFBRIFMBEIHIEN _amazonses TXT itk
2. 7 Value ({8) # , 5 —E{E#& % Enter £,
3. MMEHMEENE  YRETFLHE,

- MREBRAFERIHEIMX , EALUEBEIEB_amazonsesHH TXT e & RBF MBI —IX ,
REBEEBU S —ET SR HEB_amazonsesH L &.

Amazon E WorkMail 13 & 3R & #3813 58 38 KX L

Amazon WorkMail &% &% % DNS FRIEKREILER TXT k. FEBTNERF , BEMEN
TXT RC#% C IEFERT B E 819 DNS AR#5 (24 DNS AR AR TXT SoskA MX Fcék.

&HY DNS R A M INE TXT ;LSRR KE

MECESWMEEEN TXT L& , JINEEEBTREeESREEEABES  HINRAEBESR. A
TREPHEVBELKEBRES , FMAQR () E TXT BHTHNRGEBERRE. ESOEN
DNS Rt ER RRACHKEBETEN , MA TXT B&EFETERAERE,

Amazon WorkMail ¥t MX 28—

REEEHRRIZEBE , MX IBETRESERD [R—3) RE, #& MX BHEEFHAIEMD Amazon
WorkMail M~ 2E 0 L e BH R ReE. BE=HEFHH KB ERSFE Amazon EBHELEH
B MX Bt E@EEA "FA—3, WorkMail, MR REEEN , BAKOZHEET—HESL,

EYF AutoDiscover LAER E i Bh

AutoDiscover T & R A IR K E 1 B4t it R 22 F 2R ERTE Microsoft Outlook F{TEVA Fif. BLAR
HEH#1F WorkMail B2 Amazon FVIER , W ELESF IR MR EREMAMERE. I, ENAFR
AutoDiscover A LA I H fth Amazon WorkMail Zh&E , BlNBEMRIEA SR, MAEANEE | LURETER
FR AR AR ZE P/ BRES R B9 Th e

B P iwme#1T T %l AutoDiscover B ER {8 78I {a AR 85 i 25 URL :

- PBEEX 1 — AP ImEsr B4 # Active Directory BITRE£BRBAHE (SCP) B, MREMNAF K
KRINAHIE , Bl€ AutoDiscover B&IB I 5 B,
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- B2 — AFIREXERETY URL THRBH R, ELHEREEFEH HTTPS,
 HTTPS://#### /autodiscover/autodiscover.xml

* https://autodiscover. ##. ##& /autodiscover/autodiscover.xml

- FEER 3 — AFImY BEIRE .company.tid #11T DNS &3 , Y RERAFENE FEH b ut A RICHME
M GET ERExZE/T4RE. NRAKRFER 302 EFNED , AFRSHEERN HTTPS imBE
#¥1{E3% AutoDiscover ER,

MRFEELHEERAY , AELZEBREAFR. ARFERETHRENFAES K FERFTDE
BEENEE,

HMBIE T8 E Amazon B | RFE SR RN AutoDiscover DNS R4 3718 = (1 FERS WorkMail, iE A
= Fim#1T AutoDiscover B FMIMEER 3, (ER , EESBY AN BRANMERBRERE , SINEEN
Android EFHHERER. At , B EEEF FHERE AutoDiscover BEER 2

O LAGEA T 5 5 A AMEERE AutoDiscover PEER 2 :

( HEE ) £/ 53 5EEARF Amazon CloudFront

@ Note
THZERRPBIMA A https://autodiscover B RIEBRIBRET. ## .tld /###t/#44#. BER
https://## . t1d /autodiscover/autodiscover.xml B3 KRB AR , BHRB T IS BRAEE
Mautodiscover. BiiE,
£ CloudFront 1 53 IR AIEREEER. FEEBEEACENFHEN , F2HE
Amazon CloudFront E{EH Amazon Route 53 E{&.

BX A AutoDiscover 2 ZPEERER A 53 #RE#E & CloudFront

1. EUSARBBHEERMN SSL BF., ## .tld IiEH LERAWS Identity and Access
Management ( IAM ) 5, AWS Certificate Managerf EEFFMEA , FSH IAM FEREEHNE
FARIR 22 B A HEAWS Certificate Manager B & 8RB AP,

2. BN ¥H CloudFront B 1ThX :

1. EBARX CloudFront 12 & https://console.aws.amazon.com/cloudfront/v4/home,
2. EEBEEKSD | iBIZ Distributions (2 ).
3. ##2 Create Distribution (3 % f).
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Amazon WorkMail EEBER
4. 18 [Web] T~ , 212 [BIRER]
5. "REFREL P, BATIIE:
- RARREEE — BALAMERENRAESEE

- EFHERIZ (#EE5EbEP) — autodiscover-service.mail.us-

east-1.awsapps.com

- XEFEER (BRER) — autodiscover-service.mail.us-west-2.awsapps.com

- BUM (ZFM) — autodiscover-service.mail.eu-west-1.awsapps.com

- RIRHERE — FTEMNKEE : Match Viewer

® Note
KRMBEREZR. F2EERK D WEBEAE,

6. £ THERIRETARE.L B, AYIHNBREEWTIIE :
« Viewer Protocol Policy (#2412 285 B EBUR) : & HTTPS

- Allowed HTTP Methods (£ 28 HTTP 153%)
GET. HEAD, OPTIONS. PUT. POST. PATCH. DELETE

« Cache Based on Selected Request Headers (IRIFZEAFEREBFRE) : FTE
- Forward Cookies (#i% Cookies) : FiE
* Query String Forwarding and Caching (B FfRENEHFH) : & (BFAHRE)
« Smooth Streaming : &
« Restrict Viewer Access (FREIRIZIZER) : &
7. #84 Distribution Settings (2 #fiF%E) HEUATHE :
* Price Class (B#%#&k) : REFERAXE. MEXFMEM

- HRERMEERE (CNAME) , 58 Aautodiscover.company. tldsicompany.tld , &
H company.tld REHNBIEE R,
- SSL B : BE] SSL B (RETE IAM &)

« Custom SSL Client Support (B3] SSL A F %% 18) : i#Z All Clients (FrE A Bi%) = Only
Clients that Support Server Name Indication (SNI) (R X EfRIREE & B R (SNI) WAE
%) BEhR Android FIRERE ARE &EIRE,
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® Note
MR EEFE Al Clients (FTEF Fim) , 754R & Default Root Object (FREZRYI#4) Z=
Ho

« Logging (FE#%) : i## On (BARK) =X Off (E8FH)., BFIRBXAFC#KIEE,

- 7£ Comment (&F#%) # , B A AutoDiscover type2 for
autodiscover.company. tld

- DEARKE : BIE TR
8. 1##Z Create Distribution (23 % f).

3. % Route 53 T2 AH , BV — @A , K& EEA BRERER R EHKHEEM CloudFront 2
ATRRA

® Note

1EL S BRBRERAIM .com BY DNS FEE#kFtEEBK#R 53 £, MEBFER Route 53 , @R
DNS R EEBFEATHNEFHT,

1. EXEANEEERT , BE [REEST], ARBEEE,
2. EBEFES , RESEFANAEER.
3. LY |, BERIRLE,
4, ERERVIZHT , RETIIBH
- £ TREHEW T, BARENERE,
- ERAFREANT , EIREERH,
- BERNEZBEKERR. ERERBGRER , BESENES,
- T [REHEE BESD , BE ASRERAT IPv4 MBS AWS BIR.
s E[BREKABD]FEF |, #EF [E CloudFrontB#mEI BI&].

- —ERREZHRERBHREINRT . EXFHRFEBAEDN CloudFrontBITHRERE, &t
A BAEEEIE & 5 SR M RANEEFIZRUEN 2 %,

5. BER MK,
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56 A el R =5 48 B ) AR 2

AT S BRERBA a5 A Apache #8 B Al R85 2R 31 https://autodiscover AR EBRIREE, ## .tld /#
##n/#nns. EBB HTTPS://## . tld Jautodiscover/autodiscover.xml B KRB RIRES , FBK T8
BiRE, . FERARE , KUATTR,

= E#E1B Apache B E I BRE5EUA AutoDiscover FEER 2
1. TEBRA SSL M Apache AIfRES E# T T HliE S

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. HREERATS Apache 18, WMRETHE MR , 5526 Apache EES :

* proxy
* proxy_http
* socache_shmcb

* ssl

MERRMEH AR EREE , 528 T —& AutoDiscover,
AutoDiscover PEER 2 SR Ef HERE

% DNS 121t #& 2% AutoDiscover , &5, o] LURIEE AutoDiscover i Bi#HRE, WREAE EHER TR
2 AISLUIAEEENERFAELOE,

HETERRRRENES
1. 1R4%5#E [ AutoDiscover i B T R EERFEM POST E3R,

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

MRGHIHREEREIET K CEZXEEEL01 unauthorizedAE |, I T HIEHIFFR :

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml
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HTTP/1.1 401 Unauthorized

2. ETHR, AR —MEEIEH AutoDiscover R, RIBEHFLT XML AR request. xmlX4 :

<?xml version="1.0" encoding="utf-8"?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

3. FRAZEINIMrequest. xmliER , I [ 25 HERFH AutoDiscover R, FRitEAERNE
FEH bt B testuser@company. tld :

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

MRIEFRELER , BREERSEUT IS

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
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<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

AmEE A & 0 R

BEENFERASREEETEHHSENER  fINMENEQETEHAS, Fl , B EEFEHGER
E @ E Amazon WorkMail #8487 A1 E T B4 ik,

(@ Note

B 2022 £ 4 A 1 B2 , Amazon WorkMail BI2A 5 A BRIE = BB HETIRE , M T RAWSIRF £

B, WREHE 2022 F 4 A 1 BzaiERE , ARERENBREAAWSIRF TRETR
B, IRREHK , RMBRBEEHARFBE. AEPNTRRPANAET, EHEBEESE
¥ HA R B I A E T B

RBEERMEHABE Amazon SES BUREK: , T ZER/ TP B, MREFERH BT Amazon SES BUR |
BIXEETERH. EEMEELSEFAET Amazon SES REETEHF , FSBARTEREN O .

/A Important
AABBRERBNEE. MRERM  LEPEHE4RE. EREMNARENG ARG
‘o

ERTHEE S o B R Al

1. ELATLEITE Amazon WorkMail %] & https://console.aws.amazon.com/workmail/,
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MEXEREETE AWS Bif, EEEEM , BHABRNRESFRAQN [BEUEE] FE , REE
EFENESE. EEREENFHERN , F2B P EE g2 Amazon Web Services — %2
£,

2. TERIBEBEKD | iR [#8 Organ izations] , RAZIRBHEBHEE,
3. HEEEBH®KT , BIE [BHE.
4., RABRYERCESFEANBEEE K ABEE FHEEE.

ERRGETR "ML HEEE,
5. HERNBBWED BB H+ , RRRE FERSE).
6. HHEBTHHRKPBERISR 3-5,

HET Amazon SES IR EEBE

MRIEEE A BET Amazon SES BUR |, FFRAR UL 16| AR B MBE P ER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
.
"Action": [
"ses:*"
1,
"Resource": "arn:aws:ses:REGION:AWS_ACCOUNT_ID:identity/WORKMAIL-DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn":
"arn:aws:workmail :REGION:AWS_ACCOUNT_ID:organization/WORKMAIL_ORGANIZATION_ID"
}
}
}
]
}
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L\ SPF B R IRV E X B4

EHEBRLERE (SPF) R—EETHHRIEE BATBRETEHHFERMRG. KREREFEESNT
BEBENE ?EIH‘FE#JN% ERERIENETEHNITA. MEA WorkMailEBA Amazon K43
iR E SPF WHHRIEA , 55287 Amazon SES H{#F SPF B35 & F#14,

REBBHFHEESE

ZEBERT , Amazon WorkMail /£ F amazonses.com B FigifE A BN E F B4 HIMAIL
FROMiZ,, MR E#1E LK DMARC RA{ESHH SPF 3R E , ETRESEREREAM. EEMRI
B , A EECHREEREAMAIL FROMBIE., BHE T RS E FEAREBIEREAMEMAIL
FROMi , 552 B Amazon i 2 EFE#H IREFEZ A BIEETHEREBE] MAIL FROM #3.

/A Important
E 8 RUA AutoDiscover i0S KRB , FEEHF] "BHFMHEL B,

WMEFMBAEIMAIL FROMMBIBMFMER |

55280 Amazon SES R 7E X 8 B 5T B4 2R 4835
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ERERSE

&R LATE Amazon BIEMMERA S WorkMail, b4k , BT ERMFANE FEBHZR. EEHEHE
BNREFE , UREFHEEHER.

ES]

- BRERETE
< WHEEAE

- BAERE

- EEEAERR
- FHREASE

- fREECEAEFMEA

- ERFEAERR

« Amazon WorkMail Z2 55 BUR MU &
- ERABA

- BARESINENEFEHHG

WRERERE

EERAERERE

1. ELATHLEITBE Amazon WorkMail 8] & https://console.aws.amazon.com/workmail/o

WMEXEFEE AWS ElF, EXRERERRNSIG , B B E] EE , ARRE [EBE],
MEFHMBEA , F2E W EEH MG Amazon Web Services —fi§2 %,

2. TERIBEBEKD , iR [#8 Organ izations] , RAEIBEHEBHERE,
3. HEEBHKT , BEEFEAE.
4. WA BRALMKERAEER, BB T EES F B4 U REEFEAE,

® Note
BERES K PEH,
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Amazon WorkMail EEBER
MBERE

BB ERAER , Amazon WorkMail EE B AR BRI ER. A LB &MHRE A B4R7R
Amazon WorkMail 8% ERRERF , PN B ERE , BB A Microsoft Outlook £ macOS = PC
Es

ERNEERE

1. ELATZEITE Amazon WorkMail %l & https://console.aws.amazon.com/workmail/o

MENXERFEE AWS B, EEBAREERNSIG | BRIt E] FE , RREE [EHFH],
WMEFHMMER |, 5528 Amazon Web Services —fig2# iy [EiFEix %,

2. HBEBERT , RE R ARZEZNRCEAENER.
3. HEMREERT , RE[(ERE], RRRE FEERE]

SHR THEERE B,

4 E TERERMEN. TH TEAEEE, BUT  BARAENEE. SBRORERE (ETH
Pribal] RS, NEAAEERENETBA LI AEERERETE  £TLLREE BTBE
o] ML

CEEM) ZE "7, ¥ "#E, ARPBAERENE FZNHK,
i [EREE ART  BAERENETERE,
£ [EFEbi) TR ERETEBARR2RBMAREMEEE.

ﬁki‘EE ,EREERE RN ELEBRAEEY, FEBHHEABTEFTNERE  FER [E2EE
FBEPER] %EUT .

9. EN[ERMERAE] URKERERNE/EBNERRERSE
10. 7% [BBRE] T , & BB 7 (BR8N A RPEa ACAENES,
1. BEMBEHSE,

©® N o O

RRAERE

B BB S Amazon WorkMail BB B &% , NERERERF AT AELER Simple AD B # , &
A BATE Amazon BAAIEL A F WorkMail, A MKB TS REFBAREFEEANERE,

[

RRAERE

1. FELATFLEHT B Amazon WorkMail ##|& https://console.aws.amazon.com/workmail/o
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MEXEFEEE AWS EBif, EXEAREEIRNY G | B [ZEME] BE , ARIRE [EiF).
WEFMEE |, 552 Amazon Web Services —fi#2& iy [EiEEEiH 2,

2. EEEERT , BE TES.  ARREZELERAHERENER.
3. EEEERT , RECAE

ERRKETRAFIR, ERCERA. EEANKRRERERENERERFERREFTEDR,
4. REFARRNERAEBTES , EMBRACERENKETR , RRRE [RAL

AR [RUAERE] HE A 5.
5. REERRAYSESNERAENIES FEf bt | RREE BA.

EBRMFERERNR

B ERBREAENEFBHRSE
MEETHAREEERE

1. TEUATZEITE Amazon WorkMail 2l & https://console.aws.amazon.com/workmail/o

MEXEFEETE AWS Bif, £FXEAREERNYF | B [ZREME] BE , ARIRE [EiF).
WEFMEER , 552 Amazon Web Services —fix2E iy =158 im 2,

2. HEBIEBES , B2 [# Organ izations] , AR B ELEFHIGFEHENABERE,
3. EEEERY , EE(FEAE ARENEMENENEAEER,

4. 7= "EREFHERA BERYP EE "RHE BR,

5 &% "BIEL BRT , EE THEEE, .

6. % "BlE, HEH , @WARIE,

7. EEUBIE A,

8. IEIFEFME,

BREAENEFEHHRIA

1. TEUATZEITE Amazon WorkMail 2l & https://console.aws.amazon.com/workmail/,

MEXEFEETE AWS Bif, £FXEAREERNY|F | B [ZEME] BE , ARIRE [EiF).
WFEFMEER , 552 Amazon Web Services —fix2E Gy (=158 im 2,

EEERAERNR 7 1.0 161


https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EESER

2. TERBIBEBEKD | iR [#H Organ izations] , AR BEERIBREAENEBERE.
3. HEREERT  BE(ERE), ARENERTBRIENEAESR,
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AWS Managed Microsoft AD B $&Z 15 BUR

MEBEBAWS Managed Microsoft AD B T R IBRAINER , F2E (EEIERE) AWS Managed
Microsoft ADH ) (EEZIBEFEE) . AWS Directory Service

AD Connector ZiE R Al

AD Connector A CFRERNER S EKRENRRRE, NEEEBBRAZENFMEENR ,
2/ Active Directory #1389 324,

E"

f5£ F @ Al

{5 Amazon WorkMail #3X3&%1 AP| , BAILUZENEBEREFNHEELN , SR/INWETFEHMN
TEBEH. BSEFTM URL ( ﬁ?&bﬁ%ﬂ@@% ) FREBBOBE A, FHILIhEE  BEREAETUE
Amazon f£ WorkMail HEZ I EEXNEARER K RAEAEASEREKRIFEREEHEEENEA,

MEFHMEF , FSREHFTE. EREEH | ARTE Exchange B EWS,

IERBETRSEERIR (Bl [WAFE] = [(1TEE])  NETREREESHNAMBERR (21 [FMEE
1. [B&] & [EEHK]).

B LAER B FiRfENE , Hli0 EWS Java AP| {2 E R EWS C# AP| RFZEULIIAE, Lt EmERMH
£/ AWS Lambda %1 AP| Gateway (£ AWS ZERIRES4E) R HIBE ERER N T EEH G| KA
ERXAWS GitHub , ©fEH EWS Java AP,

LU RIEETEBE RIS

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
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<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>

</t:EventTypes>

<t:StatusFrequency>1</t:StatusFrequency>

<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>

</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>

LU RHEAFTER R IR

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

e —R , BHSEEIFTHEFRPEEN URL, AT E2EFBEA

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
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xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010@_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQQ@="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

ERFPHEEBEADELSRIBEN , KAMBMT

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages' >
<SubscriptionStatus>0K</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>
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EEUHFTR WX EN , AR IRAABER SubscriptionStatus WKW EUEHITREEIME | LBl
o

<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

A7TRIBHEZBAOEENEERRE | Amazon WorkMail 3% "OMAE, (BFEA
aStatusEvent), EIEABREURREDNREITEFERATIRMHM StatusFrequency 28, #la , m
FRStatusFrequency¥m1 , StatusEventBIE 1 K#EEE —IX, EREMNEENR 1 F 1440 %
2@, It StatusEvent BEEREMLWMT :

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
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</soap:Body>
</soap:Envelope>

MRAFHHEEEANCEENE LR FMEERNOKStatusFrequencyREEEFE |, A ERBAK
LugniE, i, MR StatusFrequency FR 5 BEE—EEBHNLN , cRERRZ 5 7 ERESHE
EXEPLUERRE, MREEXFEBHENKREERA , AFTEEAN , BEFSEEFNELH, B4
AERUFVITEUSEREGERESNELN, BEl , SECHKSYUTE=@E5TRH.

RBAZEENMZNEFE4

BRI LAER SIMIME REBFEREEEBANMEEERENMZNE FBH.

® Note
£ 3KibuhEE (GAL) WERAERF|EERR Active Directory F2E X &,
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1. &% Active Directory (AD) Connector, BRI IRIZERE B #%5%E Active Directory (AD) Connector
EERAETURECAEMRENEEZTAESR,

2. BRERTEDFEM , MEEBRITEAERE LK ERFEFE Active Directory . Amazon i
SEE) B &% WorkMaili WA FRE |, WS HBME GAL, MEFHMEF , FBHRE Certificate
Autoenroliment .

3. FEiB®BIT Microsoft Exchange M RIfRESE H BRR WS EHBHRAMERE  BEUSEENRIHRER
WwERE,

4. BECEAEREREBEMMNE FEHETE (FI20 Windows Outlook) MITEIZEE,
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o MREFEDENYHR RIEEE BB PCERS | REGASPH IEE25%1H. DENYE AE S RALLOWR A,
- MREELF—EALLOWHE AT , B8 EDENYRBICE R | K RFRE,
- MERERAEMBRL , RISRESHFEL,
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BEXREHRERAAARNBENEYE., REEHEEREREHEB M ActiveSync iR EBRE. =
% WorkMail 2B BEBE B BE P imR S EFED up-to-date EFf.
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BB W BB HERE WorkMail i+ , SEENREIREEL S ETEEFREHNN
FHA, RiEEUHBEAREERETT —HNTR. B2, ERAFERAE , £fguEREEN
1ThH., NMEFMERN , 5828 Testing mobile device access rules,

I HB B R AR
THIEHI RS HITEREFIUR A,

aws workmail list-mobile-device-access-rules --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de6781g9h0ijlk21m234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

LT RBIRIE — B R FF S ERAR i0S R A, B LMIBRERFZALLOW-a114R 8,

aws workmail create-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "i0S 14.3"

EXMBBRMEHERA
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aws workmail update-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"
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aws workmail delete-mobile-device-access-rule --organization-id
m-al23b4c5de6781g9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d

RSB B ERE AR

ZHBERR | EUUERENBEREHEAPI , RBBRBEHEARRBTAWS CLI, MEHFHE
EFAWS CLI , FFBAWSH T 5 5L E £/ E .

BER  ZREAEREHRENEMYE , 3B API = CLI LIEIJSFM% ALLOWE ZDENY-EHIELE
MW EFBHREEERIELERS, Hltn , kidaRIEEIT IOS 14.2 B9 iPhone LA K BAERE 4 FE A
BFEATUFHERS.

aws workmail get-mobile-device-access-effect --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --device-type "iPhone" --device-model "iPhoneloC1"
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--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18B92)
exchangesyncd/1.0"
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B, FEREABKREINONEEMRY T, Hltn , —@%F BDeviceTypes=["iphone", "ipad",
"$NONE" IS PCE SR &S B E R B "iphone"HF "ipad" , RERATMERIBER,

BMEFH , WNotDeviceTypesHHENotDeviceUserAgentsFIEEIELZEE, Hln , — @
HNotDeviceTypes=["android" ] B #HERHEEE "android", ER , ZRAEBRATEHER
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. SEEE
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BULSBECRENREERENEZUTHREFNER, TMtEELAENEENTHREFISRA
i, BERERERARTFIER. fU, MR FRRABEEEFN , AIFNERAXEAENEER
TREBHETEHN, kit IRFHRAUABEAFEFR , BUNRNES , BHLERAENRERSE
BEHBN, MRTBEREFINERE , Amazon EREREBR FREMENRKEFIER , WorkMail
BRESTEITBEEFRRRANER.
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B8 E Amazon WorkMail BN TBREFHERE , SRENKEFRFTEL7ENF
BT REBEEMNER.
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O LAER APl SR, EFHMERITEEEFZEEE AWS Command Line Interface, MEBEH
FHHME AWS CLI , B2E AWS S H R EFEAEIER,

EESHEE D, BFFEH AWS Management Console, MEFMER , FSERBTHEBFAE
#

JIHITRREFIMER

1tk &5 451 28 7R 2n4a] Bl H 38 2 Amazon WorkMail 88 FrEITBEEFNES.

aws workmail list-mobile-device-access-overrides --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56

BINERTHREREFNER

EERNITHREFENES , LUIEEYHIEE Amazon WorkMail {848, SERAEMERE ID WFEL

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect DENY

BUERRENTHREFIEL , LELETRNER, EXENENRAIRNBERFBEHBEEUR
sTasEmM A RIEE,

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO --effect ALLOW

MERITBREFNES

IEAS M ERIEE Amazon WorkMail #8#%., FEREMNEE ID WITHEEFNESR.

aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO
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Amazon EBTEEBBREMTHEEEZEUER WorkMail TEFEERAKNTHEESENE. TiB,

IELE T AE R AEIE® Microsoft Exchange ActiveSync (EAS) B ERTHHEEES , Hit eI A

REMBHHTEETSMMRENELIER, FEFFHRFHEETLHNERMNEESAIUERE
ZHARBEEEE (MDM) R AR,

TEBREEEMRT RS

BRI LMERRERRRNEEMERNRRE MDM RF R, F2H MDM XH , LB ISR R T
R EWLERN,

EREEXT , BEERHEERB MDM RS REARBUEEEL ( EAS ) BRI Amazon,
WorkMailMDM fi#R 75 R& A S EARRE R A FF R IEB FEL Amazon WorkMail %, £ Amazon 75
WorkMail E , FFERAFERGEIR A , R AME R MDM R RV —HZ1E IP i3k FE EAS,
MEFHMBES , FSBEATFEUEHEEL,

TEERT7THENRERAEE.

Access Contral

Rule
EAS EAS ’I | '
WorkMail
Device
Posture
Changes

Y
\
r 1
h
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g
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MDM solution

#IE WorkMail Z#EX T , BEIERIBEM EAS E#FHE Amazon, &/ MDM R A REBKRKEE
2BFE  TRHETEENRERESNEELTER, E VDM @RS REAIGRELER |, flNEETAF
BRE , CUNKRNBERE A MABESBRHENHEHN. Amazon WorkMail B & 7] BAERE R
REBELSRANREEH  YABBEYTHREFDER , MEEREEAH TS MDM REE R
AFFRIEBFIERE,

TEREREENEEEXERE,
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Mabile Device Access
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WaorkMail

Maobile
Device
Access
Override

EAS
Device Device
Posture LT Compliance
Changes }\ Status )
._ WorkMail /
. » MDM
Integration

MDM solution

X WorkMail A E#EERNEE =7 MDM fER S RES
FELEBERNEE=F1THHEEEE (MVDM) BRAHRES , BLAAFETYIEK :

- BUFEUEHIRA  REAERENFIRSAIF ActiveSyncBRATE .
« BIMUTERRM "deny-to-al' TERIREFIRE , SIBEABRIEEMAERAIAREENTHERE,
- RATHREEERRARE , ERESFRSNER  RERHATRASENS  KRIKENER

Eo

- BYBETEE THLEEELEMN , W Amazon WorkMail SDK LB {THEEFNES.

ELETHTRAMEEAEREREAFFIHE Amazon WorkMail EfZ 1 & fRF&H MDM &R E K,

{5 A 77 Bz i 47 B PR 4T B S B /7 BX ActiveSync

"‘Zﬁﬁﬁﬁﬁﬁﬁi«zﬁﬁﬂ A ActiveSync B E , B 7] LA A FEUR SR AIR#AT LR E, i

W, BRERRIAT IP Uit SEREAMEABABENFIE  AREERL A XBASEFER
eamil ActiveSync lF /5. BN ESEM , BAE ActiveSync AFFEEREE ID BAlEE, BELMFE
R NERRERF S FEIERAGE (IMAP) IREERB 2 ENEABE. WRFMER , F2H &

AEFEERHIR A,

BAUTERN TEEBREAL FEURA

BERMATHREEFIRREEEE=F1THREEEMHRAR ,

h+

A, BRIEHHERERAERNBEREETER. NFFHER , F2
LtgE Bl R THEEFRE AL Rl

ARV ABEBMARENTFIR
2F EERHREHERA,

X E WorkMail fEBNBEEENEE =75 MDM BRARES
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name DefaultDenyAll --effect DENY

CEKXERZBEIRVTHREFNESR

BAJEHE MDM R P REXEAEXAEENEBENBN, ELBHMALEBRTUER Amazon
WorkMail SDK ZY R EHTBHREFNBEEN LM ER. REER , AR TEREETRNTER "E
BATE.L THEEZEURAl , Amazon WorkMail ERBERAZERHTMENEE, E MDM BRA R
YEREREMERR , URHBH , EHEEFSHRER , LkxHETALLOWS HIEEH A & M
BEREVITHEEFENES , UOELEH, NMRLEEBERTFERE , THEEEERRASTRERES
—@EEA , WA UMBRRERFEMERS , WEEZEBNFI. NEFHMEN , F20 EETHE
EENER.

NZE Amazon B2 MDM WorkMail B2& & , FESBEILAWS EH|FEHER,
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EREAETY

BRI LAE A Amazon RIS FEET AT 1R EE WorkMail FREMBAEHMEAEESHEP TIENER, E58
ERSERAZE/EEHR. clVESNEAEFIERNER  MAEHAXERNER. HEEHT
ANEAETUERANERERERY B RAGHREEEFBH,

® Note
BERRELHBARET2EREZERRRNERE , NRATUAFIHRREERENER.

LT EERRETHR TR

- TEFIE — BAGENZERERNBATIER , SFERNERRBRERVER.

@ Note
BRBEBRARERE, BARERETEFIER.

- REGEE — TECAEIHEARAEAESEEFEN. CHEEFERTR From: (F4#)
BEF , BHEHESETE Sender: (FHE) FH,
« UTHEE — TREAESRFHENCHEETENS S EXETFEY L MAETRBHENERFHE,

ERERERFETRR From (F4 A) M Sender (F#%&) BH,
- & — L ERERBFEEEEFEMS

@ Note
BT ERGEE  EEHTEREEZFANTERE , SR ERHENKE.

B RREHEMERE , Amazon WorkMail AutoDiscover RIS BB A A G FEAERFEEHEIE
LR FE.

7 Windows B9 Microsoft Outlook A Fim , FAEE X FIF UL B FRHEMAER, BE G0 D
ENEEEE  RREHEE Outlook,

¥R Amazon WorkMail Web BRAERXMHEME TR IR , ERTEEFIERNERE AT FEE
RHARAEHE, IEETEERCE  BRNEFESRERAK  RIEECAEKCHEHEA.
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- EREBNERIKRER

- EEEAENERNT

- EEEENEHEER

BN E RN ERRER

EHERSERAZEERANFTEERR, BELHFITREEHAWSIKRFEEE ARRZEMNI Amazon
WorkMail B3 API 1Y IAM ERERMA. BEERENSESHIBMEEENT , FEHAAWS
Management Console& Amazon WorkMail APl, &AMt £ AEEZE 100 EESABMBEF T,
EEEEESERAEMEENET , F£A Amazon WorkMail AP,

ERRFUTREARE-BERKR, RREAETUEREFBHAF®IER Amazon WorkMail Web
FEARKXKBEERRHFT, MEFEEFEA Amazon WorkMail Web FEARRX L A ER RWFMET |
552 B Amazon A WorkMail BEIEEHHN LA ERKRMER KT,

BEEMAENERRY

O] LAEF Amazon WorkMail 2 AEBEREMBENGERTY, UTSHRBPUMNEBRFEREN
], MEETERBFUMNGFMEN K F2REEHENERER,

e
. ST
. R AE N SRR

#EET A

BEFREERE SRR (UEAEEEAERAEERTHT RS ETENER, fin, BRET
ABSREMHIEET B @EHY4, STEREIMER , CUNNAST B WERRE  LEEST
A STER THHER.

i ERERER

1. TELUTMEITFEEEE WorkMail %] & https://console.aws.amazon.com/workmail/o

WEXEFELERE, FEESENT , BEEFEELERNET. NEFHEER , F2RTPNEFSH
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4. BEFT EE , ARIEE EHTT.

[T 8 HERR] YR H SRFE R i B o
5. FRUFHEER] FE A ARENFEFEEENEREHEHE.
6. TE [SHEHER] M [EEHER] KT , BEMENEE,
7. EEF Add (¥8).

AT EBAREEE 5 2,

wmEE B EREER

ELRECRENEREERE CELFHMANRERAECHMBETNFEE, RESHERLTE
PEERRBERENFIE,
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2. MEEEBE®KST  BIEHH Organ izations , AR BELEEEHFTNEABSRE,
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HEEREEREHNER

1.2 RE .
[(mEERIR] HEE AR R,
2. AFBERENH , RREE[MF

REHMEREERGES
1. i##2 Add permissions (371855 1),

[T 8 HERR] YR m SRFERI B o
2. R [FEER]) BE A AREBNEEMENERE,
3. AFEERERR , RRIEE [FH],

HFTHEBETREES 7 ESTSERGERE,

EERARNEHER

& 0] LAFT 5 35 B& Amazon RIEEAEEF A] WorkMail,

(® Note
BELISZEFIEREAZHAE  BAFEAREFETHER.

EEEERTA

1. FEUATEIT BB WorkMail ##]& https://console.aws.amazon.com/workmail/,

MEXE  FEETEABEEERNIIAWS BEF , B [ZIEE] SENIRIE [EE], MEH
MEF | F2EPHEE M2 Amazon Web Services — g2 %,

2. HEEBEKP , BIEME Organ izations , AR BELEEEHTTHEBEE,
3. HEEBERT , BNFE  RARENECESEREFANHERRE,
4. 2E THER. BERE , ARERE THEER.
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& EZLUREXEREFTH X EE Amazon WorkMail 58 , FBEA XA R (EWS) BABE. £
B EWS , S ERERTHNAEERER, UTRETUETER—RERN—LL EWS &

WorkMail :

o JUEE — EWS JTUEE API
® o ﬁ"EWS Ef%ﬂlg APIo
o BFip-3TiR

Amazon WorkMail 23218 IMAP 1 SMTP %€ , & LA REIEFIZWE FE 4. BAILAE Amazon

WorkMailis 25 M B XE & E& Amazon WorkMail 1#E X ZBay#8HE .

£/ EWS BB EE , Amazon WorkMail X TS HEE S
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- REAG — SRREAG  SUNEIERAENGERE  MEFTWAEHENER.
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A,

/A Warning
BHARVRL , UAFEREAGREERE, IREREERY , EHEAGHELREER
ENFEUER,
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ZEER
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1. TEUATEITBEE B WorkMail £ & https://console.aws.amazon.com/workmail/,

MEXEFEFEEE, FESBEIPREFSLAERNES, NWEHMEEN , FSEPWESE MK
2t Amazon Web Services — k2%,

2. TEEBEBEIRD , BIEM Organ izations , AR BIBHEBERE.
3. EEEEAG K AREBE[BIABG]
4. ERRFRET "RIEERAG, BHFEE, £ "AGEL T, BATIER
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- BRRT , BEAFRIER. ESRBEEUTIRPEIMNERERAFHIELFE.

o (BREM) EURRT . BERELBREMBERAENERNGSRECHAE. BELEEEMMES
EREUACERENFR , U EMEEREUINNERE.

7. BB Add rule (FTi8E ),

(® Note
RRELREHENACK K FeRmERAL

8. EE BIUARG,

REEEAE
A LA Amazon WorkMail ER &iREERAE®,
EEREREAR
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HEEEEFKS | BF4H Organ izations , RZBEFMHBEE,
BERRAR,

ERLERENERACGER , AREE (RE].

(REERAC]) HESRENLER, £ A€, T, WATIER .

- BB —BAEEACHE—BRE.
- (BA) RP — W AEEABNERA,

- ABKRE — FEREGERACHEREFHENERTIE , FEE HE. FEREERAG
AR EAEERTEEWER , FRE [TBFEUE,

B TRAL T ZEREERENRA  RREE "RE
[mER R HEHRERHR. WATIER

- B —REAIERE.
- (BF) R — EXSim AR AR,

« E TRRL T, RE TAN UENSRAUPRENRES AR FR. EEEREFE , FEE
[FE4E].

- (BREM) ZHRAT . BELBREMBEFERAENERNGSRECAE. BELEREMmMSE
EREUNZERENER , U EFMEEREUINNERE,

BE &7
22 Save changes (REFEF),

/A Important

BEEERIE SEENERTEREES PESSEH. ERUEHEFHE , SrgEes
BEATTA—BNTAE, BR , MREAFEA® , Amazon WorkMail EEI5E #HAYR Bl 078 HA
EIfE, MEFMEN , B2RAGEEEAR,

AERERAS

A LA Amazon WorkMail £ & A ERAE,
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EEAREEAR

1.

o & 0N

o

FEU T EITRI IR E# WorkMail %4 https://console.aws.amazon.com/workmail/o

MEXEFEEEE, FEEEITRENSLAERNEST., NEFHMEEN , F2EHPWES ik
2t Amazon Web Services — 2%,

EEEEKS |, 824 Organ izations , RZBIEEB ST,
BEREAE,

EREZARNERAE,

EE AEA e

(AEERAC) HELRBELE, EEREAET  EREEARRREFIENERE,
B R

iR A 2

A LA Amazon WorkMail S MBRERAE,

EEMBREREAE

1.

2

FEU T EITBI IR E# WorkMail %4 https://console.aws.amazon.com/workmail/o

MEXEFEEEE, FEEEITRENSLAERNEST., NEFHMEEN , F2EHPWES ik
2t Amazon Web Services — 2%,

EEEEKS |, 824 Organ izations , RZBIZEEB ST,

BEREAE,

EREERBRNERSCEE,

EIE MR o

[MERAE] HEHREEIHE, EEWEEMER , FEHFEAARTAABCHNERE , RBRZBEMER.

EHERAS

EEFEIESHEER , 55 H Amazon WorkMail AP| Bj¥EAssumeImpersonationRole, MEHRI D
5% WorkMail APl IFFHIERR , 552 E APl 2= &%,
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AssumeImpersonationRoleiR[E —{EToken, iEToken®ETE 15 HEAIFERB HTTP BEEEZE
EWS @A HEAuthorization,

T o€ REMAIEE EWS BABEFEAERAG. BHPFEANEHSEETIEMERSFEEN
FHMEA

« WORKMAIL_ORGANIZATION_ID— E2f53% WorkMail #2#8 ID

« IMPERSONATION_ROLE_ID— #E# A€ ID

* WORKMAIL_EWS_URL— WI1EE: 5 #in B A B #E £ £ AR EWS WorkMail i 24

« EMAIL_ADDRESS— {E &SN E FE it

Example JTEE — EWS JTUE AP

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;

import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;

import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

/e

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUr1(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example . JE-EWS FEEH APl

using Amazon.WorkMail;
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using Amazon.WorkMail.Model;
using Microsoft.Exchange.WebServices.Data;

// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example 8 iE-3Z #

import boto3

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init__ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def __call___(self, 1):
r.headers["Authorization"] = "Bearer " + self.token

return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth
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ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION

ERERAR
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5 Amazon StartMailboxExportJobAP| 22 H ) WorkMail API B14E , #% Amazon WorkMail S5
A B HZE I E# Simple Storage Service (Amazon S3) & ZETE ., WWEEZLL MIME X AEIEEER
FHRFMEEFE.zipHMTEBEEEBELZE Amazon S3 REFEBPHNER. T2ELEMER |, 4
LUPEF - PN T (=

EREREL THEMENFEBRAEEFHNEE X NMNHE. AREHEELITFSE—BE
BAET , AT RRE-FEHNEEATRE, EEEFEHTHENARE , FBEA Amazon
ListMailboxExportJobsAP| 22 R #y DescribeMailboxExportJob3k WorkMail AP Bj{E,

EREHEHTHE , Amazon S3 EFFRTH . zipERESFEALRENHBAWS Key
Management Service (AWS KMS) & F £ 248 (CMK) &, BHRAWS KMSHI% E & Amazon S3
&, AL REFHEEAFIHAWS KMS CMK , TEERNERAERTUAEEBRZNER.

FORIRMF

THIRELEHEABTH RS

- WWIEMBES,

- TE#E WorkMail EIEEIRE,

- TAFLBFEH Amazon S3 RFETEE., MEFHFMENR , B2 Amazon HERFRECHEER
FH A Amazon S3 B A FEFEAM Amazon BEREREEAEIERE.

- —EAHBHAWS KMS CMK, WMFEFMBER , FSREBEAWS Key Management Service® A B8
AP A,

- BEHBERHIAWS Identity and Access Management (IAM) & |, FE A Amazon S3 #1ZET
BAMFEAAWS KMS CMK tNEEXERNER. MEFMER , F528Amazon W{TE IAM &
WorkMail €.

IAM BUSRSE6IF A &2

LU & 6I8ER 1AM BUR | B RFE A Amazon S3 fEFEF R UK ERAWS KMS CMK INZ{Ei% 48
RNER, EEETIES  EHEEATEFRFEALESSRR  SRRASEFAEFEREEN
JSON #Zmailbox-export-policy.jsono

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:GetBucketPolicyStatus"
1,
"Resource": [
"arn:aws:s3:: :AWSDOC-EXAMPLE-BUCKET",
"arn:aws:s3:::AWSDOC-EXAMPLE-BUCKET/*"
]
I
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::AWSDOC-EXAMPLE-
BUCKET/S3-PREFIX*"
}

DT gif R ERETFELN IAM A2 IAM EEEBR. BEEETIES . EHEREARTER
REALEFREA  FRRASFAEEREEZBHN JSON EXmailbox-export-trust-
policy.json,

B NEEEHaws : SourceArnflaws : SourceAccount{f . Bl , MR EGEEFHMEARS
faws :SourceArnftE —AWSHRFE TH AR Amazon WorkMail {B&&EHAE | B LARRBES R
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BR. MEBBRUHRSIEBNFEMENR , 552/ AWSIdentity and Access Management f§ F &5
WAWS SRR B E5I#.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "export.workmail.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

iy
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

BA LAMAWS CLITT R3S+ , EREIRFHET IAM B,

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

tNEE AWS CLI IS E R , 558 BAWS Command Line Interface { R EIER) -

g6l BHEFEAR

ELE—EFELIAMABHBRZE , fSTK TITRUEHEEAS. BXEHEEZHN Amazon
WorkMail #8#% ID FEH % ID (BB ID) , & LAE Amazon WorkMail 32 & A Amazon
WorkMail APl ZFZEUELE ID,
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g FEEHERERE
1. ERARBKAWS CLIEMEFEE H T1E,

aws workmail start-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-
arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn

arn:aws:iam::111122223333:ro0le/WorkmailMailboxExportRole --s3-bucket-name AWSDOC-

EXAMPLE-BUCKET --s3-prefix S3-PREFIX

2. {EAAWS CLIZKEE#E Amazon WorkMail 48458915 58 [E B EFARRE,

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

RNE , BB A LIFEAstart-mailbox-export-jobim TELEN T/EBR G , EEEXEHEL

TERREE,

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

EERELEKRES "EXHK. B, EHNWEREE UESE Amazon S3 REFEIFEHI . zipER

REER
T 512 & 15 FE R a1 th 5o 8% A%

{
"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
"startTime" : "168***380Q",
"endTime" : "168***384"

}

el EHERRR
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BREFEHES

ETEHHEETNEA TG SR ERNFEREE FEHHBEE, Amazon WorkMail AFFEREFEM
SHENEBEER,

£ Amazon F&E & FEHHZERE WorkMail

1.  7£ Amazon WorkMail Web FEREER A , WM FERMNEFBHAL,
2. EZEBU4AELA TEXBAH, =8N TAR, BE (BHNEHET).

EFEHHFEEGHIRE Internet Headers (MKFMERKRIER) T

B %

MREREFIEEWEFEMH , 1 Amazon WorkMail #B AT g2l B 2 EH IR EE. AHPHDERR
BAARREIA B R MR B R 70k

ASHE R

- EFHEEH Amazon WorkMail 48 BAHEREE 2 MM MX i28%. WorkMailfEZ =M —MRE , MHE
SEERENELER. ZE MX BHTHESERERNREZWE G, NFE MX CHENFRER , F
SRBEEE,

« £ Amazon EEAFREEBHNASBEAS I NI, REN—HE (DMARC) 8E. WorkMail
DMARC FEs A FARBEATRER R EAEIIRFBENE RRE (FINFERRBERA), WFE DMARC
WEEERR , FSEEAEE FEAEF 31T DMARC BUR.

- BE Amazon B2 B F B4 REEARA, WRKRAITE Amazon A ENE WorkMail , BIIELEE)
EMJBE R KB, WE WorkMail Bt Amazon £1E#2 N E 4, FE Amazon SES REAIMWEFMER |, 5
B2/ Amazon BIES FEHHREFEZASEETHN "8 Amazon S, WorkMail Bk,
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B i BB R RE

- TERIEH SPF 5288235 Amazon SES., #2 Amazon WorkMail EZ2 A& FHBEEEEUETEE.
EEMSER SPFNEZEN , F2 B LL SPF RFEENE 7 E 1,

« R Amazon WorkMail R EAZBIFF T, MRRE , FEAEREE. AEEIAXEERREHR
THRESER,

B
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BBt Amazon £ H £ F B4 B 5 WorkMail

R LMERBEMNE =S HFHE eDiscovery TERTE BB HIURKENEF B BERA, EVHRE
THHAREFNRLRE  ERNRTERNETAREBE SR ER,

EAH BREE

Amazon & WorkMail e EXGIEEEABTTMERAENMEEFBHAR , URZEBPER
EEENFMEEFBHALE, FEEFBHAENRASEELERKEESREN U , KB
Ajournal record. A& EE Microsoft EFEBH4FHEIHEE . EFHHF AFEREZTHENAKRE,

MEEF it AREFEMF RS  ARETEA U MBREEFEA i, AREHEFBF B
EEAGRIESRFEENE=ZFREN ML , SERHRESEEMN LI, RESFEFHuRER
MEESNMI  AERAFREEANSEEN I,

FiE AF &R R EBHMEECEENE F B4t EX , WTAT.

amazonjournaling@yourorganization.awsapps.com

RAEHE I AR ER  ShEEERL BB R E5E,

(@ Note

5201 Amazon Simple Email Service (Amazon SES) B , S E# Amazon Simple Email
Service (Amazon SES) B4 , TR ,

youroxganization.awsapps.com

ERWAERERAEREANBE AN SHACRFHNEFBHHSELE —ERFCE. BEELR
WM ETEY  SEAEEIBSE B U VERBEA,

ERAETEHMHFBEREH

1. FELATLEIT BB WorkMail ##|& https://console.aws.amazon.com/workmail/,

MELEFEE AWS BiE, £XRERERENSIG R ERutE] FE , RREE [EF].
MEFMES , F2E P EHMNKEAmazon Web Services —fig2%,

FERABRER WA 1.0 216


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EESER

2. TEEBEBEIRD , iBIZEH Organ izations , AR BIBENWABNERE,

FEIhREBE MY [(HEE] SR EH |, B2 [BFRREHE] RoER , ARRE [RE]

# "B REBERE THBL L&,

£ [AFREEFE bt s , MAEFE4 AFEMEMEENE FE 4t

o bk~ ©

® Note
BMHERCERAEAN AFEHALER,

6. 1 "#m&E. EFHMAUP  BASTEHHEESNY,
7. EEREF. 2BESVER,

FERABRER WA 1.0 217



Amazon WorkMail

M A 52 AT 8%

TR Amazon WorkMail EEEREESERATNEELE, NEEBIHXHERNBELN , Bl

7] B RSS FTRIR.

g
B E

BRELZSM (TLS) XE&

5

E
¥
H
it

MR A A FIER

DU

A FE T FREREHE
HIEENEN, BRUEE
B, URREFEEREA A
AMRHERRE, NEFAE
A , 52/ Amazon WorkMail
EESEETPNEBAEZICH
LA % Amazon WorkMail FEY&E
BAMER,

Amazon WorkMail 51 7 ¥ &
BERSM (TLS) 1.0 F 1.1
WX, MREFHNE TLS
1.0 R 1.1, BB TLS A&
FHRE 1.2,

=i 5 # = 1E Amazon
WorkMail #B# /A EBFEE HEE
EETREFBHBH4HMAE LN
Amazon WorkMail fEF &, 0
FHMHER , F2H Amazon
WorkMail EXEEEEHNEA
&,

Amazon WorkMail BIE R &
BAG  UREEHNENE
FHFEVER ., MEFFMEER
55289 Amazon WorkMail &2
EEEPNERUEREA
AFH,

B

2024%3H20H

2023 11 A 2H

2023 9 A 18 H

202210 A4 H

WA 1.0 218


https://docs.aws.amazon.com/workmail/latest/adminguide/audit-logging.html
https://docs.aws.amazon.com/workmail/latest/adminguide/monitoring-overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/monitoring-overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html
https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html
https://docs.aws.amazon.com/workmail/latest/adminguide/mail_perms_programmatic.html
https://docs.aws.amazon.com/workmail/latest/adminguide/mail_perms_programmatic.html

Amazon WorkMail

1£ Amazon LEXE BT o] A

L FERH WorkMail

AREVEBNERAEE

EHEEAR

ERERERA

B MIER L #H1T Lambda B
i

Amazon WorkMail 3z 334
BEZJAMIRMRE (CAP)
. WMEFMENR , F2H
Amazon WorkMail B2 815
P HYERTE BET Al iR
£

AREMEBH Amazon
WorkMail EZEBREE
. WEFMEN , BFBE
Amazon WorkMail B & 15
R’ P ST AR AR

£/ StartMailboxExport
Job API B){EA# Amazon
WorkMail EREARELZEDRS
B 5 7 R (Amazon S3)
fFirE. WMEFMEENR , F
2B Amazon WorkMail EE &
EEPWELEERE.

A& Amazon WorkMail #8
BREEHEREEE , UEE
FEENREBRREBDMRRE
FEMF, NEFHEENR , F2
B Amazon WorkMail B2 &5
P EREEREREBEE.

A7 Amazon WorkMail EF
BHRER B P HIT Lambda
BEREZERSHIERLSA

B, MEFMEN 6 F2H
Amazon WorkMail B2 8158
WorkMailF 8y AWS Lambda
% Amazon &%,

20226 A 30 H

2020 £10 A 23 H

2020 9 A 22 H

2020 £ 5 A 28 H

2020 5 A11 8

R4 1.0 219


https://docs.aws.amazon.com/workmail/latest/adminguide/enable_interop_wm.html#Configuring_CAP
https://docs.aws.amazon.com/workmail/latest/adminguide/enable_interop_wm.html#Configuring_CAP
https://docs.aws.amazon.com/workmail/latest/adminguide/enable_interop_wm.html#Configuring_CAP
https://docs.aws.amazon.com/workmail/latest/adminguide/enable_interop_wm.html#Configuring_CAP
https://docs.aws.amazon.com/workmail/latest/adminguide/add_new_organization.html
https://docs.aws.amazon.com/workmail/latest/adminguide/add_new_organization.html
https://docs.aws.amazon.com/workmail/latest/adminguide/add_new_organization.html
https://docs.aws.amazon.com/workmail/latest/adminguide/mail-export.html
https://docs.aws.amazon.com/workmail/latest/adminguide/mailbox-retention-policy.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html

Amazon WorkMail

15 P 77 B2 AR B

RACAR M

WIS E T AR HEAT
DMARC BUR

£/ Lambda HEELFAE AR

24 Amazon WorkMail & ¥ &

=4

TZE3% 5 #3 Bl /T 3 Amazon
WorkMail B 815 HI HAH &
BRENERARN. NEFHEE
A , 5528 Amazon WorkMail
EESEETPNERAFEIES
HA,

52 Amazon # WorkMail #
A& 4% AWS Billing and Cost
Management 12 & FHI#HE
B SEFHESERNE
B, MBEFHFMEA , F2HE
Amazon WorkMail B2 &5
FA YRR AR AR

MEFMESR , F2HE
Amazon WorkMail B 8355
PHE REE FEAET
DMARC B3R,

B A Amazon WorkMail 5
BT E API AWS Lambda 2R ##
BAERR. MEFMENR ,
55289 Amazon WorkMail &2
EiEEmPHEA Lambda #HEY
AEAR,

£ Amazon WorkMail £## &
PR E FEHEHREH , U
EBMERNEFEHAFAS. W
FHMER , F2E Amazon
WorkMail &2 & 155 iR it
AL,

20202 A12H

20201 A 23 H

2019 10 A 17 H

2019 9 A12H

2019 5 A 13 H

7 1.0 220


https://docs.aws.amazon.com/workmail/latest/adminguide/access-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/access-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/access-rules.html
https://docs.aws.amazon.com/workmail/latest/adminguide/org-tag.html
https://docs.aws.amazon.com/workmail/latest/adminguide/inbound-dmarc.html
https://docs.aws.amazon.com/workmail/latest/adminguide/inbound-dmarc.html
https://docs.aws.amazon.com/workmail/latest/adminguide/inbound-dmarc.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda-content.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda-content.html
https://docs.aws.amazon.com/workmail/latest/adminguide/tracking.html
https://docs.aws.amazon.com/workmail/latest/adminguide/tracking.html

Amazon WorkMail

BE#R 53 DNS Féxid A

RHBAETEHHRAUBERE

Lambda

A Amazon Eti& Lambda
WorkMail

SMTP B&H

BEIMENEETE

X E7E Route 53 ANHEEE

EiE P EENEE | Amazo

n WorkMail € B 81 A&@E A
DNS fiék., WMEFMER , B
2B Amazon WorkMail EE &
15 AR M

Amazon WorkMail Z#B:&E
Lambda BREAR BB AE F
ﬂﬁ'/)lb&ﬁﬁ“ﬁﬁﬁ WE A
B , 28 Amazon EE
WorkMail B AN EEE T
BHRE,

Amazon WorkMail &

FRE Lambda EREBUAEHEL
HE ?EMLF;»L&%EE'JE

A. WEFHEF , BF2E
Amazon WorkMail EE 83155

WorkMail# iy & Amazon 58 E
Lambda,.

Amazon WorkMail Z#B:&E
SMTP F& A EE i H E 7 2
HRERBFER, MEFHHAE
A , 5528 Amazon WorkMail
EEEERMPERE SMTP
E,

Amazon WorkMail E& 5 H
x&%ﬂiﬁ?ﬂﬂ?;ﬂ;&ﬁl,\o m
FHMER , F2E Amazon
WorkMail EE &5 r FH#T18
i,

20192 A13 H

20191 H24 8

2018 £ 11 A 19 H

2018 £ 11 A1 H

2018 £ 10 A 15 H

< 1.0 221


https://docs.aws.amazon.com/workmail/latest/adminguide/add_domain.html
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/lambda.html
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
https://docs.aws.amazon.com/workmail/latest/adminguide/smtp-gateway.html
https://docs.aws.amazon.com/workmail/latest/adminguide/add_domain.html
https://docs.aws.amazon.com/workmail/latest/adminguide/add_domain.html

Amazon WorkMail

¥ 2019 FRER Support

BEEH
SRR

Support AWS CloudTrail

Support EFBHRE

Amazon WorkMail X iR 2
2019 K42 & macOS. MFE
FHHEA , F2E Amazon
WorkMail B SEmH K
Amazon WorkMail ZR#HEER,

FREEENBEBH S EEHN.

B LAER Amazon FEVEFE
SF A 282 WorkMail £ A& E
HEHMERAEGEEPITEN
ER, MEFHEEA , F2EH
Amazon WorkMail B2 815
P ERERER .

Amazon WorkMail £/ AWS
CloudTrail. iFEFMER , B
28 Amazon WorkMail B
E188 AWS CloudTrailF B
&2 Amazon WorkMail API
Py,

B LURBRFHENE FEH
it RAEFREREANIXEF
ﬂ1¢ﬂ’]$%§|ﬂ¢um&ﬁ,ﬁuo an
FFMEA , F2E Amazon

EIE WorkMail EEr P EE

E T ERE,

RIFFEREREEE—E
Amazon WorkMail B &, 20
HEMER , 528 Amazon
WorkMail EE S5 P H
WorkMail £ RIREEERE
Amazon,

2018 £ 10 A1 H

2018 7 A 12 H

2018 4 A9 H

2017 £12 A 12 H

20177 H5H

2017 5 H10H

kR 1.0 222


https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html#accessing_workmail
https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html#accessing_workmail
https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html#accessing_workmail
https://docs.aws.amazon.com/workmail/latest/adminguide/mail_perms_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/mail_perms_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/mail_perms_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workmail/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workmail/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workmail/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html
https://docs.aws.amazon.com/workmail/latest/adminguide/email-flows.html
https://docs.aws.amazon.com/workmail/latest/adminguide/quick_setup.html
https://docs.aws.amazon.com/workmail/latest/adminguide/quick_setup.html
https://docs.aws.amazon.com/workmail/latest/adminguide/quick_setup.html

Amazon WorkMail

Support EEZHNEFEHE

F i

Support SMTP H 5552 8%

Support EFBHEMEOME

ABET B

Support Bi@%

— R AT A 1

Support FREER

BBFE A LAER Amazon
WorkMail 82 Microsoft &£
2016 8 Mac f IMAP &
FHYEFPikm, WEFHEE
A, 528 Amazon WorkMail

S B WorkMailF Y
Amazon RIFEER,

WO LARRE A B H AR
ETHHEN. WEFEE
Eﬂ , 5528 Amazon WorkMail
EE B R WorkMail 1 £ FL
Amazon £ i E 7 # 4 B 5.

& 0] LAIE IR B TR Y
Amazon SES &9 BUR KRR

EFEHHEHREQRA, W
%Eﬁﬂiﬁ%ﬂ , F82 [ Amazon
WorkMail E¥E &iEE P RE
B 5 29 BR,.

&R LARR A Amazon WorkMail
F Microsoft Xz K EiR
M, MEFMEN , F2E
Amazon WorkMail EIE 815
Y Amazon WorkMail #1
Microsoft Exchange 2 B E
B,

Amazon B IE = 2 1T A
WorkMail,

XEREER DHQ%EFFHE

s, MFBFMEA , F2E
Amazon WorkMail B &g
ARV B R o

20171 H9H

2016 £11 A 25 H

2016 £ 10 A 26 H

2016 £ 10 A 25 H

2016 £1 A 4 H

2015 10 A 19 H

7 1.0 223


https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html#accessing_workmail
https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html#accessing_workmail
https://docs.aws.amazon.com/workmail/latest/adminguide/what_is.html#accessing_workmail
https://docs.aws.amazon.com/workmail/latest/adminguide/journaling_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/journaling_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/editing_domains.html
https://docs.aws.amazon.com/workmail/latest/adminguide/editing_domains.html
https://docs.aws.amazon.com/workmail/latest/adminguide/interoperability.html
https://docs.aws.amazon.com/workmail/latest/adminguide/interoperability.html
https://docs.aws.amazon.com/workmail/latest/adminguide/interoperability.html
https://docs.aws.amazon.com/workmail/latest/adminguide/interoperability.html
https://docs.aws.amazon.com/workmail/latest/adminguide/resources_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/resources_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/resources_overview.html

Amazon WorkMail

Support EFHHEBIE

Amazon BV FEE R WorkMail

*EETHHEBTE
MEHEET | BSE

Amazon WorkMail €28
$E7 WorkMailHh Fy B E Z|

Amazon,

Amazon B FEE kx4
WorkMail,

20158 A 16 H

201551 A28 H

kR 1.0 224


https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html
https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html

Amazon WorkMail EESER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

MRZR 1.0 coxxv



	Amazon WorkMail
	Table of Contents
	什麼是 Amazon WorkMail？
	Amazon WorkMail 系統要求
	Amazon WorkMail 概念
	相關 AWS 服務
	Amazon WorkMail 定價
	Amazon WorkMail 資源

	必要條件
	註冊一個 AWS 帳戶
	建立具有管理權限的使用者
	為 Amazon 授予 IAM 使用者許可 WorkMail

	Amazon 的安全性 WorkMail
	Amazon 的數據保護 WorkMail
	Amazon 如何 WorkMail 使用 AWS KMS
	Amazon WorkMail 加密
	為組織設定 CMK
	每個信箱的唯一加密金鑰
	加密每封郵件
	建立新信箱
	加密信箱訊息
	解密信箱訊息
	快取信箱金鑰

	授權使用 CMK
	Amazon WorkMail 加密環境
	監控 Amazon WorkMail 互動與 AWS KMS
	加密
	解密



	Amazon 的身份和訪問管理 WorkMail
	物件
	使用身分進行驗證
	AWS 帳戶 根使用者
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	存取控制清單 (ACL)
	其他政策類型
	多種政策類型

	Amazon 如何與 IAM 合 WorkMail 作
	Amazon 基於 WorkMail身份的政策
	動作
	資源
	條件索引鍵
	範例

	Amazon WorkMail 資源型政策
	基於 Amazon WorkMail 標籤的授權
	Amazon WorkMail IAM 角色
	使用 Amazon 臨時登入資料 WorkMail
	服務連結角色
	服務角色


	Amazon WorkMail 身分型政策範例
	政策最佳實務
	使用 Amazon WorkMail 控制台
	允許使用者檢視他們自己的許可
	允許使用者以唯讀方式存取 Amazon WorkMail 資源

	疑難排解 Amazon WorkMail 身分和存取
	我沒有授權在 Amazon 執行操作 WorkMail
	我沒有授權執行 iam：PassRole
	我想允許我的 AWS 帳戶以外的人訪問我的 Amazon WorkMail 資源


	AWS Amazon 的受管政策 WorkMail
	AWS 受管理的策略： AmazonWorkMailFullAccess
	AWS 受管理的策略： AmazonWorkMailReadOnlyAccess
	AWS 受管理的策略： AmazonWorkMailEventsServiceRolePolicy
	Amazon WorkMail 更新受 AWS 管政策

	使用 Amazon 的服務連結角色色色色 WorkMail
	Amazon 的服務連結角色許可許可 WorkMail
	建立 Amazon 的服務連結角色色色色色色 WorkMail
	編輯 Amazon 的服務連結角色色色色色色 WorkMail
	刪除 Amazon 的服務連結角色色色色色色 WorkMail
	Amazon WorkMail 服務連結角色的支援區域

	Amazon 中的記錄和監控 WorkMail
	WorkMail 使用 CloudWatch 指標監控 Amazon
	CloudWatch Amazon 的指標 WorkMail

	監控 Amazon WorkMail 電子郵件事件日誌
	監控 Amazon WorkMail 稽核日誌
	信箱存取記錄檔
	存取控制記錄
	驗證記錄
	可用性提供程式

	使用 Amazon 的 CloudWatch 洞察 WorkMail
	記錄 Amazon WorkMail API 呼叫 AWS CloudTrail
	Amazon WorkMail 信息 CloudTrail
	了解 Amazon WorkMail 日誌文件條目

	啟用電子郵件事件記
	啟用電子郵件事件記錄
	建立用於電子郵件事件記錄的自訂日誌群組和 IAM 角色
	關閉電子郵件事件日誌
	預防跨服務混淆代理人

	啟用稽核記錄
	使用 Amazon WorkMail 主控台設定稽核記錄
	傳送至記錄 CloudWatch 檔的記錄
	傳送至 Amazon S3 的日誌
	Amazon S3 儲存貯體伺服器端加密

	原木已傳送至 Firehose
	主機特定權限


	Amazon 的合規驗證 WorkMail
	Amazon 的韌性 WorkMail
	Amazon 基礎設施安全 WorkMail

	開始使用 Amazon WorkMail
	開始使用 Amazon WorkMail
	步驟 1：登錄到 Amazon 控 WorkMail 制台
	第 2 步：設置您的 Amazon WorkMail 網站
	步驟 3：設置 Amazon WorkMail 用戶訪問
	其他 資源

	遷移到 Amazon WorkMail
	步驟 1：在 Amazon 中創建或啟用用戶 WorkMail
	第 2 步：遷移到 Amazon WorkMail
	步驟 3：完成遷移到 Amazon WorkMail

	Amazon WorkMail 和 Microsoft 交易所的互操作
	必要條件
	新增網域和啟用信箱
	啟用互通性
	在 Microsoft 交易所和 Amazon 創建服務帳戶 WorkMail
	互通性模式的限制

	在 Amazon 上設定可用性設定 WorkMail
	設定以 EWS 為基礎的可用性提供者
	取得 EWS 網址

	設定自訂可用性提供者
	建立自訂可用性供應商 Lambda 函數
	請求和響應元素
	請求元素
	要求者
	信箱
	視窗

	回應元素
	信箱
	事件
	工作時間
	時區
	工作期
	錯誤


	授與 存取權
	WorkMail 使用 CAP Lambda 函數的 Amazon 示例


	在 Microsoft Exchange 設定可用性設定
	啟用 Microsoft 交換和 Amazon WorkMail 用戶之間的電子郵件
	為使用者啟用電子郵件路由
	文章設定組態
	郵件使用者組態
	停用互通性模式並停用郵件伺服器
	故障診斷
	Amazon WorkMail 配額
	Amazon WorkMail 組織和使用者配額
	WorkMail 組織設定配額
	每個使用者的配額
	訊息配額


	使用組織
	建立組織
	建立組織
	檢視組織的詳細資訊
	整合 Amazon WorkDocs 或 WorkSpaces 目錄
	組織狀態和說明

	刪除組織
	尋找電子郵件地址
	使用組織設定
	啟用信箱遷移
	啟用日誌記錄
	啟用互通性
	啟用 SMTP 閘道
	管理電子郵件流程
	傳入電子郵件規則動作
	傳出電子郵件規則動作
	寄件者與收件人模式
	建立電郵流程規則
	編輯電郵流程規則
	AWS Lambda為 Amazon 配置 WorkMail
	開始使AWS Lambda用 Amazon WorkMail
	設定同步執行 Lambda 規則
	Lambda 事件資料
	同步執行 Lambda 回應架構
	同步執行 Lambda 動作限制
	同步執行 Lambda 動作失敗

	範例同步執行 Lambda 回應
	有關在 Amazon 上使用 Lambda 的更多 WorkMail
	使用 AWS Lambda 擷取訊息內容
	使用 AWS Lambda 更新訊息內容

	管理對 Amazon WorkMail 訊息流程 API 的存取
	Amazon WorkMail 訊息流程存取權管理政策範例

	測試電子郵件流程規則
	移除電子郵件流程規則

	對內送電子郵件強制執行 DMARC 政策
	使用電子郵件事件記錄來追蹤 DMARC 的強制執行


	標記組織
	使用存取控制規則
	建立存取控制規則
	編輯存取控制規則
	測試存取控制規則
	刪除存取控制規則

	設定信箱保留政策

	使用網域
	新增網域
	移除網域
	選擇預設網域
	驗證網域
	使用 DNS 服務驗證 TXT 記錄和 MX 記錄
	請使用核對您的 TXT 記錄是否已新增至您的 DNS 服務
	使用挖掘來驗證您的 TXT 記錄是否已新增至 DNS 服務
	使用 nslookup 來驗證您的 MX 記錄已新增至您的 DNS 服務
	使用 dig 確認您的 MX 記錄已新增至 DNS 服務

	網域驗證故障診斷

	啟用 AutoDiscover 以設定端點
	（推薦）使用 53 號路線和 Amazon CloudFront
	使用阿帕奇網頁伺服器
	AutoDiscover 階段 2 疑難排解

	編輯網域身分政策
	自訂 Amazon SES 服務主要政策

	以 SPF 驗證您的電子郵件
	設定自訂郵件寄件者網域

	使用使用者
	檢視使用者清單
	新增使用者
	啟用使用者
	管理使用者別名
	停用使用者
	編輯使用者詳細資訊
	重設使用者密碼
	Amazon WorkMail 密碼政策故障
	使用通知
	啟用簽章或加密的電子郵件

	使用 群組
	檢視群組清單
	新增群組
	啟用群組
	將成員新增至群組
	編輯群組詳情
	從群組中移除成員
	管理群組別名
	停用群組
	刪除群組

	使用 資源
	檢視資源清單
	新增資源
	編輯資源詳情
	管理資源別名
	啟用資源
	停用資源
	刪除資源

	使用行動裝置
	編輯您的組織行動裝置政策
	管理行動裝置
	遠端抹除行動裝置
	從裝置清單移除使用者裝置
	檢視行動裝置詳細資訊

	管理移動設備訪問規則
	移動裝置存取規則如何工作
	使用移動設備訪問規則

	管理行動裝置存取覆寫
	行動裝置存取覆寫的運作方式
	管理覆寫

	整合行動裝置管理解決方案
	行動裝置管理解決方案概
	設定 WorkMail 組織以直接模式與第三方 MDM 解決方案整合


	使用信箱許可
	關於信箱和資料夾權限
	管理使用者的信箱許可
	新增許可
	編輯使用者的信箱權限

	管理群組的信箱權限

	以程式設計方式存取信箱
	管理模擬角色
	模擬角色概觀
	安全考量
	建立模擬角色
	編輯模擬角色
	測試模擬角色
	刪除模擬角色

	使用模擬角色

	匯出信箱內容
	先決條件
	IAM 政策範例和角色建立
	範例：匯出信箱內容
	考量事項

	故障診斷
	檢視電子郵件標頭
	郵件路由

	搭配 Amazon 使用電子郵件日誌 WorkMail
	使用日誌登載

	文件歷史紀錄
	

