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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Admin management flow
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X
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Amazon WorkSpaces
Thin Client
Cost-effective, secure,
and easy-to-manage
access 1o virtual desktops

Administrator sets up
Amazon WorkSpaces,
Amazon WorkSpaces Web,
or Amazon AppStream 2.0
in desired AWS Region
to associate with
‘WorkSpaces Thin Client
service

Administrator copies
activation codes from
Console and emails
them to end users

End users enter activation  Administrator manages,
code to register the device  monitors, and maintains
and log into their virtual WarkSpaces Thin Client
desktop environment fleet and controls
access through device
management service

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,
enabling users to securely acoess virtual desktops.

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.

Amazon WorkSpaces Thin Client

devices
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Virtual desktop services
Choose the virtual desktop service to provision your environment, then select the resource to use or create a new one. The time to provision depends on
your chosen Ll;:nll{i-:_;l,l'._atil;;ll

0 WorkSpaces AppStream 2.0 WorkSpaces Web
Amazon WorkSpaces is a fully Amazon AppStream 2.0 is a fully Amazon WorkSpaces Web s a
managed desktop virtualization managed, secure application lowe-cost, fully managed
service for Windows that enables streaming service that allows you WorkSpace built to deliver secure
you to access resources from any to stream desktop applications web=based workloads and 5
supported device, from AWS to a web browser, oftware-as-a-service (5aa%)
application access to users
within existing web browsers

Mote: When creating a new WorkSpace directory for your environment, you will be taken to the WorkSpaces console. Amazon Thin Client
requires certain WorkSpace configuration to be compatible. For more information and help with setup, please refer to the Create a
'i'-'l_‘lrk'Sp._‘lm}E for Amaron Thin Client tutarial,

WorkSpaces directories (5] jns, ] | | Create WorkSpace directory [
Amazon WorkSpaces is a fully managed desktop virtualization service for Windows and
Linux that enables you to access resources from any supported device,

Q, Filter by attribute or keyword 1 > {53
Directory ID v Directory name v Organization name v Directory type v
abc ¥YZ.Com Mame 1 Simple AD
abc XYZ.Com Mame 2 Simple AD

o abc XYZ.COMm Name 3 Simple AD
abc XYZ,C0M Mame 4 Simple AD
ahc HYZ.C0M Mame 5 Simple AD

ERENREN  SMATUEBEAFEEFAER, WEHFHMAEHN , B2REGEERE,
& AppStream 2.0

AppStream 2.0 222 E. TeWEABRKXBREE , TAREREARAER AWS ERERIESR.
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/A Warning
EEE T AppStream 2.0 IJRIE |, B FEAcli_follow_urlparamiiEAfalse. EETHK
LEME |, BT TSR E -
- HWRTERERER |, BEH1T aws configure set cli_follow_urlparam false,

« BN E A ProfileName WEREMRE , FHIIT aws configure set
cli_follow_urlparam false --profile ProfileName,

1. BEEFRE AppStream 2.0 , FHIT T E P —EEE -

- ENEEANRRNHER, SULBRETHXEE , W UERESHUESHER,

(@ Note

MRBEBEFREETNREWME B AppStream 2.0 EE X B AHPHRHERFS
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o JEEN "EMME RHLUEHBE, WFEEL AppStream 2.0 HBWEFEHE  BFSRE
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Virtual desktop services

Choose the virtual desktop service to provision wour ervironment, then select the resource to e or create 3 new one

WorkSpaces O AppStream 2.0 WaorkSpaces Web
Amazan WorkSpaoes i a 1|_||I_\_,- Amazan AppStream 2.01sa fl.l||'|-' Armazan WaorkSpaces Web is a
managed deskiop virtualization managed, secire application lowi-cost, fully managed
service For Windows that enahles streaming service that allows you WarkSpace buslt to delwwer seoure
wOu B0 ACCRss resources from any to stream desktop applications web-based warkloads and &
supparted device, e AWS (o 8 wab browser. of bware-as-a-servios (Saas)
applicatian acoess [ wsers
within existing weh brossers,

Mote: When creating a new AppStream 20 Stack far your ervironment, you will be taken to the AppStream 2.0 Stacd consale. Amazan
Thin Client requires certain AppStream 2.0 Stack configuration to be compatible. Far mare infarmation and help with setug, please refer to
the Create a AppStream 2.0 Stack E for Amazon Thin Clisnt tutorial,

Stacks (1) e | C | Create Stack []

¥ou can set up an AppStream 2.0 Stack to start streaming apps 0 youwr users’ browsers. An AppStream 2.0
Stk monsists of a fleet of streaming instances, wser access policies, and storage monfigurations.

Q  Filter by attribute or keyword < 1 » &
Marme ¥ Time created v |
Marme 1 January 317, 2000, 14:32 (UTC+3:30)
Marme 2 January 31, 2000, 14:32 (UTC+3:30)

[+] Mame 3 January 31, 20010, 14:32 (UTC+3:30)
MName 4 January 31, 2000, 14:32 (UTC+3:30)
Marme 5 January 31, 2000, 14:32 (UTC+3:30)

AppStream 2.0 Stack details info

With your AppStream Stack selected, enter your ldentity provider (1P login and logout URL, This provides users the place to login and out of
the Amazon Thin Clicnt,

IdP login URL
Specify the details fram waur IdP.

BAREZR , BOATUUERRREFEEN, NFFEER , F2REERS.
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£ Amazon WorkSpaces &£ 2|8
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o

® Note
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RRHE S WorkSpaces FBEE A FHE R,
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EEEES

Virtual desktop services

Choose the virtual desktop service to provision your environmeent, then select the resource to use OF Create a ew one.

WorkSpaces

Amazon WaorkSpaces is a fully
managed desktop virtualization
service fior Windows that enables
you to access resouwrces from any

supported device

AppStreamn 2.0

Amazon AppStream 2.0 s a fully
managed, secure application
straarming dervice that allows you
1o stream desktop applications
from AWS to a web browser.

External link [

0 WorkSpaces Web
Amazon WorkSpaces Web ks a
low-cost, fully managed
WorkSpace built to deliver Sedur
web-based warkloads and 5
oftware-as-a-service {5aa’s)
application access to users
within existing web browsers

Mote: When creating a new WorkSpaces Web portal for your enviranment, you will be taken to the WorkSpaces Web console, Amazon Thin
Client requires certain WorkSpaces Web configuration to be compatible. For more infermation and help with setup, please refer to the

Create a WorkSpace [ for Amazon Thin Client tutorial.

WorkSpaces Web (0) info

] Create WorkSpace Web [

Amazon Work5paces Web is a low-cost, fully managed WorkSpace bullt to deliver secure web-based workloads and software-as-
a-service (5aas) application access to usars within existing web browsers

Q, Filter by attribute or keyword

Display name * Status v Web portal endpoint ¥ vc @ w Created at v
Mame 1 &) Active AMazon.awsapp.com Vpo-name January 31, 2010, 14:32 (UTC+3:30)
MName 2 (v:'] Active AMazonawsapp.oom vpC-name January 31, 2010, 14:32 (UTC+3:30)
(=] Mame 3 &) Active AMAaZoNaWsappR.oom VRC-name January 31, 20010, 14:32 (UTC+3:30)
Mame 4 &) Active amazon,awsapp.cam vpC-name January 31, 2010, 14:32 (UTC+3:30)
Mame 5 &) Active AMazonawsapp.oem VpC-name January 317, 20010, 14:32 (UTC+3:30)
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EEEES

« FANERBEBIEFERAaws BB , RATCEREM AWS R, EFAREIMERELFE

HERREBIRE,

ERAEREEFRARENER

1. B#RXWorkSpaces BEEAFIRERER
EEURR U EFAEARR

BERE,

TEE BERY, BT T —NSEEE

W N

- FENEER  FEENERR  ARFERSIBNENE,
- FEEHER , FRE "E) BE.
- HEMBRETRR , FEERERZEN "B

5. BERZREHNGRE , H&E [REFL

ERAEREEFREARENER

1. B#RXWorkSpaces BEEAFIRERER,
EMEEUFMEFAER AR,
BEER,

BEEEER,

BT TSEP—HGEZIE

o M 0D

- FENEER  FRENEER  AREERSIEBNENE.
- EEEHER , FRE "E) BE.
- BEMBRER , FEEERZEN "B

6. ELRTHREHMERRE 6 FEE [RF

ERERAENERENER
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- EEMEER  FEENERR  ARFERSIBNENE.
- EEEHER , FRE "E) BE
- BEMBRER , FEEERZEN "B
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Amazon WorkSpaces B2 A FinFHN L £

EL2 AWS BRENELER. BRAWS BF | BALURERDPONEBRRETEDS  SLERBREAR
TREHZE M RBBRNEBNERMBER,

ZER AWS BECBRARNEE, HEEEEEAREFHRRERNLZEMNERTHLEMN

- BiRREM — AWS EEREBEPHIT AWS RENWERZEE AWS Eif, AWS BEARRMATUR
L ERANRE. B2 7 HERAR Amazon WorkSpaces B R A F i SHRTE | BF2BEHRT
BIAWS RS EE AN S RETEIAWSH R

- BinReM — SNETECAREERN AWS R, ftH/4BAHEMREZEESE  SEERNEE
., BRTNERNEALEEMNER,

R34 AT 5 B AR B AR an A 7E 68 A WorkSpaces R EAFHREAARNETER, THEERBW
fAIE&E WorkSpaces BEEAFHUFE L MESRMEEE, SWALTHNMAFERAEM AWS R
FE i Bh IR EE 2 F{R 2 WorkSpaces B E A FIwmE R

&

« Amazon WorkSpaces B E A Fim P E MR E

« Amazon WorkSpaces B EIE A F w2 &N ERERE
« Amazon WorkSpaces f& & # F F i iy 4

« Amazon WorkSpaces f & A Fim R RE 2 A EE

Amazon WorkSpaces BEE A Fin Y ERMRE

AWS HESFEZEA N Amazon WorkSpaces B A FRHANERRE, MER PR |
AWS EERBEITATE AWS Eis. LEEHBEHERFRE LEERATNEGE, SECEREE
FRfEA AWS BRIE MR LERBNERTK, WFEENEBAENFRES  BSSREREAEERM
EE. NEFRBUNERMRENMEREN , F2E AWS T2 MEER LM AWS HEINSEETH
GDPR #B&EE X E,

ERERREZBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREERIERE, Mit—XR , SEACHEHRASESR
HEEREEEMAENGTT. RfECEZRERATIFRNREESR :

- BERFHEERSEEZRRRE (MFA),

ERRE n


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- f£/ SSL/TLS B AWS BRETERA. RMFE TLS 1.2 LEZRMFEA TLS 1.3,

- EARE API MfERAEEEFZ#H AWS CloudTrail,

- £ AWS MEBFRF RURHEPHWAMBEMEBLLEE AWS R,

- FERERNZERLRE (B0 Amazon Macie) , HBIREFREFEE Amazon S3 HWEBUBE R,

- MBHREBBHSINER AP FEEFEER AWS 1B FIPS 140-2 B8 BV INZRE4E | S5 A FIPS
wE, WMEEEFIPS M FIPS wEHNEZHEBEN , F2EAHIPEFRIEEZXE (FIPS) 140-2 #E,

B ERCRBETEREFPFNEFE A4 ERESIHBEN , REERIEAKXNHN X FRL
o flinE BN, EBRESRERATEEA. APl 5 AWS SDK AWS R# £/ WorkSpaces & H
APmHEMAFRKE, AWS CLIZEEBRXEBRABRANFRUPB ANTAERBAIEARTER
ZE B, MRESRMADBRREN URL , RMEANERF ORI CHZRMARSEIFZ RN URL P E

Amazon WorkSpaces & i Fin & WL RHE A EEH WorkSpaces BEE A FinkBER HHE
ERKERBEBNAEBEESA. Fim, AKRE. BEDHE. BKREA. KEER, SAMLRHE. &£
BERNEANBERRE, ELERARALRMURYE  YRARKERFEARBHEEE. A, &
ATHRERMRYE  EETHRSERIAFS EEEARBEN AWS #hE 2. BFSRIIBAWS BIE
EHEELER,

FHE

- BRMER

« Amazon WorkSpaces & H i Fin i iR EE B &

- E@mhnE

- SREE

- BERBITERERBTL

ERmE

WorkSpaces fFREIZAFHEWRERENEEBTER , fINERAERE. REBBE. FHHE

RHEET , URBEREEMB BT, WorkSpaces B Fith &I sE TEMRBEEL WEIN
BEREEMIE Amazon DynamoDB #1 Amazon S3 #1, WorkSpaces & H H SiwfEH AWS Key
Management Service (KMS) (KMS) #E1Ti0%,

EEREBLEHAR  FEBTIET
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- BEERERERTE , XEARBHEAF WorkSpaces inBI{ERN S EAE,
« end-to-end BBRHEFEEN SBRREER , T WorkSpaces FBEE A 5 ik 7] LA SR M
SRR MBFEER,
- EREREMARBNERAERERH O
- BEEBEMAEA WorkSpaces REEAFmERES , BEFEAZELARME WorkSpaces BEE A F
ImE ERRENES , FRARETREBARREH,

- BEERTFEEMNEMAZELAERE WorkSpaces FBEEAFin , BRIFMEERHNRARMNGE
REDFAUZA |, BRIMFIEEME THERE,

- FRAETUGEREET R ZENTEER, ENRAMSNEMREE , ARG RIFRER. IhEERE
KB TR RIERR T EBRBRE.

WorkSpaces B A FinfAREE AWS A KMS EFEBRBER , BUERBAZNDEER., W
RERARARERBLEER , IEREEEFINIFERER  BREELIERAEREN.

Amazon WorkSpaces &2 A Fim kY i e & R in &

Amazon WorkSpaces & E A FimERRMEMETIRE , FBHERA AWS HENMZE SWMREBFLENH
REF&ESR,

- AWS BRI £i#8 — Amazon WorkSpaces B E A FmAZREFHEL SRR BB MEZEABE
BRl, SEEns. EBSMEH AWS EEN SR hEEREKREFER, T8 , BFXFEEUEME
B ETMEN , BAREBEMEZZENN SR, WFEFHBENR , 528 (AWS Key Management
Service BB ABIEmM) FH AWS HENZH,

HARMEBFEER , APRRERERRERNFMISRNEERKFNEME. B, HURERENS
BRERMBERMTERERNEZEEARER,

HAGELEALBNFRHIENEANZEE  EAAUEEYVEHETFRRRGREEFEER
W EAWS BENRANR TR EHIEE_FNE

- EEZE £ — Amazon WorkSpaces A FmXEFRTEY, BENEENHBEFRS
S|, UEERE AWS HEN NS LHBE_ENE. AREATUTLEHLMEE Ilﬂ:"‘—ﬂ«/{
#MIT I IHE:

- BUFNHESBBCR
- BYMMEE IAM BENTTIRE
- MANERAEBEER
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Amazon WorkSpaces % F # L
- HERR
- BYEBAA
« RYTIMAMER

MEHMET , F28 (AWS Key Management Service BIZZAEEE) FHNEFEESE,

TRFEFRHE Amazon WorkSpaces 5 E A F im 20477 b0 228 A 35 B E # o

ErER AWS BERH £ & EFEESBME BA)

RIEER ERA ERA

WorkSpaces f&f& i F iRz

REB

HEER ERA ERA

WorkSpaces f&f& il F ik

EEH

@ Note

Amazon WorkSpaces BEEAFHEFE A AWS HEN SR G ERERMASTIER , HBK
AR,

T8, FAEFRETWMEINT AWSKVS EA., MEEEEENFMER , F2H AWS

Key Management Service E1&,

Amazon WorkSpaces & E A Fiw{AE AWS KMS H{E A IRE
Amazon WorkSpaces BRIEAFInEEREMCERATFZETR,

ELBAFAEFZESB/MNERN WorkSpaces FBEIE A FinIRIE R , Amazon WorkSpaces f&f8
A FiRg ™ AWS KMS {34 CreateGrant 5K , KREEBUBRE, AWSKMS v EREARE T
Amazon WorkSpaces B2 A FisZREFIRFHPH KMS £,
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Amazon WorkSpaces #E % F i EEBER

EFNEEAEAFREEHEAETFZE S0 WorkSpaces R A Fim MZRERM , BREEN
BRBLERERF | Amazon WorkSpaces fafEE A Fiwg& [ AWS KMS &% CreateGrant 583K , %
BENEE, AWS KMS RHRERANEF Amazon WorkSpaces R AFRENEFIRFHH
KMS €88,

Amazon WorkSpaces FEIEAFIREERE , THETIATEXEIEAEFZE DR -
- BERMEBRERE AWS KMS UBRZMZHER
BOHERENEZEE S UEREREEEEFEESMNFEE. WRIEHKM , Amazon

WorkSpaces SR AFin B+ FHATFEESRMNENTIAER  SEXERBENXERDN
By, plm , MREEFES Amazon WorkSpaces FEE A Fim A FIAIREFMAER , 8

E¥2E R EAccessDeniedExceptioni?. tbdh , WorkSpaces FEHE A F s BASE L ER
WorkSpaces fEfEE A FimiRE.
BURFZESHE

BAILAER AWS EE TR AT AWS KMS API BEREYHBHNEFZE SR,
BUHBEFEESR

ek (AWS Key Management Service B ASEM) PHEVHBEFHE BN IRET,

SHRBRERHFEFSESHRNFIVER, SEAEFZELRBLEARE—BSRBK , HPITERE
HALFEASBRACAFANERN, ERYEFEESRE , JUEESRBR. WEFEER ,
228 (AWS Key Management Service IR ABERE) PNWEEEFEE BN ER.

EFEREFZELME Amazon WorkSpaces BEHAFIRERERMER Y AETSRBEFRHFT
5| API #24E -

« kms:DescribeKey— RRMUBEFZENSMFFMET , #F Amazon WorkSpaces F&fE A F i 7] LA
BESE,

« kms:GenerateDataKey : A FAEFEESHBRMNBER,
« kms:Decrypt : AFFEARFEESBRBZER,

« kms:CreateGrant : BRFHIEEEZEFAEE®., RFEEKVMS SBNWEHIEZEE  UAKHE
BX Amazon WorkSpaces B A FinMENRERIE, NFEEREAR TRENFHENR A F2

B AWS Key Management Service FIZ A BIEFE)
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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Amazon WorkSpaces #E % F i EEBER

iE A Amazon WorkSpaces & & A F w17 T~ 5 E4E -
- N Decrypt ABEZEMZENER,

AR 2B T LA Amazon WorkSpaces f&E R Fim i8R 2R &5 -

"Statement": [

{

Client",

"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin

"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"

BREN®
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]I

"Resource": "*"

MEFBEBRFRIEEHF TNFMERNR , 5208 (AWS Key Management Service BiZ A EEFE) .

MBEMH Y SREIETRBIMOFMEN , F88 (AWS Key Management Service BIE A &
EED o

}EXE WorkSpaces BB AF RN EFEE IR

ALK EFEESRIEEATIERNE-BME :

- WorkSpaces f&f# Al FikIRE

BYRER , S LURHE Amazon WorkSpaces BREIEAFin ARME TR EAENNEEERE
8, kmsKeyArn

« kmsKeyArn— AWS KMS ZF Z E SR EMRA BT, RAUSEH ARN,

E#H WorkSpaces B2 AFinkENMEEEATFEE SR MMER WorkSpaces SR Al FiRiR

HEF , WorkSpaces BB A Fin B & H%RE WorkSpaces R A FRREEAEFEEN MR
Eo
MZEARR—HEANRSIRERY  HP3sEBEERNEMRABTEN.

AWS KMS SFEAMBZABRHMAHMERZEE  LXERINNE, ELENZERNERFIENEH
ARE , AWSKMS ENZARTBEENZENER, EERTEN  BEERHISHEHNMER
o

Amazon WorkSpaces &S E A FiminZAR

Amazon WorkSpaces & f FisE A AWS KMS NZFREHERERNMBARE , Hh &8
Aaws:thinclient:arn , {4 Amazon EREHE (ARN).

LTRRENZRE :

"encryptionContext": {

BREN® 44


https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad

Amazon WorkSpaces #E % F i EEBER

"aws:thinclient:arn":
environment_ID"

}

"arn:aws:thinclient:region:111122223333:environment/

LTREENZERE :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ERINE AR EITER

EXFERYEBNEFEE SRR INE WorkSpaces BEH A FIRRIBEMEBERE | Bt LlERER
REEMEETFERANMBRAR , LB EFEESRNEAAR. MBRABTHELEHIEE AWS CloudTrail
5 Amazon HEEEH CloudWatch HEEH.

EAMZARTEZEFHHEFZESRNFE

B ESRBERN IAM BERS , FANBARRZHEHHBEFZESRNEN, SOUTNER
F R EMINERB RS

Amazon WorkSpaces fFEE A FinE REPEANBA RO RREHEBIRFIEZTEFZETR
HNEHN, RTERASGERRTFAFNEEEREENNERR,

UTREETFRENBEARCEFHESRFIERNSRERBRAREM, WHRRRN PHREER
kms :Decrypt WA EEIEE NIRRT INE AR RFRME

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},

"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {

"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":

"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption

Amazon WorkSpaces #E % F i EEBER

EZ# Amazon WorkSpaces #EEE A Fimf in# <8

BE18% AWS KMS ZEF S &£ 8 Amazon WorkSpaces fEIE A F iR ERIEERFE AR | B LUER
AWS CloudTrail 2 Amazon CloudWatch H&$IEHMt Amazon WorkSpaces f&fEE A FinEiEE AWS
KMS #95ER,

THgEfl 2 ét¥DescribeKey, . CreateGrantGenerateDataKeyDecrypt. Decrypt (fif
FGrant) E5# Amazon WorkSpaces B2 A FixM WA KMS REUERHEFEESBMNENE
Ry AWS CloudTrail 44 :

ETHIEHF|F |, BTLAEE WorkSpaces #Eff#encryptionContext A FwIRE. WorkSpaces #&
A FimsE g B LM CloudTraill £,

DescribeKey

Amazon WorkSpaces f&fESE A Fim&#E A tkDescribeKeyE £ REE AWSKMS BEFEZE S
0,

THMNEFIEHE5H DescribekKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

iy

"invokedBy": "thinclient.amazonaws.com"
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},

"eventTime": "2023-11-21T13:44:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CreateGrant

Amazon WorkSpaces R A Fin S At CreateGrantE¥E T KMS g | BLREEEEI

BERERRER,
THEMNEHEHSECH CreateGrant B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {

BREN®
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Iltypell: IlRolell’
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2023-11-21T13:44:237",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"granteePrincipal": "thinclient.eu-west-1.amazonaws.com",
"operations": ["Decrypt"],
"retiringPrincipal": "thinclient.eu-west-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {"aws:thinclient:arn":
"arn:aws:thinclient:eu-west-1:111122223333:environment/abcSAMPLE"}
I
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc0adeddfc00bced0dc000f0000000cObc0a®@@@aaafSAMPLE",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey
Amazon WorkSpaces & E A FimEFE At GenerateDatakKeyEERMBE K,

THEMNEHIEH S50 GenerateDataKey BR1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-03-12T12:21:03Z2",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-03-12T13:03:56Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",

BREN®

49



Amazon WorkSpaces #E % F i

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces IR A Fin g E At Decrypt EERBEER,
THNSEFSHE5CHE Decrypt B1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-21T13:43:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl1==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt (using Grant)

E WorkSpaces FEEAFmEBEFICRIEIFZEEAR , FFEMADecryptfEE , EREB KMS

£ AFWGrant,
THEflEHEREEBRENDecryptEEGrant :
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2023-11-21T13:44:237",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com"

"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abc123D+ef1==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ead00fb0dfba@SAMPLE",
"readOnly": true,

"resources": [

{
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"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon WorkSpaces #E % F i EEBER

WEZEER, WRAMMBENER , BEREERIEEN T B 0 AEZERHAITHEEL R E MEFG
THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

HEZMABIRFEFR , SUlEEEHMIRFANAMAERSSN IAM EE | FREREBRNER, &

HERFEIBEEREBR  RAREVGEEBRN—*, EXTRNERURTEE AWS tkF , ZEEF
REHH IAM EEEHXARETRER (ERAENAC) ER , TeFNER. AEBES 7 BEEE
EEIERRREFT T, T8, IREFREBREAMEERFAFNERRE TFE , ERBAFERINN
BoBEER, nFEFMAER , F28 (AM £REER) F0 IAM BeEERERREMNEE,

WorkSpaces fEfE A F xR A EE

X EBREE =

EEE A LMER AWS JSON BIRRIEEH AIUERMBLEAR, thER  WEZEEMERAE T
BT BEEIRAITLE 4,

JSON BURHY Action TERHERETWUARAFFRIEBBRPEFINEIF, FRIBFEER LB
AWS API FREBMHEN BB, B—L£HI5RR , FlaL BHEFH APHRENERTFTEF, tbE—
EEXFERRPNZEEF, ELBENNBERSBREFE.

BREERBERR FUTHBBBENFTT.

EEEE WorkSpaces FEEAFmHEFTE , F2BREERESE P Amazon WorkSpaces &
HAFiREZNEE.

AR A F WorkSpaces in P RBIBEEERETHFEATIIER :
workspaces-thin-client
EEE-RAXPIEESEEE , BLERSBREM , WTIIEHIFR :
"Action": [
"workspaces-thin-client:actionl",

"workspaces-thin-client:action2"

]
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& EMIT WorkSpaces BEHEAF RS 2B RERIMNEEHF , 582B. Amazon WorkSpaces f&f&EE A F
U B B 9058 Bl I Bl 5 451

WorkSpaces f&EE A Fimfy R A& R

XERRER =

EEEWLER AWS JSON BERRIEEH AT AFIMLERS . tWHIHR , WHMEEBEMEHRE T T
A BEERITHEEE.

Resource JSON R TZWIEEEEABHENYH. AR EEE Resource = NotResource
TE, REEBEEEMFEAH Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAXEERBERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

£ EEF WorkSpaces BEHAFIREREELKE ARN WEE | F2RARKZESEHH Amazon
WorkSpaces EIEAFHERNER, BEETHUUFEAMEHEREESEERN ARN , F2HE
Amazon WorkSpaces & A FinE &N B1E

= EME WorkSpaces BEHAF xS 9B FERIMNEEHF |, 552/, Amazon WorkSpaces f&fESE A F
U B B 958 Bl R Bl &5 451

WorkSpaces B E A Fimiy R ARG £ 58

X BRI EBR GG 2R =

EESWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEEREMBEERET TR
AT EERAITHELEE,

Condition jt# (8 Condition E#R) AIEEIEEERAX LR R, Condition TERERAE
B, BUUBNFEAREEE FNREEER (FINERTIR) , REWBEFWHERENERPHE,

Amazon WorkSpaces f&121 2 F F im A fE A 1AM 62


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

Amazon WorkSpaces #E % F i EEBER

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
EEREE AND BRI A, WRERE—RURCIBEESEE , FEMABBORESER AWS 7
hiktr. BAFEMBHRG , TEREREXNFFT,

BUTM L EEEREEERAAZSVERE, fln, BUUREFREERAE IAM £HAEBBERR ,
BERNERNFURTZIAMERE, NEFHMAER , F28 (AM E£HAEER) F/ 1AM BER T
% BENESR,

AWS X E2EFGSRANBBBEFRG SR, EEEF/ME AWS 2EKRGER  F2H (AM £
EFIEE) FHAWS 2ERTRE SR,

EEEE WorkSpaces BEHEAFIRFH£BEE  FSHRERESEFRH Amazon WorkSpaces
EEEAPENHRTESE, EETHRUUERRGSBNEENER , 528 Amazon WorkSpaces
EEAAEIRERNEE,

= ER17 WorkSpaces FEEAF w2 B RAINES| , 5528, Amazon WorkSpaces BEEAF
Ui B9 5 538 1 IR B #i 451

R A F WorkSpaces i H#Y ACL

X ACL a

FEUEFIEE (ACL) TEFIMLEERE (RFKE., FRAENAG) HEFHEERRNFT. ACL EER
EREBR , BEMAER JSON BERXHEN,

FRBEAEFHF WorkSpaces i ABAC

%% ABAC (BERHHIER) =

B RFEUES (ABAC) B —ERERE , IRIREBMRERA, £F AWS , ELBHBAER.
B LGS EB IR IAM B (ERERNHE) M AWS BiR. AERNERN LFER ABAC HY
E—%, BEEFERT ABAC X , A EEIRNEREAEE TN ERERATFERE,

ABAC EMRRENRETFHEREY Yt ERREELEHRKRAH.

EERBERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 , EBERNIRGETED , RUEREA.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-policy-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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MRBHEXESEEREEN M =ERG SR ABEZBHEMS , EA Yes, IRBHBEIERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC EHHEH , F2H (AM EREER) PRI ER ABAC?, MEEESHRE ABAC
SERNHERE , F2H (AM E£RERERE) PHEABEEFEUES (ABAC).

EERBE A F WorkSpaces i i i B FF & A

S ERRRE =

ELEAREBRBREHE , ££ AWS RE TRER. MFEHMER , SFEMWEL AWS RIS HiEF=
ABRHEEAWS IR £/ , 5526 IAM EREEETE IAM.

NREERART FEAEEBNBBUANNEMEEZZEA , BIEBIEE AWS Management Console {52
. Hlan , B8 AWS EALNTINE—FA (SSO) EE I , ZXEFSEHETERNRE. B
FBUBERAESDBEATES  ARVAACK  CERHEVREERR. NFURAGHFMER B
25 (AM £RAEER) FNTREAS (F2E).

A LAEA AWS CLI 5t AWS APl FEIEVBEREAER., AR, B LIEREEHEREAERRE
HLAWS, AWS BZEZZLHEELRBEEAER K MAREAREINS®, NEFHHEEHR , F2H
IAM RV E B2 2 BH.

WorkSpaces {8 A Fim kY5 RS R HER

X EEHFFITERE (FAS) =

EEEA IAM EFRAERARETRRTEER AWS , CEERATR. FRELREE , BREEHT
REEE , EMEFTBRBPRE S —EEE. FAS E£ATRITIUAER AWS B , YEEER
AWS BB [ TiFRBEEER, AEERBBRIFTEEHE AWS R B REB S sETHIERE ,
FEHE FAS FR, BEUBERT , ELEERHTEMBEBFNFFAT. WFRE FAS FRERBERF
MER , F2HE (EREMITFER .

WorkSpaces A AFImNWREAE

xERBAG

7|
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BB ACRRBEEN IAM BE |, AIREHTEIME. IAM EEST LR IAM REIL, B M BRI
At. IFEFMEF  F2H (AM E£RERER) PHEILASLUEIRET A AWS RERS.

/A Warning

B FRK A CHER TS BT WorkSpaces FBEEH FinIhat, RAETE WorkSpaces fafE T
AFmREMESIR , TREREAE,

WorkSpaces A EAF RN REEFA G

X ERBEFEAG. )

BHREEACRE—EERE. AWS RERZ I UARBEAREATEFNAC. BRELGACERETE
BHH , AWS IRF BEBRERBATE. IAM EEETURE , EFEREREERZSERETT,

NEFEERUREERBEEACHFMENR , F2EAEL IAM EFNAWS B, EREPSRRE
HPu2RBEFALHMTH Yes, BERER , LeRZBRBNRBEFAGXHS,

Amazon WorkSpaces & E A Fix kY & 7 5 5l R Rl €541

RIFTER  FRAENACKEEIHIEN WorkSpaces BREE A FinERNER, tfMbtEEFER
AWS Management Console, AWS Command Line Interface (AWS CLI) 2% AWS API R#1T T{E,
EERTFHEAEHHAMEERATHENGTT , IAM EEETLET IAM BER, K&, SEELUE
IAM BERFT B EAE , FRAEERERTELAE,

EETHRNAFERELES JSON BERXHEI IAM 7 EBER , F28 (AM EREER) BHNE
I IAM JB(%O

ﬂﬂ% WorkSpaces fBEE A F R EZNBENERBERNFMET  SESELSRERM ARN £ |
EZ2EREFEES2EDH Amazon WorkSpaces G FimE AN EE, ERMNEH S8,

&

- BRBEEHR

- FRABERAFE WorkSpaces in 2 A

« REE WorkSpaces #& & E F = im 1Y M B 17 EX
- AFEAERGEMMNE ST
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html
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« &F WorkSpaces f&fE A F sk T B FEUE

HERREEK

LEDEBRAERNFEREREREARSTUELENIIREAREN, FEEMBR WorkSpaces & E A
FimER, ELBETHESZLN AWSIRFELER, ERBRIRRES D EBURR , BB/ T %
BIREBEHREE :

- FBER AWS ZERAYEBOSKEERER — EZRRREFHENITEESNER , FEAT
REFZERFEARGIERNAWS SEEFRE, EMEELN AWS IEF. BREEBERIENEME
ARHIN AWS EFEERBER , E—PREEAER. WFEFHEENR , 528 (AM FHEER) +
M AWS ZEBEES TEBEENAWS ZEBR.

- ERREMERET : 52E IAM BERHNEF Al , BERTFTHTEEENGTT. AERKEN , &7
DERERERG T IUESEERENNEE , SHBAREFTHT. WEEA IAM EAFH
WEEHERR , 528 (AM EAEER) B IAM PR BEERFT T,

« £ IAM BER PR EGE— S REFEE - SO LUSHREFIEEBER |, UREIEBEMNERNEE.
flan |, B BB BORIGY , IEESEMFEA SSL EIEFMERE R, Bt SUERRAERRES RS
ERNFEVE (BB E) FHIELEE AWS BRE , N AWS CloudFormation, INEFFMENR , 7
20 (IAM EREEE) F1 IAM JSON BETE : 4.

£/ IAM Access Analyzer &% IAM BUR |, BRFF A1 Z 2 B A IEF1E/E - IAM Access Analyzer 5
BHFBENREBER , BRELBFEMR IAM BERFES (JSON) #1 IAM REEH. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHESR , THHEFEELXLEERANBR, NEFHEE
A, F2E AM FEHERERE)Y P8 IAM Access Analyzer BUERRFE o

- EEZRESMEIF (MFA) — IREHRHIFE IAM EHERBFEHE AWS tRFE |, BB MFA
DEBSBENNRZSM, EEEMW AP RERFER MFA |, 1% MFA REGHEELNBR, MEH
HEF , F2E (AM FEAEIER) PIERE MFA REN API FEL

WE IAM FREEKNVEBEENR  F20 IAM FRAEERTHN IAM 22 5EEK,
FERBEEAF WorkSpaces i 2 &

% E77H Amazon WorkSpaces BRI A F IR A , BLERERL —AH T, ELERSLERH
BH| B AR 1R A AWS IRF. WorkSpaces TR BB HHEEAMVEFTEBRKN G 2 HEBER | Bl
REAZHENER (FARAERAR ) ME , TRAMEEZMELRERE,

BAREEAEY AWS CLI 5 AWS APl #THIUNFEREAHRETEEA#ER, k2 , REAHER
BFEMMERIITZ API BENBERTLLT .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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B2 WorkSpaces & E F F s By i 5B 72 HX

L & B8R AN 2R ST 3 1AM E R B AR BRI ELFH B WorkSpaces Imik EE RN ETEEMBER, LK
RAEEMFA AWS CLI 5| AWS APl T2 ASHER LRI B EN T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
1,
"Resource": "arn:aws:thinclient:*:*:*"
1,
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
.
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
1,
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
.
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
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L
J

}

[

]|

TERERBMFIBE ST

WEHE REBMMEIBE , RFF IAM FRERAKRMEMGAEAESIPHNABRREZIERER, LER
AEEFELS ERUBRREKRTAHRNMER AWS CLI 5t AWS API SR BIERIHERR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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& F WorkSpaces & A F im iy 5T B 17 BUE

WEFHBERIMMAEIBE , LB TFREEHF WorkSpaces i IAM E &N TBEZEE, KBEXREE
£ AWS CLI 5 AWS APl fE £ A RER LK FIE WorkSpaces FEEE A FmEERFF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
1,
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}

SR EtHEAR Amazon WorkSpaces fBE R A F ik & 253 3
FERTYER TGS EFIEEFERBEEAF WorkSpaces iwHl IAM Bt 2B EINE REE,
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Amazon WorkSpaces % F EEAEE
- BBFERETE WorkSpaces FfliE Fii FEITIRIE

- REERRENTIESIR

- RREAKEEES  BEAFEMATFE WorkSpaces #EEE F Fin

 RBAFRUNHAGER AWS IRFE B9 WorkSpaces & Fin &R

IR ERETE WorkSpaces % Fim P HATRE

R AWS Management Console &FEFEERZEHTHENRE , B L ABRIKENERB USRI
s FNEEESRREHEEAEZBIBHBNAR,

AT € 5I$EERE1E mateojackson IAM ERAEBEAFEATIEAWIRER my-thin-client-device
BERNVEMEN , BAIREER workspaces-thin-client:ListDevices FFAIBEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workspaces-thin-client:ListDevices on resource: my-thin-client-device

FEHBERT , Mateo BEREESFMHRE , LAFFMEAworkspaces-thin-
client:ListDevicesE{EFEUny-thin-client-device&iR,

BEAERARNTFHER

EEEY IAM ERAEFNERE , BUURBRRRELNFIER D, B2 , KELZEIBREENALE
FHER, BRERTRBER K SXABRUFTNFRERY.

EHLBEIEmMAEND  FEE# ID (5120 AKIAIOSFODNN7EXAMPLE) MA R EZEL & (4510
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAEBRBNZRE K BLE—RBERAE
& 1D AR EHEBRERENBER. RNEENEREEBNZRE—&K T EBEENER

/A Important
AARENERERERGE =7  EERHHSHRENEREEME D, BBERM , B8
EREAKAHEERN AWS 1RF.

BYFHERYE , S8RIRET , BEREEFNER D NILABEFHERARETELZ2UE. WERF
HNERMASELRITHRERETR X, BLERTLEENER , BLAEHNFHESRIHTEIG
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
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B IAM EAE, ERSTUREMEFRESHR, ELCEMETNESHR  SXRALERGRE P —ELH
B, IRBEUFNERY, sERARA B2 AV £AEER) FHEEFNER,

ERRREES , MEARHMAFE WorkSpaces B E A Fin

EEAFFEHMATFE WorkSpaces BEEAFis , X EAEEFNNEAREARREL IAME
B (FEAERAR), MMKEARBERNEERER AWS, AR , EXEKRIMMEER , UEE
WorkSpaces f&E 2 A Fin 1R F i EFRA R,

HRVEIRBER A2 (AM E/AEER) PHELENSE —E IAM ZiREH E R EE,

WMEFHMENR , 528 BT WorkSpaces B Fink TBFEUE,
B AFERUINHNASBEIE AWS tRF B WorkSpaces /B & Fin&E R

BAHUEY —Efe  BEHMIRFHINERAERNEEBATHNAESTRENER, BUUIEEERFH
LEFYHDERAR, HHTEERERNBERIFIUZHIEE (ACL) MR , &R LUE R ARL
RRET AEFREE R,

MEE—FTH K F2EUATRE .

- B EREMF WorkSpaces BEEAFHmER X EELINEE , 52 /Amazon WorkSpaces B E A F
¥ BRI 6 A IAM,

- EETHOMREHEFMEEER AWS IRF WFEE 260 (AM FAEER) FPE8EENS
— AWS 1RF B IAM £ & R HFEER.

- EETHOMBE=HFREEERNEFEE AWS IRF | F28 IAM FAEEETNREE=H
AWS RF BEEMFEE.

- EETHRIMMEBHS B RMEIE 528 (AM FAEER) PNSEEUERMHEEN DI
TEPRBENERE BEES).

- FEETHEAACHNEREBRETEIRFFIZEANEZER , 28 (AM FAEER) T8 1AM
AERERABRNER,

Amazon WorkSpaces & & F F i iy 5814

AWS £IKERRBEER AWS B MATHESEVLN. AWS EE RESEER S BN RHNTA
EE , BEERFHERKILE, SWEENSERENRKER. SBTRAES , BARGTRRFNER
EANERNE A REAETABSECEHEDRERE  MAGRERE, THERIANTAYE, FHEED
MiERES , ORE-—HSEERPONERERREES.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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WFE AWS B M HERENFAER , F2HEAWS £ HERER,

BRT AWS £IREMZEE 2L, WorkSpaces BEE A FimERMUSEIRE , THBEXEERER
Mimtd FEXRo

Amazon WorkSpaces fEE 8 A F s R IR R 2 47 Fl & 38

BLEM IT Z2FREEcHLE AWS NWEF. WFEFMEF , F2H AWS LANSEER,

Amazon WorkSpaces & A FixE Amazon WorkSpaces, Amazon AppStream 2.0
WorkSpaces fl R X EE, NEFEELRENENEENFAEN , TSR THIES !

« Amazon AppStream 2.0 F I E ¥ & E
« Amazon I EFHEE WorkSpaces
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html
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Amazon & WorkSpaces & F i

ELR R #EE Amazon WorkSpaces fBEE A FmMEM AWS SRS RN AT EME, THAMFMENEE
B, AWS 124t THIE R T B 3REER WorkSpaces AR A F i, fEAEENRKEE , &S
ERENEHEETH

« AWS CloudTraillEUE IR F A KRB AWS R FE 3 HHY API M FAERISE 4 |, WS BB EE D&
EEM Amazon S3 EFETEE., BATLERBIFFILAEREFIRE AWS, ETFEUA SR IP 24k , 2L
FEAEMNMUNEER, MEFMENR  F2E (AWS CloudTrail FHEEE) .
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CloudTraill
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WorkSpaces @ H A FImFIE APl I AE 4, HMEMFILEIER B WorkSpaces BEEAF
WmERARNEWN | IR E WorkSpaces fRfE P AP EEMNBX BT, WREEEH , &7
AR A8 E5E CloudTrailE4F 2] Amazon S3 fFETEE , @IERBEE A F WorkSpaces isfIE 4,
REBRFEER , BMATUE [EHBREEE] FREA CloudTrail EEAPRIENEN. FHKEN
& CloudTrail , ] LA Ef @ WorkSpaces B AF iR N ER, REERMIR IP ik, £
HERPWAE, REERWER , UREMFMENR.
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2 CloudTrail EHESLREHFFHEM AWS RESH —ERHEESHT. SR, BSANTH
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ERZEMEN AWS B, BHIFEEHERE AWS 2 EFFIEEBNEH , Wi§ AFEEEETREEN
Amazon S3 f#1ZErEE, WAL, BETLEREHM AWS RIS , LI — 5247 CloudTrail SE&&hUER
EHERLEEITE ., MEFMEEN , F2ETIRE :
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
IlaInll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "arn:aws:iam::<arn>",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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"accountId": "<accpimt-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-18T23:07:01Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-11-18T23:11:57Z2",
"eventSource": "thinclient.amazonaws.com",
"eventName": "GetDevice",
"awsRegion": "us-east-1",
"sourceIPAddress": "<source-ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0)

Gecko/20100101 Firefox/115.0",

"requestParameters": {
"id": "<ip>"

1,
"responseElements": null,
"requestID": "<request-id>",
"eventID": '"<event-id>",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<recipient-account-id>",
"eventCategory": "Management"

B fiE WorkSpaces fEfEH A Fimac sk 1818 B

75



Amazon WorkSpaces #E % F i EEBER

{FEF 2 Amazon WorkSpaces f&fE 2 A Fim &R AWS
CloudFormation

Amazon WorkSpaces f&f&SE A FimE S 7 EER AWS CloudFormation , A1 Bh #8831 & R 18 2 A1
REE AWS R, mt—3R , BAURELNEEEIVERERMEFRKE, SUUBRIHEREEE
WFTE AWS R (HIInIRE) M4 |, I A% AWS CloudFormation i MR EELE R,

£ B AWS CloudFormation , A AEEFEAEAR , L—HEE®RMELE WorkSpaces BEEAF
WER. HRAEZNER—X  AREZEEHPEEMEMER AWS 1RF WER,

WorkSpaces f&f& 8 Fim# AWS CloudFormation £i4<

EHEMBENERTE WorkSpaces R AFImEMEBRBENER , BL4ABRBEAWS CloudFormation £3
A, HARLL JSON 5 YAML BB X FER, ELEARALZERE AWS CloudFormation H#
EBhHENER. MREFAE JSON 5% YAML 83X , JLAEA AWS CloudFormation %5t T &1
By 42 BA%R AWS CloudFormation fEAgi4, MEELFHMEN , 5528 AWS CloudFormation A&
&’ Y HEER AWS CloudFormation %5125 ? o

WorkSpaces & A Fis X #£ 1 AWS CloudFormation. MEFMER , SEEANIRIEN JSON H
YAML EAREHAR , FFBBAWS CloudFormation £ A &SR H Amazon WorkSpaces &2 F i
EREHEBE,

iE— 7 ## AWS CloudFormation

EE#— 5 T H AWS CloudFormation , 2B THIER :

« AWS CloudFormation

« AWS CloudFormation £ &5/

« AWS CloudFormation APl £%&

« AWS CloudFormation ¥ ST EEAEER

WorkSpaces & & A Fi%Hf AWS CloudFormation 7% 76


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesThinClient.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesThinClient.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

Amazon WorkSpaces #E % F i EEBER

{55 F S TH v BE 7 HX Amazon WorkSpaces B F F i
(AWS PrivateLink)

& A LAE AWS PrivateLink Fi1E VPC #1 Amazon WorkSpaces S A Finc BRI AT ER, &
A BA#% WorkSpaces BB A FiwFEA VPC , MEBEE X ARERAMREE, NAT £E&E. VPN EHRH
AWS Direct Connect ##R, VPC FHEITERAZEELA IP it BIAIFE WorkSpaces i E A F
i o

& AT AR 3 R ST BE A ) T i B SR R 3T b FA AGE AR AWS PrivateLink. BRFIEEZANEIRBERANEE
FRPEVIGEMARNEH, SXEHEREEENRENE , IHAEELIEREHEAFRRZRENEA
2, WorkSpaces

MEFHMEN , 528 (AWS PrivateLink E8) FHIEIB AWS PrivateLinkFEL AWS iR#.

WorkSpaces B A FimiIEZ £
£ 5 WorkSpaces fBERE A FImEREN ik B2 8 , 55 XWBAWS PrivateLink IElFHNEZEEE1E,

WorkSpaces f5fE A Fim X ZEB T HimHFUEA AP BiF,

£ WorkSpaces f5 2 A F w22 3 1) H s 24

& LAME A Amazon VPC E£# A5 AWS Command Line Interface (AWS CLI) & WorkSpaces f&&#!
RFEWBYNERR. WEFMEA  FSE (AWS PrivateLink 8/) FHYE T HinHo

FAT YR BEFES WorkSpaces BEEAFIREY N HEIHE

com.amazonaws.region.thinclient.api
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- AEATHVENE
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MEFMEN , 528 (AWS PrivateLink 1858) 89 im B R 2 61 9 RS B9 B,
g4l : AR WorkSpaces & EFH FimEER VPC in 2R Al
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WorkSpaces &2 A F in B1ER FEUE,

{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource":"*"

}
]
}
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